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About This Book

Purpose

This book describes how to administer the Novell Identity Manager user application, including:

 The identity self-service features provided with Identity Manager

» The workflow-based provisioning features provided if you add the Provisioning Module for
Identity Manager

To learn about administering the other features of Identity Manager (which are common to all
packagings), see the Novell Identity Manager: Administration Guide.

Audience

The information in this book is for system administrators, architects, and consultants who are
responsible for configuring, deploying, and managing the identity self-service features and/or
workflow-based provisioning features of the Identity Manager user application.

End-user documentation for these features is provided in the Identity Manager User Application:
User Guide.

Prerequisites

This book assumes that:

* You have installed Identity Manager, and possibly the Provisioning Module for Identity
Manager as well

For instructions on installing these products, see the Novell Identity Manager: Installation Guide.
« You have configured the other features of Identity Manager as appropriate for your needs

See the Novell Identity Manager: Administration Guide.

Organization

Here’s a summary of what you’ll find in this book:

Part Description

Part I, “Overview,” on page 17 Introduces you to the Identity Manager user application, and
helps you plan for its use in your organization

Part 11, “Configuring the User How to configure various aspects of the Identity Manager user

Application Environment,” on page 57 application environment (including user application driver,
directory abstraction layer, and logging) to meet the needs of
your organization

Part I1l, “Administering the User How to configure and manage the Identity Manager user
Application,” on page 123 application by using the Administration tab of the user interface
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Part Description

Part IV, “Portlet Reference,” on How to configure the identity and system portlets used in the
page 225 Identity Manager user interface
Part V, “Designing and Managing How to configure, deploy, and manage the resources, workflows,

Provisioning Requests,” on page 293 and request definitions required for provisioning with the
Provisioning Module for Identity Manager

NOTE: This part applies only if you have the Provisioning
Module for Identity Manager.

Part VI, “Appendixes,” on page 345 Additional reference information (schema extensions) and
advanced topics (configuring the application archive) for the
Identity Manager user application

See also

For other related manuals and readme information, go to the Identity Manager page (http://
www.novell.com/idm/) of the Novell documentation Web site.
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Overview

These chapters introduce you to the Identity Manager user application, and help you plan for its use
in your organization.

e Chapter 1, “Overview,” on page 19
» Chapter 2, “Designing the Production Environment,” on page 41

Overview 17
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Overview

The Novell Identity Manager user application is a powerful Web application designed to provide a
rich, intuitive, highly configurable, highly administrable user experience atop a sophisticated
identity-services framework. When used in conjunction with the Provisioning Module for Identity
Manager and Novell Audit, the Identity Manager user application provides a complete, end-to-end
provisioning solution that’s secure, scalable, and easy to manage.

The user application offers the following Web-based end user features:

» White pages

* Organizational charts

 User search (with ability to save custom search configurations)

« Self-service password management

« Lightweight user administration tools

« Initiation and monitoring of workflows (if Provisioning Module is installed)

» Management of personal and/or team tasks (if Provisioning Module is installed)

 Delegation and proxy capabilities
For the system administrator, the user application offers a rich assortment of configuration and
administration capabilities, including:

» An interface that allows setup and management of proxy and delegation rights

 Access to logging tools and customized Crystal Reports

» Wizard-based configuration of workflows (if Provisioning Module is installed)

» Workflow management (if Provisioning Module is installed), including the ability to reassign
or terminate workflows in progress

* Eclipse-based Designer for creating custom directory abstraction definitions and relationships

A more complete listing of features and capabilities is shown in the table below.

Feature Description

Standards-based, browser-agnostic, Administrator can change page layouts, default (home)

extensible Web-Ul user environment page, add new pages, and modify overall appearance
(themes).

The user application is extensible through the addition of
JSR-168 compliant portlets.

Provisioning workflows (with Provisioning The administrator can create tailored workflows for
Module installed) processing provisioning requests.

Those workflows can in turn be initiated by end-users
who have the appropriate rights.

Overview
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Feature

Description

Event-driven workflows (with Provisioning
Module installed)

Enhanced White Pages

Organization Chart

User Search

Password Self-Service

Lightweight User Administration

Eclipse-based Designer

Proxy Roles (with Provisioning Module
installed)

Delegation of Tasks (with Provisioning Module

installed)

Directory abstraction layer

Access control on all user-facing data

Identity Manager User Application: Administration Guide

In addition to user-initiated workflows, the administrator
can configure workflows in such a way that they are fired
automatically when specified events occur in the identity
vault.

Display user information alphabetically, geographically,
by skill set, and so forth.

The user application includes an advanced
organizational charting portlet that leverages AJAX to
give a richly interactive experience.

The user can perform searches on identities and save
custom search definitions for later reuse.

The user application allows end users to access
password management functions, eliminating Help Desk
calls.

The user application allows end-users who are non-IT-
administrators to perform a limited set of identity
management chores.

System administrators, developers, consultants, and
other IT specialists can perform a variety of
configuration and other tasks quickly and easily with the
Designer application. For example, the Designer allows
one to work offline with entity definitions and
relationships, driver policies and filters, and a variety of
driver and driver-set configuration tasks. Changes can
be saved in a project and/or uploaded to the identity
vault.

The user application user interface allows appropriately
qualified individuals to define proxy roles for specific
users. (A proxy can perform tasks on behalf of another
user, with all the rights of the other user.)

The user interface allows managers (and users with
appropriate rights) to set up automatic delegation of
tasks to peers based on a given user’s unavailability.
The delegation is fine-grained in that specific types of
tasks can be delegated to different individuals.

The runtime framework isolates Web application logic
from the low-level mechanics of identity vault access
and workflow, for a secure, robust directory abstraction
architecture. Isolation is achieved via a mediation layer
known as the directory abstraction layer (or just
abstraction layer).

The abstraction layer (which leverages eDirectory’s
sophisticated Effective Rights model) automatically
limits the visibility of identity data and workflows, as well
as the user’s right to modify data, in a way that's
transparent to the user and transparent even to the
portlets themselves.



Feature Description

End-user Identity Data Verification The user application provides a means for users to view
and validate/update their own identity information, as it
is represented within the identity vault.

Flexible logging Easily log a wide variety of events to a server log (via
log4j) or to Novell Audit, or both.

Novell Audit Reports The product includes pre-templated Crystal Reports that
reflect common reporting tasks relating to provisioning.

High availability The user application and approval flow elements of the
product can be clustered for scalability.

IMPORTANT: In this version of the Provisioning Module,
automatic fail-over of in-process workflow instances is
not supported. An in-process flow that has been
interrupted can, however, be continued to completion on
remaining server nodes with a manual intervention step.

E-mail template management Ul Associate and customize e-mail templates for
workflows, using iManager.

Accessory portlets A variety of ready-to-use portlets come with the user
application, including portlets for GroupWise, Exchange,
Lotus Notes, Web-mail, Network File, NetStorage,
HTML, Shortcut, RSS, and Message portlets.

These features are in addition to the standard functionalities offered by Identity Manager. See the
Identity Manager Administrator’s Guide for more information on the product’s standard feature set.

1.1 Types of Roles Supported

The Identity Manager user application encompasses a broad set of identity-management capabilities.
Not every user will need to use (nor be able to see) every type of capability; the capability will
depend on the person’s role.

Users are assumed to fall into one or more of the following categories, each served by different tools
and features. (The following vocabulary will be used throughout this documentation.)

1.1.1 LDAP administrator

The LDAP administrator is the person who has maximum configuration and system-administration
rights with respect to the identity vault (eDirectory 8.7.x or 8.8). This is a logical role that may be
shared also by the User Application Administrator (below), which is the person or entity with
system rights to the application server (JBoss), the database (for example, MySQL), and/or the
portal-based Web Ul itself.

The LDAP administrator can choose from two kinds of tools to accomplish his job: The Eclipse-
based Designer for Identity Manager infrequent (possibly one-time) tasks, and iManager tools for
daily administration tasks.

Infrequent tasks that you would typically do in Designer Designer for Identity Manager include:

Overview
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 Configuring the abstraction layer definitions, attributes, and relationships that can be used in
the Identity Manager user application. (See the chapter on Chapter 4, “Configuring the
Directory Abstraction Layer,” on page 75 for more information.)

« Validating directory abstraction layer definitions. (See the chapter on Chapter 4, “Configuring
the Directory Abstraction Layer,” on page 75.)

» Making changes to User Application Driver settings. (See the chapter on Chapter 3,
“Configuring the User Application Driver,” on page 59.)

« Localizing the display text for entity and attribute display labels; org chart relationship names;
and global and local list items. (See the chapter on Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.)

« Import or export the User Application Driver and its settings.

* Other kinds of offline tasks.
Everyday tasks in which the administrator (whether it’s the LDAP administrator or the User
Application Administrator, described below) is typically operating on a live system are done in
iManager. Such tasks might include:

» Managing e-mail templates.

« Defining or designating provisioned resources and provisioning request definitions.

Enabling or disabling a workflow definition, thereby making it active or not.
» Terminating an in-process workflow.
« Running reports on Novell Audit logging data.
Some of these tasks (the workflow-related ones) apply only when the Provisioning Module has been

installed. Also, many of them might be done by the User Application Administrator (below) rather
than the LDAP administrator.

1.1.2 User Application Administrator

The User Application Administrator performs tasks associated with administering the Web
application (the browsing-based application running on JBoss). Access to the administration tools
for this role occurs via the Administration tab of the Identity Manager user interface.

Actions that you might carry out in the user application include:

 Configuring various application settings, such as those that tell the user application how to
connect to the identity vault (LDAP provider). For details, see Chapter 10, “Portal
Configuration,” on page 189.

« Determining the pages displayed in the Identity Manager user interface and who has
permission to access them. (See Chapter 7, “Page Administration,” on page 131.)

» Determining the portlets available in the Identity Manager user interface and who has
permission to access them. (See Chapter 9, “Portlet Administration,” on page 171.)

» Determining the look and feel of the Identity Manager user interface. (See Chapter 8, “Theme
Configuration,” on page 165.)

« Controlling the levels of logging messages you want the ldentity Manager user application to
generate and which of those messages (if any) are sent to Novell Audit. (See Chapter 12,
“Logging Configuration,” on page 201.)
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» Managing various caches maintained by the Identity Manager user application. (See Chapter
13, “Caching Configuration,” on page 207.)

 Exporting or importing Web content (pages and portlets) used in the Identity Manager user
application. (See Chapter 14, “Tools for Exporting and Importing Portal Data,” on page 217.)

« Setting up proxy rights for particular individuals.
» Many other tasks related to the user interface that the end user sees.

Tasks that you would perform in iManager include:

» Managing e-mail templates.
« Defining or designating provisioned resources and provisioning request definitions.

Enabling or disabling a workflow definition, thereby making it active or not.
» Terminating an in-process workflow.
» Running reports on Novell Audit logging data.

Some of these tasks (the workflow-related ones) apply only when the Provisioning Module has been
installed.

1.1.3 End User

The end user is the person who views and interacts with the various portlets and Web pages that
together comprise the user application’s user interface. In this context, end user is intended to mean
an employee, a manager, or a proxy or delegate for an employee or manager.

The end user has a potentially vast array of capabilities, depending on how many features are
enabled by the administrator. At a minimum, end users will be able to use the Identity Manager user
application to:

« View hierarchical relationships between User objects using the Org Chart portlet.

 View and edit user information (with appropriate rights).

« Search for users or resources using advanced search criteria (which can be saved for later
reuse).

» Recover forgotten passwords.

» Send e-mail to team members (individually or en masse).
In addition, with the Provisioning Module installed, the user application’s Web interface allows
users to:

» Request a resource (start one of potentially many predefined workflows).

* View the status of previous requests.

 Claim tasks and view tasklists (by resource, recipient, or other characteristics).

» View proxy assignments.

 View delegate assignments.

« Specify one’s (un)availability.

 Enter proxy mode in order to claim tasks on behalf of another.

* View team tasks, request team resources, and so forth (managers only).

Overview
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1.1.4 Delegate user

A delegate user or delegate is an end user to whom one or more specific tasks (appropriate to that
user’s rights) can be delegated, so that the delegates can work on those specific tasks on behalf of
another. For example, John is going on vacation and wants Mary to handle his tasks while he is
away. Assuming Mary has rights appropriate to the task (or tasks) John is delegating, Mary can
become John’s delegates. When John marks himself unavailable in the user application, any tasks
that would normally show up in John’s task list will show up in Mary’s task list instead. Mary thus
acts in the role of delegate user. She can claim a task of John’s as fully hers (it is no longer John’s).
Contrast this with the definition of a proxy user, below.

Notice that delegation occurs on a task-by-task basis. It is not necessarily an all-or-nothing transfer
of responsibility (although in actual fact, the user interface does allow for a global delegation of all
of a user’s tasks to a particular delegate, if that’s what’s called for). A given user may designate
more than one delegate. Each delegate can take responsibility only for the task(s) he or she has been
given. (For example, John may want Mary to handle any incoming new business card request tasks,
but he may want Bill to handle new Siebel account requests.) The transfer of responsibility—the
reassignment of new tasks—happens automatically when the original owner of the task declares
himself (or herself) unavailable for a particular kind of task. (The declarer can optionally specify an
expiration period for the delegation, again on a per-task basis.) This transfer is logged for
compliance reasons.

A detailed description of the user interface features for delegate users can be found in Chapter 1 of
the Identity Manager User Application: User’s Guide. See also Section 21.3, “Provisioning
security,” on page 305 in this guide.

1.1.5 Proxy user

A proxy user is an end user who acts in the role of another user by temporarily assuming that user’s
identity. All of the rights of the original user apply to the proxy. Work owned by the original user
continues to be owned by that user. For example, while John is on a trip to China he wants his
administrative assistant, Clive, to be able to access and act on all of his (John’s) tasks. John, if he has
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appropriate rights, can designate Clive as his proxy. (If he does not have appropriate rights, the User
Application Administrator will set this up.) Once the proxy relationship is established, Clive can act
in two roles: the role of Clive, or the role of John. In the John role, he can do anything John can do.
When work items are accomplished by Clive, it is as if John did them himself.

Notice that, in contrast to the delegation mechanism described in the previous section, a proxy
relationship gives the proxy user total visibility into (and the power to act on) the original user’s
tasks and settings. Also, any attributes or relationships or system settings that John has access to will
be accessible by his proxy, for the duration of the proxy’s role.

Another distinction between a delegate and a proxy is that whereas a user might delegate some tasks
to one delegate and another category of task to another delegate, a proxy always gets all of the tasks
of the original user. In other words, when you name someone as your proxy, you can be assured that
all of your tasks can be seen and worked by that one individual. It is as if that individual becomes
you.

Note that proxy actions undertaken on behalf of another user are logged to Novell Audit as such (for
demonstrating compliance).

Additional information on proxy scenarios can be found in “Configuring Your Provisioning
Settings” of the Identity Manager User Application: User’s Guide.

1.2 Data abstraction: The key to flexible identity
management

A concept that’s key to understanding the Identity Manager user application is that of data
abstraction, or being able to define, view, and manipulate instances of directory abstraction layer
definitions.

Traditional storage technology, whether it involves relational databases, X.500 directories, or other
repositories, typically requires that data entries (rows in a database, objects in an X.500 directory,
and so forth) conform strictly to a well-defined schema. Queries over the stored data can be
arbitrarily complex (in theory) and the data may include indexes and/or backlinks, but the actual
data entries themselves are expected to conform to a fixed definition. Moreover, it’s assumed that
the applicable schema(s) will not change markedly, if at all, over time.

This is a problem when information (possibly from disparate data sources, relying on disparate
schemas) needs to be brought together to create composite data objects conforming to arbitrary new
(and possibly transient) schema. Identity data is a classic example, because identities tend to be
compositional and non-static. Moreover, the pieces of data on which a given identity is based can
come from different sources, each of which might have administrators who are (understandably)
protective of the information.

The distributed nature of identity data poses identity-management challenges that can be hard to
solve in the face of rigid (and politically bound) schema definitions. One way to attack the problem
is to bring together identity data in a logical vault (implemented as a directory) and assemble logical
identities from the source data as needed, according to one or more logical schemas that map
traditional LDAP objects and attributes (for example) to arbitrary abstraction layer definitions and
attributes. In this way, identity data becomes highly compositional and dynamic. Changing the
definition of an identity does not require making changes to an LDAP schema. Identity objects can
be redefined at will, to suit particular applications or even particular users of particular applications.
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This overall approach is often referred to as data abstraction, meaning that identities are materialized
as needed, in the form needed.

Abstraction of identity data has a number of advantages:

It’s possible to avoid disruptive, potentially risky changes to LDAP-directory schemas
Abstraction technology is non-intrusive, requiring no changes to connected systems

New relationships between data are possible

The abstraction layer definition(s) can be changed or extended at any time

Objects can have as many or as few attributes as needed

Attributes from unrelated LDAP objectclasses can be merged in an abstraction layer definition
Acrbitrary names can be used for attribute naming (there’s no requirement to use LDAP names)

Fine-grained access control policy is still applicable (users see only the data they have the
rights to see)

Complex searches can be performed against new object types (or attribute combinations) which
might otherwise be impossible in a pure-LDAP environment

Identity Manager leverages abstraction to achieve all of these goals and more.

1.3 High-Level Architectural Overview

The Identity Manager user application relies on a number of independent components acting
together. The core components, and their fundamental responsibilities, are described in the
following table.

Component Description

Identity vault (eDirectory 8.7.3 or  Repository for user data (and other identity data) plus IDM driver set

8.8)

and drivers, as well as various abstraction layer artifacts and (if the
Provisioning Module is installed) workflow artifacts.

Identity Manager engine This is the Identity Manager runtime framework that monitors events

in eDirectory (and connected systems), enforcing policies and
routing data to and from the identity vault.

User Application Driver The User Application Driver communicates with the user application

to let the latter refresh its cache when the abstraction layer’s
definitions have changed. When the Provisioning Module is
installed, the User Application Driver also can be configured to allow
events in the identity vault trigger workflows. It also communicates
entitlement information back to the identity vault so that there is a
record of the entitlement having been granted (or not) when the
workflow is complete.

User Application: Web Ul The user application’s Web Ul is a browser-based Java application

into which JSR 168-compliant portlets plug.

User Application: Abstraction layer The abstraction layer isolates presentation-layer logic from the

identity vault, so that all requests for identity data have to go through
the abstraction layer. Portlet code cannot obtain direct access to
identity information. All requests go through the abstraction layer
and are subject to its constraints (on access control, for example).
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Component

Description

User Application: Workflow Engine
(available with Provisioning
Module only)

JBoss application server

Database (MySQL by default)

Composer service driver

Novell Audit

The Workflow Engine is a set of Java executables responsible for
managing and executing steps in an administrator-defined workflow.

The open-source JBoss application server provides the runtime
framework in which the user application, abstraction layer, and
Workflow Engine execute.

The database (see the Installation Guide for a list of supported
databases) stores certain kinds of configuration information on
behalf of the user application, as well as workflow state (if the
Provisioning Module is installed).

The Composer service driver is the portion of the User Application
Driver that can be custom-configured to respond to identity vault
events by firing workflows.

Novell Audit is an independent logging server that can persist a
variety of kinds of data (such as data generated by steps of a
workflow). For more information, see the chapter on setting up
logging, later in this book.

In terms of information flow, the above-mentioned components are logically linked in the manner

depicted in the diagram below. Physically, the individual components may be (and in most cases will

be) located on more than one machine. For example, although the identity vault (and its main
administration tool, iManager) will be collocated on the machine that hosts the Identity Manager

engine, JBoss (and the user application) will typically be hosted on a separate machine (or group of

machines, if clustered). Likewise, for reasons not only of performance but also for security and
disaster recovery, the database (MySQL) will typically be on its own machine.
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1.3.1 Identity vault

The identity vault is used to store identity data and abstraction layer definitions of various kinds. An
instance of eDirectory (running on Windows, Solaris, or Linux) is used for this purpose. By using
eDirectory, Identity Manager is able to leverage a well-proven, massively scalable enterprise-class
LDAPv3 directory with partitioning and replication capabilities, plus a flexible Web-based
management and configuration tool (iManager) which offers an all-in-one administrative integration
point between ldentity Manager and eDirectory itself.

1.3.2 JBoss

The user application is packaged as a Java Web Application Archive, or WAR file. The WAR is
deployed into JBoss, the popular open-source Java application server (which uses Tomcat as its
servlet engine; not shown in the diagram). The use of JBoss as an execution environment brings
many advantages, including the following:

» The source code is freely available.
« Starting with version 4.0.3, JBoss is clusterable.
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« JBoss is fully J2EE compliant, which means any J2EE application can run on it. You can host
additional applications (for example, Web Services) on the same instance of JBoss that the user
application runs on.

« JBoss supports standard JAAS and JACC Java security and authorization services (which the
user application relies on for identity vault access).

« JBoss runs on many different platforms, including popular versions of Windows and Linux.

The user application WAR contains executable code for the user application, which in turn is built
using a Model-View-Controller (MVC) architecture, for separation of concerns. The user-facing
interfaces run as modular portlets within the user application. Separate portlets exist for viewing org
charts, conducting searches, viewing user details, resetting passwords, and so forth.

For more information on the various aspects of deploying Web applications to JBoss, consult the
JBoss documentation at http://www.jboss.org/products/jbossas/docs (http://www.jboss.org/products/
jbossas/docs).

1.3.3 Database

The user application relies on a database (MySQL by default; see the Installation Guide for a list of
supported databases) to store several kinds of information:

« User application configuration data: for example, Web page definitions, portlet instance
registrations, and preference values.

« |f the Provisioning Module is installed, workflow state information is persisted in the database.
(The actual workflow definitions are stored in the identity vault.)

» Novell Audit logs

1.3.4 Identity Manager Engine

The Identity Manager product consists of a runtime engine, drivers, and policies. The Identity
Manager engine responds to events in the identity vault and manages the flow and transformation of
data to and from the vault. Driver objects encapsulate executable code and artifacts (such as policy
documents) designed to provide data-handling behaviors specific to a particular connected system.
The Identity Manager user application is a connected system. Communication between the identity
vault, the user application’s abstraction layer and Workflow Engine occurs via the User Application
Driver (see below).

Because the user application relies on various directory objects for storage of abstraction layer
artifacts, it’s necessary to extend the eDirectory schema to accommodate the custom LDAP objects
and attributes required by the user application. Extension of the schema occurs automatically as part
of the Identity Manager installation process. Population of custom objects and attributes with default
values does not occur, however, until the User Application Driver is installed and activated.

1.3.5 User Application Driver

The User Application Driver is an important enabling piece of the user application. One of the
responsibilities of the User Application Driver is to notify the abstraction layer when important data
values change in the identity vault, so that the abstraction layer knows to update its cache.

If the Provisioning Module is installed, the User Application Driver can be configured to kick off
workflows automatically in response to changes of attribute values in the identity vault.
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The User Application Driver is not only a runtime component but a storage wrapper for directory
objects (comprising the user application’s runtime artifacts). A typical representation of the
directory artifacts associated with the User Application Driver is shown below.
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NOTE: The names shown represent LDAP common-name (cn) values. The actual schema naming
of the various objectclasses is discussed elsewhere.

These artifact categories are discussed in greater detail below.

Driver Set Object

Every ldentity Manager installation requires that drivers be grouped into driver sets. Only one driver
set can be active at a time (on a given directory server). The drivers within that set can be toggled on
or off individually without affecting the driver set as a whole. The User Application Driver (like any
other IDM driver) must exist inside a driver set. The driver set is not automatically created by the
user application; you must create one ahead of time and then create the User Application Driver
within it.

User Application Driver

The User Application Driver object (which can be given any arbitrary name) is the container for a
variety of artifacts. As with all Identity Manager drivers, the User Application Driver implements
Publisher and Subscriber channel objects and policies. The Publisher channel is not used by the user
application, although it is available for custom use cases.

App Config Object

The AppConfig object is a container for various user application configuration objects:
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RequestDefs

This is a container for Provisioning Request Definitions, the administrator-configured request
definitions available to the user application runtime (if the Provisioning Module exists). The
definitions stored here (as XML) represent the classes of requests that end users with appropriate
rights can instantiate via the user application. The RequestDef associates a WorkFlowDef (below)
with a ResourceDef.

WorkFlowDefs

A container for Workflow objects, including design-time descriptions plus any template or unused
flows.

ResourceDefs

A container for Provisioned Resource definitions, including design-time descriptions plus any
templates or unused targets.

ServiceDefs

A container for Service Definition objects, which wrap Web Services called by Workflows.

DirectoryModel

Abstraction layer meta-level objects (ChoiceDefs, EntityDefs, RelationshipDefs), which represent
different types of content (some user-definable, others administrator-set) of the directory that can be
exposed by the Identity Portlets.

AppDefs

A container for configuration objects used to initialize the runtime environment, such as cache
config information and e-mail notification properties.

ProxyDefs

A container for proxy definitions.

DelegateeDefs

A container for delegate definitions.

1.3.6 Directory Abstraction Layer

Portlets get their identity data via queries into the directory abstraction layer, which is a code layer
that isolates details of identity-data access from client processes. When a portlet needs to perform a
search on identity data, for example, the abstraction layer makes the appropriate LDAP queries
against the target container in the identity vault, on behalf of the portlet. At no time does any portlet
make direct queries into the identity vault.

The abstraction layer is also the code layer through which abstraction layer definitions, as specified
by administrators or other qualified users of the system, are created or changed. To make such
changes, the system expert uses the Designer application’s directory abstraction layer editor, which
is described later in this guide, in Chapter 4, “Configuring the Directory Abstraction Layer,” on
page 75.
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At runtime, the abstraction layer caches a wide variety of configuration and entity-definition data
obtained from the identity vault. The various caches maintained by the user application can be
managed at a detailed level by the administrator. For additional information on caches and cache
management, see Chapter 13, “Caching Configuration,” on page 207.

1.3.7 Workflow engine

The workflow engine (available with the Provisioning Module) is the set of runtime classes
responsible for executing the steps of a workflow as specified by a process definition (a runtime
artifact created when a workflow is instantiated) and keeping track of state information, which is
persisted in a database, such as MySQL or Oracle; see Section 1.3.3, “Database,” on page 29, above.

Additional details about the Workflow System, including how to create workflows, can be found in
the chapter called Chapter 21, “Introduction to Workflow-Based Provisioning,” on page 295, later in
this guide.

1.3.8 User interface

The Identity Manager user interface is comprised of a collection of JSR168-compliant portlets (and,
in the case of the Provisioning Module, some Java Server Pages) that run within a Java Web
application on JBoss. The portlet architecture provides for a high degree of modularity, content
customization, and user control over page appearances. The user application framework provides
container services of various sorts. It manages window state, portlet preferences, persistence,
caching, theming, logging, and so forth, and acts as a security gatekeeper. The application server on
which the user application runs in turn provides various services to the application as a whole, such
as scalability through clustering, database access via JDBC, and support for certificate-based
security.

The high degree of encapsulation afforded by this architecture provides for a robust and secure
presentation-tier environment for the Identity Manager user application. It also guarantees a high
degree of administrative control over all aspects of the user interface.

For more information about administration of the various pieces of the user interface, consult the
various chapters in this guide under Part I11, “Administering the User Application,” on page 123.

1.4 Design and Configuration Tools

Various ldentity Manager user application functionalities can be customized or custom-configured
through the use of the Identity Manager Designer tool (which is based on the Eclipse Rich Client
Platform) or via iManager plug-ins.

The available tools and their intended usages are described in the following table.

Tool Purpose

Designer for Identity Manager General configuration tool for Identity Manager,
allowing the developer, consultant, or system
administrator to make detailed configuration
changes to driver sets, drivers, policy definitions,
and other artifacts.
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Tool Purpose

Directory abstraction layer Editor plug-in for Allows you to define custom objects and

Designer relationships, and make changes to various
configuration settings of the abstraction layer. See
Chapter 4, “Configuring the Directory Abstraction
Layer,” on page 75, later in this guide.

Provisioning Request Configuration plug-in Allow the definition and configuration of available
provisioning request types (in iManager)

Provisioned Resource Editor (available soon) Designer plug-in to allow creation and configuration
of resources (objects that represent the resource
that will be granted in response to a workflow)

Workflow Definition Editor (available soon) Graphical workflow definition plug-in for Designer

Workflow E-mail Templates Editor An iManager plug-in allowing administrators to add,
delete, and edit e-mail templates. These templates
may be used by the workflow system to notify users
of workflow events.

Ireport.exe (log report tool) and iManager Auditing A number of predefined log reports (that come with

and Logging feature Identity Manager) are available in Crystal Reports
(.rpt) format for filtering data logged to the Novell
Audit database. The Ireport.exe log report tool
(Windows only) is one way to generate the reports.
You can also use other methods to create the
reports; see Chapter 5, “Setting up Logging,” on
page 115 for details.

A system design expert would typically begin by using the directory abstraction layer editor (in
Designer for Identity Manager) to set up custom abstraction layer definitions for the user
application. These objects then become available for use by the abstraction layer (and therefore
users of the user interface). Fine-grained access control settings can be exercised in the definition
and use of these objects so that the administrator and end-users can see and manipulate only those
objects (and attributes on the objects) for which they have appropriate rights.

If the Provisioning Module is installed, the system design expert or administrator would use the
Provisioning Request Configuration wizards in iManager to define the provisioned resources and
workflows that will be available to users of the user application. At the same time, the administrator
would also use the e-mail templates editor functionality (in iManager) to define the content of the
body of any e-mail notifications that will be sent by the workflow(s). See Chapter 23, “Managing
Provisioning Workflows,” on page 331 for more information on this.

After configuring the abstraction layer, provisioning request definitions, audit requirements, and e-
mail templates, the administrator would typically perform various configuration operations affecting
the user application (involving security, caching, and other functionalities), using the administration
features described in Chapter 10, “Portal Configuration,” on page 189. Finally, the administrator
would configure individual portlets as necessary, using the interfaces described in the various
chapters under Part IV of this guide.

NOTE: The chapter immediately following this one describes some of these tasks in greater detail
and should be consulted prior to implementing a production environment.
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1.5 Usage Scenarios

The functionalities available in the Identity Manager user application are numerous. A few examples
will give some insight into the ways in which the user application can be used to solve real-world
problems.

1.5.1 Scenario A: User searches for information about other
persons in the organization
A common use case is that an employee wishes to find out information about another person in the
organization. For example:

 Obtain a coworker’s full name, contact information

« Find all people with a certain skill set, within a geographic area

» Determine who a particular person's manager is
These kinds of operations (including more advanced searches based on complex queries) can be
done easily via the Directory Search interface. Typically, the end-user would log into the user

application and bring the Identity Self-Service tab to the front (if it isn’t already on top), then click
the Directory Search link in the column of navigation links on the left.

In the screen below, the logged-in user has set up an advanced search to find any User(s) whose
department starts with Sales and whose Title contains Manager.

|J Address I@j http: )/} localhost: S0S0/I0MPr ov/partalfen/Defaulk ContainerPage/DirectorySearch j |
Novelle Identity Manager =
Wielcome, Sally |dentity Self-Service Requests & Approvals
78 -0
Advanced Search
- Directory Search
Search for: IUser ,I
With this criteria: Add/Remaove Criteria
IDepar‘tment LI Istar‘ts weith ;"Sales
(% Remove Criteria Grauping Iand j"
| Titie x| |cortains | |Manager

‘ﬁl Add Criteria Grouping

Search |
o | Moy Saved - :
@ S Basic Search

Searches

4]

|
[&] l_ I_ l_ | mkernet

sl_l;l

When this search completes, it provides a results-screen that looks like this:
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Novelle Identity Manager (=
Welcome, Sally ldentity Self-Service Requestz & Approvals
748 -0
Search Results
- Directory Search : .
Use the tabs below for different views of your result set,
User: (Department starts with Sales) -epd- (Title contains Manager)
Sorted by: Last Mame
Total Matches: 3
Identity Location Qrganization
First Name Last Mame Title Email Telephone Number
Bill Bender Technical Account Manager 4  (555) 555-1320
Jane Brown Technical Account Manager [ (5%5) 555-1316
Bill Burke Sales Manager, Central [ (535) 555-1210
1-3of3
@ My Saved Searches @ Save Search @ Export Results @ Revise Search @ Mew Search |-

=
| | »

Notice the row of buttons on the bottom, allowing the user to Save this particular advanced query,
Revise the query, start over with a new search, and so forth. Notice also the tabs above the list of
located individuals. The individuals are currently listed by Identity, but can also be viewed by
Location or Organization using the appropriate tab.

1.5.2 Scenario B: Manager creates a new User

Imagine that a department of a company has taken on a new intern, contractor, or other non-
employee (who might only be with the company for a fixed amount of time). The new person needs
to be in the system so that he or she can be provisioned with an appropriately limited set of resources
(and also so that he or she can be located via User searches of the type described above). Since this
person is not a regular employee, the person won’t be part of the company’s regular Human
Resources system. Yet the person’s identity (and access to resources) needs to be managed in secure

fashion.

As manager of the department in question, you are authorized to enter users into the system. To do
this, you log in and find that there is a Create User or Group link in the column of navigation links
on the left side of the page (see below):
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Create Uzer or GrDU{b

NOTE: This link will not appear unless the logged-in user has appropriate rights.

After clicking this link, you reach a screen that asks you whether you wish to create a new Group,
Task Group, or User (as shown below).

e = B
Select an object to create
Object type: m
G
T;z:zmup Cn:nntir:e

After selecting User and clicking Continue, the next wizard panel allows you to enter this User’s
personal information:
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Create ? O

Set attributes for this User
* - indicates required,

Base Parameters

Object ID:* Jekravitz
Container:* |0u=users,0u=MyLln'rt,0=h-1yOrg @
Object Attributes %
Hide:
- First Hame:* ICarter
r Last Hame > |Kravitz
T Titte: fintern
I- Department: |Sales
r Region: ISouthwest
| Eimail: |ck@blueskyu 2oy
r Manager: |Kip Keller @
r
Telephone Humber: I(DDD) e IE‘

The next screen allows you to assign a password to the new User:

Create ? - O

Create Password

Password: I*‘“""'“"""r
Confirm Password: I""""""""‘I
i =

Eack Contiqlﬁe

The final screen shows the net result of the process.
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Create 2 e [E]

Review
Object Created: Carter, Kravitz
Password Created: true

=

Create Another

In this example, the newly entered person becomes a User with all of the rights of a normal User.
But it is possible to define, say, an Intern object using the directory abstraction layer editor, with
unique attributes and rights appropriate strictly to that kind of object. In that case, Intern would
have shown up as one of the choices in the earlier picklist along with Group, Task Group, and User.

1.5.3 Scenario C: User provisioning

A common situation involves an employee needing to obtain a resource (whether it’s a piece of
office equipment, a company credit card, or access to a database) that requires approval by another
person. This is known as a provisioning request. In Identity Manager, if the Provisioning Module is
installed and configured, such requests can be serviced via workflows.

NOTE: Unlike the preceding examples, this example requires that the Provisioning Module be
installed and configured.

The user would first log in to the user application to arrive at his or her landing page. At the top of
the page, the user would click the Requests & Approvals tab, then locate the Request Resource link
on the left-hand navigation frame. When the Request Resource link is clicked, the user application
displays the initial request form.

Novellz |dentity Manager
Welcome, Allison

|dentity Self-Service Regquests & Approvals

My Wark &

My Tasks Request Resource
* Request Resource Step 1 of 3: Select the category of the resource you are requesting.
My Requests i .

Rezource Categaory: All v
My Settings e . .
Enter Proxy fitode

Edit Availabilityw
Moy Proxy Assignments

My Delegate Azsiznments

The Resource Category dropdown menu might contain any number of resource types, including
entitlements with arbitrary names. (See the Identity Manager main Administration Guide for more
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information on entitlements and how they are created.) To view all available provisioned resources
(in other words, anything that this particular user, with his or her present rights, can request), one
need only select Al'l, as shown.

If the user clicks Continue, the next screen will display all of the provisioning request types that this
user is permitted to access.

Novelle ldentity Manager
Welcome, Allison

|dentity Self-Sendce Requests & Approvals Logout  Help
A Wark A
1y Teske Request Resource
+ Request Resource Step 2 of 3: Select the resource from the list.
My Reguests
Resource
iy Settings = Resource Category Description
Enter Proxy Maode Enable Active Directory Account (Mgr Approve - § Accounts Enable Active Directory Account (Manazer Approve - § minute, 2
Edit Auailability minute, 2 retry TA) retry Timeout Approves)
Mivy Praxy Assignments Enable Active Directory Account [(Mar Approve-Mo Accounts Enable Active Directory dccount (Manager dpprove, No Timeout)
!
vy Delegate Assignments Timeout
Enable Active Directory Account (Mars Approve (3 Accounts Enable Active Directory dccount (Managers Approve 3 times serally,
Ser-Mao Timeout) Mo Timeout)
Enable Active Oirectory ficcount 2 Parallelifiiar, HR Aocoounts Enable Active Directary Account 2 Paralleliflanazer, HR Group) Mo
Group) Mo Timeout Timeout
Revoke Active Directory dccount (ar Approve-Mo Accounts Revoke Active Directory Account (Manager Approve, Mo Timeout)
Timeout)
Walue Adderlihgr dpprove - & minute, 1 retry TO) Human Rezources Value Adder{Manager Approve - & minute, 1 retry Timeout Denies)
1-éofé

In this example, the user wishes to request an Active Directory account, something that requires
manager approval. By merely clicking the appropriate link and filling in a simple form, the
associated workflow is kicked off and the person’s manager receives an e-mail notification pertinent
to the task that the manager needs to perform. The manager, in turn, can log in to his Requests and
Approvals page and find the employee’s request waiting in his task list, ready to approve or deny. (If
the manager is on vacation, his or her designated proxy will be notified and can log in and take the
same actions the manager normally would.) Meanwhile, the browser screen changes to show a
summary page that confirms that the workflow request was submitted successfully.

The granting of an account in a company’s directory (as shown here) is an example of an entitlement
request. Many types of entitlement requests can be configured in the Identity Manager user
application, and many kinds of workflows (single- or multi-manager approval, serial flow or parallel
flow, with or without time-outs, and so forth) can be created. In all cases, fine-grained access control
is available to manage the visibility of workflows and other information.

More information on these features can be found in the last chapters of this guide. (The information
in those chapters is mainly of interest to administrators. The usage of the features is described more
fully in the Identity Manager User Application User’s Guide.)

1.6 Where to go next

If you are ready to learn more about designing a production environment, go to the next chapter
(Chapter 2, “Designing the Production Environment,” on page 41). Otherwise, you may wish to go
directly to one of the later chapters in this book for the following kinds of information:

To learn more about the logging and audit capabilities of the user application, see Chapter 5,
“Setting up Logging,” on page 115.
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To learn more about customizing the look and feel of the user interface, see Chapter 8, “Theme
Configuration,” on page 165.

To learn more about security as administered through the user application’s administrative interface
(as opposed to iManager), see Chapter 11, “Security Configuration,” on page 197.

To learn more about the user application’s cache management facilities, see Chapter 13, “Caching
Configuration,” on page 207.

To learn more about password management functionality, see Chapter 19, “Password Management
Portlets Reference,” on page 267.

To learn more about portlet administration, see Chapter 9, “Portlet Administration,” on page 171.

To learn about import and export of portal data, see Chapter 14, “Tools for Exporting and Importing
Portal Data,” on page 217.

To learn more about organizational-chart features, see Chapter 18, “Org Chart Portlet Reference,”
on page 251.

To learn more about directory-search functionality, see Chapter 20, “Search List Portlet Reference,”
on page 281.

To learn more about new-object creation (Create portlet) options and how they are administered, see
Chapter 16, “Create Portlet Reference,” on page 231.

To learn more about workflow setup and administration, consult Chapter 21, “Introduction to
Workflow-Based Provisioning,” on page 295, as well as Chapter 22, “Configuring Provisioning
Request Definitions,” on page 309 and Chapter 23, “Managing Provisioning Workflows,” on
page 331.
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Designing the Production
Environment

This chapter discusses issues relating to setting up a production environment. It provides guidance
on a number of considerations that will come into play when making the transition from a sandbox/
test (or other pre-production) environment to a production environment.

This chapter is organized according to the following major sections:

 Section 2.1, “Topology,” on page 41

 Section 2.2, “Security,” on page 44

« Section 2.3, “Performance Tuning,” on page 46
 Section 2.4, “Clustering,” on page 49

2.1 Topology

The number of instances of each major subsystem and the ways in which they can be connected are
potentially great in number. Not every possible layout is supported. It is important to understand not
only the possibilities but why some configurations are preferred over others.

2.1.1 Minimal design

The simplest logical configuration of the user application is a one-of-everything installation,
consisting of one identity vault tree, one instance of the Identity Manager engine and drivers, and
one instance of JBoss running a single instance of the user application. In terms of physical
implementation, you could, in theory, run all of this on one box. But you would not do that in the
real world, for a variety of reasons (security, maintainability, and performance chief among them).
In deciding on the number of machines needed for a practical real-world installation, you would
want (at a minimum) to take the following into account:

» Novell Audit server: This piece is responsible for capturing event information (and possibly a
good deal of other information) from the user application environment at runtime. It may also
be doing double-duty as a persistence store for other applications in your company. For a
variety of reasons, you probably will not want to put other major pieces of the Identity Manager
system (for example, JBoss or the identity vault) on the same machine as the Audit server.

* ldentity vault: This is a heavily trafficked component with a need for good performance and
good scalability. In all likelihood, you will want to consider having the identity vault exist on a
dedicated machine. That is to say, you probably do not want another high-traffic system, such
as JBoss with a deployment of the user application, running alongside the identity vault on the
same machine.

 Database: If this instance of MySQL (or other supported database) is also your Novell Audit
database, it will probably be on a dedicated machine. Consider that this piece is used by the
user application in the following ways:

* As a persistence store for portal configuration data
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« As the persistence store for state information on in-process workflows (if the Provisioning
Module is installed)

 Optionally, as the logging store for Novell Audit.

 JBoss: For performance and capacity reasons, you will probably want to run this piece on a
dedicated machine.

These considerations suggest the following minimal 3-machine configuration:

Identity Vault Audit Server User App

— — =
= = =
— L "
IDM :
eDirectory eDirectory JBoss
IDM MySQL User App
iManager
AUDIT:
. r Audit Engine log4j logging
Audit plug-in MySQL DB

for iIManager for Audit

2.1.2 High availability design

Clustering for high availability/capacity is discussed in detail in a later section of this chapter. For
now, you should know that:

« ldentity Manager supports high availability of the identity vault, engine, and drivers through
the multinode installation and shared-storage mechanisms described in the chapter on “High
Availability” in the main Identity Manager Administration Guide. A comprehensive recipe for
setting up such a system using SUSE Linux is given in the article at:

http://support.novell.com/cgi-bin/search/searchtid.cgi?/10093317.htm (http://
support.novell.com/cgi-bin/search/searchtid.cgi?/10093317.htm)

« High availability of the user application is available through JBoss clustering. You can set up a
JBoss cluster such that each node runs one user application instance. The instances will all be
coequals (peers). Nevertheless, there is no session replication across instances. Each instance is
responsible for its own unit of work and will not finish a session that was started on a sister
node.

« Automatic failover is not supported (for the reasons just stated). But an interrupted workflow
can resume again after the loss of a cluster node, if a new node is brought online with the same
workflow engine ID as the one that went down. (In this case, resumption of the interrupted
workflow occurs automatically, as soon as the new workflow engine starts.)

Again, see Section 2.4, “Clustering,” on page 49 (further below) for a more detailed discussion of
these issues.
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2.1.3 Design constraints

In general, the two most important architectural constraints to be aware of are:

» No user application instance can service (search/query, add users to, and so forth) more than
one user container. Also, once a user container has been associated with the application, that
association is meant to be permanent.

» No User Application Driver can be associated with more than one user application, except
when the user applications are installed on sister nodes of the same JBoss cluster. In other
words, a one-to-many mapping of drivers to user applications is not supported.

The first constraint enforces a high degree of encapsulation in user application design.

Suppose you have the following organizational structure:

0=ACME

F

| |

ou=Marketing ou=Finance

G‘Eg Y D[g ¥

During installation of the user application, you are asked to specify the top-level user container that
your installation will look for in the identity vault. In this case, you could specify
ou=Marketing,0=ACME or (alternatively) ou=Finance,0=ACME. You cannot specify both. All
user application searches and queries (and administrator log-ins) will be scoped to whichever
container you specify.

NOTE: In theory, you could specify a scope of 0=ACME in order to encompass Marketing and
Flnance. But in a large organization, with potentially many ou containers (rather than just two
relating to Marketing and Finance), this is not likely to be practical.

It is possible, of course, to create two independent installations of the user application (sharing no
resources in common), one for Marketing and another for Finance. Each installation would have its
own database, its own appropriately configured User Application Driver, and each user application
would be administered separately, possibly having unique themes.

If you truly need to place Marketing and Finance within the same scope for one user application
installation, there are two possible tactics to consider. One is to insert a new container object (for
example, ou=MarketingAndFinance) in the hierarchy, above the two sibling nodes; then point to the
new container as the scope root. Another tactic is to create a filtered replica (a special type of
eDirectory tree) that combines the needed parts of the original ACME tree, and point the user
application at the replica’s root container. (Consult the Novell eDirectory Administration Guide for
more information on filtered replicas.)

If you have questions about a particular system layout, contact your Novell representative for
assistance or advice.
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2.2 Security

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you may have been using regular HTTP to connect the user application
driver to JBoss, or you may have been using a self-signed certificate (as a temporary measure) for
driver/app-server communication. In production, on the other hand, you will probably use secure
connections, with server authentication based on your company’s Verisign (or other trusted-
provider) certificate.

It is typical for X.509 certificates to be used in a variety of places in the Identity Manager user
application environment, as shown in the diagram below.

All communication between the user application and the identity vault is secure, using Transport
Layer Security, by default. The installation of the identity vault (eDirectory) certificate into the
JBoss keystore is done automatically at install time. Unless you specify otherwise, the user
application installer places a copy of the eDirectory certificate in the JRE’s default cacerts store.

The server certificate needs to be in several places, if communications are to be secure, as shown in
the diagram. Different setup steps may be needed depending on whether you intend to use a self-
signed certificate in the various places in the diagram shown with a JBoss cert box, or you intend
(instead) to use a certificate issued by a trusted certificate authority (CA) such as Verisign.
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Self-Signed Certificates

If you are using a certificate from a well-known trusted issuer (for example, \Verisign), no special
configuration steps should be necessary. But if you intend to create and use a self-signed certificate,
you will need to do these steps:

1 Create a keystore with a self-signed certificate, using command-line syntax similar to the
following:

keytool -genkey -alias tomcat -keyalg RSA -storepass changeit -
keystore jboss.jks -dname

""cn=JBoss, ou=exteNd,o=Novell, I=Waltham,s=MA, c=US" -keypass
changeit

Notice that you are creating the file “jboss.jks” as well as the certificate.
2 Copy the keystore file (jboss.jks) to your JBoss user application directory, for example:
cp jboss.jks ~/jboss-4.0.2/server/spitfire/conf

Turning on SSL in JBoss

To enable SSL in JBoss, locate jbossweb-tomcats5.sar file under [IDM]/jboss/server/IDM/deploy/.
In it, find server.xml and open that file in a text editor. Enable SSL by uncommenting or adding a
section that looks like:

<Connector port="8443" address="${jboss.bind.address}"
maxThreads="100" strategy="'ms" maxHttpHeaderSize="8192"
emptySessionPath=""true"
scheme=""https" secure="true" clientAuth="false"
keystoreFile="${jboss.server_home.dir}/spitfire/conf/jboss. jks"
keystorePass=""changeit" sslProtocol = "TLS" />

Turning on SOAP Security

In IDM.war, find the web.xml file and open it in a text editor. At the bottom of the file, uncomment
the following section:

<security-constraint>
<web-resource-collection>
<web-resource-name>I1DMProv</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>POST</http-method>
<http-method>GET</http-method>
<description>IDM Provisioning Edition</description>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport guarantee>
</user-data-constraint>
</security-constraint>

Save the file and the archive. Restart JBoss.

2.2.1 Mutual Authentication

The Identity Manager user application supports traditional server authentication scenarios (as
commonly used in https sessions with secure web pages on the Web), but does not support
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bidirectional certificate-based authentication out of the box. That functionality can be obtained,
however, by using Novell iChain. So if (for example) your organization has a need to allow users to
log in via a user certificate, rather than via password, you would be able to achieve this by adding
iChain to your environment.

See your Novell representative for more information.

2.3 Performance Tuning

Performance tuning is a complex subject. The Identity Manager user application relies on diverse
technologies with many interactions. It is not possible to anticipate every single configuration
scenario or user interaction scenario that could result in poor performance. Nevertheless, some
subsystems are subject to best practices that can boost performance. These are discussed below.

2.3.1 Logging

The user application allows logging via Novell Audit as well as via the open-source Apache log4j
framework. Logging via Novell Audit is turned off by default. However, file and console logging via
log4j are enabled by default.

NOTE: The kinds of events you can log, and how to enable or disable logging, are covered in
Chapter 5, “Setting up Logging,” on page 115 and Chapter 12, “Logging Configuration,” on
page 201 later in this guide.

The log4j configuration settings are contained in a file called log4j.xml under $SIDMINSTALL/jboss/
server/IDMProv/conf/. Near the bottom of this file, you will find the following entry:

<root>
<priority value="INFO" />
<appender-ref ref="CONSOLE" />
<appender-ref ref="FILE" />
</root>

Assigning a value to the root ensures that any log appenders that do not have a level explicitly
assigned inherit the root level (in this case, INFO). For example, by default, the FILE appender
does not have a threshold level assigned and so it assumes the root’s.

The possible log levels used by log4j are DEBUG, INFO, WARN, ERROR, and FATAL, as defined
in the org.apache.log4j.Level class. Inattention to the proper use of these settings can be costly in
terms of performance.

A good rule of thumb is to use INFO or DEBUG only when debugging a particular problem.

Any appender included in the root that does have a level-threshold set, should have that threshold set
to ERROR, WARN, or FATAL unless (as just explained) you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An
AsyncAppender class is available, but its use does not guarantee better performance. The issues
(which are well-known and are Apache log4j issues, not Identity Manager issues) are set forth at
http://logging.apache.org/log4j/docs/api-1.2.8/org/apache/log4j/performance/Logging.html.
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The default of INFO in the user application’s log config file (above) is satisfactory for many
environments, but where performance is critical, you should consider changing the above log4j.xml
entry to:

<root>
<priority value="ERROR"/>
<appender-ref ref="FILE"/>
</root>

In other words, remove CONSOLE and set the log level to ERROR. For a fully tested/debugged
production setup, there is no need to log at the INFO level, nor any need to leave CONSOLE
logging enabled. The performance payoff of turning these off can be significant.

For more information on log4j, consult the documentation available at http://logging.apache.org/
log4j/docs.

For more information on the use of Novell Audit with Identity Manager, consult the Novell Identity
Manager Administration Guide.

2.3.2 ldentity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a
high level of performance with large numbers of objects, Novell eDirectory (which is the basis of
the identity vault in Identity Manager) records frequently requested information and stores it in
indexes. When a complex query is run against objects with indexed attributes, the query returns
much faster.

Out of the box, eDirectory comes with the following attributes already indexed:

Aliased Object Name
cn

dc

Equivalent to Me
extensionlnfo

Given Name

GUID
IdapAttributelList
IdapClassList
Member

NLS: Common Certificate
Obituary

Reference

Revision

Surname

uniquelD
uniquelD_SS

When you install Identity Manager, the default directory schema is extended with new objectclass
types and new attributes pertaining to the user application. User-application-specific attributes are
(by default) not indexed. For better performance, you may find it useful to index some of those
attributes (and perhaps a few traditional LDAP attributes as well), particularly if your user container
will contain over 5,000 objects.

The general idea is to index only those attributes that you know will be regularly queried. (Which
could very well be different attributes for different production environments.) The only way to know

Designing the Production Environment

47



48

for sure which attributes are heavily used is to collect predicate statistics at runtime. (The collection
process itself is performance-degrading, however.)

The process for collecting predicate statistics in discussed in detail in the eDirectory Administration
Guide. Indexing is also discussed in more detail there. In general, you will need to do the following:
» Use Console One to turn on predicate-statistics collection for attributes of interest
* Put the system under load
« Disable statistics collection and analyze the results
« Create an index for each type of attribute that might benefit from having one
If you already know which attributes you want to index, there is no need to use Console One. You
can create and manage indexes in iManager via eDirectory Maintenance > Indexes. For example, if

you know that users of your org chart will very likely perform searches based on the isManager
attribute, you can try indexing that attribute to see if performance is enhanced.

NOTE: As a best practice, it is recommended that you index, at a minimum, the manager and
isManager attributes.

For an in-depth discussion of attribute indexing and performance, see the chapter on “Tuning
eDirectory” in Novell’s Guide to Troubleshooting eDirectory by Peter Kuo and Jim Henderson
(QUE Books, ISBN 0-7897-3146-0).

Also see the chapter on “Maintaining Novell eDirectory” (which has performance-tuning guidance)
in the main eDirectory Administration Guide.

2.3.3 JVM

The amount of heap memory allocated to the Java virtual machine can impact performance. If you
specify min or max memory values that are either too low or too high (too high meaning more than
the physical memory of the machine), you could experience excessive pagefile swapping.

You can set the max JVM size for the JBoss server by editing the run.conf or run.bat file
(the former for Linux, the latter for Windows) under [ IDM]/jboss/bin/ in a text editor.
Increase “-Xmx” from 128m to 512m, or possibly higher. Some experimentation may be needed to
determine the optimal setting for your particular environment.

NOTE: JBoss and Tomcat performance tuning tips can be found at http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming (http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming)

2.3.4 Session Timeout Value

The session timeout (the amount of time a user can leave a page unattended in his or her Web
browser before the server causes a session-timeout warning dialog to appear) can be changed in the
web.xml file in the IDM.war archive. This value should be tuned to match the server and usage
environment in which the application will run. In general, it is advised that the session timeout be as
small as practicable If business requirements can tolerate a 5-minute session timeout, this would
allow the server to release unused resources twice as early as it would if the timeout value were 10
minutes. This makes the Web application more performant and scalable.
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Please consider the following when adjusting the session timeout:

 Longer session time-outs could potentially cause the JBoss server to run out of memory if
many users were to log in over a short period of time. This is true of any application server that
has too many open sessions.

* When a user logs in to the user application, an LDAP connection is created for the user and
bound to the session.Thus, the more sessions that are open, the greater the number of LDAP
connections that are held. The longer the session timeout, the longer these connections are held
open.Too many open connections to the LDAP server (even if they are idle) could cause system
performance degradation.

« |f the server starts experiencing OutOfMemoryErrors, and the JVM heap and garbage
collection tuning parameters have already been optimally tuned for the server and usage
environments, then lowering the session timeout should be considered.

To adjust the session timeout value, you will need to open the IDM.war archive, find the web.xml
file inside it, and edit the following portion of that file (in particular, the numeric value, shown here
as 20, meaning 20 minutes, which is the default):

<session-config>
<session-timeout>20</session-timeout>
</session-config>

Then you will need to save the file and the archive, and restart the server.

NOTE: Hand-editing of Web archive files is best done by a person experienced in Java Web
application development and deployment.

2.4 Clustering

There are three things that you must consider when using the user application in a cluster
environment:
» The JBoss cluster configuration (see Section 2.4.1, “Clustering JBoss,” on page 49)

 The user application caching configuration (see Section 2.4.3, “Configuring the User
Application Cluster Group Caching Configuration,” on page 54)

» The workflow engine configuration (see Section 2.4.4, “Configuring Workflows for
Clustering,” on page 54)

2.4.1 Clustering JBoss

A cluster is a collection of application server nodes that provide a set of services. The purpose of a
cluster is to increase performance and reliability of applications. In general, a cluster provides three
key benefits for enterprise applications:

 High availability

« Scalability (more capacity)

« Load balancing
High availability means that an application is reliable and available for a high percentage of the time

that it is deployed. Clusters provide high availability because the same application is running on all
nodes. If one node fails, the application is still running on other nodes. The Identity Manager user
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application benefits from higher availability when running in a cluster. However, the Identity
Manager user application does not support HTTP session replication. This means that if a session is
in process on a node and that node fails, the session information will be lost.

Load balancing is the practice of distributing the workload among the members of a cluster. The
goal of load balancing is to improve performance. Load balancing can be achieved by a variety of
means (for example, DNS round robin, hardware load balancing). See http://www.onjava.com/pub/
a/onjava/2001/09/26/load.html (http://www.onjava.com/pub/a/onjava/2001/09/26/1oad.html) for a
discussion of various load balancing methods. Regardless of the method selected, you will want to
include load balancing in your cluster configuration.

JBoss Cluster Groups

JBoss clusters are based upon a communications module named JGroups. JGroups is installed with
JBoss (it also can be used without JBoss). JGroups provides communications among groups, which
share a common name, multicast address, and multicast port.

When you install a clustered JBoss server, JBoss defines two different JGroups groups for use in
managing the cluster. One is called DefaultPartition and is defined in /deploy/cluster-service.xml.
This cluster group is used by JBoss to provide core clustering services. JBoss also defines a second
cluster group named Tomcat-Cluster. This cluster group is defined in /deploy/tc-cluster-service.xml.
This cluster group provides session replication for the Tomcat server that runs inside JBoss.

The Identity Manager user application uses a third cluster group. This cluster group uses a UUID
name to minimize the risk of conflicts with other cluster groups that users might add to their servers.
By default, the cluster group is named c373e901aba5e8ee€9966444553544200. This cluster
isn't configured using a JBoss service file. Instead, the configuration settings are located in the
directory and can be configured using the user application administration features. If you are
familiar with JGroups and JBoss clustering, you can adjust the user application cluster configuration
using this interface. Changes to the cluster configuration only take effect for a server node when that
node is restarted.

The user application cluster group is used solely to coordinate user application caches in a clustered
environment. It is independent of the two JBoss cluster groups and does not interact with them in
any way. By default, the user application cluster group and the two JBoss groups use different group
names, multicast addresses and multicast ports so no reconfiguration is necessary.

User application cluster group settings are shared by any Identity Manager 3 application that shares
the directory configuration. The purpose of the local settings option in the user application
administration interface is to allow an administrator to remove a node from a cluster, or change the
membership of servers in a cluster. For example, you can disable clustering globally, then enable it
locally for a subset of your servers sharing the directory configuration.

Application Farming

JBoss allows you to hot-deploy across the a cluster by copying an application EAR, WAR, or JAR
into the farm directory of one clustered JBoss instance. Hot-deploying on one machine causes that
component to be automatically deployed on all instances within the cluster, while the cluster is
running.

This form of application deployment is not recommended with the release of JBoss Application
Server (4.0.2) that was included with the user application installation program at the time that this
document was written, as there are unresolved problems related to its use. However, we have
provided the basic steps that you must perform (see “Deploying the User Application to a Cluster
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Using JBoss Farming” on page 53) to successfully deploy the user application using JBoss farming
technology, as improvements to this technology can be expected after the publication of this
document.

MySQL Database

The user application installation program either installs the MySQL database manager and creates a
database for use with the user application, or it uses an existing Oracle, Microsoft SQL Server, or
MySQL database. The database is responsible for data persistence. All nodes in the JBoss cluster
must access the same database instance. The user application uses standard JDBC calls to access and
update the database. The user application uses a JDBC data source bound to the JNDI tree to open a
connection to the database. If you create the JBoss cluster by using the user application installation
program, the data source will be installed for you. If you choose to set up the JBoss cluster manually,
you will need to copy the data source file (IDM-ds.xml) to the deploy directory on all nodes in your
cluster. Also, if you are using MySQL, you need to copy the MySQL JDBC driver (mysql-
connector-java-3.1.10-utf8-clob-fix-bin.jar), located in the JBoss /server/IDM/lib directory, to the
JBoss server/IDM/lib directory.

Logging

To enable logging for clusters you need to edit the log4j.xml configuration file, located in the \conf
directory for the JBoss server configuration (for example, \server\IDM\conf), and uncomment the
section at the bottom that looks like this:

<I-—- Clustering logging
-——>
- < ! —_
Uncomment the following to redirect the org.jgroups and
org.jboss.ha categories to a cluster.log file.
<appender name=""CLUSTER"
class=""org. jboss.logging.appender.RollingFileAppender'>
<errorHandler
class=""org. jboss.logging.util.OnlyOnceErrorHandler"/>
<param name="File" value="${jboss.server_home.dir}/log
cluster.log'/>
<param name=""Append" value="false"/>
<param name="'"MaxFileSize" value="500KB"/>
<param name=""MaxBackuplndex" value="1"/>
<layout class="org.apache.log4j.PatternLayout'>
<param name="'ConversionPattern" value="%d %-5p [%c] %m%n'/>
</layout>
</appender>
<category name="'org.jgroups'>
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>
</category>
<category name="'org.jboss.ha">
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>
</category>
-——>

You can find the cluster.log file in the log directory for the JBoss server configuration (for example,
\server\IDM\log).

Designing the Production Environment

51



52

2.4.2 Installing the User Application to a JBoss Cluster

The recommended method of installing the user application to a cluster is to use the user application
installation program to install the user application to each node in a cluster. Although we do not
recommend deploying the user application to a cluster using JBoss farming, we have included a
procedure that you can follow as an alternative method.

Using the User Application Installation Program on Each Node in the Cluster

JBoss comes with three different ready-to-use server configurations: minimal, default and all.
Clustering is only enabled in the all configuration. A cluster-service.xml file in the /deploy folder
describes the configuration for the default cluster partition. When you install the user application
and indicate to the installation program that you want to install into a cluster, the installation
program makes a copy of the all configuration, names the copy IDM (by default; the installation
program allows you to change the name), and installs the user application into the this configuration.

To install the user application to each node in a cluster using the user application
Installation Program:

1 Perform a complete install of the user application (MySQL, JBoss, and the user application) on
the first JBoss node. For information about using the user application installation program, see
the Identity Manager 3 Installation Guide.

« If you are using MySQL as your database for the user application, the user application
installer creates a new installation of MySQL. Make note of the MySQL root user
password that you specify; you will need this information when you install the user
application on the rest of the nodes in the cluster.

« In the installation program IDM Configuration screen, select the “clustering (all)” option.
 Select other installation options as appropriate for your environment.

2 If MySQL isn’t running already, start MySQL using the start-mysqgl.bat file located in the /
IDM/mysql directory.

NOTE: On Linux, the following shell command will be helpful in determining whether the
MySQL daemon is running:

ps -A | grep mysqgld
If this command returns several lines ending in mysqld, then the daemon is running.

3 Start JBoss and the user application using the start-jboss.bat (Windows) or start-jboss.sh
(Linux) file, located in the IDM directory.
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IDM Configuration

Pleaze choosze to start with ‘default' for a single instance, or all" ifyou
plan to employ clustering. We will copy one ofthese semvers and
customize to your needs.

We will use the text yaou provide for "Application name” far the name
ofthe server, the name ofthe WAR file, and the LIEL contesxt.

Single (default) or clustering (all)?

i default & Hif

Application name | 0k

4 Perform a custom install of the user application on each additional node in the JBoss cluster.

« Select only the user application for installation:

Choose Install Set

Install Set |Custom =l

== Defaut ;I

[~ JBoss
[W IDM User Application

g o

« Specify the IP address or host name of the server on which the database for the user
application is installed.

« Specify the database user name and password for the user application database. If you are
using MySQL, the user name is root, and the password is whatever you specified during
the installation process in Step 1.

« In the installation program IDM Configuration screen, select the “clustering (all)” option.

 Select other installation options as appropriate for your environment.

5 Start each node in the JBoss cluster using the start-jboss.bat (Windows) or start-jboss.sh
(Linux), located in the IDM directory.

Deploying the User Application to a Cluster Using JBoss Farming

Do not use JBoss farming with JBoss version 4.0.2 or earlier, as you may experience problems (see
http://jira.jboss.com/jira/browse/JBAS-1899 (http://jira.jboss.com/jira/browse/JBAS-1899)). We
recommend that you install the user application, using the user application installation program, on
each node in the cluster (see “Using the User Application Installation Program on Each Node in the
Cluster” on page 52 in this Chapter). However, if you want to use farming to deploy the user
application to a JBoss cluster using JBoss 4.0.3 or higher, follow the steps below.
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NOTE: These steps are for customers who wish to use JBoss 4.0.3 on their own, experimentally.
The officially supported version is 4.0.2.

To deploy the user application to a cluster using JBoss farming:

1 Perform a custom install of the user application to one of the JBoss cluster nodes, selecting the
user application and MySQL (if you are using MySQL; otherwise, install just the user
application) for installation. You can perform the installation with all clusters in the node
running, but the node on which you install the user application should be the first node in the
cluster to start.

2 Copy the JDBC driver file (for example, if you are using MySQL, the JDBC driver is mysql-
connector-java-3.1.10-utf8-clob-fix-bin.jar), located in the /server/IDM/lib directory, to the
corresponding directory on each node in the cluster.

3 Copy the cacerts file from the /lib/security directory of the JRE that was installed with the user
application to the JRE /lib/security directory of each node in the cluster.

4 Move the IDM.war file and the IDM-ds.xml data source file from the /deploy directory in the
server configuration directory to the /farm directory in the server configuration directory. You
must actually move the files. Do not leave the originals in the /deploy directory.

5 Start the database for the user application (if you are using the supplied MySQL, start MySQL
using the start-mysgl.bat file located in the /IDM/mysql directory).

6 Start JBoss and the user application using the start-jboss.bat (Windows) or start-jboss.sh
(Linux), located in the IDM directory on the node to which you installed the user application
and user application database.

7 Start the other nodes in the cluster.

2.4.3 Configuring the User Application Cluster Group Caching
Configuration

Users who are familiar with JGroups and JBoss clustering can modify the cluster group caching
configuration, using the user application administration user interface (see Section 13.3.5, “Cache
settings for clusters,” on page 213). Changes to the cluster configuration only take effect for a server
node when the server node is restarted.

2.4.4 Configuring Workflows for Clustering

Workflow engine clustering works independently of the user application cache framework. There
are several steps that you must perform to ensure that the workflow engine works correctly in a
cluster environment.

« All servers in the cluster need to be pointing to the same database. If you install the user
application to the cluster using the recommended method (see “Using the User Application
Installation Program on Each Node in the Cluster” on page 52), you accomplish this by
specifying, during the installation process, the IP address or host name of the server on which
the database for the user application is installed. If you use farming to deploy the user
application to cluster nodes (see “Deploying the User Application to a Cluster Using JBoss
Farming” on page 53), you accomplish this by moving the data source file (IDM-ds.xml) from
the /deploy directory to the /farm directory on node on which the user application was first
installed. This causes the data source to be deployed to all nodes in the cluster.
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 Each server in the cluster needs to be started with a unique engine-id. This can done by setting
the com.novell.afw.wf.engine-id system property at server startup. For example, if you wanted
to start JBoss and assign the engine id ENGINEL1 to the workflow engine for that server, you
would use the following command:

run.sh -Dcom.novell.afw.wf.engine-id=ENGINE1 (Linux)
run.bat -Dcom.novell.afw.wf.engine-id=ENGINEL1 (Windows)

Once started by an workflow engine running on a particular server, a workflow process instance can
only run and complete on that server. This ensures that the workflow process executes safely.
However, it does not provide process instance failover support. If a server in the cluster crashes, the
process instance will not be restarted until an engine with the same ID is restarted.

If a server computer cannot be restarted because of a serious hardware or software failure, you can
start the application server on a new computer, using the same workflow engine ID that was used on
the unrecoverable machine. Since the engine ID is a logical name, not a direct mapping to the
physical computer on which the engine was running, the interrupted process instance will complete
successfully on the new computer.

Process instances are owned by the engine that started the process. However, a user may log on to
any user application in a cluster to view process detail, retract processes, or complete tasks assigned
to them. Processes that are retracted or tasks that are completed on an engine that does not own the
process enter a pending state and resume execution once they are discovered by the engine that owns
them.
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Configuring the User Application
Environment

These chapters tell you how to configure various aspects of the Identity Manager user application
environment to meet the needs of your organization.

« Chapter 3, “Configuring the User Application Driver,” on page 59
» Chapter 4, “Configuring the Directory Abstraction Layer,” on page 75
» Chapter 5, “Setting up Logging,” on page 115
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Configuring the User Application
Driver

3.1 About the User Application driver

The user application driver is responsible for starting provisioning workflows and for notifying the
user application of changes in the Identity Vault (for example, when you make changes to the
directory abstraction layer using the Designer for Identity Manager). Only the Subscriber channel is
used in this driver. The driver processes messages from the Identity Vault to the user application
running on an application server. While there are events that occur in the user application that are
reported back to the Identity Vault, these events do not flow through the Publisher channel of the
user application driver.

When the application server is started, the driver establishes a session with the application server.
The driver sends messages to the user application running on the application server (for example,
“retrieve a new set of virtual directory definitions™).

The source components of the driver include:
» ComposerDriverShim.jar — the Composer Driver Shim. It is installed in the lib directory
\NovelA\NDS\lib in Windows or the classes directory /usr/lib/dirxml/classes in Linux

* srvprvUAD .jar — The Application Driver Shim. It is installed in the lib directory
\NovelA\NDS\lib in Windows or the classes directory /usr/lib/dirxml/classes in Linux

» UserApplicationDriver.xml - A file that contains preconfiguration data for setting up the new
driver. It is installed in the DirXML.Drivers directory \Tomcat\webapps\nps\DirXML.Drivers in
Windows or fusr/lib/dirxml/rules/DirXML.Drivers in Linux

The user application driver components are installed when you install Identity Manager 3. Before
you can run the Identity Manager 3 user application, you must add the user application driver to a
new or existing driver set, and activate the driver.

Depending on your work environment, very little configuration of the user application driver may be
required, or you may want to implement a complex set of business rules in the driver policies. The
user application driver provides the same flexible mechanisms for data synchronization as other
Identity Manager drivers.

This Chapter describes how to create, configure, and start a user application driver, and how to
configure the driver to automatically trigger a workflow based on an event in the Identity Vault. It
contains these sections:

 Section 3.2, “Creating the User Application driver,” on page 60

 Section 3.3, “Starting the User Application driver,” on page 65

 Section 3.4, “Setting up Workflows to start automatically,” on page 66
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3.2 Creating the User Application driver

To create the driver:
1 Log into the instance of iManager that manages your Identity Vault.
2 Open the Identity Manager Utilities node in the iManager navigation frame.

Identity Manager

= Identity Manager Utilities
Pegquest dctivation

Install Activation
Wersions Discovery
Import Drivers

Export Driver
Dataflow

Dataflow (Table wisw)

Design Dataflow
Mew Diriver

Hew Entitlement

[ew Palicy

Load Sample Objects
HOE-ta-MDS Driver Certificates
Upzrade Entitlements

3 Click New Driver. The Create Driver Wizard is displayed:

Create Driver

E‘, Welcome to the Create Driver Wizard

The Identity sanager product includes all product cormponents, The drivers you are authorized to deploy are
determined by the drivers you have purchaszed.

Application drivers are contained in a driver set. When vou create a driver, make sure that the server associated with

the driver set contains a non-filtered writable replica of the partition that contains the driver set, If it does not, then
a readswerite replica will be added or the existing replica will be converted to readfwrite,

Where do you want to place the new driver?

& | an existing driver set

|driverset.novell|

' Ina new driver set

=

<= Back | Mext == | Cancel | Finish |

The next step is to select where you would like to create the new driver. You can create the
driver in an existing driver set, or create a new driver set.
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4 If you select In an existing driver set, a wizard is displayed that you use to browse the Identity
Vault to locate the driver set. Select the existing driver set, then select Next.

If you select In a new driver set, a screen is displayed that you use to define the properties for
the new driver set. Specify a name, a tree context, and a server for the driver set, then select

Next.

The next screen in the Create Driver Wizard is displayed:

Impaort or create a new Application Driver for this driver set.

[

! Impart a driver canfiguration fram the server [ AL file)

" Import a driver configuration fram the client [ XML file)

File: |

T Create a new driver

Browse.. |

Mame: I

5 Click the Import a driver configuration from the server option, then select UserApplication.xml

from the list of XML files:

Import or create a new Application Driver for this driver set,

& \mport a driver configuration from the server [ XML fils)

f Userdnalication.xml |
howeProxy xml 4
- MMTDACCEsS XMl

MTDOCellphonexml
MTDORoomMNumberxml
MTDWelcame xml
Motesxml
MoteshoveSamplexml
MotesReturnEmail xmil
MT xml
FasswordSyncl xml
FasswordSync? xml
FeopleSoftit xml
FeopleSoftbl xml
FemedyARS xml
SAFHRxml
SARUserxml
SIFAgentxml
SOAP-DSMLxrml
SOAP-SPRL xm|

Userdpplication xml

ent [ XML file)

Browse. . |

6 Click Next. The Create Driver Wizard displays a page that you use to name and configure the

driver:
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© UserApplication (Driver)

The driver writer requested that the following information be
supplied in order to import this driver configuration file, An ™
indicates required information,

The name of the driver contained in the driver
configuration file is "UserApplication”. Enter the actual
name you want to use for the driver.

Driver name: * Existing drivers:
IUserAppIicatiDn I <3elect an existing driver to update> j
=< Back | MNext>> | Cancel | Finish |

The default name of the driver is UserApplication. While you can use the default name, you
may want to choose a more meaningful name for your project.

7 If desired, type a new name for the driver in the Driver name field.

8 In the Authentication ID field, specify the DN of the user application administrator (see Section

10

11

12

13

1.1.2, “User Application Administrator,” on page 22 for a description of the user application
administrator), using the dot format (for example, admin.orgunit.novell).

In the Application Password and Reenter the password fields, specify the password for the user
application administrator identified in the Authentication ID field.

In the Application Context field, type the application name that was specified when the user
application was installed. The default name is 1DM.

In the Host field, specify the host name or IP address of the application server on which the
user application runs.

In the Port field, specify the port on which the driver will communicate with the user
application running on the application server (for example, 8080).

Click Next. A message indicating that the driver configuration is being imported is displayed,
then the next page of the Create Driver wizard is displayed:

@ UserApplication2 (Driver)
Movell recommends you do the following for the newly created driver:
- Define Security Equivalences' on the driver.

- |ldentify all abjects that represent '‘Administrative Roles' and
exclude them from replication.

Define “Security Equivalences’ |
Exclude 'Administrative Roles' |
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The driver object must be granted sufficient Identity Vault rights to any object that it reads or
writes. You do this by granting Security Equivalences to the driver object. The driver must have
Read/Write access to users, post offices, resources, and distribution lists, and Create, Read, and
Write rights to the post office container. Normally, the driver should be given security equal to
Admin.

14 Click Define Security Equivalences. A new window is displayed:

- Movell iManager - Mozilla Firefox -0 =|
Security Equals: Userapplicationz.driverset.idmsample. novell
I Security Equals j
The DirsML-Driver object is defined to be security equivalent to the L
following objects:
Remove
L
(o]} | Cancel | Apply |
Iq Done ﬁ S

15 Click Add. A window is displayed that you use to select an object in the tree that has the
appropriate level of rights that you would like to assign to this driver (for example, admin):

Contents: (shift-click to start a selection range)

T [upone level
£ 78 gevices [O
£ 8 gous [0
£ 78 e (O]
S 2o @
£ 8 giveret [0 A

<= Previous | Mext == | I 14

Selected Dbjents: 1 iclick object to unselect)

& admin.idmsample.nowell

oK | Clear All |

16 Select an object that has the desired level of Identity Vault rights from the tree, then click OK.
You are returned to the previous window.

17 Click OK. You are returned to the Create Driver wizard.
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18

19

20

21
22
23

Click Exclude Administrative Roles. The Excluded Users window is displayed. You use this
feature to prevent an admin from being locked out of the user application driver if the
administrator password changes in another Identity Vault that replicates back to the tree to
which this driver belongs.

Click Add. A window is displayed that you use to browse the directory tree for users who
should be excluded from having their data passed to the driver. Normally, you would exclude
admin objects, since replicating their data across a driver connection is not good practice in
most cases.

Select the administrative roles that you want to exclude, then click OK. You are returned to the
previous window.

Click OK. You are returned to the Create Driver wizard.

Click Next. A driver summary page is displayed.

Click Finish with Overview. A graphical representation of the driver in the Identity Vault is
displayed:

Identity
y  Vault

zerfpplication

—

NOTE: You can view this screen again at any time by using the Identity Manager Overview
link under Identity Manager in the iManager navigation tree.

The new driver appears as a large icon connected to the Identity Vault trunk.
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3.3 Starting the User Application driver

To start the user application driver:

1 Click the Identity Manager link in the iManager navigation tree to see the commands available
in the Identity Manager category:

{a] Roles and Tasks

|f-‘~.l| Categaries

e K

elDirectory Administration

eDirectory Maintenance

Groups

Help Desk
Identity Manager

2 Click the Identity Manager Overview link under the Identity Manager link in the iManager
navigation tree:

(1] Roles and Tasks

|»’-‘~.II Categories j

eDirectory Administration

eDirectory Maintenance

Groups

Help Desk

=l identity Manager
Identity Manager Crwerview

A wizard is displayed that you use to browse the system to locate the driver set that contains the
driver that you want to activate.

3 Select the driver set, then click Next. The Identity Manager Overview page is displayed.
4 Click the round status indicator in the upper right corner of the driver icon:

A menu that lists commands for starting and stopping the driver, and editing driver properties,
is displayed:
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Start driver —%
Get current status —5°
Edit properties

Cancel |

5 Click Start driver.

3.4 Setting up Workflows to start automatically

When the provisioning module is installed, workflows are automatically started when a user starts a
provisioning request by requesting a resource. In addition, the Identity Manager user application
driver listens for events in the Identity Vault and, when configured to do so, responds to events by
starting the appropriate provisioning workflows. For example, you can configure the user
application driver to automatically start a provisioning workflow if a new user is added to the
Identity Vault. You configure the user application driver to automatically start workflows using
Identity Manager policies and rules.

3.4.1 About policies

You can use filters and policies with the user application driver in the same way that you can with
other Identity Manager drivers. When an event occurs in the Identity Vault, Identity Manager creates
an XML document that describes the event. The XML document is passed along the channel to the
connected system (in this case, the connected system is the user application). Filters and policies
associated with a driver allow you to define how to respond to the event, and in the process
transform that XML document to the format that is expected by the connected system. Identity
Manager provides several categories of policies (for example, Event Transformation, Command
Transformation, Schema Mapping, Output Transformation) that you can apply, in a prescribed order,
to transform the XML document. In this section we provide an example of starting a workflow
based on events in the Identity Vault. While any of the policies can be used to trigger a workflow,
this example demonstrates the easiest and most useful method.

When you create a user application driver, an Event Transformation Policy is created for use by the
driver. The Event Transformation Policy is responsible for creating the XML document that will be
processed by the remaining Subscriber channel policies.

NOTE: Do not change the Event Transformation policy that was created when the user application
driver was created. The DN of this policy begins with Manage -Modify . Subscriber.
Changing this policy may cause the workflow process to fail.

An empty Schema Mapping Policy is also created. You can use this policy as a starting point for
triggering a workflow based on events in the Identity Vault.
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3.4.2 Setting up a workflow to start based on an event in the
Identity Vaul

The simplest method of starting a workflow automatically is accomplished using the Schema
Mapping Policy Editor, and the user application driver provides an empty policy for you to edit for
this purpose.

You use the Schema Mapping Policy Editor to map Identity Vault attributes (including the
eDirectory trigger attribute that, when it changes, starts the workflow) to the runtime data of a target
workflow. The runtime data is determined by the workflow definition template (see Chapter 22,
“Configuring Provisioning Request Definitions,” on page 309 for information about workflow
definition templates). The runtime data is needed for a workflow to complete successfully. When a
workflow is created, a number of global attributes are created in the Identity Vault that can be used
to customize the behavior of the user application driver. A global attribute is an attribute that does
not belong to any Identity Vault object class. These attributes are called
<workflowName>_StartWorkflow, <workflowName>_recipient, and <workflowName>_reason.
The are also two other attributes that always exist named AllWorkflows:reason and
AllWorkflows:recipient. The _StartWorkflow attribute is used to start a workflow. The _recipient
and _reason attributes are used for accepting runtime data needed by the workflow from the Identity
Vault.

Before you perform this procedure, you should know the name of the Identity Vault attribute that
you want to use as a trigger for the workflow. You also need to know the name of the workflow that
you want to start. All workflows include a special attribute named
<workflowName>_StartApprovalFlow. You configure a workflow to start automatically
based on an event in the Identity Vault by mapping the desired eDirectory attribute to the
<workflowName>_StartApprovalFlow attribute for the workflow.

To Set up a workflow to start based on an event in the Identity Vault:
1 IniManager, click the Identity Manager Overview link under Identity Manager in the iManager
navigation tree.

El Identity Manager
Identity Manager Overview

The Identity Manager Overview page is displayed. This page prompts you to select a driver set.

2 Click Search Entire Tree; then click Search. The Identity Manager Overview page is displayed,
with a graphic that depicts the drivers in the currently selected driver set.

3 Click the large driver icon for the user application driver:

Uzerdpplication

The Identity Manager Driver Overview is displayed:
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p |dentity Manager Owverdew Select —° p  ldentity Manager Owerndew —

Identity Manager Driver Overview

Driver: Userfpplication. driverset.navell  Activation required by January 17, 2006 =77 |5

Running on server(s):

b GWEBSTER-MDS, nowell —f°

[ Identity ‘&E]"| ]
Vault

The top horizontal arrow represents the Publisher channel (which is not used in the user
application driver) and the bottom horizontal arrow represents the Subscriber channel. As you
pass the mouse pointer over an object in the graphic, a description of the object is displayed:

[ Identity ‘E"‘ ]
Vault

Schema Mapping Policies "l

4 Click the Schema Mapping Policies icon for the Subscriber channel. The Schema Mapping
Policies dialog box is displayed, with the name of the default schema mapping policy
highlighted:

S5chema Mapping Policies

[2] ]

Scher

Insert | Remove |

Edit | Rename |

Delete |

Close

"

5 Click Edit. The Identity Manager Policy dialog box is displayed. This dialog box is used to
map ldentity Vault classes to application classes. This procedure does not make use of this
feature. Instead we will be mapping eDirectory attributes to global user application attributes
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1.'.'_}https:,.n",.-"HyServer - Novell iManager - Mozilla Firefox - IEllll

Identity Manager Policy: schemamapping.Userspplication.driverset. novell
| IdentityManagerPDliu:yj

Driver ON:  Userfpplication. driverset. novell 4
eDirectory Classes Application Classes
Remove
Attributes...
[ [Amything] | [workilow v Add |
Mon Class Specific Attributes... |
Refresh Application Schema | from server: |MYSERVER-NDS.novell v |

eDirectory Schema Tools v |

OK | Cancel | Apply |

ﬁ Dane

Click Refresh Application Schema. A message is displayed informing you that the driver must
be stopped to read the schema, then restarted. It may take about 60 seconds to refresh the
schema. This step reads the latest set of workflow information in preparation for the following
step, which specifies the information to move from the Identity Vault to the workflow that will
be started.

Click OK to refresh the schema. A message is displayed when the schema refresh is completed.
8 Click OK to close the schema refresh message. You are returned to the Identity Manager Policy

dialog box.

Click Non Class Specific Attributes. The Identity Manager Schema Mapping Policy Editor is
displayed.
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10

f_’_i?__thttps:,.-",."'HyServer - Identity Manager Policy Editor - Moalla Firefiox -0 x|
Identity Manager Schema Mapping Policy Editor

eDirectory Class: <Al Otherss

Application Class: <&l Others:

eDirectory Attributes Application Attributes
Remove
| FAnything] | EAIMorkilows spprover | Add
oK |  cancel |

lq Dane

The eDirectory Attributes dropdown list contains all eDirectory attributes.

The Application Attributes dropdown list contains the attributes in all active Workflows.
Attributes in the list are prefaced with either Al IWorkflows (meaning that the attribute
applies to all workflows), or the name of a specific workflow. If you want the same eDirectory
attribute (for example manager) to be mapped to the manager attribute for all workflows,
you would map manager to Al lworkflows :manager. If you wanted a different
eDirectory attribute (for example, HRmanager) to be used for a specific workflow, you would
map the eDirectory attribute to the specific workflow attribute (for example
BusinessCardChange:manager).

Attributes that have been mapped are displayed side-by-side in the eDirectory Attributes and
Application Attributes columns.

In the following steps, we will map the eDirectory attribute that we want to use to start the
workflow to the _StartWorkflow attribute for that workflow. If additional eDirectory attributes
are expected by the workflow, you should also map those attributes. For example, if an
eDirectory Address attribute is the trigger for a workflow, the workflow may also require
attributes like City and State. Alternatively, these attributes may be mapped in policies.

In the Application Attributes list, select the _StartWorkflow attribute for the Workflow that you
want to configure. The following example shows the _StartWorkflow attribute for a
BusinessCardChange workflow (BusinessCardChange_StartWorkflow).
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Application Attributes

I ElusinessCardChange:_StarfWDrkfIDWEj

Busi dC

BusinessCardCh
BusinessCardChangerrecipient

1 Samplel:_Starté/orkflow
Samplel:jobTitle
Samplel:recipient
Sample10:_Startorkflow
Samplellenttlement-param
Samplell:ittanager
Samplellrecipient
Sample11:_Startworkflow
samplell:cellFhonelD
Sample11:Description
Sample11:Device Type
Sample1l:ModelNumber

1 Sample1l:reason

| Samplel 1 recipient

Remove

11 Inthe eDirectory Attributes list, select the eDirectory attribute that you want to use to start the
workflow when that attribute changes. In the following example, the Telephone attribute is
selected. This means that the BusinessCardChange workflow will start whenever an
employee’s telephone number changes.

eDirectory Attributes

Application Attributes

ETeIepthe Murmber

Telephone Mumber k
teletexTerminalldentifier
telexMumber

Timezone

Title
tollFreePhoneMurmber
transitionGroupDM
Transitive Vector
treeReferral

Trustees Of Mew Ohject
Type Creatar Map

o

unigquelD

nknown

Lnknown Auxiliary Class
Inknown Base Class
Uzed By

ger

userCerificate
userPRCS12

4

j |ElusinessCardChange:_StarﬁNDrkﬂDwj

12 Click Add. The eDirectory attribute is mapped to the Application attribute.
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13

14
15
16
17

eDirectory Attributes Application Attributes

‘Telephane Mumber BusinessCardChange: Starborkfl ow

K [—

Al
I [Anything] j IAIIWDrkﬂDWS:apprDver
If there are additional eDirectory attributes that are needed by the workflow, repeat Step 10

through Step 12 until you have mapped all of the attributes that you need to map.

The workflow will start automatically when a change occurs in the eDirectory attribute that is
mapped to an application _StartApprovalFlow attribute. However, the eDirectory attribute will
only reach the Schema Mapping policy if the eDirectory attribute is included in the Subscriber
channel Driver Filter. In the following steps we will add the eDirectory attribute to the
Subscriber channel Driver Filter

Click OK to close the Identity Manager Schema Mapping Policy Editor.
Click OK to close the Identity Manager Policy dialog box.

Click Close to close the Schema Mapping Policies dialog box.

Click the Driver Filter icon for the Subscriber channel.

[ identity |G| ]
Vault L

Drver Filter

The filter window is displayed:
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1.":;!!https:,."',.-"HyServer - Novell iManager - Mozilla Frefox - |EI|£|

Filter: Userapplication.driverset.novell

| Filter =l

Add Class | Add Attribute | Delete | Copy Filter From... | Set Template |
Filter Class Hame: srvprvDirectorihodsl Ll
=l az srvpryDirectoryModel [ Application Name:
€= sruprubhodified ] I
= @E&) User
=) Publish:
€= DirXL-Entitlement Result — 'S Synchronize
@ & grore
Subscribe:
& Synchronize
B © ignore
Create home directory:
& Yas
C No

Track Member of Template:
s
< a  fNo

be|

oK | Cancel | Apply |

“ay javascripk:selectClass( 220 )

Event filters specify the object classes and the attributes for which the Identity Manager engine
processes events. The read-only Filter list on the left shows the attributes of the class. The
Class Name list on the right displays options associated with the target object.

18 Click the name of the class to which the attribute that you want to add to the filter belongs (for
example, User).

19 Click Add Attribute. A list of attributes is displayed.
20 Select an attribute, then click OK. The attribute is added to the Filter list.

= €= User

@E') DirxwL-Entitlement Result ]
@@Jel&phune Number

21 Click on the attribute name. The synchronization options for the attribute are displayed on the
panel on the right.
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Filter Class Hame: User L
Attribute Mame: Telephone Mumber

= @D sruprDirectorydodel
€B srvpruibodified
g€ ..
@D Dir¥tL-EntitlementResult ] Publish:

@@?re[ephune Numhgré @ C Synchrnnize
@ @ \gnare
g

‘r C NDtiﬁ,{
¥ C Reset

Application Hame:

|EiusinessCardChange:_Staer'DrkﬂDw

Subscribe:
B c Synchronize
B « lgnore
% O Notify
¥ Reset

Merge authority:
* Default L]

22 Under Subscribe, click Synchronize.

Subscribe:

2 c lgnore
Y% © Notify
¥ € Reset
23 Specify any other attributes for the filter. Select Synchronize for an attribute if you want

changes to attribute values to be reported and synchronized. Select Ignore if you do not want
changes to attribute values to be reported and synchronized.

24 Click OK. A message is displayed asking you if you’d like the driver to be restarted to put the
changes into effect.

25 Click OK. You are returned to the Identity Manager Driver Overview page.
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Configuring the Directory
Abstraction Layer

This chapter describes how to use the directory abstraction layer editor to define the directory
abstraction layer data definitions used by the Identity Manager user application. Topics include:

 Section 4.1, “About directory abstraction layer definitions,” on page 75

Section 4.2, “Getting started,” on page 76

Section 4.3, “Working with entities and attributes,” on page 86

Section 4.4, “Working with lists,” on page 101

Section 4.5, “Working with Org Chart relationships,” on page 104

Section 4.6, “Working with configuration settings,” on page 107

Section 4.7, “Localizing display text,” on page 107

4.1 About directory abstraction layer definitions

The directory abstraction layer is a set of data definitions that provide a logical view of an identity
vault. The directory abstraction layer defines:

» The identity vault objects and attributes that can be used in the Identity Manager user
application.

» How identity vault data is displayed in the user interface.
 The relationships available to the Org Chart portlet.

You will use the directory abstraction layer editor to change these data definitions if you want to
modify the user application appearance or function. You can change it by:

* Adding other identity vault objects

» Changing the set of attributes available for an identity vault object
 Changing the contents of lists

 Showing different relationships among identity vault objects

The Identity Manager user application installation procedure installs and deploys the base set of
abstraction layer definitions that are needed for the user application to function properly. This install
also creates eDirectory schema extensions that are used by the user application driver and the user
application. You can learn more about these schema extensions in Appendix A, “Schema
Extensions,” on page 347. This same base set of files are created on the local file system when you
create a new User Application Driver instance via Designer for Identity Manager.

Required data abstraction layer data definitions As you begin to customize your own Identity
Manager user application, you’ll want to make changes to the directory abstraction layer objects.
However, certain identity vault objects (called entities), attributes, relationships, and lists cannot be
removed or changed or the user application will not function properly. The definitions that cannot be
removed are identified by a padlock icon. From this example, you can see that Task Group entity
and all of its attributes are locked.
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= Entities

+-fdl Group

+ _J] Manager Lookup

- L.L_-J Task Group
L.;.] Descripkion
r_'F] Members
r_'F] Task Manager

_;_] Task Manager Lookup

¥
+ r_'.,'-] User Lookup
+ r=|| Lists
= @ Org Chart Relationships
#1 Group's membership
#1 Manager-Employee
#1 User groups
[ Configuration

Where directory abstraction layer definitions are stored Directory abstraction layer definitions
are XML files that are:

« Stored locally in the file system of the designer machine in the provisioning project’s
Provisioning\AppConfig\DirectoryModel subdirectory. If you have more than one User
Application in your project, the directory names are numbered. For example, AppConfigl,
AppConfig2, and so on.

» Deployed to the User Application Driver’s AppConfig.DirectoryModel container. The XML
files are stored in the XMLData attribute on the corresponding directory abstraction layer
definition object. Each entity, relationship, and list is a unique object instance contained in the
User Application Driver’s AppConfig.DirectoryModel container.

» Cached on the application server where the user application is deployed.

4.2 Getting started

You’ll use the features of the Designer for Identity Manager Provisioning View and the directory
abstraction layer editor to define the contents of the directory abstraction layer. Follow these steps to

get started:
Step Task Description
1 Create an Identity Manager project This includes:

« Configuring the Identity Vault
» Specifying the Driver Set properties

See the Identity Manager documentation.
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Step Task

Description

2 Add a User Application driver to the
Modeler

3 Complete the User Application driver
configuration

4 Access the Provisioning View

5 Start the directory abstraction layer editor

You can find the Identity Manager user
application driver in the Provisioning folder of the
Modeler Palette.

Palette b

[}) Select

i Marquee

4 Connection
Identity Vault
E Driver Set

{&&] eDirzeDir

|| Domain Group
[-=-Database

= Directory

(= EMail

[=- Enterprise
[-=- Op System
== MainFrame
= Message Bus
[=PBx

[=- Service

(= Toal

i~ Provisioning #
5| User Application

See the procedure Section 4.2.1, “Completing
the User Application driver configuration,” on
page 77.

See Section 4.2.2, “Accessing the Provisioning
View,” on page 80.

See “To open the directory abstraction layer
editor:” on page 82.

4.2.1 Completing the User Application driver configuration

Follow these steps once you have an Identity Manager project created.

To complete the User Application driver configuration:

1 Drop a User Application driver icon on the canvas.

You are prompted for a driver configuration.
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£ Connecti ng to Application

Select Driver Configuration

Wwhen waou click Run, prompts will help configure wour driver and write policy For you.

Driver Config:  ARSlga) s fe=1a e i

Erowse, .. i

[ Do not show this dialag again

Run Close

2 Select UserApplication.xml (the default), then click Run.
3 Specify how the wizard should handle validation of your entries by clicking Yes or No.
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E’! Import Information Requested

?r/l The driver writer requested that the Following information be supplied in order ko import: this driver configuration File.

Information requested: * Required

Enter the driver name. Entering the name of or selecting an existing driver will overwrite its configuration. The Driver name 'UserApplication’ Ce
was provided as a default value by the Configuration File.

Driver name: *

| Userapplication| o

Enter the DM of the User Application Administrator. This walue should match the user entered during the User Application installation. Use the
DT Format ive., admin.orgunit.novell or use browse, This is a required field,

Authentication I0: *

| |

Enter the password of the User Application Administrator specified above,

Application Passwaord

Reenter the password:

Enter the User Application Context, This is the context portion of the URL for the User Application wak file, The defaulk is: IDM,

Application Conkext:
| oM v

a4 | Cancel

Enter the Hosk Marne o IP address of the application server where the User Application is running. For example, http: fiServertlame’ ar
‘https: fi123.456,78.99", This is a required figld.

Hosk: *

Enter the host port on the application server specified abowve, This is the port where the User Application is accessible e,g, 80, 8080, 8090,

Park:

£

oK | Cancel

4 Complete the panel as follows:
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Property

What to specify

Driver Name

Authentication ID

Application password/Reenter
password

Application context

* The name of an existing driver (the driver within the
driver set that was specified during the user
application installation).

* The name of a new driver.
The DN of the User Application Administrator.

The password for the User Application Administrator
(above).

The name of the user application context (specified at
install, for example, IDM).

Host The host name or IP address of the application server
where the Identity Manager user application is deployed.
This information is used:
 To trigger workflows on the application server to
connect to access workflows (terminate, retract, and
SO on).
» To update cached data definitions.
Port The port for the Host above.
5 Click OK.

4.2.2 Accessing the Provisioning View

To access the Provisioning View:

1 Choose one of these ways:

¢ Select Window>Show View>Provisioning View.
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M Designer - ProjectOne - Developer Mode - Designer.

File Edit Wiew Mavigate Project Deploy B

ICO-BE &
| B [ & -
BPro]ect 52 2

Outline

[#]-1=F ProjectFour
== ProjectOne
1= ProjectThree
[+ 1=F ProjectTwo
[+ =F TestProject

] Properties i3
Propert

N Help
T Wi d ! ‘_\ ...... .
| Zoom: o Ih o L 1 E’ @3 ,@ i G)Deygner
New Editor
o t ‘ﬂ Direckory Abstraction La. .. e L
\ - alette —— s
= Customize Perspective, | B= outline e 2
Save Perspective fs... | i |
P Y (. Palicy Set S
Reset Perspective .
| 1=F Project

I Walue

Close Parspective | e
Close All Perspectives | & Properties ety Yaul

iver Set
ir2elir
omain Group

| 3| |G Developer | [gy Architect | #* DataFlow Table

 Open the Provisioning folder and select Provisioning View.

» Click OK.

or

« Select the User Application icon, right-mouse and select Application>Show Provisioning View.

In the Provisioning View, you’ll see the project you just created along with any other provisioning
projects located in the same workspace.

TIP: If you do not see the applications that you expect in the view, it might be because the project is
corrupt. If your project is corrupt, you must recreate it.
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M Designer - TestProject - Developer Mode - Designer

File Edit View Mavigate Project Deploy Window Help

L=] & [‘Eﬂ B’ B’ E Ej\ G}Designer
W o -

Zoom! | _100% | @
o " T IE E %% - B3 E

+1-[3 User Application
=5 ProjectOne
+1-[3 User Application
= Ja2| ProjectThree
+1-[3 User Application
Tyl ProjectTwo
= ty2| TestProject
=13 User Application
= "«j Directary Abstraction Laver
+-i¢ Entities
=[] Lists
+ @ Crg Chart Relationships
£} Configuration

About the Provisioning View

The Provisioning View provides persistent access to the provisioning features. Double-clicking an
item from the Provisioning View opens the editor for that item. You’ll use the provisioning view to
perform the following actions with the directory abstraction layer definitions:

 Import one or more object definitions from the identity vault.

« Validate the structure of the data definitions.

 Deploy your definitions to the identity vault specified in the project.

 Create and delete directory abstraction layer definitions.

For more information, see Section 4.8, “Importing, validating, and deploying directory abstraction
layer definitions,” on page 109.

4.2.3 Starting the directory abstraction layer editor

To open the directory abstraction layer editor:
1 With the Provisioning View open navigate to the Directory Abstraction Layer node.
2 Double-click the Directory Abstraction Layer node.
You’ll see a tree containing Entities, Lists, Org Chart Relationships, and Configuration.
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M Designer - Directory Abstraction Layer - Designer
File Edit Mavigate Project Deploy Window Help

EEE B

v
J

C
| ProjectCne - Developer Mode

}EQ: *TestProject - Developer Mode

L B o/ Designer

rﬁ Directory Abstraction Layver X

=|-#4# Entities
- Fgl Group
+ u Manager Lookup
+ 'ﬁj Task Group
+ [J Task Manager Lookup
-l User
+ 'ﬁj User Lookup
=7 Lists
Eﬁ Preferred Locale
m Provisioning Category
= @ ©Org Chart Relstionships
gd"] Group's membership
#] Manager-Employes
#“] User groups
L} Configuration

@2 Entities

Description

Lets you define the identity vault objects and attributes available to the Identity Manager user application,

Each identity wault object that an end user can create, modify, search, or display in the user application's Tdenticy
Self-Service tab must have a corresponding entity definition in the directory abstraction layer,

Notes
Anitem marked with the lock icon signifies that it has been flagged by the user application to be protected.
It cannot be deleted,

Flease edit its properties with extreme care as an improper change might adversely affect the user application
behavior,

About the directory abstraction layer editor

The directory abstraction layer editor provides a graphical way to define the set of XML files that

comprise the directory abstraction layer

. The directory abstraction layer editor is an Eclipse-based

tool that you can access from the Provisioning View of an Identity Manager project.

When you open the directory abstraction layer editor the first time, you’ll see a base set of
abstraction layer objects that are created automatically each time you create a new provisioning

project:
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M Designer - Directory Abstraction Layer, - Designer
File Edit Mavigate Project Deploy ‘Window Help

i = EEE D

C
E,g; ProjectCne - Developer Mode }Eﬁ *TestProject - Developer Mode

G i | ) Designer

—|-14# Entities
+-fgl Group
u Manager Lookup
&g Task Group
u Task Manager Laokup
M User
M User Lackup
=[] Lists
7] Preferred Locale
m Provisioning Cakegary
= @ Org Chart Relationships
#‘ﬂ Graup's membership
#‘; Manager-Employes
M User groups
5 Configuration

][] ] [

@# Entities

Description
Lets vou define the identity vault objects and attributes available to the Identity Manager user application,

Each identity wault object that an end user can create, madify, search, or display in the user application's Identity
Self-Service kab must have a corresponding entity definition in the directary abstraction layer,

Motes
Anitem marked with the lock icon signifies that it has been flagged by the user application to be protected,
It cannot be deleted.

Flease edit its properties with extreme care as an improper change might adversely affect the user application
behavior,

The nodes of the directory abstraction layer editor include:

Element

Description

Entities

Entities represent the identity vault objects configured for this
project and available to the user application. There are two types
of entities:

e Entities that are mapped from schema. These entities
represent objects that exist in the identity vault that are
directly exposed to users via the user application. Users can
typically create, search, and modify the attributes of these
types of objects.

e Entities that represent LDAP relationships. Also called
DNLookups. These entities represent indexed searches and
are used to support particular types of attributes that you
want to expose. DNLookup entities provide information
about relationships between LDAP objects. DNLookup
entities are used by the:

» The Org Chart portlet to determine relationships.
» The Search List, Create, and Detail portlets to provide pop-
up selection lists and DN contexts.

For more information, see Section 4.3.3, “Defining entities,” on
page 87.
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Element Description

Lists Lets you define the contents of global lists. Global lists are:
» Associated with an attribute. When the attribute is displayed
in the user application, it is displayed as a dropdown list.
» Used to display categories used by the Provisioning
Request Configuration Plug-in to iManager.

For more information, see Section 4.4, “Working with lists,” on
page 101.

Org Chart Relationships Used by the Organization Chart action of the Identity Self-Service
tab of the user application. Lets you map hierarchical relationships
among schema-based entities.

For more information, see Section 4.5, “Working with Org Chart
relationships,” on page 104.

Configuration General configuration parameters.

For more information, see Section 4.6, “Working with
configuration settings,” on page 107.

Where the XML files are stored locally The directory abstraction layer editor generates a single
XML file for each entity, list, or relationship. The files are stored in the project’s
Provisioning\AppConfig\DirectoryModel folder. The file name is based on the object’s key. They
include:

Directory Description

ChoiceDefs Contains the files that define global lists. Files have the .choice extension.

EntityDefs Contains the files that define the entities and attributes. Files have the .entity
extension.

RelationshipDefs Contains the files that define the relationships available to the Org Chart

portlet. These files have the .relation extension.

You’ll use the features of the directory abstraction layer editor to add new definitions that model
your own identity vault schema. You’ll use the features of the Provisioning View to deploy the new
definitions to the identity vault.

Using the directory abstraction layer editor

The directory abstraction layer editor is divided into two panes. The left pane provides a view of the
directory abstraction layer contents. When you select an item in the left pane, the right pane displays
the attributes and settings for the selected item.
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4.3 Working with entities and attributes

Any identity vault object that you want users to search, display, or edit in the Identity Manager user
application must be defined as an entity in the directory abstraction layer. For example, to use the
inetOrgPerson identity vault object in the user application, you must create an entity definition for it.

4.3.1 Steps for adding entities

Follow these steps to add entities to the directory abstraction layer:

Step Task For more information

1 Decide what identity vault objects you want to use in  Section 4.3.2, “Analyzing your data needs,”
the user application on page 87

2 Use the directory abstraction layer editor to define  Section 4.3.3, “Defining entities,” on
the identity vault objects in the directory abstraction page 87

layer
3 Use the Provisioning View to validate the data Section 4.8, “Importing, validating, and
definitions deploying directory abstraction layer

definitions,” on page 109
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Step Task For more information

4 Deploy the definitions to the identity vault Section 4.8.3, “About deploying,” on
page 111
5 Update the application server’s cache to include the Chapter 13, “Caching Configuration,” on
new abstraction layer definitions page 207
6 Test the Identity Manager user application to ensure

that your changes display properly

4.3.2 Analyzing your data needs

To model your identity vault data in the directory abstraction layer, you’ll need to know:
» The parts of the directory you want to make available to the Identity Manager user application.

For example, the list of objects that the user can search and display. Check this list against the base
set of abstraction layer definitions to determine what you need to add.
 The structure of the schema including custom extensions and auxiliary classes
 The structure of the data including:
« What is required and what is optional
« Validation rules

Relationships between objects (DN references)

« How attributes are defined (for example, an attribute that represents a phone number
might be multi-valued for home, office, and cell phone numbers)

* Who will see the data
Is this a public or private site?

Once you have this information, you can use it to map your identity vault objects to abstraction layer
entities.

NOTE: The eDirectory ACLs are applicable to all abstraction layer objects. Effective rights on
objects and attributes are based on the authenticated user established at application login.

4.3.3 Defining entities

Depending on what you want to expose in the user application, you’ll be defining two kinds of
entities:

« Entities that are mapped from schema. These entities represent objects that exist in the identity
vault that are directly exposed to users in the user application. When defining this type of
entity, you’ll expose all of the attributes that you’ll want your users to work with. Examples of
this entity type include: User, Group, and Task Group.You can also create more than one entity
definition for the same object if you want to expose different sets of attributes to different kinds
of users. For more information, see “Creating multiple entity definitions for a single object” on
page 88.

« Entities that represent LDAP relationships. This type of entity is known as a DNLookup and it
is used by the user application to:
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« Populate a list with the results of a DN search among related entities
< Maintain referential integrity across DN referenced attributes during updates and deletes
Entities that support DNLookups are used by the Org Chart portlet to determine relationships
and are also used by the Search, Create, and Detail portlets to provide pop-up selection lists and
DN contexts. Examples of this kind of entity include: Manager Lookup, Task Manager Lookup,
and User Lookup. For more information, see “Using DNLookup control types” on page 98.
Creating multiple entity definitions for a single object

You can create more than one entity definition that represents the same identity vault object, but
provides a different view of the data. Within the entity definitions you could:

« Define different attributes for each entity definition
OR

« Define the same attributes, but specify different access properties that control how the
attributes are searched, viewed, edited or hidden

NOTE: The entity definitions can optionally include a filter to hide certain entities from the result
set.

You could then use these different entity definitions in different parts of the user interface. For
example, suppose that you wanted to create a directory of employees; one for a public site and one
for an internal site. On the public site you wanted to supply first and last names and a phone number,
but on the internal site, you wanted to list additional information like title, managers, and so on.
Here’s how you could accomplish this:

1 Create two entity definitions (with different keys).

Both entity definitions expose the same identity vault object, but one entity definition key is
public-staff-information, and the other is internal-staff-information.

2 Within each entity definition define a different set of attributes: one for public-staff-
information, the other for internal-staff-information.

3 Use the Portal Administration tab of the Identity Manager user application to create a portlet
instance for the public page, and another one for the internal page.

For more information about creating portlet instances, see Chapter 9, “Portlet Administration,”
on page 171.

Procedures for creating entity definitions

When you have determined the entities and attributes that you want to expose, you can start adding
them to the directory abstraction layer using the editor. You’ll follow a set of steps like this:

Step  What to do See this procedure
1. Decide which set of files to start with.
* You want to add to the base set of definitions Section 4.3.1, “Steps for adding entities,”
on page 86
* You want to start with already deployed Section 4.8.1, “About importing,” on
definitions page 109
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Step  What to do See this procedure

la. Some of the entities that you want to use are not part “To update the list of available schema
of the eDirectory base schema. Any extensions to the elements:” on page 89
eDirectory schema will not show up automatically in
the editor’s list of selectable objects and attributes.
This means that you have to update the designer’s
local schema file to include these custom objects and

attributes.

2. Add one or more entities to the directory abstraction  “Adding entities” on page 89
layer

3. Add attributes to the entities “Adding attributes” on page 91

Updating the list of available schema elements

To update the list of available schema elements:

1 With the Identity Manager project open, select the Identity Vault, right-mouse and select Live
Operations>Import Schema.

2 Choose Import from eDirectory and provide the specifications for the eDirectory host.
3 Click Next.
4 Select the classes and attributes that you want to import, and click Finish.

Adding entities

You can add an entity via the Add Entity Wizard (described next) or by clicking the Add Entity
button from the editor’s toolbar.

NOTE: When using the Add Entity button, you are prompted to select the object class of the entity
you want to create. The editor automatically adds the required attributes to the entity. You can then
use the Add Attribute dialog to complete the entity definition.

To add an entity using the Add Entity Wizard:
1 Launch the Add Entity Wizard in one of these ways:
From the Provisioning View:

« Select the Entities node, right-mouse click and choose New.
 Select File>=New>Provisioning. Choose Directory Abstraction Layer Entity. Click Next.
From the directory abstraction layer editor:

 Select the Entities node, right-mouse click and choose New Entity-Attributes Wizard.

The New Entity dialog displays.

NOTE: If launched from the File menu, the dialog contains fields not displayed when launched
in either of the other ways. It is shown below.
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Mew Entity

kery For the new entity,

Specify project and application For the new entity as well as the display name and

Identity Manager Project: |Pr0ject0ne

Provisioning Application: |User Application

Lef Lo

Enkity Key: |

Display Label; |

Cancel

2 Complete the panel as follows:

Field

Description

Identity Manager Project and
Provisioning Application

Entity Key

Display Label

Select the Identity Manager project and Provisioning
Application where you want to add the entity and
attributes.

NOTE: These fields display when you launch the wizard
from the File menu.

The unique identifier for the entity.

The string displayed whenever this entity is referenced in
the user interface.

3 Click Next. The New Entity dialog displays:
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p=4 Hew Entity bz

News Entity

Select object class:

AFP Server s
Alias

apchadmnConfigurationBlack,
apchadmniodule

apchadmnServer

aEchadmn\-'irtuaIHost

applicationProcess

Audit:File Object

bhZommunity

bhGadaget

bhModule

bhPage

bhPage3et

bhPortal bt

Available Attribukes Selected Attributes in AL

AL ~ presentationAddress
Audit:File Link

Certificate walidity Interval
|

Cross Certificate Pair
Description
DirsML-Associations

Equivalent To Me

L

masvauthorizedRange

masvDefaulkRange

masvProposedLabel

MLS:Licenses Used

o

Ohject Class b

< Back | | Finish | Cancel |

4 Choose the Object Class for the entity that you want to create, then select the attributes that you
want from the Available Attributes list

TIP: If the object class of the entity that you want to create is not shown in the Available
Object Classes list you might need to update the designer’s local schema file. Follow the steps
described in “To update the list of available schema elements:” on page 89.

5 Click Finish.
The property sheet is displayed for editing.
For more information, see “Entity property reference” on page 93.

NOTE: To make the attribute available to the user application, you must deploy the entity that
contains the attribute.

Adding attributes

To add an attribute:
1 Select an entity.
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2 Add an attribute by:

« Right-clicking and selecting Add Attribute.
or

« Clicking the Add Attribute icon.
You are prompted as follows:

E Add Attribute %]

Add Attribute
@ Define attribukes For your selected Entity,
Selected Entity:  ([REE] -
Entity Classes:
Add/Femove aux classes. ..
Dir%ML-EntitlementRecipient
srvprvllser o
Available Attributes for Entity Class: Selected Attributes For Entity:
accessCardMumber A (# Department ~
E':Ci':"-""t Balance @ Direct Reports
Allaws Unlimited Credit @ Emai
Sesiskant L!J Entitlernent Reference
assistantPhone (# Entitlement Result
audio [ First Mame
Audit:File Link @ crou
businessCategory o P ’ .
carlicense EJJ Hidden attribute Lisk
Certificate Yalidity Interval 2 Last Mame
city [# Managed Task Groups
o @ Mana
aer
Egmpany Q Lﬂ Passwiord
coskZenter @ Preferred Locals
costCenterDescripkion [® Cuery List
Cross Certificate Pair @ Region
departmenthurmber
Descrinti {# Task Group Manager
escription -
destinationIndicator UJ Telephane Nurmber
directReporks @ Title
D_irXML-F'.ssu:uciatiDns @ User Photo
displayMame w e
(0] 4 | Cancel

3 Choose the attribute from the Available Attributes for Entity Class list and add it to the Selected
Attributes for Entity list.

TIP: If the attribute that you want to create is not shown in the Available Attributes from Entity
Class list you might need to update the designer’s local schema file. Follow the steps described
in “To update the list of available schema elements:” on page 89.

4 Click OK.
The property sheet is displayed for editing.
For more information, see “Attribute property reference” on page 95.
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NOTE: To make the attribute available to the user application, you must deploy it.

Entity property reference
You can set the following kinds of properties on entities:

« “Entity access properties” on page 93

e “Entity required properties” on page 93
 “Entity search properties” on page 93

» “Entity create and edit properties” on page 94

» “Password Management properties” on page 95

Entity access properties

The Access Properties control how the user application interacts with the entity. They include:

Property Description
Create Selected—This object can be created by the user application.
Edit Deselected—This object is not changeable by the user application

regardless of the underlying ACLs.

Selected—This object might be changeable, but the identity vault ACLs are
used to determine this.

View Selected—This object can be displayed by the user application.

Remove Selected—This object can be deleted by the user application.

Entity required properties

The Required entity properties are:

Property name Description

Key The unique identifier for this entity. It defines the way the user application will
reference this object.

Display Label Defines how the object is shown in the user interface.

Class name The Novell Directory Service (NDS) class name.

LDAP name The LDAP object class name.

Search Selected—This entity is searchable. Entities used in queries by identity portlets

(such as Entity Search List or Entity Org Chart) must be selected (true).
Auxiliary Classes A list of zero or more auxiliary classes for this entity.

If adding auxiliary classes, you must specify the auxiliary class LDAP Name,
NDS Name, and whether or not it can be searched.

Entity search properties

The entity Search properties are:
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Property name

Description

Search container

Search scope

Search Time Limit [ms]

Max Search Entries

The distinguished name of the LDAP node or container where
searching starts (the search root). For example:

ou=sample,o=ourOrg

You can browse the identity vault to select the container, or you
can use one of the predefined parameters described in “Using
predefined parameters” on page 95.

Specifies where the search occurs in relation to the search root.
Values are:

<Default>—This search scope is the same as selecting
Containers and subcontainers.

Container—Search occurs in the search root DN and all entries at
the search root level.

Container and subcontainers—Search occurs in the search root
DN and all subcontainers. This is the same as selecting
<Default>.

Object—Limits the search to the object specified. This search is
used to verify the existence of the specified object.

Specify a value in milliseconds or specify O for no time limit.

Specify the maximum number of search result entries you want
returned for a search.

Specify 0 if you want to use the runtime setting.
Recommendations:
Set between 100 and 200 for greatest efficiency

Do not set over 1000

Entity create and edit properties

The entity Create and Edit Properties are:

Property name

Definition

Create Container

The name of the container where a new entity of this type is created.

You can browse the identity vault to select the container, or you can use
one of the predefined parameters described in “Using predefined
parameters” on page 95.

If this value is not specified, then the Create portlet will prompt the user to
specify a container for the new object. The portlet will use the search-root
specified in the entity definition as the base and allow the user to drill
down from there. If there is no search-root specified in the entity definition
then it will use the root DN specified during the user application
installation.
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Property name Definition

Naming Attribute The naming attribute of the entity (the Relative Distinguished Name
(RDN)). This value is only necessary for entities where the access
parameter Create is selected.

Alternate Edit Entity The attributes of the Edit Entity are displayed in the edit mode of the
Detail portlet.

Choose an entity from the dropdown or <None> if this entity is not
displayed by the Detail portlet.

Password Management properties

The Password Management Properties are:

Property name Definition

Password Attribute Choose the attribute where the password for this
entity will be stored.

Password required when attribute is created Selected—Means a password is required when this
entity is created.

Using predefined parameters

The directory abstraction layer editor allows you to use predefined parameters for certain values.
The parameters are:

Predefined parameter Description

%driver-root% Represents the Provisioning Driver DN. This value is specified during
the user application configuration during installation or a later
configuration. It is stored in the user application’s realm configuration.

%user-root% Represents the User Container DN. This value is specified during the
user application configuration during installation or a later configuration.
It is stored in the user application’s realm configuration.

%group-root% Represents the Group Container DN.This value is specified during the

user application configuration during installation or a later configuration.

It is stored in the user application’s realm configuration.

Attribute property reference
You can set the following kinds of properties on attributes:

e “Attribute access properties” on page 95

« “Attribute required properties” on page 96
 “Attribute filter and format properties” on page 97
« “Attribute Ul control properties” on page 97

Attribute access properties

The attribute access properties are:
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Name

Description

Edit

Enable

Hide

Multivalue

Read

Require

Search

View

Selected—This attribute can be edited/modified by the user application. Even if it is
selected (true), the attribute might still not be editable if the underlying identity vault
ACLs/effective rights prevent it.

Deselected—This attribute cannot be used by the user application. It is the same as
removing the entry from the file.

Controls whether the Hide check box in the user application is enabled or disabled.
The Hide check box allows users to control whether an attribute (such as their photo)
is displayed by the application.

Deselected—The Hide check box is disabled for this attribute, so the user cannot
choose to hide this attribute.

Selected—The Hide check box can be enabled in the user application. However, the
following must also be true of the logged-in user. They:
 Are either the owner of the attribute or a User Application Administrator.

» Have Trustee rights to update the srvprvHideAttributes attribute on the identity
vault.

If these requirements are not met, then the Hide check box is disabled in the
user interface even if this setting is selected (true).

TIP: When a user hides an attribute that contains an image, users who have viewed
the image might continue to see it until their browser cache is refreshed.

Specifies whether this attribute can be multivalued, for example, a phone number.
Selected—the attribute can be multivalued.

Selected—The user application can query this attribute. For most attributes this
should be selected (true), but for some attributes, like password, it should be
deselected.

Selected—the attribute must be supplied.

Selected—The user application can search on this attribute. Attributes that will be
used in queries by identity portlets (such as Entity Search List or Entity Org Chart)
must be selected.

TIP: If an attribute used in a search is also indexed in eDirectory the search will be
faster.

Selected—The user application can display this attribute. In most cases this would
be true, but for some attributes, like password, it would probably be deselected.

Attribute required properties

Name Description
Key The unique identifier for the attribute.
Display Label The label that is displayed in the user application.

Attribute Name

The NDS name for this attribute.
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Name

Description

LDAP Name

The LDAP name for this attribute.

Attribute filter and format properties

Name

Description

Filter: WHERE Attribute

Enable

Lets you specify an LDAP filter on the identity vault search for this
attribute.

Selected—Enables the filter.

Attribute Ul control properties

Name Description

Data Type Choose a data type from the following list:

* Binary

* Boolean

* DN

* Integer

* LocalizedString

 String

* Time

Format Type

¢ None

Used by the user application to format data. Format types include:

« AOL IM

e Emall

* Groupwise IM

* Image

* Phone Number
¢ Yahoo IM
* Image URL

e Date

» DateTime

The Format Types are dependent on the data type. For example, a Time data
type can only be associated with Date and DateTime formats.
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Name Description

Control Type Types include:

DNLookup—Defines that this attribute contains a DN reference. Use when you
want to:

» Populate a list with the results of a DN search among related entities

» Maintain referential integrity across DN referenced attributes during
updates and deletes

The user application use this information to generate special user interface
elements, and to perform optimized searches based on the DNLookup
definition.

For more information, see “Using DNLookup control types” on page 98

Global List—Display this attribute as a dropdown list whose contents are defined
in a file outside of this attribute definition.

For more information, see Section 4.4, “Working with lists,” on page 101.

Local List—Display this attribute as a dropdown list whose contents are defined
with this attribute. To define a local list:

1. With the attribute selected, set the control type to Local List.

+ UI Control Properties

Data Type: |String j
Formak Type: |<N0ne> j
Control Type: |Mae= 05
- Local List
. B »
Yalues Labels
| valuel | labell 3

2. Click the Add button to add more values. Use the up and down arrow
buttons to change the position of the item in the list.

In the Value column, type the value to write to the identity vault. It can only
include lowercase letters, numbers, and underscore (_) characters.

3. Inthe Labels column, type the text you want displayed in the user
interface.

Range—Use the Range control type with Integer data types to restrict user input
to a sequential range of values. You'll supply the range’s start and end values.

Using DNLookup control types
When you define a control type as a DNLookup, it means that:

» Users can select from a list of possible values when searching on this attribute.

» When this attribute is created, populated, or deleted an attribute on a related entity will be
updated appropriately depending on the user action (create, delete, update) to maintain
referential integrity.
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DNLookups for selection lists

The installed user application contains entity definitions for Users and Groups. The Users entity
definition contains an attribute called Group which is defined as a DNLookup control type. This
enables any identity portlet to provide a selection list of groups for a particular user. For example, a
user chooses to do a Directory Search. They want to find a user in a group, but they do not know the
group name. They would select User as the object to search for and include Group as a search
criteria as shown here:

Search List . = R

Advanced Search

Search for:

Group |
wiith this criteria: Add fRemove Criteria
Members W E
(He e :
M add Criteria Grouping
-Loc-kup

@ My Saved Searches | Basic Search

Because Group is defined as a DNLookup control type for the User entity, the Lookup icon displays.
If the user selects it, then a list of possible groups displays:

Object Lookup . R AP

Search object list: [example: a% Lar™, 1D, *1)

First Mame * |/a :‘%M
Search
Select an object from the list:
First Hame Last Hame
A by Spencer
Admin idmzample
Allison Blake
fngie Chung
Anthomy Palani
April Smith
1-aofé
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The user can select a group from the list.

DNLookups for referential integrity

DNLookups for updates and synchronization are important because LDAP allows group
relationships to map in both directions. For example, your data might be set up so that:

 User object contains a group attribute. The group attribute:

* Is multi-valued

« Lists all of the groups to which a user belongs

» Group object contains a user attribute. The user attribute:

* Is multi-valued

« Lists all of the users that belong to the group

This means that you can have an attribute on the user object that shows all the groups a user belongs
to, and on the Group object you have a DN attribute that includes all the members of that group.

When the user requests an update, the user application must honor the relationships and ensure that
the target and source attributes are synchronized. In the DNLookup, you’ll specify both attributes
that must be synchronized. You can use this technique to provide synchronization between any
objects that are related not just group structural objects. You create this kind of DNLookup control
type by specifying the advanced DNLookup properties described in the DNLookup Relational
Integrity properties reference.

DNLookup property reference

The DNLookup Display properties are:

Field Definition

Lookup Entity The name of the entity to search, for example, the Task Group
entity contains an attribute for Task Manager. To populate that
field, you'd need to know which users are Task Managers.

Detail entity The key of the entity whose details you want displayed if the
user requests more information by clicking a hypertext link in
the user application. When you define a DNLookup the
identity portlets are able to provide a hypertext link that allows
users to display the details of the linked object.

Attributes to display Choose one or more attributes to display when the search is
complete.
Perform Automatic Query Defines how the Attributes to display (above) are displayed.

* Selected—Performs an automatic query of the entity and
presents the results in a selectable list. You might not
want to choose this option if the data returned will be a
large number because it will force the user to scroll
through a large result set.

» Deselected—allows the user to specify the search
criteria for the entity query, then presents the results in a
selectable list.
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DNLookup Relational Integrity properties—These properties are used for synchronizing data
between two objects such as groups and group members.

Property Definition

Source attributes to update Name of the attribute to update. The attribute must contain a DN
reference to the Target attributes to update. This is required to
synchronize attributes on two different objects.

Target attributes to update Name of the attribute that must be updated along with the Source
attributes to update.This is an LDAP attribute name. This is
required to synchronize attributes on two different objects. The
attribute must contain a DN reference.

Target auxiliary classes, if any Name of the auxiliary class that contains the Target attributes to
update.

4.4 Working with lists

The lists node lets you define the contents of global lists. Global lists are used by the Identity
Manager user application to:

« Provide a list of values for an attribute. When the attribute is displayed for editing in the user
interface, the possible values are displayed as a dropdown list.

 Used to define the categories available to the Provisioning Request Configuration plug-in to
iManager. This is a special list. For details, see Section 4.4.2, “About the Provisioning
Category list,” on page 103.

To create a new global list:
1 Launch the New List Wizard in one of these ways:
From the Provisioning View:

 Select File>=New=>Provisioning. Choose Directory Abstraction Layer List. Click Next.
« Select the Lists node, right-mouse click and choose New.
From the directory abstraction layer editor:

¢ Click the New List button.
« Select the Lists node, right-mouse click and choose Add List.
The New List dialog displays.

NOTE: If launched from the File menu, the dialog contains fields not displayed when launched
in either of the other ways.
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Mew List

Specify project and application For the new list as well as the key for the
new list,

Identity Manager Project: |TestF‘rDject j

Prowisioning Application: |User Application j

Lisk Key: |

Display Label; |

| | Cancel

2 Complete the panel as follows:

Field Description
Identity Manager Project and Provisioning Select the Identity Manager project and
Application provisioning application where you want to add

the entity and attributes.

NOTE: These fields display when you launch the
wizard from the File menu.

List Key The unique identifier for the list.

Display Label The string used whenever this list is referenced
in the user interface.

3 Click Finish. The Global Lists property sheet displays.
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A List

Global List

Key: | TestLisk

Display Label: | Lisk

% 57
Yalues Labels
| waluel | label1 b 4

4 Complete these fields:

Field Description

Display Label The name of this list as shown in the designer.

Labels The text for the list item that you want displayed in the user interface.

Values The value for the list item that you want stored in the identity vault. It
can only include lowercase letters, numbers, and underscore ()
characters.

The list is now available in the design environment.
5 Save the project.

NOTE: To make the list available to the runtime environment, you must deploy it.

4.4.1 About the Preferred Locale list

The Preferred Locale list represents the default language that will be used in the event that the
browser language is not one of the supported languages. The contents of this list are displayed by the
default configuration of the Edit User action in the user application.

4.4.2 About the Provisioning Category list

The Provisioning Category list defines the set of categories that help you organize Provisioned
Resources (Entitlements) and Provisioning Requests. The categories in this list display in:

 iManager—Provisioning Request Configuration plug-in
« user application—Requests and Approvals tab

You cannot change the Provisioning Request list key, but you can add more items to the list or
change the existing category values and labels.

Configuring the Directory Abstraction Layer 103



To modify the contents of the Provisioning Category List:
Make sure the correct project is open in the editor.

Click the Lists Node.

Select Provisioning Category.

A W DN P

Use the global list property pane to make your modifications.

NOTE: The Values field is used to populate the category key. The Values field restricts you to
lowercase letters, numbers and underscore (_)characters because these are the only valid
characters in the category key. The category key is used internally as an identifier for the
category.

5 Save then deploy your changes. Remember to update the application server’s cache.

Once your changes are deployed, they are reflected in the user application and the iManager
plug-in.

4.5 Working with Org Chart relationships

The Org Chart Relationships node allows you to define hierarchical relationships between entities
defined in the directory abstraction layer. The relationship can be between like entities (such as user/
user) or unlike entities (such as user/device).

The following relationships are defined for the user application:

» Group’s membership
» Manager-Employee
* User groups

To successfully deploy a relationship, all of the components (entities and attributes) of the
relationship must already be deployed.

To create a new relationship:
1 You can create a new relationship in any of these ways:
From the Provisioning View:

« Select File=New>Provisioning. Choose Directory Abstraction Layer Relationship and
click Next.
« Select the Org Chart Relationships node right-mouse, and choose Add.

From the directory abstraction layer editor:

« Click the Add Relationship button.
 Select the Org Chart Relationships node right-mouse and choose Add Relationship.
The New Relationship dialog displays.

NOTE: When launched from the File menu, the dialog contains fields not displayed when
launched in either of the other ways.
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£ New Relationship E]

New Relationship

Relationship Keyw:

Display Label;

Specify project and application For the new relationship as well as the
display name and key for the new relationship,

Identity Manager Project: |F‘r0ject0ne

Prowisioning Application: |User Application j

< Back

| | Cancel

2 Complete the panel as follows:

Field

What to do

Identity Manager Project and
Provisioning Application

Relationship Key

Display Label

Make sure the correct Identity Manager project and
Provisioning Applications are selected.

NOTE: This field displays when you create relationships from
the File menu.

Type a unique value for the relationship key.

Type the string that you want displayed any time the
relationship is shown in the Identity Manager user interface.

3 Click Finish.

The relationship is created and its property sheet is opened for editing.
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#1 Group's membership

=I-{#4 Entities
I fi#l Group
,_J'lj Description
A% Members
+ J Manager Lookup
+-fid Task Group
+-[ @ Task Manager Laokup
+-fidl User
+-fl User Lookup

+ Lists
= Org Chart Relationships

#% Group's membership
#% Manager-Emplayes
#% User groups

,:\:3 Canfiguration

Relationship

Keyi | groupZusers

Display Label: | Group's membership ﬁ?

Parent Object Child Object

Parent Entity: Group j hild Entity: |User

Parent Attribute: |y

L L

Child Attribute: |Grnup

4.5.1 Relationship properties reference

Field Description
Key The read-only unique identifier for the relationship.

TIP: You'll specify this value in the Org Chart Portlet preference sheet.
Display Label Specify a name to display when this relationship is referenced by other

Parent entity

Parent attribute

identity portlets. For example, this value is displayed when users click the
Choose Org Chart icon from the Detail portlet.

Click Localize to provide the translation for the display label text.
Choose an entity from the dropdown list.

The entity that you choose becomes the parent object in the organization
chart hierarchy. For example, in a Manager-Employee relationship, the
Parent Entity would be User. For a Group-Member relationship, the
Parent Entity would be Group.

Directory abstraction layer requirements—The entities in this list are a
subset of the entities defined in the directory abstraction layer. Parent
entities must have the view access property selected (true)

Choose an attribute from the dropdown list.

This attribute is used to find matching child entities. When the value of
this attribute matches a corresponding value on an attribute of the child
entity (see Child attribute below), then a relationship can be established.

Directory abstraction layer requirements—This list of attributes is
populated using the selected Parent Entity’s attributes. It includes only
the attributes defined as the DNLookup control type
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Field Description

Child entity Choose the entity that will be the child object in the hierarchy. For
instance in a Manager-Employee relationship it would be user. For an
Employee-Resources relationship it would be Devices.

This entity must contain the attribute that is related to the Parent attribute.
Child attribute Choose the attribute that matches the Parent Attribute.

This specifies the attribute on the child entity to use to find matching
parent entities. When the value of this attribute matches a corresponding
value on an attribute of the parent entity (see Parent Attribute above),
then a relationship can be established.

NOTE: Dynamic groups are not fully supported by the Org Chart portlet. You cannot define a
dynamic group as the Parent entity in a relationship, but you can define a dynamic group as the child
entity in a relationship.

To delete a relationship:
1 Select the relationship you want to delete.
2 Right-mouse click and choose Delete.

4.6 Working with configuration settings

The Configuration node allows you to set general configuration properties for the user application.
They include:

Property Description

Default ‘My Profile’ Entity Defines the entity to display when the user clicks My Profile in the
user interface.

This field is restricted to show only entities whose object class is
user (or LDAP inetOrgPerson).

Default Locale Defines the default language that will be used for the display labels
in the user application. If the browser is set to an unsupported
language this locale is used instead.

NOTE: The browser locale will override the default locale for the
supported languages.

Container Classes This provides the Create User or Group action with the contents of
a selection list of container classes. The user selects a container
from the selection list as the location where the newly created
object will reside.

4.7 Localizing display text

The directory abstraction layer editor provides an easy way to localize the display text for:

« Entity and attribute display labels
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« Org chart relationship names
 Global and local list items

4.7.1 Supported languages

You can localize the display text in one or more of these languages:

« English

» French

* German

* [talian

* Japanese

» Korean

» Portuguese

* Russian
 Simplified Chinese
* Spanish

* Traditional Chinese

4.7.2 Localizing text

The directory abstraction layer editor provides several different ways to localize abstraction layer
definitions. You can access the localization dialogs in these ways:

To define the localization text for

Action

Every localizable item in the directory
abstraction layer

A specific entity, relationship or list

A single display label

Click Set Global Localization (on the directory
abstraction layer editor toolbar).

Make sure to select the Target Language before
entering the localized text in the target field.

From the directory abstraction layer editor tree view,
select the object to localize.

Right-mouse and select Localize.

Make sure to select the Target Language before
entering the localized text in the target field.

Select a specific entity or attribute.

Click Localize Display Label (beside the Display Label
field in the property pane).

The dialogs might look a little different, but each contains these fields:

» Origin—This is typically the object type (such as entity, list, or relationship) and key

» Source—The text to translate (display label)

 Target Language—One of the supported languages

 Target—The translation text

108 Identity Manager User Application: Administration Guide



4.8 Importing, validating, and deploying
directory abstraction layer definitions
Importing, validating, and deploying directory abstraction layer definitions are actions performed
from the Provisioning View of the designer.

 Section 4.8.1, “About importing,” on page 109

 Section 4.8.2, “About validation,” on page 111

« Section 4.8.3, “About deploying,” on page 111

4.8.1 About importing

The import feature lets you import a set of existing definitions. You’ll want to use import when:

* You want to begin a new project based on a deployed project.

 You want to share definitions with other developers working on the same project. For example,
another developer adds an attribute to the user entity, or adds a new global list. If the developer
deploys the new definition to the identity vault, you can import it, and ensure that you are both
working with identical definitions.

To import existing definitions:
1 Open the Provisioning View.
2 Determine whether you want to import:

» A complete set of definitions
« A set of one definition type, such as all entities or all relationships.
« A specific object (such as the User entity)

3 To import:

» A specific object, select it from the list, right-mouse and select Import Object.

< A complete set of definitions, select the Directory Abstraction Layer node, right-mouse
and select Import All or Import Object.

4 Click the eDirectory Browse icon and navigate to the DirectoryModel node and select the
object(s) to import then click OK.

« |f the objects match, then you are notified that there are no differences and the import does
not proceed.

« |f the objects do not match, you are able to confirm which object(s) to import. Review the
items selected for import, make any changes needed then click OK.

Setting import preferences

Import preferences let you specify how you want the designer to resolve conflicts between the data
in the identity vault and your local directory abstraction layer files. These conflicts can arise because
different users and tools have access to the identity vault’s directory abstraction layer definitions.
The definitions can be changed by other administrators or developers using iManager tools or their
own local designer-based project. When conflicts arise between the definitions on your local file
system and the identity vault, these preferences allow you to specify how the conflicts are handled.
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To set Import preferences:
1 Choose Window>Preferences.
2 Open the Provisioning node of the tree and click Import.

E’! Preferences |Z|@@

type filter kext - Import =l

+- General
- Help Default Conflict Handling (import when checked)
+- Identity Manager [ Modified external abject will averwrite modified local object
=l Prowisioning [ Unmodified local copy overwritten by externally recreated object
Depl
[ External object overvrites modified local object,
Npoarc
+ %ML [ External object overwrites deleted local object

Restore Defaults | Apply |

Ok | Cancel |

3 Choose the preferences:

Preference Description

Modified external object will overwrite Both the local file and the identity vault definitions

modified local object contain changes. The local changes have not yet been
deployed.

Select this option if you want the identity vault object to
overwrite the changes that you've made to the local file.

Unmaodified local copy overwritten by The identity vault object was deleted and then
externally recreated object recreated. The local file set includes the original
definition with no changes.

Select this option if you want the import to overwrite the
local copy.

External object overwrites modified local The local file contains changes not deployed to the
object identity vault. Select this option if you want the local files
to be overwritten on import.
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Preference Description

External object overwrites deleted local ~ You have deleted a definition locally, but have not
object deployed the changes. This means that the object still
exists in the identity vault.

Select this option if you want identity vault objects to be
copied to the local file system. If you choose this option,
you will lose your undeployed changes.

4.8.2 About validation

You can validate the directory abstraction layer data definitions on the local files system before you
attempt to deploy them. The validation:

 Verifies that the XML is well-formed and complies with the schema that defines the elements
needed for entities, attributes, lists, relationships, and so on.

» Checks every entity to ensure that references to other entities and global lists are valid.
For example when validating an entity and its attributes, the validator checks that all references to
other entities via the Edit Entity, DN Lookup, and Detail Entity fields reference entities that actually
exist.

 Ensures that every entity has at least one attribute defined.

 Ensures that every local and global list contains at least one item.

You can selectively validate definitions from the Provisioning View. To validate:

« All of the items within a node, select the node, right-mouse and select Validate.
» Assingle object within a node, select the object, right-mouse and select Validate.

You can validate all of the definitions by clicking the Validate Abstraction Layer button from the
directory abstraction layer toolbar.

NOTE: The validation does not check the identity vault for the existence of any objects.

4.8.3 About deploying

You must deploy your definitions to an identity vault before you will see the resulting changes
within the Identity Manager user application.

To deploy a set of definitions to an identity vault:
1 Save all of the changes that you’ve made using the directory abstraction layer editor.

If you do not save your changes before attempting the deploy, the editor display a dialog that
shows the definitions that have not been saved. It prompts you to save the most recent changes.
If you do not to save the changes, the object is still deployed to the server but what is deployed
does not include the unsaved changes. Choosing not to save the changes does not cancel the
deployment.

2 Open the Provisioning View.
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3 Decide if you want to deploy all of the objects defined using the directory abstraction layer
editor or a subset.

« To deploy all:

Select the root node, right-mouse and choose Deploy All
« To deploy a specific entity, relationships, list, or configuration setting:
Select it, right-mouse and choose Deploy object.

You might be prompted for identity vault credentials. The editor performs a validation and
displays any validation messages in a dialog. Respond to the validation messages by selecting/
deselecting the items to deploy. After you’ve made your deployment selections and submitted
them, you are notified on the deployment’s success or failure.

Setting deployment preferences

Deploy preferences let you specify how you want the designer to resolve conflicts between the data
in the identity vault and your local directory abstraction layer files. Conflicts might arise because
other users have deployed changes to the identity vault and these changes are not reflected in the
definitions on your local file system. To ensure that conflicts are handled the way you want them to
be, you can set preferences specifying the conflict resolution.

To set Deploy preferences:
1 Choose Window>Preferences.
2 Open the Provisioning node of the tree and click Deploy.

E’! Preferences

bvpe filker bext - Deploy e

General

Help v Set delete From identity vault as default For all "Confirm Delete” dialogs

Identity Manager

Provisioning
Deploy

T[]

[ allow deplayment of objecks with validation errors

[ Allow deployment of unmodified objecks that will overwrite externally modified newer version
Default Conflick Handling {deploy when checked)
I Local change ovenwrites externally created object

v Unmodified local copy recreates externally deleted object
I Local change overwrites externally modified object

I Local copy overwrites deleted and recreated object

r

Restore Defaults | Apply |

oK | Cancel |
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3 Specify general deploy preferences:

Preference

Description

Set delete from identity vault as
default for all “Confirm Delete” dialogs

Allow deployment of objects with
validation errors

Allow deployment of unmodified
objects that will overwrite externally
modified newer version

If you attempt to delete an object in the Provisioning view or
the directory abstraction layer editor, you are prompted to
confirm the deletion with a dialog like this:

M (x)

Confirm Delete

The following objects depend on the object "Task Manager Lookup”,
Are you sure you wank o delete "Task Manager Lookup'?

Task Group

Iv Delete object in identity vaulk on deploy

Ok | Cancel |

This preference determines whether the delete confirmation
dialog check box labeled Delete object in identity vault on
deploy is selected by default. To select this preference
means the default is to always delete the identity vault
object.

The local object is always deleted.

Select—Select this option if you want to deploy objects that
fail validation. At deploy, the designer validates the
definitions that are being deployed following the validation
rules outlined in Section 4.8, “Importing, validating, and
deploying directory abstraction layer definitions,” on

page 109.

Deselect—To prevent deployment of definitions that fail
validation.

Select—If your local files have not been changed, but the
identity vault objects have. Do you want the local files to
overwrite the identity vault files? If so, then select this
preference.

Deselect—If you want to keep the newer identity vault
versions.

When selected, you can set this as the default behavior by
also selecting the conflict resolution preference Unmodified
local copy overwrites externally modified newer version.

Specify conflict resolution preferences:

Preference

Description

Local change overwrites externally created Select—If you want the object you are deploying to

object

overwrite the object that is in the identity vault.

Deselect—Deploy does not occur when this conflict
occurs.
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Preference

Description

Unmodified local copy recreates externally
deleted object

Local change overwrites externally
modified object

Local copy overwrites deleted and
recreated object

Unmodified local copy overwrites
externally modified newer version

Select—If you want the local object you are deploying
to create an object that was already deleted from the
identity vault.

Deselect—Deploy does not occur when this conflict
occurs.

Select—If you want the local definition to always be
deployed even if the identity vault has been changed
by another user.

Deselect—Deploy does not occur when this conflict
occurs.

Select—If you want the local object to always be
deployed even if the identity vault object has been
deleted or has been deleted and recreated.

Deselect—Deploy does not occur when this conflict
occurs.

This preference can only be set when the general
deploy preference Allow deployment of unmodified
objects that will overwrite externally modified newer
version is selected.

Select—If your local files have not been changed, but
the identity vault objects have changed and you always
want the local files to overwrite the identity vault files
as the default behavior.

Deselect—If you want to keep the newer identity vault
versions.
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Setting up Logging

This chapter includes the following:

 Section 5.1, “About event logging,” on page 115
« Section 5.2, “Logging to a Novell Audit server,” on page 115

5.1 About event logging

The ldentity Manager user application implements logging by using log4j, an open-source logging

package distributed by The Apache Software Foundation. By default, event messages are logged to
the system console and to the application server’s log file at logging level INFO and above. You can
also configure the user application to log to Novell Audit. Events are logged to all activated loggers.

IMPORTANT: If you are logging to Novell Audit, it is recommended that you review the Novell
Audit documentation (http://www.novell.com/documentation/nsureaudit).

5.1.1 About the log level settings

Console logging involves synchronized writes. This means that logging can become a processor
usage issue as well as a concurrency impedance. You can change the priority value default setting to
ERROR, by modifying the setting in the <installdir>/jboss/server/IDMProv/conf/log4j.xml. Locate
the root node that looks like this:

<root>
<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Change the priority value to:

<root>
<priority value="ERROR"/>
<appender-ref ref="FILE"/>
</root>

Assigning a value to the root ensures that any appenders that do not explicitly have a level assigned
inherit the root's level. By default, the file appender does not have a threshold level assigned so it
assumes the root's. Any appender included in the root that does have a level threshold should be
ERROR or WARN. Error level settings at more than WARN will impact performance.

5.2 Logging to a Novell Audit server

To log to an Novell Audit server, follow these steps:
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Step What to do

For more information

1 Add the Identity Manager application
schema to the Novell Audit server as
a log application

2 Configure the Novell Audit platform
agent on your application server

3 Enable Novell Audit logging

Section 5.2.1, “Adding the Identity Manager
application schema to your Novell Audit server as a log
application,” on page 116

The Platform Agent is required on any client that
reports events to Novell Audit. You configure the
platform agent through the logevent configuration file.
This file provides the configuration information that the
platform agent needs to communicate with the Novell
Audit server. The default location for this file, on the
application server, is:

¢ Linux—/etc/logevent.conf
* Windows—/<WindowsDir>/logevent.cfg (Usually
c:\windows)

Make sure to specify the IP address or DNS name of
your Novell Audit server in the LogHost setting. For
example:

LOgHOST=XXX . XXX . XXX . XXX

Specify any other settings needed for your
environment.

IMPORTANT: After you create or modify the logevent
configuration file, you must restart the JBoss
application server before those changes will take
effect.

For more information about the structure of the
logevent configuration file, see the section on
configuring platform agents (http://www.novell.com/
documentation/nsureaudit) in the chapter on the
logging system in the Novell Audit Administration
Guide.

Section 5.2.2, “Enabling Audit logging,” on page 117

5.2.1 Adding the Identity Manager application schema to your
Novell Audit server as a log application

To configure Audit to use the Identity Manager user application as a log application, follow these

steps:
1 Locate the following file:

DirXML.Isc
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Platform Location

Linux Post installation:

/opt/novel l/naudit/logschemasdirxml . Isc

Windows On the installation media:

/nt/dirxml/nsure_audit/nauditextensions/lIsc/
dirxml_lsc

2 Use a Web browser to access iManager, and log in as an administrator.
3 Go to Roles and Tasks> Auditing and Logging and select Logging Server Options.

4 Browse to the Logging Services container in your tree and select the appropriate Audit Secure
Logging Server. Then click OK.

5 Go to the Log Applications tab, then select the appropriate Container Name, and click the New
Log Application link.

6 When the New Log Application dialog displays, specify the following:

For this setting Do this
Log Application Name Type any name that is meaningful for your environment
Import LSC File Use the Browse button to select the DirXML.Isc file

Then click OK. The Log Applications tab displays the added application name.
7 Click OK to complete your Novell Audit server configuration.

8 Make sure the status on the Log Application is set to ON. (The circle under the status should be
green. If it is red, click it to switch it to ON.)

9 Restart the Novell Audit server to activate the new log application settings.

5.2.2 Enabling Audit logging

To enable Novell Audit logging in your Identity Manager user application
1 Log in to the user application as the admin user.
2 Select the Administration tab.
3 Select the Logging tab.
4 Check the Also send logging messages to Audit check box (near the bottom of the tab).

5 To persist the changes for any subsequent application server restarts, make sure Persist the
logging changes is selected.

Setting up Logging 117



5.2.3 What events get logged

The ldentity Manager user application logs a set of events automatically from workflow, search,
detail, and password requests. By default, the Identity Manager user application automatically logs
the following events to all active logging channels:

Event ID Process Event Severity
31400 Detail portlet Delete_Entity Info
31401 Update_Entity Info
31410 Change Password portlet Change_Password_Failure Error
31411 Change_Password_Success Info
31420 Forgot Password portlet Forgot_Password_Change_Failure Error
31421 Forgot_Password_Change_Success Info
31430 Search portlet Search_Request Info
31431 Search_Saved Info
31440 Create portlet Create_Entity Info
31520 Workflow Workflow_Error Error
31521 Workflow_Started Info
31522 Workflow_Forwarded Info
31523 Workflow_Reassigned Info
31524 Workflow_Approved Info
31525 Workflow_Refused Info
31526 Workflow_Ended Info
31527 Workflow_Claimed Info
31528 Workflow_Unclaimed Info
31529 Workflow_Denied Info
3152A Workflow_Completed Info
3152B Workflow_Timedout Info
3152C User_Message Info
31533 Workflow_Retracted Info
3152D Provisioning Provision_Error Error
3152E Provision_Submitted Info
3152F Provision_Success Info
31530 Provision_Failure Error
31531 Provision_Granted Info
31532 Provision_Revoked Info
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Event ID Process Event Severity

31450 Security Context Create_Proxy_Definition_Success Info
31451 Create_Proxy_Definition_Failure Error
31452 Update_Proxy_Definition_Success Info
31453 Update_Proxy_Definition_Failure Error
31454 Delete_Proxy_Definition_Success Info
31455 Delete_Proxy_Definition_Failure Error
31456 Create_Delegatee_Definition_Success Info
31457 Create_Delegatee_Definition_Failure Error
31458 Update_Delegatee_Definition_Success  Info
31459 Update_Delegatee_Definition_Failure Error
3145A Delete_Delegatee_Definition_Success Info
3145B Delete_Delegatee_Definition_Failure Error
3145C Create_Availability_Success Info
3145D Create_Availability_Failure Error
3145E Delete_Availability_Success Info
3145F Delete_Availability_Failure Error

5.2.4 Log reports

If you log events to the Novell Audit database channel, you can run reports on the data. There are
several ways to generate reports against data logged to a Novell Audit database:

» Use the Novell Audit Report application to run your own reports or to run the predefined
reports described in “Predefined log reports” on page 119 below.

» Write queries against the logged data using iManager to select Auditing and Logging>Queries.
» Write your own SQL queries against the logged data.

The default Novell Audit table is called NAUDITLOG.

Predefined log reports

The following predefined log reports are created in Crystal Reports (.rpt) format for filtering data
logged to the Novell Audit database:

Report Name Description

Administrative Action Report Shows all administrative actions initiated from the Identity
Manager user application portal. This report includes the
administrator who initiated the action.

It excludes any administrative changes made using iManager
or the Designer for IDM
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Report Name Description

Historical Approval Flow Report Shows all approval flow activities for a specified time frame.
Resource Provisioning report Shows all provisioning activities, sorted by resource.
Specific User Audit Trail Shows all activity relating to a user. Activities include both

provisioning and self-service activities.
Specific User Provisioning report Shows all provisioning activities for a specific user.

User Provisioning report Shows all provisioning activities, sorted by user.

Sample report This is an example of the Specific User Audit Trail report:
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Specific User Audit Trail S

Report Genergted Op; 1071372005
Report Period: -10/13/2005 8:51:32AM Total pages: &

User ID: ablake

Approval Flow

Workflow Event: fecedbe80a3d4abd83c9476a1b576ea2

Date / Time Action Initiator ID

Q122006 3:20:42PM Workflow Started cn=ablake ,ou=users,ou =idm sam ple-Jeff,o=novell
FI122006  F:Z20:45P M o rkflow Forwarded Workflow Administrator

1272008 J:2R:43PM o rkflow Reaszsigned Unclaimed

Q122008 3i30:44P M Wworkflow Forwarded Woaorkflow Administrator

FAZZ005  330:44P M Wworkflow Ended Workflow Administrator

91272008 3:30:44P M o rkflow Denied System

Workflow Event: fc6d74b1268243b3beac52261439deal

Date / Time Action Initiator ID
QIZESZ006 1:12019P M workflow Started cn=ablake ,ou=users,ou =idm sam ple-Je ff,o=novell
/2872008 1:12:22PM o rkflow Forwarded Workflow Administrator
QFZESI008  Z1ZiZEPM Wworkflow Forwarded Woaorkflow Administrator
QIZESI008  Zi1ZiZ3PM Workflow Forwarded Workflow Administrator
FIZGI00R  Z1Z:Z5PM o rkflow Forwarded Workflow Administrator
Q2572008 ZiAZiZ3PM Workflow Forwarded Workflow Administrator
QF2ESI008  Z:12:23PM workflowm Approved System

QF2E/2008 Z2:12:23PM Workflow Approved System

QF2E/2008 2:12:23PM Wworkflow Completed Workflow Administrator
QIZESI008  Zi1ZiZTPM Workflow Forwarded Workflow Administrator
9F28/2008 2012:27PM o rkflow Ended Workflow Administrator
FIZGZ006  Z1ZiZTPM Fraowizion Submitted Workflow Administrator
QFZBS2008  Z21Z2:2TPM Pravizion Granted Workflow Administrator

Workflow Event: efaa8304e07641edb9e6375a1a36e396

Date / Time Action Initiator ID
10F12/2005 11:68:134M Workflow Started cn=ablake ,ou=users,ou=idm sam ple-gatest,o=novell
1071272005 11:58:13AM Workflow Forwarded Workflow Administrator
Workflow Event: ea341eb112824e669e356837745fe264
Date / Time Action Initiator 1D
QFITIZ005  4:24:44P M Workflow Started cn=mmackenzie,ou =users,ou=idmsam ple-Je ff,o0=novell
QFZ7II008  A:Z4:44P M Wworkflow Forwarded Workflow Administrator
Page 1 of 8 Specific User Audi? Trail

Report file location The report files are located:

Platform Location

Windows Int/dirxml/reports
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You can use these reports as templates for creating custom reports in the Crystal Reports Designer or
you can run the reports using Audit Report (Ireport.exe), a Windows program supplied with Novell
Audit. The predefined reports query data from the default Novell Audit log database named naudit
and a database table named nauditlog. If your Novell Audit log database has a different name, use

the Set Datasource Location menu item in Crystal Reports Designer to replace the naudit database
name with the one in your environment.

For more information, see the section on working with reports in the Novell Audit documentation
(http://www.novell.com/documentation/nsureaudit).

122 Identity Manager User Application: Administration Guide


http://www.novell.com/documentation/nsureaudit

Administering the User
Application

These chapters tell you how to configure and manage the Identity Manager user application by using
the Administration tab of the user interface.

Chapter 6, “Using the Administration Tab,” on page 125
Chapter 7, “Page Administration,” on page 131

Chapter 8, “Theme Configuration,” on page 165
Chapter 9, “Portlet Administration,” on page 171
Chapter 10, “Portal Configuration,” on page 189
Chapter 11, “Security Configuration,” on page 197
Chapter 12, “Logging Configuration,” on page 201
Chapter 13, “Caching Configuration,” on page 207

Chapter 14, “Tools for Exporting and Importing Portal Data,” on page 217
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Using the Administration Tab

This chapter introduces you to the Administration tab of the Identity Manager user interface. You’ll
learn how to use the Administration tab to configure and manage the Identity Manager user
application. Topics include:

« Section 6.1, “About the Administration tab,” on page 125

* Section 6.2, “Who can use the Administration tab,” on page 125

 Section 6.3, “Accessing the Administration tab,” on page 126

 Section 6.4, “Administration actions you can perform,” on page 128

6.1 About the Administration tab

The Identity Manager user interface is primarily accessed by end users, who work with the tabs it
provides for identity self-service and workflow-based provisioning (with the Provisioning Module
for Identity Manager). But this browser-based user interface also provides an Administration tab,
which administrators can access to configure various characteristics of the underlying Identity
Manager user application.

For example, the Administration tab can be used to:

» Change the theme used for the look and feel of the user interface
 Customize the identity self-service features available to end users
« Specify who is allowed to perform administration actions

» Manage other details about the user application and how it runs

6.2 Who can use the Administration tab

The Administration tab is not visible to typical end users of the Identity Manager user interface.
There are two kinds of users who can see and access this tab:

» User Application Administrators

A User Application Administrator is authorized to perform all management functions related to
the Identity Manager user application. This includes accessing the Administration tab of the
Identity Manager user interface to perform any administration actions that it supports.

During installation, a user is specified as User Application Administrator. After installation,
that user can use the Security page on the Administration tab to specify other User Application
Administrators, as needed.
For details, see Chapter 11, “Security Configuration,” on page 197.

 Users permitted by User Application Administrators

If necessary, a User Application Administrator can assign permission for one or more end users
to see and access specific pages on the Administration tab. These permissions are assigned by
using the Page Admin page on the Administration tab.

For details, see Chapter 7, “Page Administration,” on page 131.
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6.3 Accessing the Administration tab

Once you are a User Application Administrator (or other permitted user), you can access the
Administration tab of the Identity Manager user interface when you need to manage the Identity
Manager user application. You just need a supported Web browser.

For a list of supported Web browsers, see the Novell Identity Manager: Installation Guide.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript
enabled.

To access the Administration tab:

1 Inyour Web browser, go to the URL for the Identity Manager user interface (as configured at
your site). For example:

http://myappserver :8080/1DM
The guest welcome page of the user interface displays:

£ Welcome - Mozilla Firefox

Ele Edit ‘Miew Go Bookmarks Tools  Help Q

<§| x E:> . %‘ @‘ ‘\_l http:/fyvour. applicationservername. goeshere: B0B0{IDM portalfcnfGuest ContainerPage ' elcome: V‘ @ co “Qv |

Novells identity Manager ' obe

‘Welcome, Guest - N
Login

Guest Pages &
+ Welcome Novell Identity Manager !'
Securely manage the access needs of your ever-thanging user community.
hana f if

Introduction

Movell Identity Manager: Rernove barriers to greater business agility and security.

The time has come to apply identity to not only the people involved in your organization, but also to any corporate asset the people
inwyour organization need to share, such as routers, servers, devices, application components and even processes.

Movell Identity Manager is a key component of Novell's Identity-Driven Computing wision. Identity-Driven Computing is a new vision
for IT that places people—and the services they depend on—at the center of your enterprise. With Identity-Driven Computing from
Movell, you can add intelligence to every part of your IT infrastructure—and make your business more agile and secure.

Dane

2 Click the Login link in the page header.
The user interface prompts you for a user name and password:

126 Identity Manager User Application: Administration Guide



Novelle

Identity Manager

Uzername:

Pazzward:

=+ Forgot Password?

N

...Login

3 Enter the user name and password of a User Application Administrator (or a user with some
Administration tab permissions), then click Login.

Once you’re logged in, you see the appropriate user-interface content for that user. For

example:

£ Organization Chart - Mozilla Firefox

Flle Edit Yiew Go Bookmarks Toaols  Help
@ & Ei} g g‘ @ 'L hktps/fyour.applcationservemame. goeshere :8080 IDMjportaljcryDefaul CortainerPage MyOrgChart ¥ @ s [[CL |
Novelle Identity Manager ctober 13 N
Welcome, Admi . ) g ;
A0 o NI , Identity Self-Service Requests & Approvals Administration Logout  Help
Infarmation Akanagement 2
2
+ Organization Chart Qux,Chant 8-B
Nivy Profile
% Loakup
Directary Search
Password M.anagemant . -3
Password Challenge Response
Password Hint Definition ':"\dmi"
idmsample d
Change Password
Directory tanagement A 1
Create User or Group

By default, you are on the Identity Self-Service tab.
4 Click the Administration tab.

The Administration tab displays a menu of the administration actions you can perform. Each
choice shows a corresponding page of settings and controls. By default, you see the Page

Admin page:
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3 Page Administration - Mozilla Firefox

Fle Edit VYiew Go Bookmarks Tools Help o
<3:| “ LL;’ . %‘ | (o 1 @ ‘ Ll http:j/your, applicationservername. goeshere : 5080/ IDMjportal/cnfAdminContainerPage PageAdministration V‘ @ a0 ", |
Novells Identity Manager N 2
Melcome. Admin |dentity Self-Sendce Requests & Approvals Administration Logout  Help
Page Admin Themes Fortlet 4dmin Portal Security Logging Caching Tools
Maintain Shared Pages Maintain Container Pages
Shared Pages Page Propetties
A~
Administration 7 Page Link Name ISuhCal:hE

(URI):

Customize Branding

Import Export Tools Page Name: ICal:hing Mhanagement Localize
Import Export Tools
LDAF Configuration
Logging Configuration
Page Administration

Portal Configuration © none © St value 1
Portlet Administration

Mavigation Priority (higher number = lower priority]:

Security Administration
Tharam & rdmminictratine

For more general information about accessing and working in the Identity Manager user
interface, see the ldentity Manager User Application: User Guide.

6.4 Administration actions you can perform

Once you’re on the Administration tab, you can use any available actions to configure and manage
the Identity Manager user application. Here’s a summary:

Action Description

Page Admin Controls the pages displayed in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 7, “Page Administration,” on page 131.
Themes Controls the look and feel of the Identity Manager user interface
For details, see Chapter 8, “Theme Configuration,” on page 165.

Portlet Admin Controls the portlets available in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 9, “Portlet Administration,” on page 171.

Portal Controls the portal characteristics of the Identity Manager user application and
specifies how the user application connects to the identity vault (LDAP provider)

For details, see Chapter 10, “Portal Configuration,” on page 189.

Security Specifies who is a User Application Administrator for the Identity Manager user
application

For details, see Chapter 11, “Security Configuration,” on page 197.

Logging Controls the levels of logging messages you want the Identity Manager user
application to generate and specifies whether those messages are sent to Novell
Audit

For details, see Chapter 12, “Logging Configuration,” on page 201.
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Action Description

Caching Manages various caches maintained by the Identity Manager user application
For details, see Chapter 13, “Caching Configuration,” on page 207.

Tools Enables you to export or import portal content (pages and portlets) used in the
Identity Manager user application

For details, see Chapter 14, “Tools for Exporting and Importing Portal Data,” on
page 217.
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Page Administration

This chapter tells you how to use the Page Admin page on the Administration tab of the Identity
Manager user interface. Topics include:

 Section 7.1, “About page administration,” on page 131

Section 7.2, “Creating and maintaining container pages,” on page 138

Section 7.3, “Creating and maintaining shared pages,” on page 147

Section 7.4, “Assigning permissions for pages,” on page 155

Section 7.5, “Setting default pages for groups,” on page 160

« Section 7.6, “Selecting a default shared page for a container page,” on page 162
For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

7.1 About page administration

You can use the Page Admin page to control the pages displayed in the Identity Manager user
interface and who has permission to access them. The user interface includes two types of pages:

Type of page Description

Container Container pages wrap shared pages with a consistent look and feel,
corporate branding, and navigation approach.

Shared Shared pages provide a coherent set of content that is used for a specific
purpose (such as updating a user’s profile). They are called shared pages
because they offer services used by multiple people.

Both page types include content in the form of portlets (a Java standard for pluggable user-interface
elements).

To learn more about portlets, see Chapter 9, “Portlet Administration,” on page 171 and Part 1V,
“Portlet Reference,” on page 225.

7.1.1 About container pages

This section introduces you to some container pages that play an important role in the Identity
Manager user interface:

e “GuestContainerPage” on page 132
« “DefaultContainerPage” on page 134
« “Admin Container Page” on page 135

Keep in mind that you can modify these container pages if necessary. You also have the option of
adding your own container pages.

Page Administration
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To learn about working with container pages, see Section 7.2, “Creating and maintaining container
pages,” on page 138.

GuestContainerPage

By default, when users arrive at the Identity Manager user interface prior to logging in, they see the
container page named GuestContainerPage. That container page displays like this:

£3 Welcome - Mozilla Firefox

(= 1B
File Edit Vew Go Bookmarks Tools Help 0 “:,’
@ = |:> = @ @ |D http:}vour applicationservername.goeshere 8080/ I0Mportalicn/Guest ContainerP ageWelcome V| @ Go “Q, |
Novelle ldentity Manager
Welcome, Guest " N
Login
Guest Pages A “
+ Welcome Movell Identity Manager

securely manage the access needs of your ever-changing user community

Introduction

Movell Identity Manager: Remove barriers to greater business agility and security,

The tirne has come to apply identity to not only the people invalved in your organization, but also to any corporate asset the people
inyour organization need to share, such as routers, servers, devices, application components and even processes,

Novell Identity Manager is a key component of Movell's Identity-Driven Corputing vision. 1dentity-Driven Computing is a new vision
for IT that places people—and the services they depend on—at the center of your enterprise. With |dentity-Driven Computing from
Movell, vou can add intelligence to every part of your IT infrastructure—and make your business more agile and secure,

Done

Internally, GuestContainerPage has the following layout:
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©) Page Layout Selector - Mozilla Firefox g@
L]

File Edit Wiew Go EBookmarks Tools  Help
Novella
Identity Manager
LAYOUT SELECTOR
|[Please select the order and location for your content for this Portal Page{GuestContainerPage}:
First select content by clicking on its title bar
Add Content
HeaderPortlet [x]
! Add Content
Shar| |portal Page Controller [x]
Page
MNavi
Save Layout | Cancel v
Done

The GuestContainerPage layout is divided into three regions, which display the following portlets:

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared page
to display

Portal Page Controller Displays the shared page that the user has currently selected via the

Shared Page Navigation portlet

Note that, by default, users see only the following in those portlets prior to logging in:

» Assingle link in the header: Login
» Assingle shared page: Welcome

Because the user has not logged in yet, the Shared Page Navigation portlet shows only shared pages
that are in the Guest Pages category; it filters out all other categories. By default, Welcome is the
only page in the Guest Pages category.

After login, the Shared Page Navigation portlet filters out the Guest Pages category. Instead, it
shows other categories of shared pages (as specified in its preferences).
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For more information on the Shared Page Navigation portlet, see Chapter 15, “About Portlets,” on
page 227.

DefaultContainerPage

By default, after users log in to the Identity Manager user interface, they go to the container page
named DefaultContainerPage. That container page displays like this:

5] Organization Chart - Mozilla Firefox

File Edit Vew @o Bookmarks Tools Help

& - [_L) E lgl I:I @ | [ httpsfyour,applicationservername.gosshere :2080/IDMfportaljcrDefaultContainerPage My OrgChart v B [C |
Novelle ldentity Manager

Welc Admi ; : N
€ LOMme, M Identity Self-Service Requests & dpprovals Administration Logout  Help

Information Management -
?

+ Organization Chart SoeaChant & -0

My Profile @

i) Lookup

Directory Search

Passwword Management F3

Passwiord Challenge Response

Password Hint Definition Admin

idmsample jklobucher
Change Password
Directory Manazement A @,
Create User or Group

Internally, DefaultContainerPage has the following layout:
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©J Page Layout Selector - Mozilla Firefox

File Edit Wiew Go EBookmarks Tools  Help

LAYOUT SELECTOR

Novells

Identity Manager

IPlease select the order and location for your content for this Portal Page{DefaultContainerPage):

First select content by clicking on its title bar

Add Content

HeaderPortlet

1 [2]

-

Add Content

Shar| |portal Page Controller

Session Timeout Warning

(2]

=
&
=

(2

Save Layout | Cancel

<

Done

The DefaultContainerPage layout is divided into three regions, which display the following portlets:

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the
user interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared
page to display

Portal Page Controller Displays the shared page that the user has currently selected via
the Shared Page Navigation portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

Note that, after user login, DefaultContainerPage automatically opens the Identity Self-Service tab

in HeaderPortlet.

Admin Container Page

By default, when User Application Administrators (and other authorized users) click the
Administration tab of the Identity Manager user interface, they go to the container page named

Admin Container Page. That container page displays like this:
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©) Page Administration - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help 4]

_; z .
<Z| 5 Ll«> - %‘ Q @ |D http:/ vour. applicationservername. goeshere : 3080/ IDMfpartalicnfadminContainerPage,Pageadministration V| @ Go “Q, |

Identity Manager
N

Welcome, Admin

Identity Self-Senice Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet Admin Partal Security Logging Caching Toals
Maintain Shared Pages faintain Container Pages
Shared Pages Page Properties
Page Link hame ISuhCache
(URIY:
Impor Export Tools Page Name: |caching thanagement Localize

Impaon Export Toals

LDAP Configuration
LDggmg CDmiguratiDn Mavigation Priority (higher number = lower priority):

Page Administration

Fortal Ccmf\ggrallun @ none 0 set value I
Fortlet Administration
Security Administration
_ Theme Administration i Parent Page: }\ln Parent - at top level Select Parent
Diraclory Management
Create User or Group
Guast Pages Assign Categories: Administration
WElchE [ oirectary Management
.‘nfogi_'raglan .gana_gemenf Caeneral
o [ Guest Pages
My Profile
Organization Chart [ infarmation Management
gy S " Moaccmne A M ananaman: - ad
a3l r]
Done

Internally, Admin Container Page has the following layout:

©J Page Layout Selector - Mozilla Firefox

File Edit Miew Go Bookmarks Tools Help

Novella
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page{Admin Container Page):

First select content by clicking on its title bar

Add Content

HeaderPortlet [x]

Admin List Display [x]

Add Content

Portal Page Controller [x]
Session Timeout Warning [x]
Save Layout | Cancel :
Done
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The Admin Container Page layout is divided into two regions, which display the following portlets:

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the
user interface

Admin List Display Displays a second level of tabs from which the user can select an
administration action to perform

Portal Page Controller Displays a shared page that corresponds to the tab currently
selected by the user via the Admin List Display portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

7.1.2 About shared pages

The Identity Manager user interface includes many shared pages, which provide the major content
within its container pages. You can modify these shared pages if necessary. You also have the option
of adding your own shared pages.

To learn about working with shared pages, see Section 7.3, “Creating and maintaining shared
pages,” on page 147.
A typical shared page

Let’s take a look at one of these shared pages. Organization Chart is the default shared page that the
DefaultContainerPage displays after users log in to the Identity Manager user interface:

Org Chart " SO RN x|
* Lookup
Admin
idmsample-jklobucher | | A
Fa s
@.J& =
=

Internally, Organization Chart has the following layout:
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©J Page Layout Selector - Mozilla Firefox

2]

File

|

Novells
Identity Manager

LAYOUT SELECTOR

IPlease select the order and location for your content for this Portal Page{0Organization Chart):

First select content by clicking on its title bar

Add Content
Org Chart [x]
Save Layout | Cancel v

Done

The Organization Chart layout consists of just one region, which displays just one portlet (the Org
Chart portlet).

7.1.3 An exception to page usage

In this chapter, you’ve seen how these top-level tabs of the Identity Manager user interface are based
on pages:

 The Identity Self-Service tab uses the DefaultContainerPage

» The Administration tab uses the Admin Container Page

But note that the Requests & Approvals tab is based on a different architecture and cannot be
manipulated via Page Admin.

7.2 Creating and maintaining container pages

The process of creating and maintaining container pages involves the following steps:

1 Create a new container page or select an existing container page, as described in Section 7.2.1,
“Creating container pages,” on page 139.

2 Add content (in the form of portlets) to the page, as described in Section 7.2.2, “Adding content
to a container page,” on page 142.
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You may also want to delete content from the page, as described in Section 7.2.3, “Deleting
content from a container page,” on page 143.

3 Choose a portal layout, as described in Section 7.2.4, “Modifying the layout of a container
page,” on page 144.

4 Arrange the order and position of content on the selected layout, as described in Section 7.2.5,
“Arranging content on the container page,” on page 145.

5 Display the new page right away by entering the container page URL in your browser, as
described in Section 7.2.6, “Displaying a container page,” on page 147.

Container pages and layouts Container pages are not tightly bound to portal layouts. That means
you can switch layouts for container pages without losing any page contents. When you apply a new
layout to a container page, any portlets that have been added to the page are automatically displayed
using the new layout. You may need to fine-tune the content placement in the new layout.

7.2.1 Creating container pages

You can create container pages from scratch or by copying existing pages. This section describes
both procedures.

To create a container page from scratch:
1 On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays:
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3 Page Administration - Mozilla Firefox

Fle Edit Yiew Go Bookmarks Tools Help

=h (é
@ < L‘> - %‘ O @ ‘\_I http:/fvour.applicationservername, goeshere :3080/1DMfportalicn/AdminCont ainerPage/PageAdministration

Y0« @ |

Novells Identity Manager
‘Welcome, Admin

Page Admin Themes

Maintain Container Pages

Containet Pages

Identity Self-Servce

Partiet Admin Partal

Requests & Appravals Administration Logout  Help

Security Logging Caching Tools
#haintain Shared Pages

Page Propetties

SampleContainerFage

Refine list by

Categary: Al v

Starts with:

Page Actions

Ne_w C_GEE @Delete

<

(LRI

General
DefauItCDm_amerPage Page Name: It\dmin Container Page Localize
GuestContainetPage

Page Link Name I«dminc.mtainarpage

Mavigation Priority (higher number = lower priority]:

() set value

I&m Shared Page Selected

@ none

Default Shared
Select Default
Page:

Azzign Categories: Administration

[Caeneral

Description:

I:ontamer page used by Portal Administ ration Console

=

Sawe Page Cancel

Page Tasks

Select Content Zelect Lavout Arrange Content Assign Permissions Sef ds Default

<

Dane:

2 Select the New page action (in the bottom-left section of the panel).
An untitled, uncategorized container page is created.
3 Specify the page properties of the container page:

Property What to do

Page Link Name (URI)
user interface URL). For example, if you specify the URI:

MyContainerPage

it appears within the URL like this:

http://myappserver:8080/1DM/portal/cn/
MyContainerPage
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Property What to do

Page Name Specify the display name for the page. For example:

My Container Page

You can click Localize to specify localized versions of this name
for other languages.

Navigation Priority Specify one of the following:

* None — if you don’t need to assign a priority to this
container page.

» Set value — to assign a priority to this container page,
relative to other container pages. The priority must be an
integer between -1 and 9999, where -1 is the highest priority
and 9999 is the lowest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

Default Shared Page See Section 7.6, “Selecting a default shared page for a container
page,” on page 162.

Assign Categories Select zero or more of the following categories in which you want
the page to belong:
* Administration
* General
Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to

ensure an appropriate subset when pages are filtered by
category.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).

To create a container page by copying an existing page:
1 On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays (as shown in the previous procedure).
2 Inthe list of container pages, select the page you want to copy.

TIP: If the list is long, you can refine it (by category or starting text) to more easily find the
desired page.

3 Select the Copy page action (in the bottom-left section of the panel).

A new container page is created with the name Copy of OriginalPageName.
4 Specify the page properties of the container page (as described in the previous procedure).
5 Click Save Page (at the bottom of the page properties section).
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7.2.2 Adding content to a container page

After you create a container page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager user application or other
portlets you have registered.

To add content to a container page:

1 Open a new or existing page on the Maintain Container Pages panel, then click the Select
Content page task (at the bottom of the panel).

The Content Selector displays in a new browser window:

D portlet Selector - Mozilla Firefox g@]rg|
File Edit Wiew Go Bookmarks Tools  Help 0
MNowvell '_\
Identity
CONTENT SELECTOR Manager

Filter:

Select content for this Portal Page (DefaultContainerPage)

All Categories

dirailable Content:

Create

Dretail

Exchange

Google

GroupWise Calendar
GroupWise Mail

Mame: Bookmark

Description:

Mo Preview Image dwailable

Save Contents

[hzplavs a list of favarite URL links

Cancel

selected Content:

Shared Page Mawvigation
Portal Page Controller
Session Timeout Warning,

Content Preferences

Mame: HeaderPortlet

Description:
Portlet for Header

Mo Preview Image Svailable

Dane

2 If you want to display a specific category of available content, select a category from the Filter

dropdown menu.

3 Select one or more portlets from the list of Available Content.

TIP: Hold down the Control key to select multiple non-contiguous portlets from the list; use

the Shift key to make multiple contiguous selections.

4 Click Add to move your choices to the list of Selected Content.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for
your container page. The preference values you specify take effect for the instance of the

portlet that appears on your page.

6 Click Save Contents.
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Now that you have chosen the content for your container page, you can select a new layout as
described in Section 7.2.4, “Modifying the layout of a container page,” on page 144, or arrange
the content on the current layout as described in Section 7.2.5, “Arranging content on the
container page,” on page 145.

7.2.3 Deleting content from a container page

In the process of creating container pages, you may want to delete content by removing portlets
from a page. You can use the Content Selector or Layout Selector, as described in the following

procedures.

To delete content from a container page using the Content Selector:

1 Open a page on the Maintain Container Pages panel, then click the Select Content page task (at
the bottom of the panel).

The Content Selector displays in a new browser window (as shown in the previous procedure).
2 Select a portlet you want to delete from the Selected Content list and click Remove.

The portlet is removed from the page.
3 Click Save Contents.

To delete content from a container page using the Layout Selector:

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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3 page Layout Selector - Mozilla Firefox |:||E|DZ|

Fle Edit ‘“ew Go Bookmarks Tools Help o
Novella ]
Identity Manager
LAYOUT SELECTOR
|Flease select the order and location for your content for this Portal Page{DefaultContainerPage):
First select content by clicking on its title bar
&dd Content
HeaderPortlet []
il Add Content
Shar| |portal Page Controller [x]
Page
Session Timeout Warning [x]
Save Layout | Cancel v
Done

2 Click the X button for a portlet you want to remove.

3 When you’re prompted for confirmation, click OK.
The portlet is removed from the page.

4 Click Save Layout.

7.2.4 Modifying the layout of a container page

When you modify the layout of a container page, existing content is shifted to accommodate the new
layout. In some cases, you may need to fine-tune the end result.

To modify the layout of a container page:

1 Open a page on the Maintain Container Pages panel, then click the Select Layout page task (at
the bottom of the panel).

The Portal Layouts list displays in a new browser window:

144 Identity Manager User Application: Administration Guide



©) Layout Selector Dialog - Mozilla Firefox (=13
Fle Edit ‘“ew Go Bookmarks Tools Help (]

Novell
Identity
PORTAL LAYOUTS Manager

IPlease select a layout for your Portal Page (DefaultContainerPage):

[>

(y Header Content
Header and content sections

(% Header Nav Content
Header, Navigation bar and content area

(y Header Nav Content Footer
Header, Navigation bar, content area, and Footer

|

Select Layout | Cancel

Done

2 Scroll through the choices and select the layout you want.
3 Click Select Layout.

7.2.5 Arranging content on the container page

After you have designated the content and layout for your container page, you can position the
content in the selected layout, add other portlets in specific locations, or delete portlets.

To arrange content on a container page:

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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3 page Layout Selector - Mozilla Firefox

Fle Edit ‘“ew Go Bookmarks Tools Help o

Novella
Identity Manager

LAYOUT SELECTOR

|Flease select the order and location for your content for this Portal Page{DefaultContainerPage):

First select content by clicking on its title bar

&dd Content

HeaderPortlet [x]

Add Content

=

Shar| |portal Page Controller [x]
Page|
Session Timeout Warning [3]
Save Layout | Cancel v

Done

2 If you want to add a portlet to the page, follow these steps:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter dropdown menu.

2c Select a portlet you want from the list of Available Content.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific

steps:
Browser What to do
Internet Explorer 1. Move your cursor over the title bar of the portlet until the
cursor changes to a hand shape.
2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.
Mozilla 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.
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4 If you want to remove a portlet from the layout, follow these steps:
4a Click the X button for the portlet you want to remove.
4b When you’re prompted for confirmation, click OK.
The portlet is removed from the layout.
5 If you want to edit the preferences of a portlet, follow these steps:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5¢ Click Save Preferences.
6 Click Save Layout to record your changes and close the Layout Selector.

7.2.6 Displaying a container page
You can display your page by going to the container page URL in your browser.

To display a container page:

* In your Web browser, go to the following URL.:

http://server:port/I1DM-war-context/portal/cn/container-page-name

For example, to display the container page nhamed MyContainerPage:

http://myappserver:8080/1DM/portal/cn/MyContainerPage

7.3 Creating and maintaining shared pages

The process of creating and maintaining shared pages involves the following steps:

1 Create a new shared page or select an existing shared page, as described in Section 7.3.1,
“Creating shared pages,” on page 148.

2 Add content (in the form of portlets) to the page, as described in Section 7.3.2, “Adding content
to a shared page,” on page 150.

You may also want to delete content from the page, as described in Section 7.3.3, “Deleting
content from a shared page,” on page 151.

3 Choose a portal layout, as described in Section 7.3.4, “Modifying the layout of a shared page,”
on page 152.

4 Arrange the order and position of content on the selected layout, as described in Section 7.3.5,
“Arranging content on the shared page,” on page 153.

5 Display the new page right away by entering the shared page URL in your browser, as
described in Section 7.3.6, “Displaying a shared page,” on page 155.

Shared pages and layouts Shared pages are not tightly bound to portal layouts. That means you can
switch layouts for shared pages without losing any page contents. When a new layout is applied, any

Page Administration

147



portlets that have been added to the page are automatically displayed using the new layout. You may
need to fine-tune the content placement in the new layout.

7.3.1 Creating shared pages

You can create shared pages from scratch or by copying existing pages. This section describes both
procedures.

To create a shared page from scratch:

1 On the Page Admin page, select Maintain Shared Pages.
The Maintain Shared Pages panel displays:

%3 page Administration - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help o
R =
Qﬂ = LL‘ = @ &9 @ | | http:ffvour. applicationservername  goeshere : 8080/ I0Mportaliony AdrminCont ainerPage Pageddministration V| @ G0 “Q_ |
Novells Identity Manager N &
Welcome, Admin il .
Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet ddmin Partal Security Logging, Caching Tools
Maintain Shared Pages Maintain Container Pages
Shared Pages Page Properties
i .
Adminisiration Fage Link Mame ISUDCEDHE
(LRI
Customize Branding
Import Expart Toals Page MName: Facm‘ng Manzgement Localize:
Import Export Tools
LDAP Configuration . o .
Logging Confiquration Mawigation Priority (higher number = lower priority):
Page Administration
Portal CDﬂfIgl..lrﬁIID.ﬂ @® nans ) Set valus
Partlet Administration
Security Administration
: Theme Administretion Farent Page: hu Parent - at top level select Parent
Direciony Management
Create User or Group
Guast Pages Assign Categories: Administration
W9|C_Dm9 [ oirectory Management
lﬂfﬂgﬂ?ﬂ;ﬂﬂ hsfﬂﬂﬂfemeﬂf laenera
Irectol 2arc
M [ Guest Pages
Wy Profile
Organization Chart [ infarmation Management
Password Managemeni [CPassword Management
Change Password
Pasgword Challenge Response = Description:
Password Hint Definition >
Refing list by " "
-aching management shared page for managing subsystem cluster
Category: All . nd cache properties
Go
Starts with: l—
Page Actions Lave Page | ¥ | Cancel
3] Mew @ Copy @ Delete Page Tasks
S
select Content  Select Layout Arrsnge Content Assion Permissions  Setds Defsult
~
84 | &
Dane

2 Select the New page action (in the bottom-left section of the panel).
An untitled, uncategorized shared page is created.
3 Specify the page properties of the shared page:
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Property

What to do

Page Link Name (URI)

Page Name

Navigation Priority

Parent Page

Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

MySharedPage

it appears within the URL like this:

http://myappserver:8080/I1DM/portal/cn/
MyContainerPage/MySharedPage

Specify the display name for the page. For example:

My Shared Page

You can click Localize to specify localized versions of this name
for other languages.

Specify one of the following:

* None — if you don’'t need to assign a priority to this shared
page.

« Set value — to assign a priority to this shared page, relative
to other shared pages. The priority must be an integer
between -1 and 9999, where -1 is the highest priority and
9999 is the lowest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

If you want this shared page to be the child of another shared
page, click Select Parent. Make sure that both the parent and child
pages belong to the same categories (to prevent display
problems).

At runtime, the end user will see this relationship when using the
Shared Page Navigation portlet. When displaying the list of
shared pages, it shows children indented under their parents.

(Note that child pages do not inherit content, preferences, or
settings from their parent pages. Conversely, parent pages do not
automatically display the content of child pages along with their
own content.)
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Property What to do

Assign Categories Select zero or more of the following categories in which you want
the page to belong:
« Administration
» Directory Management
* General
¢ Guest Pages
« Information Management
» Password Management
Assigning categories is useful if you want to ensure proper

organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by category.

NOTE: Guest Pages is a special category used to identify shared

pages that may be displayed prior to user login (and not after user
login). For more information, see the section on the Shared Page
Navigation portlet in Chapter 15, “About Portlets,” on page 227.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).

To create a shared page by copying an existing page:
1 On the Page Admin page, select Maintain Shared Pages.
The Maintain Shared Pages panel displays (as shown in the previous procedure).
2 In the list of shared pages, select the page you want to copy.

TIP: If the list is long, you can refine it (by category or starting text) to more easily find the
desired page.

3 Select the Copy page action (in the bottom-left section of the panel).

A new shared page is created with the name Copy of OriginalPageName.
4 Specify the page properties of the shared page (as described in the previous procedure).
5 Click Save Page (at the bottom of the page properties section).

7.3.2 Adding content to a shared page

After you create a shared page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager user application or other
portlets you have registered.

To add content to a shared page:

1 Open anew or existing page on the Maintain Shared Pages panel, then click the Select Content
page task (at the bottom of the panel).

The Content Selector displays in a new browser window:
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3 portlet Selector, - Mozilla Firefox

EBX

Fle Edit ‘“ew Go Bookmarks Tools Help (4]
Nowvell A
Identity
CONTENT SELECTOR Manager

Select content for this Portal Page (Welcome)
Filter:

Al Categories b Selected Content:

Mowvell Identity Manager Introduction
dwvailable Content: i m
s Welcome Message

Creaf:e ..... Add

Dretail I

Exchange

Google

GroupWize Calendar Q

: : | |t e e L
Groupiize dail Remove v
Content Preferences

Mame: Bookmark Mame: Movell Identity Manager Introduction
Description: Description:

Displays a list of favarite URL links ldentity Manager Introduction Message

Mo Preview Image Awailable Mo Preview Image Available

Save Contents Cancel w“w

Dane

2 If you want to display a specific category of available content, select a category from the Filter
dropdown menu.

3 Select one or more portlets from the list of Available Content.

TIP: Hold down the Control key to select multiple non-contiguous portlets from the list; use
the Shift key to make multiple contiguous selections.

4 Click Add to move your choices to the list of Selected Content.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for
your shared page. The preference values you specify take effect for the instance of the portlet
that appears on your page.

6 Click Save Contents.

Now that you have chosen the content for your shared page, you can select a new layout as
described in Section 7.3.4, “Modifying the layout of a shared page,” on page 152, or arrange the
content on the current layout as described in Section 7.3.5, “Arranging content on the shared page,”
on page 153.

7.3.3 Deleting content from a shared page

In the process of creating shared pages, you may want to delete content by removing portlets from a
page. You can use the Content Selector or Layout Selector, as described in the following procedures.
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To delete content from a shared page using the Content Selector:

1 Open a page on the Maintain Shared Pages panel, then click the Select Content page task (at the
bottom of the panel).

The Content Selector displays in a new browser window (as shown in the previous procedure).
2 Select a portlet you want to delete from the Selected Content list and click Remove.

The portlet is removed from the page.
3 Click Save Contents.

To delete content from a shared page using the Layout Selector:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at
the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:

3 Page Layout Selector, - Mozilla Firefox E'E'FE'
File Edit ‘iew Go Bookmarks Tools  Help 0

Novells
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page(Welcome):

First select content by clicking on its title bar

Add Content

Novell Identity Manager Introduction [x]

Welcome Message []

Save Layout | Cancel v

Dane

2 Click the X button for a portlet you want to remove.

3 When you’re prompted for confirmation, click OK.
The portlet is removed from the page.

4 Click Save Layout.

7.3.4 Modifying the layout of a shared page

When you modify the layout of a shared page, existing content is shifted to accommodate the new
layout. In some cases, you may need to fine-tune the end result.
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To modify the layout of a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Select Layout page task (at the

bottom of the panel).

The Portal Layouts list displays in a new browser window:

< Layout Selector Dialog - Mozilla Firefox
File Edit ‘iew Go Bookmarks Tools  Help

FEX
e

PORTAL LAYOUTS

Movell
Identity
Manager

@& 1 Column

O 2 Columns
Two columns with custom widths,

y 2 Columns 191/800

Select Layout | Cancel

IPlease select a layout for your Portal Page {(Welcome):

One column used primarily for the Wireless Profile

Two columns with custom widths as 191 and 200 px.

|£

Done

2 Scroll through the choices and select the layout you want.

3 Click Select Layout.

7.3.5 Arranging content on the shared page

After you have designated the content and layout for your shared page, you can position the content

in the selected layout, add other portlets in specific locations, or delete portlets.

To arrange content on a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at

the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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©J page Layout Selector - Mozilla Firefox

Fle Edit ‘“ew Go Bookmarks Tools Help (4]

Novella
Identity Manager

LAYOUT SELECTOR

IFlease select the order and location for your content for this Portal Page{Welcome}:

First select content by clicking on its title bar

&dd Content

Hovell Identity Manager Introduction

Welcome Message

Save Layout | Cancel v

Done

2 If you want to add a portlet to the page, follow these steps:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter dropdown menu.

2c Select a portlet you want from the list of Available Content.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific

steps:
Browser What to do
Internet Explorer 1. Move your cursor over the title bar of the portlet until the cursor
changes to a hand shape.
2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.
Mozilla 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.
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4 If you want to remove a portlet from the layout, follow these steps:
4a Click the X button for the portlet you want to remove.
4b When you’re prompted for confirmation, click OK.
The portlet is removed from the layout.
5 If you want to edit the preferences of a portlet, follow these steps:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5¢ Click Save Preferences.
6 Click Save Layout to record your changes and close the Layout Selector.

7.3.6 Displaying a shared page
You can display your page by going to the shared page URL in your browser.
To display a shared page:

* In your Web browser, go to the following URL.:

http://server:port/I1DM-war-context/portal/pg/shared-page-name

For example, to display the shared page named MySharedPage:

http://myappserver:8080/1DM/portal/pg/MySharedPage

7.4 Assigning permissions for pages

You can assign permission to other users, groups, and containers to work with specific container
pages and shared pages. Two security levels of permission can be assigned:

Permission Description Can be assigned for

View Allows a user, group, or container to access  Container pages and shared pages
the page and see itin a list of available pages

Ownership Allows a user, group, or container to modify ~ Shared pages
the content and layout of the page, and to
assign View and Ownership permission to
other users, groups, and containers

7.4.1 Assigning page View permission

When you assign users View permission for a container page or shared page, they can access the
page and see it in a list of available pages.
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To assign View permission for container pages or shared pages:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Assign Permissions page task (at the bottom of the panel).

The Page Permissions dialog displays in a new browser window:

£ Portal Page Permissions - Mozilla Firefox E|[E|@
File Edit ‘iew Go Bookmarks Tools  Help 0
Novells
Identity Manager
PAGE PERMISSIONS

Pleaze zelect the users and groups that can access this Page(Create User or Group)

Cnership
Search for: Current Assignments:
I Users ¥ Containers setected ”~
Starts with: no containers selected
arts with: Groups setected
Ia Go no 2roups selected
i Wisers selected
(2.2, "smi')

no users selected

Results (Dizplaying 1 to 6 of 6 users):

cn=ablake,ou=uzers,ou=idmsample- jklobucher ,o=novel -
cn=achung,ou=users ou=idmsample- jklobucher ,o=nowvell
cn=admin,ou=idmsample- jklobucher ,o=nowvell
cn=apalani,ou=users,ou=idmsample- jklobucher o =novell
cn=asmith,ou=uzers,ou=idmzample- jklobucher ,o=novel

Ch=aspencer ,on=users,ou=idmsample- jklobucher,o=nowvell

Wiew Permizssion Set to Admin Only

Done

2 Go to the View tab.

3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the dropdown menu:
* Users
¢ Groups

* Containers
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Setting What to do

Starts with If you want to:

* Find all available objects of your specified type (user, group, or
container), then make this setting blank.

* Find a subset of those objects, then enter the starting character(s) of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cnh=Sales,ou=groups, o=MyOrg

cn=Service,ou=groups,o=MyOrg

cn=Shipping,ou=groups,o=MyOrg

Searching for groups that start with Se would return:

ch=Service,ou=groups,o=MyOrg

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)
button.

TIP: Hold down the Control key to make multiple selections.

6 Enable or disable page lock-down as follows:

If you want to Do this

Lock down the page so only User Application Check View Permission Set to Admin Only
Administrators can view it

Allow all assigned users, groups, and containers Uncheck View Permission Set to Admin Only
to view the page

NOTE: If you uncheck this setting but there are
no users, groups, or containers explicitly
assigned to the page, then everyone will have
View permission for this page.

7 Click Save, then Close.

7.4.2 Assigning shared page owners

Users who own shared pages can modify the content of the pages they own and change the
preferences of portlets on those pages.
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To assign Ownership permission for shared pages:

1 Open a page on the Maintain Shared Pages panel, then click the Assign Permissions page task
(at the bottom of the panel).

The Page Permissions dialog displays in a new browser window (as shown in the previous
procedure).

2 Go to the Ownership tab.
3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the dropdown menu:
» Users
e Groups

» Containers
Starts with If you want to:

* Find all available objects of your specified type (user, group, or
container), then make this setting blank.

» Find a subset of those objects, then enter the starting character(s) of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cn=Sales,ou=groups,o=MyOrg

cn=Service,ou=groups,o=MyOrg

cn=Shipping,ou=groups,o=MyOrg

Searching for groups that start with Se would return:

ch=Service,ou=groups,o=MyOrg

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)
button.

TIP: Hold down the Control key to make multiple selections.

6 Enable or disable page lock-down as follows:
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If you want to Do this

Lock down the page so only User Application Check Ownership Permission Set to Admin Only
Administrators can work with it

Allow all assigned users, groups, and containers Uncheck Ownership Permission Set to Admin
to work with the page Only

NOTE: If you uncheck this setting but there are
no users, groups, or containers explicitly
assigned to the page, then everyone will have
Ownership permission for this page.

7 Click Save, then Close.

7.4.3 Enabling user access to the Create User or Group page

By default, only User Application Administrators can see and use the Create User or Group page,
which is a shared page on the Identity Self-Service tab of the Identity Manager user interface. But,
where appropriate, a User Application Administrator can assign permission for one or more end
users to access that page too. For instance, selected people in administration or management
positions might need the ability to create users, groups, or task groups themselves.

To give users access to the Create User or Group page:
1 On the Maintain Shared Pages panel, open the page named Create User or Group.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,
or containers for the Create User or Group shared page.

3 Switch from Page Admin to Portlet Admin, and open the portlet registration named
CreatePortlet (which is used on the Create User or Group page).

4 Use the Security panel to give List and Execute permissions to the appropriate users, groups, or
containers for the CreatePortlet portlet registration.

For more information about assigning permissions for portlets, see Chapter 9, “Portlet
Administration,” on page 171.

5 Go to iManager and use an administrator account to log in to the tree for your identity vault.

6 Make sure that the people who will be using Create User or Group have Create rights for the
[Entry Rights] property on the container(s) in which objects (users, groups, or task groups) will
be created.

For example, you can modify trustees for a chosen container and add the appropriate users,
groups, or containers as trustees. Then, for each trustee, you can assign the following rights:

Property name Assigned rights Inherit

[All Attributes Rights] » Compare Yes (select this check box)
* Read
* Write
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Property name Assigned rights Inherit

[Entry Rights] * Browse Yes (select this check box)
e Create

If you don’t assign the necessary rights in the identity vault (or if those rights can’t somehow be
derived), an end user may get an error message such as this one from Create User or Group:

User "cn=mmackenzie,ou=users,ou=idmsample,o=novell” does not have
permission

to create "cn=MyNewGroup,ou=groups,ou=idmsample,o=novell” or
modify related

objects.

To learn how the Create User or Group page is used (by those with access to it), see the Identity
Manager User Application: User Guide.

7.4.4 Enabling user access to individual Administration pages

By default, only User Application Administrators can access the Administration tab of the Identity
Manager user interface and the pages contained on that tab (Page Admin, Themes, Portlet Admin,
Portal, Security, Logging, Caching, Tools). But if necessary, a User Application Administrator can
assign permission for one or more end users to see and use specific pages on the Administration tab.
One example might be a small group of users who need to change themes periodically, even though
they are not User Application Administrators.

To give users access to individual Administration pages:
1 On the Maintain Container Pages panel, open Admin Container Page.

This is the container page that’s used when you go to the Administration tab of the Identity
Manager user interface.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,
or containers for Admin Container Page.

3 On the Maintain Shared Pages panel, open the appropriate Administration page (one of the
shared pages under the category Administration).

4 Use the Assign Permissions page task to give View and Ownership permissions to the
appropriate users, groups, or containers for that shared page.

5 Make sure the specified users, groups, or containers have Execute permission for each portlet
used on a specified page (if you have restricted those portlets).

For more information about assigning permissions for portlets, see Chapter 9, “Portlet
Administration,” on page 171.

7.5 Setting default pages for groups

You can assign a default container page and a default shared page for any authorized group of users.
These settings affect which container page those users see when they log in and which shared page
they see on the container page.
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When users belong to multiple groups with default page assignments, Navigation Priority is used in
determining which container page and shared page to display.

To assign a default container page or a default shared page to a group:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Set As Default page task (at the bottom of the panel).

The Page Defaults dialog displays in a new browser window:

£ Portal Group Page Defaults - Mozilla Firefox

PAGE DEFAULTS

Novella
Identity Manager

Search for:

I Groups v
Starts with:

Ia Go
(&2, "smi')

Results (Dizplaying 1to 1of 12roops):

cn=hccounting ,ou=groups ,ou=idmsample- jklobucher ,o=novel

Save Close

S

Please select the groups that have this Page as a default(Organization Chart)

Current Assignments:

Groups selected
no groups selected

Dane

2 Specify values for the following search settings:

Setting What to do

Search for (Groups is automatically selected.)
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Setting What to do

Starts with If you want to:

* Find all available groups, then make this setting blank.

* Find a subset of those groups, then enter the starting character(s) of the
CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow your
search results to something like this:

cn=Sales,ou=groups,o0=MyOrg

cn=Service,ou=groups,o=MyOrg

cn=Shipping,ou=groups, o=MyOrg

Searching for groups that start with Se would return:

cn=Service,ou=groups,o=MyOrg

3 Click Go.
The results of your search appear in the Results list.
4 Select the groups for whom this page is to be a default, then click the Add (>) button.

TIP: Hold down the Control key to make multiple selections.

5 Click Save, then Close.

7.6 Selecting a default shared page for a
container page

You can assign a default shared page to each container page you have. The user interface considers
this page assignment when determining what to display.

To assign a default shared page for a container page:
1 Open a container page on the Maintain Container Pages panel.
2 In the page properties section, look for Default Shared Page and click Select Default.
The Choose a Default Shared Page dialog displays in a new browser window:
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) Shared Page Selector - Mozilla Firefox

File Edit Yiew Go Bookmarks Tools  Help

Choose a Default Shared Page for DefaultContainerPage

Current Default Shared Page: MyOraChart

|:| Mone

Adminisirafion
Caching Management
Customize Branding
Impont Export Tools
Impornt Export Tools
LDAP Configuration
Logging Caonfiguration
Page Adrministration
Fartal Configuration
Fortlet Administration
Security Administration
Theme Administration
Diracion Manragemeant
Create User or Group
Guast Pages
Welcome
Information Managemeni
Directory Search
ity Profile

Organization Char
Parssword Managemeni
Change Password
Fassword Challenge Respons —
Fassword Hint Defintion . 2

Refine list by

Category: § All b

starts g
with:

Lawe Cancel

3 If the shared page list is long, you can refine it (by category or starting text) to more easily find

the desired page.

4 Select a shared page to use as the default for the container page (or check None for no default).

5 Click Save to accept your selection and close the dialog.
6 Click Save Page (at the bottom of the page properties section).
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Theme Configuration

This chapter tells you how to use the Themes page on the Administration tab of the Identity Manager
user interface. Topics include:

 Section 8.1, “About theme configuration,” on page 165
 Section 8.2, “Previewing a theme,” on page 165

« Section 8.3, “Choosing a theme,” on page 167

 Section 8.4, “Customizing a theme's branding,” on page 167

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

8.1 About theme configuration

You can use the Themes page to control the look and feel of the Identity Manager user interface.

A theme is a set of visual characteristics that apply to the entire user interface (including the guest
and login pages, the Identity Self-Service tab, the Requests & Approvals tab, and the Administration
tab). There’s always exactly one theme in effect for the user interface. The Themes page offers a
choice of several themes, in case you want to switch to a different one.

The Themes page also enables you to:

 Preview each theme choice to see how it looks
 Customize any theme choice to reflect your own branding (logo, etc.)

8.2 Previewing atheme

Before choosing a theme, you can preview how it will change the look of the Identity Manager user
interface.

To preview a theme:
1 Go to the Themes page:
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3 Theme Administration - Mozilla Firefox

Ele Edit Wiew Go Bookmarks Tools  Help

& -5 - = @ | LI hetpiifyour.applicationservername. goeshera: B080/IDMjportaljcnAdminContainerPage] ThemeMgmt ~| © e [CL |

Navel
Welcome, Admin

Identity Self-Serice Requests & Approvals Administration Logout  Help

Page Admin Themes Partlet Admin Portal Security Logging Caching, Tools

Theme Administration

Choose from awailable themes to set the portal standard
Theme Hame: Medico Theme Name: Manilla
Description: Identity

Manager Medico
Theme

Description: Identity
Manager Manilla
Theme

o] @]
Theme Preview Theme Preview
Customize Branding Customize Branding
Theme Name: it Theme Name: Linen
i Standard 0 T Description: |dentity
Description: ldentity fhanager Linen Theme
Manager Standard
Theme

@ o Theme Preview

Customize Branding
Theme Preview
Customize Branding

Daone

2 Find a theme that you are interested in, then click the corresponding Theme Preview link.
The preview for that theme displays in a new browser window:
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£ Theme Preview Medico - Mozilla Firefox g@]g\
Ele Edit Wiew Go Bookmarks Tools  Help 0

¢ D> GOQo-C |

3 - —
Novelle Identity Manager r "* Thursday, March 3. 2008 N
_— - -
User Hame | Tevone || TebTwo || TabThree | | TabFour || TabFive |
Left Mavigation Example
Theme Preview TR S i Tlm [ <

Theme Preview

Cloze Preview Page
Portlet top section can be used to display specific portlet information. wirap in a <div> with class="portletTopSection"

—Login —Fonts and colors

s nv-loginimage R Class nv-fant
Class nv-fontExtraZmall

Class nv-fantSmall

Class nv-fonthedium
Class mv-fontLarge
Class nv-fontExtralarge
Class nv-fontBold

Class nv-color
Class nv-color?

Novell@ Class nv-colord
i Clags nv-colord
Identity Manager Class e colars

Clags nv-color?

Qlgss nv-loginimageSmall

ID #nv-leginLink

ID #noDecaration

—Header Class m-backgroondGolor?
Class ny-backgroundColarg

Novell® Identity Manager Class nv-backgroundColard
Class nv-hackgroundColor1 0

[Class mv-borderColar1 |

o [Class nv-borderColar2 |

Class nv-headerLogoSecondary [~z e hordar™ nlar? |

Dane

3 Scroll through the preview to see the characteristics of this theme.

4 When you’re done, click Close Preview Page (in the top-left corner) or close the preview
window manually.

8.3 Choosing atheme

When you find a theme that you like, you can choose to make it the current theme for the Identity
Manager user interface.

To choose atheme:
1 Go to the Themes page.
2 Click the radio button for the theme you want.
3 Click the Save button.
The look of the user interface changes to reflect your chosen theme.

8.4 Customizing atheme's branding

You can tailor any theme by substituting your own images and changing some color settings. This
enables you to give the Identity Manager user interface a custom look to meet the branding
requirements of your company or organization.
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To customize the branding for a theme:
1 Go to the Themes page.
2 Find a theme that you want to tailor, then click the corresponding Customize Branding link.

The Themes page displays the Customize Branding settings for that theme:

£ Customize Branding - Mozilla Firefox

File Edit VWiew Go Bookmarks Tools  Help

@ - E:> “ @ ‘D http:jfyour applicationservername, goeshers | 6080/ I0M/partal/cn/AdminContainerP age/ CustBranding V| @ Go “Q, |

Novell N
Welcome, Admin AR A
B ¢ Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet Admin Partal Security Logging. Caching Toals

Customize Branding

Brand (customize) look for theme: IDMStandard
Header

Replacement images must be exact dimensions as listed below to maintain a professional look. The Fillimage is copied from the end of the Backzround image.
The fill image repeats horizontally creating a seamless header between the background and logo images. The Texture image is shortened for display purposes.

Background Image: Texture nage: Fill Image: Logo Image:

N

262 x B7 pixels 1800 x 25 pixels 600 x 32 pixels f6 % 57 pixels

Mote: Each location path must stark at "/,

Background Image Location: ‘ |[ Browse: ]
Texture Location: ‘ |[ Browse: ] |
Fill Image Location: ‘ |[ Browse: ]
Logo Image Location: ‘ |[ Browse. .. ]

Mavigation Area Colors

The navigation area is the left column of the fianager interface where tasks are selected. Calor values must either by an HTML-recognized color string (e.2.,
red, white, black, etc.) or a hex walue preceded by a pound sign (e.g., #FFFFFF, #00FFOD, #edeeec, ete.).

Mavwigation Link Color: l:l@
Mawigation Background Colar: l:l@

Login

Replacement images must be exact dimensions as listed below to maintain 3 professional look. Mote: az an alternative to replacing the Login Screen Small
graphic with a customized version of the image (i.e. if wou would like to hide the default wersion of the Login Screen Small graphic from the user), upload a
clear, transparent image of the same dimensions,

Login Screen Main Graphic: Login Screen Small Graphic:
N
25 % 22 pixels
Novelle
Identity Manager
334 x 225 pixels

Login Screen Main Graphic Location: [ |( Browss... |
Login Screen Small Graphic Location: I |( Browse... |

[ Theme Preview ] [ Back ta Theme Selectar

dl

Dane:

3 Specify your customizations in these settings (as needed), including:
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« Header images
« Navigation-area colors
« Login images
Follow the onscreen instructions for specifying each setting.
4 Click the Save button.

If you’re editing the current theme, the look of the user interface changes to reflect your
customizations. (If you want to undo all of your customizations to the theme, click the Reset
button.)

NOTE: The Theme Preview button is available while you make customizations, but be aware
that it always displays the original characteristics of the theme. It does not show your changes.

5 When you’re done working on this theme, click the Back to Theme Selector button.
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Portlet Administration

This chapter tells you how to use the Portlet Admin page on the Administration tab of the Identity
Manager user interface. Topics include:

 Section 9.1, “About portlet administration,” on page 171

 Section 9.2, “Administering portlet applications,” on page 171

 Section 9.3, “Administering portlet definitions,” on page 174

« Section 9.4, “Administering registered portlets,” on page 178

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

9.1 About portlet administration

You can use the Portlet Admin page to control the portlets available in the Identity Manager user
interface and who has permission to access them. Portlets are pluggable user-interface elements
(based on a Java standard) that provide the content for pages in the user interface (including
container pages and shared pages).

Managing portlets involves working with the following:

What you work with Description

Portlet applications Java Portlet 1.0-compliant WARSs that contain the portlet deployment
descriptor portlet.xml and, optionally, other portlet runtime artifacts.

See Section 9.2, “Administering portlet applications,” on page 171.

Portlet definitions Descriptors (read from portlet.xml) that specify portlet configuration
parameters. There is one definition for each portlet in an application.

See Section 9.3, “Administering portlet definitions,” on page 174.

Portlet registrations Registrations of portlets, based on their definitions. Multiple registrations
of the same portlet can exist in a single portlet application.

See Section 9.4, “Administering registered portlets,” on page 178.

For details on the portlets provided with the Identity Manager user interface, see Part 1V, “Portlet
Reference,” on page 225. To learn about using portlets on container pages and shared pages, see
Chapter 7, “Page Administration,” on page 131.

9.2 Administering portlet applications

When the Identity Manager user application is installed, IDM.war is deployed to your application
server and automatically registered as a portlet application. IDM.war (which may be renamed during
the install) includes all of the portlets used in the default configuration of the Identity Manager user
interface. It also includes some additional portlets that aren’t used by default. (The IDM.war portlets
are described in Part 1V, “Portlet Reference,” on page 225.)
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But you aren’t limited to using portlets from IDM.war. If you deploy any other standard portlet
applications (Java Portlet 1.0-compliant WARS) to your application server, you’ll be able to work
with those portlet applications and their portlets in the Identity Manager user interface. For example,
you’ll see those portlet applications listed along with IDM.war on the Portlet Admin page.

The Portlet Admin page enables you to administer IDM.war and other portlet applications in the
following ways:

» Section 9.2.1, “Accessing portlet applications on the server,” on page 172
 Section 9.2.2, “Viewing information about portlet applications,” on page 172
 Section 9.2.3, “Unregistering portlet applications,” on page 173

9.2.1 Accessing portlet applications on the server

When you go to the Portlet Admin page, it automatically displays a list of the portlet applications
(IDM.war and any others) that are deployed to your application server. This list appears on the left
as a tree that you can expand and navigate to administer a selected portlet application and its
contents:

©) Portlet Administration - Mozilla Firefox

File Edit WYew Go EBookmarks Tools Help 0

I
@ 2 LV’ x g‘ Qad @ ||_| http: {fvour, applicationservername, goeshere | 8080/ I0M/partalicn/ AdminContainerPage/Portlzt Adrinistration V| @ Go “Q, ‘

Novelle Identity Manager
Welcome, Admin

Ildentity Self-Service Requests & Approvals Administration Logout  Help

Page Admin Themes Portlet Admin Portal Security Logging Caching Tools

= @ Portlet Applications Expand the list to show portlet definitions and registered portlets, and select an item to view or edit that item.

= & DM (Local)
= AdminList
4 %] BookmarkPortlet
& [ cacheHolderPortiet
] CachingAdminTree
H ChallengeResponsePortlet
= ChangeAdminC redentialsPortlet
# [E confighortlet
H ContainerLookupPortlet
i |5 CreatePortlet
= CreatePrefPortlet
= CustomBrandingPortlet
i [& DetailPortliet
& [ DetaiPrefortiet
] EntitylmagelploadPortizt
H= Exchange
H ExportPortlet
i [ FileUploadPortiet
H ForgotPasswordPortlet
& [F GlobalBookmarkPortist
&= GooglelFramePartiet

H GroupWiseCalendar
= icabdail v
Done

9.2.2 Viewing information about portlet applications

You can view the following read-only information about a listed portlet application:

¢ Name
« Status (enabled or disabled)
« Date last modified
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» User who last modified the application

 Custom application information (if any): portlet modes, window states, security constraints,
and user attributes

To view information about a portlet application:

« In the Portlet Applications list, select the portlet application that you want to learn about.

A General panel displays on the right, showing information about the selected portlet

3 portlet Administration - Mozilla Firefox F._”E”z\
Ele Edit Wiew Go Bookmarks Tools  Help 0
|\ 1 r !
- B - E@ X @ | [} http:jfyour applicationservername, goeshere : G080/ I0M{port aljcnfAdminContainerPage/Portlebadministration ¥ ® e [CL
Novells |dentity Manager N 2
Welcome, Admin A A
g Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet admin Portal Security Logging Caching Tools
=l @ Portlet Applications Q Portlet Application: 1D
= ,ﬁ 104 {Local)|
] Adm\nL\st
= [F] BookmarkPartist General
= [F] cacheHolderPortiet
= : You have selected a Portlet Application, From here you can permanently unregister the Portlet Application.
= Cacmng&dmmTree
# [F] challengeresponsePortiet
& i Application Name: DWW,
4 %] ChangeadminC redentialsPortiet
2 Application Status: Enabled
4 %] ConfigPartlet
7 Last Modified On:  2005-10-26 09:3%:24.64
4 %] ContainerLaokupPortlet
- b Last Modified By:
= CreatePort\et
# [F] createprefPortiet A .
Custom Application Information
= CustomBrandingPortlet

& [&] petaiPartiet

& [F] petaiPrefPortiet

= EntitylmageliploadPortlet
= Exchange

= ExportPortlet

i [F] FileUploadrortist

= ForgotPasswordPortet

& [F] GlobalBaokmarkPortiet

= Google|FramePortlet

Portlet Modes
MNone defined

WindowStates
HNone defined

Security Constraints
Mone defined

User Attributes

= GroupiirizeCalendar HNone defined
= Groupirizemail
= GroupWiseMailCa\endar
= GroupiirizeWebhcoess
= o
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9.2.3 Unregistering portlet applications

When you want to remove a portlet application from your application server, you must unregister
the portlet application before undeploying it. Otherwise, the portlet application is automatically
redeployed when the server restarts.

When you unregister a portlet application, all related preferences and settings are removed from the
database that stores your application data.

NOTE: You cannot unregister the local portlet container, which is a portlet application that is local
to the portal. The local portlet container manages portlets that are contained within the portal
(Identity Manager user application).
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To unregister a portlet application:
1 Inthe Portlet Applications list, select the portlet application that you want to unregister.
A General panel displays on the right (as shown in the previous procedure).
2 Click Unregister.
A confirmation window appears.
3 Click OK to confirm the action.

When the process completes, the unregistered portlet application is removed from the Portlet
Applications list.

4 To remove the portlet application from the application server, use your server’s tools to
undeploy the archive containing the portlet application.

NOTE: To reregister an unregistered portlet application, you must redeploy it.

9.3 Administering portlet definitions

The Portlet Admin page enables you to perform the following tasks related to portlet definitions in a
portlet application:

 Section 9.3.1, “Accessing portlet definitions in the deployed portlet application,” on page 174
 Section 9.3.2, “Registering portlet definitions,” on page 175
« Section 9.3.3, “Viewing information about portlet definitions,” on page 176

9.3.1 Accessing portlet definitions in the deployed portlet
application
The Portlet Applications list shows the portlet definitions in a selected portlet application.

To access portlet definitions in the deployed portlet application:

« In the Portlet Applications list, expand the portlet application whose portlet definitions you
want to access.

The tree displays all of the portlet definitions under that portlet application:
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9.3.2 Registering portlet definitions

=l @ Portlet Applications

= [E] AdminList
BookmarkPortiet
CacheHolderPartlet
CachinghdminT ree
ChallengeRezponzePortlet
ChangeAdminC redentialzPortlet
CanfigPartlet
ContainerLookupPortlet
CreatePortlet
CreatePrefPortlet
CuztomBrandingPortlet
DetailPortiet

4 [E DetailPrefPortiet

# [F Frtitwimacal Inlnadbo st

B E B E R EE E B B B

Before you can use a portlet, you must register that portlet definition with the portal (Identity
Manager user application). A registered portlet definition is called a portlet registration. You can
create multiple registrations for a single portlet, which enables you to put multiple instances of that
portlet on the same page.

The portlet registration inherits all the preferences and settings of the portlet class, but you can

modify these values in the following ways:

» When registering the portlet definition — see Section 9.4, “Administering registered portlets,”
on page 178

» When adding an instance of the portlet to a page — see Chapter 7, “Page Administration,” on
page 131

All portlets that ship with the Identity Manager user application are automatically registered.

Edit mode If the portlet definition provides an Edit mode, the end user can modify specific
preferences of the portlet registration at runtime, according to the logic of the portlet’s doEdit()

method.

The Identity Manager user application also provides a default implementation for Edit mode. If the

doEdit() method is not explicitly implemented, a default preference sheet is displayed.

To register a portlet definition:

1 Inthe Portlet Applications list, select the portlet definition for which you want to create a
portlet registration.

A General panel displays on the right:
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3 Portlet Administration - Mozilla Firefox

Ele Edit Wiew Go Bookmarks Tools  Help 0
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= ChangesdminC redentialsPortet
=] ConfigPortlet Display Name: Entity Create
E:] Conta\nerLookupPortlet Classname: cam.novell.srvprvimpl portlet. core. create.CreatePortlet
ERE-reatePortict]

S5 createPortiet Portlet Title: Create Execution: Asynchronous
] c,eatep,eﬂ:omet Short Title: Create Registration:  Automatic
] CustomBrandingPortlet Style Mame: CreatePortletDefault Exp. Cache: -1
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= EntitylmageliploadPortlet
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& [EFileUploadrortiet | [register
= ForgotPasswordPortlet
=l -+t .
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Note that all existing registrations of the selected portlet are listed in the Portlet Applications
tree (on the left), under the corresponding portlet definition name.

2 Inthe Register New Portlet Instance text box, enter a unique name for the portlet registration,
then click Register.

The new portlet registration is created and listed in the Portlet Applications tree.

3 If you want to modify the preferences and settings of the new portlet registration, see Section
9.4, “Administering registered portlets,” on page 178.

9.3.3 Viewing information about portlet definitions

You can view the following read-only information about a listed portlet definition:

« Display name

* Class name

* Portlet title

 Type of execution (synchronous or asynchronous)
* Short title

 Type of registration

« Style name

 Cache expiration time
« Description

« Initialization parameters
» Keywords

 Supported mime types
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» Modes supported by the portlet

Supported locales
Supported devices

Security roles

To view information about portlet definitions:

1 Inthe Portlet Applications list, select the portlet definition that you want to learn about.

A General panel displays on the right, showing information about the selected portlet
definition:

£ Portlet Administration - Mozilla Firefox

Ele Edit Yiew Go Bookmarks Tools  Help

I
Q:-EJ © [_‘;’ = @ @ ‘U hiktp: jfyour applicationservernarne, goeshere | G080/ DM portaljcnfAdminC onkainerP age/PortletAdrinistr ation
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Novells Identity Manager

Welcome, Admin

ldentity Self-Serice Requests & Approvals Administration

Page Admin Themes Portlet admin Portal Security Logging

= @ Portlet Applications
= & 10w (Local)
H [5=| adminList
H [5=| BookmarkPortlet

Portlet Definition: CreatePortlet

- Additianal Information

Logout

Caching

Help

Taols

@ [E] cacheroiderrortiet

= CachingddminT ree

= Chal\engeResponsePort\et
ChangesdminC redentialsPortet
ConfigPortlet

= Conta\nerLooKupPortlet

Display Name: Entity Create

Classname: com.novell.srvpreimpl portlet. core.create.CreatePortlet

Portlet Title: Create
Short Title: Create
Style Mame: CreatePaortletDefault

& CreatePortiet Execution: Azynchronous
H [5| CreateF refPortiet

£ CustomBrandingPortlet

@ [E] vetairortiet

@ [E] DetaiFretartiet

£ EntityIimageliploadPortlet
£ Exchange

£ ExportPortlet

@ [E] FileUploadPortlet

4 || FargotPasswordPartiet
= B et

Registration: Automatic

Exp. Cache: -1

Description: Entity Create

Register New Portlet Instance

Please enter a unique portlet name:

| [ Register

You have selected a Partlet Definition, This tab allows you to oreate a new registration of the current Partlet Definition, Please
enter a unique name to identify the new partlet registration and click the 'Register’ button. & new registration of this Partlet

Definition with the given name will then be created. Tou can navigate to the new portlet registration using the tree to the left,
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2 Go to the Additional Information panel to view further details about the selected portlet

definition:
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Novelle Identity Manager ks : N o
Welcome, Admin 4 g 4
4 Identity Self-Service Requests & Approvals Administration Logout  Help
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Keywords
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9.4 Administering registered portlets

The Portlet Admin page enables you to perform the following tasks related to portlet registrations in
a portlet application:
 Section 9.4.1, “Accessing portlet registrations in the deployed portlet application,” on page 178
« Section 9.4.2, “Viewing information about portlet registrations,” on page 179
 Section 9.4.3, “Assigning categories to portlet registrations,” on page 180
 Section 9.4.4, “Modifying settings for portlet registrations,” on page 181
 Section 9.4.5, “Modifying preferences for portlet registrations,” on page 183
 Section 9.4.6, “Assigning security permissions for portlet registrations,” on page 184
 Section 9.4.7, “Unregistering a portlet,” on page 186

9.4.1 Accessing portlet registrations in the deployed portlet
application

The Portlet Applications list shows the portlet registrations for each portlet definition in a selected
portlet application.
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To access portlet registrations in the deployed portlet application:

1 Inthe Portlet Applications list, expand the portlet application whose portlet definitions and

2 Expand the portlet definition whose portlet registrations you want to access.

9.4.2 Viewing information about portlet registrations

You can view the following read-only information about a listed portlet registration:

registrations you want to access.
The tree displays all of the portlet definitions under that portlet application:

=l @ Portlet Applications
=W (Local)
@ [ adminList
BookmarkPortiet
CacheHolderPortlet
CachingAdminT ree
ChallengeResponzePartlet

ChanggddminC redentialzPortlet

Caontainer LookupPartlet
CreatePortlet
CreatePrefPortlet
CuztomBrandingPortlet
4 [ DetailFortlet
4 [ DetailPrefPortiet

# [F Frtitwimacsl Inlnadbe rHat

e
=
e
e
|
= [ configPortlet
=
=
=
=

The tree displays all of the portlet registrations under that portlet definition:

=l @ Portlet Applications
= & 10w [Local)
= [E] AdminList
| BookmarkPortiet
4 [ cacheHolderPortlet
| CachingddminT ree
| ChallengeRezponzePortlet
£

ChangeddminC redentialzPortlet

# [ configPartlet

| Cantainer LookupPartlet

= E CreatePortlet
& createPartiet

Display name

Type of registration
Portlet title

Type of execution (synchronous or asynchronous)
Class name
Description
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To view information about portlet registrations:

« In the Portlet Applications list, select the portlet registration that you want to learn about.

A General panel displays on the right, showing information about the selected portlet
registration;

£ Portlet Administration - Mozilla Firefox

Fle Edt Wiew Go Bookmarks Tools  Help Q
I, % T 1 I

Qﬂ - L‘) e @ \__\ @ | L] http:/fyour, applicationservername., goeshere 5080/ IDMpartalicnyAdminC ontainerPage/Portletadministration | @ Go @_

Novells |dentity Manager i ’ 5 N 2

Welcome, Admin 5 5 ‘e .
Identity Self-5ervice Requests & Approvals Administration Logout  Help

Page Admin Themes Portlet admin Portal security Logging Caching Tools
=l @ Portlet Applications Portlet Registration: CreatePortlet
= & 10w (Local)
@ Adm\nL\st

@ [F] BookmarkPortet General Categories settings Preferences Security
@ [F] CacheHaldarPartiet
£ CachinghdminTree

£ Cha”Bl‘lg&R&SDDHSEPDTUBt

You have selected a specific Portlet Registration. This tab displays read-only information about the selected Portlet Registration
and will allow you to unregister this specific Partlet Registration if you wish.

#l [E] changsadminCredentialsPortist Display Name:Entity Creste  Registration:  Automatic
] CU““EFUf“Et Portlet Title: Create Execution: hsynchronous
] CU“ta‘"WLUUKUDPUVUBt Classname: com.novellsrepruimpl portlet. core.create.CreatePort let

@ [ CreatePortiet
ortiet]

@ CreatePrefPortlet

£ CustomBrandingPortlet

& [F] petairortiet

@ [ DetaiPrefPortiet

£ EntitylmagellploadPortlet
= B M.
Dane

Description:  Entity Create

9.4.3 Assigning categories to portlet registrations

To facilitate searching for specific portlets in a portlet application, you can organize portlet
registrations by category.

To assign categories to portlet registrations:
1 Inthe Portlet Applications list, select the portlet registration that you want to categorize.
A General panel displays on the right.
2 Go to the Categories panel.

This panel displays lists of available and assigned categories for the selected portlet
registration:;
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3 portlet Administration - Mozilla Firefox
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- Chal\engeResponsePort\et from the list an the right and click "<" to remowve the aszsignment. When you are satisfied with the category assignments, click
] Changealdmincredentialsportlet the "Sawe Categories” button,
# [F] configPartiet
] Conta\nerLookupPortlet
= [E] createportiet Available Categories: Assigned Categories:

o Portiet] Accessory Portlets ot Identity Portlets e

& C tePrefPartiet Admin Portlets

B T Identity Portlets
& [55] CustomBrandingFortiet Password Partlets
= [F] petaiPartiet System Components
= [&] petaiPrefPortiet
= EntitylmageliploadPortlet
= Exchange
= ExportPortlet
& [F] FileUploadPortist
H |&|ForgotPasswordPortlet
& [F] GlobalBackmarkPortiet bt bt
= Google|FramePortlet
= GroupiiriseCalendar
5| GroupWisedail
el | ica b il aland e
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3 Update the Assigned Categories list, as appropriate:

4 Click Save Categories.

Ify

ou want to

Do this

Assign one or more categories to the portlet
registration

Assign all categories to the portlet registration

Remove one or more category assignments

Remove all category assignments

Select each category you want to assign and
click >

Click >>

Select each category you want to remove and
click <

Click <<

9.4.4 Modifying settings for portlet registrations

Portlet settings define how the portal (Identity Manager user application) interacts with individual
portlets. Each portlet is configured with these settings:

» Title
Maximum timeout

Requires authentication

Display title bar

Hidden from user

Options defined in the portlet application
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Standard Java Portlet 1.0 settings are defined in the portlet deployment descriptor (portlet.xml) of
the portlet application WAR. You can change the values of these settings on a registration-by-
registration basis by using the Portlet Admin page. In this case, the new values take effect only for
the selected portlet registration.

To modify portlet registration settings:

1 Inthe Portlet Applications list, select the portlet registration whose settings you want to
modify.

A General panel displays on the right.
2 Go to the Settings panel.

This panel displays the current settings for the selected portlet registration:

£ Portlet Administration - Mozilla Firefox

Ele Edit Wiew Go Bookmarks Tools  Help
. = -

& - - &= @ | LI hetpiyfyour.applicationservername. goeshera: 8080/IDMjportaljcnyAdminContainerPageyPortletadrinistration v @ e C |
Novells Identity Manager N b
Welcome, Admin A .

& Identity Self-Serice Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet admin Partal Security Logging Caching Tools
=l @ Portlet Applications Portlet Registration: CreatePortlet
= & DM (Local)
# [E| ddminList
& [ BookmarkPortist General Categories Preferences Security
CacheHolderPortiet
. cac"‘”g“’”“”ma This tab allows you to modify any availsble Settings for this Content Instance. Any modifications mads to these Settings will take
# [F] challengefespansePartiet effect far this specific Content Instance only,
= ChangesdminCredentialsPortet
= [F] configPortlet Title
e Setting Mame Setting Value Description
E] CreatePortiet
LS Reset Default Creats | The content titie.
# [F] CreatePreartiet Beset English ‘Create |
= CustomBrandingPortlet
DetailPartiet
= [F] DetaiPrefPortiet Option
@ [E] EntitylmagelipinadPartiet =
WSl Setting Mame Setting Value Description
e cheed Reset Maimum Timeout I:l The maximum timeout to be used. Mumber of
I# [5o| ExportPortet milizeconds or O to mean no timeout,
# [F] FileUploadPortist ® o
= Peset Requires Authentication Is authentication required prior to executing,
= ForgotPasswordPortet & True Faise & s =
= [E] GlabalBookmarkPortiet Should the Title Bar funct: ity b bled wh
e gt T R ke it S sty e snsbed e
# [F] GooglelIFramePartlet - being displayed.
- GrolpWiseCaleiol Hides thiz registration from appearing in the Content
Groupirisemail Beset Hidden from User O True @ False Selector when a user is modifying content of a User
i [E] GroupirisemailCalendar Page.
W ) Group WiseWeoAccess _— el ® o Prowides some additional information about this
& [ HTML s " True W9Fals cantent.
& [F] HTMLComplexPrefEditor o ®
& Reset Edit T) Fal Displays a screen to edit the preferences
& [E]HTMLEditorPortiet e e
= HTMLWizardComplexPrefEditor Drisplay a printer-friendly version of the content of the
G Reset Print Ot @Fatse ot
& [F]HeaderPartist portist.
e Reset Minimize @ Trus OFaiss Mhinimize this content only leaving the titlebar visible.
& [&] IDMLoginPortist
Restores minimized or maximized content to its normal
IFramePortlet Reset Restore @ True O False i st
= IdentityMarint roMessagePortlet .
= MessagePortlet Basat Maximize @ Tre O Faise Maximizes the content giving the content the entire
& [E] NmasLoginPortiet browssr pags
EN e
& [E] MNTPComplexPrefEditar
] Netstorage Save Settings ] [ Cancel ] [ Reset Al ] 2
Dane

3 Modify settings, as appropriate.
While working on this panel, note that you can also perform the following actions:
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If you want to Do this

Discard your unsaved changes Click Cancel

Return all settings for this portlet registration to their  Click Reset All
default values (as defined in the corresponding portlet
definition)

Return an individual setting to its default value Click the Reset link beside that setting

4 Click Save Settings.

To modify portlet registration preferences:

9.4.5 Modifying preferences for portlet registrations

Portlet preferences are defined by the portlet developer at design time in the portlet deployment
descriptor. Preferences vary from portlet to portlet, based on the portlet developer’s implementation.

You can change the values of these preferences on a registration-by-registration basis by using the
Portlet Admin page. In this case, the new values take effect only for the selected portlet registration.

1 Inthe Portlet Applications list, select the portlet registration whose preferences you want to

modify.
A General panel displays on the right.

2 Go to the Preferences panel.

This panel displays the current preferences for the selected portlet registration:

) portlet Administration - Mozilla Firefox

Fle Edt Wiew Go Bookmarks Tools  Help
= =
Q@ - L|_, T @ & @ ‘ || http:/iyour applicationservername. goeshere : 5080/ IDM portalfcnfAdminContainerP age/PortletAdministration |
Novells Identity Manager N .
Welcome, Admin m 5 . .
Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet admin Portal security Logging Caching Tools
=l @ Portlet Applications Portlet Registration: CreatePortlet
= & 10w (Local)
@ AdminList
@ [F] BookmarkPortet General Categories settings Security
@ [F] CacheHaldarPartiet
@ [ CachingadminT res This tab allows vou to modify any default Preferences that have been defined for this Content Instance, Any modifications made
@ Cha”Bl‘lg&R&SDDHSEPDTUBt to these Preferences will take effect for this specific Content Instance only.
£ ChangsAdmlnCrsdentlalsPurtlet Read
= ea
= CurmgPurtlet Preference Preference Value Req. \ Hide
= only
£) CuntawnsrLuUKupPUrtlst
=] CreatePartist Reset Create Virtual Entity  View/Edit Custom Preference O O
complex preference
@ CreatePrefPortlet
@ CustDmBrandlngPurtlst Save Preferences ] [ Cancel ] [ Rezet All ] [ Descriptions
@ [ etaiPortiet
=1 ] nat aibre oo it bt
Dane

3 Modify preferences, as appropriate.

While working on this panel, note that you can also perform the following actions:
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If you want to Do this

Display more information about the preferences Click Descriptions
Discard your unsaved changes Click Cancel

Return all preferences for this portlet registration to Click Reset All
their default values (as defined in the corresponding
portlet definition)

Return an individual preference to its default value Click the Reset link beside that preference

4 To modify the localized version of a preference for each locale specified in the portlet
definition, follow these steps:

4a Click the Detail link beside that preference (if available).
The panel displays the preference values for each locale.
4b Modify values, as appropriate.
4c Click OK to apply your changes and return to the main preferences list.
5 Click Save Preferences.

9.4.6 Assigning security permissions for portlet registrations

You can assign the following security permissions to users, groups, and containers for portlet
registrations:

Permission Description
List Users can view the portlet registration from a selection list
Execute Users can run the portlet registration on a portal page

When you modify security permissions, the new values take effect only for the selected portlet
registration.

To assign security permissions for portlet registrations:

1 Inthe Portlet Applications list, select the portlet registration whose security permissions you
want to modify.

A General panel displays on the right.
2 Go to the Security panel.
This panel displays the current security permissions for the selected portlet registration:
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3 Portlet Administration - Mozilla Firefox

File Edit Wiew Go  Bookmarks Tools  Help
@& -5 - g 6 @ | L hetpiyfyour.applicationservername. goeshera: B080/IDMjportaljcnyAdminContainerPageyPortletidrinistration v ®a C |
Identity Manager N £
Welcome, Admin A q
Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet admin Portal Security Logging Caching Tools
= @ Portlet Applications Portlet Registration: CreatePortlet
= & Dw (Local)
= [E| ddminList
,E AdminList General Categories Settings Preferences
i || BookmarkPortlet
] cﬁcheHmderpmﬂet This tab allows you to assizn Security Permissions for this Portlet Instance. Any modifications made to these Security Permissions
@ Cacmng&dminTree will take effect for this specific Portlet Instance only.
= Chal\engeResponsePort\et
= ChangesdminC redentialsPortlet
= ConfigPortlet - i
= Conta\nerLookupPortlet
: Current Assignments:
=l || CreatePortlet Search for: e
t I Users v IConeainers selected ~
] CreatePrefPort\et . no containers selected
= : Starts with: Groups selected
= CustomBrandlngPortlet o graups selected
@ [E] vetaiPortiet k B lsers setected
@ [ DetaiPrefortiet (2.2, smi') no users selected
= [E] EntityImageUploadPortiet Results (Displaying 1 to € o 6 users):
 [E]Exenange cn=ablake,ou=users,ou=idmsample-jklobucher ,o=nowe #
= ExportPortlet cn=achung,ou=users,ou=idmsample- jklobucher ,0=nowv
@ [E] FileUploadPortiet cn=admin,ou=idmsample-jklobucher o=novell
cn=apalani,ou=users,ou=idmsample- jklobuche fo=nowe
4[| ForgotPasswordPortlet cn=asmith,ou=users ou=idmsample- jklobucher ,0 =nove
= G\obalBookmarkPortlet Ch=aspencer,ou=usets ou=idmsample- jklobucher,o=nc
= Google|FramePortlet
= GroupiiriseCalendar
= Groupirizemail
= GroupWiseMailCa\endar
& [&] GroupWiseWebiccess !
& [ HTML b
& 5| HTMLComplexPrefEditar List Permission Set to ddmin Only
] HTMLEditarPartlet vy
Dane

3 Go to the List or Execute tab, depending on which type of permission you want to assign.

4 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the dropdown menu:
» Users
* Groups

» Containers
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Setting What to do

Starts with If you want to:

* Find all available objects of your specified type (user, group, or container),
then make this setting blank.

* Find a subset of those objects, then enter the starting character(s) of the
CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow your
search results to something like this:

cn=Sales,ou=groups, o=MyOrg

cn=Service,ou=groups,o=MyOrg

cn=Shipping,ou=groups,o=MyOrg

Searching for groups that start with Se would return:

ch=Service,ou=groups,o=MyOrg

5 Click Go.
The results of your search appear in the Results list.

6 Select the users, groups, or containers you want to assign to the portlet registration, then click
the Add (>) button.

TIP: Hold down the Control key to make multiple selections.

7 Enable or disable lock-down for the portlet registration as follows:

If you want to Do this

Lock down the portlet registration so only User ~ Check List/Execute Permission Set to Admin Only
Application Administrators can list/execute it

Allow all assigned users, groups, and containers Uncheck List/Execute Permission Set to Admin
to list/execute the portlet registration Only

NOTE: If you uncheck this setting but there are
no users, groups, or containers explicitly
assigned to the portlet registration, then
everyone will have List/Execute permission for this
portlet registration.

8 Click Save.

9.4.7 Unregistering a portlet

You can use the Portlet Admin page to unregister a portlet if necessary.
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NOTE: If you unregister a portlet that is defined as auto-registered, that portlet will be registered

again automatically when you

restart your application server.

To unregister a portlet:

1 Inthe Portlet Applications list, select the portlet registration that you want to unregister.

A General panel displays on the right, showing information about the selected portlet
registration;

£ Portlet Administration - Mozilla Firefox

Ele Edit Wiew Go Bookmarks Tools  Help

I T =
Qri! - B - @ (X ] @ | [ hitpsifyour.appicationservername. gosshers ;8080 IDMjportaljenjddminCont ainerPageFortletadmiristration

Novells |dentity Manager
Welcome, Admin

Page Admin Themes

=l @ Portlet Applications
= & oW (Local)
= [E| adminList

BookmarkPortlet
CacheHolderPortlet
CachingsdminT ree
ChallengeResponsePortlet
ChangesdminC redentialsPortet
ConfigPartlet
ContainerLookupPortlet
CreatePortlet

B5Sijcreateportict]
CreatePrefPortlet
CustomBrandingPortlet
DetaiPortiet
@ [F] petaiPrefPortiet

= EntitylmageliploadPortlet
=l

U EEE EE E &

B E ®

Administration

Identity Self-Service

Regquests & Approvals

Portlet admin Portal Security Logging,
Portlet Registration: CreatePortlet
General Categories Settings Preferences Security

Vou have selected a specific Portlet Registration, This tab displays read-only information about the selected Portlet Registration

and will allow wou to unregister this specific Portlet Registration if wou wish,

Display Name: Entity Create hutomatic
Portlet Title: Create

Classname:

Registration:
Execution: heynchronous

com.novell.srvpreimpl portlet. core.create.CreatePortlet

Description:  Entity Create

Unregister Portlet

(*]
¥ ©w [CL |
~
N
Logout  Help
Caching Tools
|

Dane

2 Click Unregister Portlet.

3 When you are prompted to confirm the unregister operation, click OK.
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Portal Configuration

This chapter tells you how to use the Portal page on the Administration tab of the Identity Manager
user interface. Topics include:

 Section 10.1, “About portal configuration,” on page 189
 Section 10.2, “General settings,” on page 189
 Section 10.3, “LDAP connection parameters,” on page 192

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

10.1 About portal configuration

You can use the Portal page to control the portal characteristics of the Identity Manager user
application and specify how the user application connects to the identity vault (LDAP provider).

10.2 General settings

The Portal page provides a General Settings panel that you can use to:

» Change some portal characteristics of the Identity Manager user application temporarily (until
the next application-server restart or user-application redeployment)

 View other portal characteristics of the Identity Manager user application

To administer general settings:
1 On the Portal page, select General Settings from the navigation menu on the left.
The General Settings panel displays:
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%3 portal Configuration - Mozilla Firefox

Fle Edt VYiew Go Bookmatks Tools  Help o

@ - L‘/ e % ‘_| @ iu http:jfyour . applicationservername. goeshere :5080/10M/portalicn) AdminConkainer P age fGener alZonfiguration V| @ Go HC‘, |

Novelle Identity Manager
Welcome, Admin

|dentity Self-Serice Requests & Approvals #Administration Logout  Help

Page Admin Themes Portlet Admin Portal Security Logging Caching Tools

Portal Confizurstion A Portal Configuration

+ General Settings These settings will only staw in effect until the next server restart or the application i re-deploved.

War Context:

Default Request Timeout: 165000
#hansimum Request Timeout: 20000

LDAP Connection Parameters

Parallel Portlet Render: (OEnable () Disable
Force Portlet Render Timeaut: es Mo
Force Synchronous Portlet Serial Rendering: ez M

Read Only Properties:

Portal Home Page Path: portalfcn

Portal Controllzr Serulet Path: portal

Portal Portlet Path: portlet

Partal Login Page Path: SPORTAL_SERVLET_URLS/SPORTLET_PATHS FIDMLoginPartlet
Default Container Page: DefaultContainerPage

Default Layout: 2Zcolumn

Default Style: PortalStyle

Default Theme: IDMStandard

Portal Resource Path: SCOMTEXT_URLS/ resource

Save

Dane

2 If you have more than one War Context, select the one whose settings you want to access.
The panel refreshes to show the current settings for your chosen context.
3 Examine and modify the settings, as appropriate. For details, see:

¢ Section 10.2.1, “Settings you can change,” on page 190
¢ Section 10.2.2, “Read-only settings,” on page 192
4 If you make changes that you want to apply, click Save.

10.2.1 Settings you can change
You can modify several portal settings on the General Settings panel. Your values stay in effect until

the next application-server restart or user-application redeployment. When a restart or redeployment
occurs, these settings revert to the default values for the user application WAR.
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Setting

What to do

Default Request Timeout

Maximum Request Timeout

Parallel Portlet Render

Force Portlet Render Timeout

Force Synchronous Portlet Serial
Rendering

Specify the default time (in milliseconds) that a request will wait
before it times out.

If none of the asynchronous portlets defines a timeout, or none of the
portlets defines a timeout that is bigger than this value, this default
value will be used. If one or more of the portlets to render defines a
timeout that is bigger than this default value, the bigger one will be
used instead of the default.

This setting can be used to protect the application from getting too
many messages indicating that portlets have timed out (which might
happen if the portlets define values that are too small).

NOTE: In the event that all portlets can be rendered before this
default timeout occurs, the request will immediately return to the
client.

Specify the maximum time (in milliseconds) that a request will be held
back from finishing. This means that after this amount of time, every
request will return to the client, regardless of whether any portlet
defines a bigger timeout value.

This setting can be used to make sure that the portal responds in a
timely fashion even if one or more of the portlets define a large
timeout value.

Enable or disable asynchronous portlet rendering in the portal.

This is an advanced feature that is disabled by default. If you enable
this feature, the portal assigns asynchronous render requests to
individual threads (which allows portlets to render content in parallel).

When this feature is disabled, all portlets render content
synchronously in the main request thread.

Determine whether asynchronous portlets are delegated to the main
request thread to render content if there are not enough individual
threads available in the thread pool.

If you choose No, asynchronous portlets can execute in the main
request thread if no individual threads are available.

Choosing Yes forces asynchronous portlets to wait until individual
threads are available before they can render content. If portlets time
out before they execute the render request, a portlet-specific error
message is generated in the portlet window.

Determine how synchronous portlets are executed.

If you choose Yes, all synchronous portlets execute in the main
request thread.

Choosing No enables the portal to allocate a separate thread for
processing synchronous render requests (thereby preventing
bottlenecks in the main request thread).
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10.2.2 Read-only settings

The following settings are displayed for informational purposes only and cannot be changed on the
General Settings panel:

Portal Home Page Path Default Layout

Portal Controller Servlet Path Default Style

Portal Portlet Path Default Theme
Portal Login Page Path Portal Resource Path

Default Container Page

The values of these settings are set in the user application WAR. (Note that Default Theme reflects
your current theme choice from the Themes page.)

10.3 LDAP connection parameters

The Portal page provides an LDAP Connection Parameters panel that you can use to:

» Change the credentials used by the Identity Manager user application when connecting to the
identity vault (LDAP provider)

 View other LDAP properties of the Identity Manager user application

To administer LDAP connection parameters:
1 On the Portal page, select LDAP Connection Parameters from the navigation menu on the left.
The LDAP Connection Parameters panel displays:
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£) LDAP Configuration - Mozilla Firefox

File Edt %iew Go Bookmarks Tools  Help 0
<E| - L;) b @ i_‘ @ |\_| http:/fvour. applicationservername. goeshere :5080/IDM partalfcn/ ddminContainerP age/LDAPConfigur ation Vl @ Go “Q, |
Novells Identity Manager N 2
Welcome. Admin Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet ddmin Paortal Security Logging Caching Tools
Portal Configuration % LDAP Connection Parameters
General Settings
+ LDAP Connection Parameters Change LDAP Connection Credentials
“ou can change the credentials used to connect the Identity Manager user application to the LDAP provider (identity vault),
Specify an admin-lewel user (preferably other than the user zpecified as Uszer dpplication Adminiztrator).
Username: ||:n=admm,u=nuua”
Password: l:l
Confim Passuar ]
LD&P Properties( Read Cnby )
ALIAS_HAMNDLING nEver
AMONYMOUS_UISER AMOMTMOUS
AUTHORITY youridentity vault
COMMECTION _TIMEQUT 300000
COMTAINER_OBJECT Incality
COMTAINER_CBJECT_ATTRIB |
COMTAIMNER_OBJECTZ country
COMTAIMER_OBJECTZ_ATTRIB [
COMTAIMNER_OBJECTS organizationallnit
COMTAIMER_OBJECTI_ATTRIB ou
COMTAIMNER_OBJECTH organization
COMTAIMER_OBJECT4_ATTRIB o
COMTEXT _FACTORY com, sun. jndi.ldap, LdapCtxFactary
DVNAMIC_GROUP_CBJECT dynamicGroup
GROUP_OBJECT groupOfidames
GROUP_ROOT_COMTAINER. ou=idmsample-jklobucher ;0 =nowell
GROUP_SEARCH_SCOPE subtree
GROUP_USER_MEMEER_ATTRIE member
KEWSTORE_PATH JShome S jklobucher fmovel Sidm/f jre fib fsecurity fcacerts
LOGIN_ATTRIBUTE =1}
NAME LDAPReaIm
OBJECT_ATTRIE objectClass
PROVISION_ROOT cn=UserdpplicationKlobucher,cn=TestDrivers,o=nowel
REFERRAL ignore
ROOT_MAME ou=idmsample- jklobucher ,0 =nowell
USE_DYMNAMIC_GROUPS false
USE_REGISTERED DM C_GROUIPS false
USE_SSL true
USER_GROUP_MEMBER_ATTRIE groupMembe rship
USER_OBJECT inetOraPerson
USER_ROOT_COMTAIMER ou=idmsample- jklobucher ,0 =nowell
USER_SEARCH_SCOPE subtree
UuID_ATTRIE sreprelUID
LD _ALK _CLASS sryprvEntitydux
~
< | (®

2 Examine and modify the settings, as appropriate. For details, see:

« Section 10.2.1, “Settings you can change,” on page 190
« Section 10.3.2, “Read-only settings,” on page 194
3 If you make changes that you want to apply, click Submit.

10.3.1 Settings you can change

On the LDAP Connection Parameters panel, you can modify settings for the credentials to be used
by the Identity Manager user application whenever it connects to the identity vault (LDAP
provider). Your changes on this panel are saved to the user application’s database for use at runtime
and checked against the identity vault. (Note that this panel does not update the original credential
values recorded in the user application WAR during installation.)
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Setting What to do

Type the name of a user who has full administrator rights in the identity

vault. The Identity Manager user application needs to access the identity
vault as an administrator in order to function.

It is typical to specify the identity vault’s root administrator as the LDAP
connection username. The root administrator has full control over the
tree, so you need not assign any special trustee rights.

If you specify some other user, you'll need to assign inheritable trustee
rights to the properties [All Attributes Rights] and [Entry Rights] on your

NOTE: To avoid confusion, it is recommended that you do not specify the
user application’s User Application Administrator as the LDAP connection
username. It is best to use separate accounts for these two different

Type the password that is currently set for that username in the identity

Username
For example:
cn=admin,o=myorg
user application driver.
purposes.

Password
vault.

and

Confirm Password

10.3.2 Read-only settings

The following settings are displayed for informational purposes only and cannot be changed on the

LDAP Connection Parameters panel:

ALIAS_HANDLING
ANONYMOUS_USER
AUTHORITY
CONNECTION_TIMEOUT
CONTAINER_OBJECT
CONTAINER_OBJECT_ATTRIB
CONTAINER_OBJECT?2
CONTAINER_OBJECT2_ATTRIB
CONTAINER_OBJECT3
CONTAINER_OBJECT3_ATTRIB
CONTAINER_OBJECT4
CONTAINER_OBJECT4_ATTRIB
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GROUP_USER_MEMBER_ATTRIB
KEYSTORE_PATH
LOGIN_ATTRIBUTE

NAME

OBJECT_ATTRIB
PROVISION_ROOT

REFERRAL

ROOT_NAME
USE_DYNAMIC_GROUPS
USE_REGISTERED_DYNAMIC_GROUPS
USE_SSL
USER_GROUP_MEMBER_ATTRIB



CONTEXT_FACTORY
DYNAMIC_GROUP_OBJECT
GROUP_OBJECT

GROUP_ROOT_CONTAINER

GROUP_SEARCH_SCOPE

USER_OBJECT
USER_ROOT_CONTAINER
USER_SEARCH_SCOPE
UUID_ATTRIB
UUID_AUX_CLASS

The values of these settings are determined when you install the user application.
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Security Configuration

This chapter tells you how to use the Security page on the Administration tab of the Identity
Manager user interface. Topics include:

 Section 11.1, “About security configuration,” on page 197
 Section 11.2, “Assigning the User Application Administrator,” on page 197

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

11.1 About security configuration

You can use the Security page to specify who is a User Application Administrator for the Identity
Manager user application.

A User Application Administrator is authorized to perform all management functions related to the
Identity Manager user application. This includes accessing the Administration tab of the Identity
Manager user interface to perform any administration actions that it supports.

During installation, a user is specified as User Application Administrator. After installation, that
user can use the Security page to specify other User Application Administrators, as needed.

A user who is to be User Application Administrator should typically be located under the user root
container specified in the user application’s LDAP configuration; that enables the user to log in
simply by user name (instead of requiring the fully-distinguished name each time). It is also
common that this user has rights to maintain and create objects in the tree; however, this is not
required.

NOTE: If necessary, a User Application Administrator can assign permission for one or more end
users to see and access specific pages on the Administration tab. These permissions are assigned by
using the Page Admin page on the Administration tab. (For details, see Chapter 7, “Page
Administration,” on page 131.)

11.2 Assigning the User Application
Administrator

When assigning User Application Administrators, you can specify users, groups, or containers.

To assign User Application Administrators:
1 Go to the Security page:
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Ele  Edit

Viewm Go  Bookmarks  Tools  Help

A 7 —
- @ O @ | [ hitp:fjyour.applicationservername. goeshere 18030/ IDMjportalfen{adminContainerPage/SecurityAdministration

¥ ® s A

Welcome, Admin

|dentity Self-Service

Page Admin Themes Portlet admin Portal

User Application Administrator Assignment

Regquests & Approvals

Administration

Security Logzing,

Please select the users, groups and containers to assizn User Application Administrator access.

Current Assignments:

Logout  Help

Caching Tools

Search for:
I Users e
Starts with:
Go

(e.2. 'smi']
Results (Displaying 1 to & of & users):
cn=ablake,ou=uzers ou=idmsample- jklobucher o=novel ~
cn=achung,ou=users,ou=idmsample-jklobucher o=nowell
cn=admin,ou=idmsample-jklobucher ,o=nowel
Cn=apalani,ou=users,ou=idmsample- jklobucher ,0=novell
cn=asmith,ou=users,ou=idmsample-jklobucher ,o=novell
cn=aspencer ou=users ou=idmsample- jklobucher,a=nawell

v
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Containers seleczed
na containers selected
Groups selec ted
no groups selected
Wsers selected
cn=admin,ou=idmsample-jkiobucher ,o=novell

1>

1=

<

2 Specify values for the following search settings:

Setting What to do

Search for

Select one of the following from the dropdown menu:

Users

* Groups

* Containers
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Setting What to do

Starts with If you want to:

* Find all available objects of your specified type (user, group, or
container), then make this setting blank.

* Find a subset of those objects, then enter the starting character(s)
of the CN values you want. (Case is not considered. Wildcards
are not supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cn=Sales,ou=groups, o=MyOrg

cn=Service,ou=groups,o=My0rg

cn=Shipping,ou=groups,o=MyOrg

Searching for groups that start with Se would return:

ch=Service,ou=groups,o=MyO0Org

3 Click Go.
The results of your search appear in the Results list.

4 Select the users, groups, or containers you want to assign as User Application Administrators,
then click the Add (>) button.

TIP: Hold down the Control key to make multiple selections.

5 Click Save.

To unassign User Application Administrators:

1 Inthe Current Assignments list, select the users, groups, or containers you want to unassign as
User Application Administrators, then click the Remove (<) button.

TIP: Hold down the Control key to make multiple selections.

2 Click Save.
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Logging Configuration

This chapter tells you how to use the Logging page on the Administration tab of the Identity
Manager user interface. Topics include:

« Section 12.1, “About logging configuration,” on page 201

« Section 12.2, “About the logs,” on page 201

» Section 12.3, “Changing log levels,” on page 203

 Section 12.4, “Sending log messages to Novell Audit,” on page 205

 Section 12.5, “Persisting your log settings,” on page 205

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

12.1 About logging configuration

You can use the Logging page to control the levels of logging messages you want the Identity
Manager user application to generate and specify whether those messages are sent to Novell Audit.

The Identity Manager user application implements logging by using log4j, an open-source logging
package distributed by The Apache Software Foundation. By default, event messages are logged to
both of the following:

 The system console of the application server where the Identity Manager user application is
deployed

 Alog file on that application server, for example:

Jjboss/server/I1DM/1og/server . log
This is a rolling log file; once it reaches a certain size, it rolls over to another file (and so on).

If you’ve configured your environment to include Novell Audit, you have the option of logging
event messages there as well.

For details on configuring your logging environment and Novell Audit, see Chapter 5, “Setting up
Logging,” on page 115.

12.2 About the logs

The Logging page lists a variety of logs, each outputting event messages from a different part of the
Identity Manager user application. Each log has its own independent output level.

The log names are based on log4j conventions. You’ll see these log names in the event messages that
are generated, indicating the context of the message output.

Log name Description
com.novell Parent of other Identity Manager user application logs
com.novell.afw.portal.aggregation Messages related to portal page processing
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Log name

Description

com.novell.afw.portal.persist

com.novell.afw.portal.portlet

com.novell.afw.portal.util

com.novell.afw.portlet.consumer
com.novell.afw.portlet.core

com.novell.afw.portlet.persist

com.novell.afw.portlet.producer

com.novell.afw.portlet.util
com.novell.afw.theme
com.novell.afw.util

com.novell.soa.af.impl

com.novell.srvprv.apwa

com.novell.srvprv.impl.portlet.core

com.novell.srvprv.impl.portlet.util

com.novell.srvprv.impl.serviet

com.novell.srvprv.impl.uictrl

com.novell.srvprv.impl.vdata
com.novell.srvprv.spi
com.sssw.fw.cachemgr
com.sssw.fw.core
com.sssw.fw.directory
com.sssw.fw.event
com.sssw.fw.factory
com.sssw.fw.persist
com.sssw.fw.resource
com.sssw.fw.security

com.sssw.fw.server

Messages related to the persistence of portal data (including
portal pages and portlet registrations)

Messages from the portal core portlets and accessory
portlets

Messages from the portal import/export and navigation
portlets

Messages related to portlet rendering
Messages related to the core portlet API

Messages related to the persistence of portlet data (including
portlet preferences and setting values)

Messages related to the registration and configuration of
portlets within the portal

Messages related to utility code used by portlets
Messages from the theme subsystem
Messages related to portal utility classes

Messages from the approval flow (provisioning workflow)
subsystem

Messages from the Requests & Approvals web application
(actions and tags)

Messages from the core identity portlets and password
portlets

Messages from the identity-related utility portlets

Messages from the Ul control framework’s ajax servlet and
ajax services

Messages from the Ul control registry API and approval form
rendering

Messages from the directory abstraction layer

Messages from the Ul control registry API

Messages related to the framework cache subsystem
Messages related to the framework core subsystem
Messages related to the framework directory subsystem
Messages related to the framework event subsystem
Messages related to the framework factory subsystem
Messages related to the framework persistence subsystem
Messages related to the framework resource subsystem
Messages related to the framework security subsystem

Messages related to the framework server subsystem
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Log name Description

com.sssw.fw.servlet Messages related to the framework servlet subsystem
com.sssw.fw.session Messages related to the framework session subsystem
com.sssw.fw.usermgr Messages related to the framework user subsystem
com.sssw.fw.util Messages related to the framework utility subsystem
com.sssw.portal.manager Messages related to the Portal Manager
com.sssw.portal.persist Messages related to portal persistence

Note that the user application’s logs are hierarchical. For example, com.novell is the parent of other
logs underneath it. Any additional logs will inherit its properties.

12.3 Changing log levels

You can control the amount of information that is written to a particular log by changing the level
that is set for it. By default, all logs are set to Info, which is an intermediate level.

To change log levels:
1 Go to the Logging page:
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£ Logging Configuration - Mozilla Firefox

Flle  Edit Wiew

Page Admin

Log Level

Go  Bookmarks  Tools  Help

_h - T
Ga - o - & () ) [ tpityouw sppicstionssrvername. gosshere: 080/I0M portalfcnAdninContainerPags/5ublogging ¥ 0« [C,

Novelle Identity Manager

Welcome, Admin

|dentity Self-Service Requests & Approvals #dministration Logout  Help

Themes Portlet Admin Portal Security Logging Caching Tools

Logeging Configuration

You can change the logging level by selecting a different level for the log and click the submit button,

Log Hame Log Level Log Hame

com.nowel Infa W com.novel.afuw. portal, aggregation

com.nowell. 3t portal persist

com, novell. aflw, partal portlet
com.nowel, afw, portal util com, novell, afly, portlet, consumer
com.novell, afu portlet, core com,novell, afu, portlet, persist
com novell, afw, portlet, producer com, novell, afw, partlet, util
com.navell. afi, theme com,navell. aflw, util
com.novell.soa.af. impl com.novell srvpry.apia
com.nowell. srvpry.impl.portlet.core com, novell. srvpre,impl.po et util
com.novell srvpry.impl.servlet com, novell srvpry,impl.uict
com.novell srvpry.impl.wdata com.novell srvpry,spi
com.sssw. fin,cachemar com, sssu, i, core
com,sssw, fisdirectory com, sssw, fia,ewent
com.sssw. fin, factory com. sssu. fl.persist
com.sssm, i, Fesource com, sss, fl, security
com.sssw. fim,server com. sz, T, serviet
com.sssw. fu. session com, sssw. f.usermgr
com.zzssn, fis,util COom.s550.portal.manager

com,sssw.portal.persist

Logging messages are not sent to Audit. Check the box below to zend logging messages to Audit as well

[JAlso send logging messages to Audit

Check the box below to persist the logging changes
] Persist the logging changes

Done

2 At the top of the page, find a log whose level you want to change.

3 Use the dropdown to select one of the following levels:

Level

Description

Fatal

Error
Warn
Info
Debug

Trace

The least detail:

Writes fatal errors to the log

Writes errors (plus all of the above) to the log

Writes warnings (plus all of the above) to the log

Writes informational messages (plus all of the above) to the log
Writes debugging information (plus all of the above) to the log
The most detail:

Writes tracing information (plus all of the above) to the log

4 Repeat Step 2 and Step 3 for other logs, as needed.
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5 Click Submit.

12.4 Sending log messages to Novell Audit

You can use the Logging page to control whether the Identity Manager user application sends event
message output to Novell Audit. Novell Audit logging is off by default, unless you turn it on when
installing the user application.

To toggle Novell Audit logging on/off:
1 Go to the Logging page.
2 Check or uncheck the following setting, as appropriate:
Also send logging messages to Audit
3 Click Submit.

12.5 Persisting your log settings

By default, changes you make on the Logging page stay in effect until the next application-server
restart or user-application redeployment. After that, the log settings revert to their default values.

But the Logging page does offer you the option of persisting your changes to its settings. If you turn
on this feature, values for the log settings are stored in a logging configuration file on the application
server where the Identity Manager user application is deployed. For example:

Jboss/server/I1DM/conf/extendlogging.-xml

To toggle persistence of settings on/off:
1 Go to the Logging page.
2 Check or uncheck the following setting, as appropriate:
Persist the logging changes
3 Click Submit.
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Caching Configuration

This chapter tells you how to use the Caching page on the Administration tab of the Identity
Manager user interface. Topics include:

 Section 13.1, “About caching configuration,” on page 207
 Section 13.2, “Flushing caches,” on page 207
 Section 13.3, “Configuring cache settings,” on page 209

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

13.1 About caching configuration

You can use the Caching page to manage various caches maintained by the Identity Manager user
application. The user application employs these caches to store reusable, temporary data on the
application server so it can optimize performance.

You have the ability to control these caches when necessary by flushing their contents and changing
their configuration settings.

13.2 Flushing caches

The caches are named according to the subsystems that use them in the Identity Manager user
application. Normally, you don’t need to flush them yourself, because the user application does that
automatically based on how frequently their data is used or when the source data changes. But if you
have a specific need, you can manually flush selected caches or all caches.

To flush caches:
1 Go to the Caching page:
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) Caching Management - Mozilla Firefox

File Edit Yiew Go Bookmarks Tools Help o
Q’E‘ 8 E:> T g‘ @ “_I http:/iyour.applicationservername, goeshere : 3080/ IDM{portalicn/adminContainerPagefSubCache V‘ @ a0 HQ,, |
Novells ldentity Manager : 0 N
e lcome: hdwin dentity Sel-Service s ) A e Administration o e

Page Admin Themes Partlet Admin Portal Security Logging Caching Tools

Caching Management
Flush Cache

Choose a cache from the list and click on Flush Cache button to flush the cache,

[ Fushan v

Flush Cache

Cluster and Cache Configuration

Cluster Configuration

&1l change: to the current cluster configuration will take effect the next time spplication starts up.Group ID must be a unique name which does not match JBaosz
reserved cluster name DefaultPartition or TreeCache, Only an experienced administrator should modify the default cluster properties, Please refer to JBoss
documentation before making any changes.

Current Global  Enmable Local Local
Cluster Enabled: false O
Group ID: ©3738901ababeBee?RE6444 863544200 ‘C373e‘3‘01aba59855996644455354420(| O ‘ |
Cluster Properties: view LDP PINGItimeout=10000 FDitimeout] O \ |
Cache Configuration
4ll changes to the current cache configuration will take effect the next time application starts up.[ ™ indicates required)

Current Global Enable Local Local
Lock Acquisition Timeout:™ 18000 O l:l
Eviction Policy Class:* org. jooss.cache, eviction, LRUPolicy org. jooss.cache. ewiction, LRUPolicy O ‘ |
Wake Up Interval Seconds:™ 13 O l:l
Max Nodes:* 10000 O l:l
Time To Live Seconds:™ 1] O l:l

Dane:

2 In the Flush Cache section of the page, use the dropdown to select a particular cache to flush
(or select Flush all):
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Flush Cache

Choose a cache from the list and click on Fluzh Cache button to flush the cache,

: Flush all

Fluzh all
CompiledLayout

DirectoryAbstractLayerDefinitions
g Directoryiervice.UserCacheHolder

DM, CompCategaryCacheHalder

104, LayoutDefCacheHolder

DM, LayoutinfoCacheHolder

104, OptioninfoCacheHolder

|04, PortalContainerPageCacheHolder

|DM PartalsharePageCacheHolder

104, StyleCacheHolder

DM, StylelnfaCacheHolder

ID#. ThemeCacheHolder

DM, styleURL_cache

|DM . transformer_cache

OrgChart

PartalCategoryInfoCacheHolder

RiElementDocument Cache

SecurityService, SecurityaclCacheHolder

Securityservice, SecuritysetaCacheHolder

W

Note that the list of available caches is dynamic; it changes depending on what data is cached at

the moment.
3 Click the Flush Cache button.

13.2.1 Flushing the directory abstraction layer cache

The user application’s directory abstraction layer also has a cache. The

DirectoryAbstractLayerDefinitions cache stores abstraction layer definitions on the application

server to optimize performance for all data model operations.

In a typical situation, the user application automatically keeps the

DirectoryAbstractLayerDefinitions cache synchronized with the abstraction layer definitions stored

in the identity vault. But, if necessary, you can manually flush the

DirectoryAbstractLayerDefinitions cache (as described above) to force the latest definitions to be

loaded from the identity vault.

For more information on the user application’s directory abstraction layer, see Chapter 4,

“Configuring the Directory Abstraction Layer,” on page 75.

13.2.2 Flushing caches in a cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If

your application server is part of a cluster and you manually flush a cache, that cache will

automatically be flushed on every server in the cluster.

13.3 Configuring cache settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don’t

take effect until the next user-application restart.
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TIP: To restart the user application, you can do one of the following: reboot the application server;
redeploy the application (if the WAR has been changed in some way); or force the application to
restart (as described in your application server’s documentation).

To configure cache settings, you need to know about:

« Section 13.3.1, “How caching is implemented,” on page 210

Section 13.3.2, “How cache settings are stored,” on page 210

Section 13.3.3, “How cache settings are displayed,” on page 211

Section 13.3.4, “Basic cache settings,” on page 212

Section 13.3.5, “Cache settings for clusters,” on page 213

13.3.1 How caching is implemented

In the Identity Manager user application, caching is implemented via JBoss Cache. JBoss Cache is
an open-source caching architecture that’s included with the JBoss Application Server but also runs
on other application servers.

To learn more about JBoss Cache, go to www.jboss.org/products/jbosscache (http://www.jboss.org/
products/jbosscache).

13.3.2 How cache settings are stored

There are two levels of settings available for you to control cache configuration. You can use them in
concert to tailor the caching behavior of the Identity Manager user application.

Level Description

Global settings Global settings are stored in a central location (the identity vault) so that
multiple application servers can use the same setting values. For
example, someone with a cluster of application servers would typically
use global settings for the cluster configuration values.

To find the global settings in your identity vault, look for the following
object under your Identity Manager user application driver:

configuration.AppDefs.AppConfig

For example:

configuration.AppDefs.AppConfig.MyUserApplicatio
nDriver .MyDriverSet.MyOrg

The XmIData attribute of the configuration object contains the global
settings data.
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Level Description

Local settings Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.
For example, you might want to specify a local setting to remove an
application server from the cluster specified in the global settings, or

maybe to reassign a server to a different cluster.

To find the local settings on your application server, look for the following

file under your JBoss server configuration’s conf directory:

sys-configuration-xmldata.xml

For example:

Jjboss/server/I1DM/conf/sys-configuration-

xmldata.xml

If your server has local settings, that data is contained in this file. (If no

local settings have been specified, the file won’t exist.)

You should think of global settings as the default values for every application server that uses a
particular instance of the user application driver. When you change a global setting, you are
affecting each of those servers (at the next user-application restart), except for those cases where an

individual server specifies a local override.

13.3.3 How cache settings are displayed

The Caching page displays the current cache settings (from the latest user-application restart). It
also displays the corresponding global and local values of those settings, and lets you change them

(for use at the next user-application restart).

Cluster and Cache Configuration

Cluster Canfiguration

&l changes to the current cluster configuration will take effect the next time application starts up, Group ID must be a unique name which does not match JBoss

reserved cluster name DefaultPartition or TreeCache.Only an experienced administrator should modify the default cluster properties. Please refer to JBoss

documentation before making any changes.

Current Global Enable Local
Cluster Enabled: false False O
Group ID: 373290 1ababefesd964444653 544200 ©373e901ababeBeeP66444553544200 F
Cluster Properties: wigw UDP:PING (timeout =10000):FL(timeaut [

Cache Configurstion

&ll changes to the current cache configuration will take effect the next time application starts up.| * indicates required)

Current Global Enable Local
Lock Acquisition Timeout:* 15000 15000 F
Eviction Policy Class:™ org, jooss, cache, ewiction, LRUPOlicy org, jboss, cache, eviction, LRUPOHcy F
Wake Up Interval Seconds:™ 5 5 F
Max Nodes:" 10000 10000 F
Time To Live Seconds:* il 1] F

Save

Note that the global settings always have values. The local settings are optional.

Local

Local
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13.3.4 Basic cache settings

These cache settings apply to both clustered and non-clustered application servers.

To configure basic cache settings:
1 Go to the Caching page.

2 Inthe Cache Configuration section of the page, specify global or local values for the following
settings, as appropriate:

Setting What to do

Lock Acquisition Timeout Specify the time interval (in milliseconds) that the cache waits for
a lock to be acquired on an object. You may want to increase
this setting if the user application gets a lot of lock timeout
exceptions in the application log. The default is 15000 ms.

Eviction Policy Class Specify the classname for the cache eviction policy that you
want to use. The default is the LRU eviction policy that JBoss
Cache provides:

org.jboss.cache._eviction.LRUPolicy

If appropriate, you can change this to another eviction policy
that JBoss Cache supports.

To learn about supported eviction policies, go to www.jboss.org/
products/jbosscache (http://www.jboss.org/products/
jbosscache).

Wake Up Interval Seconds Specify the time interval (in seconds) that the cache eviction
policy waits before waking up to do the following:

* Process the evicted node events

» Clean up the size limit and age-out nodes

Max Nodes Specify the maximum number of nodes allowed in the cache. For
no limit, specify:

0
Time To Live Seconds Specify the time to idle (in seconds) before the node is swept

away. For no limit, specify:

0

These settings are required, which means that there must be a global value for each, and
optionally a local value too.

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value. (Make sure that all of your local values
are valid. Otherwise, you won’t be able to save your changes.)
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NOTE: For those settings where Enable Local is unselected, any existing local values are
deleted when you save.

3 Click Save.

4 When you’re ready for your saved settings to take effect, restart the user application on the
applicable application server(s).

13.3.5 Cache settings for clusters

This section discusses how to configure caching when you run the Identity Manager user application
across a cluster of application servers. You need to know about:

 Section, “How clustering is implemented,” on page 213

« “How caching works with a cluster” on page 213

» “Preparing to use a cluster” on page 213

 “Configuring cache settings for clusters” on page 214

How clustering is implemented

In the Identity Manager user application, cluster support for caching is implemented via JGroups.
JGroups is an open-source clustering architecture that’s included with the JBoss Application Server
but also runs on other application servers.

The user application’s cluster consists of nodes on a network that run JGroups and use a common
Group ID. By default, the Group ID provided for the user application’s cluster is a UUID that looks
like this:

c373e901aba5e8ee9966444553544200

The UUID helps ensure uniqueness, so that the Group 1D of the user application’s cluster doesn’t
conflict with the Group IDs of other clusters in your environment. For instance, the JBoss
Application Server itself uses two JGroups clusters and reserves the Group IDs DefaultPartition and
TreeCache for them.

To learn more about JGroups, go to www.jboss.org/products/jgroups (http://www.jboss.org/
products/jgroups).

How caching works with a cluster

When you start the user application, the application’s cache configuration settings determine
whether to participate in a cluster and replicate cache changes to the other nodes in that cluster. If
clustering is enabled, the user application accomplishes this replication by sending cache entry
invalidation messages to each node as changes occur.

Preparing to use a cluster

There are two major steps required to use caching across a cluster:
1 Setting up your JGroups cluster

This involves installing the JBoss Application Server to use the all configuration, and then
distributing the Identity Manager user application (IDM.war) to every server in the cluster,
typically by putting it in the farm directory.
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2 Enabling the use of that cluster in the user application’s cache configuration settings

See “Configuring cache settings for clusters” on page 214 (below).

Configuring cache settings for clusters

Once you have a cluster ready to use, you can specify settings for the support of caching across that
cluster.

To configure cache settings for clusters:
1 Go to the Caching page.

2 Inthe Cluster Configuration section of the page, specify global or local values for the
following settings, as appropriate:

Setting What to do

Cluster Enabled Select True to replicate cache changes to the other nodes in the
cluster specified by Group ID. If you don’t want to participate in a
cluster, select False.

Group ID Specify the Group ID of the JGroups cluster in which you want to
participate. There’s no need to change the default Group ID that's
provided for the user application’s cluster, unless you want to use a
different cluster.

Remember that the following Group IDs are reserved for use by the
JBoss Application Server: DefaultPartition and TreeCache.

TIP: To see the Group ID in logging messages, make sure that the
level of the caching log (com.sssw.fw.cachemgr) is set to Info or
higher.

Cluster Properties Specify the JGroups protocol stack for the cluster specified by Group
ID. Note that this setting is for experienced administrators who may
need to adjust the cluster properties. Otherwise, you should not
change the default protocol stack.

To see the current cluster properties, click view.

For details on the JGroups protocol stack, go to www.joss.org/wiki/
Wiki.jsp?page=JGroups (http://www.jboss.org/wiki/
Wiki.jsp?page=JGroups).

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value.

NOTE: For those settings where Enable Local is unselected, any existing local values are
deleted when you save.

Make sure that all nodes in your cluster specify the same Group ID and Cluster Properties. (To
see these settings for a particular node, you must access the Identity Manager user interface
running on that node — by browsing to the URL of the user interface on that server — and then
display the Caching page there.)

3 Click Save.
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4 When you’re ready for your saved settings to take effect, restart the user application on the
applicable application server(s).
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Tools for Exporting and Importing
Portal Data

This chapter tells you how to use the Tools page on the Administration tab of the Identity Manager
user interface. Topics include:

 Section 14.1, “About exporting and importing portal data,” on page 217

« Section 14.2, “Exporting portal data,” on page 218

 Section 14.3, “Importing portal data,” on page 220

For more general information about accessing and working with the Administration tab, see Chapter
6, “Using the Administration Tab,” on page 125.

14.1 About exporting and importing portal data

You can use the Tools page to export or import portal content (pages and portlets) used in the
Identity Manager user application. This content is also known as the portal configuration state and it
includes:

« Container and shared pages (including each page’s assigned portlets, and each portlet’s
preferences and settings)
« Portlet registrations

The export and import tools enable you to move the portal configuration state from one portal (user
application) to another, as needed. Here’s how these tools work:

Tool How it works

Portal Data Export Generates XML descriptions of a set of selected container and shared pages,
and portlets. The XML files are stored in a Portal Data Export ZIP file that can
be used as input to the Portal Data Import tool.

Portal Data Import Accepts a Portal Data Export ZIP file as input. Uses the Portal Data Export
ZIP file to generate container and shared pages, and portlets in a portal (user
application).

14.1.1 Uses

You can use the Portal Data Export/Import tools to:

» Move your portal configuration state from a test (source) environment to a production (target)
environment

Update the configuration state of a portal incrementally
* Clone a portal

Optionally, overwrite the configuration state on the target portal
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14.1.2 Requirements

To use the Portal Data Export/Import tools, make sure that the Identity Manager user application
(portal) is deployed and running on your source and target application servers.

It is not required that your source and target servers access the same identity vault; they can access
different ones, if appropriate. The users, groups, and containers in those identity vaults are not
required to be the same.

14.1.3 Restrictions

You cannot use the Portal Data Export/Import tools to:

 Export or import portal configuration state when a server is currently servicing user requests
« Export or import portal classes and resources

 Export or import portlet classes and resources

 Export or import the identity and provisioning data used in a portal

 Export or import administration settings other than for pages and portlets

» Migrate configuration state from an earlier portal version to a later version (the portals must be
the same version)

14.1.4 Steps

To export and import portal data:
1 If you are performing an incremental update, back up the target portal.
2 From the source portal, export the portal data by using the Portal Data Export tool.
See Section 14.2, “Exporting portal data,” on page 218.
3 From the target portal, import the portal data by using the Portal Data Import tool.
See Section 14.3, “Importing portal data,” on page 220.
4 Test the target portal to ensure that you imported the data that you expected.

14.2 Exporting portal data
This section describes how to export a portal’s configuration state to a Portal Data Export ZIP file.

To export portal data:
1 On the Tools page, select Portal Data Export from the navigation menu on the left.
The Portal Data Export panel displays:
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File Edit Wew Go Bookmarks Tools  Help
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Novelle Identity Manager N
Welc Admi o q
SXOme, AC TN Identity Self-Serdce Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet admin Partal Security Logging. Caching Toals

Import Export Tooks - Portal Data Export
+ Portal Data Export The Portal Data Expart utility allows you to export portal content (pages and portlets] in a format {a portal data export archive)
Partal Data Import that can be imported to s different portal,

To view the items being exported, click the twistie for each category,
To customize the export contents, check or uncheck the individual pages and portlets
Click Export Portal Data after wou hawe made vour selections.

[# Export Container Pages Select All D Clear &l
[# Export Shared Pages Select All D Clear &ll
# ExportPortlets Select All D Clear &ll

Exported contents may contain sensitive information. Please protect it appropriately.

Export Portal Data

Dane

2 Follow the onscreen instructions to select the portal pages and portlets that you want to export.

NOTE: Some portlets that you have not selected for export might still be exported. If you
export a page that contains a portlet, but do not select that portlet for export, the portlet is still
exported (to ensure that a runtime error does not occur for the exported page).

3 When you are done making selections, click the Export Portal Data button.

Your new Portal Data Export ZIP file is generated, with a default name that includes the
current date and time. For example:

PortalData.21-0ct-05.09.12.16.zip

You are then prompted to save this ZIP file locally (or to open it in an appropriate archive
utility). For example:
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Opening PortalData. 21-0ct-05.09.12.16.zip Fg|

¥ou have chosen ko open
:4 PortalData.21-0ct-05.09.12.16.zip

which is a: WinZip File
Frarm: htkp:ffvour, applicationservername, goeshere: 5030/ I0M/

What should Firefox do wikh this File?

) Open with | WinZip (default) v

[ ] Do this automatically For Files like this from now o,

o4 l ’ Cancel

4 Save the Portal Data Export ZIP file to an appropriate location.

14.3 Importing portal data

This section describes how to import a Portal Data Export ZIP file to a portal.

NOTE: Remember that, during the import, your target application server must be running but not
currently servicing user requests.

To import portal data:
1 On the Tools page, select Portal Data Import from the navigation menu on the left.

The Portal Data Import panel displays:
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%3 Import Export Tools - Mozilla Firefox

Import Export Toolks
Portal Data Export

+ Portal Data Import

File Edit Wew Go Bookmarks Tools  Help 0
N ' S — [ 1
Qﬂ = L\/’ = ._\ = http:j fvour. applicationservername. goeshere:8080JIDMfportal fenjAdminContainerPagefDat almport b @ Go :@, |
Novelle Identity Manager N
Welcome, Admin A .
& |dentity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Portlet admin Portal Security Logging Caching Tools

»

Portal Data Import

The Portal Dats Import utility allows wou to import partal content [pages and partlets) from @ portal dats export archive
created by the Portal Data Export utility.

Flease select the portal data export archive to use and click the Yiew Import Archive button to continue,

Archive: | | Browse...

Import security settings? @ Yes O Mo

CAUTION: Server should not be servicing user requests during the import process

Wiew Import Archive

Dane

2 Specify the following general import settings:

Setting What to do

Archive Click the Browse button to select the Portal Data Export ZIP file
to import. For example:
PortalData.21-0ct-05.09.12.16.zip

Import security settings? Select one of the following:

* Yes — If you want to import the permissions that the Portal
Data Export ZIP file specifies for access to pages and
portlets by users, groups, and containers. Make sure that
the users, groups, and containers involved exist in the
target portal’'s identity vault; permissions for missing
entities will fail to be imported.

* No — If you want to ignore the permissions that the Portal
Data Export ZIP file specifies.

3 Click the View Import Archive button.

The panel displays more specifics about your selected Portal Data Export ZIP file and how you
want to import it:
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3 Import Export Tools - Mozilla Firefox E@]El
©

File Edit Wew @Go Bookmarks Tools  Help

B
Qil < L\/) “ @ |_‘ @ ‘\_l http:fivour, applicationservername, goeshere :8080J IDMJportal fcnjAdminContainerPagefDat almportFilker "‘ @ Go “@, |
Novelle Identity Manager N
Welc Admi Ao i
bttt} Identity Self-Serdce Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet idmin Partal Security Logging Caching Toals
Impart Export Tooks & Portal Data Import

Portal Data Export To views the items being imported, click the twistie far each category.

Portal Data Impart To customize the impart contents, check or uncheck the individual pages and portlets.
Click Import Portal Data sfter you have made your selections.

Replace existing data? Omg @Nn

hooess level for imported objects (when security failsj: O il Users @ pdministrator only
Import group settings? @ Tes ONG

& Import Container Pages Select Al Cciear an

@ Import Shared Pages [ setect an Cloiearan

# Import Portlets Select All D Clzar &l

Please map the portlet application names in the archive to existing portlet applications on the local server

Archive Local
CAUTION: Server should not be servicing user requests during the import process
Import Portal Data

Dane

4 Specify the following detailed import settings:

Setting What to do

Replace existing data? Select one of the following:

* Yes — If you want the contents of the Portal Data Export
ZIP file to overwrite corresponding pages and portlets that
already exist in the target portal. For example, if the Portal
Data Export ZIP file contains a shared page named
MyPage and the target portal contains a shared page
named MyPage, that existing page will be overwritten in
the target portal.

* No — If you want to skip the import for all existing pages
and portlets.

Access level for imported objects Select one of the following:

« All Users — For unrestricted access to imported pages and
portlets.

* Administrator only — For restricted access to imported
pages and portlets.

If you chose to import security settings, then this access level is
applied only to those imported pages and portlets where a
security setting failed to be imported (typically because specified
users, groups, or containers do not exist in the target portal’s
identity vault).

If you chose not to import security settings, then this access level
is applied to all pages and portlets that are imported.
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Setting What to do

Import group settings? (If you chose to import security settings) Select one of the
following:

* Yes — If you want to import the default container page and
default shared page assignments that the Portal Data
Export ZIP file specifies for groups. Make sure that the
groups involved exist in the target portal’s identity vault;
assignments for missing groups will fail to be imported.

* No — If you want to ignore the default page assignments
that the Portal Data Export ZIP file specifies for groups.

Import Container Pages Follow the onscreen instructions to select the pages and portlets
that you want to import from the Portal Data Export ZIP file to the
Import Shared Pages target portal.

Import Portlets
NOTE: Some portlets that you have not selected for import

might still be imported. If you import a page that contains a
portlet, but do not select that portlet for import, the portlet is still
imported (to ensure that a runtime error does not occur for the
imported page).

Please map the portlet Use the Archive and Local dropdown menus to map the portlet

application names... Archive/ application names in the archive (Portal Data Export ZIP file) to

Local existing portlet applications on the local (target) application
server.

When you’re ready to begin the import, click the Import Portal Data button.
When the import completes, the Portal Data Import Results panel displays:

€3 Import Export Tools - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help 0

I} T
<::| v L\;> K @ (X ] @ | httpefpeour.applicationservername. goeshere: 8080/ IDMjportalfcni AdminContainerPage/DatalmportResult

Novelle Identity Manager

Welcome, Admin Ao . N
Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet Admin Partal Security Logging Caching, Tools
Import Export Toolks & Portal Data Import Results
Portal Data Export To view the import results, click the tuistie for each category.
Portal Data Impart 5l Container pages import result

4 container pages hawe been imported successfully
The following 4 container pages have been imported successfulty
Admin Container Page
DefaultContainerPage
GuestContainerPage
fampleContainerPage
& Shared pages import result
22 shared pages have been imported successfully
& Portlets import result
&7 portlets have been imported successfully
E Group Settings import result
2 group settings hawe been imported successfully

Dane
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Unsuccessful imports display in red. To troubleshoot import (or export) problems, look at your
application server’s system console or log file (such as jboss/server/IDM/log/server.log) for
messages from the following user application log:

com.novell _.afw.portal .util
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Portlet Reference

These chapters tell you how to configure the identity and system portlets used in the Identity
Manager user interface.

» Chapter 15, “About Portlets,” on page 227
Chapter 16, “Create Portlet Reference,” on page 231

Chapter 17, “Detail Portlet Reference,” on page 237
Chapter 18, “Org Chart Portlet Reference,” on page 251
Chapter 19, “Password Management Portlets Reference,” on page 267

Chapter 20, “Search List Portlet Reference,” on page 281
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About Portlets

This chapter provides information about the portlets used in the Identity Manager user application.
Topics include:

 Section 15.1, “Accessory portlets,” on page 227

Section 15.2, “Admin portlets,” on page 227

Section 15.3, “Identity portlets,” on page 228

Section 15.4, “Password portlets,” on page 228

Section 15.5, “System portlets,” on page 229

For more information about managing portlets, see Chapter 9, “Portlet Administration,” on
page 171.

15.1 Accessory portlets

Accessory portlets provide a diverse set of functions that you can add to your Identity Manager user
application. Accessory portlets provide e-mail, file system and other functions. For more

information:

Portlet Category For more information

E-mail See the Identity Manager Accessory Portlet Administration
) Guide

File System

Miscellaneous

15.2 Admin portlets

The portlets in the Admin category are used to control the layout and contents of the user interface.

NOTE: It is recommended that you do not use or modify these portlets. They provide framework
services to the user application.

The Admin portlets include:

Portlet Name Description
Header Portlet Displays the header information and top-level tab controls for the user
interface.

There are no preferences for this portlet.

Shared Page Navigation Displays a menu containing the Identity Manager user application
shared pages.

Preferences define what is displayed, and how it is displayed.

See Section 15.2.1, “Shared Page Navigation portlet,” on page 228.
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15.2.1 Shared Page Navigation portlet

The Shared Page Navigation portlet generates links to the Identity Manager user application’s
shared pages. Preference settings define the shared page links that are displayed. Preferences

include:

Preference What to specify

sharedpages-sorting The order in which the shared pages are displayed within a
category: Ascending/Descending.

sharedpages-sortmode How to sort the shared pages: Alphabetical or Priority.

sharedpages-category Specify one or more of the shared pages categories.
The category name displays as a header with all of the shared
pages in that category displayed as links. If a category does not
contain any shared pages, then it does not display. If the shared
page is not in a category then it displays as uncategorized.

guest-category Specify a category whose portlets you want to display in the portal

landing page. It must be a pre-existing category and the pages
contained in this category must not have any ACL read
constraints.

15.3 ldentity portlets

The Identity portlets are used by the Identity Self-Service tab of the Identity Manager user
application. They include:

Portlet Name Description

Create Provides a wizard-based interface that enables users to create objects in the
identity vault.

See Chapter 16, “Create Portlet Reference,” on page 231.
Detail Lets users display and manipulate an entity’s attribute data.
See Chapter 17, “Detail Portlet Reference,” on page 237.

Org Chart Lets users view and browse the hierarchical relationships between objects in
the identity vault.

See Chapter 18, “Org Chart Portlet Reference,” on page 251.
Search List Allows users to search for objects in the identity vault.

See Chapter 20, “Search List Portlet Reference,” on page 281.

15.4 Password portlets

The password portlets provide the password self-service functionality to the Identity Manager user
application. They include:

228 Identity Manager User Application: Administration Guide



Portlet name For more information

IDM Challenge Response See Chapter 19, “Password Management Portlets Reference,”

on page 267
IDM Change Password

IDM Forgot Password
IDM Hint Definition

IDM Login

15.5 System portlets

The system portlets provide services to the Identity Manager user application.

NOTE: It is recommended that you do not use or modify portlets in this category.

The system portlets include:

Portlet Name Description

Portal Page Controller Displays the shared page that the user has currently selected via the
Shared Page Navigation portlet.

There are no preferences for this portlet.
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Create Portlet Reference

This chapter tells you how to use the Create portlet in your Identity Manager user application.
Topics include:

* Section 16.1, “About the Create portlet,” on page 231
* Section 16.2, “Configuring the Create Portlet,” on page 232
 Section 16.3, “Setting Create Preferences,” on page 234

16.1 About the Create portlet

The Create portlet provides an easy-to-use wizard that allows users to create identity vault objects of
different types. Portlet preferences control:

» The types of objects that the user can create.
 The attributes that the user can supply.

For more information, see Section 16.3, “Setting Create Preferences,” on page 234.

The default configuration of the Create portlet (which is accessed via the Create User or Group
action of the Identity Manager user application) allows users to create a User, a Group, or a Task
Group. This portlet is restricted, by default, to the User Application Administrator. The following
example shows how the default Create portlet wizard prompts the user to:

« Select the type of object to create:

Novelle Identity Manager

ficlcome cdnin |dentity Self-Service Requests & Approvals Administration Logout  Help h
Information Management P

Group Devices OrgChart Sncate ? -0
Groups select an object to create

Device CrgChart

Organization Chart Qbject bype:

My Profile >

Continue
Directory Search

Pazsweord flvanagement P
Password Challenge Response
Paszword Hint Definition
Change Password

Directory Management A

Create User or Group

 Populate the object’s attributes:
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% —
- ; =
Novelle Identity Manager - - - “‘t Friday, Detober 7, 2005 N e

-

Welcome, Admin | Identity Self-Sendce || Requests & Approvals | Administration | | Llogout || Help |

Information Management
i Create 7
Group Devices OrgChart UL r -0

Groups saet attributes for this User

Device OraChart * - indicates required.

Organization Chart

iy Profile
Directory Search On=ctil:g | |
3
Password Management Container:' | |@ IE‘
Password Challenge Response
Password Hint Definition Ol e Bl =
Change Password b
Directory Manage ment First Name:* | |
Create User or Group
Last Hame:* | |
Title: [ |
Department: | | —
Region: | |

» Prompt for a password, when required by the object type:

“?_ - — @
Novelle Identity Manager - - | - “' Friday, Dctober 7, 2005 N

- -
Welcome, Admin | Identity Self-Senvce [ Requests & Approvals I Administration L i logout J Heln'

Information Management

Create ?
Group Devices OrgChart blemis T -0

Groups Create Password

Device OreChart

Organization Chart b mword: l:l

- =

Directary Search
Back Cortinue

Password Management
Paszword Challenge Response
Password Hint Definition
Change Password

Directory Management

Create User or Group

If a password policy is assigned, then any custom policy messages are displayed by this portlet.

Provide an informational message when the object is successfully created, that links to the
Detail portlet for that object (assuming the Detail portlet is likewise configured) for further
editing.

16.2 Configuring the Create Portlet

To configure the Create portlet, you’ll:

Step Task Description
1 Decide if the default Create User or If it does then you do not need to take any further
Group feature meets your needs action.

If it does not then you need to complete the remaining
steps.
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Step

Task

Description

Define the types of objects that you
want to allow users to create

Determine how you want users to
access this new portlet

Specify the users that have access to
the page and the portlet instance

Set preferences for the portlet

Test

Establish the proper effective rights in
eDirectory for your end users

Add the objects and attributes to the directory
abstraction layer.

For more information, see Chapter 4, “Configuring the
Directory Abstraction Layer,” on page 75

Do you want users to launch this portlet from an
existing or a new page? Which users can access the
portlet and the page?

For more information about pages, see Chapter 7,
“Page Administration,” on page 131.

Edit the page security and add the users to the list.
For more information on restricting user access to
pages, see Chapter 7, “Page Administration,” on
page 131.

Edit the portlet instance to change security. For more
information on restricting user access to portlets, see
Chapter 9, “Portlet Administration,” on page 171.

Preferences let you define:

» What objects users can create.
» What attributes to supply during the create.

For more information, see Section 16.3, “Setting
Create Preferences,” on page 234.

Verify that the objects are created and that the
attributes are populated properly.

To create an object, the user will need to be Trustee of
the organizational unit and the organization in which
the object is created.

16.2.1 Directory abstraction layer setup

Obijects that can be created and attributes that can be populated by users of the Create portlet must be

defined in the directory abstraction layer as follows:
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Definition Type Property Value

entity create Selected
view Selected

If not selected, the entity will not display in the list of
entities that can be created.

Container for Create Specify a valid identity vault container.

If a valid container is not supplied the root container
specified during the user application installation is used.

Password Selected, if the entity type requires a password on create.

Anyone who has access to Create and has Trustee rights
to the OU can create users and assign the initial
password. When the new user first logs in, they are
redirected to the IDM Change Password portlet where
they'll modify the initial password.

For more information on the IDM Change Password
portlet, see Chapter 19, “Password Management Portlets
Reference,” on page 267.

attribute enabled Selected

viewable If enabled or viewable are not selected (false), the
attribute cannot be used by the portlet.

For more information on setting up the abstraction layer, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

16.3 Setting Create Preferences

You can configure the types of objects that a user is allowed to create and the attributes that they are
allowed or required to provide by setting preferences.

The Create portlet’s preferences are contained in a single custom preferences page. When you open
it, the individual Create preferences display:
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CONTENT PREFERENCES

Howvell
Identity
Manager

Modify Content Preferences for this Registration instance (Create)

Entity Create
Create Virtual Entity complex preference
Create
Summary
|Entity Definition Llzer
Pattributes
First Mame
LastMame
Title
Department
Region
Email
Manager
Telephaone Mumber
| Entity Definition Group
|Attributes
1 Description
|Entity Definition Task Graup
JAttributes

=eturn to List Yiew

The preferences are described below (or you can click the Descriptions button to display online help

for this portlet).

Preference

Descripti

on

Entity Definition

The name of the object type to create.

This represents the beginning of an entity definition block in which you define

how the portlet will handle the create operation.

To restrict objects:

Obijects listed in the complex preferences are displayed to the user in a
dropdown. To restrict the objects that users can create, remove them from

this preference sheet via the delete button.

To add other entities:

Click Add Entity Definition and complete the wizard.
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Preference Description

Attributes Controls the attributes that the user is prompted to populate. You must
include all of the object’s required attributes otherwise the actual create of
the object will fail. In addition, the preferences will not save properly if you
are missing a required attribute.

To add or remove an attribute:

¢ Click the Modify Attributes button.

« To add an attribute, select it (from the list of Available attributes). You
can multi-select attributes by using the CTRL or Shift keys.

¢ Click the arrow to move it to the Selected list. Do the reverse to remove
an attribute.

« To reorder the attributes list, click the up and down arrows to the right of
the Selected list. Click Submit.
Attributes and data types:

The attribute’s data type affects the way it is displayed. For example, if an
attribute is defined as a Local or Global list subtype, then it displays in a
listbox.

For more information, see Section 4.3, “Working with entities and attributes,”
on page 86.

Completing the preferences panel To verify that you’ve submitted valid entries, click Submit. If an
entry is invalid, you’ll see an error message displayed at the top of the preferences page. Click
Return to List View once you are able to click Submit and no errors occur. You must click Save
Preferences when you’ve returned to List View.
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Detail Portlet Reference

This chapter tells you about the Detail portlet which lets users display and manipulate an entity’s
attribute data. It is the basis for the My Profile action in the Identity Manager user application’s
Identity Self-Service tab. Topics include:

 Section 17.1, “About the Detail portlet,” on page 237

 Section 17.2, “Prerequisites,” on page 245

« Section 17.5, “Setting Preferences,” on page 248

17.1 About the Detail portlet

The Detail portlet provides users with a detailed view of an entity’s attributes and their values. The
portlet has two modes: display and edit. When accessing the Detail portlet, users can take advantage
of its built-in capabilities to work with this information, including:

 Section 17.1.1, “Displaying entity data,” on page 237

Section 17.1.2, “Editing entity data,” on page 241

Section 17.1.3, “Emailing entity data,” on page 244 (display mode only)

Section 17.1.4, “Linking to an organization chart,” on page 244

Section 17.1.5, “Linking to details of other entities,” on page 244 (display mode only)

Section 17.1.6, “Printing entity data,” on page 245 (display mode only)

17.1.1 Displaying entity data
When accessed, the Detail portlet displays attribute data about a selected entity, such as a user or

group. For example, here’s what the Detail portlet might display when user Bill Brown views his
own information:
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Detail T Bl [

Bill Brown
= V4 Edit Your Information

@Send Identity Infa

G Display Organization Chart

First tame: Eill

Last Mame: Erawun

Title: System Administrator
Department: it

Region: Martheast

Email: test@novel.com
Manager: Terry Melon
Telephone Mumber: (BRA) RRE-122R

User images By default, the Detail portlet is configured to include the User Photo attribute.
However, if your identity vault does not include this attribute or it is not populated, a default image
is displayed at runtime. If you store your user images in a different location, you can configure the
portlet to display them instead.

For more information, see “Dynamically loading images” on page 241.

Determining which attributes display
The Detail portlet displays only those attributes that:
« Your directory abstraction layer data definitions make available for viewing
For more information on VDD configuration, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

* Are specified in the Detail preferences

To learn about specifying which attributes display in the Detail portlet, see Section 17.5,
“Setting Preferences,” on page 248.

 The current user has rights to view

For instance, managers with rights to the salary attribute will see that data, but other users
won’t.

For more information, see Section 17.2.2, “Assigning rights to entities,” on page 246.
« Are currently populated with a value

Determining how attributes display

When displaying attributes, Detail formats the data as text, except in the following cases:
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Format specification in abstraction layer
definition

How it displays

Format: emalil
Format:

e groupwise-im

e aol-im

» yahoo-im
Data type: Binary

Format: image

Data type: Boolean

Multivalue: Selected

Control type:DNLookup

Control type:

» Local List
* Global List

As a mail-to link

As an icon that initiates a chat and adds that user

As a button and link to view the image

As disabled radio buttons indicating true or false

The buttons display without indicating a default value
because the attribute is not actually created for the user
until a value is specified.

As a repeating set of controls for editing, adding, and
removing individual attribute values (in the form of a
comma-separated list)

As a link

In the example above, a link (Terry Mellon) displays to
access the Detail data of Bill Brown’s manager.

As the display-label rather than the actual (key) value

For example, the EmployeeType attribute displays Full
Time instead of the actual value Ft.

Determining what the heading area displays

You can lay out the heading area of the Detail portlet using standard HTML features:

Detail

Bill Brown

f Edit vour Infarmation

B erg Identity Info

=
]

-

EE Cisplay Organization Chart

The Detail preferences provide an HTML Layout Editor that you can use to create the look and

content you want:
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MNovel
Identity
CONTENT PREFERENCES Manager

Modify Content Preferences for this Registration instance (Detail)

Entity Detail

Entity Detail Complex Preference

Edit HTML Layout

MNorrmal ~ || Font | Size v | Keywords w
Bl UEESZEEE —O
PYIASETH Fud o

$[[FirstName]] $[[LastName]]
B[[UserPhoto]]

[J wview Sourcs

E =)

Eeturn to List View

Using the HTML Layout Editor

The HTML Layout Editor provides the typical features of an HTML editor for defining text
formatting and lists, and specifying anchors and images, and so on.

Keywords When designing your layout, you can use the Keywords dropdown to insert variables
within the heading area of the Detail portlet to be replaced at runtime with specific attribute values.
You can also type them using this syntax:

$[[keyword]]

Where keyword is the value of an attribute such as LastName.

You can concatenate attributes using this syntax:

$[[keyword+keyword]]

For example:

$[[FirstName+LastName]]

You can concatenate as many attributes as you want and can also include quoted strings like this:
$[[keyword+’sample text”+keyword]]

This will render the values of the keywords and the quoted text.

NOTE: When a keyword is mistyped in a layout, it will be rendered as-is at runtime (including the
$[D-
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Dynamically loading images To display images, such as user photos, that are stored in your
identity vault, you can add the attribute name using the HTML Layout Editor. For example, adding
the User Photo attribute to the displays the user’s photo. If you store images outside the identity
vault, you’ll need to use the IMG: tag (from the View Source mode of the HTML Editor) as follows:

1 Go to the portlet’s preferences and access the HTML Editor.
2 Click View Source.

3 Use the IMG: tag to combine a location, an attribute key, and a file extension using a syntax
like this:

$[[IMG:"URL” + attribute-key-name + Ffileextension”]]

The following example shows the syntax you’d use if you stored employee photos as JPG images by
Last Name in the /images subdirectory of your application server:

$[LIMG:"http://myhost:8080/images/"+LastName+"_jpg"1]
At runtime, the portlet concatenates the URL with the LastName attribute and the file extension .jpg.

Note that the HTML Editor supports a flexible syntax. It supports any combination of text and
attributes so that the syntax is:

$[L[IMG:"some text” + attribute-key-name + ...]]

17.1.2 Editing entity data

The Detail portlet automatically provides an Edit link (such as Edit Your Information or Edit User or
Edit Device) to switch from display mode to edit mode. This enables users with appropriate rights
for the current entity to change its attribute values and save those changes.

For example, here’s what Detail might display when user Bill Brown (who has the necessary rights)
edits his own information:
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Detail P Bl o]

Edit User

* - indicates required.

Hide Attribute Value
First Mame:* Bill
Lazt Mame:* Brown
Title: System Administrator
Department: it
Region: Mortheast
Email: testE@novell.com
Manager: E
.
raup:
[%]
Teleph Mumb
elephone Mumber:
(555) 555-1225 [x]
Freferred Locale: (none selected) »
O User Photo: eu:lit ar view image
Admin Manager: Otrue ® false
Direct Report:
Trec pores; E
% | F

e

NOTE: For Boolean attributes, when both radio buttons are unselected it means that the attribute
does not exist for the user. Checking the true or false radio button will both create the attribute for
the user and set its value.

Determining which attributes display
In edit mode, the Detail portlet displays only those attributes that:
* Your directory abstraction layer data definitions make available for viewing

For more information on data definitions, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.
 The current user has rights to view

For instance, managers with rights to the salary attribute will see that data, but other users
won’t.
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For more information, see Section 17.2.2, “Assigning rights to entities,” on page 246.

An attribute must meet all of the above criteria in order to display in edit mode.

Determining how attributes display

In edit mode, Detail formats each editable attribute as a text box, except in the following cases:

Attribute type specification (in VDD files) How it displays

Data type: Binary As a button and link to the Entity Image Upload portlet for

] viewing, updating, or adding the image
Format: image

Data type: Boolean As radio buttons indicating true or false
hide:Selected As a check box labeled Hide
multivalue=Selected As a set of controls for editing, adding, and removing

attribute values

Control type: DNLookup As a button to launch the Param List portlet for searching
and selecting a DN

Control type: As a dropdown list (allowing multiple selections if applicable)

* Local list
* Global list

Attributes that can’t be edited (either by definition or due to inadequate user rights) display as
disabled or read only.

Validating changes

During editing, data validation is automatically performed for the following attribute type
specifications:

» Format: email
+ Data type: Integer
 Control type: Range
When using a control type of local or global list, it is possible for the displayed list to include values

that are outside of an attribute’s specified bounds. But such values will be flagged as out-of-range,
and validation will prevent them from being submitted.

Defining a Default My Profile Entity

When defining an entity in the directory abstraction layer, you can specify a value for Default
MyProfile Entity (in the Configuration element of the directory abstraction layer editor) to specify
that another entity definition is to be used for editing. When switching from display mode to edit
mode, the Detail portlet always checks whether this element is specified, then uses the appropriate
entity definition to present the attributes.

For example, suppose the entity definition for Student includes user as the value for Default My
Profile Entity. In this case, display mode will use the Student entity definition, but edit mode will
use the user entity definition.
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17.1.3 Emailing entity data

The Detail portlet automatically provides a link named Send Identity Info. Users can click it to email
the URL of the current entity’s Detail to one or more other users. By emailing the Detail URL rather
than the actual information, security is maintained (because anyone receiving the URL will need
appropriate authority to use it).

17.1.4 Linking to an organization chart

The Detail portlet automatically provides a link named Display Organization Chart. Users can click
it to display the Org Chart portlet for the current entity.

For example, if you’re viewing Detail for user Bill Brown, clicking this link displays:
Org Chart 7?7 &

- Lookup

Bill Brown
Systemn Administrator

For more information on the Org Chart portlet, see Chapter 18, “Org Chart Portlet Reference,” on
page 251.

17.1.5 Linking to details of other entities

When configuring the Detail portlet, you may want to enable users to link to related entities from the
current one. You can do that by including attributes that are defined (in your directory abstraction
layer) with the control type DNLookup.

When the Manager attribute is displayed in a user’s Detail, it appears as a link. Clicking that link
displays Detail for the Manager.

244 |dentity Manager User Application: Administration Guide



23 Detail - Microsoft Internet Explorer,

Detail

Terry Mellon

First Mame:
Last hame:
Title:
Department:
Region:
Email:
Manager:

Telephone Mumber:

/ Edit User
MSend ldentity Info

E Dizplay Organization Chart

Terry

Mellon

WP, Infarmation Systems
it

Mortheast
test@novel, com

Chip Mano

(BB} BEE-1222

EE®

T8 _ 0

For more information on the directory abstraction layer, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

To learn about specifying which attributes display in the Detail portlet, see Section 17.5, “Setting
Preferences,” on page 248.

17.1.6 Printing entity data

By default, the display settings for the Detail portlet enable the Print option on the portlet’s title bar.
If you keep Print enabled, users can click it to display a printer-friendly version of the Detail

content:

To change this or other settings for the Detail portlet, use the Administration tab to update the Portlet

Registration for DetailPortlet (on the Portlet Administration page).

For more information, see Chapter 9, “Portlet Administration,” on page 171.

17.2 Prerequisites

Before you start using the Detail portlet, you need to know about:

« Section 17.2.1, “Configuring the directory abstraction layer,” on page 246
 Section 17.2.2, “Assigning rights to entities,” on page 246
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17.2.1 Configuring the directory abstraction layer

The Detail portlet depends on directory abstraction layer definitions in a variety of ways.
Instructions on how to configure your abstraction layer data definitions to support specific Detail
portlet features are provided in the following sections of this chapter:

 Section 17.1.1, “Displaying entity data,” on page 237

 Section 17.1.2, “Editing entity data,” on page 241

« Section 17.4, “Using Detail on a page,” on page 248

For more information on configuration, see Chapter 4, “Configuring the Directory Abstraction
Layer,” on page 75.

17.2.2 Assigning rights to entities

In order to access an entity and its attributes in the Detail portlet, users must have the appropriate
rights assigned in eDirectory:

To do this A user needs this right
Display an attribute Read
Edit an attribute Write

You can assign rights by specifying that a user is a trustee of an object (entity). Then you can specify
which rights to assign for which attributes.

17.3 Launching Detail from other portlets

A common use of the Detail portlet is to launch it after selecting an entity from one of the other
identity portlets. You can launch Detail:

e Section 17.3.1, “From the Search List portlet,” on page 246
 Section 17.3.2, “From the Org Chart portlet,” on page 247

17.3.1 From the Search List portlet

In the Search List portlet, users can click an entity row in the search results to display Detail for that
entity. For example, clicking the Bill Brown row in the following list will display the Detail portlet
with his attribute data:
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Novelle Identity Manager

N

‘Welcome, Bill Identity Self-Service Reguests & Approvals Logout Help

Information Manage ment &

?
Organization Chart Seanehulish 7a8-0
My Profile search Results

- Directory Search . ‘
Uze the tabs below for different views of your result set,
Password Manage ment ]

Password Challenge Response User: First Mame starts with b)

Password Hint Definition Sorted by: Last Name
Total Matches: &
Change Password

|dentity Location Organization
First Name Last Hame Title Email Telephone Number
Bill Bender Technical Account Manager 4 (555) 555-1320
Bill Brown Swstem Administrator B4 (555) 5A5-1225
Bill Burke Sales Manager, Central Ed (555) 555-1210
Bob Jenner Account Executive &4 (595) 555-1314
Brad Jones hcocount Executive | (565) 555-1313

1-6o0f6

@ My Saved Searches @ Sawe Search Export Results Rewise Search Mew Search

For more information on the Search List portlet, see Chapter 20, “Search List Portlet Reference,” on
page 281.

17.3.2 From the Org Chart portlet

In the Org Chart portlet, users can click the Identity Actions icon for an entity and then select Show
Info to display details for that entity. For example, clicking Show Info for Bill Brown in the
following organization chart will display the Detail portlet with his attribute data:

Novells Identity Manager
Welcome, Bill N

|dentity Self-Service Requests & Approvals Logout  Help
Infarmation Management #
+ Drganization Chart QoeaChant *Pe8_08
vy Profile 8
s Loakup

Directory Search
Paszword fanagement &

Password Challenge Response
Abby Spencer
Sr. System Administratar

Password Hint Definition
Change Password
Directory Management R

Terry Mellon
Create User or Group v
WP, Information Systems

Bill Brown
System Administrator

For more information on the Org Chart portlet, see Chapter 18, “Org Chart Portlet Reference,” on
page 251.
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17.4 Using Detail on a page

If you want to provide users with self service for displaying and possibly editing their own attribute
data, you can add the Detail portlet to a shared page. When used on a shared, the Detail portlet
automatically accesses the data of the current user (or other default entity).

For example, user Bill Brown can log in and go to the following personal page to maintain his own
information via the Detail portlet:

Novelle Identity Manager

Welcome, Bill

N

Identity Self-Service Reguests & dpprovals Logout  Help

Information danagement F3

i 2
Organization Chart LERETT O O o)
+ My Profile Bill Brown L
. # Edit vour Infarmation

Directory Search

Password Manazement - ‘ESend |dentity Info

Password Challenge Response =
Display Organization Chart

Passward Hint Definition

Change Password

First Mame: Bill

Directory Manszement -3
Last Mame: Brown

Create User or Group
Title: System Administrator
Department: it
Region: MNortheast
Email: test@novell.com
Manager: Terry elon
Telephone Mumber: (555) B55-1225
Login Time - Date Only: 11407 /2005

To determine which entity definition the Detail portlet is to use in this scenario (where it’s accessed
on a page, not launched by another portlet), you specify the Default *‘My Profile” Entity setting in the
Configuration element of the directory abstraction layer.

17.5 Setting Preferences

You set preferences to define contents and appearance of the Detail portlet. The way you use the
Detail portlet determines where you set its preferences:

To learn about accessing portlet preferences from a shared or container page, see Chapter 7, “Page
Administration,” on page 131.

To learn about accessing portlet preferences for a portlet registration see Chapter 9, “Portlet
Administration,” on page 171.

17.5.1 About the preferences

The Detail preferences are all contained under a single Detail Complex Preference:
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<3 http:/inewman. galab.wal. novell.com: 8080, - PortletPreferenceSheet - Microsoft Internet Explorer

File Edit View Favorites Tools Help "(.
Movells
Identity
CONTENT PREFERENCES Manager

Modify Content Preferences for this Registration instance [Detail)

Entity Detail

Read
Preference Preference Value Req. Hide
only
Entity Detail Complex  VWigw /Edit Custom Preference |:| |:|
Preference:
save Preferences ] ’ Cancel ] [ Descriptions
&] #® Internet

When you open this complex preference, the individual Detail preferences are presented:

Ve
Identity
Manager

CONTENT PREFERENCES

fhodify Content Preferences for this Registration instance (Detail]

Entity Detail

Entity Detail Complex Preference

DetailPrefPortlet =
Summary
Entity Definition User

| el

Wttributes to display as a list

First hame

Last Name

Email

Region

Telephone Mumber

Department

Manager

Cost Center

Groupwize [l

Yahoo I

AOL 1A

Certification/Education

Product Skills

fssigned Devices

HTML Layout <STROMG=S[[Firsthame]] S[[LastMame]]</STROMG= <BR=5[[UserPhoto]]
Enable edit entity @trua Ofa\se ~

Return to List Wiew

=

These preferences apply only to display mode (not edit mode). They include the following:
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Preference Details

Entity Definition Specifies the attribute list and HTML layout to display when Detail
is used for a particular entity type (such as User, Device, or
Group).

You can click Add Entity Definition to specify Detail support for
additional entity types.

Attributes to display as a list Specifies which attributes of the selected entity you want the
portlet to display. These attributes will be listed in the order you
choose.

A button is provided to let you add or remove attributes as needed.

HTML Layout Provides a button to open the HTML Layout Editor, where you can
design the heading area that the Detail portlet is to display for the
selected entity.

For details, see “Determining what the heading area displays” on
page 239.
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Org Chart Portlet Reference

This chapter tells you how to modify existing or add new org chart features to your Identity Manager
user application. Topics include:

* Section 18.1, “About Org Chart,” on page 251

 Section 18.2, “Configuring the Org Chart portlet,” on page 253

 Section 18.2.2, “Setting Org Chart Preferences,” on page 254

18.1 About Org Chart

The Org Chart portlet allows end users to view and browse a graphical representation of the
hierarchical relationships between objects in the identity vault. For example, you can define Org
Chart portlets that show the hierarchy of:

» An organization (such as employees and managers)

» A group’s membership (such as all of the employees in a group)

 Devices assigned to a user (such as cell phones and laptops)
The default configuration of the Identity Manager user application Identity Self-Service tab includes
an Organization Chart action. This action is an Org Chart portlet configured to show relationships

among user objects in the identity vault. The following example shows how the default Org Chart
portlet renders this relationship (using sample data).

Novelles Identity Manager

i e 5 fidmi N
et i Identity Self-Sendce Requests & Approvals Administration Logout  Help
Information Managzement 3
?
+ Organization Chart Qoeglhanl ra&_8
Ay Profile Q
e Lookup

Directory Search

Password Management #

Password Challenge Response

Password Hint Definition Chip Nano

Chiet Information Officer
Change Password § [
- x

Directory Management e

Create User or Group

Anthony Palani
Chief Operating Officer

Jack Miller
President, CED

Timothy Swan
Directar, Marketing, Yice

President

Built-in links The Org Chart portlet includes these built-in links.
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Link Description

Allows the user to navigate to the next upper level. This is only available when viewing a
relationship where the parent and child entities are the same.

= Launches the Detail portlet.

This built-in link is configurable via the org chart layout preferences described in “Org
chart layout preferences” on page 258

Displays a list of org charts. Lets users choose an org chart to view.

&
This list of org charts is dynamic. It displays other org charts that share the same parent
entity type. For example, if you are viewing a manager/employee org chart (the parent
entity is user) and you click this icon, then the list of org charts you can view will only
contain relationships where the parent entity is also user.
This built-in link is configurable via the org chart layout preferences described in “Org
chart layout preferences” on page 258
" Launches an email tool to:
:I
« Send the identity details of the currently selected user
» Compose an emalil
This built-in link is configurable via the org chart layout preferences described in “Org
chart layout preferences” on page 258
. The Lookup Link allows users to perform entity searches. The searches result in the
% Lookup found entity becoming the top node of the chart displayed.

Lets users drill down to the next level.

For more information about adding and restricting the built-in links on your org charts, see “Org
chart layout preferences” on page 258.

18.1.1 About Org Chart Relationships

The Org Chart portlet displays relationships that are defined in the directory abstraction layer. The
following relationships are available after the Identity Manager user application is installed.

» Group’s membership
» Manager-Employee
« User Groups

To learn more about creating or modifying Org Chart relationships, see Chapter 4, “Configuring the
Directory Abstraction Layer,” on page 75.
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NOTE: Dynamic groups are not fully supported by the org chart portlet. You cannot define a
dynamic group as the Parent entity of a relationship, but you can define a dynamic group as the child
entity in a relationship.

18.1.2 About Org Chart display

By default, the org chart displays within the portlet’s frame in an area defined by the Portlet Width
and Portlet Height preferences. If the contents require more than the defined area, the portlet borders
will expand and the page height and width will do so as well. Users can get a fully displayed org
chart by clicking the maximize icon available through the portlet’s title bar. (The org chart is
displayed in fully maximized mode, by default, when launched from the Detail portlet.)

User images By default, the org chart layout for the User object includes the User Photo attribute.
However, if your identity vault does not include this attribute or it is not populated, the org chart
ignores this attribute at runtime. If you store your photos in a different location, you can configure
the org chart to display those photos instead.

For more information, see Section 18.2.3, “Dynamically loading images,” on page 264.

18.2 Configuring the Org Chart portlet

To configure the org chart portlet you’ll need to:

Step Task Description
1 Define the relationship that you want to You can use one of the predefined relationships that
display are installed with the Identity Manager user

application, or you can create your own.

For more information about defining a relationship,
see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

2 Verify that the entities and attributes that For more information about defining a relationship,
you want to use in the relationship are see Section 18.2.1, “Directory abstraction layer
available in the directory abstraction layer  setup,” on page 254.

3 Determine where you want to display this Do you want to create a new page for launching the
relationship org chart? Or, do you want to launch it from the
Detail portlet or from another org chart?

For more information about creating pages and
adding portlets to those pages, see Chapter 7,
“Page Administration,” on page 131.

4 Set preferences for the portlet Preferences let you define:

« Which attributes to display
« How to display them (their HTML layout)

For more information, see Section 18.2.2, “Setting
Org Chart Preferences,” on page 254.

5 Test Test the relationship definitions and layout
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Step Task Description

6 Set eDirectory rights and establish any Effective rights—To display attributes defined by the
indexes needed to enhance performance  portlet, users must have Read rights to the attributes.

Performance enhancement—The performance of the
org chart display can be enhanced by adding an
eDirectory value index to the relationship’s child
attribute because the child attribute is used to do an
LDAP search.

18.2.1 Directory abstraction layer setup

The entities and attributes displayed within an Org Chart must be defined in the directory abstraction
layer. The following table shows the attributes and properties that you must set for each entity and
attribute displayed in an Org Chart.

Definition type Setting Value

entity view Selected (true)

attribute read Selected (true)
search Selected (true)

Lookup Link requirements The Lookup Link allows users to navigate the org chart by performing
searches for other objects of the same type as the Parent Entity key. It requires that the parent entity
key have at least one attribute with the require and search access properties set to true (selected in
the directory abstraction layer editor). If not, the Lookup Link’s Object Lookup dialog cannot be
populated and it displays an empty dialog.

For more information on entity and attribute configuration, see Chapter 4, “Configuring the
Directory Abstraction Layer,” on page 75.

18.2.2 Setting Org Chart Preferences

You define two types of preferences:

e “Org Chart relationship preferences” on page 254

» “Org chart layout preferences” on page 258

Org Chart relationship preferences

The Org Chart relationship preferences are contained in a single preferences page.
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Movells -

Identity
CONTENT PREFERENCES Manager
Modify Content Preferences for thiz Registration instance [Org Chart)
Entity Crg Chart
Read
Preference Preference Value Req. i Hide
only
Reszet Presentation Layouts:  View Edit Custom Preference D D
Reset Relationship Key: |user2users | Cietail F F
Resst Parent Entity Key: |S{Userf1d} | Dietail F F
Reset Default depth: |1 | Dietail F F
Rezet Maximum Depth: |1D | Detail F F
Reset Partlet Width: |?no | Detail F F
Reset Partlet Height: |4nu | Detail E E
Rezet Show Scrolbars: O True @ False Detail F O
Reset OrgChart Skin: |Business Card v Detail | F
Choices
Walue Display
Card Business Ca| Ins Del ¥
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MewBleu |True Blus  |Ins Del S
Add
Connect wires to @ True OFaIse Detail |:| |:|
items:
Menu Timeaut: |4DDD | Detail F F
Tree Presentatian: |4 | Ins  Del Detail [l F
Add
Leaf Prezsentation: | wertical List of Lines w Detail Ll O
Choices
Walue Drizplay
0 Wertical List Inz Del
1 Wertical List) Inz Del
e
s
idd
Minimun ftem width: |220 | Dietail F O
Minimum item height: |1DD | Dietail O O
Multi-valued , | Dietail [l [
Separator:
Save Preferences ] ’ Cancel ] ’ Descriptions —
v
Preference What to do
Presentation Layouts Click View/Edit Custom Preferences to access the layout
preferences. They are described in “Org chart layout
preferences” on page 258.
Relationship Key Type the relationship key. This value must correspond to one of

the relationship keys specified in directory abstraction layer.

256 Identity Manager User Application: Administration Guide



Preference

What to do

Parent Entity Key

Default depth

Maximum Depth

OrgChart Skin

Connect wires to items

Menu Timeout

Type the DN of the entity representing the root node of the org
chart you want to display, or to display the current user’s org
chart, type ${User/id}. (The ${User/id} parameter resolves to
the current user's DN.)

This value must be within the nodes specified by the search-
root property in the directory abstraction layer or the LDAP
search fails.

Here are some examples of valid DNs (using sample data):

« To display the user2users Relationship Key with the
employee named Jack Miller as the root of the org chart,
you'd specify:

cn=jmiller,ou=users,ou=sample,o=novell

« To display the group2users Relationship Key with the
Accounting group as the root node, you'd specify:

cn=Accounting,ou=groups,ou=sample,o=novel
|

Specifies the depth of the org chart when first displayed.

¢ 0—Show only the root
¢ 1—Show the root and its children

e 2—Show the root, its children, and grandchildren

and so on. If this value is incremented to a value higher than
Maximum depth (below), then the Maximum Depth value takes
precedence.

Defines the maximum depth the user can drill down in an org
chart. This is not the same as the ability to navigate through an
org chart which is restricted by effective rights.

Business Card
eGuide
Novell.com
Wired

True Blue

Specifies whether the org chart cards are connected by wires.
False means not connected.

Number of milliseconds before the current displayed menu (for
the built-in links) disappears.
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Preference

What to do

Tree Presentation

Leaf Presentation

Minimum item width
Minimum item Height

Separator for multi-valued attributes

Defines the OrgChart orientation, distribution and appearance
per level of depth.

The n first values will define orientation, distribution and
appearance for the levels from 0 to n-1. The last value is used
over and over for level of depths greater than n-1. Values must
be between 0 and 5.

Values are:

0: Place card above a vertical list of items

1: Line above a vertical list of items

2: Place card above a horizontal list of items
3: Line above a horizontal list of items

4: Place card before a vertical list of items
5: Line before a vertical list of items

Defines the OrgChart orientation, distribution and appearance
for the highest depth of one OrgChart branch

This value should equal to round(‘item min height' * 1.618)
This value should equal to round(‘item min width' / 1.618)

The character used as a separator for attributes with more than
one value.

Org chart layout preferences

The Org Chart Layout preferences let you define the HTML layout for the display of the org chart
entries. You can use the HTML editor of your choice for more precise editing. See “To use an

external editor” on page 264.
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CONTENT PREFERENCES

Howvell
Identity
Manager

Modify Content Preferences for this Registration instance (Orz Chart)

Entity Org Chart

Presentation Lavouts

Org Chart
Summary
'Entity Definition Uszer Ead
PHTHL Layout for business cards ﬁ

$[[FirstName]]

$[[LastMame]]

F[[Title]]

$[[UserPhoto])

$[@InfoBtn]]

$[@OCBN]]

FE@MaiIBn])

PHTML Layout for simple display

Feturn to | ist Wiew

F[[FirstHama]] H[[LastHame]] - H[[Title]]

HTML Layout for business cards—The default layout.
HTML Layout for simple display—The layout displayed when the tree presentation preference is set

to 1.

HTML Editor You access the HTML editor by clicking the edit button. The HTML editor looks

like this:
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Mavell

Identity
CONTENT PREFEREMCES Manager

Modify Content Preferences for thiz Regizstration instance [(Org Chart)

Entity Org Chart

Presentation Layouts

Org Chart
Edit HTML Layout

| Harmal vHFont V||Size V||Keywords w
BIlyuEsEssEEE — 0O
PO EETS Fd » o

§[[FirstName]]
$[[LastName]]
F[[Title]]
$[[UserPhoto])
F{[@InfoBtn]]
H@OCEM]]
$[[E@maiIBn])

[ view Source

Return to List Wiew

Using the HTML Editor

The HTML Editor provides a WYSIWYG interface for defining the layout of the leaves of the org
chart. It provides the typical features of an HTML editor for defining text formatting and lists, and
specifying anchors and images, and so on. Use the Keywords dropdown to place attributes,
commands, and navigation URLs within the layout area. When you choose a keyword from the
dropdown, it is inserted with the proper syntax, but you can also add HTML within the layout area.

Keywords When designing your layout, you can use the Keywords dropdown to insert variables to
be replaced at runtime with specific attribute values. Or you can type references to them using this
syntax:

$[[keyword]]
Where keyword is the value of an entity attribute such as LastName.

You can concatenate attributes using this syntax:

$[ [keyword+keyword]]

For example:
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$[[FirstName+LastName]]

You can concatenate as many attributes as you want and can also include quoted strings like this:

$[[keyword+”sample text’+keyword]]

This will render the values of the keywords and the quoted text.

NOTE: When a keyword is mistyped in a layout, it will be rendered as-is in the org chart (including
the $[[1]).

HTML Editor Features and Keyword usage To use the HTML Editor features and Keywords
dropdown list:

Feature Tip
Insert Link button To insert a link:
In Mozilla:

1. Highlight the text you want to hyperlink and click Insert Link.
2. Type the URL and click Create Link.
3. Save the preferences.

In IE:

1. Click Insert Link.
2. Type the URL in the popup window.

3. Highlight the text you want to hyperlink, and click Create Link (in the
popup window).

4. Save the preferences.

NOTE: If your image or URL is located in the the upper-left quadrant of the
HTML Editor, the popup window will overlap it. Since the popup cannot be

moved, you'll have to create the text you want elsewhere in the editor and

cut and paste it to the correct location.
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Feature Tip

Add Image button In Mozilla:

1. Place mouse focus where you want to insert an image, and click Add
Image.
2. Type the URL and text then click Create Image in the popup window.

3. Save the preferences.
In 1E:

1. Click Add Image.

2. Type the URL and text in the popup window, then place mouse focus
where you want to insert an image, and click Create Image in the popup
window.

3. Save the preferences.

NOTE: If your image or URL is located in the the upper-left quadrant of the
HTML Editor, the popup window will overlap it. Since the popup cannot be
moved, you'll have to create the text you want elsewhere in the editor and
cut and paste it to the correct location.

Keyword Dropdown: These are the set of attributes that are available for this entity.

Attributes

Keyword Dropdown: These commands allow the Org Chart portlet to launch other identity portlets
Commands or built-in features such as IM or email tools.

¢ IM Action button—Creates a button to send IMs
¢ Mail Action button—Creates a button to send emails

¢ Org Chart Action button—Creates a button to switch to another
relationship, with the selected entity instance being the parent

 Info Action button—Launches the Detail portlet

For examples of the buttons that are generated, see “Built-in links” on
page 251.
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Feature

Tip

URLs

OrgChart Navigation URL Link—Lets you specify an URL or entity attribute
that will display as a link. When the user clicks the link, the Org Chart portlet
redisplays with the clicked entity becoming the root node.

Restriction:

This is only valid when the Parent and Child entities in a relationship are of
the same object type. For example, in the Manager-Employee relationship,
both are users.

Usage Tips:
To use this keyword, you must:

1. Click View Source.

2. Type the @NavUrl keyword using this syntax:

<a href="javascript:$[[@NavUrl]] ">someText</a>

where someText is the link to display at runtime or an entity attribute. In the
following example, Click here becomes a clickable link.

<a href="javascript:$[[@NavUrl]]">Click here</a>

In this example, the FirstName attribute becomes the clickable link:

<a href="javascript:$[[@NavUrl]]">$[[FirstName]]</
a>

Usage Restriction:

With Internet Explorer, you cannot use this following syntax.

<a href="$[[@NavUrl]]"">someText</a>

During a save operation Internet Explorer adds:

http://context before $[[@Navurl]]

This means that

<a href="$[[@NavUrl]]"'>someText</a>

becomes
<a href="http://localhost/.../

$[[@NavUrl]]"">someText</a>

and this will not display correctly at runtime.
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Feature Tip

Org Chart Navigation Click Link—Use this keyword for an onClick event.
(Enables only the org chart portlet area to be refreshed rather than the
whole page.)

Usage Tips:
To use this keyword, you must:

1. Click View Source.
2. Type the @NavClick keyword using this syntax:

<A href="javascript:return false;"
onClick="$[[@NavClick]]">$[[SomeAttribute]]</A>

where SomeAttribute is an entity attribute that becomes a clickable link.

The "javascript:return false;" is required. Omitting it will cause an error.

To save the layouts you define, click Submit.

To use an external editor You can use an HTML external editor by:

1 Creating the HTML source for the entity attributes, commands, and keywords using HTML
Layout Editor available in the preferences.

2 Copying the HTML source to the editor of your choice.
3 Making the changes that you want.

4 Copying the HTML source back to the HTML Layout Editor preference when you are done
editing it.

18.2.3 Dynamically loading images

To display images, such as user photos, that are stored in your identity vault, you can add the
attribute name to the business card. For example, adding the User Photo attribute to the business
card layout displays the user’s photo.

If you store images outside the identity vault, you’ll need to use the IMG: tag within the View Source
mode of the HTML Editor as follows:

1 Go to the Org Chart portlet’s preferences and access the HTML Editor.
2 Click View Source.

3 Use the IMG: tag to combine a location, an attribute key, and a file extension using a syntax
like this:

$[LIMG:"URL” + attribute-key-name + fileextension’]]
The following example shows the syntax you’d use if you stored employee photos as JPG images by

Last Name in the /images subdirectory of your application server:

$[LIMG:"http://myhost:8080/images/ " +LastName+".jpg']]

264 Identity Manager User Application: Administration Guide



At runtime, the org chart concatenates the URL with the LastName attribute and the file extension
Jpg.

Note that the HTML Editor supports a flexible syntax. It supports any combination of text and
attributes so that the syntax is:

$[LIMG:"some text” + attribute-key-name + ...]]
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Password Management Portlets
Reference

This chapter tells you how to add password self-service and user authentication features to your
Identity Manager user application. Topics include:

 Section 19.1, “Preparing for password management,” on page 267

Section 19.2, “About the password portlets,” on page 270
Section 19.3, “IDM Login Portlet,” on page 271

Section 19.4, “IDM Challenge Response portlet,” on page 273
Section 19.5, “IDM Hint Definition portlet,” on page 274
Section 19.6, “IDM Change password portlet,” on page 276

Section 19.7, “IDM Forgot Password portlet,” on page 278

19.1 Preparing for password management

To get ready to support password self-service and user authentication in an Identity Manager user
application, you need to know the following:

« Section 19.1.1, “About password management features,” on page 267

 Section 19.1.2, “Required setup in eDirectory,” on page 267

19.1.1 About password management features

The password management features supported by an Identity Manager user application encompass
user authentication and password self-service. When you put these features into use, they enable
your application to:

» Prompt for login information (user name and password) to authenticate against Novell
eDirectory
* Provide users with password change self-service

« Provide users with forgotten password self-service (including prompting for challenge
responses, displaying a password hint, or allowing a password change, as needed)

« Provide users with challenge question self-service
* Provide users with password hint self-service

19.1.2 Required setup in eDirectory

Before you can use most of the password self-service and user authentication features, you need to
do the following in eDirectory:

« Enable Universal Password
« Create one or more password policies
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« Assign the appropriate password policies to users

A password policy is a collection of administrator-defined rules that specify the criteria for creating
and replacing user passwords. Novell Identity Manager takes advantage of NMAS (Novell Modular
Authentication Service) to enforce password policies that you assign to users in eDirectory.

You can use Novell iManager to perform the required setup steps. For example, here’s how someone

defined the DocumentationPassword Policy in iManager.

Novells iManager
ADMIH

Collection Cwner Access

) o EEEE|

N

@] Roles and Tasks

Password Policy: Documentation.Password Policies. Security

|AII Categories

NMAS
HNovell Certificate Access
Hovell Certificate Server

Partition and Replica
Manage ment

=l Passwords

Check Password Status

Challenge Sets

Password Policies

Passward Synchronization

Wiew Policy Assignments

Set Universal Password

Email Server Cptions

Edit Email Templates

PBX

Provisioning Request
Configuration

=

Rights
Role-Based Entitlements
Schema

SecretStore

Smart Card Login

Your policy has the following settings:

Last Modified: 9/25/05

Password Policy Summary

Name Documentation

Description

Universal Password

Options Enable Universal Password true
Enable the Advanced Password Rules true
Remove the NDS password when setting Universal false

Password
Synchronize NDS password when setting Universal true

Password
Syrnchronize Simple Password when setting Universal false

Password
wynchronize Distribution Password when setting Universal true

Password
b Allow user agent to retrieve password true
YWerify whether existing passwords comply with the false

oK | Cancel | Apply |

v

|

=

This password policy specifies:

 Universal Password settings
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Novells Manager T8 . T =i ™GO
~oE == Gl

Collection Owner Access

@] Roles and Tasks Password Policy: Documentation.Password Policies. Security

|AII Categories

Policy Summary SUGEETIERUEIGE Forgotten Password | Policy Assignment |
NMAS Advanced Password Rules |

Novell Certificate Access

A
Novell Certificate Server Advanced Password Rules ¥
Partition and Replica Add  Description Walue
Hansche Change Password
=l Passwords -
] &llow user to initiate password change
Check Pazsword Status P g
Challenge sets Require unique passwords H
Password Policies
Bas= b nC o2 S Hoi) [ Limit the number of passwords to store in the history list (1-255) l:l Password(s)
Wiew Policy Assignments
set Universal Password Limit the number of days to store a password in the history list /0- Day(s)
Email Server Options 365)
Edit Email Templates Password Lifetime
X [ Mumber of days before password can be changed (0-365) l:l Day(s)
Provisioning Request
Configuration Number of days before password expires {0-365) Day (=)
Rights O Limit the number of grace logins allowed (0-254) l:l Atternpt(s)
Role-Based Entitlements b Password Length
feheua Z1 dkdrdrmim rioenhor af charactare in naccwned 71 5151 A haractare

=

SecretStore
oK | Cancel | Apply |

Smart Card | osin S

« Settings to deal with forgotten-password situations

Novellg iManager

ADMIN /"lgl@ u@lﬁ“ﬂl@ @

Collection Cwner Access

@] Roles and Tasks Password Policy: Documentation.Password Policies, Security

|AII Categories V|

Policy Summary | Universal Password ST CH RS UG Policy Assignment |

HMAS B

Hovell Certificate Access

Novell Certificate Server Select an action for a forgotten password request. The most secure method of user verification is to use 2
challenge sets, which require a user to answer a set of questions to prove his or her identity.
Partition and Replica : . . .
AR B Alternatively, wou may select an action that occurs without the user answering a challenge set.,
El Passwords
P e Enable Forgotten Password
Challenge Sets Challenge Set
Password Policies [“IRequire a challenge set
Pazzword Synchronization
wiew Policy Assignments |Documentatmn Challenge Set w
set Universal Password
T B Use the Challenge Sets tazk to add a new Challenge Set to your list,
Email Server Options =hatenge a8ts
CHICIEE K TR L LTS
Edit Email Templates Action
E3 ;
B LG Choose an action:
HrevEioning Renuest 3 Allow user ta reset passward (Requives challenge set and Universal Password optfons)
Configuration
3 O E-mail current password to user (Requires challenge set and Universal Password
o
Rhts options)
Role-Based Entitlements b ©  E-mail hint to user
:
) e @ Show hint on page b

SecretStore
oK | Cancel | Apply |

Smart Card Lozin 4

« Assignments that apply the policy to specific users
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HEEELER &

(@] Roles and Tasks Password Policy: Documentation.Password Policies. Security

‘AH Categories V| . .
2 Policy Summary | Universal Password | Forgotten Password Policy Assignment |I|
MMAS B lI‘

Hovell Certificate Access

Mowell Certificate Server You can assign this policy to multiple individuals, organizations or to an entire company, To assign a
policy, type in & value and press the Enter key or search for the object in the tree. To remove an
assignment, select an item in the list and press the Delete key on vour keyboard or click the Remove
button below the list.

Novells iManager

..-f-‘:-_. 3
ADMIN /—IEI

Collection Owner Access

Partition and Replica
Manage ment

=l Passwords

Check Password Status Assign to:

Challenge Sets

Password Policies

Password Synchronization ablake.ugers.idmsample-jklobucher.novell
T —— bbender. users.idmsample-doc.novell

Mew Pohcy Assignments

R chano.users.idmsample-doc.novell

Email Server Options
Edit Email Templates

PBX
Provisioning Request
Configuration
Rights — Remove |

Role-Based Entitlements H

Schema

SecretStore
(o] § | Cancel | Apply |

Smart Card Login b

For more information on setting up Universal Password and password policies in eDirectory, see the
Novell Identity Manager Administration Guide (http://www.novell.com/documentation/dirxmI20/
index.html).

19.2 About the password portlets

To implement password self-service and user authentication features in your Identity Manager user
application, you’ll use the following portlets:

Portlet Description

Section 19.3, “IDM Login Portlet,” The IDM Login provides robust user authentication supported by

on page 271 Identity Manager (through Universal Password, password policies,
and NMAS). The IDM Login portlet redirects to the other password
portlets as needed during the login process.

Section 19.4, “IDM Challenge This self-service portlet lets users:

Response portlet,” on page 273 ) o )
« Set up the valid responses to administrator-defined challenge

questions, and set up user-defined challenge questions and
responses

¢ Change the valid responses to administrator-defined challenge
questions, and change user-defined challenge questions and
responses

Section 19.5, “IDM Hint Definition  This self-service portlet lets the user set up or change their
portlet,” on page 274 password hint (which may be displayed or emailed as a clue in
forgotten password situations).

270 Identity Manager User Application: Administration Guide


http://www.novell.com/documentation/dirxml20/index.html

Portlet

Description

Section 19.6, “IDM Change
password portlet,” on page 276

Section 19.7, “IDM Forgot
Password portlet,” on page 278

This self-service portlet lets the user change (reset) their Universal
Password, according to the assigned password policy. It uses that

policy to display the rules that the new password must conform to.

If Universal Password is not enabled, this portlet changes the user’s
eDirectory (simple) password, as permitted in the user's Password

Restrictions.

This self-service portlet uses challenge/response authentication to

let the user get information about their password (from NMAS). The

result, which depends on the assigned password policy, may

include:

« Displaying the user’s password hint on the screen

« Emailing the hint to the user

* Emailing the password to the user

* Prompting the user to reset (change) the password

19.2.1 Password self-service portlet modes

The password self-service portlets (IDM Challenge Response, IDM Hint Definition, and IDM
Change Password) operate in two modes:

Mode

Description

Runtime behavior

Standalone mode

Delegation mode

Portlets run standalone on shared
pages.

Portlets are displayed on a page as
a result of a validation check during
login.

If portlet runs successfully, it
displays a success message with a
link to perform the operation again.

If portlet is unsuccessful, it displays
an error message in the existing
form.

If portlet runs successfully, user is
redirected to a new portlet or to the
user application main page. No
success message is displayed.

If portlet is unsuccessful, it displays
an error message in the existing
form.

19.3 IDM Login Portlet

The IDM Login portlet performs a very robust user authentication supported by Identity Manager
(through Universal Password, password policies, and NMAS). The IDM Login portlet redirects to
the other password portlets as needed during the login process.
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Novelle

Identity Manager

Username: Passward:

=+ Forgot Password?

N ...Login

19.3.1 Requirements

The IDM Login portlet has the following requirements:

Topic Requirements

Password policy This portlet does not require a password policy, unless you want to use
advanced password rules or let users click the Forgot Password link.

Universal Password This portlet does not require Universal Password to be enabled, unless
you want to use a password policy with advanced password rules.

SSL This portlet uses SSL, so make sure that your application server is
properly configured to support SSL connections to your LDAP realm.

19.3.2 Usage

To use the IDM Login portlet, you need to know about the following:
» “How IDM Login redirects to other portlets” on page 272
* “Using grace logins” on page 273

How IDM Login redirects to other portlets

At runtime, the IDM Login portlet redirects to other password portlets depending on what’s needed
to complete the login process. For example:

If the user IDM Login redirects to

Clicks the Forgot Password link Section 19.7, “IDM Forgot Password portlet,” on
page 278

Needs to set up challenge questions and Section 19.4, “IDM Challenge Response portlet,”

responses on page 273

Needs to set up their password hint Section 19.5, “IDM Hint Definition portlet,” on
page 274
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If the user IDM Login redirects to

Needs to reset an invalid password Section 19.6, “IDM Change password portlet,” on
page 276

Using grace logins

If you use a grace login, the IDM Login portlet displays a warning message that asks you to change
your password and indicates the number of grace logins that remain. If you are on your last login,
the IDM Login portlet redirects you to the IDM Change Password portlet.

19.4 IDM Challenge Response portlet

This self-service portlet lets users:

* Set up the valid responses to administrator-defined challenge questions, and set up user-defined
challenge questions and responses

» Change the valid responses to administrator-defined challenge questions, and change user-
defined challenge questions and responses

IDM Challenge Response P P

Challenge Response

These questions are assigned to your password policy. For all Admin-Defined Questions, provide a response. For all User-
Defined Questions, create your own question and provide a response.

Admin Defined Challenge Questions

Question: \What is your mother's maiden name?
Response:

Question: \What is your childhood pet's name?
Response:

User Defined Challenge Questions

Questian:

Response:

19.4.1 Requirements

The IDM Challenge Response portlet has the following requirements:

Topic Requirements

Password policy This portlet requires a password policy with forgotten password
enabled and a challenge set.

Universal Password This portlet does not require Universal Password to be enabled.
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Topic Requirements

eDirectory configuration This portlet requires that you grant supervisor rights to the User
Application Administrator for the container in which the logged-in user
resides. Granting these privileges allows the user to write a challenge
response to the secret store.

For example, suppose the LDAP realm administrator is cn=admin,
ou=sample, n=novell and you log in as cn=userl, ou=testou, o=novell.
You need to assign cn=admin, ou=sample, n=novell as a trustee of
testou, and grant supervisor rights on [All attribute rights].

19.4.2 Usage

To use the IDM Challenge Response portlet, you need to know about the following:

e “How IDM Challenge Response is used during login” on page 274
« “How IDM Challenge Response is used in the user application” on page 274

How IDM Challenge Response is used during login

During the login process, the IDM Login Portlet (page 271) automatically redirects to the IDM
Challenge Response portlet whenever the user needs to set up challenge questions and responses
(for example, the first time a user attempts to log in to the application after an administrator assigns
the user to a password policy in iManager. The password policy must have forgotten password
enabled and include a challenge set).

How IDM Challenge Response is used in the user application

By default, the user application provides users with self service for changing challenge questions
and responses.

19.5 IDM Hint Definition portlet

This self-service portlet lets the user set up or change their password hint (which may be displayed
or emailed as a clue in forgotten password situations).
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Novelle Identity Manager

Welcome, Jack

|dentity Self-Service Requests & Approvals Logout

Infarmation Management o

i initi d
R - IDM Hint Definition LN |
Organization Chart Define Password Hint
Moy Profile
Directary Search Please enter a password hint to help you remember your password.
Password Management o
Passwiord Challenge Response Create a Password Hint

+ Password Hint Definition Username: jmiller
Password Hint: ‘
Change Pazzword
Directory Management P
Create User or Group

19.5.1 Requirements

The IDM Hint Definition portlet has the following requirements:

Topic Requirements

Password policy This portlet requires a password policy with forgotten password
enabled and a challenge set.

Universal Password This portlet does not require Universal Password to be enabled.

19.5.2 Usage

To use the IDM Hint Definition portlet, you need to know about the following:

* “How IDM Hint Definition is used during login” on page 275
« “Using IDM Hint Definition in the user application page” on page 275

How IDM Hint Definition is used during login

During the login process, the IDM Login Portlet (page 271) automatically redirects to the IDM Hint
Definition portlet whenever the user needs to set up their password hint (for example, the first time a
user attempts to log in to the application after an administrator assigns the user to a password policy
in iManager. The password policy will have forgotten password enabled and will have the action set
to Email hint to user or Show hint on page).

Using IDM Hint Definition in the user application page

By default, the user application provides users with self service for changing their password hint.
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19.6 IDM Change password portlet

This self-service portlet lets the user change (reset) their Universal Password, according to the
assigned password policy. It uses that policy to display the rules that the new password must
conform to.

If Universal Password is not enabled, this portlet changes the user’s eDirectory (simple) password,
as permitted in the user's Password Restrictions.

N

ldentity Self-Service Requests & &pprovals Administration Logout  Help
IDM Change Password o R o |

Change Password

Test Password Change Message

Your password must have the following properties:
e Minimum number of characters in password: 4
e« Mazimum number of characters in password: 12

You may use numbers in your password.
The password is case-sensitive.
You may use special characters in your password.

Forgotten.Rules.PasswordUniqueRequired

Old password: |
Mew password:

Retype password:

19.6.1 Requirements

The IDM Change Password portlet has the following requirements:

Topic Requirements

Directory Abstraction Layer configuration No directory abstraction layer configuration is required for
this portlet.

Password policy This portlet does not require a password policy, unless you
want to use advanced password rules (with Universal
Password enabled).
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Topic Requirements

Universal Password To use this portlet for a Universal Password, the setting
Allow user to initiate password change must be enabled in
the Advanced Password Rules of the user's assigned
password policy.

To use this portlet for an eDirectory (simple) password, the
setting Allow user to change password must be enabled in
the user’s Password Restrictions.

19.6.2 Usage

To use the IDM Change Password portlet, you need to know about the following:

» “How IDM Change Password is used during login” on page 277
e “Using IDM Change Password in the user application” on page 277

How IDM Change Password is used during login

During the login process, the IDM Login Portlet (page 271) automatically redirects to the IDM
Change Password portlet whenever the user needs to reset an invalid password (for example, the
first time a user attempts to log in to an application after an administrator implements a password
policy that requires users to reset their passwords).

The IDM Forgot Password portlet (page 278) also redirects to IDM Change Password automatically
if the user’s assigned password policy specifies reset password as the action for forgotten password
situations.

Using IDM Change Password in the user application

By default, the user application provides users with the password change self-service using the IDM
Change Password portlet. For example:
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Novellz |dentity Manager

Welcome, Admin

ldentity Self-Service Requestz & Approvals Adminiztration
Information Management 2
O Cle IDM Change Password P P
iy Profile Change Password
Directary Search
Pazsword flanazement 2
Paszwvord Challengze Response
Pazsword Hint Definition Old passward: || |

+ Change Password Mew password: | |

Directory Management 2 |

Retype password:

Create User or Group

19.7 IDM Forgot Password portlet

This self-service portlet uses challenge/response authentication to let the user get information about
their password. The result, which depends on the assigned password policy, may include:

« Displaying the user’s password hint on the screen
» Emailing the hint to the user

» Emailing the password to the user

» Prompting the user to reset (change) the password

IDM Forgot Password 7 (]

Forgotten Password

Ta help wou log in, wou must specify your username.

19.7.1 Requirements

The IDM Forgot Password portlet has the following requirements:

Topic Requirements

Password policy This portlet requires a password policy with forgotten password enabled
and a challenge set.
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Topic Requirements

Universal Password This portlet does not require Universal Password to be enabled (unless
you want to support the following forgotten password actions: reset
password or email password to user).

19.7.2 Usage

To use the IDM Forgot Password portlet, you need to know about the following:

» “How IDM Forgot Password is used during login” on page 279
 “Configuring your environment for email actions” on page 279
 “Preferences for IDM Forgot Password” on page 280

How IDM Forgot Password is used during login

During the login process, the IDM Login Portlet (page 271) redirects to the IDM Forgot Password
portlet if the user clicks the Forgot Password link. When IDM Forgot Password displays, it does the
following:

1 Prompts for username.

2 Redirects to the IDM Login Portlet (page 271) to perform challenge/response authentication
for that user.

3 Performs the forgotten password action specified in the authenticated user’s assigned password
policy. It does one of the following:
« Redirects to the IDM Change password portlet (page 276) so the user can reset their
password
< Emails the password or hint to the user
 Displays the hint

NOTE: The IDM Forgot Password portlet is not intended for stand-alone use. That means you
should not plan to add it to a shared page in the user application. Placing this portlet on a page
creates the potential security risk of persons changing the password on an unattended machine
without the user’s knowledge or permission.

Configuring your environment for email actions
If you want to support the forgotten password email actions, you need to make sure your email
notification server is set up properly:

1 Use a Web browser to access iManager on your eDirectory server and log in as an
administrator.

2 Go to Roles and Tasks>Passwords and select Email Server Options.
3 Specify the appropriate settings, then click OK.

The IDM Forgot Password portlet uses two email templates. In iManager you will find them in
Roles and Tasks>Passwords>Edit Email Templates. They are named:

 Password hint request
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* Your password request

You can change the content of these templates as needed for your application (but don’t change the
structure).

Preferences for IDM Forgot Password

The IDM Forgot Password portlet provides the following preferences:

Preference Details

login-sequence The NMAS login sequence to use. In this version, the portlet supports only
Challenge Response.

Idap-sslport The secure Idap port to use. The default is 636.

allow-wildcard Whether the user can type wildcards when entering the username. The
default is false.

encoding The character encoding to use. The default is utf-8.
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Search List Portlet Reference

This chapter describes how to set up and customize the Search List portlet for use with the Identity
Manager user application. Topics include:

* Section 20.1, “About Search List,” on page 281
* Section 20.2, “Configuring the Search List portlet,” on page 285

20.1 About Search List

The Search List portlet allows users to search and display the contents of the identity vault. It is the
basis for the Directory Search action of the Identity Manager user application Identity Self-Service
tab. The Directory Search action is configured to allow users to search for users, groups, and task
groups, but you can modify it to change the scope of searchable objects and attributes.

The following example shows how the Directory Search action allows users to define the search
criteria.

Novells Identity Manager

Welcome, Jack

Identity Self-Serdice Requests & Approvals Logout  Help
Information Managzement 3
Organization Chart Ssanchalizt re_ 8
fivy Profile Basic Search
+» Dnrectory Search
Passwiord Management e search for:
Pazzword Challenge Responze With this criteria:

Change Password

@ My Saved Searches @ Advanced Search

< | >
User interface element Description
Search for Users select the object type to search.

For more information on defining the contents of this list, see Section
20.2.2, “Setting Search List preferences,” on page 287.
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User interface element Description

With this criteria Users define the search criteria by selecting attributes and search
operators from the dropdown.

When the user selects Advanced Search, they are able to specify
multiple rows and multiple blocks of search criteria groupings that can be
made inclusive (AND) or exclusive (OR).

For more information on defining the searchable attributes, see Section
20.2.2, “Setting Search List preferences,” on page 287.

Search Runs the specified search criteria.

For more information on defining the default search, see Section 20.2.2,
“Setting Search List preferences,” on page 287.

My Saved Searches Allows the user to run, edit, or delete a select a previously saved search.

Saved Searches

Advanced Search Like the Search button, it lets the user add rows or blocks of search
criteria, but in an advanced search, they are able to specify multiple
7 rows and multiple blocks of search criteria groupings that can be made
inclusive (AND) or exclusive (OR).

Advanced Search
For more information on defining the searchable attributes, see Section
20.2.2, “Setting Search List preferences,” on page 287.

This example shows how the portlet displays (using sample data) after the search criteria First name
starts with A is entered:

Novelle Identity Manager

(i EmmE, s Identity Self-Servce Requests & Approvalks Logout  Help N
Infarmation Alanagement R

Organization Chart SsanchuLisl Ta-o
Ny Profile Search Results

+ Directory Search

Use the tabs below for different views of your result set.
Password Management F

Passward Challenge Response User: (First Mame starts with &)

Passwaord Hint Definition Sorted by: Last Mame
Total Matches: ¢

Identity Lacation Organization

Change Passwaord

First Hame Last Hame Title Email Telephone Number
Allison Blake Creative fssistant B4 (556) B5B-1222
Angie Chung WP, AziaPAC Sales &4 (ABA) B55-1208
Admin idmsample
Anthony Palani Chief Operating Officer ] [955) 555-1202
April Smith Account Exectuive B4 (555) B55-1312
Abby Spencer Sr. System ddministrator &d (5h5) BE6-1222
1-60fé
@ My Saved Searches @ Save Search @ Export Results @ Revize Search @ Meww Search

=1

You can configure the Search List portlet to use any of these features:
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User interface element Description

Identity, Location, Organization tabs Users click one of these tabs to see the results list displayed
in different ways.

For more information on formats, see Section 20.1.1, “About
results list display formats,” on page 283.

My Saved Searches Allows the user to select a previously saved search.

Saved Searches

Save Search Allows users to save search criteria and rerun the saved
searches as needed. The searches are saved to the

currently logged on user’s srvprvQueryList attribute.

Sawe Search

Export Results Lets users export the search results to a different format.

@ Export Results

Revise Search Lets users change the search criteria.
@ Rewize Search

New Search Lets the user define a new search.

Mew Search

By default, Search List also allows end users to:

 Print the search results
¢ Launch email from the results list
« Launch the Detail portlet from the results list

20.1.1 About results list display formats

You can define how data that is returned from the identity vault search is displayed to end users. The
data can be organized in one or more of these page types:

« ldentity Pages—Typically includes contact information, as shown here:
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Identity Manager

Welcome, Jack

|dentity Self-Serdce

Requests & Approvals Logout  Help
Information #anagement ~
i ?
Crganization Chart Ssanchilist T .- 0
ity Profile search Results
+ Directory Search x i
Use the tabs below for different views of vour result set,
Password Management F3
Password Challenge Response User: (First Name starts with a)
Password Hint Definition Sorted by: Last Nams
Total Matches: &
Change Paszward
Location Organization
First Name Last Name Title Email  Telephone Number
Allisan Blake Creative Assistant B4 (556) B56-1222
Angie Chung WP, AsiaPAC Sales &4 (555) B55-1208
Admin idmsample
Anthomy Palani Chief Operating Officer B4 (5bh) bhb-1202
April Smith #ccount Exectuive &4 (55h) BHB-1319
Abby Spencer Sr. System Administrator B4 (555) 6551222
1-dofa
My Saved Searches Export Results Rewise Search
< il ¥
=3

* Location Pages—Typically includes location information, as shown here:

Welcome, Jack

|dentity Self-Senice

Reguests & Approvals Logout  Help
Information MManagement F
i r'd
Organization Chart Seanchplist 748 _0
fivy Profile Search Results
+ DMrectory Search i B
Uze the tabs below for different views of vour result set,
Password Management F3
Password Challengs Response User: (First Name starts with a)
Password Hint Definition Sorted by: Region
Total Matches: 6
Change Password
Identity .ﬁm DOrganization
i Last Hame Region Email Telephone Humber
idmsample
Chung hsia B2 (555) 655-1208
Spencer Northeast [ (555) 555-1222
Allison Blake MNortheast B2 (555) 6551222
Anthony Palani MNortheast [ (555) B55-1202
Aprl Smith MNortheast (=] (555) 655-1319
1-60fé
My Saved Searches Save Search Export Results Rewise Search
< i} | >

 Organization Pages—Typically includes organization hierarchy information, as shown here:
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Novelle Identity Manager

Welcome, Jack

ldentity Self-Service Reguests & dpprovals Logout  Help
Information Management F-3
Organization Chart SsanchuList Ta8.-0o
My Profile Search Results

» Drectory Search , 3
Uze the tabs below for different wiews of your result set.
Password fManagement -
Password Challenze Response User: (First Name starts with a)

Password Hint Definition Sorted by: Department
Total Matches: 6

Identity Location w

Change Password

First Hame Last Mame Title Department Manager Ernail
Admin idmsample

Bbby Spencer 5 System Administrator it Terry Melon [
Anthony Palani Chief Operating Officer management Jack Miller B4
Allison Blake Creative Assistant marketing #Margo tackenzie [
fngie Chung WP, AsiaPAC Sales sales Kelly Kipatrick B4
fpril Smith Account Exectuive sales sally South [

1-60fé

@ My Saved Searches @ Save Search @ Export Results @ Rewise Ssarch lg et Search

You can define other result list formats using the portlet’s complex preferences. For example, if your
identity vault schema included information about employee skills or certifications, you could set up
a results list to display this information.

Depending on how you configure the portlet, end users are able to:

» Choose the types of identity vault objects to search (such as, users and groups)

« Specify the criteria that they want to search (such as, First name starts with, Last name
includes, and so on)

» Choose the display format that they want to view the search results
 Change the sort order

20.2 Configuring the Search List portlet

To configure the Search List portlet, you’ll follow a set of steps like these:

Step  Task Description

1 Define: You can use the predefined Directory Search action that
gets installed with the Identity Manager user application

* The entities and attributes you  as.js. You can modify it, or you can create your own.
will allow users to search

For more information, see Section 20.2.2, “Setting

« H ill display th It .
oW you witt display the results Search List preferences,” on page 287.

list

2 Verify that the set of entities and For more information, see Chapter 4, “Configuring the
attributes for searching are defined in  Directory Abstraction Layer,” on page 75.
the directory abstraction layer.
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Step Task Description

3 Determine how you want users to Do you want users to launch this portlet from an existing
access the portlet. or a new page?

For more information about pages, see Chapter 7, “Page
Administration,” on page 131.

4 Set preferences for the portlet Preferences for the search list portlet let you define:

« The attributes displayed for each results list format

« What results list display format a search will
produce

¢ The default sort order for the results list formats

For more information, see Section 20.2.2, “Setting
Search List preferences,” on page 287

5 Test your settings Verify that the results lists show the desired attributes.

6 Set eDirectory rights and establish any eDirectory rights:

indexes needed to enhance
performance To execute a search

* The user performing the search needs Browse
rights to any users or objects being searched.

To save a search (for non-Administrative users):

¢ Trustee of the organizational unit and the
organization where they will be executing the
search.

* User requires write, self, and supervisor rights.
Performance enhancement—The performance of the

search can be improved by adding an eDirectory value
index to the attribute on which the search is based.

For more information on defining different results list display formats, see Section 20.2.2, “Setting
Search List preferences,” on page 287.

20.2.1 Directory abstraction layer setup

The entities and attributes that can be selected from the search criteria dropdown and data returned
from the identity vault searches must be defined in the directory abstraction layer. The following
table shows the properties that you should set for the entities and attributes used by search list.

Definition type Setting Directory abstraction layer value

entity view Selected (true)
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Definition type Setting Directory abstraction layer value

attribute enable Selected (true)
search Selected (true)

When false, you cannot define a search on this attribute or
include it in a results list format

hide Unselected (false)

Any attribute where search is selected (true) must also have
hide set to unselected (false) because the Search List
portlet does not examine the value of the hide property
during the search (because it hinders performance).

Suppose that Userl sets the HomePhone attribute to
hide=true (in eDirectory). HomePhone is searchable so
Search List retrieves the record, but Search List does not
examine the values of the other attributes (because it would
impact performance). If another user searched on an exact
match for the HomePhone attribute, the hidden record
would be displayed in the results list.

Other Directory abstraction layer settings The directory abstraction layer data type, format type,
filters, and search scope will also impact the Search List portlet. The data type and format type affect
the appearance, the filter and search scope will affect how much data is returned.

For more information, see Section 4.3, “Working with entities and attributes,” on page 86.

20.2.2 Setting Search List preferences

You define two types of preferences:

« “Search preferences” on page 287
e “Results List format preferences” on page 289

Search preferences

The search preferences are contained in a single preference page:
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Search List

Preference

Default Mode:

Preference Value

My Sawed Searches

Choices

Walue Drizplay

MODE_SIMP |Baszic Searct| Ins Del

MODE_ADWa Adwanced 5S¢ Inz Del

MODE_SANE | My Saved Se| Ins Del

dd

Detail

Hide
only

O O

Pagination:

Detail

Resultz Limit:

Detail

Search and List
complex preference:

Wiew /Edit Custom Preference

The search preferences are defined below:
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Preference

What to do

Default Mode

Pagination

Results Limit

Search and List complex
preference

Specify how you want the portlet to display when a user first accesses it.
Values are:

Basic Search—Allows users to enter a single search criteria. For example:

First Name starts with A

Advanced search—Allows users to define multiple search criteria in one or
more search blocks. Users can use the and/or logical operators within the
search criteria or among the search blocks. For example, users can create a
search like this:

(First Name starts with A or First Name starts with
B) and (Region = Northeast or Region = Southeast)

OR

(First Name starts with A and Last Name starts with
B) or (First Name starts with B and Last Name
starts with A)

My Saved Searches—Displays a list of searches saved by the currently
logged in user. The searches are saved in the user’s srvprvQueryList
attribute.

NOTE: Users can access any of these modes at runtime by executing or
editing a search or clicking a button at the bottom of the portlet.

The maximum number of rows shown at a time.

The maximum number of matches returned by the search. If set to 0, then
the maximum defers to the directory abstraction layer setting.

Click to refine the:

« Entities to search

¢ Result set type

« Attributes to include in the pages and the order in which they appear
By default, any object listed in the directory abstraction layer with the
attribute view=true are included in the search. The entity’s attribute list is

derived from the attributes listed in the directory abstraction layer and whose
defined as enable=true.

Results List format preferences

The complex preferences page lets you define the entities to include in the search and how to format
the results list. The default preferences page looks like this:
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Identity
CONTENT PREFEREMCES Manager
Modify Content Preferences for thiz Registration instance (Search List)
Search List
Search and List complex preference
~
Search List =P
Summary
[Entity Definition User [%]
IShow Email as icon () true O false
[Result List Types detault +
Identity @ zort | %]
attributes First Name O
Last Name =) L
Title £y
Email O
Telephone Number @
Lacation () sort IE'
sttrioutes First Name *
Last Name )
Resion O]
Email O
Telephone Number P
QOrganization () sort E w

Fetirn ta ] ict Wiews

The complex preferences include:
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Preference

What to do

Entity Definition

Show email as Icon

Results List Types (default)

Results List display format block

Each object that is valid for searching (view=true) has a
corresponding Entity Definition block on this preferences page.
Use these preferences to:

 Define the objects included in the search.

* Modify the results list format definitions (such as adding and
removing the attributes that are displayed and their default
sort order).

* Remove any objects that you do not want included in the
search by clicking the delete button shown on the Entity
Definition line. This deletes the entire entity definition block.

You can add the object back to the search later by clicking Add
Entity Definition (located at the bottom of the page) and completing
the wizard selection panels.

TIP: If an object does not appear in this list, but is listed in the
directory abstraction layer, check the view modifier (on the entity
object). If set to false then the entity cannot be used by the identity
portlets.

When true and an Email attribute is specified in the results list, it
will display as an icon. When false the Email attribute displays the
full email address. The email attribute (whether text or icon) is a
clickable mailto: link.

Specifies the results list default format for the current entity. The
default is used only when a different format is not selected by the
current user.

Specifies the display format (such as Identity, Location, or
Organizational pages) and includes the set of attributes to include
for the type.

To remove a Results List Type:
 Click the delete button next to the Results List Type.

This deletes the page type and all of its associated attributes from
the search.

To add aresult set page:

 Click the expand button and select the result set format from
the list of choices.
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Preference What to do

Attributes Specifies the set of attributes that will be displayed for the
particular display format.

To add or remove an attribute:

 Click the modify attributes button.

« To add an attribute, select it (from the list of Available
attributes).

* Click the arrow to move it to the Selected list. Do the reverse
to remove an attribute from the Results List.

« To reorder the attributes list, click the up and down arrows to
the right of the selected list.

¢ Click Submit.

Attributes and data types—The attribute’s data type affects the way
it is displayed. For example, if an attribute is defined as a sub-type
of local list or global list then possible values are displayed in a
dropdown list box in the Basic or Advanced Search Criteria
screens. If the type is DN then a finder and history button are
displayed to allow users to select a value in the Basic or Advanced
Search Criteria screens, and the DN will be resolved to a user-
friendly display in the results list. The data type and sub-type also
restrict the comparison operator displayed for the user to ensure
that only valid comparisons are constructed.

For more information, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

Results List display format block The sort order for the Results List is based on this attribute. The
Sort default sort order only takes effect if the Result Set Type is not the
display format for the current user session.

Multi-valued attributes and single-valued attributes—The number of
records displayed in a results list will vary depending on whether
the sort attribute is single- or multi-valued. Sorting on multi-value
attributes will generally appear to result in more records although
the total number of matches remains the same. This is because
each value of a multi-valued attribute is shown on a line by itself.

Completing the preferences panel

To verify that you’ve submitted valid entries, click Submit. If an entry is invalid, you’ll see an error
message displayed at the top of the preferences page. Once you are able to resolve all of the errors,
click Return to List View, then click Save Preferences.
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Designing and Managing
Provisioning Requests

These chapters tell you how to use the features of the Provisioning Module of Identity Manager.

» Chapter 21, “Introduction to Workflow-Based Provisioning,” on page 295
» Chapter 22, “Configuring Provisioning Request Definitions,” on page 309
» Chapter 23, “Managing Provisioning Workflows,” on page 331
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Introduction to Workflow-Based
Provisioning

This chapter provides an overview of workflow-based provisioning. Topics include:

« Section 21.1, “About workflow-based provisioning,” on page 295
 Section 21.2, “Provisioning configuration and administration,” on page 304
« Section 21.3, “Provisioning security,” on page 305

21.1 About workflow-based provisioning

A key feature of Identity Manager is workflow-based provisioning, which is the process of
managing user access to secure resources in an organization. These resources may include digital
entities such as user accounts, computers, and databases. In this release, provisioned resources are
mapped to Identity Manager entitlements.

Identity Manager can service a wide range of provisioning requests. Provisioning requests are user
or system actions intended to grant or revoke access to organizational resources. They can be
initiated directly by the end user through the Identity Manager user application, or indirectly in
response to events occurring in the identity vault (eDirectory).

When a provisioning request requires permission from one or more individuals in an organization,
the request starts a workflow. The workflow coordinates the approvals needed to fulfill the request.
Some provisioning requests require approval from a single individual; others require approval from
several individuals. In some instances, a request can be fulfilled without any approvals.

Some workflows require that processing proceed in a sequential fashion, with each approval step
being performed sequentially. Other workflows provide support for parallel processing. When you
define a provisioning request, you specify whether you want the workflow to support sequential or
parallel processing.

Identity Manager provides a set of Web-based tools that the administrator can use to build
provisioning capabilities into the user application. These tools give you the ability to configure
provisioning requests and also manage workflows that are in process. To configure a provisioning
request, the administrator creates a provisioning request definition, which binds the resource to a
workflow.

21.1.1 High-level architecture

The following diagram shows the high-level architecture of the workflow-based provisioning
system included with Identity Manager:
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The sections below describe each component of this architecture.

Provisioning Web interface

The Identity Manager user application provides a Web interface through which end users submit
provisioning requests and manage these requests once they’ve been submitted. The user application
also provides the User Application Administrator or an Organizational Manager with the ability to
assign delegates and proxies for provisioning workflows.

TIP: The provisioning and workflow actions are available on the Requests & Approvals tab of the
Identity Manager user application.

For more information on delegates and proxies, see Section 21.3, “Provisioning security,” on
page 305. For complete details on working with the user application, see the Identity Manager User
Application: User Guide.

iManager Administration Tools

iManager provides plug-ins you can use to configure and manage provisioning requests and their
associated workflows.
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To configure a provisioning request, you bind it to a provisioned resource, specify the runtime
characteristics of the associated workflow, and enable it for use. Once a provisioning request has
been initiated, you can use iManager to view the status of the workflow process, reassign activities
within the workflow, or terminate the workflow in the event that it is stuck.

Identity Manager User Application Driver

In addition to supporting end user requests to provision resources, Identity Manager allows you to
initiate provisioning requests in response to events occurring in eDirectory. The Identity Manager
User Application Driver listens for events and responds by initiating the corresponding provisioning
requests. These requests may in turn initiate workflows to handle the approval process. For example,
if configured to do so, Identity Manager will support a scenario in which the addition of a new user
in eDirectory automatically kicks off a predesignated provisioning request and workflow.

Provisioning System

The Provisioning System performs all processing required to initiate and fulfill provisioning
requests. If a request requires one or more approvals, the Provisioning System in turn calls the
Workflow System to start the workflow process. Once the necessary approvals have been given, the
Provisioning System provisions the resource as requested.

The Provisioning System maintains information about available and outstanding provisioning
requests in the identity vault (eDirectory).

To initiate a request or perform the processing required to fulfill a request, the system accesses the
identity vault through the Directory Abstraction Layer.

For details on the Directory Abstraction Layer, see Chapter 4, “Configuring the Directory
Abstraction Layer,” on page 75.

Workflow System

When a provisioning request requires one or more approvals, the Workflow System coordinates the
approval process. During the course of processing, it interacts with these components:

» Workflow database

* Scripting engine

« Audit

e SMTP

* Security system

Workflow database

To track the state of workflows in process, the Workflow System stores information in a database.
This database maintains information about workflow process instances, work lists (queues), and
workflow addressees. In addition, it stores any comments added during the execution of a workflow
process.
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Scripting engine

The Workflow System calls the Scripting engine whenever a workflow includes a dynamic
expression that must be evaluated. Dynamic expressions can include variables, functions, and
operators, as well as references to entities in the Directory Abstraction Layer.

Novell Audit

To log information about the state of a workflow process, the Workflow System interacts with
Novell Audit. During the course of its processing, a workflow may log information about various
events that have occurred. Users can then use the Novell Audit reporting tools to look at logging
data.

For details on setting up logging, see Chapter 5, “Setting up Logging,” on page 115. For details on
controlling the levels of logging messages you want the Identity Manager user application to
generate, see Chapter 12, “Logging Configuration,” on page 201.

SMTP

A workflow process often sends e-mail notifications at various points in the course of its execution.
For example, an e-mail might be sent when a workflow activity is assigned to a new addressee.

An administrator can edit an e-mail template in iManager and then use this template in a workflow
process. At runtime, the Workflow System retrieves it from eDirectory and replaces tags with
dynamic text suitable for the notification.

E-mail notifications are handled through the Simple Mail Transfer Protocol (SMTP).

For basic setup steps required for e-mail notification, see Section 23.3, “Configuring the e-mail
server,” on page 339 and Section 23.4, “Working with the installed e-mail template,” on page 340.
For details on configuring e-mail notification for a workflow, see “Configuring the workflow
activities” on page 320.

Security
The Security system handles all aspects of security for a workflow-based provisioning application.

For more information on workflow security, see Section 21.3, “Provisioning security,” on page 305.

21.1.2 Provisioning and workflow example

Suppose a user needs an account on an IT system. To set up the account, the user initiates a request
through the Identity Manager user application. This request starts a workflow, which coordinates an
approval process. Once the necessary approvals have been granted, the request is fulfilled. There are
three basic steps in the process, as outlined below.

Step 1: Initiating the request

In the Identity Manager user application, the user browses a list of resources by category and selects
one to provision. In the identity vault, the provisioned resource selected is associated with a

provisioning request definition. The provisioning request definition is the most prominent object in a
provisioning system. It binds a provisioned resource to a workflow, and acts as the means by which
the workflow process is exposed to the end user. The provisioning request definition provides all the
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information required to display the initial request form to the user, and to start the flow that follows
the initial request.

In this example, the user selects the New Account resource. When the user initiates the request, the
Web application retrieves the initial request form and the description of the associated initial request
data from the Provisioning System, which gets these objects from the provisioning request
definition.

When a provisioning request is initiated, the Provisioning System tracks the initiator and the
recipient. The initiator is the person who made the request. The recipient is the person for whom the
request was made. In some situations, the initiator and the recipient may be the same individual.

Each provisioning request has an operation associated with it. The operation specifies whether the
user wants to grant or revoke the resource.

Step 2: Approving the request

Once the user has initiated a request, the Provisioning System starts the workflow process. The
workflow process coordinates the approvals. In this example, two levels of approvals are required,
one from the user’s manager, and a second from the manager’s supervisor. If approval is denied by
any user in a workflow, the flow terminates and the request is denied.

NOTE: Identity Manager ships with a set of provisioning request templates that support up to five
levels of workflow approval. In a follow-on release of Identity Manager, the Eclipse-based design
environment will provide tools that let you create your own custom workflow processes. For more
information on the templates that ship with this release, see Section 22.2, “Working with the
installed templates,” on page 310.

Workflows can process approvals in a sequential manner, or in a parallel manner. In a sequential
workflow, each approval task must be processed before the next approval task begins. In a parallel
workflow, users can work on the approval tasks simultaneously.

Sequential flow Here’s the basic design pattern of a sequential workflow with two approvals:
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Parallel flow Here’s the basic design pattern of a parallel workflow with two approvals:
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NOTE: The display labels (First approval, Second approval, and so on) can easily be changed to
suit your application requirements. For parallel flows, you may want to specify labels that do not
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imply sequential processing. For example, you might want to assign labels such as One of Three
Parallel Approvals, Two of Three Parallel Approvals, and so on.

The workflow definition is made up of these components

Process components Description

Activities An activity is an object that represents a task. An activity can present
information to the user and respond to user interactions, or perform
background functions that are not visible to the user.

In the workflow examples shown above, the activities are represented by
boxes.

In the Identity Manager user application, the user activities that handle the
approval process are referred to as tasks. An end user can see the list of
tasks in his/her queue by clicking My Tasks in the My Work group of actions.
To see which workflow activities have been processed for a particular task,
the user can select the task and click the View Comment History button on
the Task Detail form.

To see which workflow activities have been processed for a particular
provisioning request, the user can click My Requests, select the request,
and click the View Comment and Flow History button on the Request Detail
form.

For more information on the My Tasks and My Requests actions, see the
Identity Manager User Application: User Guide.

Links Links are what tie the activities in a workflow together. A link represents a
path to be followed between two activities.

An activity can have multiple incoming links and multiple outgoing links.
When an activity has more than one outgoing link, the link selected
depends on the outcome of the activity. The outcome is the end result of
processing performed by the activity. For example, a User activity may
have an outcome of approved or denied, depending on the action taken by
the user.

In the workflow examples shown above, the links are represented by
arrows.

Start activity The workflow process begins with the execution of the Start activity. This activity
initializes a work document using the initial request data. It also binds several system values such as
the initiator and recipient, so that these can be used in script expressions.

User activities After the Start activity finishes execution, the Workflow System forwards processing
to the first User activity in the flow. A User activity is an activity that supports user interactions. To
handle these interactions, the activity displays a form, which gives the user the ability to act on the
request. In the workflow examples shown above, First approval and Second approval
are examples of User activities. The display labels for User activities can be localized to satisfy
international requirements.

A User activity may support one or more of these actions:

e Claim
e Approve
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e Deny
* Refuse
 Reassign (available to Organizational Managers and User Application Administrators only)

NOTE: The fields and buttons on the form will vary depending on which resource is requested and
how the workflow is configured. The Refuse action, for example, is not supported by many of the
templates shipped with the product.

A User activity has five possible outcomes:

» Approved
 Denied
 Refused
e Error

» Timeout

NOTE: The Error and Timeout outcomes may occur without any action being taken by the user.

If the user approves the request, the workflow forwards control to the next activity in the flow. If no
further approvals are needed, the resource is provisioned. If the user denies the request, the work
item is forwarded to the next activity in the workflow and the request is denied. Alternatively, the
user can reassign the task (if he/she is an Organizational Manager or User Application
Administrator), which puts the work item in another user’s queue.

NOTE: The provisioning request templates that ship with the product are configured to terminate a
workflow process when a request is denied. When a request is denied, the workitem is forwarded to
the Finish activity, which terminates the flow.

The user to whom a User activity has been assigned is referred to as the addressee. The addressee
for an activity may be notified of the assigned task via e-mail. To perform the work associated with
the activity, the addressee can click the URL in the e-mail, find the task in the work list (queue), and
claim the task.

The addressee must respond to a User activity within a specified amount of time, or the activity
times out. Typically the timeout interval is expressed in hours or days, to allow the user sufficient
time to respond.

When an activity times out, the workflow process may try to complete the activity again, depending
on the retry count specified for the activity. In some situations, the workflow process may be
configured to escalate an activity that has timed out to another user. In this case, the activity is
reassigned to a new addressee (the user’s manager, for example) to give this user an opportunity to
finish the work of the activity. In the event that the last retry times out, the activity may be marked as
approved or denied, depending on how the workflow was configured.

Conditional activities During the course of execution, a workflow process may perform a test and
check the outcome to see what to do next. The Conditional activity provides this capability.
Conditional activities use a scripting expression to define the condition to evaluate. In the workflow
examples shown above, Approval Condition is an example of a Conditional activity.

Conditional activities support three possible outcomes:
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e True
» False
e Error

Branch and Merge activities In a workflow that supports parallel processing, the Branch activity
allows two users to act on different areas of the workitem in parallel. Once the users have completed
their work, the Merge activity synchronizes the incoming branches in the flow.

Provisioning activity The Provisioning activity fulfills the provisioning request. This activity is
executed only if all of the necessary approvals have given.

For details on the provisioning step, see “Step 3: Fulfilling the request” on page 304.

Finish activity The Finish activity is the final activity in a workflow. When all the activities in a
flow have been completed and the final result of the flow is available, the Finish activity can be
executed. The Workflow System can determine the final state of the process by examining the links
into the Finish activity. The overall flow state is approved when an approval link reaches the Finish
activity. If any other outcome (deny, timeout, or error) leads into the Finish activity, the overall flow
state is denied.

When a workflow process reaches the Finish activity with an approved state, the approval process is
complete, and the provisioning request can be fulfilled.

Step 3: Fulfilling the request

When a provisioning request has been approved, the Workflow System can begin the provisioning
step. At this point, control passes back to the Provisioning System.

To fulfill the provisioning request, the Provisioning System may execute an Identity Manager
entitlement or directly manipulate an eDirectory object and its attributes. During the provisioning
step, it creates any related objects and records the results of the provisioning action on the recipient,
as described in the provisioning data definition. Depending on whether the user requested a grant or
revoke operation, this may involve setting or removing the value of an attribute on the recipient, or
adding an item to or removing an item from a multi-valued attribute on the recipient. The attributes
involved are eDirectory attributes (possibly made available by adding an auxiliary class to the
recipient). The attribute values themselves may be simple or they may be of a complex type that
allows the Provisioning System to specify the value of internal sub-attributes.

21.2 Provisioning configuration and
administration

To configure a provisioning request definition, you use iManager to bind it to a provisioned
resource, specify the runtime characteristics of the associated workflow, and enable it for use.
Identity Manager ships with a set of predeployed provisioning request definitions and workflows.
You can use these as templates for building your own provisioning system. The installed templates
are easy to use and, yet, flexible enough to address the requirements of a wide range of business
environments. To set up your system, you define new objects based on the installed templates and
customize these objects to suit the needs of your organization.

Once a provisioning request definition has been configured, you can use iManager to view the status
of running workflow processes, reassign activities within the workflows, or terminate a workflow in
the event that it is stuck.
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For more information about using iManager for provisioning configuration and management, see
Chapter 22, “Configuring Provisioning Request Definitions,” on page 309 and Chapter 23,
“Managing Provisioning Workflows,” on page 331.

21.3 Provisioning security

When a user logs into the Identity Manager user application, the Security system authenticates that
user and sets access controls to protect provisioning and workflow objects from unauthorized use.
This ensures that the user sees only those provisioning request definitions to which he or she has
been granted access. In addition to performing authentication and authorization services for the user
application, the Security system manages proxy and delegate assignments.

» A delegate is a user authorized to perform work for another user. A delegate assignment applies
to a particular provisioning request definition.

» A proxy is a user authorized to perform any and all work for one or more users, groups, or
containers. Unlike delegate assignments, proxy assignments are independent of provisioning
request definitions, and therefore apply to all work and settings.

If logging is enabled, any actions taken by a proxy or delegate are logged along with actions taken
by other users. When an action is taken by a proxy or delegate, the log message clearly indicates that
the action was performed by a proxy or delegate for another user. In addition, each time a new proxy
or delegate assignment is defined, this event is logged as well.

If a provisioning request definition is configured to generate e-mail notifications, proxies as well as
addressees are notified by e-mail. Delegates are not included in e-mail notifications.

Workflow security roles The Security system recognizes the following security roles:
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Role Description Rights
User Application Locksmith user with full The User Application Administrator is permitted
Administrator administrative rights. to perform these tasks in iManager:
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« Configure provisioning requests

* Manage workflows already in process

The User Application Administrator is permitted
to perform these tasks within the user application:

* View and edit all tasks in all workflow
gueues.

» Define proxy and delegate assignments for
any user in the system.

« View hidden information (hidden attributes)
for any user in the system.

« Create Task Group Managers and assign
them to groups. The User Application
Administrator is the only user who can
create and assign Task Group Managers.

NOTE: The Administration tab of the Identity
Manager user application provides tools for
assigning rights to administer the user
application. To use this tab, you must first log on
as the user who was specified as the User
Application Administrator at installation time.

For details on using the security features of the
user application, see Chapter 11, “Security
Configuration,” on page 197.



Role Description

Rights

Organizational
Manager

Direct report supervisor for an
employee. Each user has only
one Organizational Manager.

TIP: The Organizational
Manager can also be thought
of as an administrative
manager.

Task Group
Manager

User given responsibility for a
set of tasks associated with a
task group. A task group is an
extension of the LDAP Group
object. Each task group can
have only one Task Group
Manager.

Task Group Managers are
assigned by the User
Application Administrator.

When a task is assigned to a

group, the srvrprvTaskManager
attribute for the group contains

the DN for the user who is the
designated Task Group
Manager. For improved
performance, Task Group

Managers are also identified by

an attribute on the user object.
The srvprvisTaskManager

attribute is set to true for a user

who is a designated Task
Group Manager.

The Organizational Manager is permitted to:

« View all tasks that are in his/her team’s
workflow queues. This capability applies to
a single level in the management hierarchy;
therefore, an Organizational Manager’s
supervisor cannot see the tasks of the
Organizational Manager’s direct reports.

 Edit tasks for direct reports, except in the
case where a direct report has a task
assigned to a group whose Task Group
Manager is someone other than the
Organizational Manager. In this case, the
Organizational Manager can view the task,
but not perform any edits. Upon escalation,
the task moves to the Task Group Manager,
not the Organizational Manager.

* Claim tasks and unclaim tasks, and
reassign tasks to members of his/her team.

» Define proxy and delegate relationships for
himself or herself and for members of his/
her team.

* View hidden attributes for members of his/
her team.

The Task Group Manager is permitted to:

« View and edit all tasks that are assigned to
a group for which he/she is the designated
leader.

The Task Group Manager is not permitted to:

« Create resources or retract requests.
« Define proxy or delegate relationships.

* View hidden attributes for members of his/
her team.

NOTE: Any user can view hidden attributes associated with his/her own identity.
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Defining proxy and delegate relationships To define a proxy assignment for a user, you use the
Team Proxy Assignments page on the Requests & Approvals tab of the Identity Manager user
interface. To define a delegate assignment for a user, you use the Team Delegate Assignments page,
which is also available on the Requests & Approvals tab.

Creating Task Group Managers To define a Task Group Manager for a task group, you use the
Create User or Group page on the Identity Self-Service tab of the Identity Manager user interface.

For complete details on defining Task Group Managers, proxies, and delegates, see the Identity
Manager User Application: User Guide.
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Configuring Provisioning Request 22
Definitions

This chapter provides instructions for configuring provisioning request definitions. Topics include:

 Section 22.1, “About the Provisioning Request Configuration plug-in,” on page 309
« Section 22.2, “Working with the installed templates,” on page 310
« Section 22.3, “Configuring a provisioning request definition,” on page 312

22.1 About the Provisioning Request
Configuration plug-in

To configure a provisioning request definition, you need to use the Provisioning Request
Configuration plug-in to iManager. This plug-in lets you bind the provisioning request definition to
a provisioned resource, specify the runtime characteristics of the associated workflow, and enable it
for use. In this release, provisioned resources are mapped to Identity Manager entitlements.

NOTE: You can also run provisioning request definitions that map directly to attributes in the
identity vault. However, the installed templates do not support this type of resource, since they are
based on entitlements.

You can find the Provisioning Request Configuration plug-in in the Identity Manager category in
iManager. The plug-in includes the Provisioning Requests task in the Provisioning Request
Configuration role. The Provisioning Requests task consists of these panels:

Panel Description

Provisioning Driver Selection Gives you the opportunity to select an Identity Manager user
application driver. The driver contains a set of predeployed
provisioning request definitions, so you need to pick a driver
before you can begin configuring your provisioning requests.

Provisioning Request Configuration Provides tools that let you:
« Browse the available provisioning request definitions
and select one to configure

« Create a new provisioning request definition based on
an existing definition
¢ Set the properties of a provisioning request definition

« Assign the provisioning request definition to a
provisioned resource

< Edit the addressee and timeout settings for each activity
in the associated workflow

When you choose to create a new provisioning request or
edit an existing one, the plug-in runs the Provisioning Request
Configuration Wizard.
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22.2 Working with the installed templates

Identity Manager ships with a set of predeployed provisioning request definitions and workflows.
You can use these as templates for building your own provisioning system.To set up your system,
you define new objects based on the installed templates and customize these objects to suit the needs
of your organization.

The installed templates let you determine the number of approval steps required for the request to be
fulfilled. You can configure a provisioning request to require:

» No approvals

* One approval step

» Two approval steps

» Three approval steps

 Four approval steps

« Five approval steps
You can also specify whether you want to support sequential or parallel processing, and whether you

want to approve or deny the request in the event that the workflow times out during the course of
processing.

For more information on workflow design patterns, see Section 21.1.2, “Provisioning and workflow
example,” on page 298.

Identity Manager ships with these templates:

Template Description

Self Provision Approval Allows a provisioning request to be fulfilled without any
approvals.

One Step Approval (Timeout Approves) Requires a single approval for the provisioning request

to be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

Two Step Sequential Approval (Timeout Requires two approvals for the provisioning request to

Approves) be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports sequential processing.

Three Step Sequential Approval (Timeout Requires three approvals for the provisioning request

Approves) to be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports sequential processing.

Four Step Sequential Approval (Timeout Requires four approvals for the provisioning request to

Approves) be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports sequential processing.
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Template Description

Five Step Sequential Approval (Timeout Requires five approvals for the provisioning request to

Approves) be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports sequential processing.

One Step Approval (Timeout Denies) Requires a single approval for the provisioning request
to be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports sequential processing.

Two Step Sequential Approval (Timeout Denies) Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports sequential processing.

Three Step Sequential Approval (Timeout Requires three approvals for the provisioning request
Denies) to be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports sequential processing.

Four Step Sequential Approval (Timeout Denies) Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports sequential processing.

Five Step Sequential Approval (Timeout Denies) Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports sequential processing.

Two Step Parallel Approval (Timeout Approves) Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports parallel processing.

Three Step Parallel Approval (Timeout Requires three approvals for the provisioning request

Approves) to be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports parallel processing.

Four Step Parallel Approval (Timeout Approves) Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports parallel processing.
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Template Description

Five Step Parallel Approval (Timeout Approves) Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the the activity
approves the request and the workitem forwards to the
next activity.

This template supports parallel processing.

Two Step Parallel Approval (Timeout Denies) Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports parallel processing.

Three Step Parallel Approval (Timeout Denies)  Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports parallel processing.

Four Step Parallel Approval (Timeout Denies) Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports parallel processing.

Five Step Parallel Approval (Timeout Denies) Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the the workflow
denies the request.

This template supports parallel processing.

Workflows and provisioned resources Each of these provisioning request definitions has a
preconfigured binding to a workflow and a provisioned resource. You can change the provisioned
resource associated with the request definition, but not the workflow or its topology.

Categories for provisioning requests Each provisioning request template is also bound to a
category. Categories provide a convenient way to organize provisioning requests for the end user.
The default category for all provisioning request templates is Entitlements. The category key, which
is the value of the srvprvCategoryKey attribute, is entitlements (lower case).

You can create your own categories by using the directory abstraction layer editor. When you create
a new category, make sure the category key (the value of srvprvCategoryKey) is lower case. This is
necessary to ensure that categories work properly in the Identity Manager user application.

For details on creating provisioning categories, see Section 4.4, “Working with lists,” on page 101.

22.3 Configuring a provisioning request
definition

Before configuring a provisioning request definition, you need to select the Identity Manager user
application driver that contains the definition. Having selected the driver, you can create a new

provisioning request definition or edit an existing definition. You can also delete provisioning
request definitions, change the status of a request definition, or define rights for a request definition.
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22.3.1 Selecting the driver

To select an Identity Manager user application driver:
1 Select the Identity Manager category in iManager.
2 Open the Provisioning Request Configuration role.
3 Click on the Provisioning Requests task.
iManager displays the User Application Driver screen.

Novells iManager
ADHIH

Collection Owner Access /—IE“@ u]glﬂ\i“%_g' @ N

@] Roles and Tasks

& Provisioning Requests - Driver Selection

[~

‘ Identity Manager v‘

select the User Application driver containing the Provisioning Requests that you wish to configure,
Identity Manager

Identity Manager Utilities * Required
pasamortls User &pplication Driver:*
pax | |aiE
[= Provisioning Request Configuration
Provisioning Requests

[#l Role-Based Entitlements

Workflow Administration

ok Cancel

4 Specify the driver name in the User Application Driver field and click OK.

iManager displays the Provisioning Request Configuration panel. The Provisioning Request
Configuration panel displays a list of available provisioning request definitions.

Novell iManager [
o Q) I N |
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Pruinbuing Ry [ Sempls 1 i Active Softwars Title change with hord coded values
# Robe-Dased Entithements O Sampla 10 i Pctive Entitlaments Ten sampla
3 Worklbow Administsation O Sampla 2 i fctive Software Title change with IDVault and MPATH exarmgles
O Sample 3 & Inactive  Solbwans Zesiggumunt o a laptop computer - Fulatod [t
O Samphe: 4 @ Rctive Soltwar Entithemunt with hard coded valus
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O tebtostOnes tepapproval @ Bctive Entitlerments TO8 Ono Stop Agproval (T imoout Sgprove]
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The installed templates appear in dark text with a status of Template. Request definitions that
are templates do not display hypertext links because they are read only.

NOTE: If the request definitions were configured to use localized text, the names and
descriptions for these definitions show text that is suitable for the current locale.
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Changing the driver Once you’ve selected a driver, the driver selection remains in effect for the
duration of your iManager session, unless you select a new driver. To select a new driver, click the
Actions command and choose Select User Application Driver from the Actions menu.

22.3.2 Creating or editing a provisioning request

To create a new provisioning request:

1 Click on the name of the provisioning request you want to use as a template in the Provisioning
Request Configuration panel.

2 Click the Create From command in the Provisioning Request Configuration panel.
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The first page of the Configure New Provisioning Request wizard displays.

314 Identity Manager User Application: Administration Guide



) https://your sewver address - Provisioning Request Configuration Wizard - FrameSet - Mozilla Firefox [ |(8][3¢]

Create New Provisioning Request

Step 10of 6: Edit general Provisioning Request infarmation.

Enter the name for the new Provisioning Request. Enter the display names and descriptions for the defined languages. English will
be dizplayed for undefined languages.

e —
Provisioning Request Localized Strings

Add | Remowe

Lanpuage Display name Description
English
<<Back | Nexts» |  Cancel | _ Finish |

Done oldschool.qalab.wal.novell.com ()

Type a common name for the new object in the Name field.

4 For each language you want to support in your application, type the localized text in the

Display Name and Description fields under Provisioning Request Localized Strings. This text
will be used to identify the provisioning request throughout the user application.

To add a new language to the list, click Add and select the desired language.

NOTE: By default, a newly created provisioning request supports only English.

6 Click Next.

10

11

Specify the provisioned resource for the request definition, as described in “Specifying the
provisioned resource” on page 317.

Configure the activities for the workflow associated with the request definition, as described in
“Configuring the workflow activities” on page 320.

Specify the access rights for the request definition, as described in “Specifying the access rights
for the provisioning request” on page 325.

Specify the initial status for the request definition, as described in “Specifying the initial status
of the provisioning request” on page 325.

Review your settings and click Finish.
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- Provisioning Request Configuration Wizard - FrameSet - Mozilla Firefox ‘Z”Elg‘

Create New Provisioning Request

Step 6 of 6: Summany

Provisioning Resource to Create:
Mame: MyPRDef
Create from: Template 2ParallelApproval _TD
Context: RequestDefs.AppConfig.Jeff.TestDrivers.novell
Display name: My Provisioning Request
Descrption: This is my provisioning request.
Status: Active
Grant: true
Revoke: false
Matify addresses: true
Trustee assignments:
ablake.users.idmsample-doc.novell
HR.groups.idmsamp le-doc.novell
User activities:
Manager approval (Id: approval_A)
Addressee! IDVault.get(recipient,'user’,'manager’)
Logging: <Undefined »
Timeout: 48 Hours
Retry attempts: 3
Retry addressee:  IDVault.get(approval_A.getAddressee(), user', manager’)
Second approval (Id: approval_B)
Addressee: IDVault.get(recipient,'user’,'manager’)
<Undefined »
48 Hours

Losging:
Timeout:

Retry attempts:
Retry addressee:  IDVault.get(approval_B.getAddresscel(), 'user','manager’)

Resource to be Pravisioned:
MyResource

Name:

The following information was collected and will be used to create a new Provisioning Request:

53

=

<<Back |  MNexts» |  Cancel |  Finish |

Done

oldschool.galab.wal.novell.com ()

To edit an existing provisioning request:

1 Click on the name of the provisioning request in the Provisioning Request Configuration panel.
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You are not permitted to edit a provisioning request that is a template. Request definitions that
have a status of Template do not display hypertext links because they are read only.

NOTE: If you have a large number of request definitions, you may want to sort the list by a
particular column, such as the Name or Description. To sort by a particular column, simply

click on the column heading.

For each language you want to support in your application, click the check box beside the

language in the list under Provisioning Request Localized Strings, and type the localized text in
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the Display Name and Description fields. This text will be used to identify the provisioning
request throughout the user application.

3 To add a new language to the list, click Add and select the desired language.

NOTE: By default, a newly created provisioning request supports only English.

4 Click Next.

5 Specify the provisioned resource for the request definition, as described in “Specifying the
provisioned resource” on page 317.

6 Configure the activities for the workflow associated with the request definition, as described in
“Configuring the workflow activities” on page 320.

7 Specify the access rights for the request definition, as described in “Specifying the access rights
for the provisioning request” on page 325.

8 Specify the initial status for the request definition, as described in “Specifying the initial status
of the provisioning request” on page 325.

9 Review your settings and click Finish.

Specifying the provisioned resource

This section provides instructions for specifying a provisioned resource that is based on an
entitlement. It does not provide conceptual information about entitlements or instructions for
creating and using entitlements.

For complete details on entitlements, see the <z-DocTitleInVariable>Novell Identity Manager:
Administration Guide.

To specify the provisioned resource:

1 To use the target that is currently associated with the request definition, select the Provisioned
resource radio button.

The Provisioned resource radio button is selected by default if you’re editing a request
definition that refers to a valid resource. If you’re defining a new provisioning request, this
radio button is not selected.

2 To bind the request definition to another resource that was previously defined within the
currently selected driver, select the Available provisioned resources radio button, and pick a
target from the dropdown list.
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BO - Provisioning Request Configuration Wizard - FrameSet - Mozilla Firefox EIE'E‘

Edit Existing Provisioning Request
Step 2 of 6: Define the Provisioned Resaurce and Category for the Provisioning Request.
The Provisioned Resource shown is the ane currently referenced by this Provisioning Request. The Provisioned Resource can also be

specified by selecting from other available Provisioned Resources in eDirectory or by creating a new Provisioned Resource bazed on

an |dentity Manager entitlerent,

Provisioned Resource:
[Thiz Provizioned Resource requires an Identity sanager entitlerment based Provisioned Resource be selected.)

@ Available Pravisioned Resources:

The category selected will be used for this Provisioning Request, If you change the Provisioned Resource, its category will be
selected,

Category: | Entitlements ~|

<<Back |  MNext>» |  Cancel |  Finish |

Done

NOTE: If the request definition was bound to a resource that is not an entitlement, you are not
permitted to change the resource.

3 Select a category for the provisioned resource definition in the Category dropdown list.

The category defaults to the category for the currently selected provisioned resource. Whenever
you change the provisioned resource, the category for the request definition is changed as well
to match the category for the resource. If you want to assign a different category to the request
definition, select that category in the Category dropdown list.

4 To create a new resource based on an Identity Manager entitlement, click the + button.

To define the characteristics of the resource, follow these steps:
4a Specify the name for the resource in the Name (CN) field.
4b Select a category for the resource in the Category dropdown.
4c Specify the entitlement in the Entitlement field.

4d For each language you want to support in your application, click the check box beside the
language in the list under Provisioned Resource Localized Strings, and type the localized
text in the Display Name and Description fields. This text will be used to identify the
provisioning resource throughout the user application.

4e To add a new language to the list, click Add and select the desired language.

NOTE: By default, a newly created provisioning resource supports only English.
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rovisioned Resource Creation Wizard - FrameSet - Mozilla Fii

Create New Provisioned Resource

Step 10of 3: Edit general Provisioned Resource information.

Enter the name for the new Provisioned Resource and select its associated Identity Management entitlement. Enter the display
narmes and descriptions for the defined languages. English will be displayed for undefined languages.

Name [CN):  |MyResource

Categony: Entitlermnents B
Entitlement: |UserAccount FalinaActive DirectmyTestDrivers.n| @)

Provisioned Resource Localized Strings

#dd | Remove
Language Display name Description
This i= wy resource.
English My Resource
<< Back | Next >> | Cancel | Finish |
Done oldschool. qalab. wal.novell.com (=

5 Click Next.

The Provisioned Resource wizard displays a screen to allow you to provide data for any
parameters required for the entitlement.

- Provisioned Resource Creation Wizard - FrameSet - Mozilla Firefox

Create New Provisioned Resource

Step 2 of 3: Provide the necessary data to configure the Pravisioned Resource.

ldentity Manager Entitlement:
Mams: UserAccount
Display name:  User Account Entitlement
Description:  The User Account entitlement grants or denies an account in Active Directory for the user. When granted, the user is
given an enabled logon account. When revoked, the logon account is either disabled or deleted depeding on how the
drive is configured.

There are no parameters that need data for this entitlement,

<<Back |  MNext>» |  Cancel |  Finish |

Done oldschool.galab.wal.novell.com (5

6 If the entitlement does not require any entitlement parameters, click Next.

The Create New Provisioned Resource wizard displays the Summary page, which provides
information about the resource you’re defining.
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Creation Wizard - FrameSet - Mozilla Firefox

Create New Provisioned Resource
Step 3 of 3: Summary

The following information was collected and will be used to create a new Provisioned Resource:

Provisioned Resource to Create:
Mame: MyResource
Context:  ResourceDefs.AppConfig.Jeff.TestDrivers.novell
Categorw:  entitlements

Identity Manager Entitlement to be Provisioned:

Mame:  UserAccount
Driver:  PolinaActive Directory.TestDrivers.novell

Select "Finish" to create this Provisioned Resource,

<<Back |  MNexts» |  Cancel |  Finish |

Done

oldschool.galab.wal.novell.com (5

7 Click Finish.
Configuring the workflow activities

To configure the activities for the associated workflow:

1 Specify whether you want the addressee for each activity to be notified by e-mail by selecting
or deselecting the Notify participants by e-mail check box.

joning Request Configuration Wizard - FrameSet - Mozilla Firefox

Create New Provisioning Request H

Step 3 of 6: Provide the necessary data to canfigure the Provisioning Request.

Enable or disable email notifications, define addressees, timeout and retry information for each activity within the Provizioning
Request. Timeout is the period of time the addressee iz allotted to perform the activity,

Motify participants by email

First approval

Addressee:

® Expression: | Fiecipient M H Manager M

© DN [ | @l

[e.2., CN=Adrmin,O=Novell)

Timeout: |4E H Hours b | [default: o)
Retry:
Attempts: [default: 0]
hddressee:
(% Expression: | Addresses of "First approwal” ~ H Manager e
oom | O
(B2, CN=admin,O=Novell]
b
<< Back | Next>» | Cancel | Fimish |
Dong
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NOTE: If you select the Notify participants by e-mail check box, and the addressee has
designated a proxy, the proxy will also be notified by e-mail. Delegates are not included in e-

mail notifications.

2 For each workflow activity, optionally change the display label
name of the activity (in this case, First Approval).

Create New Provisioning Request
Step 3 of 6: Provide the necessary data to configure the Provisioning Request.
Request, Timsout iz the period of time the addressee iz allotted to perform the activity,

Motify participants by email

First approval

|Ed\t this activity's localized display labels...

Addressee:
(& Expression: |Recipient

© DM |

v H Manager b

am

[e.g., Ch=Adrmin, O=Movell)

Timeout: |4E H Hours - | [default: 0]

Retry:

Attempts: [default: 0]

Addressee:

Enable or disable email notifications, define addressees, timeout and retry information for each activity within the Provisioning

by clicking the icon beside the

@ Expression: |Addressee of "First approwval" VH Ianager

v

O DN | |@

(e.g., CN=mdmin,0=Novell)

[E3

<< Back | Mext == | Cancel | Finish |

javascript:editDisplayLabelst 0" );

Type the display label in the Display Label field and click OK.
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- Provisioning Request Display Label Editor - FrameSet - Mozilla Firefox |ZH_

3 https://yourserver address

User Activity - Display Label Editor

Enter the User Activity's display labels for the defined languages. English will be displayed for undefined languages.

User Activity Localized Display Labels

Add | Remove
Language Display Label

English ‘Mamager approval |

ORI

oldschonl.qalab.wal novell.com (=

Done

NOTE: The default display labels (First approval, Second approval, and so on) suggest that
approvals are processed sequentially. For parallel flows, you may want to specify labels that do
not imply sequential processing. For example, you might want to assign labels such as One of
Three Parallel Approvals, Two of Three Parallel Approvals, and so on.

3 For each workflow activity, also provide the following information:
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Field

Description

Addressee Expression

Addressee DN

Timeout

Specifies a dynamic expression that identifies the addressee for the
activity. The addressee is determined at runtime, based on how the
expression is evaluated.

The first term of an addressee expression can be any of the
following values:

e Initiator

e Recipient

« Addressee of activity-name
A separate Addressee of activity-name term is listed in the
Expression dropdown for each activity in the workflow (except the
activity you are currently configuring). The activity-name is the

display label you specified for the activity, or the default name, if you
did not specify a display label.

The second term of an addressee expression can be either of the
following values:

¢ Manager

¢ <No attribute>

NOTE: The Manager attribute is available automatically because it
has been previously defined on the User entity in the abstraction
layer. Other attributes (in addition to Manager) may be available for
selection if they meet the following requirements:

« Must be defined on the User entity in the abstraction layer
¢ Must be single-valued

¢ Must have a DN data type

Specifies the distinguished name for a user, group, or task group.

NOTE: If you want Task Group Managers to be able to search for
tasks by task group (in the My Team Tasks action in the user
application), you need to specify the task group as the addressee.

Specifies the period of time allotted for the addressee to complete
the task. The timeout interval applies each time the activity is
executed by the addressee.

Specify a value in seconds, minutes, hours, or days.
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Field Description

Retry Attempts Specifies the number of times to retry the activity in the event of a
timeout.

When an activity times out, the workflow process may try to
complete the activity again, depending on the retry count specified
for the activity. With each retry, the workflow process may escalate
the activity to another user. In this case, the activity is reassigned to
another addressee (the user’'s manager, for example) to give this
user an opportunity to finish the work of the activity. In the event that
the last retry times out, the activity may be marked as approved or
denied, depending on how the workflow was configured.

Retry Addressee Expression Specifies a dynamic expression that identifies the user who should
get this task in the event that the timeout limit has been reached.

The retry addressee is determined at runtime, based on how the
expression is evaluated.

The first term of an addressee expression can be any of the
following values:

« approval .getAddressee()
« Initiator
* Recipient

¢ Addressee of activity-name

The approval .getAddressee() option gets the current
addressee.

A separate Addressee of activity-name term is listed in the
Expression dropdown for each activity in the workflow (including the
activity you are currently configuring). The activity-name is the
display label you specified for the activity, or the default name, if you
did not specify a display label.

The second term of an addressee expression can be either of the
following values:

¢ Manager

¢ <No attribute>

If you select the approval .getAddressee() option, and then
select Manager, each retry will escalate to a new manager at a
higher level within the organization. Therefore, you need to be sure
to set the retry count to a number that is suitable for your
organization. In any case, the retry count should not exceed the
number of levels of management above the current addressee.

Retry Addressee DN Specifies the distinguished name for a user or group that should get
this task in the event that the retry limit has been reached.

4 When you finish configuring an activity, you may need to scroll down to see the other activities
for the flow.

5 Click Next.
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NOTE: The number of activities you can configure varies depending on which workflow template
was bound to the request definition. The number and type of entitlement parameters varies

depending on the provisioned resource associated with the request.

Specifying the access rights for the provisioning request

To specify the access rights for a provisioning request:

1 To add a user, group, or other eDirectory object to the list of trustees for this request definition,

click Add and select the object.

Once you’ve added an object, it is included in the list of trustees.

Create New Provisioning Request
Step 4 of 6: Assign trustees for the Provisioning Request.
itdanager [using the "Rights to Other Objects” tazk in the "Rights" role.)

Add | Remove

il Trustee

& trustee is a user, group or other eDirectory object assigned to the Provisioning Request. Assigned trustees will be able to access
the Provisioning Request from the configured user portal. Rights can also be assigned through the eDirectory rights page in

Rights Assignments

- Provisioning Request Configuration Wizard - FrameSet - Mozilla Firefox |ZHE\E|

2 ltem(s)

mr) ablake.users.idmsample-doc.novell

o& HR.groups.idmsample-doc.novell

<<Back | Next>> | Cancel | Finish |

Done

oldschool.galab.wal.novell.com ()

2 To remove a user, group, or other object, select the item in the Trustee list and click Remove.

3 Click Next.

Specifying the initial status of the provisioning request

To set the initial status of the provisioning request:
1 Click the radio button for the desired status:

Status Description

Active Available for use.

Inactive Temporarily unavailable for use. This is the default.
Retired

Permanently disabled.
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er address - Provisioning Request Configuration Wizard - FrameSet - Mozilla Firefox

Create New Provisioning Request

Step 5 of 6: Determine the status of the Provisioning Request.

The status will determine the availability of the Provisioning Request to users in the system. An active Provisioning Request will be
available to users within the systern. The status of a Provisioning Request can be changed at any time.

@ active

O & Inactive

O @ Retired

Disposition of Identity Manager Entitlement

Select the appropriate radio button based on whether this Provisioning Request is to "Grant” or "Revoke" the Provisioned Resource's
Identity manager entitlement.

@ Grant the |dentity Manager entitlarment
O Revoke the ldentity Manager entitlement

<< Back | Next>> | Cancel | Finish |

Done oldschonl.qalab.wal novell.com (=

2 Click the radio button for the correct action (Grant or Revoke).
3 Click Next.

22.3.3 Deleting a provisioning request

To delete a provisioning request:
1 Select the provisioning request you want to delete by clicking the check box beside the name.
You are not permitted to delete a provisioning request that is a template.
2 Click the Delete command in the Provisioning Request Configuration panel.
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) Nowvell iManager, - Mozilla Firefox

Ele Edit Vew Go Bookmarks Tools

Help

@ - I_L\,‘ = @I | | @ |i_j https:jfoldschool.qalab.wal.novell.com/nps/servlet fwebace

B~ 0= G |

Novellz iManager
ADMIN

Callection Qwner Access

| Customize Links | | Free Hotmal | | Google

ey, EOR

|| RealPlayer | | Windows Media | | Windows | | My Yahoo! | | Yahoo! Mail | | Vahoo! Mews | | Yahoo!

@] Roles and Tasks

& Provisioning Requests in ‘DocDriver. TestDrivers. novell’

| Identity Manager By ‘

Identity Manager

Identity Manager Utilities
Passwords

PBX
El Provisioning Request Configuration
Provisioning Requests

Role-Based Entitlements

Workflow Administration

The following table lists the Provisioning Requests that are currently defined in 'DocDriver. TestDrivers.novell. You can
use the commands in the menubar to perform operations on these Provisioning Requests.,

Provi g Requests

Create from... | Dqﬁte | Statuse | Actionse 43 ltem|(s)

0 rfame [F Status b

[0 Active Directony User Account @ Active The User Account entitlement grants or denies an a

[ Job Title Change @ Active Single approval, Job title change with notification

¥ Wy Provisioning Request @ Active This is my provisioning request.

[0 Dffice Change Request i@ Active Office Change Request

[0 Oracle access @ Active Oracle access request via Entitlement Double Appro

[0 Request for Cellphone @ Active Request for Cellphone, no approval

O sampls 1 @ Active Title change with hard coded values

= et 4 = noii- Tl D Lo deb Lo oAl d oo L Lol T bt
Close

https:fjoldschool.galab. wal.novell.comjnpsiservietiframeser vice? Autoparse=truett askId=approvalFlowConfigur ations:

oldschaol.qalab, wal.nevell.com (4

22.3.4 Changing the status of an existing provisioning request

To change the status of

an existing provisioning request:

1 Select the provisioning request for which you want to change status by clicking the check box

beside the name.

2 Click the Change Status command in the Provisioning Request Configuration panel.

) Novell iManager, - Mozilla Firefox

Ele Edit Vew Go Bookmarks Tools

Help

@ - LL\,‘ = @I | @ |IJ https:jfoldschool.qalab.wal.novell.com/nps/servlet fwebace

g~ 0= G |

Novellz iManager
ADMIN

Collection Qwner Access

| Customize Links | | Free Hotmall | | Google | | RealPlayer | | Windows Media | | Windows | | My Yahoo! | | Yahoo! Maill | | V¥ahoo! Mews | | Yahoo!

-

i

< olE L= G

@] Roles and Tasks

& Provisioning Requests in ‘DocDriver. TestDrivers.novell’

| Identity Manager By ‘

Identity Manager

Identity Manager Utilities

Passwords

pEX

El Provisioning Request Configuration
Provisioning Requests

Role-Based Entitlements

Workflow Administration

The following table lists the Provisioning Requests that are currently defined in ‘DocDriver. TestDrivers.novell'. You can it
use the commands in the menubar to perform operations on these Provisioning Requests.

Provisioning Requests

Create from... | Delete | Statuse | Actionz« 43 ltem|(s)

O Hame [ L

[0 Active Directorny User Accour Detine Rights k ccount entitlement grants or denies an a

[ Job Title Change Define Rights with iManager oval, Job title change with notification

iy Provisioning Request Select User Application Driver srowisioning request.

[ Dffice Change Request o RCTE UTice ciange Request

[ Oracle access ) Active Oracle access request via Entitlement Double Appro

[ Request for Celiphane ) Active Request for Cellphone, no approval

[ sample 1 | Active Title change with hard coded values

= et 4 = noii- Tl C e deL Lowd oo did oo L Lo L T bt

Close

Transferting data from oldschoal. qalab.wal.novell.com. ..

oldschool.qalab. wal.novell.com (=4

3 Click the status in the Status menu:
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Status Description

Active Available for use.
Inactive Temporarily unavailable for use.
Retired Permanently disabled.

4 Click the radio button for the correct action (Grant or Revoke).
5 Click Finish.

22.3.5 Defining rights on an existing provisioning request

To define rights on an existing provisioning request:

1 Select the provisioning request for which you define rights by clicking the check box beside the
name.

2 Click the Actions command in the Provisioning Request Configuration panel.
3 Click the Define Rights command on the Actions menu.

Novells iManager N
it @ u@hﬁﬂ&\\\- =] ==/ @

Unrestricted Access N
] Roles and Tasks & Provisioning Requests in ‘DocDriver. TestDrivers.novell’
[All Categories] ~|

The following table lists the Prowisioning Requests that are currently defined in ‘DocDriver TestDrivers.novell', You can use the
& Directory Administration commands in the menubar to perform operations on these Provisioning Requests,
eDirectory Maintenance

Groups Provisioning Requests

Help Desk Create from... | Delete | Refresh | Status+ | Actions = 26 Itemis)
Identity Manager O Name % Status Description i
Change Status
Identity Manager Utilities [ty Provisioning Request @ Active oning Requast
PCETLL LN TR k] EX)
iManager Demonstrations O sample 1 @ Active | Define Rights WE%iManager ge with hard coded values
NMAS [0 Sample 10 @ Active | Select User Application Driver )
Partition and Replicas [J Sample 2 @ Active T TroEerange with [DVault and XPATH examples
N A1 OMERCEISE 1T
P d [ Sample 3 & Inactive  Software Assignment of a laptop computer - Related Iter
asswords
PBX O Sample 4 @ hctive Software Entitlement with hard coded values
a : Tl Ty O sample § @ Active Software Entitlement with timer example
rovisioning ques onfguration
Provisioning Requests [ Sampls b @ Active Software Title Change
Rights [J Sample 7 @ Active Saftware Single approval of title change with many data
Role-Based Entitlements O Sample @ @ Active Categoryl Eight sample
Schema [0 Sample 9 @ Active Hurnan Resources  Nine sampls
SecretStore O tdbtest @ Active  Software this is a test
u [0 tdbtestOneSteplpproval @ Active Entitlements TODEB One Step Approval (Timeout Appraves)
SErs
W ler e ot O TemplateZParallelfpproval_TA [ Template Entitlements Two Step Parallel Approval (Timeout Approves)
orl W ministration
R [0 TemplateZParallelApproval_TD [@) Termplate  Entitlaments Twa Step Paralel Approval Timeout Deny)
M Tarnlata?CaralAnnraeal TA T Taranlata  Frtitlamante Towin SHan Ganan +ial Anrraues | iTimann + Annrn
L3 |
Close

4 Follow the steps presented under “Specifying the access rights for the provisioning request” on
page 325.

To define rights on a provisioning request with iManager:

1 Select the provisioning request for which you want to define rights by clicking the check box
beside the name.

2 Click the Actions command in the Provisioning Request Configuration panel.
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3 Click the Define Rights with iManager command on the Actions menu.
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Managing Provisioning Workflows

This chapter provides instructions for managing provisioning workflows at runtime. It also provides
instructions for configuring e-mail notification for provisioning workflows.

Topics include:

Section 23.1, “About the Workflow Administration plug-in,” on page 331

Section 23.2, “Managing workflows,” on page 331

Section 23.3, “Configuring the e-mail server,” on page 339

Section 23.4, “Working with the installed e-mail template,” on page 340

23.1 About the Workflow Administration plug-in

The Workflow Administration plug-in to iManager provides a browser-based interface that lets you
view the status of workflow processes, reassign activities within a workflow, or terminate a
workflow in the event that it is stuck.

You can find the Workflow Administration plug-in in the Identity Manager category in iManager.
The plug-in includes the Workflows task in the Workflow Administration role.

The Workflow Administration role also includes the Email Templates and Email Server Options
tasks. These tasks are shortcuts to other tasks listed under the Passwords role.

About the Workflows task The Workflows task consists of these panels:

Panel Description

Workflows Provides the primary user interface for administering provisioning
workflows. The interface lists workflows currently being processed,
and lets you perform various actions on these workflows.

When you first start the Workflows task, the Workflows panel requires
that you select an Identity Manager user application driver. The driver
points to a workflow server. You need to pick a driver before you can
login to the server and begin workflow administration.

Once you've selected a driver, you can specify search criteria for
selecting the workflows to manage.

Workflow Detall Provides a read-only user interface for viewing the details about a
specific workflow.

23.2 Managing workflows

This section includes procedures for managing provisioning workflows using the Workflow
Administration plug-in.
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23.2.1 Connecting to a workflow server

Before you can begin managing workflows, you need to connect to a workflow server. If the user
application driver is bound to a single workflow server, you can simply specify the name of the
driver to use. If the driver is associated with multiple workflow servers, you need to select the target
workflow server.

To connect to a workflow server:
1 Select the Identity Manager category in iManager.
2 Open the Workflow Administration role.
3 Click on the Workflows task.
iManager displays the Workflows screen.

Novells iManager
ADMIN

Unrestricted Access _/E@@@\EIT—;‘ N
(@] Roles and Tasks Workflows &
| Identity Manager w | i

Enter a username and password for an workflow server, Select from a previously accessed server or enter a new
Identity Manager server, The server can be an IP address, server name, or DNS name.,
Identity Manager Utilities

PN
Passwords Required

Previously accessed servers:

& PBX

Provisioning Request Configuration [selecting one of these will populate the remaining fields)

HoleHmEriFo it men Y User Application driver:”

& Workflow Administration [ |
Workflows
Email Templates Workflow server URI™
hd | [
User:™
|CN=admin,O=n0veH ||E|

[ex. cn=admin,o=novell]

Login Cancel

=

4 If you accessed the target workflow server previously, you can select the server from the
Previously accessed servers dropdown list.

iManager fills in the remaining fields on the screen for you.

5 If you have yet not accessed a workflow server, specify the driver name in the User Application
Driver field and click OK.

iManager fills in the remaining fields on the screen for you.
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I |_| Movell iManager l || workflow - Server Query Frame |
Novells iManager ; & el Y
ADMIN e
- =||}j* B le=

m—— [l o 1] ]| = le=] (@] N
@] Roles and Tasks Workflows
| Identity Manager V| 7

Enter a username and pazsword for an workflow server, Select from a previously accessed server or enter a new =
Identity Manager server. The server can be an IP address, server name, or DHE name.
Identity Manager Utilities
Passwords . " Required

S Previously accessed servers:
PBX
Pravisioning Request Configuration [selecting one of these will populate the remaining fields)
HaleHmeHIFo e mEn Y User Application driver:”
E Workflow Administration | =
Workflows
Email Templates Workflow server URI™
]

User:™

|CN=admin,O=n0veH ||§| &=

[ex. cn=admin,o=novell]

Password:™

| b
ogin Cancel

6 If the driver is associated with multiple workflow servers, select the target server in the
Workflow server URI field.

7 Optionally override the user name in the User field and the password in the Password field.

The user must be the User Application Administrator. By default, the user name is set to the
user who is currently logged in to iManager. If this user is not the administrator, you need to
change the user name. For example, you might want to modify the user to point to the User
Application Administrator for the idmsample test OU, as shown below:

[ [_[ Novell iManager E WorkFlow - Server Query Frame |
Novells iManager [ .
ADMIH —
: o =R (B2 Y S PR 7T
Unrestricted Access
(1] Roles and Tasks Workflows
‘ Icentity Manager V| A
Enter a usernarne and password for an workflow server, Select from a previously accessed server or enter a new =
Identity Manager server, The server can be an IP address, server name, or DMS name,
Identity Manager Utilities
Passwords . * Required
St Previously accessed servers:
PBX \
Provisioning Request Configuration [selecting one of these will populate the rermaining fields)
Role Based Entitlements User Application driver:™
1=l Workflow Administration ‘ | N =
Workflows
Email Templstes W orkflow server URL™
\ ]
User:™
[CN=admin. 0U=idmsample-kiobucher. O=novell | @
[ex, cn=admin,o=novell]
Password:™
== | E
M
Login Cancel

8 Click Login.

The Workflow Administration plug-in displays a page that allows you to specify a filter for

finding workflows:
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[} Novell iManager E [ ] WorkFlow - Server Query Frame | %]

Novellz iManager

ADMIH /@@Iﬁ“@\ﬁ“@ N

Unrestricted dccess

(@] Roles and Tasks
v| Workflows on http:#/ /IDM as CN=admin,OU=idmsample-iklobucher,O=novell
select the wWorkflows to manage,

‘ Identity Manager

Identity Manager

Identity Manager Utilities
Passwords Previously defined filters:

PBX ‘ : " P n
R [selecting one of these will populate the rermaining fields)
Provisioning Request Configuration

Role-Based Entitlements
E Workflow Administration @ Showr all Warkflows

Workflows O Showr Workflows with
Email Templates

| <Selectwhatto filter for> + ‘ | Equals ¥

0K Cancel

23.2.2 Finding workflows that match search criteria

If the target workflow server is running a large number of workflow processes, you may want to
filter the list of workflows you see in iManager. To do this, you can specify search criteria.

To specify search criteria for filtering the list of workflows:
1 Select the Show Workflows with radio button.

|| Novell iManager E [ workflow - Server Query Frame

Novellz iManager

<ol F=ER LR N

(€] Roles and Tasks
v Workflows on http:// /IDM as CN=admin.OU=idmsample-iklobucher.O=novell
Select the Workflows to manage.

‘ Identity Manager

Identity Manager

Identity Manager Utilities
Passwords Previously defined filters:

PBX ‘
R [selecting one of these will populate the remaining fields)
Provisioning Request Configuration

Role-Based Entitlements
= Workflow Administration @ Show all Workflows

Workflows O Show Warkflows with
Email Templates

| <Selectwhatta filter for> + ‘ | Equals +

oK Cancel

NOTE: By default, the Show all Workflows radio button is selected. Do not change the default
if you want to see the complete list of workflows on the server.

2 Select the attribute for which you want to specify criteria.
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Attribute Description

Creation time Time that the workflow was initiated.

Initiator User name of the requestor.

Recipient User name of the recipient.

Process Status Status of the workflow process as a whole (Completed, Running, or
Terminated).

Approval status Status of the approval process (Approved, Denied, or Retracted).

Entitlement status Status of the entitlement initiated by the provisioning request (Error,

Fatal, Success, Unknown, or Warning).

Select an operator:

Operator Comment

Equals Supported for all attributes.

Before Only supported for the Creation time attribute.
After Only supported for the Creation time attribute.
Between Only supported for the Creation time attribute.

Specify a value in the field below the attribute and operator.

For Creation time, you can use the Date and time control to select the value. For Initiator and
Recipient, you can use the Object History or the Object Selector to specify a value. For all other
attributes, select the value from the dropdown list.

Click OK.

iManager displays the workflows you’ve selected on the Workflows panel.

[} Navell iManager E || WorkFlow - Server Query Frame -
Novells iManager m

::r:ls':ricted ACCEss /@@Iﬁ@@la‘il @ N
@] Roles and Tasks 3
All Categaries <] Workflows on http:// /IDM as CN=admin.0U=idmsample-'iklobucher.O=nove£l\
Identity Manager Refresh Interval Off

Identity Manager Utilities Filter: B0 ALl

Weikflawe S |
Passwords Terminate | Refreshw | fctionse 3 Item(s)
PBX O _Mame [Z] nitiator Recipient Status Submitted
Provisioning Request Configuration O Title Change admin | admin [ B/17 05 2:07 PM MST
Role-Based Entitlements [ Title change with hard coded values  admin  admin | @ 8/17 /05 11:53 AM MST
E Workflow Administration O Title change with hard coded values  admin | admin @ 2417405 11:53 AWM MST
Workflows

Email Templates

Close
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Changing the target server and filter Once you’ve selected a workflow server, this selection
remains in effect for the duration of your iManager session, unless you select a new server. To select
a new server, click the Actions command and choose Select Server from the Actions menu.

| || Movell iManager | || workflow - Server Quary Frame |

%]
Novells iManager 2 - ;
ADMIH
=% e ]
pr— = el gss]a] ]zl @] N
(@] Roles and Tasks
‘AII Categaries v‘ Workflows on http:// /IDM as CN=adm1n.OU=|dmsalee-1klobucher.O=novel’l\
Identity Manager Refresh Interval: Off
Identity Manager Utilities er 4l
Passwords Terminate | Refreshw | Actionse 3 Item(s)
PBX [F N 5 Recipient Status Submitted
—_ DefineFilter

Provisioning Request Configuration

[0 Title Change

admin @ /17708 207 P MST

(2] /17705 11:53 AR MST
@ /17705 11:53 AW MST

Role-Based Entitlements

[ Title change with

admin

= Workflow Administration
Workflows

Email Templates

[0 Title change with hard coded values = admin

admin

Close
To specify different search criteria, choose Define Filter on the Actions menu.
| || Novell Manager | || workflow - Server Query Frame |
Novellg iManager

ADMIN

Unrestricted Access

e fEEELEE G

(1] Roles and Tasks [z
‘AII Categaries v‘ Workflows on http:// /IDM as CN=adm1n.OU=|dmsamnle-]klobucher.0=novel'l\
Identity Manager Refresh Interval Off

Identity Manager Utilities Fitters ©_au
Passwords Terminate | Refreshw | Actions 3 Item(s)
PBX [F] Ham Recipient Status Sub mitted
Provisioning Request Configuration O Title Change B t\!s admin @' BATI05 2:07 P ST
Role-Based Entitlements [ Title change with

admin @ /17705 11:53 AW MST
admin @ 817705 11:53 AW MST

= Workflow Administration
Workflows

O Title change with hard coded values  admin

Email Templates

[E3

Close
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23.2.3 Controlling the active workflows display

The Workflows panel lists the workflows that match the search criteria you specified. In addition to
filtering the list, you can control the display. For example, you can specify how often to refresh the
list and sort the list on a particular column.

Refreshing the list of workflows

When the workflow server is very busy, the list of active workflows can change very frequently. In
this case, you will want to refresh the list of active workflows running on the server.

To refresh the list of workflows:
1 Click the Refresh command in the Workflows panel.

2 Specify the refresh interval you want to use by selecting one of these options from the Refresh
menu:

2a Refresh Off
2b Refresh Now
2c 10 seconds
2d 30 seconds
2e 60 seconds
2f 5 minutes

Sorting the list of workflows

If you have a large number of request definitions, you may want to sort the list by a particular
column, such as the Name or Description.

To sort the list of workflows:
1 Click on the heading for the sort column.

23.2.4 Terminating a workflow instance

In the event that you do not want a workflow instance to continue its processing, you can terminate
the workflow.

To terminate a workflow process instance:

1 Select the workflow in the Workflows panel by clicking the check box next to the workflow
name.

2 Click the Terminate command in the Workflows panel.

23.2.5 Viewing details about a workflow instance

Once you’ve displayed a set of running workflows on a particular server, you can select a workflow
instance to see more details about the running process.
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NOTE: If aworkflow instance uses a serial processing design pattern, the display will show a single
activity as current, since only one user can act on the workitem at any point in time. However, if the
workflow handles parallel processing and branching, there may be multiple current activities for a
workflow instance.

To view details about a particular workflow instance:
1 Click the name of the workflow instance in the Workflows panel.
iManager displays the Workflow Detail panel.

&3 http:/fyourserver.address: 8080, - Workflow Details - FrameSet - Mozilla Firefox

Workflow Detail

‘i ecn=Sampleé,cn=RequestDefs,cn=AppConfig,cn=UserApplication JKlobucher,cn=TestDrivers,o=novell
Workflow Detail

Reassign

i) Name Assigned to Creation time Expiration time Comments

[0 #ianager approval mmackenzie 8717405 2:07 P MST 8419405 2:07 PA MST

11tem(s)

Close

Daone

23.2.6 Reassigning a workflow instance

In the event that a workflow instance is stuck, you can reassign the workitem to another user or
group.

To reassign a workflow instance:

1 Select the current activity associated with the workflow by clicking the check box next to the
name in the Workflow Detail panel.

2 Click the Reassign command in the Workflow Detail panel.
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& http:/fyoursewer.address: B0BO. - Workflow Details - FrameSet - Mozilla Firefox

Workflow Detail

i ecn=Sampleé,cn=RequestDefs,cn=AppConfig,cn=UserApplication JKlobucher,cn=TestDrivers,o=novell
Workflow Detail

Reassign 1ltem(s)

] Hame Assigned to Creation time Expiration time Comments

Manager approval  mmackenzie 8417/06 2:07 PMMST  8/19/08 2:07 PM MST

Reassign workflow activity

|&IEE

(ex. cn=admin,o=nowvell)

0K | cancel |

Close

Done

3 Select the user or group to which you want to reassign the workitem.

23.3 Configuring the e-mail server

A workflow process often sends e-mail notifications at various points in the course of its execution.
For example, an e-mail might be sent when a user assigns a workflow activity to a new addressee.

Before you can take advantage of the e-mail notification capabilities of Identity Manager, you need
to configure the SMTP e-mail server. To do this, you need to use the Email Server Options task
within the Workflow Administration role in iManager.

NOTE: This task is a shortcut to the Email Server Options task under the Passwords role.

To configure the e-mail server:
1 Select the Identity Manager category in iManager.
2 Open the Workflow Administration role.
3 Click on the Email Server Options task.
iManager displays the Email Server Options screen.
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Novells iManager [u o

ADMIN — ==

Collection Quwner Access —/@u @ |ﬁ| I‘—" N
) (= e i % Email Server Options
Iclentity Manager he

dentits Manases Enter the settings for vour e-mail notification server,

Identity Manager Utilities

Passwords

Host Name: mail.novell.oor]

(for example: mail.novell.com or 137.59.119.5)

PBX. From: spitfire@novell.com

Provisioning Request Configuration (for example: admin@novel.com)

Role-Based Entitlements

= Workflow Administration [ suthenticate to server using credentials:
Workflows User Mame:

Email Server Options Password:

Email Templates :
|

Retype password:

OK Cancel

4 Type the name (or IP address) of the host server in the Host Name field.
5 Type the e-mail address for the sender in the From field.

When the recipient opens the e-mail, this text is displayed in the From field of the e-mail
header. Depending on your mail server settings, the text in this field might need to match a
valid sender in the system, to allow the mail server to do reverse lookups or authentication. An
example is helpdesk@company.com instead of descriptive text such as The Password
Administrator.

6 If your server requires authentication before sending e-mail, select the Authenticate to server
using credentials check box and specify the user name and password.

7 When you’re done, click OK.

23.4 Working with the installed e-mail template

Identity Manager ships with an e-mail template that is designed specifically for workflow-based
provisioning. This e-mail template is called New Provisioning Request. All provisioning request
templates that ship with the product are associated with this e-mail template. Therefore, any new
request definitions you create will use this e-mail template.

You can edit the New Provisioning Request template to change the content and format of e-mail
messages, but you can not create new e-mail templates.

To edit the New Provisioning Request template, you need to use the Email Templates task within the
Workflow Administration role in iManager.

NOTE: This task is a shortcut to the Edit Email Templates task under the Passwords role.

23.4.1 Default content and format

Here’s what the New Provisioning Request template looks like after you install the product:

Dear $userFirstName$,
A new provisioning request has been submitted that requires your
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approval.

Request name: $requestTitle$

Submitted by: $initiatorFul IName$

Recipient: S$recipientFul IName$

Please review the details of this request at $PROTOCOL$://
$HOSTS: SPORTS/STASK_DETAILSS to take the appropriate action.
You can review a list of all requests pending your approval at
$PROTOCOLS://$HOSTS: SPORTS/STASKLIST_CONTEXTS.

The template identifies the provisioning request definition that triggered the e-mail message. In
addition, it includes a URL that redirects the addressee to the task that requires approval, as well as a
URL that displays the complete list of tasks pending for that user.

23.4.2 Editing the template

You can change the content or format of the New Provisioning Request template. Note that the
template applies to all provisioning requests in the Identity Manager user application, so be sure
your edits are suitable for all users and workflow tasks.

To edit the template:
1 Select the Identity Manager category in iManager.
2 Open the Workflow Administration role.
3 Click on the Email Templates task.
iManager displays the Edit Email Templates screen.

Novellz iManager m

ADMIN ==

Collection Qwner Access _/-@u@ Iﬁ| I‘_" N
ol ks Edit Email Templates
‘ Identity Manager v |

5 Templates contain the e-mail messages forwarded to end-uzers after a certain action iz perfomed. Templates can be modified by
Identity Manager

Identity Manager Utilities

clicking on the template name.

Passwords Temp lates
PBX Subject Hame Last Modified
Provisioning Request Configuration Password hint request Forgot Hint Sep 15, 2005 10:40 Ak
Role-Based Entitlements Your password request Forgot Password Jun 2, 2008 2:01 P
[=] Workflow Administration Motice of Password Reset Failure Password Reset Fail Jun 2, 2005 2:01 P

N GTE OS] Motice of Password Set Failure Password Set Fail Jun 2, 2008 2:01 P

Email Templates

e e Motice of Password Synchronization Failure Password Sync Fail Aug 16, 2005 10:42 AR

Provisioning

Notification Sep 15, 2005 6:01 AM

[[] Hew Provisioning Request

Create | Delete | Close |

4 Click on New Provisioning Request in the list of templates.
iManager displays the Modify E-mail Message screen.
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2 hitps: /iy - Novell iManager - Mozilla Firefox

EEX

los
Provisioning Motification. Default Notification Collection. Security

Modify E-mail Message:

Editor Wiew hd

Subject:

Mew Provisioning Request send as: OHTML ©Text

Message Body: Replacement Tags:

Dear SuserFirstNamed, $userFirsthamed »~

frequestTitled
SinitiatorFullName$
frecipientFullMames

A new provisioning regquest has been submitted that

Request name: SrequestTitled $FPROTOCOLS
Submitted by: §initiatorFul lName§ $SECURE_PROTOC «
Fecipient: SrecipientFulllawe$ Copy Tag | _Add | Remove

Please review the details of this regquest at $PROTC

You can review & list of all regquests pending your

oK | Cancel | Apply |

Done oldschool. galab. wal.novell.com (=

5 Make your changes in the Message Body box.

6 If necessary, copy one or more of the supplied tags in the Replacement Tags list box to include
dynamic text in the message body.

The replacement tags are described briefly below:

Tag Description

$userFirstName$ The first name of the addressee.

$requestTitle$ The display name of the provisioning request definition.

$initiatorFullName$ The full name of the initiator.

$recipientFullName$ The full name of the recipient.

$PROTOCOLS$
$SECURE_PROTOCOL$
$HOSTS

$PORT$
$SECURE_PORTS$

$TASKLIST_CONTEXT$

The protocol for URLs included in the e-mail message.
The secure protocol for URLs included in the e-mail message.

The host for the JBoss application server that is running the
Identity Manager user application.

The port for the Identity Manager user application.
The secure port for the Identity Manager user application.

The page that displays the list of all requests pending for the
addressee.
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Tag Description

$TASK_DETAILS$ The page that displays details for the request for which this e-
mail message was generated.

7 When you’re done, click OK.

23.4.3 Modifying default values for the template

At installation time, you can set default values for several of the replacement tags used in e-mail
templates. After you’ve completed the installation, you can also modify these values by using the
User Application Configuration tool.

To modify the installation settings:
1 Run the Idapconfig.sh script in the idm folder.

./configupdate.sh

NOTE: On Windows, the file to run is conFigupdate . bat.

User Application Configuration
eDirectory Connection Settings
LDAP Host:
LDAP Administrator cn=admin, o =naowell
LDAP Administrator Password: g

Tkt

Confirm Password:

Root Container DM: ou=idmsample-doc, o=nowell @
Provisioning Driver DM: cn=0ocDriver,cn=TestDrivers, o=nowvell @

User Application Admin: oul=idmsample-doc,o=hnowvell

User Container DM: oul=idmsample-doc, o=nowvell @

Group Container DM: u:uu=idmsamp|e—d0c,n=nnvell| @

elirectory Certificates

Keystore Path: fhomejthantlefidm/fjreflib/ security/cacen J

TEEEEEEE

Keystore Password:

Confirm Keystore Password: FEEREEEE

Email
Email Notify Host

Email MNotify Portc

Email Notify Secure Port:

ok | | cancel | | Show Advanced Options |
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2 Make changes as necessary to any of the following fields:

Field Description

Email Notify Host Used to replace the $HOST$ token in e-mail templates used in
approval flows. If left blank, computed by the server. (This is the
JBoss host.)

Email Notify Port Used to replace the $PORTS$ token in e-mail templates used in
approval flows.

Email Notify Secure Port Used to replace the $SECURE_PORTS token in e-mail
templates used in approval flows.

3 Click OK to confirm your changes.
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Appendixes

The following appendixes provide additional reference information and advanced topics for the
Identity Manager user application.

* Appendix A, “Schema Extensions,” on page 347
* Appendix B, “Configuring the Application Archive,” on page 373
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Schema Extensions

A.1l Attribute schema extensions

ATTRIBUTE NAME

DESCRIPTION

srvprvAOLIMAddress

AOL IM address

srvprvActiveDelegatees
srvprvActiveDelegators

srvprvAssetRef

srvprvAssignExpiration
srvprvAssignFromContainer
srvprvAssignFromGroup
srvprvAssignFromUser
srvprvAssignToRelationship
srvprvAssignToUser

srvprvCategoryKey

srvprvDefaultTheme
srvprvEntitlementRef
srvprvEntity Type

srvprvFlowStrategy

srvprvGrant

srvprvGroupwiselMAddress
srvprvHeaderFillerFile
srvprvHeaderFillerimage
srvprvHeaderFillerLastMod
srvprvHeaderLogo2File

srvprvHeaderLogo2lmage

The active delegates of a user
The active delegators of a user

Representation of the aggregate asset properties for a named
asset associated to a user via the srvprvAssetRecipientAux
class

Time at which a proxy or delegate assignment expires
Container subjects of a proxy or delegate assignment
Group subjects of a proxy or delegate assignment
User subjects of a proxy or delegate assignment

A target relationship of a delegate assignment

The User targets of a proxy or delegate assignment

Associates a given Provisioning Request Definition to a set of
provisioning categories. Values are keys to a srvprvChoice
instance

The default theme
Reference to a DirXML-Entitlement
Specifies Directory Abstraction Layer Entity definition type

Specifies the flow invocation strategy to be used for the
Provisioning Request Definition

Flag which if true specifies that the Provisioning Request
Definition supports a Grant operation

Groupwise IM address

Header Filler File Name

Header Filler Image

Header Filler Last Modified

Header Logo Secondary Image File Name

Header Logo Secondary Image
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ATTRIBUTE NAME

DESCRIPTION

srvprvAOLIMAddress

AOL IM address

srvprvHeaderLogo2LastMod
srvprvHeaderLogoFile
srvprvHeaderLogolmage
srvprvHeaderLogoLastMod
srvprvHeaderTextureFile
srvprvHeaderTexturelmage
srvprvHeaderTextureLastMod
srvprvisTaskManager

srvprvLocalizedDescrs

srvprvLocalizedNames

srvprvLoginFile
srvprvLoginimage
srvprvLoginLastMod
srvprvLoginSmallFile
srvprvLoginSmallimage
srvprvLoginSmallLastMod

srvprvModified

srvprvNavBckgrColor
srvprvNavBckgrColorLastMod
srvprvNavColor
srvprvNavColorLastMod
srvprvPreferredLocale

srvprvProcessXML

srvprvRequestDefName

srvprvRequestXML

srvprvRevoke

srvprvStatus

Header Logo Secondary Last Modified
Header Logo Primary Image File Name
Header Logo Primary Image

Header Logo Primary Last Modified
Header Texture File Name

Header Texture Image

Header Texture Last Modified

Indicates if user is a task group manager

Provides set of localized description strings for the provisioning
web applications, Designers and iManager

Provides set of localized display name strings for the
provisioning web applications, Designers and iManager

Login File Name

Login Image

Login Last Modified

Login Small File Name
Login Small Image

Login Small Last Modified

Flag to indicate changes to definitions object instances in the
directory model container

Navigation Background Color

Navigation Background Color Last Modified
Navigation Color

Navigation Color Last Modified

List of saved query/search criteria

XML document representing a Provisioning process definition
including Workflow and Provisioning Action

The provisioning request definition name associated with a
delegate definition.

XML document representing the initial request form and its data
bindings

Flag which if true specifies that the Provisioning Request
Definition supports a Revoke operation

Specifies the status of the Provisioning Object Supported values
will include
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ATTRIBUTE NAME

DESCRIPTION

srvprvAOLIMAddress

AOL IM address

srvprvTaskGroups
srvprvUUID
srvprvTaskManager

srvprvYahoolMAddress

Groups for which the user is a task manager
Unique identifier for portlet
Task manager of the task group

Yahoo IM address

A.2 Objectclass schema extensions

OBJECTCLASS NAME

DESCRIPTION

srvprvAppConfig

Container for application configuration objects of the Provisioning
System to which its DirXML-Driver parent connects

srvprvAppDefs

srvprvAssetRecipientAux

srvprvChoice

srvprvChoiceDefs

srvprvDelegateeAssignment
srvprvDelegateeDefs

srvprvDirectoryModel

srvprvDirectoryModelConfig

srvprvEntity

srvprvEntityAux

srvprvEntityDefs

srvprvProxyAssignment
srvprvProxyDefs

srvprvRelationship

Container for configuration objects used to initialise the
Provisioning run-time environment, such as themes for the
Identity Portal

Records the provisioning of non-IT assets on a user

Enumeration of values which can be assigned to a particular
attribute, used in a query, etc for use in the Identity Portlets and
other Web Application components

Container for Directory Abstraction Layer Choice definitions, to
be exposed by the Identity Portlets and Web Applications

Delegatee assignment definition
Container for delegatee definitions

Container for Directory Abstraction Layer meta-level objects,
selected contents of the directory to be exposed by the Identity
Portlets and Web Applications

Runtime Directory Abstraction Layer configurarion parameters

Defines a view of selected attributes for defined classes in the
directory, used by the Identity Portlets and other Web
Application components

Standard ObjectClass

Container for Directory Abstraction Layer Entity defintions, to be
exposed by the Identity Portlets and Web Applications

Proxy assignment definition
Container for proxy definitions

Defines relationships between objects in the directory, for use in
the Identity Portlets and other Web Application components
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OBJECTCLASS NAME

DESCRIPTION

srvprvAppConfig

Container for application configuration objects of the Provisioning
System to which its DirXML-Driver parent connects

srvprvRelationshipDefs

srvprvRequest

srvprvRequestDefs

srvprvResource

srvprvResourceDefs

srvprvService

srvprvServiceDefs

srvprvTaskGroupAux
srvprvTheme
srvprvUserAux
srvprvWebAppConfig

srvprvWorkflow

srvprvWorkflowDefs

srvprvServiceDefs

srvprvStatus

srvprvTaskGroupAux
srvprvTaskGroups
srvprvTaskManager
srvprvTheme
srvprvUserAux
srvprvWebAppConfig

srvprvWorkflow

Container for Directory Abstraction Layer Relationship
definitions, to be exposed by the Identity Portlets and Web
Applications

Exposes one provisionable item to be granted or revoked,
including the workflow process which defines the run-time
aspects of the Workflow and Provisioning Target

Container for Provisioning Request Definitions, the set of
provisionable items to the Web Application run-time

Defines the set of directory assignments to execute for a
provisioning fulfillment operation (either Grant or Revoke)

Container for Provisioning Target definitions, including design-
time descriptions plus any template or unused targets

Describes how to invoke a specific Web Service from an
Workflow This includes specification of input and return values

Container for Service Definition objects, which wrap Web
Services called by Workflows

Service provisioning task group
Theme Object

Service provisioning user entity
Web Application Config Object

Defines the network of activities including traversal conditions
to be executed in order to obtain approval for a provisioning
action

Container for Workflow objects, including design-time
descriptions plus any template or unused flows

Container for Service Definition objects, which wrap Web
Services called by Workflows

Specifies the status of the Provisioning Object Supported
values will include

Service provisioning task group

Groups for which the user is a task manager
Task manager of the task group

Theme Object

Service provisioning user entity

Web Application Config Object

Defines the network of activites including traversal conditions to
be executed in order to obtain approval for a provisioning action
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OBJECTCLASS NAME DESCRIPTION

Container for application configuration objects of the Provisioning

srvprvAppConfig System to which its DirXML-Driver parent connects

srvprvWorkflowDefs Container for Workflow objects, including design-time
descriptions plus any template or unused flows

srvprvYahoolMAddress Yahoo IM address

A.3 LDIF representation

The full schema information including syntaxes, containment rules, and other information not
shown in the above summary tables, is given below (in LDIF format). This information is subject to
change.

version: 1
Copyright (c) 2004-2005 Unpublished Work of Novell, Inc. All Rights
Reserved.

PROPRIETARY AND TRADE SECRET INFORMATION OF NOVELL, INC. ACCESS TO

THIS WORK IS RESTRICTED TO (1) NOVELL, INC. EMPLOYEES WHO HAVE A NEED

TO KNOW HOW TO PERFORM TASKS WITHIN THE SCOPE OF THEIR ASSIGNMENTS
AND
# (11) ENTITIES OTHER THAN NOVELL, INC. WHO HAVE ENTERED INTO
APPROPRIATE LICENSE AGREEMENTS. NO PART OF THIS WORK MAY BE USED,
PRACTICED, PERFORMED, COPIED, DISTRIBUTED, REVISED, MODIFIED,
TRANSLATED, ABRIDGED, CONDENSED, EXPANDED, COLLECTED, COMPILED,
LINKED, RECAST, TRANSFORMED OR ADAPTED WITHOUT THE PRIOR WRITTEN
CONSENT OF NOVELL, INC. ANY USE OR EXPLOITATION OF THIS WORK WITHOUT
AUTHORIZATION COULD SUBJECT THE PERPETRATOR TO CRIMINAL AND CIVIL
LIABILITY.

#
#
#
# THIS WORK IS AN UNPUBLISHED WORK AND CONTAINS CONFIDENTIAL,
#
#
#

Base schema extensions for SpitFire
Last Modified: 6/27/05 (ek)

See rfc2252 for information on attribute syntax definitions
String = 1.3.6.1.4.1.1466.115.121.1.15
Boolean = 1.3.6.1.4.1.1466.115.121.1.7
Octet String = 1.3.6.1.4.1.1466.115.121.1.40
DN = 1.3.6.1.4.1.1466.115.121.1.12
1.

1

1
Case Exact String = 3.6.1.4.1.1466.115.121.1.26
Case Ignore List = 2.16.840.1.113719.1.1.5.1.6
Case Ignore String = 1.3.6.1.4.1.1466.115.121.1.15
Stream = 1.3.6.1.4.1.1466.115.121.1.5
Time = 1.3.6.1.4.1.1466.115.121.1.24

OID registered for EPM:

subarc "450" registered at: https://wiki.innerweb.novell.com/
iki.phtml?title=0ID_Registration

attribute prefix: 2.16.840.1.113719.1.450.4.{3 digit unique per

HFEHHFHHFHFFHHFHFHFHRTEHRHRFHFEHFE SRR
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attribute}
# object class prefix: 2.16.840.1.113719.1.450.6.{3 digit unique
number per class}

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.127
NAME “srvprvUUID*
DESC "Standard Attribute*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{64512}
SINGLE-VALUE
X-NDS_PUBLIC_READ *"1*
X-NDS_NOT_SCHED_SYNC_IMMEDIATE *1*
)

dn: cn=schema

changetype: modify

add: objectClasses

objectClasses: (
2.16.840.1.113719.1.450.6.127
NAME “srvprvEntityAux”
DESC "Standard ObjectClass”
AUXILIARY MAY srvprvUUID
X-NDS_NOT_CONTAINER *1*

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.60
NAME “srvprvHideUser~
DESC "“Indicates if a user is hidden during searches”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.61
NAME “srvprvHideAttributes~
DESC ~“List of attributes a user is hiding from other users”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

)
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dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.62
NAME “srvprvQueryList”
DESC ~“List of saved query/search criteria“
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.63
NAME “srvprvCapabilitiesl”
DESC “Place holder for classifying skills, knowledge,
etc. Classifications are defined in the application.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.64
NAME “srvprvCapabilities2”
DESC “Place holder for classifying skills, knowledge,
etc. Classifications are defined in the application.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.65
NAME “srvprvCapabilities3”
DESC “Place holder for classifying skills, knowledge,
etc. Classifications are defined in the application.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.66
NAME “srvprvCapabilities4”
DESC “Place holder for classifying skills, knowledge,
etc. Classifications are defined in the application.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (

references,

references,

references,

references,
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2.16.840.1.113719.1.450.4.67
NAME “srvprvCapabilities5”
DESC “Place holder for classifying skills, knowledge, references,
etc. Classifications are defined in the application.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.68
NAME “srvprvIMAddress*®
DESC “Key-value pair of Instant messenger Addresses i.e.
groupwise~jsmith*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
# This is temporary until we convert the application to use the multi-
value IM address (srvprvIMAddress) above
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.69
NAME “srvprvGroupwiselMAddress*
DESC “Groupwise IM address-
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
# This is temporary until we convert the application to use the multi-
value IM address (srvprvIMAddress) above
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.70
NAME “srvprvYahoolMAddress*
DESC *Yahoo IM address~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
# This is temporary until we convert the application to use the multi-
value IM address (srvprvIMAddress) above
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.71
NAME “srvprvAOLIMAddress*
DESC “"AOL IM address*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
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add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.72
NAME “srvprvActiveDelegatees”
DESC "The active delegatees of a user-®
SYNTAX 2.16.840.1.113719.1.1.5.1.6

)

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.73
NAME “srvprvActiveDelegators”
DESC "The active delegators of a user-®
SYNTAX 2.16.840.1.113719.1.1.5.1.6

)

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.74
NAME “srvprvisTaskManager™®
DESC ~“Indicates if user is a task group manager-
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE

)

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.75
NAME “srvprvTaskGroups®
DESC “Groups for which the user is a task manager-~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.77
NAME “srvprvPreferredLocale”
DESC ~“List of saved query/search criteria“
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE

)

dn: cn=schema

changetype: modify

add: objectclasses

objectClasses: (
2.16.840.1.113719.1.450.6.128
NAME "srvprvUserAux*
DESC “Service provisioning user entity”

AUXILIARY MAY ( srvprvHideUser $ srvprvHideAttributes $

srvprvQueryList $
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srvprvCapabilitiesl $ srvprvCapabilities2 $
srvprvCapabilities3 $ srvprvCapabilities4 $ srvprvCapabilities5 $
srvprvIMAddress $ srvprvGroupwiselMAddress $
srvprvYahoolMAddress $ srvprvAOLIMAddress $ srvprvisTaskManager $
srvprvTaskGroups $ srvprvActiveDelegatees $
srvprvActiveDelegators $ srvprvPreferredLocale)
X-NDS_NOT_CONTAINER "1°
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.129
NAME “srvprvTaskManager™®
DESC "Task manager of the task group-
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.130
NAME “srvprvTaskGroupAux*®
DESC “Service provisioning task group”
AUXILIARY MAY ( srvprvTaskManager )
X-NDS_NOT_CONTAINER "1°

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.100
NAME "srvprvCategoryKey*
DESC “Associates a given Provisioning Request Definition to a set of
provisioning categories. Values are keys to a srvprvChoice instance.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.101
NAME "srvprvGrant”
DESC “"Flag which if true specifies that the Provisioning Request
Definition supports a Grant operation.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE
)

dn: cn=schema
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changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.102
NAME “srvprvRevoke*
DESC “"Flag which if true specifies that the Provisioning Request
Definition supports a Revoke operation.®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.103
NAME “srvprvFlowStrategy”
DESC -“Specifies the flow invocation strategy to be used for the
Provisioning Request Definition.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.104
NAME “srvprvLocalizedNames*
DESC "Provides set of localized display name strings for the
provisioning web applications, Designers and iManager.®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.105
NAME “srvprvLocalizedDescrs*®
DESC "Provides set of localized description strings for the
provisioning web applications, Designhers and iManager.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.106
NAME "srvprvStatus”
DESC ~“Specifies the status of the Provisioning Object. Supported
values will include: Inactive, Active, Template, and Retired."
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
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add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.107
NAME “srvprvProcessXmL*
DESC “XML document representing a Provisioning process definition
including Workflow and Provisioning Action.*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.108
NAME “srvprvEntityType*
DESC ~“Specifies Directory Abstraction Layer Entity definition type:
P-Public definitions or S-System definitions.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.109
NAME "srvprvRequestXML*
DESC *"XML document representing the initial request form and its data
bindings”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.110
NAME “srvprvModified”
DESC "Flag to indicate changes to definitions object instances in the
directory model container”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.111
NAME “srvprvEntitlementRef"
DESC "Reference to a DirXML-Entitlement*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SINGLE-VALUE
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#-- Provisioning Configuration Containers

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.100
NAME “srvprvAppConfig”
DESC “Container for application configuration objects of the
Provisioning System to which its DirXML-Driver parent connects.”
SUP top
STRUCTURAL
MUST ( cn $ version )
MAY ( description )
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "DirXML-Driver"® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.101
NAME “srvprvRequestDefs”
DESC “Container for Provisioning Request Definitions, the set of
provisionable items to the Web Application run-time."
SUP top
STRUCTURAL
MUST ( cn )
MAY ( description )
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvAppConfig® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.102
NAME “srvprvWorkflowDefs*
DESC “Container for Workflow objects, including design-time
descriptions plus any template or unused flows.*
SUP top
STRUCTURAL
MUST ( cn )
MAY ( description )
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvAppConfig® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.103
NAME “srvprvResourceDefs*
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DESC “Container for Provisioning Target definitions, including
design-time descriptions plus any template or unused targets.-

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvAppConfig~® )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.104

NAME “srvprvServiceDefs”

DESC “Container for Service Definition objects, which wrap Web
Services called by Workflows.*

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvAppConfig® )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.105

NAME “srvprvDirectoryModel*

DESC “Container for Directory Abstraction Layer meta-level objects,
selected contents of the directory to be exposed by the ldentity
Portlets and Web Applications.”

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description $ srvprvModified )

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvAppConfig® )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.106

NAME “srvprvAppDefs”

DESC “Container for configuration objects used to initialise the
Provisioning run-time environment, such as themes for the ldentity
Portal."

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn® )

360 Identity Manager User Application: Administration Guide



X-NDS_CONTAINMENT ( "srvprvAppConfig® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.111

NAME “srvprvEntityDefs”

DESC “Container for Directory Abstraction Layer Entity defintions, to
be exposed by the Identity Portlets and Web Applications.”

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn”® )

X-NDS_CONTAINMENT ( "srvprvDirectoryModel™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.112

NAME “srvprvRelationshipDefs*

DESC “Container for Directory Abstraction Layer Relationship
definitions, to be exposed by the ldentity Portlets and Web
Applications.*

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn”® )

X-NDS_CONTAINMENT ( "srvprvDirectoryModel™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.113

NAME “srvprvChoiceDefs”

DESC “Container for Directory Abstraction Layer Choice definitions,
to be exposed by the Ildentity Portlets and Web Applications.*

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description )

X-NDS_NAMING ( "cn”® )

X-NDS_CONTAINMENT ( "srvprvDirectoryModel™ )

)
#### Provisioning Configuration Object Classes
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.107
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NAME "srvprvRequest*

DESC “Exposes one provisionable item to be granted or revoked,
including the workflow process which defines the run-time aspects of
the Workflow and Provisioning Target.~

SUP top

STRUCTURAL

MUST ( cn $ srvprvStatus $ srvprvFlowStrategy $ srvprvGrant $
srvprvRevoke $ srvprvCategoryKey $ srvprvLocalizedNames $
srvprvLocalizedDescrs )

MAY ( description $ srvprvEntitlementRef $ XmlData $ srvprvRequestXML
$ srvprvProcessxmL )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvRequestDefs™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.108

NAME “srvprvWorkflow~

DESC ~“Defines the network of activites including traversal conditions
to be executed in order to obtain approval for a provisioning action.”

SUP top

STRUCTURAL

MUST ( cn $ srvprvLocalizedNames $ srvprvLocalizedDescrs )

MAY ( description $ XmlData )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvWorkflowDefs™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.109

NAME "srvprvResource”

DESC "Defines the set of directory assignments to execute for a
provisioning Ffulfillment operation (either Grant or Revoke)."

SUP top

STRUCTURAL

MUST ( cn $ srvprvLocalizedNames $ srvprvLocalizedDescrs )

MAY ( description $ srvprvEntitlementRef $ XmlData )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvResourceDefs™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.110

NAME “srvprvService”

DESC "Describes how to invoke a specific Web Service from an
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Workflow. This iIncludes specification of input and return values.”

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description $ XmlData )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvServiceDefs”® )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.114

NAME “srvprvEntity”

DESC "Defines a view of selected attributes for defined classes in
the directory, used by the ldentity Portlets and other Web Application
components. "

SUP top

STRUCTURAL

MUST ( cn $ srvprvEntityType )

MAY ( description $ XmlData )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvEntityDefs™ )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.115

NAME “srvprvRelationship*

DESC “Defines relationships between objects in the directory, for use
in the ldentity Portlets and other Web Application components.”

SUP top

STRUCTURAL

MUST ( cn )

MAY ( description $ XmlData )

X-NDS_NOT_CONTAINER "1°

X-NDS_NAMING ( "cn® )

X-NDS_CONTAINMENT ( "srvprvRelationshipDefs® )

)

dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (

2.16.840.1.113719.1.450.6.116

NAME “srvprvChoice”

DESC “Enumeration of values which can be assigned to a particular
attribute, used In a query, etc. for use in the ldentity Portlets and
other Web Application components.*

SUP top

STRUCTURAL

MUST ( cn )
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MAY ( description $ XmlData )
X-NDS_NOT_CONTAINER "1°
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvChoiceDefs® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.113719.1.450.6.117
NAME “srvprvDirectoryModelConfig*
DESC “Runtime Directory Abstraction Layer configurarion parameters”
SUP top
STRUCTURAL
MUST ( cn )
MAY ( description $ XmlData )
X-NDS_NOT_CONTAINER "1°
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvDirectoryModel™ )
)
#i### User Aux Classes and Attributes
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.80
NAME “srvprvAssetRef”
DESC “Representation of the aggregate asset properties for a named
asset associated to a user via the srvprvAssetRecipientAux class.”
SYNTAX 2.16.840.1.113719.1.1.5.1.6
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.80
NAME “srvprvAssetRecipientAux”
DESC “Records the provisioning of non-IT assets on a user”
AUXILIARY
MAY ( srvprvAssetRefT )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (2.16.840.1.113719.1.450.4.20 NAME
"srvprvDefaultTheme®™ DESC "The default theme®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 SINGLE-VALUE )
dn: cn=schema
changetype: modify
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add: objectclasses
objectClasses: ( 2.16.840.1.113719.1.450.6.21 NAME
"srvprvWebAppConfig”
DESC “Web Application Config Object”
SUP top STRUCTURAL MUST (cn) MAY (description $ srvprvDefaultTheme $
XmlData )
X-NDS_NOT_CONTAINER "1°
X-NDS_NAMING "cn*
X-NDS_CONTAINMENT ( "srvprvAppDefs® )

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.21
NAME “srvprvHeaderLogolmage*®
DESC “Header Logo Primary Image*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.22
NAME “srvprvHeaderLogoFile~
DESC “Header Logo Primary Image File Name*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.23
NAME “srvprvHeaderLogolLastMod*
DESC “Header Logo Primary Last Modified”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.24
NAME “srvprvHeaderLogo2lmage*
DESC “Header Logo Secondary Image*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
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)

dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.25
NAME “srvprvHeaderLogo2File®
DESC “Header Logo Secondary Image File Name~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 |
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.26
NAME “srvprvHeaderLogo2LastMod*
DESC “Header Logo Secondary Last Modified”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.27
NAME “srvprvHeaderTexturelmage~
DESC "Header Texture Image-
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.28
NAME “srvprvHeaderTextureFile®
DESC "Header Texture File Name*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.29
NAME “srvprvHeaderTextureLastMod*
DESC "Header Texture Last Modified™
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
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attributeTypes: (
2.16.840.1.113719.1.450.4.30
NAME “srvprvHeaderFillerlmage®
DESC “Header Filler Image*”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.31
NAME “srvprvHeaderFillerFile~
DESC "Header Filler File Name®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.32
NAME “srvprvHeaderFillerLastMod*
DESC "Header Filler Last Modified"
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.33
NAME “srvprvLoginlmage”
DESC “Login Image”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.34
NAME “srvprvLoginFile”
DESC “Login File Name®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.35
NAME “srvprvLoginLastMod*
DESC "Login Last Modified”
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SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.36
NAME “srvprvLoginSmalllmage*®
DESC “Login Small Image”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.37
NAME “srvprvLoginSmallFile~
DESC “Login Small File Name®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.38
NAME “srvprvLoginSmallLastMod*
DESC “Login Small Last Modified”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.39
NAME “srvprvNavColor~
DESC “Navigation Color-~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.40
NAME “srvprvNavColorLastMod®
DESC “Navigation Color Last Modified~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)

dn: cn=schema
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changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.41
NAME “srvprvNavBckgrColor*®
DESC “Navigation Background Color*
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.42
NAME “srvprvNavBckgrColorLastMod*
DESC “Navigation Background Color Last Modified~
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.20
NAME “srvprvTheme®
DESC "Theme Object”
SUP top STRUCTURAL MUST (cn) MAY (description $
srvprvHeaderLogolmage $
srvprvHeaderLogoFile $ srvprvHeaderLogoLastMod $
srvprvHeaderLogo2lmage $
srvprvHeaderLogo2File $ srvprvHeaderLogo2LastMod $
srvprvHeaderTexturelmage $
srvprvHeaderTextureFile $ srvprvHeaderTextureLastMod $
srvprvHeaderFillerlmage $
srvprvHeaderFillerFile $ srvprvHeaderFillerLastMod $
srvprvLoginlmage $ srvprvLoginFile $
srvprvLoginLastMod $
srvprvLoginSmalllmage $
srvprvLoginSmallFile $ srvprvLoginSmallLastMod $
srvprvNavColor $ srvprvNavColorLastMod
$
srvprvNavBckgrColor $
srvprvNavBckgrColorLastMod )
X-NDS_NOT_CONTAINER "1°
X-NDS_CONTAINMENT ( "srvprvAppDefs® )
X-NDS_NAMING "cn*

#-- Attributes, objects, and containers for Proxy, Delegatee and User
availability,

dn: cn=schema
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changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.120
NAME “srvprvAssignFromUser-
DESC “User subjects of a proxy or delegatee assignment®
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.121
NAME “srvprvAssignFromGroup®
DESC “Group subjects of a proxy or delegatee assignment”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.122
NAME “srvprvAssignFromContainer”
DESC “Container subjects of a proxy or delegatee assignment”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.123
NAME “srvprvAssignToUser-
DESC "The User targets of a proxy or delegatee assignment”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.124
NAME “srvprvAssignToRelationship*
DESC “A target relationship of a delegatee assignment”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE
)
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: (
2.16.840.1.113719.1.450.4.125
NAME “srvprvAssignExpiration”
DESC "Time at which a proxy or delegatee assignment expires”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24
SINGLE-VALUE
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)

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.840.1.113719.1.450.4.126
NAME “srvprvRequestDefName*

DESC "The provisioning request definition name associated with a

delegatee definition.”
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.120
NAME “srvprvProxyDefs”
DESC “Container for proxy definitions.”
SUP top
STRUCTURAL
MUST ( cn )
MAY ( description )
X-NDS_NAMING ( "cn”® )
X-NDS_CONTAINMENT ( "srvprvAppConfig~® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.121
NAME “srvprvDelegateeDefs™
DESC “Container for delegatee definitions.”
SUP top
STRUCTURAL
MUST ( cn )
MAY ( description )
X-NDS_NAMING ( "cn”® )
X-NDS_CONTAINMENT ( "srvprvAppConfig® )
)
dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.122
NAME “srvprvProxyAssignment®
DESC "Proxy assignment definition”
SUP top
STRUCTURAL
MUST ( cn $ srvprvAssignToUser )

MAY ( description $ srvprvAssignFromUser $ srvprvAssignFromGroup $

srvprvAssignFromContainer $ srvprvAssignExpiration )

X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvProxyDefs® )
)
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dn: cn=schema
changetype: modify
add: objectclasses
objectClasses: (
2.16.840.1.113719.1.450.6.123
NAME “srvprvDelegateeAssignment”
DESC "Delegatee assignment definition”
SUP top
STRUCTURAL
MUST cn
MAY ( srvprvRequestDefName $ description $ srvprvAssignFromUser $
srvprvAssignFromGroup $ srvprvAssignFromContainer $ srvprvAssignToUser
$ srvprvAssignToRelationship $ srvprvAssignExpiration )
X-NDS_NAMING ( "cn® )
X-NDS_CONTAINMENT ( "srvprvDelegateeDefs® )
)
HHHHH R DO NOT DELETE THIS LINE ###H##HHHHHAHH I
BHHAEHH R A A
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Configuring the Application
Archive

This appendix describes advanced settings that can be configured only by editing the WAR file for
the user application. Topics include:

 Section B.1, “About the user application WAR,” on page 373
« Section B.2, “Setting the session timeout,” on page 373

B.1 About the user application WAR

The Identity Manager user application is packaged as a J2EE-compliant Web Application Archive
(WAR) file. The user application WAR file contains a collection of Java classes and XML files that
control the runtime behavior of the application. In general, the WAR should not be modified.
However, in rare situations, you may find it necessary to open the WAR file and make minor
changes to control the behavior of the application.

NOTE: The remainder of this appendix presumes familiarity with J2EE concepts and procedures. If
you are unsure about how to make changes within a WAR file, consult your J2EE documentation.

B.2 Setting the session timeout

To prevent the server from becoming overloaded with inactive sessions, the Identity Manager user

application times out a user session that remains inactive for an extended period of time. The default
timeout interval is 10 minutes. You can change the default by editing the web.xml file in the WEB-

INF folder of the user application WAR file.

Editing the session timeout interval The web.xml file in the WAR has an element called <session-
timeout> (which can be found under the <session-config> element) that specifies how long a
session can be inactive before it times out. To set the session timeout interval, change the value of
this element. The value must be specified in minutes.

Controlling the behavior of the alert message By default, the Identity Manager user application
displays an alert message whenever a user’s session is about to time out.

http:/fnewman. galab.wal. novell.com: 8080

( i . Your session is about to expire. IF wou are still using this application, please click QK" within the
1= nexk 30 seconds to continue, Otherwise, your session will expire and wou will need to log in again.

| (] 4 | [ Cancel

If the user does not respond to the message by clicking OK, the session times out. The alert message
is enabled by default. You can disable it if you like. In addition, you can specify how much time the
user is allowed to have to respond to the alert message.
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To control the behavior of the alert message, you need to configure the
SessionTimeoutWarningPortlet. To do this, you need to edit the portlet preferences on the portlet
registration, as shown below:

) portlet Administration - Mozilla Firefox

Elle Edit V¥ew Go Bookmarks Tools  Help
N =
@ - L‘/ - [ ;J | L] http:finewman.galab.wal.novell. com: 8080/ IDMProvportalicn/adminContainer Page /Portlet Administration "‘ @ G ‘ GL |
|| Customize Links | | Free Hotmail Google | | RealPlayer | | Windows Media | | Windows | | My Yahaoo! || Yahoo! Mal | | Yahoo! News | | Yahao!
~
Welcome, Admin £ . N
Identity Self-Service Requests & Approvals Administration Logout  Help
Page Admin Themes Partlet admin Portal Security Logging Caching Tools
=l @ Portlet Applications Paortlet Registration: SessionTimeoutWarmingPortlet
= & 1IDMPrav [Local)
adminList
BookmarkPortet General Categaties Settings Security
CacheHolde rPortlet
== % i This tab allows vou to modify any default Preferences that have been defined for this Content Instance. &ny modifications made
CachinghdminT ree N N o
= to these Preferences will take effect for this specific Content Instance only.
Cha\lengeResponsePortlet
ChangesdminCredentialsPortlet Read L
CDHﬁgFDrtIEt Preference Preference Value Req. only Hide
ContainerLookupPortlet 5
Reset Jawascript <SCRIPT LANGUAGE=Javaicript= ~ Detai O [l
CreatePortliet =
CreatePrefPortlet var sessionWarnngld = 0; B
CustomBrandingPartlet i
< | b4
DetaiPortlst 2 =
DetaiPrefPartiet
Reset Seconds Before _ Detsil
EntityImageUploadPortlet 0 D D
Timeout
Exchange
ExportPortlet Range
Min e
FilelploadPortlet l:|:|
ForgotPasswordPartlet
GlobalBaokmarkPortlet
# [7 GooglelF ramePortiet Reset Enabled @ 7rue OFalse Detail [} O
GroupiiseCalendar
Grouptisetail Reset Warning Message “four session is about to expire. If you are still using this Detail | El
GraupWisshaiCalendar application, please click "OK" within the next
= 3 S{PortletPreference ftimeoutDifference} seconds to
GIOUpise W ehicoess continue, Othenwise, your session will expire and you will
need to log in again,
HTMLComplexPrefEditar
HTMLEditarPortiet
= [ Sawe Preferences ] [ Cancel ] [ Reset all ] [ Descriptions
E°] HTMLleardComp\exPrefEdltor
= ~
Done

To specify how much time the user is allowed to have to respond to the alert message, edit the
Seconds Before Timeout value. To disable the alert message altogether, click False next to Enabled.
When you’re done making your changes, click Save Preferences.
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