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About This Guide

The Novell Filr 1.1 Administration Guide provides the following information for administering your
administration information for Filr 1.1.

+ Part I, “Changing Appliance Configuration Options,” on page 13
+ Part I, “Setting Up the Filr Site before Users Log In,” on page 49
+ Part lll, “Maintaining the Filr Site,” on page 171

+ Part IV, “Interoperability,” on page 253

+ PartV, “Site Security,” on page 259

+ Appendix A, “Troubleshooting the Filr System,” on page 281

+ Appendix B, “Documentation Updates,” on page 285

Audience

This guide is intended for Novell Filr administrators.

Feedback
We want to hear your comments and suggestions about this manual and the other documentation

included with this product. Please use the comment on this topic link at the bottom of each page of
the online documentation.

Documentation Updates

For the most recent version of the Novell Filr 1.1 Administration Guide and other documentation, visit
the Novell Filr 1.1 Documentation website (http://www.novell.com/documentation/novell-filr-1-1/).

Additional Documentation

You can find more information in the Novell Filr documentation, which is accessible from the Novell
Filr 1.1 Documentation website (http://www.novell.com/documentation/novell-filr-1-1/).
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Changing Appliance Configuration
Options

+ Chapter 1, “Configuring and Maintaining the Filr Appliance,” on page 15
+ Chapter 2, “Configuring and Maintaining the Novell Appliance,” on page 37
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Configuring and Maintaining the Filr
Appliance

Before you perform any of the procedures in this section, you must do the initial configuration of the
Filr appliance, as described in “Configuring a Small Deployment for the First Time” or “Configuring a
Large Deployment for the First Time,” in the Novell Filr 1.1 Installation and Configuration Guide.

If you chose a small deployment, all vital configuration options to get the Filr system up and running
were chosen for you during the initial configuration. You can change those options as discussed in
this section.

If you chose a large deployment, most configuration options were chosen for you. You chose other
configuration options during the initial configuration. You can change those options as discussed in
this section. However, configuration options that are specific to the MySQL database appliance and
the search index appliance must be reconfigured as described in “Configuring and Maintaining the

Search Index Appliance” and “Configuring and Maintaining the MySQL Database Appliance,” in the
Novell Filr 1.1 Installation and Configuration Guide.

Section 1.1, “Changing Configuration Options for the Filr Appliance,” on page 15 describes how to
modify configuration options for the Filr appliance. Other sections in this chapter provide additional
information for each configuration option.

+ Section 1.1, “Changing Configuration Options for the Filr Appliance,” on page 15

+ Section 1.2, “Network Configuration,” on page 17

+ Section 1.3, “Net Folder Configuration,” on page 21

+ Section 1.4, “Database Configuration,” on page 21

¢ Section 1.5, “Changing Your Search Index Configuration,” on page 23

+ Section 1.6, “Language,” on page 25

¢ Section 1.7, “Changing Clustering Configuration Settings,” on page 26

+ Section 1.8, “Changing Reverse Proxy Configuration Settings,” on page 26

¢ Section 1.9, “Changing Outbound Email Configuration Settings,” on page 28

+ Section 1.10, “Changing Configuration Settings for Requests and Connections,” on page 32

¢ Section 1.11, “Changing the JVM Configuration Settings,” on page 32

+ Section 1.12, “Changing WebDAV Authentication Configuration Settings,” on page 33

¢ Section 1.13, “Enabling Logging,” on page 34

+ Section 1.14, “Viewing and Updating the Filr License,” on page 34

1.1 Changing Configuration Options for the Filr
Appliance

1 Ensure that you have deployed the Novell Filr Appliance, as described in “Configuring a Small
Deployment for the First Time” or “Configuring a Large Deployment for the First Time,” in the
Novell Filr 1.1 Installation and Configuration Guide.

2 Navigate to the following URL:
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https://ip address:9443
Replace ip_address with the IP address of your Filr appliance.

3 Sign in to the Filr appliance using the root user and the default password that you specified
during the appliance installation.

The Novell Filr Appliance landing page is displayed.

i

Novell Filr Appliance

Setup Instructions

Management Tools

Appliance Configuration
Reconfiqure the appliance’s natwork settings, time, SSL cerfificates. and passwords Do NOT use native operating system toals for system confiquration Hative
tools are not aware of Novell appliance requiremenis.
HNovell Fiir Appliance Conflguration
@ Manage the Novell Filr Appliance. For more ion, refer (o the o ool help.

Ganglia Monitoring

The Ganglha Monftonng Tool 5 an open-source web ool that provides scalabie 0 Basic (Ganglia confic & done in the Appkance
Configuration tool. No extensive testing has been performed on this tool and there are no plans to make flxes. To Leam more, see www.ganglia info.

4 Click the Filr Server Configuration icon.

The Configuration page is displayed.

5 In the Configuration column on the left side of the page, select the setting that you want to
configure.

The following configuration options are available. Click each option below for detailed
information.

+ Network (Section 1.2, “Network Configuration,” on page 17)

+ Net Folders (Section 1.3, “Net Folder Configuration,” on page 21)

+ Database (Section 1.4, “Database Configuration,” on page 21)

¢ Search Appliance (Section 1.5, “Changing Your Search Index Configuration,” on page 23)
+ Default Locale (Section 1.6, “Language,” on page 25)

+ Clustering (Section 1.7, “Changing Clustering Configuration Settings,” on page 26)

+ Reverse Proxy (Section 1.8.3, “Changing Reverse Proxy Configuration Settings,” on
page 27)

¢ Outbound Email (Section 1.9.2, “Changing Outbound Email Configuration Settings,” on
page 29)

+ Requests and Connections (Section 1.10, “Changing Configuration Settings for Requests
and Connections,” on page 32)

+ JVM Settings (Section 1.11, “Changing the JVM Configuration Settings,” on page 32)

+ WebDAV Authentication (Section 1.12.2, “Changing the WebDAV Authentication
Configuration Settings,” on page 33)
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+ Logging (Section 1.13, “Enabling Logging,” on page 34)

+ License (Section 1.14, “Viewing and Updating the Filr License,” on page 34)
6 Make any configuration changes, then click OK.
7 Click Reconfigure Filr Server for your changes to take effect.

NOTE: This stops and restarts your Filr server. Because this results in server downtime, you
should restart the server at off-peak hours.

Network Configuration

+ Section 1.2.1, “Changing the Network Configuration Settings,” on page 17
¢ Section 1.2.2, “Port Numbers,” on page 18

Changing the Network Configuration Settings

The default port that is configured when you install the Filr appliance is 8443. After the initial
configuration of the Filr appliance (as described in “Configuring a Small Deployment for the First
Time” or “Configuring a Large Deployment for the First Time,” in the Novell Filr 1.1 Installation and
Configuration Guide), you can make any necessary network changes.

To modify network configuration options:

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 15.

You can modify the following configuration options:

Port Redirection: Select this option to have Filr automatically redirect from ports 80 or 443
(which are the standard ports for Web browsers) to ports 8080 and 8443 (which are the default
ports that Filr listens on). Enabling port redirection in this way allows users to specify the Filr site
URL without including the port number. If port redirection is not enabled, users must include the
port number in the site URL when accessing the Filr site.

IMPORTANT: When port redirection is enabled, ensure that the reverse proxy ports are set to 80
for the HTTP port and to 443 for the secure HTTP port. If they are not, URLSs that are sent with
Filr email notifications will continue to have the default port (8443) in them.

For information about how to change the reverse proxy ports, see Section 1.8, “Changing
Reverse Proxy Configuration Settings,” on page 26.

HTTP Port: The default HTTP port is 8080. As a best practice, do not change this from the
default port.

+ Select Enabled if you want to enable the HTTP port. By default, only the Secure HTTP port
is enabled.

+ Select Force Secure Connection to force users to connect to Filr over a secure connection
(HTTPS).

See Section 1.2.2, “Port Numbers,” on page 18 for more information about port numbers in
Filr.

Secure HTTP Port: The default secure HTTP port for Filr is 8443. As a best practice, do not
change this from the default.

See Section 1.2.2, “Port Numbers,” on page 18 for more information about port numbers in Filr.
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Session Timeout: By default, if a user’s Novell Filr session is idle for four hours (240 minutes),
Filr logs the idle user out. For increased convenience to Filr users, you can make the session
timeout interval longer. For increased security for your Filr site, you can make the session
timeout shorter.

Keystore File: Leave this field blank.
2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

NOTE: This stops and restarts your Filr server. Because this results in server downtime, you
should restart the server at off-peak hours.

1.2.2 Port Numbers

Table 1-1 lists the ports that you need to take into consideration when setting up Filr. Figure 1-1is a
graphical representation of how some of the ports are used in a Filr deployment.

As a best practice, do not change any port numbers from the default ports.

Table 1-1 Filr Port Numbers

Port Numbers Description

80, 443 Standard Web server ports

For more information, see “HTTP Port:” on page 17,
“Secure HTTP Port:” on page 17 and “HTTP/HTTPS
Ports When You Use NetlQ Access Manager with Filr”
on page 20.

8080, 8443 Default Tomcat ports for the Filr appliance

When you install Filr, Tomcat is installed along with the
Filr software. Filr uses Tomcat as a stand-alone web
server for delivering data to Filr users in their web
browsers. For more information about Tomcat, see the
Apache Tomcat Web site (http://tomcat.apache.org).

For more information, see “HTTP Port:” on page 17,
“Secure HTTP Port:” on page 17 and “HTTP/HTTPS
Ports When You Use NetlQ Access Manager with Filr”

on page 20.
9090, 9443 Jetty port for the appliance (Administrator Interface)
9080 Apache/HTTPD port
8005 Default shutdown port

For an explanation of the shutdown port, see Tomcat -
Shutdown Port (http://www.wellho.net/mouth/
837_Tomcat-Shutdown-port.html).

8009 Default AJP port

For an explanation of the Apache JServ Protocol port,
see The AJP Connector (http://tomcat.apache.org/
tomcat-6.0-doc/config/ajp.html).

22 SSH port for the appliance
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Port Numbers

Description

111

1099

4330
7380, 7443
8380, 8381
8642, 8650, 8651, 8652
8649/udp
1199

1188

3306

1433

25, 465
6901
524/tcp

137/tcp, 137/udp, 138/udp, 139/tcp, 445/tcp

2049/tcp

88
11211
636
389
123
53

rpcbind utility

Java RMI port

FAMT port

Ganglia RRD-REST ports

Default Jetty ports

Ganglia web interface port

Ganglia web interface when running in Unicast mode
Lucene RMI registry port

Lucene server port

MySQL outbound port

Microsoft SQL server port

SMTP and SMTPS outbound ports

OES DFS JetStream port

Access OES server over NCP

Access servers over CIFS

NFS server access

Used by the Filr appliance in large deployments.
Kerberos port

Used for memcached caching in an appliance cluster
Secure LDAP port

Non-secure LDAP port

NTP server access

DNS server access
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Figure 1-1 Filr Port Usage
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HTTP/HTTPS Ports When You Use NetlQ Access Manager with Filr

If you are fronting Filr with NetlQ Access Manager, ensure that you have configured the HTTP/
HTTPS ports.

Configuring Filr in this way configures NetlQ Access Manager to access Filr over port 80, which is the
standard port.

Port Configuration

Use the following port configuration when NetlQ Access Manager is fronting your Filr system on
Linux:

* HTTP Port: 80
+ Secure HTTP Port: 443

You need to make these configuration settings in the Reverse Proxy section. For more information,
see Section 1.8, “Changing Reverse Proxy Configuration Settings,” on page 26.
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1.3 Net Folder Configuration

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 15.
You can modify the following configuration options:
The configuration options on this page affect only Full synchronizations. These settings do not
affect Just-in-Time synchronizations. (For more information about the difference between Full

and Just-in-Time synchronization, see Section 8.1.4, “Planning the Synchronization Method,” on
page 78.)

Allow Synchronization: Select this option to allow Full Synchronization for Net Folders on the
appliance.

IMPORTANT: This setting must be selected for at least one Filr appliance in the cluster. If it is
not, no full synchronizations can take place on the Filr system (either scheduled or manual
synchronizations).

Max Simultaneous Syncs: Number of Net Folders that can be synchronized simultaneously.
The default is 5.

Threads Per Sync: Number of threads that each synchronization can use. The default is 4.

For optimal performance, modify this value to be equal to the number of CPUs on the appliance,
multiplied by 1.5. For example, if your appliance has 2 CPUs, change this value to 3.

The max value that you can set is the number of CPUs on the appliance multiplied by 3. For
example, if your appliance has 2 CPUs, the max value is 6.

2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

For information about how to set up Net Folders for your Filr site, see Chapter 8, “Setting Up Net
Folders,” on page 73.

1.4 Database Configuration

+ Section 1.4.1, “Understanding Database Configuration,” on page 21

+ Section 1.4.2, “Changing Database Configuration Settings,” on page 22
+ Section 1.4.3, “Database Type,” on page 22

+ Section 1.4.4, “Database Location in a Small Deployment,” on page 23

+ Section 1.4.5, “Database Credentials,” on page 23

1.4.1 Understanding Database Configuration

Novell Filr database disk space requirements are relatively modest. Files that are imported into Filr
are saved in the Filr file repository.

The Filr database is primarily used for storing the following information:

+ Structural information about folders and files
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+ |dentification information about folders and files (for example, titles, descriptions, dates of
creation/modification, and users associated with creation/modification)

+ User profile information (for example, full name, phone number, and email address)

142 Changing Database Configuration Settings

+ “Changing the Database Configuration Settings for a Small Installation” on page 22

+ “Changing the Database Configuration Settings for a Large Installation” on page 22

Changing the Database Configuration Settings for a Small
Installation

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 15.

You can modify the following configuration options:

Database Type: Filr uses a MySQL database in a small installation. You cannot use another
type of database.

Host Name or IP Address: Host hame or IP address of the MySQL appliance if MySQL is not
running on the Filr appliance. In a small installation, this is localhost.

Port: The JDBC URL also includes the port number on which Filr can communicate with the
database server. The default port number for MySQL is 3306. Use this port number unless it is
already in use by another process on the database server.

User Name: The user name for your MySQL database. For more information, see Section 1.4.5,
“Database Credentials,” on page 23.

User Password: The password for your MySQL database. For more information, see
Section 1.4.5, “Database Credentials,” on page 23.

2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

Changing the Database Configuration Settings for a Large
Installation

If your Filr site is configured for a large installation, it is recommended that you use your
organization’s existing MySQL or Microsoft SQL database as the Filr database.

Alternatively, you can use the MySQL database appliance that ships with Filr as the Filr database.
You modify the configuration settings of the MySQL database appliance as described in “Configuring
and Maintaining the MySQL Database Appliance” in the Novell Filr 1.1 Installation and Configuration
Guide.

1.4.3 Database Type

Filr can be configured to use a MySQL or Microsoft SQL database in a large deployment. In a small
deployment, Filr uses a MySQL database.
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1.4.5

1.5
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1.5.2

Database Location in a Small Deployment

When you install a single virtual appliance for a small deployment, all components are on the same
appliance. This is the preferable location for a small deployment. The default database name is filr.

Database Server Default Location

MySQL /vastorage/mysqgl

Database Credentials

The MySQL database defaults to root for the administrative user name.

IMPORTANT: The MySQL root user name is not the same as the Linux root user on a Linux
appliance.

Changing Your Search Index Configuration

¢ Section 1.5.1, “Understanding Indexing,” on page 23

¢ Section 1.5.2, “Changing Search Index Configuration Settings,” on page 23
¢ Section 1.5.3, “Running the Search Index As Its Own Appliance,” on page 25
¢ Section 1.5.4, “Running Multiple Search Indexes,” on page 25

Understanding Indexing

The search index is responsible for indexing all data on the Filr site so that Filr users can easily use
the Search feature to retrieve the information that they need. Text posted in file metadata (such as a
file description) is easy to index, because the formatting is simple. However, text within a file itself
arrives in many different file formats, many of which require conversion before the text in the files can
be indexed. Therefore, the search index is dependent on the available file conversion technology in
order to perform its indexing function. For information about the file viewers that Filr uses, see “File
Viewer Information” in the Novell Filr 1.1 Installation and Configuration Guide.

The search index provides additional services on your Filr site in addition to indexing. In fact, you
cannot access your Filr site if the search index is not running. For this reason, Novell Filr provides
multi-server configuration options.

Changing Search Index Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 15.

You can modify the following configuration options for the Lucene search index:
Configuration Type: Select from the following configuration types:

+ Local: This is the default configuration type for a small Filr deployment, when the Lucene
search index, the MySQL database, and the Filr software are running on the same virtual
machine.

+ Server: Select this option in a large Filr deployment when only one Lucene search index is
running as a stand-alone appliance.
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+ High Availability: Select this option in a large Filr deployment when two Lucene search
indexes are running as stand-alone appliances.

For a high availability Lucene search index deployment:

1. Specify a user name and password for the Lucene service. This user name and
password applies to all Lucene search indexes in the system:

Lucene User Name: (This option must be set in the configuration for both Server and
High Availability Lucene configurations.) Specify Lucene Service in the User Name
field.

Lucene User Password: (This option must be set in the configuration for both Server
and High Availability Lucene configurations.) Specify the password for the Lucene user.

2. Click Add, specify the information for the first Lucene index appliance, then click OK.

3. Click Add, specify the information for the second Lucene index appliance, then click
OK.

Name: Specify a name for the Lucene search index appliance. (This option is visible only when
Configuration Type is set to High Availability.)

In a clustered Filr deployment with multiple Filr appliances, the name that you specify for a
specific search index node must be the same for that same node on each Filr appliance in the
cluster. For example, if from one Filr appliance you give Search Index Node A (which has the
DNS name of £ilr.mycompany.com) the name £ilr index1, then you must give Search Index
Node A this same name (£ilr_ index1) from each of the Filr appliances in the cluster.

Description: Specify a short description for the Lucene appliance. (This option is visible only
when Configuration Type is set to High Availability.)

Host Name: This is 1ocalhost if your Configuration Type is Local. If your Configuration Type is
Server or High Availability, use this field to specify the host name or IP address of the appliance
where the search indexes are running. (If your Configuration Type is High Availability, click Add
to configure multiple search indexes.)

RMI Port: When the search index is running as its own appliance, it communicates with Filr by
using the RMI port. (Default 1199.) (See Remote Method Invocation (http://java.sun.com/javase/
technologies/core/basic/rmi/index.jsp).) In a clustered environment where you are running
multiple search index servers, ensure that each Lucene index server is running on the same
ports. Novell recommends that you do not change this port from the default of 1199.

Lucene User Name: (This option must be set in the configuration for both Server and High
Availability Lucene configurations.) Specify Lucene Service in the User Name field.

Lucene User Password: (This option must be set in the configuration for both Server and High
Availability Lucene configurations.) Specify the password for the Lucene user.

Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

If your Filr site is configured for a large installation (your search index is a stand-alone appliance), you
can make additional configuration settings for your Lucene search index appliance, as described in
“Configuring and Maintaining the Search Index Appliance” in the Novell Filr 1.1 Installation and
Configuration Guide.
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1.6

Running the Search Index As Its Own Appliance

If the search index requires more memory, disk space, or CPU resources than are available on the
Novell Filr appliance in a small deployment, you should configure the search index to run as a
separate appliance in a large deployment. For instructions, see “Creating a Large Deployment” in the
Novell Filr 1.1 Installation and Configuration Guide.

Running Multiple Search Indexes

Because the availability of the index is critical to the functioning of the Novell Filr site, you can install
multiple search indexes as multiple appliances to provide high availability. For instructions, see
“Installing the Search Index Appliance” in the Novell Filr 1.1 Installation and Configuration Guide.

Language

The Novell Filr installation program runs in English only. When you install the Filr software, you can
set the primary language to any of the following:

+ Chinese-Simplified

¢ Chinese Traditional

¢ Czech

+ Danish

¢ Dutch

+ English

+ French

+ German

+ Hungarian

+ ltalian

+ Japanese

+ Polish

+ Portuguese

¢ Russian

¢ Spanish

+ Swedish

Some languages have an additional distinction by locale (the country where the language is spoken).

The language you select during installation establishes the language of the global text that displays in
locations where all Filr users see it, such as in the Workspace tree when you click the Workspace tree
icon &

o

# Home Workspace |* Personal Workspaces  |* admin (admin)

The language you select also establishes the default interface language and locale for creating new
user profiles.
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1.7 Changing Clustering Configuration Settings

1 Follow the steps in Section 1.1, “Changing Configuration Options for the Filr Appliance,” on
page 15.

You can modify the following configuration options:
Enable Clustered Environment: Select this option to enable clustering.

JVM Route: If you plan to use Apache as the reverse proxy, add a JVM route for each filr
Appliance in the Cluster. Otherwise, you can leave the JVM Route field empty. The purpose of
this field is to uniquely identify each Filr Appliance to Apache.

In the JVM Route field, specify worker1. On the second Filr node, in the JVM Route field, specify
worker2, and so forth for each Filr node, incrementing the JVM Route setting. Each Tomcat
instance should have a unique JVM Route setting.

workerl, worker2, and so forth are the default names for the matching values used for the
reverse proxy configuration. For example, if you have set up Apache or IS as a reverse proxy,
these are the default values. The JVM Route setting in the Filr installer must match these values.

Hibernate Caching Provider: memcached is the only option available when configuring Filrin a
clustered environment.

For more information about Memcached caching, see Memcached (http://memcached.org/).

Server Address: Each Filr server in the cluster must list all of the Lucene servers (hostname or
IP address) in the cluster, with each server separated by a space. For example,
lucene hostnamel lucene hostname2.

Changes made to one Filr node are immediately visible in other Filr nodes.
2 Click OK, then click Reconfigure Filr Server for your changes to take effect.

This stops and restarts your Filr server. Because this results in server downtime, you should
restart the server at off-peak hours.

1.8 Changing Reverse Proxy Configuration Settings

+ Section 1.8.1, “Understanding Reverse Proxy and NetlQ Access Manager,” on page 27

+ Section 1.8.2, “Understanding How Port Redirection Affects Reverse Proxy Settings,” on
page 27

+ Section 1.8.3, “Changing Reverse Proxy Configuration Settings,” on page 27

+ Section 1.8.4, “Bypassing NetlQ Access Manager to Log In to Filr and Perform Administrative
Tasks,” on page 28

You might need to modify the reverse proxy configuration settings for your Filr appliance for either of
the following reasons:

+ When you configure a reverse proxy server, such as NetlQ Access Manager
For more information about this scenario, see Section 1.8.1, “Understanding Reverse Proxy and

NetlQ Access Manager,” on page 27.

+ If you have enabled port redirection in your network settings page (as described in Section 1.2.1,
“Changing the Network Configuration Settings,” on page 17)

For more information about this scenario, see Section 1.8.2, “Understanding How Port
Redirection Affects Reverse Proxy Settings,” on page 27.
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1.8.1

1.8.2

1.8.3

Understanding Reverse Proxy and NetlQ Access Manager

NetlQ Access Manager can provide secure single sign-on access to your Novell Filr site by
functioning as a reverse proxy server. When using Access Manager with Novell Filr, Access Manager
3.1 SP1 IR1 is required and is an additional add-on product. You can download the required version
of Access Manager from the NetlQ Downloads site (https://dl.netig.com/index.jsp).

For background information about setting up NetlQ Access Manager 3.1, see the Access Manager
3.1 Documentation website (https://www.netiq.com/documentation/novellaccessmanager31/). For
instructions specific to Filr, see Section 12.1, “Configuring a Protected Resource for a Novell Filr
Server,” on page 127.

After you have configured NetlQ Access Manager, you must confi