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About this guide

Introduction

Enterprises today are constantly challenged with security and support issues arising from one major area —
endpoint users and their PCs. Malware, spyware, data leakage caused by removable media and the resulting

regulatory compliance (information privacy) issues dominate enterprise IT companies’ ‘top 10 concerns’ listst
from a variety of analyst firms.

Today’s existing security solutions have been unable to stem the tide of ever-increasing security threat. This
is primarily because enterprise endpoints are porous and becoming more so as new hardware technologies
and P2P applications appear on the market. Who would have ever considered an iPod to pose a security risk
a few years ago, or expected the wave of boutique spyware crafted to target individual organizations?

Traditional security solutions are not designed to address today’s risks. They rely on signatures or some other
means to react to symptoms after a threat has already appeared and been identified. Sanctuary Application
Control Suite addresses the challenges associated with effectively securing endpoint executables and
devices. It works in a simple, unique way that puts control back in the hands of IT administrators while giving
end users the flexibility that they demand.

Sanctuary provides policy-based control for all devices and applications that can be used on enterprise
endpoints. Using a whitelist approach, Sanctuary enables the development, enforcement, and auditing for
application and device use in order to maintain IT security, reduce the effort and cost associated with
supporting endpoint technologies, and ensure compliance with regulations. By using a whitelist approach,
enterprises can literally turn their backs on the volumes of unwanted applications, malware, and unauthorized
devices and instead focus on what is authorized and approved.

Sanctuary links application and device policies to eDirectory- and Active Directory-based identities,
dramatically simplifying the management of endpoint application and device resources.

Sanctuary Device Control controls access to devices by applying permission rules to each device type. Based
on the Least Privilege Principle, access to any device is prohibited by default for all users. To grant access,
the administrator associate those users or user groups to the devices or complete device classes to which
they should have read and/or write privileges. In essence, Sanctuary Device Control extends the standard
Windows security model to control I/O devices.

The Sanctuary Device Control approach is in stark contrast to traditional security solutions that use ‘black
lists’ to specify devices that cannot be used. With Sanctuary Device Control, your IT infrastructure is
protected from devices not yet developed until you say the word.

1 vankee Group 2005, ESG 2005, Forrester 2005
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About this guide

Complete security

SecureWave offers a portfolio of security solutions for regulating your organization’s applications and devices.

> Our Sanctuary Application Control Suite, that can be any of the following programs depending of your
needs:

>  Sanctuary Application Control Custom Edition lets you create multiple File Groups and User
Groups, so you can control application execution at a more granular level.

>  Sanctuary Application Control Terminal Services Edition extends application control to Citrix or
Microsoft Terminal Services environments, which share applications among multiple users.

> Sanctuary Application Control Server Edition delivers application control to protect your
organization’s servers, such as its Web-hosting server, email server, and database server.

> Sanctuary Device Control prevents unauthorized transfer of applications and data by controlling access
to input/output devices, such as memory sticks, modems, and PDAs.

> Sanctuary for Embedded Devices moves beyond the traditional desktop and laptop endpoints and onto
a variety of platforms that include ATMs, industrial robotics, thin clients, set-top boxes, network area
storage devices and the myriad of other systems running Windows XP Embedded.

What’s in this guide

This guide explains how to use Sanctuary Device Control to control end user access to I/O devices, including
floppy disk drives, DVDs/CDs drives, serial and parallel ports, USB devices, hot swappable and internal hard
drives as well as other devices.

We have divided this manual in three sections.
Part | contains a general introduction to the Sanctuary Device Control program. This is the must read part:

>  Chapter 1: Introducing Sanctuary Device Control provides a high-level overview of Sanctuary Device
Control, how it works and how it benefits your organization.

>  Chapter 2: Using the Sanctuary Console describes the basic principles of how to use Sanctuary Device
Control.

Part Il is the reference part. It provides information about how you use each of the Sanctuary Device Control
modules. The functionality of each module is explained in detail.

> Chapter 3: Using the Device Explorer explains how to set the Access Control List permissions on 1/0
devices.

>  Chapter 4: Managing permissions/rules shows you how to create, delete, modify, organize, and group
permissions and rules, and how to force a user to encrypt removable storage devices.

>  Chapter 5: Using the Log Explorer provides information both on how to view a copy of traced files, errors,
and access attempts on client computers, and how to view administrative logs and copies of files
(‘shadow files’) users have been written/read, to/from certain devices.

> Chapter 6: Using the Media Authorizer illustrates how to create a database of known DVD/CDs and
encrypted media and how to assign their rights to individual users and groups.

>  Chapter 7: Accessing encrypted media outside of your organization explains how to use encrypted media
outside the company.

> Chapter 8: Setting and changing options describes how to tailor the default options and computer-
specific options to suit you and your organization.

>  Chapter 9: Generating Sanctuary Reports explains how to obtain the various HTML reports generated by
Sanctuary Device Control.
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About this guide

Part Ill contains additional information to help you in your everyday work.

> Appendix A: DVD/CD Shadowing describes how to copy the contents of files written/read to/from
DVD/CD (shadowing), the DVD/CD disk and file formats supported by the shadowing operations, and
how to interpret the files written to the Log Explorer module.

> Appendix B: Important notes shows some key comments you should take into account when using
Sanctuary Device Control.

> The Glossary provides definitions of standard acronyms and terms used throughout the guide.

> The several indexes (Index of Figures, Index of Tables, Index) provide quick access to specific figures,
tables, information, items or topics.

For more information

In addition to the documents and the online help provided with Sanctuary Device Control, further information
is available from our support web site at:

WWw.securewave.com

This regularly updated Web site provides:

> The latest software upgrades and patches (for registered users).
>  Troubleshooting tips and answers to frequently asked questions.
> Other general support material that you may find useful.

> New information about Sanctuary.

> Our Knowledge Base (KB), with FAQ (Frequent Asked Questions) and practical information of your every
day use of Sanctuary solutions.
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About this guide

Conventions

Notational conventions

The following symbols are used throughout this guide to emphasize important points about the information
you are reading:

Z5 Special notes. This symbol indicates further information relevant to the topic being

considered. These notes may relate to other parts of the system or points that need
particular attention.

8 Time. This symbol indicates a paragraph describing a ‘short-cut’ or tip that may save you
time.
‘\ Caution. This symbol means that proceeding with a particular course of action may result in

a risk, for example loss of data or potential problems with your system.

Typographic conventions

The following typefaces are used throughout this guide:

> ltalic — Represents fields, menu commands, and cross-references.

> Fixed w dt h — Shows messages or commands typed at a command prompt.

>  SMmALL CAPs — Represents buttons you click.

Keyboard conventions

A plus sign between two keyboard keys means that you must press those keys at the same time. For
example, ALT+R means that you hold down the ALT key while you press R.

A comma between two or more keys signifies that you must press each of them consecutively. For example
‘Alt, R, U’ means that you press each key in sequence.

To contact us

If you have a question that is not answered in the online help, documentation, or the SecureWave knowledge
base, you can contact your SecureWave customer support team by telephone, fax, email, or regular mail.

Technical Support hours are Monday to Friday, 8:00 to 20:00 CET/CEST in Europe and 8:00 AM to 8:00 PM
ET/EDT in North America.

You can contact our technical support team by calling:

+352 265 364 300 (International),
+1-877-713-8600 (US Toll Free),
+44-800-012-1869 (UK Toll Free)

or by sending an email to: support@securewave.com
Alternatively, you can write to customer support at:
SecureWave, S.A.

Atrium Business Park

23, rue du Puits Romain

L-8070 Bertrange
Luxembourg
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Part I. Step-by-step administration
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Chapter 1: Introducing Sanctuary Device Control

This chapter introduces Sanctuary Device Control, and explains how it benefits your organization, protects
your data, and improves your productivity. It also contains an overview of the entire Sanctuary system and an
explanation of the how the program works.

Welcome to Sanctuary Device Control

Sanctuary Device Control eliminates the majority of dangers associated with people within your organisation
abusing their access to network resources and mission critical information. This security is achieved by
controlling end user access to I/O devices, including floppy disk drives, DVDs/CDs drives, serial and parallel
ports, USB devices, hot swappable and internal hard drives as well as other devices. This is a very effective
way of preventing data leakage & theft of electronic intellectual property and proprietary information.

Sanctuary Device Control also prevents malicious code, unlicensed software, and other counterproductive
applications being uploaded on your system. These could otherwise make inappropriate use of corporate
resources and cause unnecessary expenses.

Sanctuary Device Control allows you to increase employee productivity and lower corporate legal liabilities
while protecting your organization’s reputation, image, and assets.

What is Sanctuary Device Control

Sanctuary Device Control controls access to I/O devices by applying an Access Control List (ACL) to each
device type. By default, access to any device is prohibited for all users. Designed administrators can then
assign access and permissions to specific users or groups of users for the devices that they require in their
everyday work. These permissions can be temporary, online/offline, scheduled, copy limit, shadow (a copy of
transferred data), read, read/write, etc. This means that you are in control, always.

The Sanctuary Device Control approach is in stark contrast to traditional security solutions that utilize a list of
specific devices that cannot be used, and have administrators scrambling to update systems whenever some
new class of device is introduced. With Sanctuary Device Control, your IT infrastructure is protected from
devices not yet developed until you sanction their use.

What can you do with Sanctuary Device Control

Sanctuary Device Control is a powerful desktop security enhancer that allows system administrators to
implement strict security device use policies by controlling end-user access and I/O devices use. Using
Sanctuary Device Control, you can manage devices such as USB memory sticks, CD and DVD R/W, PDAs,
etc. In essence, Sanctuary Device Control extends the standard Windows security model to control I/O
devices. However, Sanctuary Device Control goes even further by auditing 1/0O device use as well as attempts
to access unauthorized devices. It can even create and log a complete copy of all data (we call it ’'shadowing’)
written/read to/from authorized devices.

With Sanctuary Device Control, you can add or change access rights in a flash — without needing to reboot
the computer — and, at the same time control, monitor all activities from a central location.

The solution is network friendly and uses a three-tiered architecture that is designed to minimize policy-
checking traffic; the actual control is done within the client computer itself, transparent to the user. Because
the implementation of the control feature is also local, the power of Sanctuary Device Control extends even to
unplugged laptop workers delivering the same security regardless of their location.
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Sanctuary Device Control lets you:

>  Define user/group based permissions on all/specific machines.

> Prevent unknown devices being installed on your networks.

> Authorize particular device types within a class.

> Uniquely identify individual devices.

>  Schedule I/0 access for a predefined time or day of the week.

>  Create a temporary device access (same day or planned for future timeframe).
> Restrict the amount of data copied to a device.

> Assign administrator’s roles.

>  Create shadow files (i.e. copies of transferred data) of all data written or read, to or from external devices
or specific ports.

> Encrypt media with the powerful AES algorithm.
> Block some media (DVDs/CDs) while permitting other specific ones to be used.
> Enforce specific users/user groups to encrypt their removable devices.

You can find a full list of characteristics in the Major features section on page 12.

Benefits of using Sanctuary Device Control

When first using Sanctuary Device Control you immediately benefit from:

> A strict user policy enforcement: With no more data leakage, you are in control of the four w's, who,
where, what, and when.

>  The possibility to define specific device permission rules: Permissions boil down to even a specific
organization-approved model.

> Alog of all administrators’ actions: A complete report of what your administrators are doing.

> A complete report facility: Useful information to keep everything under the strictest control. For example
you can create a daily or weekly scheduled report of all user attempts to access an unauthorized device.

> The option to scrutiny all data written to a media: you can optionally enable a copy (shadow) of all data
written/read to/from certain devices.

> Limit or hinder copied data: You have the choice of establishing a daily limit on, or simply stopping, data
being written to external devices.

> Authorize specific media that can be used in your organization: Define in advance which DVDs/CDs can
be used in your company.

> Encrypt all information leaving your company: Encrypt data as it is being written to a device.

Major features of Sanctuary

Sanctuary Device Control is designed for large organizations with complex needs. It offers many powerful
features such as:

Centralized device access management

Sanctuary Device Control's core functionality is its ability to centrally define and manage user, user groups,
computers and computer groups access to devices on the computer.
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Intuitive user interface

Access to devices is controlled using a native Access Control List, set up in exactly the same way as
navigating through files and folders in Windows Explorer. Permissions can apply at different levels: users,
user groups, all machines, machine groups, specific machines, groups of devices, or even specific devices.

Novell support

Sanctuary Device Control fully supports Novell's eDirectory/NDS structure. The Novell’s eDirectory trees are
synchronized using an external script. These objects appear on the Device Explorer structure and
permissions and rules can be assigned to them explicitly. The administrator can schedule the synchronization
script using Windows’s scheduler task manager (see Sanctuary's Setup Guide).

Support for a wide variety of device types and buses

You can grant or deny access permissions for a wide variety of devices using USB, FireWire, ATA/IDE, SCSI,
PCMCIA (or Cardbus), Bluetooth and IrDA buses. See Device types supported on page 16 for a list of the
supported device types.

Read-only access

Sanctuary Device Control lets you define a particular device as read-only. You can set read-only permissions
for all file-system based devices, for example, a floppy drive, DVD/CD writer, PCMCIA hard drive, and so on.
Other device pemissions you can set restrict writing, encrypting, decrypting, exporting data to file/media and
importing data.

Copy limit

Afraid of letting your users abuse their writing permissions? Limit the quantity of data they can write to floppy
disks and removable storage devices on a daily basis.

Temporary access

Sanctuary Device Control lets you grant users temporary access to their devices. This means that you can
switch access on without having to remember to switch it off again later. You can also use it to grant access
‘in the future’ for a limited period.

Scheduled device access

Sanctuary Device Control lets you grant or deny permissions to use a device during a specific period. This
lets you develop sophisticated security policies where certain devices can only be used from, for example, 9
am to 5 pm, Monday to Friday.

Context-sensitive permissions

Different permissions can be applied depending on their contexts. Many permissions can be created that are
valid regardless of the connection status. However, you can create others that are only relevant when the
machine either is or is not connected to the network. This allows, for example, disabling the WiFi cards when
laptops are connected to the company network and enabling them when the machine is not wired to the
system.

File shadowing

Sanctuary Device Control's shadow technology enables full auditing of all data written/read to/from file-system
based devices such as Recordable DVD/CD, removable storage devices, floppy disks, Zip and PCMCIA
drives, as well as to serial and parallel ports (only written data). This feature is available on a per user basis.
Some of these devices only support a partial shadowing — only the file’s name and not the complete content.

User-defined devices
Sanctuary Device Control gives administrators the ability to manage other kind of devices in addition to those

supported by default. Any device that is not managed in the default installation can be added to the database
as a user-defined device and permissions can be applied in the usual way.
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Offline updates

You can update the permissions of remote machines that cannot establish a network connection to the
company. New permissions can be exported to a file that is later imported onto the client computer.

Per-device permissions

Sometimes a device type is too general for you to satisfactorily control access to sensitive data. Therefore, it
may be desirable to implement a finer grained control at a lower level — down to the device model or even to
a specific device within a model. For instance, rather than grant permissions to use any type of removable
media, you may want to restrict access to a specific device of a company-approved model.

Unique, serial identified, removable devices

Administrators can control devices by defining permissions at a class level (for example, all DVD/CD
devices), classify devices in logical entities called device groups, or include a device model. When working
with removable devices, administrators can go up to a fourth level by defining permissions for a unique, serial
identified removable device.

Per-device encryption

Restricting access for a specific device to a particular user also incorporates an encryption process to ensure
that sensitive data is not inadvertently exposed to those without authorized access.

Centralized and/or decentralized encryption

Sanctuary Device Control means that administrators can not only grant user(s)/group(s) access to a
removable storage device (defined at the class, group, model, or uniquely identified device level) but they can
also force users to encrypt their devices locally. This decentralized encryption schema is a work-around for
those organizations that do not want (or need) to manage device encryption centrally while ensuring that the
company’s data is not inadvertently exposed.

DVD/(D recorder shadowing

Shadowing, a copy of the file’s data, can be used in the following writable media formats: CD-R, CD-RW,
DVD-R, DVD+R, DVD-RW, DVD+RW and DVD-RAM. Shadowing means that data written/read to/from these
media is intercepted and made available to the administrators. The recent spread of writable media and the
Plug and Play capabilities of Windows XP make it extremely easy, for example, for any user to plug in a CDR
unit and copy large amounts of potentially sensitive data. By default, Sanctuary Device Control disables
writing to such media and, when writing must be enabled, you can optionally select to shadow the data.

&5 DVD/CD Recorder shadowing is supported on Windows 2000 (Service Pack 4 or later) and
later only. Windows NT4 is no longer supported by Sanctuary Device Control.

Administrators' roles

Sanctuary’s User Access module allows you to set precise controls on who has access to the different
components of the Sanctuary Management Console. For example, you can restrict the access to the
shadowing information to only the company’s auditors. You should also consult Sanctuary's Setup Guide to
learn how to set rights to control Organizational Units/ Users/ Computers/ Groups.

Tamper-proof client component

Sanctuary Device Control depends on the Sanctuary Client Driver installed on each protected computer or
server to do its work. Since this is a critical part of the installation, this driver is protected against uninstalling
— even for authorized administrators. Sanctuary Administrators may emit an ‘endpoint maintenance ticket
(see Client hardening on page 172 and Endpoint Maintenance on page 27) or explicitly deactivate this
protection.

File filtering

Control which file types can be copied to/from removable devices (see Using file filters on page 60).
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What is new on this version

A full list features and changes can be found in the Readme.txt file located on your CD installation disk.
Custom reporting

In addition to the standard reports (showing, for example, device permissions, shadowing by user or
computer, online machines and so on), you can now generate your own custom reports. For example, you
could schedule a report showing attempts to access unauthorized devices emailed to you on a daily or weekly
basis, or produce daily reports of Sanctuary administrators’ actions.

Client hardening of Shadowed files and logs

Sanctuary Client, which is installed on computers, is protected from tampering by malicious users by client
hardening. This prevents users from uninstalling or deleting the kernel driver that monitors their use of
devices. This client hardening has now been extended so that copies of files transferred to devices (shadow
files) and log files cannot be removed before they are uploaded to the SecureWave Sanctuary Database,
even by Sanctuary administrators.

Wireless online/ofline permissions

Vunerabilities from Wireless users bypassing your organization’s firewall, connecting to the Internet while also
connected to your company networks, are now prevented using Sanctuary. Sanctuary Client now supports
separate online and offline permission rules.

Temporary permission offline

If you are not connected to a SecureWave Application Server you can extend your permissions on a
temporary basis by contacting a Sanctuary administrator by phone. Once you have agreed the terms of the
extension, you can give the administrator a key code and they can respond with a passphrase that, when
entered on the protected computer, extends your offline permissions temporarily.

Password recovery for decentralized encryption

If you are using decentralized encryption for removable storage devices and a user forgets their password
they can recover a password that decrypts and re-encrypts the media and gives access to their data. The
user contacts a Sanctuary administrator, for example, by phone. Once the administrator has authenticated
the user, they can provide a code that can be used to reset the encryption password.

Expanded file types for filtering

You can limit access to certain types of files on removable storage devices, floppy disk drives and CDs/DVDs.
This list of applications that are supported by Sanctuary Device Control has been expanded. File filtering now
includes more common file types.

64-bit operating systems and Windows Vista support

Sanctuary supports both 32- and 64-bit versions of Windows Vista in a number of different language versions.
Proxy support

A Sanctuary Client can now establish a connection to a SecureWave Application Server through a proxy
server and via the Internet. Communications use the TLS protocol (rather than the ‘old’ TCP/IP protocol). This
enables strong encryption of messages and leads to the possibility of having managed servers owned and
run by one organization protecting computers located at a second organization .

Persistent username in Sanctuary logs

The user names reported in log files are retained even if the user account has been removed from your
organization’s servers.
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Device types supported

Sanctuary Device Control supports a wide range of device types that represent key sources of security
breaches. For some of these devices, you can allow access and activate the shadowing option for that class.
If this is done, Sanctuary Device Control enables the administrators to view the content of the files
written/read to/from that authorized device.

You can set up permissions for devices that connect using USB, FireWire, PCMCIA, ATA/IDE, SCSI,
Bluetooth, and IrDA bus types (see . Devices attached to these buses recognized based on their device type,
not on the way they are connected. For example, an external DVD/CD-ROM drive attached to a PC using the
USB port is recognized as device type DVD/CD-ROM and is, therefore, controlled using the same mechanism
and settings as an internal DVD/CD-ROM drive. It is possible to define a permission at device class level and
restrict it to a specific device type, such as USB, FireWire etc.

Device types currently managed by Sanctuary Device Control include:
Biometric devices

You can find Password Managers and FingerPrint readers in this class of devices. They are connected to the
computer using the USB port.

COM/serial ports
These include serial ports and devices that make use of COM device drivers, such as some types of modems

(including null modems) and terminal adaptors. Some PDA cradles also make use of the serial port, even
when they are connected through the USB port.

&5 Some devices, like the Bluetooth print server, only work if the COM port is also enabled. If

you use a printer that is configured to use a particular COM port (even if this port is provided
by a Bluetooth adapter), then you may need to give access to the COM port as well.

DVD/CD drives

CD-ROM and DVD access can be managed in several ways. Sanctuary Device Control allows for full device
lock/unlock, access to music CDs only, or access only for uniquely identified DVDs/CDs previously
authorized. You can also restrict write privileges to CD-R/W and DVD -/+R/W devices.

Floppy disk drives

Access to the floppy drive can be managed as either completely locked/unlocked or on a read-only basis.
Floppy disk drive devices include conventional diskette drives, as well as high-capacity drives such as the LS-
120. This applies no matter how the devices are connected to the system, whether IDE, parallel, USB, or by
other methods.

Imaging devices/Scanners

Access to these devices can be managed with Sanctuary Device Control whether they are USB or SCSI. A
scanner or a Webcam are examples of this kind of devices.

25 Some all-in-one models of devices like the HP PSC1350 include a Printer, a Scanner and a

memory card reader. There are cases where the scanner functionality cannot be used if the
USB Printer functionality is disabled by the Device Control client.

LPT/parallel ports

You can control conventional parallel printer ports, as well as variants such as ECB. Dongles are also
included.

Modems/Secondary network access devices

Access to these internal or external devices can be managed with Sanctuary Device Control. ‘Secondary’
network devices are those that do not connect directly through ‘normal’ channels.
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Z5 Different modems operate in different ways. Depending on your brand, you may need to

allow access to the COM port, to the Modem port, or, possibly, to both, so that you can use
your modem. You should experiment with the settings in order to see what works best in
your case.

&5 If your users connect via dialup you may need to set a permission rule to the Local System
for the Modem.

Palm handheld devices
Create permissions rules at your convenience for this type of devices using Sanctuary Device Control.
Plug and Play devices

Sanctuary Device Control is able to detect Plug and Play devices, even when they are added on the fly.
These devices are subject to the same access controls set for fixed devices of the same type.

&5 During the plug and play process, Windows registers the device into a class. Sanctuary

Device Control uses this information to apply permissions to the device. For example, if
Windows registers a camera in the Removable Storage Devices class, the access to this
camera is controlled by the permissions set in that class in the Device Explorer module.

Printers (USB/Bluetooth )

Sanctuary Device Control allows you to control the access to USB/Bluetooth printers connected to client
computers.

&5 Some all-in-one models of devices include a Printer, a Scanner and a memory card reader.

There are cases where the scanner functionality cannot be used if the Device Control client
disables the USB Printer functionality.

PSI2 ports

PS/2, the port traditionally used to connect a keyboard, is being rapidly superseded by the USB port for
keyboard connections. If you are only using USB keyboards and USB mice in your network, you can opt to
block definitely all PS/2 ports. This will render the use of PS/2 Keyloggers (which capture data typed at the
keyboard, including passwords and other sensitive data) impossible. Please consult Chapter 8: Setting and
changing options on page 169 for more information.

Removable storage devices

This device type includes disk-based devices that are not floppy or CD-ROM drives. Devices such as Jaz and
PCMCIA hard drives fall in this category, but also USB memory devices such as memory stick, Disk on Key,
ZIP, as well as USB-connected MP3 players and digital cameras.

Z5 Secondary hard disks drives (including SCSI drives) are treated as Removable Storage

Devices. By specifying if the permission that applies to ‘Hard Drive’or ‘Non Hard Drive’you
can distinguish between memory keys and secondary hard drives. You can also restrict the
permissions to devices that connect through a given bus, such as, USB, SCSI, or PCMCIA.

RIM BlackBerry handhelds

Handheld computers/mobile phones from the RIM (Research in Motion) BlackBerry range connected to the
computer through a USB port. Access to these PDA/GSM devices can be managed with Sanctuary Device
Control.

Smart Card readers

Access to readers for smart cards, such as eToken or fingerprint readers, can be managed with Sanctuary
Device Control.
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Tape drives

Access to internal and external tape drives of any capacity can be managed with Sanctuary Device Control.
Z5 Some backup units that do not use the Microsoft supplied drivers cannot be controlled by
Sanctuary Device Control.
User Defined devices
Devices that do not fit into the standard categories can also be managed with Sanctuary Device Control.
Devices such as some PDAs (non Compagq IPAQ USB, non Palm Handheld USB), iPaq, Qtec, HTC, and
Web Cams can be specified as a User-Defined device and permissions added to them in the usual way.

Windows CE handheld devices

Access to these devices can be managed with Sanctuary Device Control. The HP iPAQ or XDA are Windows
Mobile 5 CE Devices (running Windows PocketPC 2002/2003 OS).

Windows CE handheld devices
Handheld Windows CE computers (using PocketPC OS) connected to the PC through a USB port.
Wireless network interface cards

When installing the Sanctuary Client Driver, you have the option to configure the client’s permissions to use a
Wireless LAN adaptor.

&5 This permission applies only to Wireless cards for which Windows does not require a
manufacturer-specific driver or administrative privilege to install.

Conclusions

Sanctuary Device Control eliminates the majority of the dangers associated with insiders abusing their access
to network resources and mission critical information. It significantly increases the security level on your
operating system controlling and auditing end-user access to input/output (1/0) devices.

Using the control console, the security administrator(s) can allow access to an 1/0 device by assigning
permission rules to users/groups.

With the optional ‘shadowing’ feature, it is possible to track down data written/read to/from certain I/O devices.
You can also access a log of what files were copied to various 1/O devices on any given day.

Sanctuary Device Control non-obtrusive and flexible nature protects and prevents with practical no overhead
for your users or system. Using our products, you can rest confident that your company is safe.
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This chapter explains how Sanctuary Device Control approaches I/O security. It describes the components of

the Sanctuary Device Control and explains how they contribute to the enforcement of your company’s

security policies.

When you first install Sanctuary Device Control, default permission rules are created and configured. These

rules include Shadow restrictions and Read/Write permissions for some of the devices. Although these

settings meet the needs of some users, most people require additional access rights to carry out their day-to-

day jobs. One of the first tasks of an administrator is to define new permissions rules for users, groups,

computers, or devices in their network.

Using the Sanctuary Management Console you can:

>  Set default options.

>  Grant general access to all available devices.

>  Define specific rights for certain users.

>  Authorize media types and specific media on a general or user-by-user basis.

>  Send updates to all users or to certain computers.

> Maintain the database where all info is kept.

> Synchronize domain users.

>  Configure centralized and decentralized encryption, etc.

>  Generate standard reports, for example showing User permissions, Device permissions, Computer
permissions, Media by user, Users by medium, Shadowing by device, Shadowing by user, Online
machines, User options, Server Settings, and Machine options.

> Generate custom reports of device use/attempted use.

>  See the content of a copied/read file (only if Shadow is active).

> View the log of all changes administrators make to users’ policies.

> Review any attempt to access the configured devices in a computer.

Starting the Sanctuary Management Console

As with nearly all Windows’ programs, you start the Sanctuary Management Console by clicking on the
Windows START button and selecting Programs — Sanctuary — Sanctuary Management Console. You can
also create a shortcut in Windows’ desktop for your convenience.

Connecting to the Server

When you initially launch the Sanctuary Management Console, you need to connect to a SecureWave
Application Server. The Connect to SXS Server dialog is displayed.

To connect to the server, follow these steps:
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Connect to SecureWave Application Server

\i‘) Application Server | SECSRY] -

© Use curent ussr [LU\Administtator)

Login as;

l oK. H Bancel| [ Heb |

Figure 1: Connecting to the server

1. Select the SecureWave Application Server to which you want to connect from the list (if available)
or type in the name. You can use the IP address, the NetBios name, or the fully qualified domain
name of the SecureWave Application Server. If your Server is configured to use a fixed port, you
have to append the port number to the server name as in this example:

secrsrv.secure.com[