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About This Guide

This installation guide is written to provide network administrators the conceptual and procedural
information for installing and configuring Novell Storage Manager 4.1 for Active Directory.

+ Chapter 1, “Prerequisites,” on page 7

+ Chapter 2, “Licensing the Product,” on page 13

+ Chapter 3, “Installing and Configuring SQL Server,” on page 17

+ Chapter 4, “Migrating from Novell Storage Manager 3.x for Active Directory,” on page 35

+ Chapter 5, “Installing Novell Storage Manager 4.1 for Active Directory,” on page 69

+ Appendix A, “Deploying Event Monitors and NSM Agents Remotely by Using the DeployAgents
Tool,” on page 99

+ Appendix B, “Deploying Windows Agents Remotely Using Microsoft System Center
Configuration Manager,” on page 103

+ Appendix C, “Documentation Updates,” on page 117

Audience

This guide is intended for network administrators who manage user and collaborative network
storage resources.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Novell Storage Manager 4.1 for Active Directory Installation Guide,
visit the Novell Storage Manager Web site (http://www.novell.com/documentation/storagemanager4/
index.html).

Additional Documentation

For additional Novell Storage Manager documentation, see the following guide at the Novell Storage
Manager Documentation Web site (http://www.novell.com/documentation/storagemanager4/
index.html):

+ Novell Storage Manager 4.1 for Active Directory Administration Guide

About This Guide
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1 Prerequisites

This section provides procedures that you must do before installing the Novell Storage Manager 4.1
for Active Directory components.

+ Section 1.1, “Folder Redirection and DNS Names,” on page 7

+ Section 1.2, “File Server Resource Manager,” on page 8

*

Section 1.3, “Active Directory Schema,” on page 9
+ Section 1.4, “Verifying Proper Configurations and Rights,” on page 11

*

Section 1.5, “What's Next,” on page 11

1.1 Folder Redirection and DNS Names

IMPORTANT: If your environment uses folder redirection, we strongly recommend reading the KB
articles listed below and applying any relevant hotfixes before managing storage with Novell Storage
Manager. In fact, we strongly recommend applying these hotfixes if you use folder redirection in your
AD environment with the affected operating systems, even if you are not managing user storage with
Novell Storage Manager. Microsoft’s continuing push to move away from NetBIOS and WINS might
eventually introduce this issue into your environment with or without Novell Storage Manager
installed.

Novell Storage Manager 4.1 exclusively uses DNS Fully Distinguished Names (FDNSs) for server
names in all UNC paths set in and by Novell Storage Manager. This is a change from Novell Storage
Manager 3.x and earlier, where NetBIOS names were used (although a config file-only option to use
DNS names existed in Novell Storage Manager 3.1.x). This is per Microsoft’s own recommendations,
as Microsoft slowly attempts to phase out NetBIOS and WINS.

However, there are known bugs related to Folder Redirection when the DNS name for a server is
used in a user’s home folder path (or any other path specified for folder redirection). These Windows
bugs, which can result in loss of data in the redirected folders or the entire redirected folder, are
described in the following Microsoft KB articles:

+ “You are unable to update the target location of offline file shares in the Offline File client side
cache without administrative permission in Windows Server 2008 R2 or in Windows 7.” http://
support.microsoft.com/kb/977229 (http://support.microsoft.com/kb/977229)

+ “After you apply a GPO to redirect a folder to a new network share, the redirected folder is empty
on client computers that are running Windows Vista or Windows Server 2008.” (http://
support.microsoft.com/kb/977611)

These KB articles specifically apply to users logging on through Windows Vista or Windows 7
computers, as well as users logging on interactively on Windows Server 2008 and Windows Server
2008 R2. Users on other operating systems might be affected as well, however.

Both of the KB articles above include links to hotfixes that help resolve these issues.

While this is not a Novell Storage Manager issue per se, Novell Storage Manager 4.1's exclusive use
of DNS FDNs in UNC paths can exacerbate this problem, or introduce it into an environment that was
previously exclusively using NetBIOS naming for servers and using folder redirection.

Prerequisites 7
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File Server Resource Manager

Microsoft File Server Resource Manager (FSRM) is a suite of tools from Microsoft that allows
administrators to better understand, control, and manage the quantity and type of data stored on their
servers. Novell Storage Manager uses File Server Resource Manager to enable quota management.

NOTE: You must install File Server Resource Manager on all servers where Novell Storage Manager
will be managing quotas for user or collaborative storage. This includes the server that will host the
Engine, even if it does not contain shares that will be managed. FSRM is necessary because the
FSRM COM interfaces must be present for the Engine to call them remotely on other servers.

Installing File Server Resource Manager

Quotas for user and collaborative storage can be managed through Novell Storage Manager for
Active Directory on all versions of Windows Server from 2008 and beyond. You need to install File
Server Resource Manager on every server or active node that will be hosting user or collaborative
guota-managed storage.

NOTE: These procedures are specific to Windows Server 2012 R2. Procedures vary for each version
of Windows Server.

1 Launch Server Manager.
2 Select Manage > Add Roles and Features.

This launches the Add Roles and Features Wizard.
3 Click Next.

= Add Roles and Features Wizard =|0 -

Calar RS, . DESTINATION SERVER
-\_rtllt“-\_t dESJ[ ation server Actinus.chronide local

Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Salect a server from the server pool
) Select a virtual hard disk
Se &5 Server Pool
Feat
Filter: |
Name IP Address Operating System

Astinus.chronicle.local 10.71.200.2 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next = Insta Cancel

Novell Storage Manager 4.1 for Active Directory Installation Guide



1.3

4 Select the server where you are going to install the Engine and click Next.
5 From the list of roles, expand File and Storage Services.

6 Expand File and iSCSI Services.

7 Select the File Server Resource Manager check box.

= Add Roles and Features Wizard -

Add features that are reguired for File Server Resource
Manager?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 FRole Administration Tools
4  File Services Tools

[Tools] File Server Resource Manager Tools

Include management tools (if applicable)

Add Features Cancel

8 Click Add Features.
9 Click Next.

10 Click Next.

11 Click Install.

Active Directory Schema

The Microsoft Active Directory schema contains formal definitions of every object class that can be
created in an Active Directory forest. The schema also contains formal definitions of every attribute
that can exist in an Active Directory object.

To enable collaborative storage or auxiliary storage management, Novell Storage Manager extends
the Active Directory schema to enable Novell Storage Manager attributes. These attributes are
specified in “Active Directory Schema Extensions” in the Novell Storage Manager 4.1 for Active
Directory Administration Guide.

Prerequisites
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NOTE: If your Novell Storage Manager deployment will not include support for collaborative storage
or auxiliary storage management, there is no need to extend the Active Directory schema.

1.3.1 Extending the Active Directory Schema

1 Log in to the forest or domain as a user with Schema administration privileges.
You can do this by being a member of the Schema Admins group.

2 At the root of the ISO image, open the \\Windows folder, locate the NSM-ad-SchemaTool . exe
file, and double-click it.

3 When you are asked if you want to run this file, click Run.

A Windows console application runs.

oo Administrator: CAWindows\system32\cmd.exe - Senergy-5chemaTool.exe

N> MNEM-SchemaToo l.exe

Etarting NSM-SchemaTool version 4.1.8.3

Attempting to resolve current Domain...

Aiccessing current schema for AD Forest ‘chronicle.local’
Obtained handle to schema

urrent Forest Level 'Windows2B812R2Forest’ is good.

hecking for File Management attribute schema extensions...
—» cex—F8FAuxiliaryStorage - does not exist

—» ccx—F8FManagedPath : does not exist

hecking for existing File Management class schema extensions...
—» ccx—FSFManagedAttributes : does not exist

One or more schema definitions need extending.

Perform File Management schema extensions? [Y-sN1:

4 Type Y to extend the schema.

N Administrator: CA\Windows\system32\cmd.exe - Senergy-5SchemaTool.exe
Obtained handle to schema

urrent Forest Level 'Windowz201Z2RZForest' is good.

hecking for File Management attribute schema extensions...

—» ccx—F8FAuxiliaryStorage - does not exist

—» cex—FSFManagedPath : does not exist

hecking for existing File Management class schema extensions...
—» ccx—F8FManagedAttributes : does not exist

One or more schema definitions need extending.

Betting Attribute Security GUID to: cdb56B2F-3787—446d-alBe—cfdBdAd53h95F2
Betting Attribute Security GUID to: cd55682f-3987-446d-alBe—cfdBd53b95f2

efreshing schema cache...
ress any key to exit

10 Novell Storage Manager 4.1 for Active Directory Installation Guide
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1.5

Verifying Proper Configurations and Rights

In some cases, you might find that you are unable to install a Novell Storage Manager component
because of an improper configuration or rights setting. Novell recommends that you review the
following sections in the Novell Storage Manager for Active Directory Administration Guide and make
any needed adjustments before proceeding:

+ “Windows Firewall Requirements”

+ “LSA Rights and Privileges”

+ “ProxyRights Group”

What's Next

If you are upgrading your Novell Storage Manager 3.x for Active Directory environment to Novell
Storage Manager 4.1 for Active Directory:
1. Proceed with Chapter 2, “Licensing the Product,” on page 13.

2. Install an SQL Server instance by following the procedures in Chapter 3, “Installing and
Configuring SQL Server,” on page 17.

3. Complete the upgrade by following the procedures in Chapter 4, “Migrating from Novell Storage
Manager 3.x for Active Directory,” on page 35.

If you are performing a new installation of Novell Storage Manager 4.1 for Active Directory:

1. Proceed with Chapter 2, “Licensing the Product,” on page 13.

2. Install an SQL Server instance by following the procedures in Chapter 3, “Installing and
Configuring SQL Server,” on page 17.

3. Complete the installation by following the procedures in Chapter 5, “Installing Novell Storage
Manager 4.1 for Active Directory,” on page 69.

Prerequisites 11
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2.1

Licensing the Product

¢ Section 2.1, “Licensing Overview,” on page 13

¢ Section 2.2, “Obtaining a License File,” on page 14

+ Section 2.3, “Updating a License File,” on page 15

Licensing Overview

Novell Storage Manager has three license types:

Table 2-1 Novell Storage Manager License Types

License Type Target Consumer

Intended Use

Evaluation Customers
Assessment Partners
Production Customers

Allows customers to develop and understanding of the power of the

product.

Produces reports that allow customers to see the scope of file
system management problems in their environment.

Shows examples of how a policy-based infrastructure can benefit
the customer’s environment.

Allows customers to create and run a policy-based infrastructure in
production in their environment.

The following table includes a summary of the features enabled in each license type:

Table 2-2 Enabled Features

Feature Evaluation License Assessment Production
License License

Consistency Check Reports Limited to 100 objects  Yes Yes

in a report
Anomaly Reports Limited to 100 rows in  Yes Yes

a report
Trustee Reports No Yes Yes
Policy Path Reporter (integrated with Limited to 100 rows in  Yes Yes
Novell File Reporter) a report
Data Migration No No Yes
Redistribution No No Yes
Managed Objects Limited to 100 Limited to 100 Yes

concurrent objects

concurrent objects

Licensing the Product 13



2.2

Feature Evaluation License Assessment Production
License License
Manage Operations Check mode can be Check mode can be Yes
run for multiple objects run for multiple
simultaneously, but objects
management action simultaneously, but
can be taken for only  management action
one object at a time. can be taken for only
one object at a time.
Action Object Support No No Yes

Obtaining a License File

Novell Storage Manager requires a production license file, evaluation license file, or assessment
license file that you obtain from Novell.

1 In a Web browser, go to www. storagemanagersupport . com.

2 On the left side of the Web page, click Licensing.

A new Web page appears with options for obtaining the license in either eDirectory or Active
Directory managed network environments.

Support Site

H - printer friendly =,
Product License — 4.x -
ome =

Version 4.1 Welcome to the Novell Storage Manager™ (NSM) 4.x License and Activation page. Here you

« Download will have the opportunity to either request a Evaluation license key or activate a production license

key, which will immediately be sent to you via e-mail. Please select either license generation semver.

= licensing
= Documentation D A D
Opti o eDirecto @ ive Directo
Version 4.0.0 o ry i
* Download Evaluation License
= Licensing
2 You can obtain a free 30 day Serverl Serverl
= [Documentation i i
: Unlimited use evaluation
Version 3.1.x license for Movell Storage Server? Server?
= Download Manager by using one of the
= licensing following servers:
= Documentation
Support Production License Activation
= Foums Serverl Server1
Select one of the following links
to proceed to a sewer to Soriag Sariard
activate your Novell Storage
Manager license:
Copyright © 2006-2015 Condrey Corporation N ove " Q\c;:dmrzraMn
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2.3

3 Do one of the following:
+ Request a trial license by clicking one of the server links in the Trial License region.

+ After you purchase Novell Storage Manager, activate your production license by clicking
one of the server links.

4 Complete the fields.

If you purchased a production license of Novell Storage Manager, your activation key is available
through the Novell Customer Center. Copy and paste that activation key in the Activation Code
field of the license submission form.

5 Click Submit.

An e-mail from the License Generator is automatically sent to you with an embedded link for
accessing the license.

6 Click the link to access a new Web page with an embedded license file.

@ Novell. Storage Manager Support Site

Home

Version 4.1

= Download ™ ]
. s Y, Movell Storage Manager Version 4.x
= Licensing | Y §

= Documentation R/

Version 4.0.0

MNovell Storage Manager &

» Download

= Licensing
= Documentation

The link for your license file appears below:

LEEES Novell StorageManager40_chronicle.local_Aug-09-2016_LICENSE.DAT
= Download
= Licensing (Please use Right-Click--=Save Target As.. to download the file )

= Documentation
MNote that if you are replacing a license file in an existing installation, the file must be renamed to

Support
il LICEMSE.DAT. If you have problems with this file and need assistance, please contact
= Forums
support@storagemanagersupport. com
Copyright ® 2006-2015 Condrey Corporation N ove " &Ncggxrﬂhn

7 Right-click the license file, select Save Target As, then save the license file to a directory of your
choice.

8 Note where the license file is saved.
You need the license file to complete NSM Engine setup wizard.

Updating a License File

After you have installed Novell Storage Manager 4.1 for Active Directory, you can update your
evaluation license or production license by simply replacing the old license file with the new one. For
more information, see Section 5.4, “Installing the License,” on page 71.

Licensing the Product 15
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3.1

3.2

Installing and Configuring SQL Server

This section provides procedures for installing a Microsoft SQL Server instance with the settings
needed to support Novell Storage Manager 4.1 for Active Directory.

Novell Storage Manager 4.1 for Active Directory requires a Microsoft SQL Server as the database
and no longer supports the SQLite database that was utilized in previous versions of the product. If
you are migrating from Novell Storage Manager 3.x for Active Directory to Version 4.1, in Chapter 4
the Database Configuration Wizard will guide you through the migration of your database content
from SQLite to SQL Server.

IMPORTANT: Novell Storage Manager 4.1 for Active Directory supports all versions of SQL Server
2012 and 2014, including the Express version.

+ Section 3.1, “Determine Which Version of SQL Server to Use,” on page 17
+ Section 3.2, “Install SQL Server Express,” on page 17

+ Section 3.3, “Install a New Instance of SQL Server,” on page 25

¢ Section 3.4, “Post Configuration Considerations,” on page 32

Determine Which Version of SQL Server to Use

+ If you do not already own SQL Server, you can use SQL Server Express. You can download
SQL Server 2014 Express at: (http://www.microsoft.com/en-us/download/
details.aspx?id=35579). After downloading the software, proceed with “Install SQL Server
Express.”

IMPORTANT: We do not recommend that you install the NSM Engine on the same server
running SQL Server. If you will be using SQL Server Express, you can run it on the same server
host, but you will most likely experience better performance if they are running on separate
servers. You can download Express from Microsoft (SQL Express 2012), (SQL Express 2014).
(We recommend SQLEXPRWT_x64_ ENU.exe as that package includes management tools.)

+ If you already own a version of SQL Server, proceed with Section 3.3, “Install a New Instance of
SQL Server,” on page 25.

Install SQL Server Express

1 Launch the SQL Server Express installation file.
2 On the SQL Server Installation Center page, click Installation.
3 Select New SQL Server stand-alone installation or add features to an existing installation.

Installing and Configuring SQL Server 17



] SAL Server Installation Center = |[= -
Planning Lﬁ Mew SCL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard.to.install 5QL Server 2[?14 in & non-clustered environment or to add

features to an existing 501 Server 2014 instance.
Maintenance
- ﬁ Upgrade from S0L Server 2005, SOL Server 2008, 50L Server 2008 R2 or SOL Server 2012
ools
Launch a wizard to upgrade 501 Server 2005, 50L Server 2008, 501 Server 2008 R2 or SOL
Resources Server 2012 to SQL Server 2014,
Options
Microsoft SQL Server 2014

4 In the License Terms page, accept the license terms and click Next.
5 In the Product Updates page, click Next.

6 On the Feature Selection page, select the appropriate instance features and the location for the
instance data, then click Next.

18 Novell Storage Manager 4.1 for Active Directory Installation Guide



= SQAL Server 2014 Setup

Feature Selection

Select the Express features to install.

Shared feature directory (x86): |C:\Program Files (x36)\Microsoft SQL Server,

-]

License Terms Features: Feature description:
el The configuration and operation of each A
Product Updates Database Engine Services instance feature of a SOL Server instance is =
Install Setup Files SQL Server Replication isolated from other SQL Server instances, SOL

Shared Features Server instances can operate side-by-sideon | v
Install Rules

SOL Client Connectivity SDK Prerequisites for selected features:

Feature Selection L

Redistributable Features -

Already installed: ~
Feature Rules X
) . i Windows PowerShell 2.0
Instance Configuration - Microsoft MFT Framewnrk 4.0 v
Server Configuration < il >
Database Engine Cenfiguration Disk Space Requirements
Feature Configuration Rules Drive C: 1058 MB required, 22154 MB available | ~
Installation Progress
Complete e
Select All || Unselect Al |
Instance root directory: |C:\Program Files\Microsoft SQL Server\ | II'
Shared feature directory: |C:\Program Files\Microsoft SOL Server\ | II'

| < Back || Next > || Torez

Help

7 In the Instance Configuration page, specify a named instance and click Next.

Installing and Configuring SQL Server
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Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

License Terms () Default instance
Global Rules

Product Updates
Install Setup Files

® Named instance: |SQLExpras

Install Rules Instance ID; |SQLEXPRE’SS
Feature Selection

Feature Rules
Instance Configuration SOL Server directory:  C:\Program Files\Microsoft SOL Server\MSSOL12.50QLEXPRESS

Server Configuration .
Installed instances:
Database Engine Cenfiguration

Instance Name Instance D Features Editicn Version

Feature Configuration Rules
Installation Progress
Complete

8 In the Server Configuration page, click the Collation tab.

20 Novell Storage Manager 4.1 for Active Directory Installation Guide



Server Configuration

Specify the service accounts and collation configuration.

License Terms Collation

Global Rules
Product Updates
Install Setup Files |3QL_Latin'|_GenelaI_CP'|_Cl_AS | Customize...
Install Rules Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

Feature Selection insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-
Unicode Data
Feature Rules

Database Engine:

Instance Configuration
Server Configuration
Database Engine Cenfiguration
Feature Configuration Rules
Installation Progress

Complete

9 Click Customize.
10 Click the Windows collation designator and sort order option.

Installing and Configuring SQL Server 21
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11

12
13
14

Customize the SQL Server 2014 Database Engine Collation

Select the collation you would like to use:

(® Windows collation designator and sort order

Collation designator: | Latin1_General_100 v
[] Binary [] Binary-code point

[] Case-sensitive [] Kana-sensitive

Accent-sensitive [ ] Width-sensitive

[] Supplementary characters

) SOL collation, used for backwards compatibility

5QL_Hungarian_CP1250_CI_AS ~
5QL Hungarian_CP1230_C5_AS
SQL_lcelandic_Pref_CP1_CI_AS
SQL_Latin1_General_CP1_CI_Al

5QL Latinl General CPCIAS 0~

Collaticn description:

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode Data, SOL Server Sort
Order 52 on Code Page 1252 for non-Unicode Data

| oK ‘ ‘Cancel‘

From the Collation designator drop-down menu, select an acceptable collation and settings for
your locale.

For example, in North America, an acceptable collation would be Latin1l_General_100 with the
Accent-sensitive check box selected.

We recommend that you select a collation that aligns with the Windows locale of the server
where the NSM Engine is installed.

For more information on collation and locales, refer to this Microsoft document: (http://
technet.microsoft.com/en-us/library/ms175194%28v=sql.105%29.aspXx.).

Click OK.
Click Next.

Select the Mixed Mode (SQL Server authentication and Windows authentication) option, enter
and confirm a SQL Server administrator password, then click Next.
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SQL Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms
Global Rules
Product Updates
Install Setup Files

§|D'ata Directories | User Instances | FILESTREAM

Specify the authentication mede and administrators for the Database Engine.

Authentication Mode

Install Rules () Windows authentication mode

Feature Selection P . ) .
(®) Mixed Mode (SOL Server authentication and Windows authentication)
Feature Rules

Instance Configuration Specify the password for the SQL Server system administrator (sa) account.

Server Configuration sssssnne |

Enter password:

Database Engine Configuration

Confirm password: |"""" |

Feature Configuration Rules

Installation Progress Specify SOL Server administrators

Complete

CHRONICLE\administrator [Administrator)

SOL Server administrators
have unrestricted access
to the Database Engine.

Add Current User

| Add... || Remove

Cancel | | Help

15 In the Error Reporting page, click Next.

16 In the Complete page, click Close.

17 Launch SQL Server Configuration Manager.

18 In the left pane, expand SQL Server Network Configuration.
19 Click Protocols for SQLEXPRESS.

Sal Server Configuration Manager
File Action View Help
o= H EGQ=
‘@ SQOL Server Configuration Manager (Local) Protocol Mame Status
B 50L Server Services %~ Shared Memory  Enabled
_E_ 50L Server Metwork Configuration (32hit) ¥ Mamed Pipes Dizabled
[ .. 50L Native Client 11.0 Configuration (32bit) || 3=1cp/ip Dizabled

P _E_ S0L Server Metwork Configuration
El= Protocols for SQLEXPRESS
I .. 50L Native Client 11.0 Configuration

20 In the right pane, right-click TCP/IP and select Enable.
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21 In the warning dialog box, click OK.

22 Right-click TCP/IP again and select Properties.
23 In the TCP/IP Properties dialog box, click the IP Addresses tab.

24
25
26
27
28
29
30

TCP/IP Properties [ 2 x|
IP Addresses
TCP Dynamic Ports ] ~
TCP Port
= 1ps
Active Yes
Enabled Ma
IP Address fedl:5efe:172.17.2.1408:13
TCP Dynamic Ports ]
TCP Port
E ps —
Active Yes
Enabled Ma
IP Address fedl: 1007 fffet14
TCP Dynamic Ports H =
TCP Port
= ipau
TCP Dynamic Ports ]
TCP Port —
b
Active
Indicates whether the selected [P Address is active.
oK | | Cancel Apply

Select TCP Dynamic Ports and clear the field so there is no number associated to it.
Select TCP Port and enter 1433.

Click Apply.

When the warning dialog box appears, click OK.

Click OK to close the TCP/IP Properties page.

In the SQL Server Configuration Manager, click SQL Server Services.

Right-click SQL Server (SQLEXPRESS) and select Restart.
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3.3 Install a New Instance of SQL Server

NOTE: These procedures and displayed interface are specific to SQL Server 2014. Procedures and
interface will vary based on the version of SQL Server you are using.

1 From the Microsoft SQL Server ISO, double-click setup.exe.
2 Inthe SQL Server Installation page, click Installation.
3 Select New SQL Server stand-alone installation or add features to an existing installation.

tre] SQL Server Installation Center =115 -
Planning h Mew S0L Server stand-alone installation or add features to an existing installation
Installation Launch a wizard te install SQL Server 2014 in a nen-clustered envirenment or te add
features to an existing SOL Server 2014 instance,
Maintenance
T h New SCL Server failover cluster installation
ools
Launch a wizard to install a single-node S0L Server 2014 failover cluster.
Resources
Advanced y ir'f Add node te a SCL Server failover cluster
o Launch a wizard to add a node to an existing 500 Server 2014 failover cluster,
Options
ﬁ" Upgrade from SOL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
Launch a wizard to upgrade 50L Server 2005, SQL Server 2008, 50L Server 2008 R2 or SQL
Server 2012 to SOL Server 2014,
Microsoft SQL Server2014

4 In the Product Key page, enter your product key, then click Next.
In the License Terms page, accept the license terms, then click Next.

6 In the Product Updates Page, include all Microsoft SQL Server product updates, then click Next.
The Install Rules operation is run.
If there are any errors, address them accordingly.

7 Click Next.
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Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be comected before Setup
«can continue.

Product Key Operation completed. Passed: 6. Failed 0. Warning 1. Skipped 0.
License Terms
Global Rules
Product Updates Hide details <<
Install Setup Files
Install Rules
Setup Role Rule Status
Feature Selection Fusion Active Template Library (ATL) Paszed
Feature Rules

View detailed report

Previous releases of SOL Server 2008 Business Intelligence Devel... | Passed

Feature Configuration Rules Consistency validation for SOL Server registry keys Passed

Ready to Install
Installation Progress

Computer domain controller Passed

Micrasoft MET Application Security Paszed

Complete

Windows Firewall Warning

Ok 0 000E

Black install when Microsoft SQL Server 2014 CTP1 is present. Paszed

8 In the Setup Role page, select SQL Server Feature Installation and click Next.
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= SQL Server 2014 Setup = | = -

Setup Role

Click the SOL Server Feature Installation option to individually select which feature components te install, or click a
feature role to install a specific configuration.

Product Key ® SOL Server Feature Installation

License Terms Install SQL Server Database Engine Services, Analysis Services, Reperting Services, Integration Services,
Global Rules and other features,

Product Updates (O 50L Server PowerPivot for SharePoint

Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data

Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
database server,

Setup Role

Feature Selection

Feature Rules () All Features With Defaults

Feature Cenfiguration Rules Install all features using default values for the service accounts.

Ready to Install
Installation Progress

Complete

| < Back | | Next > | | Cancel | | Help

9 In the Feature Selection page, select the following check boxes:
+ Database Engine Services
+ Management Tools — Basic
+ Management Tools — Complete
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o

Feature Selection

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Pragress

Complete

SQL Server 2014 Setup

Select the Enterprise features to install,

Features:

Instance Features

Database Engine Services
g
[]SOL Server Replication

[] Full-Text and Semantic Extractions for Search

[] Data Quality Services
[] Analysis Services
[] Reporting Services - Native
Shared Features
[] Reporting Services - SharePoint

[] Reporting Services Add-in for SharePoint Produc

[[] Data Quality Client

[] Client Tools Connectivity

[] Integration Services

[[] Client Tools Backwards Compatibility
[[] Client Tools SDK

Feature description:

The configuration and operatien of each
instance feature of a SQL Server instance is
isolated from other SCL Server instances. SOL
Server instances can operate side-by-side on
the same computer.

Prerequisites for selected features:

Already installed:

- Windows PowerShell 2.0

i Microsoft JNET Framework 4.0

To be installed from media:

. Microsoft Visual Studio 2010 Redistributable
----- Microsoft Visual Studic 2010 Shell

[] Documentaticn Compenents Macds £r e roanralhs imetallads e
Management Tools - Basic < m ¥
Management Tools - Complete Disk Space Requirements
[] Distributed Replay Controller
[] Distributed Replay Client Drive C: 2232 MB required, 25304 MB available | ~
[[] 0L Client Connectivity SDK
[] Master Data Services
Redistributable Features
4 m £
Select All | | Unselect All |
Instance root directory: |C:\Program Files\Microsoft SQL Server\ | II'
Shared feature directory: |C:\Program Files\Microsoft SOL Server\ | II|
Shared feature directory (x86): |C:\Program Files (x86)\Microsoft SQL Server, | I:l

| < Back | | Mext =

| | Cancel | | Help

10 Click Next.

The Feature Rules operation is run.

11 When the operation has completed, click Next.

12 In the Instance Configuration page, specify a hamed instance, then click Next.
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Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

= SQL Server 2014 Setup = | = -

Product Key ® Default instance

Iz e O Named instance: | MSSOLSERVER

Global Rules

Product Updates

Install Setup Files Instance ID: MSSOLSERVER

Install Rules

Setup Role

Feature Selection SOL Server directery:  C\Program Files\Microsoft SOL Server\MSSQL12.MSSQLSERVER

Feature Rules i
Installed instances:
Instance Configuration

Server Configuration Instance Name Instance ID Features Editicn Version
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

| < Back | | Next > | | Cancel | | Help

13 In the Server Configuration page, click the Collation tab.

14 On the Service Accounts tab of the Server Configuration page, accept the service account
configurations, then click the Collation tab.
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= SQL Server 2014 Setup

Server Configuration

Specify the service accounts and collation configuration.

Product Key Collation

License Terms
Database Engine:

| Customize...

Global Rules

Product Updates |SQL_Latin‘I_GeneraI_CP1_CI_AS

Install Setup Files Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

Install Rules insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for non-
Unicode Data

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Next > | | Cancel

Help

15 Click Customize.

16 Click the Windows collation designator and sort order option.
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18
19
20

Customize the SQL Server 2014 Database Engine Callation

Select the collation you would like to use:

® Windows collation designator and sort order

Collation designator: | Latin1_General_100
[] Binary [] Binary-code point
[] Case-sensitive [ Kana-sensitive
Accent-sensitive [] Width-sensitive

[] Supplementary characters

(O 50l collation, used for backwards compatibility

SQL_Hungarian_CP1230_CI_AS
5QL_Hungarian_CP1230_C5_AS
S0L_lcelandic_Pref_CP1_CI_AS
S0L_Latinl_General_CP1_CI_Al

Cellation description:

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode Data, SQL Server Sort
Order 52 on Code Page 1252 for non-Unicode Data

| oK ||Cance||

From the drop-down menu, select an acceptable collation and settings for your locale.

For example, in North America, an acceptable collation would be Latin1l_General_100 with the

Accent-sensitive check box selected.

We recommend that you select a collation that aligns with the Windows locale of the server
where the Engine is installed.

For more information on collation and locales, refer to this Microsoft document: (http://
technet.microsoft.com/en-us/library/ms175194%28v=sql.105%29.aspXx.)

Click OK.
Click Next.

On the Database Engine Configuration page, select the Mixed Mode (SQL Server authentication
and Windows authentication) option, enter and confirm the SQL Server administrator password,

then click Add Current User.

Novell Storage Manager does not support Windows authentication mode (also known as
Integrated Security).
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= SQL Server 2014 Setup = | = -

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key Server Configuration |Data Directories | FILESTREAM
License Terms

Specify the authentication mede and administrators for the Database Engine.
Global Rules

Product Updates Authentication Mode

[elallb=unlls ) Windows authentication mode

Install Rules P . ) .

(®) Mixed Mode (SOL Server authentication and Windows authentication)
Setup Role
Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Feature Rules

Enter password: sssssass |

Instance Configuration

1 . LLL L Lll)
Server Configuration Conmpsspott | | |

Database Engine Configuration Specify SOL Server administrators
EealbisiEontiguiatiniinisy CHRONICLE\administrator (Administrator) SOL Server administrators
Ready to Install have unrestricted access
Installation Progress to the Database Engine.
Complete
Add Current User | Add... | | Remove
| < Back | | Next > | | Cancel | | Help
21 Click Next.

22 Review the data directories that are to be created, then click Next.

For best performance, the data directories should be located on a dedicated drive or drive array.
For other best performance tips, refer to: (http://condrey.co/support/bp).

23 Click Next.
24 Click Install.

25 When the installation has completed, click Close to close the wizard.

3.4 Post Configuration Considerations

Review these points and make any needed adjustments to your SQL database settings before
installing and configuring the NSM Engine:

+ The SQL Server service must be listening via TCP/IP v4, because the Engine requires that for
access.
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File Action View Help
= 7

'ﬁ 50L Server Configuration Manager (Local) Protocol Mame Status
B S0OL Server Services %~ Shared Memory Enabled
E_ SOL Server Network Configuration (32bit|| %= Named Pipes Disabled
= g S0L Mative Client 11.0 Configuration (32} | =575 37 Enabled
4 _E_ S0L Server Metwork Configuration .
= Protocols for MSSQLSERVER
[+ g 5L Mative Client 11.0 Configuration

<] EY

+ Some editions of SQL Server do not have TCP/IP enabled by default. If there are multiple

instances, the instance that you just installed and configured might not be listening on the default
port of 1433.
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TCP/IP Properties 2] x
IP Addresses
& 1p ~
Active Yes ;l_
Enabled Ma
IP &ddress fedl:ed2e:30c3:a174d7e%%12
TCP Dynamic Ports -
TCP Port 1433 -
= p2
Active Yes
Enabled Mo
IP Address 10.71.200.2 ]
TCP Dynamic Ports
TCP Port 1433
= p3
Active Yes
Enabled Mo
IP Address H
TCP Dynamic Ports v
T7D DAt 14322
Adctive
Indicates whether the selected IP Address is active.
Ok | | Cancel Apply

+ Firewall rules might need to be modified.
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4.1

Migrating from Novell Storage Manager
3.x for Active Directory

*

*

Section 4.1, “Prerequisites,” on page 35

Section 4.2, “Understanding the Migration Process,” on page 36

Section 4.3, “Accessing the Product Contents,” on page 36

Section 4.4, “Stopping and Disabling Components,” on page 36

Section 4.5, “Installing the Engine,” on page 37

Section 4.6, “Installing the License,” on page 38

Section 4.7, “Configuring the Database,” on page 40

Section 4.8, “Migrating the Database,” on page 44

Section 4.9, “Configuring the Engine,” on page 48

Section 4.10, “Migrating the Engine Data,” on page 55

Section 4.11, “Installing and Configuring the Event Monitor,” on page 57

Section 4.12, “Installing and Configuring the Agents,” on page 61

Section 4.13, “Installing NSMAdmin,” on page 65

Section 4.14, “Review Migrated Policies,” on page 67

Section 4.15, “Authorizing the Event Monitor,” on page 67

Section 4.16, “Authorizing the Agents,” on page 67

Section 4.17, “Uninstalling the File System Factory Components,” on page 67
Section 4.18, “Removing Novell Storage Manager 3.1.1 Data Folders,” on page 68
Section 4.19, “Administering Novell Storage Manager 4.1 for Active Directory,” on page 68

Use the procedures in this section to migrate your deployment of Novell Storage Manager 3.x for
Active Directory to Version 4.1. You should follow these procedures only after you have performed the
prerequisite tasks in Chapter 1: Chapter 1, “Prerequisites,” on page 7, obtained a Novell Storage
Manager 4.0 for Active Directory license as indicated in Chapter 2: Chapter 2, “Licensing the
Product,” on page 13, and installed an SQL Server instance as specified in Chapter 3: Chapter 3,
“Installing and Configuring SQL Server,” on page 17.

IMPORTANT: You must migrate your existing Engine, Event Monitor, and all Agents to Novell
Storage Manager 4.1 for Active Directory.

Prerequisites

If your NSM Engine is not already running Version 3.1.1, update it before proceeding.

Migrating from Novell Storage Manager 3.x for Active Directory 35



4.2 Understanding the Migration Process

The migration process involves the following steps:

+ Accessing the product contents

+ Stopping and disabling components

+ Installing the NSM 4.1 Engine

+ Installing the license

+ Migrating the database

+ Configuring the Engine

+ Migrating the Engine Data

+ Installing the Event Monitor

+ Installing the Agents

¢ Installing NSMAdmin

+ Reviewing the migrated policies

+ Uninstalling Novell Storage Manager components

+ Removing the Novell Storage Manager data folders
Your options for migration can be either installing the components on the same server where the

Novell Storage Manager components are located, or on a different server. The only real migration that
takes place is the database, which can be done in-place or across the wire.

4.3 Accessing the Product Contents

1 On the Windows server that will host the NSM Engine, copy to a directory the NSM-AD 4 1.iso
file that was made available to you following your purchase of Novell Storage Manager 4.1 for
Active Directory.

2 Mount the NSM-AD 4 1.isofile.
3 Note the location of the mounted ISO.

This is the installation source you will use to install Novell Storage Manager 4.1 for Active
Directory components.

4.4 Stopping and Disabling Components

Since Novell Storage Manager 4.1 components use the same port settings as the Novell Storage
Manager 3.1.1 components, you must stop and disable those components to avoid conflicts during
the migration.

44.1 Stopping and Disabling the Engine

Follow procedures below.

1 On the server hosting the Engine, load Services.msc.
2 Right-click Novell Storage Manager 3 Engine and select Stop.
3 Right-click Novell Storage Manager 3 Engine and select Properties.
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4.4.2

4.4.3

4.5

4 From the Startup type drop-down menu, select Disabled.
5 Click OK.

Stopping and Disabling the Event Monitor

1 On the server hosting the Event Monitor, load Services.msc.

2 Right-click Novell Storage Manager Event Monitor and select Stop.

3 Right-click Novell Storage Manager Event Monitor and select Properties.
4 From the Startup type drop-down menu, select Disabled.

5 Click OK.

Stopping and Disabling the Agents

1 On the server hosting the Agent, load Services.msc.

2 Right-click Novell Storage Manager Agent and select Stop.

3 Right-click Novell Storage Manager Agent and select Properties.
4 From the Startup type drop-down menu, select Disabled.

5 Click OK.

Installing the Engine

Novell Storage Manager 4.1 for Active Directory uses only one Engine per forest. The Engine can be
installed on a host server that meets the following minimum requirements:

+ Microsoft Windows Server 2012 R2 (Member Server)

+ Microsoft Windows Server 2012 (Member Server)

+ Microsoft Server 2008 R2 (Member Server)

+ Atleast 4 GB RAM

+ For quota management, Microsoft File System Resource Manager (FSRM) must be installed;
see Section 1.2, “File Server Resource Manager,” on page 8.

+ Forest functional level of Windows Server 2003 or later

IMPORTANT: Once the Engine has been migrated, the existing Event Monitor and Agents become
legacy components because they cannot perform their duties until they are also migrated. These
legacy components are not deauthorized, nor are they removed, until you remove them yourself.

Having legacy components allows you to view the configuration settings and proxy assignments so
you can reestablish them when you install the new Event Monitor and Agents.

Other notable information about the Engine:

+ The Engine runs as a native NT service that is configured to start by using the Local System
account
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+ The default Engine port is 3009
+ A firewall inbound rule is added

Double-click the x86_64 folder.
Double-click NSMEngine-Insta
When you are asked if you wan

o 01 A W N P

during the Engine installation

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.

ller-4.1-x64-xxXXX.exe.

t to run this file, click Run.

Agree to the licensing terms and conditions and click Install.
When notified that the setup was successful, click Run Setup Utility.

The Configuration Dashboard appears.

"q NSM Configuration - 4.1.0.19

D License

0 Active Directory forest 'chronicle.local' available - joi

I, License file not present.

© License Required

@ License Required

Engine Timezone: (UTC -04:00) Eastern Daylight Time

ined to domain CHROMICLE

Install or Update License

3 Refresh

Close

4.6 Installing the License

1 Click Install or Update License.
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License E3

Product | |

Version | |

License Type | |

Feature Set | |

Licensed Identity System | |

Expiration Date | |

Identity System Type | |

| Load License

Get a license

@ License file not available.

2 Click Load License, then browse to and select the license file.
3 When the confirmation prompt appears, click Yes.
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4 Click Close.

¢ NSM Configuration - 4.1.0.19

=2 License @ Vald license

Product: Movell Storage Manager
Version: 4.0

License Type: Production

Feature Set: Cross Empire Data Migration
Expiration: &/26/2016

Identity System: chronice.local

Flatform: Active Directory

oCross Empire Data Migration avaiable

% Database @ Configuration Required

@ Database Configuration Required

Engine Timezone: {UTC -04:00) Eastern Daylight Tme

O Active Directory forest 'chronide. local' available - joined to domain CHRONICLE

Install or Update License

Configure Datsbase

3 Refresh

Close

4.7 Configuring the Database

1 Click Configure Database.
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% NSM Database Configuration Wizard - 4.1.0.19 - o IER

Database Configuration Wizard

Welcome to the Database configuration wizard

This wizard will guide you through the following steps needed for setting up
Movell Storage Manager:

Creation of the database

Creation of the database user account(s)
Initialization of the database schema
Updates to any existing schema

Indexing for various tables

Registration of database access parameters

Click Next to continue.

Cancel

The page indicates what database configuration tasks are to be completed in this wizard.
2 From the wizard page, read the overview of what will be configured and click Next.
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4+ NSM Database Configuration Wizard - 4.1.0.19 - o IER

@ Database Configuration Wizard

Database Connection

Database Properties

Communication

Database Host Address | Astinus.chronide. local Port 1433 | &

Initial Database | fsfdb

Database Service Account - Enter the name of a database account for this application.

Database Account Mame | fafadmin
Password

Verify Password

Database Admin Credentials - Enter the credentials needed for provisioning the database.

Database Administrator |sa

Password

Cancel

This page lets you establish the settings needed for the Engine to communicate with the
database.

Database Properties: Displays information on the database.
Type: Displays the minimum supported version of the database, which is SQL Server 2012.
Communication: Specifies address, port number, and name of the database.

Database Host Address: Specify the host address of the server where the database is
installed.

Port: The default SQL Server port setting is 1433. If there is a port conflict, you can change it.
Initial Database: The default name of the Novell Storage Manager database.

Database Service Account: Use this region to set authentication information for the database
service account, which is the database account that the Engine uses to sign in to the database.

Database Account Name: By default, the database account is fsfadmin, which you can change
in this field.

Password: Specify a password for the service account to connect to the database.
Verify Password: Specify the password again in this field.

Database Admin Credentials: Use this region to establish the database administrator name
and credentials.

Database Administrator: Specify the SQL Server administrator name.
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Password: Specify the SQL Server administrator password.
3 Complete the fields and click Next.

% NSM Database Configuration Wizard - 4.1.0.19

© Database Configuration Wizard

Schema

Creating database UI user account.

- Using existing system login ‘fsfui_fsfdb’
Login disabled: False
Login locked: False
Login expired: False
Days until login expiration: [No expiration]
Login default database: fsfdb

- Successfully updated system login password ‘fsfui_fsfdb’

sfdb’

ole

Updating Identity System entry...
Identity system update complete.

Database configuration complate.

Successfully create database user ‘fsfui_fsfdb® mapped to system login “fsfui_f

Database user fsfui_fsfdb has been successfully added to the db_datareader r

Finish

| | Cancel

4 Review the configuration log and click Finish.

Migrating from Novell Storage Manager 3.x for Active Directory

43



% NSM Configuration - 4.1.0.19

D License

% Database

@ valid license

Product: Movell Storage Manager
Version: 4.0

License Type: Production

Feature Set: Cross Empire Data Migration
Expiration: 8/26/2016

Identity System: chronide.local

Platform: Active Directory

Q Cross Empire Data Migration available

& Configured

Database Type: SQL Server - Enterprise Edition (64-hit)
Database Version: Microsoft SQL Server 2014 - 12.0.4213.0
Database Name: fsfdb

Database User: fsfadmin

Address: Astinus. chronide local: 1433

Schema Version: 4.1.0.2

© stopped

Address: 0.0.0.0:3009
Admin Group:
Engine Timezone: (UTC -04:00) Eastern Daylight Time

O Active Directory forest 'chronide.local' available - joined to domain CHRONICLE

Install or Update License

Configure Datshase

Migrate Database

Configure Engine
Migrate Engine Data

Start Engine

3 Refresh

Note that the Configuration Dashboard now has the Migrate Database option.

4.8 Migrating the Database

This procedure migrates the contents of the Novell Storage Manager 3.1.1 SQLite database to the
Novell Storage Manager 4.1 SQL Server database. These contents include policies, schedules,

pending events, etc.

1 Click Migrate Database.
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'3 NSM Database Migration Wizard - E3

SCLite to SOL Server

Welcome to the Database Migration Wizard

This wizard will guide you through the following steps needed for migrating the
Movell Storage Manager SQlite database files to SQL Server:

Locate Novell Storage Manager installation data path
Check for events in the Event Cache

Migrate scheduled tasks

Migrate database

Click Next to continue.

MNext =

2 From the wizard page, read the overview of the migration process and click Next.
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i3 NSM Database Migration Wizard

© S0Lite to 50U Server

Database Source Selection

Source Folder: |C:\ProgramDaiﬁanell‘lﬁmrage Manager\Enginedata

SQLite Database Version: 1,18

Policdes: 23
Schedules: 0
Directory Objects: 51
Managed Paths: 739
Pending Events: 0

Miscelaneous: 108

Target Database:  fsfdb

Version: 4.0.0.0

Mext =

3 Verify that the Source Folder field displays the following path:
C:\ProgramData\Novell\Storage Manager\Engine\data

If the path is not displayed, click the browse button to specify the path.
4 Click Next.
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7 NSM Database Migration Wizard - IES3

@ S0Lite to SOL Server

Option Confirmation

There are no events in the cache waiting to be processed by the Enaine.

Remove all records from the target SQL Server database 'fsfdb' before continuing.

MNext =

If there are any events in cache (and therefore not yet pending events), the events are displayed.

The Remove all records from the target SQL Server database before continuing option lets you
remove any existing records in the target database instance before migrating. If there are any
existing records in the SQL Server database instance, you should select this option to maintain
the integrity of the database contents that are being migrated. This is applicable even if you
decide to migrate the SQLite database again.

It is not safe to migrate a Novell Storage Manager SQLite database to a SQL Server database
that contains policies or other critical data. Doing so is not supported as it could result in
unpredictable behavior with the database.

5 Specify whether to remove any existing records in the target database and click Next.
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i3 NSM Database Migration Wizard

S0Lite to 50U Server

Migrating

Converting 135 of 313

Mext = || Cancel

6 When notified that the migration has completed, click Finish.

49 Configuring the Engine

1 From the Configuration Dashboard, click Configure Engine.
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% NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

Setup Wizard - Active Directory Mode

Welcome to the Engine configuration wizard

This wizard will guide you through the following steps needed for setting up
Movell Storage Manager:

Configuration of the Engine service

Configuration of initial HTTP listener
Configuration of Active Directory Service Accounts
Configuration of Service Shares

Click Next to continue.

o Active Directory forest 'chronide.local' available - joined to domain CHROMICLE

Cancel

2 From the wizard page, read the overview of what will be configured and click Next.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Basic Options

HTTP Listener

Host Address 0.0.0.0 W
S5L Port 3009 | 5
SSL Certificate

Subject Mame | Astinus. chronide. local

Expiration Days 3,650 : Expiration Date: /29,2025 11:30:16 AM
Key Length 2048 [ w
Details Generate

This page lets you confirm or change basic Engine configuration settings.
HTTP Listener: Communication parameters for the Engine.

Host Address: Unless you want the Engine to only listen on a certain IP address, leave this
setting as it is.

SSL Port: Unless there is a port conflict, leave the setting at 3009.
SSL Certificate: Details for the SSL certificate that will be generated.

Subject Name: The name of the certificate that will be generated. The server name is listed by
default.

Expiration Days: The life span of the security certificate, which is set at 10 years by default.
Key Length: The SSL certificate encryption setting, which is set at 2048 by default.
Details: Click the button to view the certificate data.

Generate: If you modify any of the settings in the SSL Certificate region, click this button to
generate a new certificate.

Data Folder: The default location of the Data folder. The Data folder is used for a variety of
tasks, including storing Agent configuration data, Event Monitor configuration data, and
application specific historical data.

3 Edit any needed parameters settings and click Next.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Active Directory Service Accounts

Proxy Account
Enter the name of a service account used by the Engine and Agents for all operations.

Prowy Rights Group
Enter the name of a service group used far rights assignments for access to server,
chare, and file resources. The Proxy Account will automatically be assigned as the
initial member of this group.

All accounts should be entered in Domain\SAMAccount name format, with the domain
limited to the local system's domain.

Proxy Account | CHRONICLE \nsmproxy

Proxy Rights Group | CHRONICLE\nsmproxyrights

This page lets you establish a name for the proxy account and proxy rights group.

Novell Storage Manager uses a proxy account so that it can perform tasks necessary for storage
management.

4 Click Next.
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%+ NSM Engine Configuration Wizard - 4.1.0.28 - o IER

@ Setup Wizard - Active Directory Mode

Admins Group

Admins Group
The Admins Group is used to restrict access to logon and manage Movell Storage
Manager.
Mate that the current logged on user CHROMNICLE\administrator will be added to this

Eroup.

The group should be entered using Domain\5AMACcount name format where the
domain is the current system's domain.

Admins Group | CHROMICLEYnsmadmins

5 Specify the name for the Admins Group, or use the default name, and click Next to create the
group.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Proxy Home Share

Proxy Home Share
The Novell Storage Manager Proxy Home share iz uzed as a temporary read-only
location in the case where managed data is moved from one location to the next.

You may use a pre-existing share of your choice. The share name should be entered
using the standard UNC path format.

Proxy Home Share | \\Astinus. chronide. local\MSMProxyHome

The Proxy Home Share that you establish in this page is the read-only location where users’
managed path attributes are temporarily set when data is moved because of a change in policy.

The Overwrite Existing Files option lets the administrator specify whether files being placed in
the Proxy Home Share are to replace existing files with the same name.

6 Specify whether to overwrite existing files and the Proxy Home Share path, then click Next.
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" NSM Engine Configuration Wizard - 4.1.0.28

© Setup Wizard - Active Directory Mode

Completing the wizard

Service Status | Running

| G Refresh

Stop Service

Finish

| | Cancel

7 Click Finish.
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% NSM Configuration - 4.1.0.19

D License

% Database

@ valid license

Product: Movell Storage Manager
Version: 4.0

License Type: Production

Feature Set: Cross Empire Data Migration
Expiration: 8/26/2016

Identity System: chronide.local

Platform: Active Directory

Q Cross Empire Data Migration available

& Configured

Database Type: SQL Server - Enterprise Edition (64-hit)
Database Version: Microsoft SQL Server 2014 - 12.0.4213.0
Database Name: fsfdb

Database User: fsfadmin

Address: Astinus. chronide local: 1433

Schema Version: 4.1.0.2

& Running
Address: 0.0.0.0:3009
Admin Group: CHROMICLE\nsmadmins
Proxy User: CHRONICLE \nsmproxy
Rights Group: CHRONICLE\nsmproxyrights

Engine Timezone: (UTC -04:00) Eastern Daylight Time

O Active Directory forest 'chronide.local' available - joined to domain CHRONICLE

Install or Update License

Configure Datshase

Migrate Database

Configure Engine
Migrate Engine Data

Stop Engine

3 Refresh

8 Proceed with Section 4.10, “Migrating the Engine Data,” on page 55.

4.10 Migrating the Engine Data

Migrated Engine data includes the list of authorized Agents, the authorized Event Monitor, and the list
of servers hosting Agents that are serving as Proxy Agents.

1 From the Configuration Dashboard, click Migrate Engine Data.

2 When prompted to stop the Engine, click Yes.
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[ NSM Engine Data Migration Wizard - IES3

Engine Data Migration

Welcome to the Engine Data Migration Wizard

This wizard will guide you through the following steps needed for migrating
legacy Movell Storage Manager Engine data files:

® |ocate legacy Novell Storage Manager installation data path
* Migrate Agents data
o Migrate Event Monitor data

Click Next to continue.

MNext =

3 Read the summary of what is going to be migrated and click Next.
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[ NSM Engine Data Migration Wizard - E3

@ Engine Data Migration

Data Source Selection

Source Faolder: |C:'n,Pru:ugramData'n,l‘*Ju:uveII'n,Sb:urage Manager\Engine\data | | |

Components to migrate
Agents: 2
Ewvent Monitors: 1

1. Existing NSM configuration will be overwritten!

Mext >

If the Novell Storage Manager data folder was installed using the default installation path, the
path is displayed.

4 (Conditional) If the path to the data folder is not displayed, use the browse button to locate it.
5 Click Next.

6 When notified that the migration has completed, click Finish.

7 Click Start Engine.

8 Proceed with Section 4.11, “Installing and Configuring the Event Monitor,” on page 57.

4.11 Installing and Configuring the Event Monitor

The Event Monitor can be installed on a Windows Server machine that meets the following minimum

requirements:

+ Microsoft Windows Server 2012 R2 (Member Server)
Microsoft Windows Server 2012 (Member Server)
Microsoft Windows Server 2008 R2 (Member Server)
At least 4 GB RAM

Forest functional level 2003 or later in native mode

*

*

*

*
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Other notable information about the Event Monitor:

¢ There is only one Event Monitor per domain

+ The Event Monitor runs as a native NT service that is configured to start by using the Local

System account

+ The Event Monitor must be permitted to make outbound connections through the firewall

1 On the Windows server that will host the Event Monitor, copy to a directory the NSM-

AD 4 1.iso.

Mount the NSM-AD 4 1.isofile.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.
Double-click the xg¢ 64 folder.

Double-click NSMEventMonitor-Installer-4.1-x64-XXXX.exXe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

0o N o o A~ W DN

When notified that the setup was successful, click Run Setup Utility.

4+ NSM Event Monitor Configuration Wizard - 4.1.0.18

Event Monitor Wizard

Welcome to the wizard

Novell Storage Manager Event Monitor service:
* Configuration of the Event Monitor service
e Configuration of data folder location

* Configuration of the Engine communication parameters

Click Next to continue.

Mext =

This wizard will guide you through the following steps needed for setting up the

Cancel

9 From the wizard page, read the overview of the setup steps and click Next.
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%% NSM Event Monitor Configuration Wizard - 4.1.0.18

© Event Monitor Wizard

General Options

Data
Diata Folder | C:'\ProgramData\Movell\Storage Manaoer \Event'data

MNext =

Cancel

The default path of the Data Folder is displayed, which you can edit. The Data folder contains

application data needed by Novell Storage Manager.
10 Click Next.
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%% NSM Event Monitor Configuration Wizard - 4.1.0.18

@ Event Monitor Wizard

Engine Communication

Engine Connection

Engine Address

. L]
Engine 55L Port 3009 | o

Cancel

This page lets you set parameters for the Event Monitor to communicate with the Engine.

Engine Address: Specify the DNS name or IP address to the server hosting the Engine here.

Engine SSL Port: Specify the SSL port for the Engine here.
11 Enter the Engine connection settings and click Next.
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4.12

% NSM Event Monitor Configuration Wizard - 4.1.0.18 - o I ER

@ Event Monitor Wizard

Completing the wizard

Service Status | Running G Refresh

Stop Service

12 Click Finish.

The Event Monitor is now installed and running. You must still authorize it using NSMAdmin. For
procedures, see Section 4.15, “Authorizing the Event Monitor,” on page 67.

13 Proceed with Section 4.12, “Installing and Configuring the Agents,” on page 61.

Installing and Configuring the Agents

An Agent can be installed on a Windows Server machine that meets the following minimum
requirements:

+ Microsoft Windows Server 2012 R2 (Member Server)
+ Microsoft Windows Server 2012 (Member Server)
Microsoft Windows Server 2008 R2 (Member Server)
At least 4 GB RAM

+ For quota management, Microsoft File System Resource Manager (FSRM) must be installed

*

*

Other notable information about Agents:

+ An Agent runs as a native NT service that is configured to start by using the Local System
account
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+ The default Agent port is 3011
+ A firewall inbound rule for the Agent is created during the installation

On the Windows server that will host the Agent, copy to a directory the NSM-AD 4 1.iso.
Mount the NSM-AD 4 1.iso file.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.

Double-click the x86_64 folder.

Double-click NSMAgent -Installer-4.1-x64-xxxX.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

0 N o o~ W N P

When notified that the setup was successful, click Run Setup Utility.

% NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

Agent Wizard

Welcome to the wizard

This wizard will guide you through the following steps needed for setting up the
Movell Storage Manager Agent service:

Configuration of the Agent service

Configuration of initial HTTP listener

Configuration of data folder location

Configuration of the Engine communication parameters

Click Next to continue.

MNext =

9 From the wizard page, read the overview of the setup steps and click Next.
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% NSM Agent Configuration Wizard - 4.1.0.18
@ Agent Wizard

General Options

HTTP Listener

Host Address 0.0.0.0

551 Port 3011 5
S5L Certificate

Subject Mame | Astinus

Expiration Days 3,650 :

Key Length 2048 [ w

Details Generate

Data

Data Folder

C:\ProgramData\Movell\Storage Manager\Aogent\data

Expiration Date: &/29/2025 12:48:47 PFM

MNext =

Cancel

This page lets you confirm or change basic Agent configuration settings.

HTTP Listener: Communication parameters for the Agent.

Host Address: Unless you want the Agent to only listen on a certain IP address, leave this

setting as it is.

SSL Port: Unless there is a port conflict, leave the setting at 3011.

SSL Certificate: Details for an SSL certificate that will be generated.

Subject Name: The name of the certificate that will be generated. The server name is listed by

default.

Expiration Days: The life span of the security certificate, which is set at 10 years by default.

Key Length: The SSL certificate encryption setting, which is set at 2048 by default.

Details: Click the button to view the certificate data.

Generate: If you modify any of the settings in the SSL Certificate region, click this button to

generate a new certificate.

Data Folder: The default path of the Data folder. The Data folder contains application data

needed by Novell Storage Manager.

10 Edit any needed parameters settings and click Next.
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%+ NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

@ Agent Wizard

Engine Communication

Engine Connection

Engine Address

Engine 55L Port | 3009 8

L

Cancel

This page lets you set parameters for the Agent to communicate with the Engine.
Engine Address: Specify the DNS name or IP address to the server hosting the Engine here.
Engine SSL Port: Specify the SSL port for the Engine here.

11 Enter the Engine connection settings and click Next.
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%+ NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

@ Agent Wizard

Completing the wizard

Service Status | Running G Refresh

Stop Service

12 Click Finish.

The Agent is now installed, configured, and running. You must still authorize it using NSMAdmin.
For procedures, see Section 4.16, “Authorizing the Agents,” on page 67.

13 Proceed with Section 4.13, “Installing NSMAdmin,” on page 65.

4.13 Installing NSMAdmin

NSMAdmin is the administrative interface for Novell Storage Manager. It can be installed on:
+ Windows 8
+ Windows 7
+ Windows Vista
+ Windows Server 2012 R2, 2012, 2008 R2, or 2008
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IMPORTANT: Novell Storage Manager 4.1 introduces new database requirements for NSMAdmin.
For details and requirements, see NSMAdmin Database User Setup in the Novell Storage Manager
4.1 for Active Directory Administration Guide.

1 On the Windows server or workstation where you will run NSMAdmin, copy to a directory the
NSM-AD 4 1.iso.

Mount the NSM-AD 4 1.iso file.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.
Double-click NSMAdmin-AD-Installer-4.1-xxxx.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

~N o o~ WDN

When notified that the setup was successful, click Run Admin Client.
The NSMAdmin login dialog box appears.

Novell Storage Manager Admin - 4.1.0.75

Novell. Storage Manager 4.1

Engine | v| Port I:I

User Mame | |

Password | |

P Proxy andLogging Options

| Login | | Cancel

Copyright € 2002-2015 Condrey Corporation. All rights resarved,

8 In the Engine field, specify the DNS name or IP address.
9 In the Port field, specify the secure port number.
The default setting is 3009.
10 Specify the username and password.
The user must be a member of the nsmadmins group to be able to log in.
11 Click Login.

If you are unable to log in, your proxy settings might be preventing you from doing so. Until you
enter a proxy exception in your proxy settings, you can click Proxy and Logging Options, select
Do not use a Proxy, then click Login.

12 Proceed with Section 4.14, “Review Migrated Policies,” on page 67.
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414 Review Migrated Policies

While in NSMAdmin, you should verify that your policies migrated properly and that the settings are
accurate.
1 In NSMAdmin, click the Main tab.
2 Click Policy Management.
3 Verify that all of the policies from Novell Storage Manager 3.1.1 for Active Directory are listed.
4 Verify the settings in the policies to make sure that they are accurate.
5 Proceed with Section 4.15, “Authorizing the Event Monitor,” on page 67.

4.15 Authorizing the Event Monitor

1 In NSMAdmin, click the Configure tab.

2 Click Event Servers.

3 Select the listed domain.

4 Click Authorize.

5 When you are asked if you want to authorize the selected event monitor, click Yes.
6 When the Results page appears, click Close.

7 Proceed with Section 4.16, “Authorizing the Agents,” on page 67.

4.16 Authorizing the Agents

1 In NSMAdmin, click the Configure tab.

2 Click Agent Servers.

3 Select a listed server.

4 Click Authorize.

5 When you are asked if you want to authorize the selected Agent, click Yes.
6 When the Results page appears, click Close.

4.17 Uninstalling the File System Factory Components

Once you have reviewed the migrated policies and authorized the Event Monitor and Agents, you can
uninstall the Novell Storage Manager 3.1.1 for Active Directory components.

4.17.1 Uninstalling the Engine

1 On the server hosting the Engine, open the Control Panel.

2 Double-click Programs and Features.

3 Right-click Novell Storage Manager 3.1.1 Engine and select Uninstall.
4 When asked if you are sure about uninstalling the Engine, click Yes.
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4.17.2 Uninstalling the Event Monitor

1 On the server hosting the Event Monitor, open the Control Panel.
2 Double-click Programs and Features.
3 Right-click Novell Storage Manager 3.1.1 Event Monitor and select Uninstall.

4 When asked if you are sure about uninstalling the Event Monitor, click Yes.

4.17.3 Uninstalling the Agents

1 On the server hosting the Agent, open the Control Panel.

2 Double-click Programs and Features.

3 Right-click File System Factory 3.1.1 Agent and select Uninstall.

4 When asked if you are sure about uninstalling the Agent, click Yes.

4.18 Removing Novell Storage Manager 3.1.1 Data

Folders

Once the components have been uninstalled, you can remove the data from the previous Engine,
Event Monitor, and Agents. This is most easily done by deleting the folders themselves.

+ The Data folder for the Engine is located at: C:\Programbata\Novell\Storage
Manager\Engine\data

+ The Data folder for the Event Monitor is located at: C: \ProgramData\Novell\Storage
Manager\Event\data

+ The Data folder for the Agent is located at: C: \ProgramData\Novell\Storage
Manager\Agent\data

4.19 Administering Novell Storage Manager 4.1 for

68

Active Directory

You have now completed the migration from Novell Storage Manager 3.1.1 for Active Directory to
Novell Storage Manager 4.1 for Active Directory. For procedures on administering Novell Storage
Manager 4.1 for Active Directory, refer to the Novell Storage Manager 4.1 for Active Directory
Administration Guide.
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5.1

5.2

Installing Novell Storage Manager 4.1 for
Active Directory

This section provides procedures for installing the NSM Engine, NSMAdmin, the Event Monitor, and
the NSM Agents. For information on how these components work in a Novell Storage Manager
deployment, see Chapter 2 “Overview” in the Novell Storage Manager 4.1 for Active Directory
Administration Guide.

You should follow these procedures only after you have performed the prerequisite tasks in
Chapter 1, “Prerequisites,” on page 7, and obtained a Novell Storage Manager 4.1 for Active
Directory product license as indicated in Chapter 2, “Licensing the Product,” on page 13.

+ Section 5.1, “Performing Installation Tasks as a Domain Administrator,” on page 69

+ Section 5.2, “Accessing the Product Contents,” on page 69

+ Section 5.3, “Installing the NSM Engine,” on page 70

¢ Section 5.4, “Installing the License,” on page 71

¢ Section 5.5, “Configuring the Database,” on page 73

+ Section 5.6, “Configuring the Engine,” on page 77

+ Section 5.7, “Setting Rights and Privileges on Managed Storage,” on page 83

+ Section 5.8, “Installing and Configuring the Event Monitor,” on page 87

+ Section 5.9, “Installing and Configuring the Agents,” on page 91

¢ Section 5.10, “Installing NSMAdmin,” on page 95

¢ Section 5.11, “Authorizing the Event Monitor,” on page 97

+ Section 5.12, “Authorizing the Agents,” on page 97

¢ Section 5.13, “Administering Novell Storage Manager,” on page 97

This section also provides procedures for assigning rights and privileges to the NSMProxyRights
group that is created when you install NSMAdmin.

Performing Installation Tasks as a Domain
Administrator

In order to successfully install the NSM Engine, Event Monitor, NSM Agents, and NSMAdmin, you
must be logged in to the computer as a domain administrator. If you are not, the rights are not
sufficient.

Accessing the Product Contents

1 On the Windows server that will host the NSM Engine, copy to a directory the NSM-AD 4 1.iso
file that was made available to you following your purchase of Novell Storage Manager 4.1 for
Active Directory.

2 Mount the NSM-AD 4 1.iso file.
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3

Note the location of the mounted 1SO.

This is the installation source you will use to install Novell Storage Manager 4.1 for Active
Directory components.

5.3 Installing the NSM Engine

Novell Storage Manager uses only one NSM Engine per forest. The NSM Engine can be installed on
a Windows Server machine that meets the following minimum requirements:

*

*

*

*

*

*

Microsoft Windows Server 2012 R2 (Member Server)
Microsoft Windows Server 2012 (Member Server)
Microsoft Windows Server 2008 R2 (Member Server)
At least 4 GB RAM

For quota management, Microsoft File System Resource Manager (FSRM) must be installed;
see Section 1.2, “File Server Resource Manager,” on page 8.

Forest functional level of Windows Server 2003 or later

Other notable information about the NSM Engine:

*

o 01 A W N P

The NSM Engine runs as a native NT service that is configured to start by using the Local
System account

The default NSM Engine port is 3009
The Firewall Inbound Rule is added during the NSM Engine installation

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.
Double-click the x86_64 folder.

Double-click NSMEngine-Installer-4.1-x64-xxxx.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

When notified that the setup was successful, click Run Setup Utility.
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5.4

The Configuration Dashboard appears.

%+ NSM Configuration - 4.1.0.19 - o I EEE

License I License file not present. Install or Update License

ey Database @ License Required Configure Database

?ﬁ Engine @ License Required Configure Engine
Engine Timezone: (UTC -04:00) Eastern Daylight Time Migrate Engine Data

Start Engine

O Active Directory forest 'chronice. local' avaiable - joined to domain CHROMICLE G Refresh Close

Installing the License

1 Click Install or Update License.
The License dialog box appears:

Installing Novell Storage Manager 4.1 for Active Directory 71



License E3

Product | |

Version | |

License Type | |

Feature Set | |

Licensed Identity System | |

Expiration Date | |

Identity System Type | |

| Load License

Get a license

@ License file not available.

2 Click Load License, then browse to and select the license file.
3 When the confirmation prompt appears, click Yes.
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4 Click Close.

¢ NSM Configuration - 4.1.0.19 - o IEH
License @ Vald license Install or Update License
Product: Movell Storage Manager
Version: 4.0

License Type: Production

Feature Set: Cross Empire Data Migration
Expiration: &/26/2016

Identity System: chronice.local

Flatform: Active Directory

oCross Empire Data Migration avaiable

% Database @ Configuration Required Confiure Datahase

© Database Configuration Required Confi

Engine Timezone: {UTC -04:00) Eastern Daylight Tme

O Active Directory forest 'chronide. local' available - joined to domain CHRONICLE G Refresh Close

5.5 Configuring the Database

1 Click Configure Database.
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Database Configuration Wizard

Welcome to the Database configuration wizard

This wizard will guide you through the following steps needed for setting up
Movell Storage Manager:

Creation of the database

Creation of the database user account(s)
Initialization of the database schema
Updates to any existing schema

Indexing for various tables

Registration of database access parameters

Click Next to continue.

Cancel

% NSM Database Configuration Wizard - 4.1.0.19 - o IER

The page indicates what database configuration tasks are to be completed in this wizard.
2 From the wizard page, read the overview of what will be configured and click Next.
The following page appears:
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4+ NSM Database Configuration Wizard - 4.1.0.19 - o IER

@ Database Configuration Wizard

Database Connection

Database Properties

Communication

Database Host Address | Astinus.chronide. local Port 1433 | &

Initial Database | fsfdb

Database Service Account - Enter the name of a database account for this application.

Database Account Mame | fafadmin
Password

Verify Password

Database Admin Credentials - Enter the credentials needed for provisioning the database.

Database Administrator |sa

Password

Cancel

This page lets you establish the settings needed for the Engine to communicate with the
database.

Database Properties: Displays information on the database.
Type: Displays the minimum supported version of the database, which is SQL Server 2012.
Communication: Specifies address, port number, and name of the database.

Database Host Address: Specify the host address of the server where the database is
installed.

Port: The default SQL Server port setting is 1433. If there is a port conflict, you can change it.
Initial Database: The default name of the Novell Storage Manager database.

Database Service Account: Use this region to set authentication information for the database
service account, which is the database account that the Engine uses to sign in to the database.

Database Account Name: By default, the database account is fsfadmin, which you can change
in this field.

Password: Specify a password for the service account to connect to the database.
Verify Password: Specify the password again in this field.

Database Admin Credentials: Use this region to establish the database administrator name
and credentials.

Database Administrator: Specify the SQL Server administrator name.
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Password: Specify the SQL Server administrator password.
3 Complete the fields and click Next.

Creating database UI user account.

- Using existing system login ‘fsfui_fsfdb’
Login disabled: False
Login locked: False
Login expired: False
Days until login expiration: [No expiration]
Login default database: fsfdb

- Successfully updated system login password ‘fsfui_fsfdb’

sfdb’

ole

Updating Identity System entry...
Identity system update complete.

Database configuration complate.

Successfully create database user ‘fsfui_fsfdb® mapped to system login “fsfui_f

Database user fsfui_fsfdb has been successfully added to the db_datareader r

4+ NSM Database Configuration Wizard - 4.1.0.19 - o I E#
© Database Configuration Wizard
Schema
L]

Finish | | Cancel
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4 Review the configuration log and click Finish.

% NSM Configuration - 4.1.0.19

D License

% Database

Engine

& Valid license

Product: Movell Storage Manager
Version: 4.0

License Type: Production

Feature Set: Cross Empire Data Migration
Expiration: 8/26/2016

Identity System: chronide.local

Platform: Active Directory

O Cross Empire Data Migration available

@ Configured

Database Type: SQL Server - Enterprise Edition (64-hit)
Database Version: Microsoft SQL Server 2014 - 12,0,4213.0
Database Mame:

Database User: fsfadmin

Address: Astinus. chronide local: 1433

Schema Version: 4,1.0.2

@ stopped
Address: 0.0.0.0:3009
Admin Group:
Engine Timezone: (UTC -04:00) Eastern Daylight Time

Q Active Directory forest 'chronice. local' avaiable - joined to domain CHROMICLE

Install or Update License

Configure Datshase

Migrate Database

Configure Engine
Migrate Engine Data

Start Engine

3 Refresh

5.6 Configuring the Engine

1 From the Configuration Dashboard, click Configure Engine.
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% NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

Setup Wizard - Active Directory Mode

Welcome to the Engine configuration wizard

This wizard will guide you through the following steps needed for setting up
Movell Storage Manager:

Configuration of the Engine service

Configuration of initial HTTP listener
Configuration of Active Directory Service Accounts
Configuration of Service Shares

Click Next to continue.

o Active Directory forest 'chronide.local' available - joined to domain CHROMICLE

Cancel

2 From the wizard page, read the overview of what will be configured and click Next.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Basic Options

HTTP Listener

Host Address 0.0.0.0 W
S5L Port 3009 | 5
SSL Certificate

Subject Mame | Astinus. chronide. local

Expiration Days 3,650 : Expiration Date: /29,2025 11:30:16 AM
Key Length 2048 [ w
Details Generate

This page lets you confirm or change basic Engine configuration settings.
HTTP Listener: Communication parameters for the Engine.

Host Address: Unless you want the Engine to only listen on a certain IP address, leave this
setting as it is.

SSL Port: Unless there is a port conflict, leave the setting at 3009.
SSL Certificate: Details for the SSL certificate that will be generated.

Subject Name: The name of the certificate that will be generated. The server name is listed by
default.

Expiration Days: The life span of the security certificate, which is set at 10 years by default.
Key Length: The SSL certificate encryption setting, which is set at 2048 by default.
Details: Click the button to view the certificate data.

Generate: If you modify any of the settings in the SSL Certificate region, click this button to
generate a new certificate.

Data Folder: The default location of the Data folder. The Data folder is used for a variety of
tasks, including storing Agent configuration data, Event Monitor configuration data, and
application specific historical data.

3 Edit any needed parameters settings and click Next.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Active Directory Service Accounts

Proxy Account
Enter the name of a service account used by the Engine and Agents for all operations.

Prowy Rights Group
Enter the name of a service group used far rights assignments for access to server,
chare, and file resources. The Proxy Account will automatically be assigned as the
initial member of this group.

All accounts should be entered in Domain\SAMAccount name format, with the domain
limited to the local system's domain.

Proxy Account | CHRONICLE \nsmproxy

Proxy Rights Group | CHRONICLE\nsmproxyrights

This page lets you establish a name for the proxy account and proxy rights group.

Novell Storage Manager uses a proxy account so that it can perform tasks necessary for storage
management.

4 Click Next.
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%+ NSM Engine Configuration Wizard - 4.1.0.28 - o IER

@ Setup Wizard - Active Directory Mode

Admins Group

Admins Group
The Admins Group is used to restrict access to logon and manage Movell Storage
Manager.
Mate that the current logged on user CHROMNICLE\administrator will be added to this

Eroup.

The group should be entered using Domain\5AMACcount name format where the
domain is the current system's domain.

Admins Group | CHROMICLEYnsmadmins

5 Specify the name for the Admins Group, or use the default name, and click Next to create the
group.
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" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Proxy Home Share

Proxy Home Share
The Novell Storage Manager Proxy Home share iz uzed as a temporary read-only
location in the case where managed data is moved from one location to the next.

You may use a pre-existing share of your choice. The share name should be entered
using the standard UNC path format.

Proxy Home Share | \\Astinus. chronide. local\MSMProxyHome

The Proxy Home Share that you establish in this page is the read-only location where users’
managed path attributes are temporarily set when data is moved because of a change in policy.

6 Click Next.
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5.7

" NSM Engine Configuration Wizard - 4.1.0.28 - o I ER

@ Setup Wizard - Active Directory Mode

Completing the wizard

Service Status | Running G Refresh

Stop Service

7 Click Finish.

With a valid license and a running Engine, you are now ready to set rights and privileges on
managed storage.

8 Proceed with Section 5.7, “Setting Rights and Privileges on Managed Storage,” on page 83.

Setting Rights and Privileges on Managed Storage

Novell Storage Manager must have the proper rights set on each network share that it will manage;
this is, shares that contain managed home folders or collaborative storage. In addition, certain
privileges must be granted to Novell Storage Manager on each server where storage will be
managed.
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5.7.1 Granting Rights

Every share to be managed by Novell Storage Manager must have proper rights assigned to the
nsmproxyrights group.

1 As a user with privileges to manage shares, authenticate to the server where the storage is
located.

2 Grant Full Control sharing privileges to the nsmproxyrights group for each share that Novell
Storage Manager will manage.

3 Do one of the following:

+ If you are proxying storage on a member server, go to Section 5.7.2, “Granting Privileges on
a Member Server,” on page 84.

+ If you are proxying storage on a domain controller, go to Section 5.7.3, “Granting Privileges
on a Domain Controller,” on page 85.

5.7.2 Granting Privileges on a Member Server

Every server that has storage managed by Novell Storage Manager must have certain privileges
granted to the nsmproxyrights group. If you install the Agent on a server, this privilege assignment is
made automatically. If you use the Agent on one server to act as a Proxy Agent on another server—
rather than installing an Agent on that server—you need to manually assign these privileges on that
server.
1 Authenticate to a domain controller within the domain where the storage is located.
Be sure to log in as a domain administrator.

2 At any domain controller or any computer where the Admin or Remote Server administration
tools are installed, click Start > Administrative Tools > Active Directory Users and Computers.

This brings up the Active Directory Users and Computers page.
3 In the left pane, select the container where the server is so that it is listed in the right pane.
4 In the right pane, right-click the server and select Manage.
This brings up the Computer Management page.
5 In the left pane, expand Local Users and Groups.
6 Select Groups.
7 In the right pane, double-click Administrators.
This brings up the Administrators Properties dialog box.
8 Click Add.
This brings up the Select Users, Computers, or Groups dialog box.
9 In the Enter the object names to select field, type: domain name\nsmproxyrights.
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5.7.3

10
11

Administrators Properties _
General

% Administrators

Description: Administrators have complete and unrestricted access
to the computer/domain

Members:

82 CCTEC \Domain Admins

PR CCTECvanpramyiis

& CCTECZ Administrator
Changes to a user's group membership

| Add. || Remaove are not effective until the next time the
user logs on.

| oKk || Cancel || ppy || Hep

Click OK to save the setting.
Proceed with Section 5.8, “Installing and Configuring the Event Monitor,” on page 87.

Granting Privileges on a Domain Controller

Every server that has storage managed by Novell Storage Manager must have certain privileges

granted to the nsmproxyrights group. If you install the Agent on a server, this privilege assignment is
made automatically. If you use the Agent on one server to act as a Proxy Agent on another server—
rather than installing an Agent on that server—you need to manually assign these privileges on that
server.

1

~N o o0~ W

Authenticate to a domain controller within the domain where the storage is located.
Be sure to log in as a domain administrator.

Launch Active Directory Users and Computers.

This brings up the Active Directory Users and Computers page.

In the left pane, select Builtin.

In the right pane, double-click the Administrators group.

Click the Members tab.

Click Add.

In the Enter the object names to select field, type: nsmproxyrights
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Select this object type:

|Us&rs. Service Accounts, Groups, Built4n security principals, or Other |:| | Ohject Types... |

Erom this location:
|FutnT&st64JnI

Enter the object names to select (sxamples):
nsmproxyrights|

8 Click Check Names.
9 Click OK.

Atribute Editar
|  Managed By

Members:

Mame Active Directory Domain Services Folder
& Administrator AutoTestbd local/Users
% Domain Admins AutoTestbd local/Users
52, Enterprige Admins AutoTestbd local Users
nsmprosymights Auto Testbd local /Users

10 Click OK.
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5.8

Installing and Configuring the Event Monitor

The Event Monitor can be installed on a Windows Server machine that meets the following minimum
requirements:

*

*

*

*

*

Microsoft Windows Server 2012 R2 (Member Server)
Microsoft Windows Server 2012 (Member Server)
Microsoft Windows Server 2008 R2 (Member Server)
At least 4 GB RAM

Forest functional level 2003 or later in native mode

Other notable information about the Event Monitor:

*

*

*

0 N o o~ W N P

There is only one Event Monitor per domain

The Event Monitor runs as a native NT service that is configured to start by using the Local
System account

The Event Monitor must be permitted to make outbound connections through the firewall

On the Windows server that will host the Event Monitor, copy to a directory the NSM-AD 4 1.iso.

Mount the NSM-AD 4 1.iso file.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.
Double-click the x86 64 folder.

Double-click NSMEventMonitor-Installer-4.1-x64-xxxx.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

When notified that the setup was successful, click Run Setup Utility.
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4+ NSM Event Monitor Configuration Wizard - 4.1.0.18 - o IER

Event Monitor Wizard

Welcome to the wizard

This wizard will guide you through the following steps needed for setting up the
Novell Storage Manager Event Monitor service:

* Configuration of the Event Monitor service
* Configuration of data folder location
* Configuration of the Engine communication parameters

Click Next to continue.

Mext =

9 From the wizard page, read the overview of the setup steps and click Next.
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%% NSM Event Monitor Configuration Wizard - 4.1.0.18

© Event Monitor Wizard

General Options

Data
Diata Folder | C:'\ProgramData\Movell\Storage Manaoer \Event'data

MNext =

Cancel

The default path of the Data Folder is displayed, which you can edit. The Data folder contains

application data needed by Novell Storage Manager.
10 Click Next.
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%% NSM Event Monitor Configuration Wizard - 4.1.0.18

@ Event Monitor Wizard

Engine Communication

Engine Connection

Engine Address

. L]
Engine 55L Port 3009 | o

Cancel

This page lets you set parameters for the Event Monitor to communicate with the Engine.

Engine Address: Specify the DNS name or IP address to the server hosting the Engine here.

Engine SSL Port: Specify the SSL port for the Engine here.
11 Enter the Engine connection settings and click Next.
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% NSM Event Monitor Configuration Wizard - 4.1.0.18 - o I ER

@ Event Monitor Wizard

Completing the wizard

Service Status | Running G Refresh

Stop Service

12 Click Finish.

The Event Monitor is now installed and running. You must still authorize it using NSMAdmin. For
procedures, see Section 5.11, “Authorizing the Event Monitor,” on page 97.

13 Proceed with Section 5.9, “Installing and Configuring the Agents,” on page 91.

5.9 Installing and Configuring the Agents

An Agent can be installed on a Windows Server machine that meets the following minimum
requirements:

+ Microsoft Windows Server 2012 R2 (Member Server)
+ Microsoft Windows Server 2012 (Member Server)
+ Microsoft Windows Server 2008 R2 (Member Server)

+ For quota management, Microsoft File System Resource Manager (FSRM) must be installed

Other notable information about Agents:

+ An Agent runs as a native NT service that is configured to start by using the Local System
account
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+ The default Agent port is 3011
+ A firewall inbound rule for the Agent is created during the installation

On the Windows server that will host the Agent, copy to a directory the NSM-AD 4 1.iso.
Mount the NSM-AD 4 1.iso file.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.

Double-click the x86_64 folder.

Double-click NSMAgent -Installer-4.1-x64-xxxx.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions and click Install.

0 N o o~ W N P

When notified that the setup was successful, click Run Setup Utility.

% NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

Agent Wizard

Welcome to the wizard

This wizard will guide you through the following steps needed for setting up the
Movell Storage Manager Agent service:

Configuration of the Agent service

Configuration of initial HTTP listener

Configuration of data folder location

Configuration of the Engine communication parameters

Click Next to continue.

MNext =

9 From the wizard page, read the overview of the setup steps and click Next.
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% NSM Agent Configuration Wizard - 4.1.0.18
@ Agent Wizard

General Options

HTTP Listener

Host Address 0.0.0.0

551 Port 3011 5
S5L Certificate

Subject Mame | Astinus

Expiration Days 3,650 :

Key Length 2048 [ w

Details Generate

Data

Data Folder

C:\ProgramData\Movell\Storage Manager\Aogent\data

Expiration Date: &/29/2025 12:48:47 PFM

MNext =

Cancel

This page lets you confirm or change basic Agent configuration settings.

HTTP Listener: Communication parameters for the Agent.

Host Address: Unless you want the Agent to only listen on a certain IP address, leave this

setting as it is.

SSL Port: Unless there is a port conflict, leave the setting at 3011.

SSL Certificate: Details for an SSL certificate that will be generated.

Subject Name: The name of the certificate that will be generated. The server name is listed by

default.

Expiration Days: The life span of the security certificate, which is set at 10 years by default.

Key Length: The SSL certificate encryption setting, which is set at 2048 by default.

Details: Click the button to view the certificate data.

Generate: If you modify any of the settings in the SSL Certificate region, click this button to

generate a new certificate.

Data Folder: The default path of the Data folder. The Data folder contains application data

needed by Novell Storage Manager.

10 Edit any needed parameters settings and click Next.
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%+ NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

@ Agent Wizard

Engine Communication

Engine Connection

Engine Address

Engine 55L Port | 3009 8

L

Cancel

This page lets you set parameters for the Agent to communicate with the Engine.
Engine Address: Specify the DNS name or IP address to the server hosting the Engine here.
Engine SSL Port: Specify the SSL port for the Engine here.

11 Enter the Engine connection settings and click Next.
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%+ NSM Agent Configuration Wizard - 4.1.0.18 - o I ER

@ Agent Wizard

Completing the wizard

Service Status | Running G Refresh

Stop Service

12 Click Finish.

13 The Agentis now installed, configured, and running. You must still authorize it using NSMAdmin.
For procedures, see Section 5.12, “Authorizing the Agents,” on page 97.

14 Proceed with Section 5.10, “Installing NSMAdmin,” on page 95.

5.10 Installing NSMAdmin

NSMAdmin is the administrative interface for Novell Storage Manager. It can be installed on:
+ Windows 8
+ Windows 7
+ Windows Vista
+ Windows Server 2012 R2, 2012, 2008 R2, or 2008
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IMPORTANT: Novell Storage Manager 4.1 introduces new database requirements for NSMAdmin.
For details and requirements, see NSMAdmin Database User Setup in the Novell Storage Manager
4.1 for Active Directory Administration Guide.

1

~N o o~ WDN

10

11

12

On the Windows server or workstation where you will run NSMAdmin, copy to a directory the
NSM-AD 4 1.iso.

Mount the NSM-AD 4 1.iso file.

At the root of the NSM-AD 4 1.iso image, double-click the windows folder.
Double-click NSMAdmin-AD-Installer-4.1-xxxx.exe.

When you are asked if you want to run this file, click Run.

Agree to the licensing terms and conditions, then click Install.

When you are notified that the setup was successful, click Run Admin Client.
The NSMAdmin login dialog box appears.

Novell Storage Manager Admin - 4.1.0.75

Novell. Storage Manager 4.1

Engine | v| Port I:I

User Mame | |

Password | |

P Proxy andLogging Options

| Login | | Cancel

Copyright € 2002-2015 Condrey Corporation. All rights resarved,

In the Engine field, specify the DNS name or IP address.

In the Port field, specify the secure port number.

The default setting is 3009.

Specify the username and password.

The user must be a member of the nsmadmins group to be able to log in.
Click Login.

If you are unable to log in, your proxy settings might be preventing you from doing so. Until you
enter a proxy exception in your proxy settings, you can click Proxy and Logging Options, select
Do not use a Proxy, then click Login.

Proceed with Section 5.11, “Authorizing the Event Monitor,” on page 97.
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5.11

5.12

5.13

Authorizing the Event Monitor

In NSMAdmin, click the Configure tab.

Click Event Servers.

Select the listed domain.

Click Authorize.

When you are asked if you want to authorize the selected event monitor, click Yes.

When the Results page appears, click Close.

~N o o~ WN P

Proceed with Section 5.12, “Authorizing the Agents,” on page 97.

Authorizing the Agents

1 In NSMAdmin, click the Configure tab.

2 Click Agent Servers.

3 Select a listed server.

4 Click Authorize.

5 When you are asked if you want to authorize the selected event monitor, click Yes.
6

When the Results page appears, click Close.

Administering Novell Storage Manager

You have now completed the installation of Novell Storage Manager 4.1 for Active Directory. For
administration procedures, refer to the Novell Storage Manager 4.1 for Active Directory
Administration Guide.

Installing Novell Storage Manager 4.1 for Active Directory

97



98 Novell Storage Manager 4.1 for Active Directory Installation Guide



A.l

Deploying Event Monitors and NSM
Agents Remotely by Using the
DeployAgents Tool

*

Section A.1, “Overview,” on page 99

*

Section A.2, “Prerequisites,” on page 99

*

Section A.3, “Copy the Component Installers,” on page 100

*

Section A.4, “Creating the servernames.txt File,” on page 100

*

Section A.5, “Deploying the Windows EXE Files,” on page 101

Overview

The DeployAgents tool lets you remotely install NSM Agent software through a batch installation
process.

The DeployAgents tool performs the following actions:

+ Installs and configures the NSM Agent software

+ Creates and copies the necessary SSL certificate for each server
+ Modifies and copies the configuration file (if necessary)

¢ Sets any necessary privileges on the local server

NOTE: OpenSSL certificates are generated using the OpenSSL command line utilities, which have
not been modified, and are distributed with permission. See the attribution provided in the openssL-
License.txt file for more details.

A.2 Prerequisites

+ Verify that Windows PowerShell 2.0 or above is enabled on each Windows server where NSM
Agents are being installed.

DeployAgents uses Windows PowerShell version 2.0 or above for parsing text, hiding
credentials from plain text, and remote installation, but requires that remote signed scripts be
allowed.

+ Verify that the ExecutionPolicy is set to something other than RESTRICTED.
REMOTESIGNED works for deploying MSi files.

Use the Get-ExecutionPolicy PowerShell command to determine how the current policy is set.
The set-ExecutionPolicy RemoteSigned command can be used to change the current policy
to one that is compatible with this process.
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A.3 Copy the Component Installers

1 From the NSM-AD 4 1.isoimage, double-click the utilities folder.
2 Double click DeployAgents.
3 Copy the peployAgentv2.xx.zip file to a folder of your choice.
4 Unzip the file.
The folder structure looks like the image below:

4 | DeployAgents.v2. 7.3
4 | DeployEXE
software
utils
4 DeployRPM
» software
utils

5 From the NSM-AD 4 1.iso image, copy the Agent installation files you want to install into the
software folder of the appropriate installer format.

For example, if you were going to do a batch installation of Agents for Novell Storage Manager,
you would copy the following files into the DeployEXE/software folder:

Windows\x86 64\NSMAgent-Installer-4.1-x64-xxxx.exe
6 Verify that each software folder contains a . cfg file for the Agent.

A.4 Creating the servernames.txt File

This file specifies the names of all of the servers on which the Agent software is to be deployed.

A.4.1 Manually Creating the servernames.txt File

1 Launch a text editor such as Notepad.
2 Onindividual lines, type the names of each server where you want to deploy the Agent software.

Depending on whichever is appropriate for your environment, you can use simple or DNS
naming. We recommend DNS naming.

For example:

cclxl.cctec.org
cclx2.cctec.org
cclx3.cctec.org

3 Save the document as servernames. txt to the root directory of the deployment folder for the
installer format.

For example, if the servernames. txt file listed Windows Server machines, you would save the
file to the DeployEXE folder.
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A.4.2

A.5

A5.1

A.5.2

Automatically Creating the servernames.txt File

If you already have Agents installed and you want to update them, the DeployAgents tool can
automatically create a servernames. txt file for you.

Simply copy the agents.dat file from its location on the Engine or to the root of the DeployMSI
folders.

The location of the of the agents.dat file is: C: \ProgrambData\Novell\Storage
Manager\Engine\data\agents.dat

When you provide the agents.dat file, the DeployAgents tool parses the existing server names and
creates the servernames. txt file for you.

Deploying the Windows EXE Files

Deployment Specifics
The DeployAgents tool performs the following actions:

+ Employs wrapper scripts that work with the NSM Agents.

+ Utilizes scripts that rely on the ¢$ admin share being available on the servers where the NSM
Agent is to be installed, and that the ¢: \temp directory exists or can be created, and can be
written to over the network by a domain administrator.

+ Uses the installer name without path information.

+ Uses the latest version by time and date in the software folder, regardless of the command line
designation.

Setting an Alternate Installation Path

By default, DeployAgents installs the NSM Agent software to the following location:
C:\Program Files\Novell\Storage Manager\Agent

You can change the default installation path for the NSM Agent software through the
AlternateInstallPath.txt file.
1 In the root of the DeployEXE file, locate the AlternateInstallPath.txt file.
2 Rename the file to AlternateInstallPath.txt by removing the underscore.
After it is renamed, the file can be edited via Notepad or another text editor.

The AlternateInstallPath. txt file uses a combination of text and variables so it can be used
over and over.

3 Use Notepad or another text editor to edit the installation path.

You can change the drive letter, add additional path text, or change the text altogether to make
the component best fit your environment.

Example:
Default path: c:\$brand%\$product%\%component$%
Modified path example: e: \%brand%\%product%\%component$%
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A.5.3 Using DeployAgentsEXE.cmd

1 Launch the DOS Command Prompt utility.

2 Change to the DeployEXE directory.

3 From the NSM-AD 4 1.iso, copy the EXE installers to the DeployEXE\software directory.
4 Do one of the following:

+ Enter: deployAgentsEXE.exe servernames.txt domain\administrator NSMAgent-
Installerx64-4.1-xxxx.exe

+ Enter: deployAgentsEXE.exe agents.dat domain\administrator NSMAgent-
Installerx64-4.1.xxxx.exe

When you deploy EXEs through an agents.dat file, if a servernames. txt file already
exists, you are asked if you want to use the servernames. txt file that already exists.

If you choose No, the servernames. txt file is deleted and a new one is created, based on
the contents of the agents.dat file.
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B.1

Deploying Windows Agents
Remotely Using Microsoft System
Center Configuration Manager

In addition to the DeployAgents tool discussed in Appendix A, “Deploying Event Monitors and NSM
Agents Remotely by Using the DeployAgents Tool,” on page 99, another means of deploying
Windows Agents remotely is through Microsoft System Center 2012 Configuration Manager (SCCM).

Parameters have been written that allow you to remotely install and configure the NSM Windows
Agents “quietly” or without user intervention.

You must already have System Center 2012 Configuration Manager installed and configured before
proceeding.

NOTE: This appendix covers the command line options needed to remotely deploy the NSM
Windows Agent.

Creating an SCCM Application for Distribution

SCCM deploys software from a shared folder on the network. This shared folder is probably already
defined by the SCCM administrator.

1 Copy the NSM Agent installation executable file to the already defined software distribution

folder.
IEn = NSMAgent x64 [- =[]
“ Home Share View 0
(" - T ‘ v ThisPC » Vol2 (F] » Network » cctec2 » installs » NSMAgentx6d v (';| ‘ Search NSMAgent x64 L |
A - - - =
7 Favorites = Marme Date modified Type Size
B Desktop | @ NSMAgent-Installer-41-x54-25.exe 8/27/2015 5:37 PM  Application 97,324 KB
4 Downloads
=, Recent places
M This PC
e Necltan e
Titem

In this example, the shared folder is named installs and is located on a server named CCTEC?2.
An NSMAgent x64 subfolder contains the NSMAgent-Installer package.

2 From System Center Configuration Manager, select Software Library > Application
Management, then right-click and select Create Application.

Deploying Windows Agents Remotely Using Microsoft System Center Configuration Manager 103



Create

E\ZQ

Appl'lcntmn ﬁ.pplll:;‘:m

Saardﬂs >
Search

€ >~ [E] \ » Softwarelibrary » Overview » Application Management » Applications

Software Library

4 &1 Overview

4 3 Appllcntmn Management lcon MName

< Applications 0 items

Search

[T Applicatiy
(5}l Packages
Approva

[ Global Cs

LB
¥

Application
Import Application

Folder 3

lil_; App-V Virtual Environments

The Create Application wizard is launched.

? General Informatien

General
General Information
Application Catalog
Deployment Types

Summary

Progress

Completion

Specify information about this application

[] Date publshed: [ 512712015

[[] Allow this application to be installed from the Install Apphcation task sequence action without being deployed

Specify the: administrative users wha are responsble for this appleation,

Browse
Suppon contacts: [ | | Erowss..

<Previous || Net> || suoeen || Concel

3 In the Name field, specify a descriptive name.

For example, NSM 4.1 Agent x64.
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Completing the other fields is optional.
4 Click Next.

5 (Optional) In the Specify the Configuration Manager Application Catalog entry page, browse to
display the Novell Storage Manager Agent icon.

L
? Application Catalog
General

Specify the Configuration Manager Application Catalog entry
General Information

Application Catalog

Deployment Types Specify information about how you want 10 display this appication 1o users when they browse the Application Catalog.
Summary To provide information in a specific language, select the language before you snter a description.

Progress

Completion Selected language: |English (United States) defaut | | Add/Remove..

| NSM 4.1 Agent x54

[] Display this as & festured app and highlight i in the company podal

<Previous | | Net>

6 Click Next.

7 Select Manually specify the deployment type information.
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F!a.
1

? General

e Specify settings for this deployment type

General Information
Content

Detection Methad Deployment types include information about the installation method and source files for this application.
User Experience
Requirements Type: [Windows Installer (" msi fike) v
Dependencies
T O Automatically identfy information about this deployment type from instalation files
Progress Location . | | Browse
Completion .:_TETZIE' Server'Share'\Fle o

(®) Manually specify the deployment type information

< Previous | Summary Cancel

Because SCCM does not have an option for automatically detecting bootstrapped executable
installation packages (such as the NSM Agent installation executable), you will need to manually
specify the file.

8 Click Next.
9 In the Name field, give the deployment type a name.
For example, NSM Agent 4.1 x64.
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? General
Specify genalal information for this deployment type
General Information
Content
i Applications can have any number of daployment types. Deployment types include links to content and settings that
Detection Method e y 1
User Experience
Ll Namme: [NSM Agent 4.1 x64 ]
Dependencies Adminisirator comments: -
Summary
Progress
Completion Languages: Englsh o~ | Select. |
< Previous | | Next > | | Summary | | Cancel
10 Click Next.
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=3 Create Deployment Type Wizard -

General Specify information about the content to be delivered to target devices

General Information

Detection Method SoedjrthelocmdheWw;mmmmmmmmmmwmd&wmm
devices_ All the contenits in the path specified will be delivered

User Experience

Requirements
Content location: [Wectecinstalls\NSHAgent x64 | [ Browse.

Dependencies
[_] Persist content in the cliert cache

Summary
Progress (] Allow clients to share content with other clients on the same subnat
Completion This option alows chents that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from clowd-basad distribution points can always ba sharsd by clients that use Windows
BranchCache.

Specify the command used to install this content.

Installation program: NSMA ent-Installer-4. 1-x64-25 exe J Browse...

Installation start in: | |

Corfiguration Manager can remave installations of this content f an uninstall program is specified below.

Unirestall start in:

[] Fun installation and uninstall program as 32:b& process on 64-bit clients.

< Previous MNext > Cancel
[« previous | | ]

11 In the Content location field, browse to the parent folder where the NSM Agent is located.
For example: \\cctec\installs\NSMAgent x64
12 In the Installation program field, browse for the installation file.

Because the dialog box is limited to displaying MSI files only, you will need to start typing the
name of the installation executable in the File name field and then click the Open button.

The Installation program field displays the executable file in quotes, preceded by msiexec/i
text.

13 In the Installation program field, remove the msiexec /i portion and the quotes.

14 Review the parameters and configuration options below before further modifying the parameters
in the Installation program field.

Installation Program  NSMAgent-Installer-4.1-x64.x.exe

Standard Built-In /quiet /install /norestart
Options

Non-Standard Option: INSTALL FOLDER="full path to install to alternate install path"

(Available with a new installation only, overridden by what is in the Registry.)
Added Alternate
Installation Path
Option
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The bootstrap technology sends these options on to the wrapped MSI after installing any
dependencies such as a particular version of the DOTNET FRAMEWORK, the Visual Studio
runtime, or some other prerequisite that you don’t want to address. Other options are passed
through the MSI all the way to the configuration utility.

Command Line Option Parameter Notes

ENGINE ADDRESS= <DNS or IP Address> ENGINE ADDRESS is required for
any of the configuration options.

ENGINE PORT= 3009
DATA PATH= "full path to where the This option could abandon an
data path is configured” existing DATA PATH, if used to

upgrade, and a new path is chosen.

The configuration utility is responsible for creating the configuration file and SSL certificate
needed by the Agent to communicate with the Engine. The configuration file contains information
such as the Engine’s IP Address or DNS Name, the IP port needed to communicate with the
Engine, and where to place the DATA_PATH. The only required option is the
ENGINE_ADDRESS; the other options have defaults.

Example of combined options:

NSMAgent-Installer-4.1-x64-25.exe

/quiet

/install

/norestart

*INSTALL FOLDER="C:\Program Files\Novell\Storage Manager\Agent"
ENGINE ADDRESS=10.1.1.10

*ENGINE PORT=3009

*DATA PATH="C:\ProgramData\Condrey Corporation\Storage Manager\Agent\data"
* These options can be omitted if the default options are preferred.

Example of Installation program field entry:

NSMAgent-Installer-4.1-x64-1004.exe /quiet /install /norestart
ENGINE ADDRESS=10.1.1.10

15 In the Installation program field, enter the specific combined parameters and commands
necessary for remotely installing Agents.

16 (Optional) In the Uninstall program field, use the specific combined parameters and commands
necessary for remotely uninstalling earlier versions of Agents.

Only the /quiet and /uninstall arguments are needed for uninstalling Agents.
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@ Content

General
General Information
Content
Detection Methed
User Experience
Requirements
Dependencies

Summary

Progress

Completion

17 Click Next.

Specify information about the content to be delivered to target devices

Specify the location of the deployment type's content and other settings that control how content is delivered to target

devices. All the contents in the path specified will be delivered.

Content location: | WectecRlinstalls\NSMAgent x54

[] Persist contert in the client cache

[#] Mlow clients to share content with other clients on the same subnet

This option allows clients that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

Specify the command used to install this content.

Installation program: | NS Agent-Installer-d4.1-x64-25 exe/guietinstalln |:|

Installation start in: | |

Configuration Manager can remove installations of this content if an uninstall program is specified below.

Uninstall program: |N SMAgent-Installer-4.1-x64-25 exelgu iet.l'uninstalll

Uninstall start in: | |

[ Run installation and uninstall program as 32-bit process on 64-bit clients.

R

< Previous | | Mext = | | Surmmary | |

Cancel
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? Detection Methed

End Specify how this deployment type is detected

General Information

Content

Detection Method Specify how Configuration Manager detenmines whether this. deployment type is already present on a device. This
detection occurs before the content is installed or when software inventory data is collected.

User Experience
Requirements
e ®) Configure niles to detect the presence of this deployment typs:

summary | Comester (] Cuene [ hsoCame. |

Progress Edtt Clause |

Completion = 1

Delete Clause

@

() Use a custom script to detect the presence of this deployment type:
Serigt type: |
Script length: |

I < Previous || Mext > || Summany

This page lets you specify how SCCM will determine if a package has already been installed.
18 Click Add Clause.
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19

20
21

22
23

24
25

= Detection Rule =]

Create a nule that indicates the presence of this application.

Setting Type: |File Sy=stem ¥ |

Specify the registry key or value to detect this application.

Hve: [ 7 e

m: -

Value: |

[] This registry key is associated with a 32:bit application on 64-bit systems

danTee | /]

() This registry setting must exist on the target system to indicale presence of this applhcation %

(®) This registry setting must satisfy the following rule to indicate the presence of this apphcation
Operator: | v|
Valoe: | |

From the Setting Type drop-down menu, select Registry.

This populates other fields in the dialog box.

Verify that HKEY LOCAL MACHINE is displayed in the Hive field.
In the Key field enter:

SOFTWARE\Novell\Storage Manager\Agent

From the Data Type drop-down menu, select Version.

Verify that the This registry setting must satisfy the following rule to indicate the presence of this
application option is selected.

From the Operator drop-down menu, select Greater than or equal to.
In the Value field, enter 4.1.25.

In this example, you are specifying that you want this package to be detected and not installed if
the value is greater than or equal to 4.1.25. This value can be found by right-clicking the Agent in
Programs and Features and then selecting either the Uninstall or Change menu options.
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Create a rule that indicates the presence of this application.

Setting Type: | Registry

Specify the registry key or value to detect this application,

Hive: | HKEY_LOCAL_MACHINE

Key: SOFTWARE\WovelhStorage ManageriAgent

| Package Version

[ use [Default) registry key value for detection

[] This registry key is associated with a 32b# application on 64bil systems

Data Type: |‘-.-"er3iun hd |

() This registry sefting must exist on the target system to indicate presence of this applcation %

(®) This registry setting must satisfy the folowing rule to indicate the presence of this application

Operator: |Graater than or equal to
Value: [4.1.25

26 Click OK.

27 In the Specify user experience settings for the application page, make the following
recommended settings:
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? User Experience

General
General Information
Content
Detection Method
User Experience
Requirements
Dependencies

Summary

Progress

Completion

Specify user experience settings for the application

| Install for system

|Whether or not a user is logged on

[ Hidgen

[[] Mliow users to view and interact with the program installation

Specify the madmum nun time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the wser when the application installs.

Madmum allowed run time {minutes):

Estimated installation time (minutes):

28 Click Next.
29 Click Next.
30 Click Next.

31 Confirm the settings that are displayed.
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General
General Information
Content
Detection Method
User Experience
Requirements
Dependencies

Progress

Completion

32 Click Next.

33 When notified that the Create Deployment Type Wizard completed successfully, click Close.
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Confirm the settings for this deployment type

Details:

General Information:
* Name: NSM Agent 4.1 x64
* Technology: Windows Installer (*.msi file)
* Administrater comments:
* Languages: English

Content
* Content location: Wectec2\installs\NSMAgent x54
* Persist in client cache: No
* Enabled peer-to-peer content distribution: Yes
+ Installation program: NSMAgent-Installer-4.1-x64-25 exe/guietinstalinorestart
ENGINE_ADDRESS="cctec? cctec.org”
* Installation start in:

Detection Method:

Uszer Experience
* Installation behavior: Install for system
* Login requirement: Only when a uzer iz logged on
* Installation prierity: Hidden
= Allow users to interact with this program: No

To change these settings, click Previous. To apply the settings, click Neod.

< Previous I I Met > Summary
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C.1

C.2

Documentation Updates

This section contains information about documentation content changes that were made in this Novell
Storage Manager 4.1 for Active Directory Installation Guide after the initial release of Novell Storage
Manager 3.0 for Active Directory. The changes are listed according to the date they were published.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following dates:

September 10, 2015

Updates were made to the following sections:

Location

Update Description

Section 1.2, “File Server Resource Manager,” on
page 8.

Section 4.13, “Installing NSMAdmin,” on page 65.

Section 5.10, “Installing NSMAdmin,” on page 95.

Installation requirements for the NSM Engine, Event
Monitor, and Agents.

Inserted a new Note.

Inserted a new Important message about the new
database requirements detailed in NSMAdmin
Database User Setup of the Novell Storage Manager
4.1 for Active Directory Administration Guide.

Inserted a new Important message about the new
database requirements detailed in NSMAdmin
Database User Setup of the Novell Storage Manager
4.1 for Active Directory Administration Guide.

Deleted references to DC Servers being capable of
hosting these components.

October 7, 2014

Updates were made to the following sections:

Location

Update Description

Chapter 3, “Installing and Configuring SQL Server,” on
page 17.

Chapter 4, “Migrating from Novell Storage Manager
3.x for Active Directory,” on page 35.

Chapter 5, “Installing Novell Storage Manager 4.1 for
Active Directory,” on page 69.

New section.

New section.

Updated procedures.
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C.3

C.4

C.5

Location

Update Description

Appendix A, “Deploying Event Monitors and NSM
Agents Remotely by Using the DeployAgents Tool,” on
page 99.

Appendix B, “Deploying Windows Agents Remotely
Using Microsoft System Center Configuration
Manager,” on page 103.

Updated procedures.

New section.

October 17, 2013

Updates were made to the following sections:

Location

Update Description

Section 1.4, “Verifying Proper Configurations and
Rights,” on page 11.

Section 5.3, “Installing the NSM Engine,” on page 70.

Chapter 5, “Installing Novell Storage Manager 4.1 for
Active Directory,” on page 69.

New section.

Removed bullet specifying Windows hotfix needed for
Windows Server 2008 R2.

Removed bullet specifying Windows hotfix needed for
Windows Server 2008 R2.

June 12, 2013

Updates were made to the following sections:

Location

Update Description

Section 1.2.1, “Installing File Server Resource
Manager,” on page 8.

Chapter 4, “Migrating from Novell Storage Manager
3.x for Active Directory,” on page 35.

Appendix A, “Deploying Event Monitors and NSM
Agents Remotely by Using the DeployAgents Tool,” on
page 99.

Added support for Windows Server 2012.

New chapter.

New section.

February 13, 2013

Updates were made to the following sections:

Location

Update Description

Chapter 5, “Installing Novell Storage Manager 4.1 for
Active Directory,” on page 69.

Section 5.3, “Installing the NSM Engine,” on page 70.

Added a requirement for the .NET 4.0 (Full)
Framework for the NSM Engine, Event Monitor, NSM
Agent, and NSMAdmin.

Removed a reference to the NSM Engine being
supported on a server with an x86 processor.
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C.6

C.7

C.8

C.9

C.10

January 18, 2013

Updates were made to the following sections:

Location

Update Description

Multiple locations throughout the manual.

Appendix A, “Deploying Event Monitors and NSM
Agents Remotely by Using the DeployAgents Tool,” on
page 99

Changed references of 3.0.x to 3.1.

New appendix.

May 18, 2012

Updates were made to the following sections:

Location

Update Description

Section 5.3, “Installing the NSM Engine,” on page 70.

Chapter 5, “Installing Novell Storage Manager 4.1 for
Active Directory,” on page 69.

New steps.

New steps.

February 2, 2012

Updates were made to the following section:

Location

Update Description

Throughout the manual.

Changed 3.0.2 to 3.0.x.

March 16, 2011

Updates were made to the following section:

Location

Update Description

Chapter 5, “Installing Novell Storage Manager 4.1 for
Active Directory,” on page 69.

The step requiring that Full Control security privileges
to the FSFProxyRights group for each share that File
System Factory for AD will manage, was removed
because this step is now automated.

February 14, 2011

Updates were made to the following section:

Documentation Updates
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Location Update Description

Section 2.1, “Licensing Overview,” on page 13 Overview of license types and the features and
capabilities enabled in each.
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