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About This Guide

This ZENworks Reporting Universe Objects and Predefined Reports Reference includes information
about universe objects and predefined reports that are used in the Zenworks Reporting. The
information in this guide is organized as follows:

+ Chapter 1, “ZENworks Reporting Universe Objects,” on page 7
+ Chapter 2, “ZENworks Reporting Predefined Reports,” on page 63
Audience

This guide is intended for ZENworks Reporting administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks Reporting is supported by other documentation (in both PDF and HTML formats) that you
can use to learn about and implement the product. For additional documentation, see the ZENworks
documentation Web site (https://www.novell.com/documentation/beta/zenworks2017/).
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ZENworks Reporting Universe Objects

The universe objects (domain objects, items, or fields) are objects used under different components
in ZENworks Control Center (ZCC). In ZENworks Reporting, these universe objects are used for
creating and generating various business reports. The reports can be viewed and saved in different
formats or outputs.

The ZENworks Reporting supports PDF, Excel (Paginated), Excel, CSV, DOCX, RTF, Fleshpot, ODS,
XLSX (Paginated), XLSX (Paginated), and XLSX output formats.

In this chapter the following components’ universe objects are available:

¢ Section 1.1, “Patch Management Universe Objects,” on page 7

¢ Section 1.2, “Bundles and Policies Universe Objects,” on page 9

+ Section 1.3, “License Management Universe Objects,” on page 12
+ Section 1.4, “ZENworks System Universe Objects,” on page 13

+ Section 1.5, “Endpoint Security Universe Objects,” on page 17

+ Section 1.6, “Inventory Management Universe Objects,” on page 26
+ Section 1.7, “Asset Management Universe Objects,” on page 36

+ Section 1.8, “Discovered Devices Universe Objects,” on page 56

+ Section 1.9, “ZENworks Bundle Universe Objects,” on page 59

To use universe objects:

1 Click Create > Ad Hoc View.

2 In the Data Chooser panel, select Domains.

3 Click |a7] to expand the tree view structure, then select domain that you want to use.
You can only view the domains for which you have rights.

4 Click Choose Data.

5 In the Data Chooser panel, click Fields to select items to use in the Ad Hoc View.

For more information, see “Ad Hoc Editor”.

Patch Management Universe Objects

The following universe objects are used in ZENworks Control Center under the Patch Management
component:
+ Patch Management: The Patch Management domain set.
+ Device Patch Audit
+ Audit Log Date: Date on which a patch that was applied to a device was logged.

+ Patch Status on Device: Status of a patch on a device (patched, not patched, or not
applicable).

¢ Group Scan Audit Summary
¢ Audit Summary Date (Group): Date on which the group audit summary is recorded.

ZENworks Reporting Universe Objects
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+ Total Not Applicable (Group): Total number of group devices that are not not applicable to the
patch.

+ Total Not Patched (Group): Total number of group devices for which the patch is applicable but
not patched.

+ Total Patched (Group): Total number of group devices that are patched in this group.
¢ Patch Audit Summary
¢ Audit Summary date (Device): Date on which the audit summary was recorded.

+ Total Not Applicable (Device): Total number of devices to which the patch is not
applicable.

+ Total Not Patched (Device): Total number of devices to which the patch is applicable but
not patched.

+ Total Patched (Device): Total number of devices on which the patch is applied.
¢ Patch Bundles

+ Admin Initiated Remediation Bundle: Name of the administrator who initiated the
remediation bundle.

+ Assigned Device Name: Name of the device to which the patch bundle is assigned.
+ Deployed Patch Bundle: Deployed patch bundle that is initiated by an administrator.

+ Deployed Patch Bundle Version: Version of launched bundles that are initiated and
remediated by an administrator.

+ Is Deployed: Specifies whether the patch bundle is deployed to the assigned device.
+ Deployed Patch Bundle Status Events

+ Event Status: Status of the deployed event.

+ Event Type: The type of deployed event.

+ Failure Event Message: The message appears when a patch bundle fails.

+ Failure Event Time: The time when the patch bundle failed.

+ Language: Language used for the event message.

+ Last Successful Execution Time: Time at which the patch bundle was executed
successfully.

+ Probable Cause of Failure: Probable cause of failure for any event.
+ Patch Packages
+ License Name: Name of the license that is associated with a package.
+ License URL: URL to the package license, if applicable.
+ Package Name: Name of the package viewed in ZENworks.
+ Patches
¢ Description: Detailed information about the patch.
+ |Is Patch Cached: Specifies whether the patch will be cached on the server.
+ Is Patch Deployed: Specifies whether a patch bundle has been deployed.
+ |s Patch Enabled: Specifies whether the patch is enabled for use.
+ Last Modified: Date on which the patch was last modified (by default it is null).
¢+ OS Language: Operating system language.
+ OS Name: A short name provided to the supported operating system.
+ OS Service Pack: Operating system service pack installed on the patched device.
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OS Type: Operating system type, for example: Windows, Linux, and so on.
OS Version: Operating system version, for example: 2003, XP, Vista, and so on.
Patch Count: Count of patch records defined by other row attributes.

Patch Impact: The relative importance of a patch: critical, recommended, informational,
and so on.

Patch Media Status: Status of the patch media.
Patch Name: Name of the patch.
Patch Vendor: Software manufacturer responsible for the patch.
Released On: Date on which the patch was released.
Vendor Product ID: A unique product ID used by the patch manufacturer.
Patched Devices: Total number of patch devices.
+ Device Folder: Folder path in the ZCM hierarchy to the device.
+ Device Name: Name of the device to which the patch was deployed.
+ Device ZUID: A unique ID identifies a device in the ZENworks environment.
+ Error Device Count: Total number of devices with patch errors.
+ Not Applicable Device Count: The device count that is not applicable.
+ Not Patched Device Count: Device count not patched.
+ Patched Device Count: The device count that is patched.
+ Total Device Count: Total number of devices.
+ Last DAU: Last agent DAU time.

+ Patch Device Status: Status of the patch device (patched, not patched, or not
applicable).

1.2 Bundles and Policies Universe Objects

The following universe objects are used in ZENworks Control Center under the Bundles and Policies
component:

+ Bundles and Policies: The reporting objects that are associated with bundles and policies.

+ Assignment

*

Assignment Status: The assignment status of a bundle or policy associated with a device
or a user.

Assignment Type: The type of assignment (bundle, policy, and so on).
Consumer Folder: Name of the consumer folder.

Consumer LDAP ID: The user source UID in the LDAP user source. This is used for
getting detailed user information.

Consumer Name: Name of the device consuming an assignment.

Consumer ZUID: A unique ID that identifies a user or a device in the ZENworks.
Content Folder: Name of the content folder.

Content Name: Name of the content.

Content Parent Folder: Path to the parent folder for the assignment.

Content Parent Name: Name of the parent object that supports the content (bundle, policy,
and so on).

ZENworks Reporting Universe Objects
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*

*

Content Server: Name of the content server.

Content Server Folder: The path to the content server.

Content Server Type: The type of content server.

Content Type: The type of content.

Content ZUID: Name of the object that supports the content (bundle, policy, and so on).
Position: The position of the content server.

Replication State: Status of the content replication.

+ Bundles

*

*

*

*

*

Bundle Size (KB): The size of the bundle in kilobytes.

Bundle Type: The type of bundle (Windows Bundle, Linux Bundle, and so on).
Bundles Assigned to Device: Bundles that are assigned to a device.
Category: The category of the bundles.

Compliance Status: Compliance status of the bundle.

Creation Date: Date on which the bundle was created.

Dependency Bundle: The associated bundle that are action elements for the selected
bundle.

Description: The description of the bundle.
Devices Assigned to Bundles: Number of devices associated with the bundle.
Display Name: Name of the bundle displayed on the managed device.

Error Warning Status: A notification appears if error messages are outstanding for the
bundle.

Folder Location: The path to the location.

Is Bundle Enabled: Specifies whether the bundle is enabled for use.
Name: Name of the bundle.

Platform: The bundle platform.

Version: The version of the bundle.

+ Deployment

*

*

*

Bundle Count: Total number of bundles.

Device Folder: The path to the folder in the ZCM hierarchy where the device is located.
Device Name: Name of the device to which the bundle or policy is deployed.

Device ZUID: A unique ID that identifies a device in the ZENworks.

Last Successful Execution Time: The time when a bundle was successfully executed.
Patch Count: Total number of patches.

Policy Count: Total number of policies.

Source: The source of the deployment.

System Update Count: Total number of system updates.

Type: The type of deployment.

User LDAP ID: A unique ID assigned to the LDAP user.

Version: Version of the deployment.

User: Name of the user who deployed the patch.
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*

Bundle details
+ Deployment Failure Device: Deployment failed for a number of devices

+ Deployment Pending Device Count: Deployment pending for a number of devices.

+ Deployment Success Device Count: Deployment successful for a number of
devices.

+ Distribution Status: Status of the bundle distribution.

+ Distribution Time: The time when a bundle was distributed.
¢ Install Status: The installation status of the bundle.

+ Install Time: The time when a bundle was installed.

¢ Language (Distribution):

+ Language (Install):

¢ Language (Launch):

¢ Launch Status: The launched status of the bundle.

¢ Launch Time: The time when a bundle was launched.

+ Overall Deployment Status: Status of the deployment.

+ Probable Cause of Distribution Failure: The probable cause for distribution failure.

+ Probable Cause of Install Failure: The probable cause for installation failure.

+ Probable Cause of Launch Failure: The probable cause for launch failure.

+ Policy details

*

*

*

Enforcement Failure Device Count: Total number of devices that failed during
deployment.

Enforcement Pending Device Count: Total number of devices pending during
deployment.

Enforcement Status: The enforcement status of the deployment.

Enforcement Success Device Count: Total number of devices successful during
deployment.

Language (Enforcement):

Probable Cause of Enforcement Failure: The probable cause for enforcement failure.
Time of Success or Failure: Time of success or failure of a device deployment.

Time of Last Successful Enforcement: Time of last successful enforcement.

+ Policies: The details of the policies.

*

*

*

Apply Immediately: Specifies whether the policy must be applied immediately.
Compliance Status: The compliance status of the policy.

Description: The description of the bundle.

Devices Assigned To Policies: Total number of devices associated with the policy.
Error Warning Status: A notification appears if error messages are outstanding for the
policy.

Folder Location: The path to the policy location.

Is Policy Enabled: Specifies whether the policy is enabled for use.

Name: Name of the policy.

Platform: Name of the policy platform.

Policies Assigned To Device: The policies that are assigned to a device.

ZENworks Reporting Universe Objects
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+ Policy Type: The type of policy that is assigned to a device.

1.3 License Management Universe Objects

The following universe objects are used in ZENworks Control Center under the License Management
component:
¢ License Consumption by Device
¢ Calculated Date: Date on which the audit was calculated.
+ Platform: Operating system of the platform.

+ Total Device Consumption: Total number of licenses used for managed and inventoried
devices.

+ Inventory Only Devices License Consumption

+ Average Inventory Only Consumption: Average number of inventory only devices
that consumed the licenses.

¢+ Maximum Inventory Only Consumption: Maximum number of inventory only
devices that consumed the licenses.

¢ Minimum Inventory Only Consumption: Minimum number of inventory devices that
had the licenses.

+ Total Inventory Only Consumption: Total number of inventory devices that had the
licenses.

+ Managed Devices License Consumption

+ Average Managed Consumption: Average number of managed devices that
consumed the licenses.

+ Maximum Managed Consumption: Maximum number of inventory devices that used
the licenses.

+ Minimum Managed Consumption: Minimum number of managed devices that
consumed the licenses.

+ Total Managed Consumption: Total number of managed devices that used the
licenses.

¢ License Consumption by User
+ Average User Consumption: Average number of users who used the licenses.
¢ Calculated Date: Date on which the audit was calculated.
¢ Maximum User Consumption: Maximum number of users who used the licenses.
¢+ Minimum User Consumption: Minimum number of users who used the licenses.
+ Total User Consumption: Total number of users who used the licenses.
¢+ ZENworks License Information
+ License Details: General license details.
+ Expiration Date: Date on which the license expires.
+ License Status: Status of the product license.
¢ Licensed Product: Name of the licensed product.
+ Product Version: The licensed version of the product.
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14 ZENworks System Universe Objects

The following universe objects are used in ZENworks Control Center under the ZENworks System
component:
+ ZENworks System: Reporting objects about the overall health of ZENworks.
¢ ZCM Zone: The zone instance name.
¢ Administrator Information
+ Administrator: Name of the administrator.

+ Administrator - Authoritative Source: The ruling authoritative source for the
administrator.

+ Discovery Tasks: The detailed information about customer-defined discovery tasks.
+ Discovery Type: The type of discovery tasks: IP or LDAP.
+ Has Credentials: Specifies whether credentials are associated with this task.
+ |IP Ranges: The list of IP ranges used in an IP search.
+ Last Credentials Update: Date on which the task credentials were updated.

+ Last Discovered Count: Number of devices that were discovered last time during the
discovery task was functioning.

+ Last Finish Time: The time when the task was completed.
¢ Last Start Time: The time when the task was started.
+ LDAP Base DN: The top level of the LDAP directory.
+ LDAP Contexts: List of contexts used in the LDAP Search.
+ LDAP Port: The port used for connecting the LDAP server.
+ LDAP Search Filter: The LDAP search filter used by the task.
+ LDAP Server: Name of the LDAP server.
+ LDAP Source Name: The LDAP source name used by the task.
+ Persist Credentials: Specifies whether credentials are saved for reuse by this task.
¢ Reguest Count: Number of addresses to be interrogated.
+ Requests Completed: Number of addresses that have been interrogated.
¢ Running Status: The current status of the task.
+ Task Folder: The path to the folder in the ZCM hierarchy where the task is located.
¢ Task Name: Name of the task.
¢ Use SSL: Specifies whether the SSL can be used by this task or not.
¢ Linux Subscriptions
+ Created by: Name of the user who created the subscription.
+ Download Folder: Folder in which the bundles are created.

+ |s Enabled: Specifies whether subscription is enabled or disabled. Disabled subscriptions
are not used to download patches.

+ Last Replication Time: The time when the subscription was last replicated to the server.
+ Last Successful Replication Time: The time when the replicated server was successful.
+ Replicated Server: Server to which the content is replicated.

+ Repository Type: Type of the subscription repository (NU, RCE, RHN, RPM-MD, STATIC,
and ZLM).
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+ Subscription Folder: ZENworks folder that contains the subscription.
+ Subscription Name: Name of the subscription.

+ Subscription Status: Status of the Subscription (New, Assigned, In Progress, Success,
Failed, Cancelled, and Suspended).

¢ Session Details: The details of the ZENworks login session.
+ Bundles: Number of bundles created in this session.
+ Catalogs: .
+ Downloaded Packages: The number of packages downloaded.
+ End Time: End time of the replication session.
+ Initiated by: The entity that initiated this session.

+ Replication session Status: Status of the replication session (New, Assigned, In
Progress, Success, Failed, Cancelled, or Suspended).

+ Start Time: The time when the replication session starts.

+ Managed Device Status: The detailed information about devices that are in the ZENworks
database.

+ Compliance Status: Specifies whether the device is compliant with all applied bundles and
policies that are managed in ZENworks database.

+ Critical Device Count: Number of critical status devices.

+ Date Added: Date on which the device was registered to the zone.

¢ Department: Name of the department.

+ Device Folder: Folder path in the ZCM hierarchy to the device.

+ Device Name: Name of the device.

+ |IP Address: IP address of the device.

+ |s IPV4/IPv6 Address: Is the IP address of the device is IPv4 or IPv6.

¢ Subnet Mask: IPv4 network subnet mask or IPv6 prefix length of the device.

+ Device Type: The type of device (Workstation or Server).

+ Device ZUID: A unique ID that identifies a device in the ZENworks environment.
+ DNS Name: The DNS name of the device.

¢ Error Count: Number of errors in a device.

+ Error Warning Status: Specifies whether the device clear any errors or warnings.
+ Inventoried Device Count: Number of inventory only devices.

+ Is Agent Deployed: Specifies whether the ZENworks Adaptive Agent has been deployed
to this device.

+ |Is Device Inventoried: Specifies whether this is an inventory-only device.

+ Is Device Lost: Specifies whether the device has been flagged as lost. Since,it was not
communicating with an agent.

+ |s Device Managed: Specifies whether the device is managed by ZCM.
+ Is Device Retired: Specifies whether the device is retired.

+ |Is Primary User Calculated: Specifies whether the primary user is determined by the
device.

+ Language: Language of the operating system installed on the managed device.
+ Last Contact: The date and time of the last contact with the Adaptive Agent.
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+ Last Full Refresh: The last time that the device refreshed its information (bundles, policies,
configuration information, registration information, and so forth).

+ Location: Location of the device. This is not the network location, but a location assigned
by the administrator for grouping the device.

+ Managed device count: Number of managed devices.

+ Non Compliance Count: Number of items that are not compliance with a device.
+ Non Compliant Device Count: Number of devices that are non-compliant.

+ Normal Device Count: Number of normal status devices.

+ OS Name: The short name of the operating system.

¢ OS Product Name: Name of the operating system.

+ Owner:

+ Platform: The platform that supports the device (Linux or Windows).

+ Primary User: The primary user associated with the device. If no user is associated, the
field is empty.

+ Retired Date: Date on which the device expired.
+ Serial Number: The serial number of the device.

+ Site: Name of the site where managed device is located. The site associated with the
device. This is assigned by the administrator for proper grouping of device.

+ Time Zone: Number of hours offset from UTC where the device is located.
¢ Warning Count: Number of warnings for a device.
+ Warning Device Count: Number of devices that have a warning status.

+ ZENworks Agent Version: Current version of the ZENworks Adaptive Agent on this
device.

+ Out of Band Power Management
¢ Current Power State: Current status of the power.
+ Device Path: Path where a device is located.
+ Device Time:
+ Last Power State: The last status of the power.
+ Machine Name: Name of the machine.
+ Power Action Initiated by: Name of the user who initiated the power action.
+ Power Management Action: The action initiated by the power management.
¢ Server Time:
+ Status:
+ System Messages

+ Component Name: The ZENworks component that provided the message component
name.

+ Date Time Acknowledged: The date and time when the message was acknowledged.
+ Date Time Logged: The date and time when the message was logged.

+ Message: Message code received from the device. Message description is the actual
message.

+ Message Description: The detailed information about the message.
+ Severity: The severity of the event referenced in the message.
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*

*

*

*

Total Error Messages: Total number of error messages.

Total Information Messages: Total number of information messages.
Total Messages: Total number of messages.

Total Warning Messages: Total number of warning messages.

¢ System Statistics: ZENworks operation statistics.

*

*

*

*

*

Server Folder: Folder path to the server in the ZCM hierarchy.
Server Name: Name of the server.
Server Type: The type of ZCM server.

Server Name - Last Calculation Time: The time when the last server statistics were
calculated.

Server Name - Has Time Synchronized: Specifies whether ZENworks server is
synchronized with the time server.

Server Name - Devices Accessing: Number of devices accessing the system.

Server Name - Users Accessing: Number of users accessing the system.

Server Name - Images Taken: Number of images created.

Server Name - Images Restored: Number of images pushed out.

Server Name - PXE Boot Queries: Number of devices queried through PXE at boot-up.
Server Name - Policies Delivered: Number of policies delivered.

Server Name - Bundles Delivered: Number of bundles delivered.

Server Name - Content Delivered: Number of content items delivered.

Server Name - Maximum Bundle Size: Size of the largest bundle created.

Server Name - Average Bundle Size: Average size of all bundles created.

Server Name - Maximum Content Size: Size of the largest content created.

Server Name - Average Content Size: Average size of all content created.

Server Name - Content Used Disk Space: Amount of disk space used by content.
Server Name - Database Used Disk Space: Amount of disk space used by the database.
Server Name - Total Connections Today: Total connections to the database today.
Server Name - Average Connections Per Day: Average connections per day.

Server Name - Maximum Connections: Maximum number of connections for any day.
Server Name - Peak CPU Usage: Peak CPU usage for the server in MH .

Server Name - Average CPU Usage: Average CPU usage.

Server Name - Number of Tracking Days: Number of tracking days.

Server Role - The type of ZENworks server role.

+ System Update

*

*

*

Applied Date: Applied date of the System Update or PRU.

Download Date: Download date of the System Update or PRU.
Importance: Importance of the System Update or PRU.

Release Date: The release date of the System Update or PRU release date.

Target Type: The target device types for the update (ZEN Server, Managed Device,
Imaging, and Reporting).

Update Name: System Update name or Product Recognition Update (PRU).
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*

*

*

Update Status: Status of System Update or PRU in the zone (Error, Canceling, Cancelled,
Available, Downloading, and Importing).

Update Type: System updated type.
Device Status
+ Date Applied: Date on which the device is updated.

+ Device Update Status: Status of the updated devices (Error, Update Aborted, Status
Unknown, Update Assigned, Installing Update, Awaiting Reboot, Reboot In Process,
Reboot Process Cancelled, Rebuilding Deployment Packages, Update Completed with
Errors, Update Completed, and Update Superceded).

+ Is Applicable: Specifies whether the device is applicable for the update.
+ |s Ignored: Specifies whether the device is ignored for the update.
+ |s Timed out: Specifies whether the device is timed out during the update.

+ ZENworks Agent

*

*

Component Name: The component name of the product category.
Component Version: The version of the ZENworks Agent component.

1.5 Endpoint Security Universe Objects

The following universe objects are used in ZENworks Control Center under the Endpoint Security
component:

+ Endpoint Security: The reporting objects about the Endpoint Security.

+ Endpoint Security Policies: The reporting objects about the Endpoint Security Policies.

*

*

*

Apply As Default Policy: Specifies whether this is a default policy.

Date Created: Date on which the policy was created.

Date Modified: Date on which the policy was modified.

Include Default Policy: Specifies whether the default policy is included.

Inherit Update Messages: Specifies whether the updated messages were received.
Is Deleted: Specifies whether the policy has been deleted from ZENworks.

Is End Point Security Policy: Specifies whether this an Endpoint Security Policy.

Is Global Policy: Specifies whether this is a global policy.

Is Inherited from Hierarchy: Specifies whether this policy is inherited from the hierarchy.
Is location based: Specifies whether this is a location based policy or not.

Is policy Enabled: Specifies whether the policy is enabled or not.

Is Sandbox: Specifies whether this is a sandbox version of the policy or not.

Latest Policy Version: Specifies whether this is the latest version of the policy or not.
Policy Description: The description of the policy.

Policy Folder: The path to the folder where the policy is located.

Policy Location: Location of the policy.

Policy Name: Name of the ZESM policy.
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*

*

*

Policy Type: The type of policy. The values are ZESM Application Control Policy, ZESM
Comm Hardware Policy, ZESM Data Encryption Policy, ZESM Firewall Policy, ZESM
Location Assignment Policy, ZESM Security Settings Policy, ZESM Storage Control Policy,
ZESM USB Connectivity Policy, ZESM VPN Enforcement Policy, and ZESM Wireless

Policy.

Policy Version: Version of the policy.

Published: List only the published version of the policies.

Sandbox: List only the Sandbox version of the policies.

+ Effective Policy

+ Device ID: The device ID of an effective policy.

+ Timestamp: The timestamp for an effective policy.

+ Policy Specific Attributes: The specific attributes of the policy.

¢ Application Control

+ Application Control List

*

*

*

*

*

*

*

ACL Order: Order of the Application Control List (ACL).

Application Control List Name: Name of the application control list.
Application Name: Name of the application.

Applications: Number of applications.

Default Behavior

+ No Execution: Blocks the application from executing and blocks a non-
executable file from opening.

+ No Internet Access: Blocks the application from accessing the Internet.

+ No Restrictions: Clears the restrictions if any (No Execution or No Internet
Access) from the application. This enables you to override any restrictions for
the application that are received from another application control policy.

Description: The description of the application control list.
Is Enabled: Specifies whether the application control list is enabled or not.

+ Communication Hardware

*

Adapter Bridging: Bridging enables the device to act as a hub for accessing the
multiple network segments.

Allowed Communication Hardware: This hardware is allowed to communicate.

Disabled Communication Hardware: This hardware is disabled to
communicate.

Hardware Type ID: An ID assigned to the hardware type.

Hardware with Global Settings: This hardware is configured with global
settings.

Is Adapter Bridging Message Disabled: Specifies if adapter bridging is
disabled.

Adapter Bridging Message
+ Display Text: Message of the adapter bridging.

+ Include Message Hyperlink: Specifies whether message hyperlink is
included or not.

+ Link: The message hyperlink.
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*

*

*

Message Body: Body of the adapter bridging message.
Message Title: Title of the adapter bridging message.
Parameters: The message link parameters.

¢ Approved Adapters

+ Approved Dialup Adapters

*

*

+ Dialup Adapter Name: Name of the dialup adapter.
+ Dialup Adapters: Number of the dialup adapters.
Approved Wired Adapters
+ Adapter MAC Address: A MAC address of the approved wired adapter.
+ Adapter Name: Name of the approved wired adapter.
+ Approved Wired Adapters: Number of approved wired adapters.
Approved Wireless Adapters

+ Adapter MAC Address: A MAC address of the approved wireless
adapter.

+ Approved wireless adapters: Number of approved wireless adapters.
+ Wireless Adapter Name: Name of the approved wireless adapter.

+ General Settings

*

*

*

*

1394 (FireWire): Controls the IEEE 1394 Fire Wire bus.

Bluetooth®: Controls the Bluetooth access port.

Dialup: Controls the dialup adapters (modems).

IrDA®: Controls the infrared access port.

Serial and Parallel: Controls the serial and parallel communication ports.

Wired: Controls the wired network adapters. This setting is available only for
location-based policies.

Wireless: Controls the Wi-Fi network adapters.

¢ Data Encryption

+ Decryption

*

*

*

Is Policy Password Enabled for Decryption: Specifies whether the policy
password is enabled for description or not.

Is Strong User defined Password Required: Specifies whether a strong
user-defined password is required for decryption or not.

Is User defined Secondary Passwords Allowed: Specifies whether user-
defined secondary passwords are allowed for decryption or not.

+ Removable Storage Devices

*

Copy Decrypt Tool to RSD: Specifies whether to copy a decrypt tool to a
Removable Storage Devices (RSD) or not.

Is RSD Encryption: Specifies whether encryption is enabled for RSDor not.

Is RSD Strong Password required: Specifies whether a strong password is
required for RSD or not.

Is RSD User-defined Password enabled: Specifies whether user-defined
password is enabled for RSDs or not.

RSD Encrypted Folder Name: An encrypted folder name of the RSDs.
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+ Safe Harbor Encryption

+ |s Safe Harbor Encryption for Fixed Disks enabled: Specifies whether the
safe harbor encryption for fixed disks are enabled or not.

+ |s Safe Harbor User Folders Allowed: Specifies whether safe harbor user
folders are allowed or not.

+ Safe Harbour Folder Location: The location of the safe harbour folder.
+ Firewall

+ Default Behavior: The default behavior is applied to all ports and protocols
unless it is overridden by a port, protocol rule, or an Access Control List (ACL).
The possible default behavior is Stateful, Open, Closed, or Inherit.

+ Disable Windows Firewall and Register ZESM Firewall in WSC: Specifies
whether the Windows firewall is disabled and the ZESM firewall isregistered in
WSC.

¢ Port or Protocol Rules
+ Default Behavior: The default behavior is Stateful, Open, Closed, or Inherit.
+ Description: Description of the port or protocol rule.
+ |s Enabled: Specifies whether the port or protocol rule is enabled or not.
+ Name: Name of the port or protocol rule.
+ Port or Protocol Order: The sequential order of the port or protocol.
+ Port Type
+ End Range: Ending range of the port.
+ Port Type Order: The order of the port types.
+ Port or Protocol Type: The type of port or protocol.

*

Start Range: Starting range of the port.
¢ Standard Access Control Lists

+ Allow 8021x: Specifies whether 802.1X is allowed or not. 802.1x is a
port-based network access control that uses Extensible Authentication
Protocol (EAP) or certificates.

+ ARP: Specifies whether Add or Remove Program (ARP) is allowed or
not.

+ Ethernet Multicast: Specifies whether ethernet multicast is allowed or
not.

+ |CMP: Specifies whether the Internet Control Message Protocol (ICMP)
is allowed or not. ICMP is used by the operating system of network
computers to send the error messages.

+ |P Multicast: IP multicast is a method of sending Internet Protocol
datagrams to a group of receivers in a single transmission.

¢ |P Subnet Broadcast: Value stating whether the ACL type IP subnet
broadcast, subnet broadcast packets is allowed or inherited from the
policy that is assigned higher in the policy hierarchy.

+ LLC: Specifies whether the Logical Link Control (LLC) is allowed or not.

+ SNAP: Specifies whether Subnetwork Access Protocol (SNAP) is
allowed or not.

+ ZENworks Server: Specifies whether ZENworks service is allowed or
not.
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Access Control Lists
¢ ACL Behavior: Behavior of the access control list.
¢ ACL Order: The sequential order of the ACL.
+ Description: Description of the access control list.
+ |s Enabled: Specifies whether the ACL is enabled or not.

+ Is Port Rule Configured: Specifies whether the port rule is configured
for the ACL or not.

+ Name: Name of the ACL.
+ Configured Port Rule
+ Default Behavior: Default behavior of the port rule.
+ Description: Description of the port rule.
+ |s Enabled: Specifies whether the port rule is enabled or not.
+ Name: Name of the port rule.
+ Port Types
+ End Range: The ending range of port type.
+ Port/Protocol Type: The type of port or protocol.
+ Start Range: The starting range of port type.
¢ Address Types

+ Address Type: The type of network address (IP address or Mac
address).

+ Address Type Order: The sequential order of the address type.
¢ |P or Mac address: The network IP address or Mac address.

¢ Location Assignment

*

Allow Manual Change: Specifies whether the manual change is allowed (Yes,
No, or Inherited).

Display Message: Specifies whether the message should be displayed or not.

Is Default Location: Specifies whether this is a default location or not.

Location Name: Name of the location.

Show Location in Agent List: Specifies whether the location in the agent list
must be displayed (Yes, No, or Inherit).

Custom Message

*

*

Display Text: Display text of the custom message.

Include Message Hyperlink: Specifies whether the message hyperlinks
must be included in the custom message or not.

Message Body: In a Location Assignment Policy, body of the message is
displayed when location changes.

Message Hyperlink: In Location Assignment Policy, hyperlink is displayed
when location changes.

Message Title: The title of the message.
Parameters: The custom message parameters.
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¢ Scripting
+ Script settings

+ Language: Language of the Script. Possible values can be J script or VB
script.

+ Run As: The context in which script would run. Possible value is system or
user.

¢ Script Content: Actual content of the script.
+ Trigger settings
+ Agent triggers

+ On Network change: If the script is executed any time the agent
detects a network change that could affect the location assignment.

+ On Network connect: If the script is executed any time a network
connection occurs. This could be a wired network that is detected after
plugging in a network cable, a wireless network detected through an
access point, or a network detected through a modem.

+ On Network disconnect: If the script is executed any time a network
might disconnect.

+ On policy enforcement: If the script is executed any time this policy is
enforced.

+ On security policy change: If the script is executed any time the agent
receives a change to any of the security policies (Firewall,
Communication Hardware, and so forth).

¢ Location triggers

+ Is Location trigger enabled: Specifies whether the location trigger
must be enabled or not.

+ |s Manual change must: Specifies whether the change must be done
manually.

+ Switching from location: Name of the location, from which the device
is switching, after executing the script.

¢ Switching to location: Name of the location, to which the device is
switching, after executing the script.

+ Time triggers

+ |s Time trigger enabled: Specifies whether the time trigger is enabled
or not.

+ Time interval (Days): Number of days after initial re-enforcement of the
policy that is after executing the script. If the policy is changed and
republished, the interval is restarted.

+ Time interval (Hours): Number of hours after initial re-enforcement of
the policy that is after executing the script. If the policy is changed and
republished, the interval is restarted. .

+ Time interval (Mins): Number of minutes after initial re-enforcement of
the policy that is after executing the script. If the policy is changed and
republished, the interval is restarted.

¢ Security Settings

+ Enable Client self-defense: Specifies whether client self-defense is enabled or
not.
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+ Enable Password Override: Specifies whether enable password must be
overriden (Yes, No, or Inherit).

+ Enable Uninstall Password: Specifies whether uninstall password is enabled or
not.

+ Storage control

+ Auto Play Access: Specifies whether the auto play access is provided to CD or
DVD (Disable, Read-Write, Read-Only, Deny access, or Inherit).

¢+ CD or DVD Access: Specifies whether CD or DVD access is allowed (Disable,
Read-Write, Read-Only, Deny access, or Inherit).

+ Floppy Drive Access: Specifies whether floppy drive access is allowed or not.

+ |s Preferred device list enabled: Specifies if the preferred device list is enabled
or not.

+ Removable Storage Access: Specifies whether removable storage access is
allowed (Disable, Read-Write, Read-Only, Deny access, or Inherit).

+ Preferred Device List
¢ Comments: List of comments for the preferred device.
+ Default Device Access: The default access for this device.
+ Device Description: Description of the device.
+ Device Order: Preferred sequential order of the device in the list.
+ Device Serial Number: Serial number of the preferred device.
+ Enforcement: Enforcement for the device.
+ Name: Name of the preferred device.
+ USB

+ Default Devices Access: Default device access setting (Enabled, Disabled, or
Inherit).

+ Human Interface Devices Access: Human interface devices access setting
(Enabled, Disabled, or Inherit).

+ Mass Storage Class Access: Mass storage class device access setting
(Enabled, Disabled, or Inherit).

+ Printing Class Access: Printing class device access setting (Enabled, Disabled,
or Inherit).

+ Scanning or Imaging (PTP) Access: Scanning or Imaging device access setting
(Enabled, Disabled, or Inherit).

+ USB Devices Access: Specifies whether an USB device access setting is
enabled or not.

¢ USB Device Access
+ Allowed USB Devices: Number of USB devices allowed to access.
+ BDC Device: The value of BDC device to which the USB device belongs to.
+ Blocked USB Devices: .

+ Device Access: Specifies whether the device access setting is enabled,
disabled, or inherit.

+ Device Access Sequence: The device access sequence.
+ Device Class: Value of the device class to which the USB Device belongs to.
+ Device Protocol: Protocol used for this device.
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*

*

Device Sub-Class: Value of the device sub-class to which the USB Device
belongs to.

Friendly Name: Friendly name of the device.
Manufacturer: Manufacturer of the device.

Name: Name of the device

OS Device Class: The device class of the operating system.
OS Device ID: Operating system device ID.

Product: The product name of the device.

Product ID: The product ID of the device.

Serial Number: Serial number of the device.

Vendor ID: The vendor ID of this device.

USB Version: USB version of the device.

+ VPN Enforcement

* Switch to Location: Name of the switched location.

+ Trigger Locations Name: The trigger location name.

+ Connect Settings

*

* Wi-Fi ®

Connect Command Link: Executable path of the VPN client, if the VPN
client is automatically launched on detection of internet.

Connect Command Param: The connect command parameters.
Disconnect Command Link:

Disconnect Command Param: The disconnect command parameters.
Use Connect Command: The use connect command.

Use Disconnect Command: Specifies whether the use disconnect
command is allowed or not.

Use VPN Message: Specifies whether the VPN message is allowed or not.
VPN Message
+ Display Text: The VPN message display text.

+ Include Message Hyperlink: Specifies whether the message hyperlink
is included in the VPN message or not.

+ Link: The link in the VPN message.

+ Message Body: The body of the VPN message.

+ Message Title: The title of the VPN message.

¢ Parameters: The link parameters in the VPN message.

+ Ad Hoc connections: For the policy whether Adhoc connections are allowed or
inherited.

+ Display message when min security not met: This message is displayed when
the minimum security requirement has not been met.

+ Minimum Wi-Fi ® security: Wi-Fi minimum security (No Encryption, WEP, WPA,
WPA2, or Inherit).

* Wi-Fi ® connections:
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¢ Minimum Security Message
+ Display Text: Displays the text about the connect command link.

+ Include Message Hyperlink: Specifies whether hyperlink message is
include in the minimum security message or not.

¢ Link: The link provided in the minimum security message.
+ Message Body: The body of the minimum security message.
+ Message Title: The title of the minimum security message.
+ Parameters: The link parameters of the minimum security message.
+ Wi-Fi ® Access Points
¢ Access Points Order: Order in which access point are maintained in list.

+ Enforcement: Specifies whether an enforcement of the wireless access
point is white list or black list.

+ Mac Address: MAC address of the wireless access point.
+ Name: Name of the wireless access point.

+ SSID: The Service Set Identifier (SSID) is controlled by the Wireless Access
Point (WAP) for the network.

¢ Zone Policy

*

*

*

Created Date: Date on which the zone policy is created.

Currently Active Zone Policy: L:ist only currently active zone policy.

Is Currently Effective: Specifies whether the zone policy is currently effective.
Modified Date: Date on which the zone policy was modified.

Path: The full path of the zone policy.

Policy Sequence: The sequence of the zone policy.

Zone Policy: Name of the zone policy. This provides the level of assignment for the zone
policy setting.

+ Policy Assignments

*

*

*

Assignment Status: The assignment status of a bundle or policy to a device or a user.
Assignment Type: The type of assignment (bundle, policy, and so on).
Consumer Folder: Path to the device consuming an assignment.

Consumer LDAP ID: The User Source UID in the LDAP user source. This is used for
getting detailed user information such as the user's name, email ID, phone number, and so
on from reports created from the user source universe.

Consumer Name: Name of the device consuming an assignment.

Consumer Name Devices: Name of the consumer devices.

Consumer Name Users: Name of the users to which the policy assignment is done.
Consumer ZUID: A unique ID that identifies a user or device in the ZENworks environment.
Content Folder: Name of the folder holding the bundle or policy content.

Content Name: Name of the object holding the content - bundle, policy, and so on.
Content Parent Folder: Path to the parent folder for the assignment.

Content Parent Name: Name of the parent object holding the content - bundle, policy, and
S0 on.

Content Server: Name of the content server associated with the assignment.
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+ Content Server Folder: Path to the content server.

+ Content Server Type: The type of the content server.

+ Content Type: Type of content for an assignment.

+ Effective Date: The effective date indicates the date on which the policy was created.

+ |Is Zone policy Assignhment: Specifies whether this policy is assigned through the zone
policy or not.

+ Replication State: The content replication status SYNCSTATE.

1.6 Inventory Management Universe Objects

The following universe objects are used in ZENworks Control Center under the Inventory
Management component:
+ Device Change History
¢ Change Date: Date on which the device is changed.
¢+ Change New Value: The new field value.
+ Change Old Value: The old field value.
+ Change Source: Where the change originated within the application.
¢+ Change Type: The type of change — Created, Edited, Deleted, Moved, and Retired.
¢ Changed Field: The label for the field changed.
+ Date System Added: Date on which the system is added.
+ Date System Deleted: Date on which the system is deleted.
+ Change Modifies (Device): Number of edited records within time scope of report.
¢ Change Total (Device): Total number of records within time scope of report.
+ Deleted Devices: Number of deleted records within time scope of report.
+ New Devices: Number of created records within time scope of report.
¢ General Device Attributes

+ Are Virtual Machines Hosted: Specifies whether Virtual Machines are hosted on this
device or not.

+ Device ZUID: A unique ID that identifies a device in the ZENworks environment.
+ DNS Name: The DNS name of the device.

¢ Entered User Email: The email address of the user.

¢ Entered User Fax: The fax number of the user.

+ Entered User First Name: The first name of the user.

+ Entered User Last Name: The last name of the user.

¢ Entered User Middle Name: The middle name of the user.

¢ Entered User Name: The first, middle, and last names of the user.
+ Entered User Phone: The phone number of the user.

+ Inventory Type: The inventory type of the device.

+ |s Machine Virtual: Specifies if this is a virtual machine or not.

¢ Login Name: The login name of the last logged in user.
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