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ZENworks Endpoint Security Management

Novell's ZENworks Endpoint Security Management (ESM) provides complete, centralized
security management for all endpointsin the enterprise. Because ESM applies security at the most
vulnerable point, the endpoint, all security settings are applied and enforced regardless of whether
the user is connecting to the network directly, dialing in remotely, or even not connecting to
corporate infrastructure at all. Thisis critical to not only protect the data within the corporate
perimeter, but also to protect the critical data that resides on the endpoint device itself.

ESM automatically adjusts security settings and user permissions based on the current network
environment characteristics. A sophisticated engine is used to determine the user's location and
automatically adjusts firewall settings and permissions for applications, adapters, hardware, etc.

Security is enforced through the creation and distribution of ESM security policies. Each location
(Work, Home, Alternate, Airport, etc.) listed in a security policy is assigned to a network
environment (or multiple network environments). A location determines which hardware is
available and the degree of firewall settings that are activated within the network environment.
The firewall settings determine which networking ports, access control lists (ACLS), and
applications are accessible/required. Various integrity checks and scripts can be run at location
change to ensure that all required security software is up to date and running.

evoronterorecronwr |11 SECUNNG mobile devices, ESM is superior to
BASED FIREWALLS ZENworks SECURITY CLIENT typl Cal perwnal fl I’aNal | teChnO| Ogl eSWhl Ch Opel'ate
APPLICATIONS APPLICATIONS X A i K
only in the application layer or as a firewall-hook
i Tiena e “~ driver. ESM client security isintegrated into the
w X TP Network Driver Interface Specification (NDIS)

driver for each network interface card (NIC),
providing security protection from the moment
ENrsSERTICLENT  traffic enters the PC. Differences between ESM and
application-layer firewalls and filter drivers are

LAN PROTOCOLS LAN PROTOCOLS

NDIS
NDIS

LAN NIC WLAN NIC LAN NIC WLAN NIC
illustrated in Figure 1.
Q Q Security decisions and system performance are
—_— —_— optimized when security implementations operate at
HESHER T the lowest appropriate layer of the protocol stack.

Figure 1: Effectiveness of NDIS-layer firewall With ESM's ZENworks Security Client, unsolicited
traffic is dropped at the lowest levels of the NDIS driver stack by means of Adaptive Port
Blocking (stateful packet inspection) technology. This approach protects against protocol-based
attacks including unauthorized port scans, SYN Flood, NetBIOS, and DDOS attacks.
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ESM Overview

ESM consists of five high-level functional components: Policy Distribution Service,
Management Service, Management Console, Client Location Assurance Service, and the
ZENworks Security Client. The figure below shows these componentsin the architecture

Location Assurance

ZENworks |
Endpoint Security Management DMZ (PEMILITARIZED ZONE) m
CENTRAL MANAGEMENT i
LOCATION SECURE 7 R
Client Location i o . ZENworks Security Client s —
Assurance Service Management Service Policy Distribution Service 7 P
- - »
. Encrypted Policy - Home
= . , W - +
m _a — K w
= f— Reporting Information .
. S~o
| Active Dlrectory Enterprise Web Server N ~ a
saL P \ alE'N

A LDAP, or NT Domain
« Directory Service

~ N
N
ﬂ N ’ x
Public Key
distributed
by policy Management
Console On The Road

Datab.
atabase N\ Coffee Shop

ENTERPRISE PERIMETER
Figure 2: ESM Architecture

The ZENworks Security Client (ZSC) isresponsible for enforcement of the distributed security
policies on the endpoint system. When the ZSC isinstalled on all enterprise PCs, these endpoints
may now travel outside the corporate perimeter and maintain their security, while endpointsinside
the perimeter will receive additional security checks within the perimeter firewall.

Each Central Management component is installed separately, the following components are
installed on servers which are secured inside the corporate perimeter:

» Policy Distribution Service isresponsible for the distribution of security policiesto
the ZSC, and retrieval of reporting data from the ZSCs. The Policy Distribution
Service can be deployed in the DM Z, outside the enterprise firewall, to ensure regular
policy updates for mobile endpoints

* Management Service isresponsible for user policy assignment and component
authentication; reporting data retrieval, creation and dissemination of ESM reports;
and security policy creation and storage

* Management Console isavisible user interface, which can run directly on the server
hosting the Management Service or on aworkstation residing inside the corporate
firewall with connection to the Management Service server. The Management
Consoleis used to both configure the Management Service and to create and manage
user and group security policies. Policies can be created, copied, edited, disseminated,
or deleted using the editor

» Client Location Assurance Service provides a cryptographic guarantee that
ZENworks Security Clients are actually in a defined location, as other existing
network environment parameters indicate
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System Requirements

Table 1: System Requirements

Server System Requirements Endpoint System Requirements

Operating Systems:

Microsoft Windows 2000 Server SP4

Microsoft Windows 2000 Advanced Server SP4
Windows 2003 Server

Processor:
3.0 GHz Pentium 4 HT (or greater)
756 MB RAM minimum (1 GB+ Recommended)

Disk Space:

500 MB - Without local Microsoft SQL database

5 GB - With local MS SQL database (SCSI recom-
mended)

Required Software:

Supported RDBMS (SQL Server Standard, SQL
Server Enterprise, Microsoft SQL Server 2000
SP4, or SQL 2005)

Microsoft Internet Information Services (config-
ured for SSL)

Supported Directory Services (eDirectory, Active
Directory, or NT Domains*)

* = NT Domains is only supported when the Management Ser-
vice is installed on a Windows 2000, or 2000 advanced server
(SP4).

Operating Systems:
Windows XP SP1
Windows XP SP2
Windows 2000 SP4

Processor:

600MHz Pentium 3 (or greater)

Minimum 128 MB RAM (256 MB or greater recom-
mended

Disk Space:
5 MB required, 5 additional MB recommended for
reporting data

Required Software:
Windows 3.1 Installer
All Windows updates should be current

ASP.NET

The Policy Distribution, Management, and Client Location Assurance services requirea LOCAL
account of ASPNET to be enabled. If thisisdisabled, the serviceswill NOT work correctly.

Reliable Time Stamp

The Novell ESM solution gathers data from multiple sources and collates this data to create a
wide variety of security and audit reports. The utility and probative value of these reportsis
greatly diminished if disparate sources disagree asto times, and so it is strongly recommended
that anyone installing ESM provide for enterprise-wide time synchronization (such as that
provided by Active Directory, or through the use of Network Time Protocol).

The ESM Administrator(s) should follow all installation, operation, and maintenance
recommendations provided in this document and the ESM Installation and Quick-Start
guide, in order to ensure a strong security environment.

12




About the ESM Manuals

The ZENworks Endpoint Security Management manuals provide three levels of guidance for the
users of the product.

ESM Administrator's Manual - This guide iswritten for the ESM Administrators
who are required to manage the ESM services, create security policiesfor the
enterprise, generate and analyze reporting data, and provide troubleshooting for end-
users. Instructions for completing these tasks are provided in this manual

ESM Installation and Quick-Start Guide - Thisguide provides complete installation
instructions for the ESM components and assists the user in getting those components
up and running

ZENworks Security Client User's Manual - This manual is written to instruct the
end-user on the operation of the ZENworks Security Client (ZSC). This guide may be
sent to all employeesin the enterprise to help them understand how to use the ZSC

13



Policy Distribution Service

The Policy Distribution Service is aweb service
application that, when requested, distributes security —
policies and other necessary datato ZENworks
Security Clients. ESM security policies are created
and edited with the Management Service's ﬁ
Management Console, then published to the Policy

Distribution Service where they are downloaded by
the client at check-in.

The Policy Distribution Service authenticates
ZENworks Security Clients based on the user ID credentials obtained from the Management
Service, and supplies each client with the designated security policy.

Reporting datais collected by ZENworks Security Clients and passed up to the Policy
Distribution Service. This datais periodically collected by the Management Service and then
deleted from the Policy Distribution Service.

The Policy Distribution Service does not initiate any communications with the other ESM
components, and only responds to others. It does not hold sensitive datain the clear, nor does it
hold the keys needed to decrypt the sensitive data. It does not hold user credentials, or any other
user-specific data.

Encrypted Policy

i

Server Selection and Installation

Please refer to the Installation and Quick Start guide for selection and installation instructions.

Server Maintenance

It is recommended that regular Disk Cleanup tasks be configured to run on this server to remove
temporary files out of the Windows\temp folder. Under extreme load conditions windows can
generate an inordinate amount of temporary files that needlessly take up disk space.

Upgrading the Software

The ESM Policy Distribution Service software can be upgraded by running the new installation
software.

Uninstall

To uninstall the Policy Distribution Service, use the Add/Remove Programs function in the
Windows Control Panel, or run the installation again from the ESM installation CD.
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Securing Server Access
Physical Access Control

Physical access to the Distribution Service Server should be controlled to prevent access by
unauthorized parties. M easures taken should be appropriate to the risksinvolved. There are
multiple avail able standards and guidelines available, including NIST recommendations, HIPAA
requirements, 1SO/IEC 17799, and less formal collections of recommendations such as CISSP or
SANS guidelines. Even when a given regulatory frameworksis not applicable, it may still act asa
valuable resource and planning guide.

Likewise, Disaster Recovery and Business Continuity mechanisms to protect the Distribution
Server should be put in place to protect the server if an organizational risk assessment identifies a
need for such steps. The mechanisms best used will depend on the specifics of the organization
and its desired risk profile, and cannot be described in advance. The same standards and
guidelines sources listed above can be helpful in this decision as well.

Network Access Control

The Distribution Server can be further protected from unauthorized access by restricting network
accessto it. This may take the form of some or all of the following:

* restricting incoming connection attempts to those ports and protocols from which a
valid access attempt might be expected;

» restricting outgoing connection attempts to those | P addresses to which avalid access
attempt might be expected; and/or

* restricting outgoing connection attempts to those ports and protocols to which avalid
access attempt might be expected.

Such measures can be imposed through the use of standard firewall technology.

High Availability

High Availability mechanisms for the Distribution Server should be put in placeif an
organizational risk assessment identifies aneed for such steps. There are multiple alternative
mechanisms for building high availability solutions, ranging from the general (DNS round-
robining, layer 3 switches, etc.) to the vendor specific (the Microsoft web site has multiple
resources on high availability web services and clustering issues). Those implementing and
maintaining an ESM solution should determine which class of high availability solution is most
appropriate for their context. It should be kept in mind that the Distribution Server has been
architected to function in non-high-availability situations, and does not require High Availability
to provideits services.
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Running the Service

The Policy Distribution Service launches immediately following installation, with no reboot of
the server required. The Management Console can adjust upload times for the Distribution
Service using the Configuration feature (See “ Infrastructure and Scheduling” on page 28). For

other monitoring capabilities see:
e “Server Communication Checks’ on page 207
» “System Monitor” on page 214
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Management Service

The Management Service isthe central service for Group Info
ESM. It is used to create authentication credentials,

design and store security policies and their cg;ﬂ‘::gt;
components, and provide remediation through a R
robust reporting service. It provides security
policies and user information to the Policy
Distribution Service, as well as providing opague

[T

credentials to ZENworks Security Clients. Management

Security policies, credentials, and reports are stored Ll ®

in an SQL database(s), which may reside on the —

same server as the Management Service or on R —
"

remote servers.

Server Selection and Installation
Please refer to the Installation and Quick Start guide for selection and installation instructions.

Server Maintenance

It is recommended that regular Disk Cleanup tasks be configured to run on this server to remove
temporary files out of the Windows\temp folder. Under extreme load conditions windows can
generate an inordinate amount of temporary files that needlessly take up disk space.

Upgrading the Software

The ESM Management Service software can be upgraded by running the new installation
software.

Uninstall

To uninstall the Management Service, use the Add/Remove Programs function in the Windows
Control Pandl.

To uninstall the Management Console (when run on a separate PC), use the Add/Remove
Programs function in the Windows Control Panel.
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Securing Server Access
Physical Access Control

Physical accessto the Management Server should be controlled to prevent access by unauthorized
parties. Measures taken should be appropriate to the risks involved. There are multiple available
standards and guidelines available, including NIST recommendations, HIPAA requirements, 1SO/
IEC 17799, and less formal collections of recommendations such as CISSP or SANS guidelines.
Even when agiven regulatory frameworksis not applicable, it may still act as avaluable resource
and planning guide.

Disaster Recovery and Business Continuity: Disaster Recovery and Business Continuity
mechanisms to protect the Management Server should be put in place to protect the server if an
organizational risk assessment identifies aneed for such steps. The mechanisms best used will
depend on the specifics of the organization and its desired risk profile, and cannot be described in
advance. There are multiple available standards and guidelines available, including NIST
recommendations, HIPAA requirements, | SO/IEC 17799, and less formal collections of
recommendations such as CISSP or SANS guidelines.

Network Access Control

The Management Server can be further protected from unauthorized access by restricting network
accessto it. This may take the form of some or al of the following:

» restricting incoming connection attempts to those | P addresses from which avalid
access attempt might be expected;

* restricting incoming connection attempts to those ports and protocols from which a
valid access attempt might be expected;

* restricting outgoing connection attempts to those IP addresses to which avalid access
attempt might be expected; and/or

* restricting outgoing connection attempts to those ports and protocols to which avalid
access attempt might be expected.

Such measures can be imposed through the use of standard firewall technology.

High Availability

High Availability mechanisms for the Management Server should be put in placeif an
organizational risk assessment identifies a need for such steps. There are multiple alternative
mechanisms for building high availability solutions, ranging from the general (DNS round-
robining, layer 3 switches, etc.) to the vendor specific (the Microsoft web site has multiple
resources on high availability web services). Those implementing and maintaining an ESM
solution should determine which class of high availability solution is most appropriate for their
context. It should be kept in mind that the Management Server has been architected to function in
non-high-availability situations, and does not require High Availability to provide its services.
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Running the Service

The Management Service launches immediately following installation, with no reboot of the
server required. The Management Console is used to manage the data on the Management
Service. See “Infrastructure and Scheduling” on page 28. for more details.

For other monitoring capabilities see:
e “Server Communication Checks’ on page 207
e “System Monitor” on page 214

Distributing ESM Credentials (Key Management Key)

The Management Service automatically distributes credentials to each ZSC when it isinstalled
and checks-in to the Management Servicefor thefirst time. Oncethis credential is distributed, the
ZSC will be permitted to receive policies from the Policy Distribution Service, and provide
reporting data to the Reporting Service.

Periodic Renewal of the Key Management Key (KMK)

Cryptographic best practices dictate that the KMK be renewed at regular intervals to prevent
certain cryptographic attacks from being practical. This need only take place on arelatively long
cycle: typically on the order of once every year, and should not be done too frequently because the
change-over does involve some effort and bandwidth costs.

To renew the KMK, perform the following steps:

Step 1: Open the Communications Console on the Management Service (Start/Programs/Novell/
Management Service/ESM Communications Console).

Note:

Running the Communications Console will cause the Management Service to lose user and log data,
however, policy data will not be deleted.

Step 2: Allow the Communications Console to run a compl ete check.

Step 3: Have all end-users authenticate to the Management Service (either viaVPN or whileinside
the appropriate firewall), by right-clicking the ZSC task-tray icon and selecting “ Check
for Policy Update.”

Step 4: The Management Console will automatically pass the new KMK credentials down. In
some cases, the user will have to authenticate to the domain (username and password).

Until the endpoints renew their KMK, they will not be able to communicate with the Policy
Distribution Service.
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Management Console

The Management Console is the central access and control for
the Management Service.

Double-click the Management Console Icon on the desktop to
launch the login window. Log in to the Console by entering the
administrator name and password. The username entered MUST
be an authorized user on the Management Service

(see “Permissions Settings’ on page 24).

Note:

It is recommended that the console be closed or minimized when not in use.

Task Bar

The Task-bar on the left provides access to the Management Consol e tasks (see Figure 3).

Tasks s Policies

Palicy Tasks Policy Hame =

E¥ Active Palicies S ecurity Policy 6.
Y Create Policy

$& Impart Policy

Policy Tasks

Resources

Configuration

Endpaint Auditing

B

-

Figure 3: The Management Console

The functions available in the task bar are described on the following page. Click each topic to
view the available tools.
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Policy Tasks

The Primary function of the Management Console is the creation and dissemination of Security
Policies. The Policy Tasks guide the administrator through creating and editing security policies
which are used by the ZENworks Security Client to apply centrally managed security to each
endpoint.

The Policy Tasks are:

» ActivePalicies- Thisdisplaysalist of current policies, which can be reviewed and
edited. Click on the policy to open it

» Create Policies - This beginsthe policy creation process (see below)

* Import Policies - Thisimports policies created on other Management Services (See
“Importing Policies’ on page 202)

Clicking any of the policy tasks will minimize the tasks menu. This can be viewed again by
clicking on the tab on the left side.

See “Creating and Distributing ESM Security Policies’ on page 78 to learn about the policy tasks
and how to create and manage security policies.

Resources
The following resources are available to help you:

» Contact Support - Thislink will launch abrowser, and take you to our Support Contact
Page

*  Online Technical Support - Thislink will launch browser, and take you to our Main
Support Page

* Management Console Help - Launches Help

Configuration

The Management Service Configuration window provides controls for both the ESM server
infrastructure and controls for monitoring additional enterprise directory services. See
“Configuration Window” on page 28 for details. This control is not available when running a
"Stand-Alone" Management Console (see ESM Installation and Quick-Start Guide for details).

Endpoint Auditing
Endpoint Auditing gives you access to ESM Reporting and Alerting.

Alerts monitoring ensures that any attempts to compromise corporate security policies are
reported in the Management Console. This allows the ESM Administrator to know of potential
problems and take any appropriate remedial actions. The Alerts dashboard is completely
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configurable, granting total control over when and how frequently aertsaretriggered. See*Alerts
Monitoring” on page 33 for details.

Reporting is critical in assessing and implementing strong security policies. Reports may be
accessed through the Management Console by clicking on Reports. The endpoint security
information gathered and reported back is also completely configurable, and can be gathered by
domain, group, or individual user. See “Reporting” on page 37 for details.

Menu Bar

The menu bar gives you access to al functions of the Management Console. Aswith all Windows
menus, simply click the menu link to display the menu items. The menu items are described
below. .

File Tools Wiew Help
Figure 4: Menu Bar
* File - The File menu is used for the creation and management of policies

* New - creates anew policy

Refresh Policy List - updates the list to display al active policies
Delete - deletes the selected policy

Import - imports a policy into the Management Console

Export - exports a policy and the required SETUP.SEN file to a specified
location outside of the Management Service database

» EXxit - Closes the Management Consol e software, logging out the user
» Tools - The Tools menu is used to control the Management Service

» Configuration - opens the Configuration window

» Permissions - opens the Permissions window

* View - The View menu gives you an option to change to key policy tasks without
using the task bar

* Policy - when apolicy is open, switches the view to that policy
» Policy List - displaysthe policy list

* Alerts - displays the Alerts dashboard

» Reporting - displays the Reporting dashboard

» Help - The Help menu gives you access to the Management Console Help tool and the
About box

* Help - launches the Management Console Help tool, which can guide you
through policy creation as well as all Management Console tasks (also
available by pressing the F1 key on your keyboard)
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About - launches the About window, which displays the current version of the
Management Console. Thisiswhere the license key is entered if purchased
after installation
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Permissions Settings

This control isfound in the Tools menu, and is only accessible by the primary administrator for
the Management Service and/or any whom have been granted "permissions” access by that
administrator. This control is not available when running the " Stand-Alone" Management
Console.

The permissions settings define which user or group of users are permitted access to the
Management Console, Publish Policies, and/or Change Permission Settings.

During the Management Server installation, an administrator or Resource Account nameis
entered into the configuration form (see the ESM Installation and Quick-Start Guide). Once a
successful test has been performed and the user information saved, five permissions are
automatically granted to this user (see below).

Once the Management Console isinstalled, the resource user (defined above) will be the ONLY
user with full permissions, though ALL user groups within the domain will be granted
Management Console Access. The resource user should remove access from all but the groups/
users who should have access. The resource user may set additional permissions for the
designated users. The permissions granted have the following results:

When the Management Console is launched, the permissions are retrieved from the Permission
table. These permissions tell the console whether the user has the rights to log-in to the Console,
Create or Delete policies, change Permissions settings, and whether or not they can Publish
policies, and to whom they are permitted to publish to.

* Management Console Access: the user may view policies and components, and edit
existing policies. Users granted ONLY this privilege will not be permitted to add or
delete polices; the publish and permissions options will be unavailable

» Publish Policy: the user may publish policies ONLY to assigned users/groups

» Change Permission: the user may access and change permissions settings for other
users that have already been defined, or grant permissions to new users

» Create Policies: the user may create new policiesin the Management Console

» Deélete Policies: the user may delete ANY policy in the Management Console

Note:

For security purposes, it is recommended that only the resource user or very FEW administrators be
granted the Change Permission and Delete Policies permissions.
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Administrative Permissions
To set the Administrative Permissions, perform the following steps:
Step 1: Open the Tools menu and select Permissions. The groups associated with this domain are

displayed (see Figure 5).
[l{. Parmitibon -1
| Admarwihigfive Perrissions || Publish To Setings

User farougs Marsgeme  Publish Charpe Creates Mhedete

Drganizstions Access Policy Permission  Policies  Policies

BL ~civarestinied [crenckoman| [ =] = [ [
B Adrarstiston [onsdomnn] [ O 0 O O
{1 [cenn A [crpokorman [ B 0 0 O
W, Croersin, Llsists [odpdonmasn] [ O | O O
B E ritenpren Ak [k [ 0 0 0O O
B Groun Polcy Cresor D [« O (1] 0 0
B e Ak Jrapsbenan) [+ O O O O
G Ut [condoman] [#] O 0 0 0
Cloe ] A4 ] Remaree |

Figure 5: Management Console Permissions Settings Window

Note:

All groups are granted access to the Management Console by default, though they will be unable to
perform policy tasks. Access to the console can be removed by un-checking the permission.

Step 2: To load users/groups to thislist, do the following:

a. Click the Add button on the bottom of the screen, the Organization Table will
display (see Figure 6).

fl.:. OrganizationSebect 7

Uit Gr ouIpS
i pararalicnn

ot | genes |

Figure 6: Permission Settings Organization Table
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b. Select the appropriate users/groups from the list. To select multiple users, select
individually by holding down the CTRL key, or select a series by selecting the
top, then holding down the SHIFT key, then selecting the bottom selection.

c. When all users/groups have been selected, click the OK button. Thiswill add the
users/groups to the grid on the Permissions form.

Step 3: Assign any (or all) permissions to the available users/groups.

Step 4: To remove a selected user/group, highlight the name and click Remove. The selected name
will be moved back to Organization Table

Publish To Settings

Users/Groups who have Publish Policy checked will need to be assigned users and/or groups to
publish to. To set the Publish To Settings, perform the following steps:

Step 1. Click the Publish Settings tab.

Step 2: Select the users/groups granted the Publish permission from the drop-down list (see Figure
7).

| AL Parmidbang w

Adminishigos Pemizsions | Publish To Settings

Adminiirslos | -

|ckraratbraln [Eompekarmomn|

Chose | Add | Rl |

Figure 7: Publish To Settings

Step 3: Assign users/groups to this user/group by:
a. Click the Add button on the bottom of the screen, the Organization Table will
display.

b. Select the appropriate users/groups from the list. To select multiple users, select
individually by holding down the CTRL key, or select a series by selecting the
top, then holding down the SHIFT key, then selecting the bottom selection.

c. When all users/groups have been selected, click the OK button. Thiswill add the
users/groups to the selected name's publish list (see Figure 8).
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Figure 8: Publish To List

Step 4: To remove a selected user/group, highlight the namein thelist, and click Remove. The
selected name will be moved back to the Organization Table.

The permission sets areimmediately implemented, so the administrator only needsto click Close,
and accept the changes to return to the editor.

When a new directory service is added (see Managing and Adding Directory Services on page
34), the Resource Account entered is granted full permissions settings, as described above.
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Configuration Window

The Configuration window gives the ESM Administrator access to the Infrastructure and
Scheduling, Authenticating Directories, and Server Synchronization controls. Click the
Configuration link on the main page, or open the Tools menu and select Configuration. The
Configuration window will display (see Figure 9).

Note:
This function is NOT available if this is a Stand-Alone Management Console.

Infrastructure and Scheduling

Theinfrastructure and scheduling module allows the ESM Administrator to designate and change
the Policy Distribution Service URL and control the synchronization intervals for the ESM
components (see Figure 9).

AL Configuration

21 Infrastucture and Scheduling
T Authenticating Directories
.if Service Synchionization Distribution Service Url: |http:a"a’CAF|TEF|2a"F'oIicyS erver/ShieldChent.as

Infrastructure and Scheduling

The Management Server will synchronize information with Distribution
Service and infrastructure servers at specified minute intervals.
Changes to directone services. policies. reporting data or any
management events will be replicated during runtime or processed
during these intervals, depending upon service awailabiliy.

Distribution Service: | Enterprise Structure: | 720-3]
Policy Data and Activity: 60—+ Client Reporting: | 7202
M anagement D ata: 240&
*You can configure alerts based on a snapshot of data reported by the

endpaints. To optimize performance and ensure that alerts are relevant
to recent activity, you can set the storage threshold,

K.eep alert data for ?42:1 days.

ok ‘ Cancel ‘

Figure 9: Infrastructure and Scheduling Window

Distribution Service URL

Thiswill update the Policy Distribution Service location for both the Management Service and all
ZENworks Security Clients (without requiring them to be reinstalled) if the Policy Distribution
Service is moved to anew server. The URL for the current server islisted in the text field, only
the server name should be changed to point to the new server. DO NOT change any information
after the server name.
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Example:

If the current URL is listed as http:\ACME\PolicyServer\ShieldClient.asmx and the Policy Distribution
Service has been installed on a new server, ACME 43, the URL should be updated as:
http:\ACME43\PolicyServer\ShieldClient.asmx

Once the URL has been updated, click OK. Thiswill update al policies and send an automatic
update of the Policy Distribution Service. Thiswill also update the Management Service.

When changing the server URL, it is recommended that the old Policy Distribution Service not be
terminated until the updated policies have a 100% adherence level (see Reporting Service).

Scheduling

The Scheduling components permit the ESM Administrator to designate when the Management
Service will synchronize with other ESM components, to ensure all data and queued jobs match
any recent activity, and to schedule the SQL maintenance jobs. All timeincrementsare in
minutes.

The scheduling is broken down as follows:
» Distribution Service - synchronization schedule with the Policy Distribution Service
* Policy Dataand Activity - synchronization schedule with policy updates.
* Management Data - policy synchronization with the Management Service

» Enterprise Structure - synchronization schedule with the enterprise directory service
(Active Directory, NT Domain, and/or LDAP). Changesin the enterprise directory
service are monitored so that corresponding changes in user-policy assignments can be
detected and sent to the Policy Distribution Service for Client authentication

» Client Reporting - frequency the Management Service will interrogate for and
download reporting data from the Policy Distribution Service

» Keep dert datafor: - You can configure alerts based on a snapshot of data reported by
the endpoints. To optimize performance, and ensure that alerts are relevant to recent
activity, you can se the storage threshold based on a number of days.
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Authenticating Directories

Policies are distributed to end-users by interrogating the Enterprise's existing directory service
(Active Directory, NT Domain*, and/or LDAP). The Authenticating Directories service, is
responsible for handling end-user credentials and authentication issues for the Policy Distribution
Service.

* = NT Domain is only supported when the Management Service isinstalled on a Windows 2000, or 2000
advanced server (SP4)

Click Authenticating Directoriesto display the manager.

Managing and Adding Directory Services

Aninitial directory service is normally detected and monitored during the Management Service
communication check at installation. Authenticating Directories can, if required, manage users
from multiple directories and multiple directory platforms.

AL Configuration

.‘_f Infrastructure and 5 cheduling
Ef Authenticating Directaries
F_f' Service Synchronization

Friendly Mame: "

Service Type: |Microsoft Active Directory

Host Server/Domain Mame: ]

Damaind Tree: |
I Available for User Authentication

Service Connection Options

™ Mo authentication W Read only access

IV Secure authentication I Bind to specified server
Agcount: |
Paszword: |
Test
0K I Cancel I Helr I

Figure 10: Authenticating Directories Window
All information, with the exception of the directory type may be updated. To add a new directory
service, perform the following steps:
Step 1: Click New (located next to Friendly Name)

Step 2: Enter afriendly name for the Directory Service and select its Service Type from the pull-
down list

Step 3: In the Host/DN box enter the hostname of a domain controller and leave the Domain/DC
box blank (this box will auto populate after a successful test of the user account in Step 7)

Step 4. Check Available for User Authentication if this is the domain a Management Serviceis
installed on to display the domain in the login pull-down menu. If thisis a separate
domain, leave unchecked

Step 5: Select a Service Connection Option:
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* No authentication - login and password not required for connection to
directory service

»  Secure authentication - login and password required for connection to
directory service

* Read only access - Management Service cannot make updates or changes to
the directory service

» Bind to specified server - creates adirect connection to the server hosting the
directory service (machine name [netbios| name must be specified in Step 1).
Thiswill increase the speed and efficiency of the connection between the
services

Step 6: Enter the directory service login name under Account and the login password in the
Password field. The login name entered must be a user who has permission to view the
ENTIRE directory tree. It is recommended that this user be either the domain
administrator or an OU administrator

Note:

The password entered should be set to not expire, nor should this account ever be disabled.

Step 7: Click Test to verify communication to this directory service. If communication cannot be
established, the user is notified of the error. Any inaccurate information will be corrected
(when possible) by the interface during the test

Step 8: Click Save to update or add a directory service. Click OK or Cancel to exit the
Configuration window and return to the login screen.

Step 9: Click OK or Cancel to exit the Configuration window and return to the Mangement
Console.
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Service Synchronization

This control |ets you to force a synchronization of the Management Service and Policy
Distribution Service. Thiswill update all alerting, reporting and policy distribution.

AL Configuration D el
‘;jf Infrastru.ctur.e ant?l Schgduhng The Distribution Service Agent last ran at 6/4/2007 3:56:14 PM.There are no
-j Authenticating Directories reporting packages queued to be lnaded.

ZT Service Spnchionization
The Management Service Agent last ran at 65/11./2007 1:593:00 PM. There iz no
Management Service activity to be loaded.

To update the current service status, click refresh. To restart the services and
process the currently queued activities, cick sunchronize.

Refrezh

QK ‘ Cancel

Figure 11: Service Synchronization

1. To update the current service status, click Refresh.
2. Torestart the services and process the currently queued activities, click Synchronize.




Alerts Monitoring

Alerts monitoring allows the ESM Administrator to effortlessly gauge at a glance the security
state of all ESM managed endpoints throughout the enterprise. Alertstriggers are fully
configurable and can report either awarning, or as afull emergency alert. Thistool is accessed
either through Endpoint Auditing on the task bar, or through the View menu. To access Alerts,
select the Alertsicon (8  alerts ) (See Figure 12).
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Figure 12: Alerts Dashboard
Alerts monitoring is available for the following areas:

» Client Integrity - notifies of unremediated integrity test results
» Communication Port Security - notifies of potential port scan attempts

» Data Protection - notifies of filesthat are copied to removable storage devices within
aone day period

» Security Client Configuration - notifies of incorrect security client versions and
incorrect policies

» Security Client Tampering - notifies of user hack attempts, uninstall attempts and
usage of the override password

» Wireless Security - notifies of unsecure access points, both detected and connected to
by the end-user
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Configuring ESM for Alerts

Alerts monitoring requires reporting data be collected and uploaded at regular intervalsto givethe
most accurate picture of the current endpoint security environment. Unmanaged ZENworks
Security Clients do not provide reporting data, and will therefore not be included in the Alerts
monitoring.

Activating Reporting

Reporting should be activated in each security policy. See “ Compliance Reporting” on page 197
for details on setting up reporting for a security policy. Adjust report send timesto an interval that
will give you consistent updates on endpoint status. Additionally, an alert will not activate without
areport. Any activity you wish to be aerted to, must have an appropriate report assigned to it in
the security policy.

Optimizing Synchronization

By default, the ESM Reporting service syncs every 12 hours. This meansthat reporting and aerts
datawill not be ready until 12 hours have passed from installation. To adjust thistime frame, open
the Configuration tool (see“ Scheduling” on page 29), and adjust the Client Reporting time to the
number of minutes appropriate for your needs and your environment.

When data is needed immediately, the Service Synchronization option in the Configuration tool
can immediately lynch the Policy Distribution Service (which collects the reporting data from the
endpoints) and the Reporting Service, which will update all alerts based on the newly collected
data. See “ Service Synchronization” on page 32 for details.

Configuring Alert Triggers

Alert triggers can be adjusted to thresholds that fit your corporate security needs. To adjust alerts
from their defaults, perform the following steps:

Step 1: Select an aert from the list and click the Configuration tab on the right (see Figure 13).
| &lerts | *

=z Client Integrity || @ Information | Configuration
. ﬂ rremediated integrity test failures

= [4:, Communication port Security
.ﬂ Paotential port gcan attempted
—| | D ata Protection
_ 2l Files copied to device [One day total] y + | {1.000,000 —
= [4:, Securty Client Configuration —
B Incomect security client version
i Incomect policy i _
= [4:, Securty Client T ampering S r‘J | E
I Hack attempts
i Overide password used
- 19 Urinstall attempts Clear | S v
| [ Wireless Security =

Trigger alert when Bytes copied iz
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Figure 13: Alerts Configuration Tab
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Step 2: Adjust the trigger threshold by first, selecting condition from the drop down list. This
states whether the trigger number is:

Equal to (=)

Greater than (<)

Greater than or equal to (<=)

Less than (>)

Lessthan or equal to (>=)

Step 3: Adjust the trigger number. This number is variant, depending upon the type of alert.
Step 4: Select the number of days that this number must be met.

Step 5: Select the trigger type, whether it's the warning icon ( i) or the emergency icon ( @ ‘).

Step 6: Ensure Enable this alert is checked.

Step 7: Click Save to save the alert.

Managing Alerts

Alerts notify you of issues that need to be remediated within the endpoint security environment.

Remediation is normally handled on a case-by-case and individual or group basis. To help
identify the issue, Alert reports are displayed when the alert is selected (see Figure 14).
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Figure 14: Alert Reporting

This report displays the current trigger results, displaying information by affected user or device.
The data provided here provides the necessary information to take remediation actions to correct
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any potential corporate security issues. Additional information can be found by opening
Reporting.

Once remediation actions have been taken, the alert will remain active until the next reporting
update. To “clear” an alert, perform the following steps:

Step 1: Select an aert from the list and click the Configuration tab on the right (see Figure 15).

@ Information | Configuration

Trigger alert wher Bytes copied iz

» + | (1,000,000 -
withir 7 o | daws
Showy: T:,J | E

Iv Enable thiz alert

‘ Clear | Save |

Figure 15: Alerts Configuration Tab

Step 2: Click Clear. Thiswill clear the reporting datafrom Alerts (thisdatais still available in the
reporting database), and will not reactivate until new datais received.
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Reporting

The Reporting Service provides Adherence and Status reports for the Enterprise. The available
datais provided for directories and user groups within a directory. Novell reports provide
feedback on the effects individual policy components can have on enterprise endpoints. Requests
for these reports are set in the Security Policy (see “ Compliance Reporting” on page 197, for
more information), and can provide useful datato determine policy updates.

Select Reporting from either the Endpoint Auditing task bar, or the View menu. The list of

available reportswill display (click on the"plus’ sign icons next to each report type to expand the
list - see Figure 16).
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Figure 16: Reports Menu

Reports are configured by identifying the date range and other parameters (i.e., user, location). To
set the dates, click to expand to the calendar view, then select the month and day (be sure to click
on the day to change the date parameter - see Figure 17).

- .
% ||Date Range:
| Saturday . Apil 02006 x|
[wednesday,  Apil 19,2006+

4|  Apil.2006 |

1
2 3 4 5 B 7 8
510 1 12 13 14 15
16 17 @m0 A 2
23 24 25 26 27 o2
30

T Today: 4/19/2006

Location:

Figure 17: Use calendar tool to set the date-range

Click View to generate the report.

Once areport is generated it can be viewed through the Management Console, printed, emailed
and/or exported as a.pdf file, using the report toolbar (see Figure 18).
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Figure 18: Report Toolbar

When reviewing reports, the arrow buttons will help you navigate through each page of the report.
Reports will typically have charts and graphs on the first page with the gathered data on the
remaining pages, ordered by date and type.

The printer button will print the full report using the default printer for this computer.

The Export button saves the report as a PDF file, Excel spreadsheet, Word document, or RTF file
for distribution.

The Group Tree button will toggle alist of parametersto the side of the report. Select any of these
parameters to “drill-down” further into the report. Click the Group Tree button to close the side-
bar.

The magnifying glass button provides a drop-down menu to adjust the current view size.
The binoculars button opens a search window.

When you mouse over a certain parameter, like a user name or device name, for example, the
mouse will change to a magnifying glass. You can double-click on that particular item and display
anew report for just that object. Click the “X” button to close the current view and return to the
original report.

To return to the report list, click the Report List icon above the report window (see Figure 19).
AL ZENworks ESM Management Cons

File Tools Miew Help

43 Refresh Report List L] Report List

T i -

Figure 19: Report listicon

Reports are not available until data has been uploaded from the ZENworks Security Clients. By
default, the ESM Reporting service syncs every 12 hours. This means that reporting and alerts
datawill not be ready until 12 hours have passed from installation. To adjust thistime frame, open
the Configuration tool (see“ Scheduling” on page 29), and adjust the Client Reporting time to the
number of minutes appropriate for your needs and your environment.

Reports that do not have data available will have the “Configure” or “Preview” button grayed out,
with the words No data underneath (see Figure 20).

Mo data.

Figure 20: No data
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Adherence Reports

Adherence Reports provide compliance information regarding the distribution of security policies
to managed users. A score of 100% adherence indicates that all managed users have "checked in"
and received the current policy.

Endpoint Check-In Adherence

This report gives a summary of the days since check-in by enterprise endpoints, and the age of
their current policy, these numbers are averaged to summarize the report. This report requires no
variables be entered. The report will display the users by name, which policies have been assigned
to them, the days since their last check-in, and the age of their policy.

Endpoint Client Versions

Shows the most recently reported version of the client on each endpoint. Set the date parameters
to generate this report.

Endpoints that Never Checked-In

Liststhe user accountsthat have registered with the Management Service but have never checked
with the Distribution Service for apolicy update. Select one or more groups to generate the report.

Note:

These may be Management Console users that don't have a Security Client installed in their names.

Group Policy Non-Compliance

Shows groups where some users do not have the correct policy. Selections can be made for one or
more groups to generate the report.

Endpoint State History by Machine

This report gives the most recent status (in a given date-range) of ESM-protected endpoints,
grouped by machine name. It displays the logged-on user name, current policy, ESM client
version, and network location. This report requires arange of dates to be entered. The
administrator can drill-down by double-clicking on any entry to see a complete list of status
reports for a particular machine.

Policy Assignment

This report shows which users/groups (accounts) have received the specified policy. Select the
desired policy from the list and click View to run the report.

Endpoint State History by User

This report gives the most recent status (in a given date-range) of ESM-protected endpoints,
grouped by user name. It displays the machine name, current policy, ESM client version, and
network location. This report requires arange of datesto be entered. The administrator can drill-
down by double-clicking on any entry to see a complete list of status reports for a particular user.
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Alert Drill-Down Reports

Additional alert information is available in these drill-down reports. These reports will only
display data when an alert has been triggered. Clearing an alert will also clear the alert report,
however, the datawill still be available in a standard report.

Client Tampering Alert Data

Displays instances where a user has made an unauthorized attempt to modify or disable the
ZENworks Security Client.

Files Copied Alert Data

Shows accounts that have copied data to removable storage.
Incorrect Client Version Alert Data

Shows the history of the status of the ZSC Update process.
Incorrect Client Policy Alert Data

Shows users who do not have the correct policy.

Integrity Failures Alert Data

Reports on the history of success/failure client integrity checks.
Override Attempts Alert Data

Instances where client self-defense mechanisms have been administratively overridden, granting
privileged control over the ZENworks Security Client.

Port Scan Alert Data

Shows the number of blocked packets on the number of different ports (alarge number of ports
may indicate a port scan occurred).

Uninstall Attempt Alert Data

Users that have attempted to uninstall the ZENworks Security Client.
Unsecure Access Point Alert Data

Unsecured access points detected by the ZENworks Security Client.
Unsecure Access Point Connection Alert Data

Unsecured access points connected to by the ZENworks Security Client.
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Application Control Report

Reports al unauthorized attempts by blocked applications to access the network or run when not
permitted by the policy.

Application Control Details

This report displays the date, location, the action taken by the ZSC, the application that attempted
run, and the number of times this was attempted. Dates displayed in UTC.

Enter the date parameters, select the application name(s) from the list, select the user accounts,
and click View to run the report (see Figure 21).
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Figure 21: Sample Blocked Applications Report

Endpoint Activity Reports

Endpoint activity reports provide feedback for individual policy components and the effect they
have on the operation of the endpoint.

Blocked Packets by IP Address
Block Packet Report filtered by Destination |P. Dates displayed in UTC.

Select the destination IP from the list and set the date parameters. The report displays the dates,
locations, affected ports, and the name of the blocked packets.
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Blocked Packets by User

Block Packet Report filtered by User. Dates displayed in UTC. The data provided is essentially
the same as Blocked Packets by Destination IP, just broken down by user.

Network Usage Statistics by User

Report of packets sent, received or blocked, and network errors, filtered by end-users. This report
requires arange of dates to be entered. Dates displayed in UTC.

Network Usage Statistics by Adapter Type

Report of packets sent, received or blocked, and network errors filtered by adapter type. This
report requires arange of datesto be entered and the Location. Dates displayed in UTC.

Endpoint Updates Report

Shows the status of the ZSC Update process (see “ZSC Update” on page 93). Dates displayed in
UTC.

Chart Percentage of ZSC Update Failures

Charts the percentage of ZSC Update that have failed (and not been remediated). No parameters
are required to generate this report.

History of ZSC Update Status

Shows the history of the status of the ZSC Update process. Select the date range and click View to
run the report. The report displays which users have checked-in and received the update.

Chart Types of Failed ZSC Updates

Shows ZSC Updates that have failed (and not been remediated). Select the date range and click
View to run the report. The report shows which users have checked-in, but had afailed update
installation.

Client Self Defense Report
ZENworks Security Client Hack Attempts

Reports instances where a user has made an unauthorized attempt to modify or disable the
ZENworks Security Client. Dates displayed in UTC.

Enter the date parameters, and click View to run the report.

Integrity Enforcement Report

Provides reporting for antivirus/anti-spyware integrity results.

Client Integrity History

Reports on the success/failure of client integrity checks. Dates displayed in UTC.
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Select the date range for the report, integrity rule(s), and user name(s).
Unremediated Integrity Failures by Rule

Reports on integrity rules and tests that have failed and not yet been remediated.
Select the integrity rule(s), and click View to run the report.

Unremediated Integrity Failures by User

Reports on users that have failed integrity tests and not yet remediated.

Select the user names(s), and click View to run the report.

Location Reports

Provides data for common location usage. i.e., what locations are most commonly used by end-
users.

Location Usage Data

Information gathered from individual clients about what locations are used, and when. Dates
displayed in UTC. The locations displayed are ONLY the locations used by the user. Unused
locations will not be displayed. Select the date range to generate the report (see Figure 22).
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Figure 22: Sample Location Usage Report
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Outbound Content Compliance Reports

Provides information regarding the use of removable drives and identifies which files have been

uploaded to such drives.
Removable Storage Activity by Account

Shows accounts that have copied data to removable storage. No parameters are required to

generate this report.

Removable Storage Activity by Device

Shows removabl e storage devices to which files have been copied. Select the date range, user

name(s), and location(s) to generate this report.

Detected Removable Storage Devices

Shows removabl e storage devices that have been detected on the endpoint. Select the date range,
user name(s), and location(s) to generate this report (see Figure 23).
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Figure 23: Sample Detected Removable Storage Devices report

Chart 7 Days of Removable Storage Activity by Account

Chart of accounts that have recently copied data to removable storage. Enter the date range to

generate this report.
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Administrative Overrides Report

Reports instances where client self-defence mechanisms have been administratively overridden,
granting privileged control over the ZENworks Security Client.

ZENworks Security Client Overrides
This report shows successful override attempts by user and date. Dates displayed in UTC.

Select the user and date range, then click View to run the report.

Endpoint Updates Report

Shows the status of the ZSC Update process (see “ZSC Update” on page 93). Dates displayed in
UTC.

History of ZSC Update Status

Showsthe history of the status of the ZSC Update process. Select the date range and click View to
run the report. The report displays which users have checked-in and received the update.

Wireless Enforcement Reports
Provides reports regarding wi-fi environments the endpoint is exposed to.
Wireless Connection Availability

Displays the access points available for connection by policy and location. Includes the channel,
SSID, MAC address and whether or not the AP was encrypted.

Wireless Environment

The Wireless Environment report provides asurvey of all detected access points (APs), regardless
of ownership. Includes the frequency, signal strength and whether or not the AP was encrypted.
Dates displayed in UTC. Select the desired locations(s) and the date range to generate this report
(see Figure 24).
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Figure 24: Sample Wireless Environment History report
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Generating Custom Reports
Software Requirements

ODBC-compliant reporting tools (i.e., Crystal Reports, Brio, Actuate) may be used to create
custom reports not included in the Novell reports list. These reporting tools can view and query
the reporting information from a common data warehouse, star format.

The reportsincluded with ESM were created using Crystal Reportsfor Visua Studio .NET (SP2).
Thisversion of Crystal Reportsisbundled with Visual Studio .NET and is available as an optional
component. To learn more, visit http://msdn.microsoft.com/vstudio/team/crystalreports/
default.aspx

Creating a ESM Compliant Report

Before you begin, please review the report creation process outlined at: http://
msdn. mi crosoft.com/vstudio/team/crystal reports/gettingstarted/def ault.aspx

The first phase implementation of the ESM reporting framework has the following requirements
of every report to be integrated into the system:

* Thereport may be based on only one data source. That data source must be asingle
table or view residing within the source database (see Figure 25).
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Figure 25: Browse the Reporting Data Source

» Thereport must have atitle specified and saved with the report. Optional title, subject,
author and comments will be displayed if specified (see Figure 26).
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Figure 26: Report Document Properties

The report may not contain any sub-reports.

Filtering parameters must be named the same as the target columns within the database
fields of the table or view.
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Figure 27: Available Database Fields

What reporting information is available?

The ESM reporting database is designed to closely model the star schema format. What is a star
schema? A single "fact” table containing a compound primary key, with one segment for each
"dimension," and additional columns of additive, numeric facts.

The Reporting Service includes the following two dimension tables:

ORGANIZATION_DIM: The organization table, defining the instances of users, groups,
organizational units, containers and servicesin a hierarchal relationship. Each row represents one
of these units.

UNIT_MEMBER_DIM: Association of organization units to other organization units. For
example, while auser may be stored within a specific container within Active Directory, he/she
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may also be amember of an organization unit or security groups. Each row represents a
relationship of organization units.

The data source will need to be defined to the reporting tool, typically for most third-party
applications the following steps may be followed:

Step 1: Define an OLEDB ADO connection to the server hosting the Management Service
Step 2: Select the Microsoft OLE DB Provider for SQL Server

Step 3: Enter the Management Service server as the server

Step 4: Enter the SQL account name and password

Step 5: Enter the Reporting Service database name (default name is STRSDB) as the database

The following views are avail able for report generation:

EVENT_ACCESSPOINT_FACT_VW: This view describes the access points observed by user,
day, policy, location and access point instance.

EVENT_BLOCKEDPACKETS FACT_VW: Thisview describes the summarized instances of
port activity that was blocked due to policy configuration by the endpoint. The information is
logged user, day, policy, location and source/destination ip/port.

EVENT_CLIENTACTIVITY_FACT_VW: Thisview describes the summarized instances of port
activity at the endpoint. The information islogged user, day, policy, location and device.

EVENT_CLIENTAPPLICATIONS FACT_VW: Thisview describes the summarized instances
of application use (duration) by user, day, policy, location and application.

EVENT_CLIENTDEFENSE HACK_FACT_VW: Thisview describes the instances of hack
attempts against the endpoint client. Active users, applications and services are included within
the report. The datais grouped by user, day, policy, location and attack result.

EVENT_CLIENTDEFENSE OVERRIDES FACT_VW: Thisview describes the instances of
policy override and the affected devices. The datais grouped by user, day, policy, location and
override type.

EVENT_CLIENTDEFENSE UNINSTALL_FACT_VW: Thisview describes the instances of
attempts to remove the endpoint client. The datais grouped by user, day, policy, location and
attack result.

EVENT_CLIENTDEVICE_FACT_VW: Thisview describes the types of devicesin use by an
endpoint. The datais grouped by user, day, policy, location and device type.

EVENT_CLIENTENVIRONMENTS FACT_VW: Thisview describes the custom (stamped)
network environments used for location detection. The datais grouped by user, day, policy,
location, device type and environment data.

EVENT_CLIENTINTEGRITY_FACT_VW: Thisview describes the results of integrity rules
applied at the endpoint. The datais grouped by user, day, policy, location and rule.

EVENT_CLIENTLOCATION_FACT_VW: This view describes the time at |ocation as well as
adapter (configuration and type) used at the location. The datais grouped by user, day, policy and
location.

49



EVENT_CLIENTRULE_FACT_VW: This view describes the generic reporting mechanism for
integrity and scripting rules. The datais grouped by user, day, policy, location and rule.

EVENT_COMPONENTACTION_FACT_VW: This view describes the Management Console
activity performed on specific components. For example, you could see when the policy update
interval was changed for a specific location in apolicy. The datais grouped by user, day, policy,
component and defines the new and old value.

EVENT_MANGERIO FACT_VW: Thisview describes when a component has been created or
edited. The datais grouped by user, day, component and action.

EVENT_ORGANIZATIONACTION_FACT_VW: Thisview describes the user activity asit
relatesto ESM integration with an Enterprise information repository. All user management
activities are reflected within this table.

EVENT_POLICYCOMPONENT_FACT_VW: Thisview describes the interaction of
components and policies. For example, when alocation is added to a policy, an audit row would
reflect that change. The datais grouped by user, day, policy, component and action.

EVENT_PUBLISHACTION_FACT_VW: Thisview describes the policy and component
assignment to an organization.

EVENT_SERVERACTION_FACT_VW: Thisview describes the user activity with the
Distribution Service. (Check In, for example)

EVENT_USERACTION_FACT_VW: Thisview describes the user policy activity with the
Distribution Service. (Policy, Key, EFS Key, Schema downloads.)

So how do | create a report?

The following steps describe the creation of asimple report. The following example uses the
Visua Studio.NET 2003 Enterprise Architect IDE.

Step 1: From the IDE, select Add New Item and add anew Crystal Report (see Figure 28)
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Figure 28: Add New Crystal Report
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Step 2: The simplest method for this example isto create a report using the wizard (see Figure 29)
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Figure 29: Crystal Reports Wizard

Step 3: Define the data source. Access the Management Service reporting service database within
data (see Figure 30)
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Figure 30: Access Reporting Service Database
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Step 4: Using the connection definition wizard (see Figure 31), define an OLEDB ADO
connection to the Reporting Service database. Select the Microsoft OLE DB Provider for

SQL Server and click Next.

OLE DB (ADO)

[X]

OLE DB Provider
Selact a peovider from the bat or select a data ink file

Erowider. Micrmsoft OLE DB Provider for Intamet Publis &
Microscft OLE DB Provider fer DDBC Drivent
Microsoft OLE DB Provider for OLAP Service
Microsoft OLE DB Provider for Oracie

Micrazch OLE DB Provides for Cutiook Sesn

Mcrosofl OLE DB Smple Provider

MSDataShape
OLE DE Provider for Microsoft Drectory Sery
SN Garsar Hankeation (1] E TIR Previda fed

% >

Lise Diata Link Fie I

Figure 31: Select OLE DB Provider

Step 5: Select the Reporting server. Enter the user id, password, and database name for the
Reporting Service (see Figure 32 - refer to the ESM Installation and Quick-Start Guide for
more information) Click Next then Finish.
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Figure 32: Enter Server Information
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Step 6: Select the source table or view that you will be using for your report by expanding the tree
nodes as shown (see Figure 33)
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Figure 33: Select Source Table or View

Step 7: Under the Fieldstab, select the table or view columns that you wish to include within your
report (see Figure 34). Click Next to continue
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Figure 34: Select the columns to include
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Step 8: If you are planning to group or summarize your data, click the Group tab and select the

columns you wish to group by as shown (see Figure 35). Click Next or Select the Style
tab.

BT Standard Report Expert

Omta | Feide oo | Total | Teo | e | Seect [ S0e |

Pipiens] Groue e afmabon on the spol.

Fncords will be sofed by Fer values on o Drove By Selde Al summary rfanmabion n B Totels #eu 5 break

i s FBOOES LS LD

Aumuie Fuslse

= i Feport Fusids
o vant_moroschpstch st seed dme | |
o pvert_mecrcachomch fact e o nas
3 evant_sscroschpmich fact mepd_poil_rame
 gvart_sacroschpaich fact el oo _rase
_m_wm_iul'u,mm_;
o rvant_mioacfipatin_fact seof_pmduct 8

*

= [l mvers_mcroachomch fect
o ppd
= eert_date
Y
gk o _ram

[y SonOer: [masceangome v

el _pal_d -

Bk Bt o | ek | b | |

Figure 35: Select Columns to Group

Step 9: Title the report and select the style (see Figure 36). The report builder displays (see Figure
37)
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Figure 36: Select Style
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Figure 37: Visual Basic Report Builder

Step 10: To set up afilter, right click on the Parameter Fields item in the field explorer and select
New (see Figure 38)
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Figure 38: Setting Up a Filter
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Step 11: Thefollowing filter allows you to select multiple usersto filter by with the prompting text
of "User Name:" displayed within the Ul. Notice, the parameter is named the same as the
column (see Figure 39)
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Figure 39: Create Parameter Field

Step 12: Right click on the report and select Report->Edit Selection Formula->Records (see Figure
40)
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Figure 40: Link the Parameter
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Step 13: So, using the new parameter, specify only the records where the field equals the values
selected in the parameter. Select the column and then a comparison (=) and then the
parameter. Type CTRL-Sto save the filter
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Figure 41: Specify the Correct Records

Step 14: Repeat steps 10-13 for each filter. Edit the design of the report and save.
Step 15: After acustom report is generated, the report can be dropped into the \Program

Files\Novel [\M anagement Service\Reports\Reports\ directory on the Management Service
Server. Once there, the new report will display in the reportslist in the Reporting Service

web interface (click Refresh List to display the new reports).
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Override-Password Key Generator

Productivity interruptions that a user may experience due to restrictions to connectivity; disabled
software execution; or access to removable storage devices are likely caused by the security
policy the ZSC is enforcing. Changing locations or firewall settings will most often lift these
restrictions and restore the interrupted functionality. However, in some cases the restriction could
be implemented in such away that they are restricted in all locations and/or all firewall settings,
or that the user is unable to make alocation or firewall setting change.

When this occurs, the restrictions in the current policy can be lifted via a password override to
allow productivity until the policy can be modified. This feature allows an administrator to set up
password protected override for specified users and functionality, which temporarily permits the
necessary activities.

Password overrides disable the current security policy (restoring the default, All Open policy) for
apre-defined period of time, once the time-limit has expired, the current or updated policy will be
restored. The password for apolicy is set in the security policy's Global Rules settings.

Password override:
» Overrides application blocking
* Allows user to change locations
» Allows user to change firewall settings
* Overrides hardware control (thumb drivers, CDROM, etc.)

The password entered into the policy should NEVER beissued to an end-user. It isrecommended
that the Override-Password Key Generator be used to generate a short-term-use key (see Figure
42).

rtl;, ZEMworks Security Client E]D E]@

User Override Key Generator

Administrator Pazswond: | xxxxxxxx

Confirn Password: | xxxxxxxx

User ID: |iq|:|u|:||ic:
Dverride minutes |1 5
[1-100807:

Uzer Key:

PLYCZEUBFR 2w 15

Cloge

Figure 42: Override Password Key Generator

To generate an override key, perform the following steps:
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Step 1: Open the Override-Password Key Generator through Start\All Programs\Novel \ESM
Management Console\Override-Password Generator. The Password Generator will

display. (see Figure 42)
Step 2: Enter the policy password in the Administrator Password field, and confirm it in the next
field
Step 3: Enter the user name the end-user logged-in with
Step 4: Set the amount of time the policy will be disabled
Step 5: Click the Generate Key button to generate an override key
This key can be either read to the end-user during a help-desk call, or it can be copied and pasted
into an email. The end-user will enter the key into their ZSC's Administration window (see ZSC

User's Guide). Thiskey will only be good for that user's policy and ONLY for the specified
amount of time. Once the key has been used, it cannot be used again.

Note:

If the user logs-off or reboots their machine during password override, the password will expire, and a new
one will need to be issued.

If anew policy has been written prior to the time limit expiring, the end-user should be instructed
to “Check for aPolicy Update,” rather than clicking the Load Policy button on the ZSC about

box.
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USB Drive Scanner

An authorized USB device list can be generated and imported into a policy using the optional
USB Drive Scanner tool (included with the installation package). See page 90 for details on
implementing an authorized USB Devices list into a Security Policy.

_io/x]
= & &
Drescription | Senal Hurmber |

Figure 43: USB Drive Scanner

To generate an authorized devices list, perform the following steps:

Step 1: Open the USB Drive Scanner application

Note:

This is a separate installation from the Management Service and Management Console. A shortcut to the
tool will display on the desktop.

Step 2: Insert a USB Deviceinto the USB port on the computer. The device MUST have a serial
number

Step 3: Click the "Scan" icon ( & ), the name of the device and its serial number will display in the
appropriate fields (see Figure 44)
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Figure 44: Scan for Device Name and Serial Number

Step 4. Repeat steps 2 and 3 until al devices have been entered into the list

Step 5: Click the "Save" icon (E) and savethelist (see page 92 for instructions on how to import
thelist into a policy)

To edit asaved file, click the "Browse" icon ( E) and open thefile.
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Client Location Assurance Service

The Client Location Assurance Service

(CLAS) isan optional feature that provides a Aon Aol
cryptographically-hardened verification that a
pre-defined network environment, identified e

by the ZENworks Security Client's location Aol

verification process, is correct. This serviceis M

only reliable in network environments that are
ANe

completely and exclusively under the control
of the ESM Administrator. CLAS should

always be installed behind the enterprise — #
firewall, yet be accessible to any endpoint.

The ZENworks Security Client uses afixed port to send achallengeto CLAS. CLAS decryptsthe
packet and responds to the challenge, proving that it has the private key matching the public key
forming the heart of the digital certificate.

Server Selection and Installation
Please refer to the Installation and Quick Start guide for selection and installation instructions.

Server Maintenance

It is recommended that regular Disk Cleanup tasks be configured to run on this server to remove
temporary files out of the Windows\temp folder. Under extreme load conditions windows can
generate an inordinate amount of temporary files that needlessly take up disk space.

Upgrading the Software
The CLAS software can be upgraded by running the new installation software.

Uninstall

To uninstall CLAS, use the Add/Remove Programs function in the Windows Control Panel.
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Securing Server Access
Physical Access Control

Physical accessto the CLAS Server should be controlled to prevent access by unauthorized
parties. Measures taken should be appropriate to the risks involved. There are multiple available
standards and guidelines available, including NIST recommendations, HIPAA requirements, 1SO/
IEC 17799, and less formal collections of recommendations such as CISSP or SANS guidelines.
Even when agiven regulatory frameworksis not applicable, it may still act as avaluable resource
and planning guide.

Likewise, Disaster Recovery and Business Continuity mechanismsto protect the CLAS Server
should be put in place to protect the server if an organizational risk assessment identifies a need
for such steps. Thisisvery ssmple to do, as the vast mgjority of the CLAS server configuration is
generated by the default install process, and all that needs to be backed up (and protected
appropriately) isthe private key used for the cryptographic challenge-response mechanism. With
this key, the CLAS server can be recreated from the readily-available install files.

Network Access Control

The CLAS Server should be further protected from unauthorized access by restricting network
accessto it. At aminimum, it is critical to the functionality of CLAS that network access to the
CLAS server berestricted to hosts that reside on the location-defining network. To repeat, there
should be no connectivity whatsoever to the CLAS server from devices which are not already in
the policy-defined network location that CLAS is providing location assurance for, and any
deviation from this requirement negates all assurance value of CLAS.

Furthermore, network access restrictions should include:

3. al incoming connection attempts should be restricted to HTTP over port 80; and
4. no outgoing connection attempts should be allowed.

All these measures can be imposed through the use of standard firewall technology.

High Availability

High Availability mechanisms for the CLAS Server are strongly recommended. There are
multiple aternative mechanismsfor building high availability solutions, ranging from the general
(DNS round-robining, layer 3 switches, etc.) to the vendor specific (the Microsoft web site has
multiple resources on high availability web services). Those implementing and maintaining an
ESM solution should determine which class of high availability solution is most appropriate for
their context.
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Optional Server Configurations

Multiple CLAS iterations may be installed on servers throughout the enterprise, to either
cryptographically assure additional locations, or to assure that if the primary CLAS server goes
down, the location can still be verified by the ZENworks Security Client.

In the case of the second scenario, the private key islocated based on URL, rather than 1P address.
Therefore, ablock of servers can be set up to shareasingle URL. CLAS may either be installed
on asingle server, then that server'simage can be copied to each additional server, or it may be
installed on each server separately, and the private and public keys can be copied over to the other
servers. ALL serversin a URL block MUST have the same private and public keys.

Transferring the Public Key to the Management Service

After installation has completed, the generated public key, which will be transferred via security
policy to the ZSC, islocated in the \Program Files\Novel\Novell ESM CLAS directory on the
server. The public key isidentified by the filename publickey. This filename can be changed to
any name desired.

The public key file will need to then be copied and transferred to the Management Service
(anywhere on the service), which will allow the Management Console to access and distribute the
key to all ZENworks Security Clients through a security policy.

The public key contains both the matching key information and the CLAS URL information. This
information is imported into the Management Console and sent down through a security policy.

Updating the Encryption Keys

Encryption keys can be periodically updated (recommended) by uninstalling and reinstalling
CLAS. When CLAS isreinstalled, new private and public keys are generated. The public key
should then be transferred to the management service and imported again into the affected
security policies to update all ZENworks Security Clients at their next policy check-in.

64



ZENworks Security Client Management

ESM utilizes an installed client application to enforce
complete security on the endpoint itself. This ZENworks
Security Client (ZSC) protects client data by determining
in real-time the network location of the endpoint, and
based on that location:

* Implements policy-based filtering of all
incoming and outgoing traffic

* Implements policy-based control over
hardware use (such as that of WLAN access
points, removable media and network adapters)

» Validates anti-virus software status

» Collects security-centric statistics and event traps, and passing that information to
centralized serversfor collation and analysis; and

» Launches nominated applicationsin policy-defined situations (for example, the policy
isset that in acertain location a VPN program must be used to access the network, that
program is launched by the ZSC)

If the network environment is not recognized, the ZSC sets the location to a default Unknown
location, and applies the Unknown security policy. Security policies are completely configurable
by the ESM Administrator (see Chapter 7). For ZSC operating instructions, see the ESM
ZENworks Security Client User's Guide.

All ZSC security functionality is determined by the security policy.

Prior to Installing the ZENworks Security Client

* Itisrecommended ALL anti-virus software be shut down during the installation of the
ZENworks Security Client.

* Veify al Microsoft security patches and updates are current.

For installation instructions, please see the Installation and Quick Start Guide provided with this
software.

Uninstall

To uninstall the ZENworks Security Client, go to start\programs\Novel\ZENworks Security
Client\uninstall ZENworks Security Client.

You can optionally uninstall by:

1. Running setup.exe with /V”STUNINSTALL=1"
2. Running the following command: msiexec.exe /X { C1773AE3-3A47-48EB-9338-
7TFF2CDC73E67} STUNINSTALL=1
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Note:
To specify the uninstall password you can also pass this MSI Property: STUIP=\"password goes here\”

It is recommended any wireless card be g ected prior to uninstallation, the Wi-Fi radio be
switched-off, and all software with a network connection be closed (i.e.: VPN or FTP software).

Note:

It is recommended that prior to uninstalling the ZENworks Security Client, that a simple policy be
distributed to those clients. Policies which globally disable Wi-Fi functionality, disable any communication
hardware, and/or storage devices can leave that hardware disabled following uninstallation, requiring that
each device be manually re-enabled.

Client Self Defense

The ZSC is protected from being intentionally or unintentionally uninstalled, shutdown, disabled,
or tampered with in any way that would expose sensitive data to unauthorized users. Each
measure protects the client against a specific vulnerability:

* Normal uninstall is not alowed without an installation password (if implemented, see
ESM Installation and Quick-Start Guide), or an uninstall M Sl is pushed down by the
administrator

*  Windows Task Manager requests to terminate STEngine.exe and STUser.exe
processes are disallowed

» Service Pause/Stop and client uninstall is controlled by password, defined in the policy

» Critical filesand registry entries are protected and monitored. If achange is made to
any of the keys or values that are not valid, the registry itsimmediately changed back
to valid values

» NDISfilter driver binding protection. If the NDIS driver is not bound to each adapter,
STEngine will rebind the NDIS filter driver.

Upgrading the ZSC

The ZENworks Security Client may be upgraded in any of three ways:

» By physically running the new install executable (default name is setup.exe) with the
the STUPGRADE=1 switch activated, on each client machine

* By running an MSI uninstall of the current ZSC and running a new installation (M S|
CANNOT perform upgrades)

* By utilizing the ZSC Update option (RECOMMENDED, see “ZSC Update” on
page 93)
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Setting the Upgrade Switch
Step 1. Open the new installation package for the ZSC and right-click setup.exe.
Step 2: Select Create Shortcut.
Step 3: Right-click the shortcut and select Properties.

Step 4. At the end of the Target field, after the quotes, click the space bar once to enter a space,
then type /V“STUPGRADE=1"

Exampl €. “C:\Documents and Settings\euser\Desktop\CL-Release-3.2.455\setup.exe” /V* STUPGRADE=1".

Step 5: Click OK.
Step 6: Double-click the shortcut to lauch the upgrade installer.

Running the ZSC

The ZSC will run automatically at system startup. For user operation of the ZSC, see the ZSC
User's Manual.

The User's Manual can be distributed to all usersto help them better understand the operation of
their new notebook security software.

Multiple User Support

For machines that have multiple users logging onto them, each user account will have its own,
separate Novell environment - the users can have separate policies and saved network
environments. Each account will need to login to the Management Service separately to receive
its credential in order to download its published policy.

In a case where a user either can't or refusesto login, they will get theinitial policy that was
included at ZSC installation. This helps discourage a user from creating a different account to
avoid policy restrictions.

Since only one policy can be enforced at atime, Microsoft's "Fast User Switching" (FUS) is not
supported. The ZSC turns off FUS at installation.

For an unmanaged client, the first policy that is pushed to one of the users will be applied to all
users until the other users drop in their policies.

The users on asingle computer must all be managed or unmanaged. 1f managed, all the users
must use the same Management and Policy Distribution Service.

Machine-Based Policies

The option for using machine-based, rather than user-based policiesis set at ZSC installation (see
the ESM Installation and Quick-Start Guide for details). When selected, the machine will be
assigned the policy from the Management Service, and that policy will be applied to ALL users
who log-on to that machine. Users who have a policy assigned to them for use on another machine
will not have that policy transfer over when they log-on to a machine with a machine-based
policy. Rather, the computer-based policy will be enforced.
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Note:

The machine must be a member of the Policy Distribution Service's domain for the first policy sent down.
Occasionally, Microsoft will not generate the SID immediately, which can prevent the ZSC on that machine
from receiving its credential from the Management Service. When this occurs, reboot the machine
following complete ZSC installation to receive the credentials

When switching an ZSC from accepting user-based policies to accepting machine-based policies,
it will continue to enforce/use the LAST policy downloaded by the current user, until credentials
are provided. If multiple users exist on the machine, it will use only the policy assigned to the
currently logged in user. If anew user logsin, and the computer SID isunavailable, it will usethe
default policy included at installation, until the computer SID isavailable. Once the computer SID
isavailable for the endpoint, all userswill have the machine-based policy applied.

Distributing Unmanaged Policies
To distribute polices to unmanaged ZSCs, perform the following steps:

Step 1: Locate and copy the Management Consol€'s setup.sen file to a separate folder.

The setup.sen file is generated at installation of the Management Console, and placed in
\Program Files\Novel \ESM Management Console\

Step 2: Create apolicy in the Management Console (see Chapter 7)

Step 3: Use the Export command (see page 116) to export the policy to the same folder containing
the setup.sen file.

All policies distributed MUST be named policy.sen for an unmanaged ZSC to accept
them.

Step 4: Distribute the policy.sen and setup.sen files. These files MUST be copied to the \Program
Files\Novel \ZENworks Security Client\ directory for al unmanaged clients.

The Setup.sen file only needs to be copied to the unmanaged ZSCs once, with the first policy.
Afterwards, only new policies need to be distributed.
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ZENworks Security Client Diagnostics Tools

The ZENworks Security Client features several diagnostics tools which can create a customized
diagnostics package which can then be delivered to Novell Technical Support to resolve any
issues. Optionally, logging and reporting can be activated to provide full details regarding
endpoint usage. Administrators can aso view the current policy, add rule scripting, and check the
ZSC driver status.

Each function of the diagnostics tools are discussed in detail below.

Creating a Diagnostics Package

If problems occur due to the ZSC'’s presence on the endpoint, administrators can provide fully-
detailed diagnostics information packages to Novell Technical Support. Thisinformation is vital
in resolution of any issues. The diagnostics package is defined by the following items:

» Bindings - captures the current driver bindings for the endpoint

» Client Status - captures the current client status (displayed on the About window) as
well as other internal status

» Driver Status - captures the current status of al drivers on the endpoint (displayed in
the Driver Status window)

* Group Policy Object - captures the current GPO for the user/endpoint as designated
by your directory service (i.e., Active Directory)

* Log Files - captures the designated logs (see “ Logging” )

» Policy - captures the current policy running on the ZSC (see“ View Policy” )

* Network Environments - captures the current and detected network environments
» Registry Settings - captures the current registry settings

* Reports - captures any reports in the temp directory (see“ Reporting” )

» System Event Logs - captures the current System Event logs

» System Information - captures all system information
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To create a diagnostics package, perform the following steps:
Step 1: Right-click on the ZSC icon and select About. The About screen will display (see Figure

45).
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Figure 45: ZENworks Security Client About Screen
Step 2: Click Diagnostics. The Diagnostics window will display (see Figure 46).

L Zirbwarks Security Client Diagnostics

Packagn Seng: i
W Pemores Temporay e Fouke Srigtreg
W Endea o Metvani Fresronment 5
et Satu R Reginy Seitings Lo
& Dirter Siatus ¥ Reposty Setingt
R Groun Polcy Disect R Syaten Evert Loge
= Log Fies [ Tmiem Imboemashom
P LEeacy Bdd Comment
Cresie Packags I
Logora.
Shahus bie Rapeiting |
Cow |

Figure 46: ZENworks Security Client Diagnostics Screen
Step 3: Select the itemsto be included in the package (all are checked by default).
Step 4: Click Create Package to generate the package.

Step 5: The generated package (ESSDiagnostics YYYYMMDD_HHMMSS.zip.enc) will be
available on the desktop. This encrypted zip file can now be sent to Technical Support.

Remove Temporary Files

This setting, ONLY available when password overrideis active in the policy, can be unchecked to
keep each package component type in atemporary directory. This setting should only be
unchecked when a Novell Professional Services representative is present on-site and wishes to
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check individual logs. Otherwise, the files generated will unnecessarily take up disk space over
time.

Administrator Views

Note:

The Administrator views, like the Remove Temporary Files check-box, will only display when password
override is present in the policy. The first button will require that either the password or temporary
password be entered. After the password is entered it will not need to be entered again, so long as the
diagnostics window remains open.

Administrator

Wiew Policy
Fule Scripting ...
Dirivers Status ...

Settings ...

Figure 47: Administrator Views

View Policy

The view policy button displays the current policy on the device. The display (see Figure 48)
shows basic policy information and can be used to troubleshoot suspected policy issues.
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The policy display divides the policy components into the following tabs:

General - displays the global and default settings for the policy

Firewall Settings - displays the Port, ACL, and Application groups availablein this
policy

Firewalls - displays the firewalls and their individual settings

Adapters - displays the permitted network adapters

Locations - displays each location, and the settings for each

Environments - displays the settings for defined network environments

Rules - displays integrity and scripting rulesin this policy

Misc. - displays assigned reporting, hyperlinks and custom user messages for this
policy

Rule Scripting

Thistool allows the administrator to enter a specific script into the ZSC that will run on this
endpoint, only. The scripting window (see Figure 49) can browse for an available script (Note:
Scripts MUST be either jscript or vbscript), or a script can be created using thistool.

B ZENworks Security Client Scripting Development Environment

Script

File: [1 Brawse ...

Language: |JScript j Run Script

Yariables

Marne: | Type Prompk Yalue

Add
Edt ...

Delete

i

Save

Results

Clear Close

Figure 49: Rule Scripting Window
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Variables are created by clicking Add, which will display a second window (see Figure 50) where
the variable information may be entered.

B ZENworks Security Client Scripting Variable E|

Marme: ||

Prompt: |
Type: |Number Ll

Walue: |

(o4 Cancel |

Figure 50: Scripting Variable Window

Editing a variable will launch the same window, where you can edit as needed. Delete will
remove the variable. Click Save on the main scripting window once avariable is set.

Driver Status

Displays the current status of al drivers and affected components (see Figure 51).

B ZENworks Security Client Driver Status

Drriver Status | nformation:

Adapter Status: ~

Adapter Mame: "Whware Accelerated AMD PCHet Adapter’

Adapter d ; '{D5AE0DE1-8690-4973-973C- 376 934848488}

Enabled : tue

Tupe L Wwired [0

Filter State: Open [0x2001]

M2qg Control : ARP, ICMP, ETHERMET Multicast, B02.1%, |P Multizast, IP Subnet Broadcast,
SMNAP, LLC

Item[000): Twpe Part, SubType: ETHER, Protocol 1, Range B8535, State Open

Itern[001 ] Type Part,
Itern[002]: Type Fart,
Itern[003]: Type Port,
Itern[004]: Type Poart,
Itern[D0S]: Type Port,
Itern[D0E]: Type Port,
Itern[007]: Type Part,
Item[008]: Twpe ACL.

IP: 10:10.100.42

SubTupe: IP, Protocol 1, Range 255, State Open
SubType TCP, Port 1, Range BE, State Open
SubType TCP, Port 67, Range 2. State Open
SubType TCP, Port B9, Range 65467, State Open
SubType UDP, Port 1, Range BE, State Open
SubType UDP, Port 67, Range 2, State Open
SubType UDP, Port 63, Range B5467, State Open
IP10.10.1.254, MAC O010DBEBRAS2

Metwark Environment:

Min Match: 1: DHCP Enabled: 1;WINS Enabled: 1; Stamped: 1: Moder: 0

Figure 51: Client Driver Status Window
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Settings

Administrators can adjust the settings for the ZENworks Security Client without having to
perform areinstall of the software. The following actions can be taken using the Settings control,
by checking off the actions you wish to perform and clicking the “ Apply” button:

» Disable Self Defense (persistent)
» Clear File Protection

* Reset to Default Policy

» Clear Uningtall Password

* Reset Uninstall Password

8. ZENworks Security Client Settings g]

I Disable 5elf Defense {persistent)
I Clear File Protection

I Reset bo Default Palicy

[ Clear Uninstall Password

I Reset Uninstall Password

Cancel |

Figure 52: ZENworks Security Client Settings Control

Disable Self Defense

When applied, all protections used to keep the client installed and active on the machine will be
disabled. Disabling should only be used when performing patch fixes to the ZSC.

WARNING:

This must be un-checked and applied again, or Client Self Defense will remain off.

Clear File Protection

Thiswill clear the hashes from the protected files. The current policies and licensing information
will remain. Once the hashes are cleared, the file may be updated. This can only be performed
while Client Self Defenseis turned off.

Reset to Default Policy
Restores the original policy to permit check-in when the current policy is blocking access.
Clear Uninstall Password

This clears the password that is required for uninstalling the ZSC. Once cleared, the ZSC can be
uninstalled without a password prompt. Use when the uninstall password isfailing, or |ost.
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Reset Uninstall Password

Resets the password required to uninstall the ZSC. The administrator will be prompted with a
window to enter the new uninstall password.

Logging

Logging can be turned on for the ZSC, permitting it to log specific system events. The default
logs gathered by the ZSC are XML Validation and Commenting. Additional logs can be selected
from the checklist. When troubleshooting, it is recommended that logging be set according to the
directions of Technical Support and the circumstances that lead to the error be repeated.

‘B ZENworks Security Client Logging

IV Enable I Make Permanent
“Events
Iv #fccess Paink I Drop Packets v Repart
Iv adapter Session v Engine W Rules
¥ adapter Shield State ¥ File: System State v Shield State
IV Checkin v File: Systern Driver W TDI State
[V Comment v General W Upgrade
W Device Management ¥ Location v =ML Walidation
Select Al Clear all
Event Priority
" alarm (" Marning {* Informational
-File Settings
Prefix: |Log
" Size Cnily " Date * Session
Raoll Ower
Size: 1 MB Files: 10
Cancel

Figure 53: Logging Window
Additionally, the type of log created, file settings and roll over settings can be adjusted, based on
your current needs.

To make the new logs record every time, check the Make Permanent box, otherwise the ZSC will
revert to its default logs at the next reboot.

Add Comment

The option to add a comment to the logs is available on the diagnostics window. Click the Add
Comments button, and the add comment window will display (see Figure 54). Comments will be
included with the next batch of logs.
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B ZENworks Security Client @

Add Comment to Lag File:

Ok, Lancel |

Figure 54: Comment Window

Note:

If the Comments option in logging is unchecked, the Add Comments button will not display.

Reporting

This control allows the addition of reports for this endpoint. Reports may be added and increased
in duration, however they cannot fall below what was already assigned by the policy (i.e., specific
reporting, if activated in the policy, cannot be turned off). See “ Compliance Reporting” on

page 197. for descriptions of the report types.

. ZENworks Security Client Reporting

Repartz Settings
[T - | ccess Point 7 Erat
0ff | Activity [~ Make Permanent
0 | Applications Report Times:
Off v] Blocked Packets Duration: 1440 Minutes
O ~| Defense Hack Interval: G0 Minutes
O | Defenze Overide

Diagnostics:
O | Device .

[~ Hold Files:

O ¥ | Environment ’—
Off 1 Intedrity
Off > | Lacation
Off ~ | Storage Device
Off | Storage Device Activity
aff | Storage Device Detected
0 + | Storage Device Open Files
O - | ‘Wirsless AP Connections
Reset To Policy oK LCancel

Figure 55: Reporting Overrides
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The duration settings for each report type are:
o Off - datawill not be gathered
* On - datawill be gathered based on the set duration
e On - Disregard Duration - the data will be gathered indefinitely

The duration and send interval can be set using the Report Times controls on the right of the
screen.

-
[ Make Permanent

Report Times:

Ciuration: 1440 Minutes

[nterval: | B0 Minutes

Diagnoshics:

e E

Figure 56: Duration Settings, and Make Permanent

Check the Make Permanent box to continue uploading the new reports for just this end-user,
otherwise reporting will revert to the policy default at the next reboot.

Making Reports Available for a Diagnostics Package

To capture reports in the diagnostics package, check the Hold Files box in the Reporting window.
Thiswill hold reports after uploading in the temp directory for the time/space defined in the
Reporting window. These reports can then be bundled in the diagnostics package.

Diagnostics:

[v Hold Files:

Hald Tirne: 10080 Minutes

Total Size: 10 ME

Figure 57: Hold Reports for Diagnostics
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Creating and Distributing ESM Security Policies

Security Policies are used by the ZENworks Security Client to apply location security to mobile
users. Decisions on networking port availability, network application availability, file storage
device access, and wired or Wi-Fi connectivity are determined by the administrator for each
location.

Security policies can be custom-created for the enterprise, individual user groups, or individual
users/machines. Security policies can allow full employee productivity while securing the
endpoint, or can restrict the employee to only running certain applications and having only
authorized hardware available to them.

To begin a security policy, click New Policy in the File menu of the Management Console

Policy Tabs and Tree

A security policy iswritten/edited by navigating through the available tabs at the top of the
screen, and the components tree on the | eft.

The available tabs are:
» Global Policy Settings - Settings which are applied as defaults throughout the policy

» Locations - These policy rules are applied within a specific location type, whether
specified as a single network, or atype of network such as a coffee shop or airport

* Integrity and Remediation Rules - Assures essential software (such as antivirus and
spyware) is running and up-to-date on the device

» Compliance Reporting - Instructs whether reporting data (including the type of data) is
gathered for this particular policy

» Publish -Publishes the completed policy to individual users, directory service user
groups, and/or individual machines.

The Policy Tree displays the available subset components for the tabbed categories. For example,
Global Policy Settings include subsets of Wireless Control, ZSC Update, and VPN Enforcement.
ONLY the items contained on the primary subset page are required to define a category, the
remaining subsets are optional components.
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Policy Toolbar

The policy toolbar (see Figure 58) provides four controls. The Save control is available
throughout policy creation, while the component controls are only available under the Locations
and Integrity tabs.

AL ZENworks ESM Management Console - Security Policy

File Tools Components Help

E Save |ﬁ Mew Corponent a Associakbe Component a Rernove Cormponent

— ~ ol

Figure 58: Policy Toolbar
Explanations of the tools are provided below:

» Save - Savesthe policy inits current state

IMPORTANT:

As you complete each component subset, it is HIGHLY recommended you click the Save icon on the
Policy toolbar. If incomplete or incorrect data is entered into a component, the error notification screen will
display - see “Error Notification” on page 81 for more details.

* New Component - Creates a new component in aLocation or Integrity subset. Once
the policy is saved, anew component is available to associate in other policies

» Associate Component - This control opens the Select Component screen for the
current subset (see Figure 59). The available components include any pre-defined
componentsincluded at installation, and all components created in other policies.

|4 Setact Campanant |
Ad Awar Verily that fd Aomare soltware is unes|
Mebles VieurSces Erderpe Edbior T.ODEI00 integity Check  Viealy that Melles VeutScen toltise o »
Hicides YnaScan Enteipres Edtion 8100 brlegoty Checi Yy that Mchles YinScan icltware o &
Hesbon Srlieus Corpeesle Edllens 750D Indegpdy Chock Wy that Herhon Arbratin sollmant = na
OibesSram Venky that OfficeSean o i conectly
Pt ghol Wby that PepiPasg 1ofieare 5 g o
Gpvetape Wendy that Spyhwedda sifbwiale d Aunnng
Symandec drdhings Crgonate Follon 21 Infegey Check ey Thal Spmabec frdnons mihwee
Tl Wiers P ol Secunty S04 Integuiy Chack Wipnly thal Trend Mizm salvess i mrnng

gt | ceees |

Figure 59: Select Component Window
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IMPORTANT:
Changes made to associated components will affect all other instances of that component.

Example: You can create a single Location component named "Work," which defines the corporate
network environment and security settings to be applied whenever an endpoint enters that environment.
This component can now be applied to all security policies. Updates to the environment or security settings
can be changed in the component in one policy and will update the same component in all other policies
that it's associated to.

Use the Show Usage command to view all other policies associated with this component (see below).

* Remove Component - This control will remove a component from the policy. The
component will still be available for association in this and other policies.

Show Usage

Changes made to shared policy components will affect all policiesthey are associated with. Prior
to updating or otherwise changing a policy component, it is recommended that you run the Show
Usage command to determine which policies will be affected by the change.

1. Right-click the component and select Show Usage
2. A pop-up window will display, showing each instance of this component in other policies (see
Figure 60).

-,

Usage of Office

i Cffice is contained in the Following Paolicies:
- Security Palicy

Figure 60: Show Usage Window
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Error Notification

When the administrator attempts to save a policy with incomplete or incorrect datain a
component, the Validation pane will display at the bottom of the Management console,
highlighting each error. The errors MUST be corrected before the policy can be saved.

Double-click each validation row to navigate to the screen with the error. Errors are highlighted as

shown in the figure below (see Figure 61).

AL ZEMworks ESM Management Console - Security Policy

[ f=] %

File Tools Components Wiew Help

[= save Palicy | % C ] =)

‘Walidation - Double-click row to navigate to eraor.

— - ;
3 Security Palicy X
E Global Policy Settings | Locations | [ntegrity and Remediation Rules Compliance Reporting | Publish
=5 Defined Locations
= —Search — . . . when pou are uzing key i
@ Home Begin zearching for a new Access Point when management. If pou do nat
@ HU_t Spots E I E the cumrent signal strength drops below  Low speciy a WAL Address itis
E‘@ Office ._'_|. aszumed there will be multiple:
r Comm Hardware - - Access Points beaconing the
&4 Storage Device Contol —itch — same 5510
(5 Firewall Settings e Switch to & new Access Point when itis 20 dB
25 Network Enwironments z I T | better than the curent signal.
ja ‘wiork Enwironment E_'_E
<= Wi-Fi® Management
joo Wwi-Fi® Security
[ @ woark Wireless —_— A
@ Unknown Managed Access Points | Fitered Access Points | Prohibited Access Points i
MAC Address Key Beaconing
WEP Key 1
WEP ey 1

n
Validation Message (s) F
V¥PM Server IP Address iz required and must be in valid format. If pou are entering more than one. separate them wath a °' [ —
Fey needs to be exactly 10 hexadecimal, 26 hexadecimal or 8 to B4 alphanumeric characters in length. =
1iz aninvalid MAC Address [v

Save failed

Figure 61: Error Notification Pane
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Creating Security Policies

To create anew policy, click Create Policy. The Create Policy window displays. Enter aname for
the policy and click OK. This name can be changed at any time using the primary global settings
(See“Global Policy Settings’ on page 85.).

Security policies are built by defining all the Global Settings (default behaviors), then creating/
associating existing components for that policy, such as Locations, Firewalls and Integrity Rules,
and finally establishing Compliance Reporting for the policy.

The components are created either within a“dummy” policy or are associated from other policies.
It isassumed that for your first few policies you will be creating all of the unique locations,
firewall settings and integrity rules for the enterprise. These components will be stored in the
Management Service's database for possible later use in other policies.

The diagram below shows the components for each level, and aresulting policy taken from the
selections (see Figure 62).
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Figure 62: ESM Security Policy creation process
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Custom User Messages

Custom User Messages allow the ESM Administrator to create messages which directly answer
security policy questions as the user encounters policy enforced security restrictions, or provide
specific instructions to the user. User messages controls (see Figure 64) are available in various

components of the palicy.

Please Log-In

\]:}) Fleaze log-in ta the WPH

L aunch %PH

Figure 63: Custom User Message with a Hyperlink

To create a custom user message, perform the following steps (Figure 64 for an example of the
control):

Step 1: Enter atitle for the message. This displays on the top bar of the message box (see example

in Figure 63 above)
Step 2: Enter the message. The message is limited to 1000 characters
Step 3: If ahyperlink is required, check the hyperlinks box and enter the necessary
Use Message
Title |

Mesrzage

I1ze Hyperlink,

Dizplay Text |

Link |

Fararmeters |

Figure 64: Custom Message and Hyperlink Controls

Note:

Changing the Message or Hyperlink in a shared component will change in all other instances of that
component. Use the Show Usage command to view all other policies associated with this component.
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Hyperlinks

An administrator can incorporate hyperlinks in custom messages to assist in explaining security
policies or provide links to software updates to maintain integrity compliance. Hyperlinks are
availablein severa policy components. A VPN hyperlink can be created which can point to either
the VPN client executable, or to a batch file which can run and fully log the user in to the VPN
(see See “VPN Enforcement” on page 94. for more details).

s ]

Please Log-In

\i}) Fleaze log-in ta the VPN

Launch %FPH

Figure 65: Custom User Message with a Hyperlink
To create a hyperlink, perform the following steps (see Figure 66 for an example of the contral):

Step 1: Enter a name for the link. Thisis the name that will display below the message (required
for Advanced VPN hyperlinks as well).

Step 2: Enter the hyperlink
Step 3: Enter any switches or other parameters for the link (use for VPN enforcement)

Use Message
Title |

Mesrzage

I1ze Hyperlink,

Dizplay Text |

Link |

Fararmeters |

Figure 66: Custom Message and Hyperlink Controls

Note:

Changing the Message or Hyperlink in a shared component will change in all other instances of that
component. Use the Show Usage command to view all other policies associated with this component.
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Global Policy Settings

The global policy settings are applied as basic defaults for the policy. To access this control, open
the Global Policy Settings tab and click the Policy Settings icon in the policy tree on the left.

AL 7EMworks ESM Management Console - Security Policy C]E] g@
File Tools Components Wiew Help

| & C ] o

g Security Palicy | x
&

Global Policy Settings | Locations | Integrity and Remediation Rules | Compliance Reporting | Publish

=5y Glabal Setti

% Comm Hardware

&3 Storage Device Control
K Z5C Update Security Palicy Title |
v WPM Enforcement Description

‘ . Global Policy Settings

Marie [ Use Policy Update Message

Meszage

Enable client self defense

Paszword Override Display Text |

xxxxxx Link |

Password:

Canfirm: | ™ Parameters |

Uninztall pagsword
Sefting: | Use Existing
Pazsword:

Corfirm:

Novell

Figure 67: Global Policy Settings
The primary global settings are:

» Policy Name and Description - The policy name (defined at new policy creation) can
be adjusted here. A description of the policy may also be entered.

» Enable client self defense - Client Self Defense can be enabled or disabled by policy.
Leaving this box checked will ensure that Client Self Defense is active. Unchecking
will deactivate Client Self Defense for all endpoints consuming this policy.

» Password Override - This feature alows an administrator to set up a password
override which can temporarily disable the policy for a specified period of time.
Check the Password Override box and enter the password in the provided field. Enter
the password again in the confirmation field. Use this password in the Override
Password Generator to generate the password key for this policy.

WARNING:

It is HIGHLY RECOMMENDED that end-users are NOT given this password, rather the Override
Password Generator should be used to generate a temporary key for them.
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Policy Update Message - A Custom User Message can be displayed whenever the
policy isupdated. Click on the check box, then enter the Message information in the
provided boxes (See “ Custom User Messages’ on page 83. for more information).

Use Hyperlink - A hyperlink to additional information, corporate policy, etc. may be
included at the bottom of the custom message (See “Hyperlinks’ on page 84. for more
information).

Security Policy Updated

i Thiz policy has been updated to conform to
\4) aur company securty palicy. Pleaze uze the
link, Belowe for more information.

Corporate Security Policy

Figure 68: Updated Policy Custom Message with Hyperlink

Uninstall Password - It is recommended that every ZENworks Security Client be
installed with an uninstall password, to prevent the user from uninstalling the
software. This password is normally configured at installation, however, the password
can now be updated, enabled or disabled via policy.

Urninztall paszword

Cetting: | Use Existing L

IJze Exizting
Enabled
Confirm: | Dizabled

FPazzward:

Figure 69: Uninstall Password Controls

* Thedefault setting is Use Existing, which will not change the uninstall
password

» Enabled isused to either activate an uninstall password, or to change it. Enter
the new password and confirm it

» Disabled is used to deactivate the uninstall password requirement
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Wireless Control

Wireless Control globally sets adapter connectivity parametersto secure both the endpoint and the
network. To access this control, open the Global Policy Settings tab and click the Wireless
Control icon in the policy tree on the left.

AL 7EMworks ESM Management Console - Security Policy E]E] g@
File Tools Components Wiew Help

& save Policy | R & )

g‘ Security Palicy | X
&

Global Policy Settings | Locations | Inteqrity and Remediation Rules | Compliance Reporting || Publish

= Global Settings .
% Policy Settings = Wireless Control

- fER Wireless Cortrol

: Carnrm Hardware
&% Storage Device Contral [] Disable WiFi® Transmissions Disable Adapter Bridge

[ Z5C Update Ti .

P itle Title

-y ¥PM Enforcement I I
Message Message

[ Use Huperlink
[Drizplay Test l— Dizplay Test l—
Link l— Link. l—
Farameters l— Parameters l—
Dizable ‘i-Fi® When Wired
Dizable &d Hoc ‘Wireless Connections
[] Block wi-Fi® Connections

Novell

Figure 70: Policy Components

Disable Wi-Fi® Transmissions
This setting globally disables ALL Wi-Fi adapters, up to and including complete
silencing of abuilt-in Wi-Fi radio.

A Custom User Message and Hyperlink can be displayed when the user attempts to
activate a Wi-Fi connection (See “ Custom User Messages’ on page 83. for more
information).

Disable Adapter Bridge
This setting disables the networking bridge functionality included with Windows XP,
which allows the user to bridge multiple adapters and act as a hub on the network.

A Custom User Message and Hyperlink can be displayed when the user attempts a Wi-
Fi connection (See “Custom User Messages’ on page 83. for more information).

Disable Wi-Fi When Wired
All Wi-Fi Adapters are disabled when the user has awired (LAN through the NIC)
connection.
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Disable AdHoc Networks

This setting globally disables all AdHoc connectivity, thereby enforcing Wi-Fi
connectivity over anetwork (i.e., viaan Access Point) and restricts al peer-to-peer
networking of this type.

Block Wi-Fi® Connections

This setting will block Wi-Fi connections without silencing the Wi-Fi radio. Use this
setting when you want to disable Wi-Fi connection, but want to use Access Points for
L ocation Detection (see “Locations’ on page 98 for more information).
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Global Communication Hardware Control

This component sets the policy defaults for all communication hardware. To access this control,

open the Global Policy Settings tab and click the Comm Hardware iconin the policy tree on the
left.

AL ZENworks ESM Management Console - Security Policy DD g@
File Tools Components Wiew Help

& save Policy | Rty & a

g Security Palicy | X
% || Global Policy Settings | Locations | Integrity and Remediation Rules | Compliance Reporting | Publish

=5y Global Settings

% Policy Settnge | &=

*_1 Storage Device Control 1394 (Firghwirel.
i Z5C Update
-y YPN Enforcement Allow &ll Access
DA

Allow All Access
Elustooth®:

Allow All dzocess

Serial / Parallel

Allow All Access

Figure 71: Global Communication Hardware Control

The following communication hardware types may have their default set as either enable or
disable for each type:

* IrDA® (Infrared Data Association) - controls the infrared access port on the endpoint
* Bluetooth® - controls the Bluetooth® access port on the endpoint

e 1394 (FireWire™) - controls the FireWire™ access port on the endpoint

» Serial/Parallel - controls serial and parallel port access on the endpoint

Enable alows complete access to the communication port. Disable denies all accessto the
communication port. The driver-level communication hardware on the endpoint (NIC, modem,
and Wi-Fi [card or radio]) are controlled by location, and do not have a global default. See
“Communication Hardware Settings’ on page 103 for more details.
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Storage Device Control

This control sets the default storage device settings for the policy, where all external file storage
devices are either allowed to read/write files, function in aread-only state, or be fully disabled.
When disabled, these devices are rendered unable to retrieve any data from the endpoint; while
the hard drive and all network drives will remain accessible and operational .

To access this control, open the Global Policy Settings tab and click the Storage Device Control
icon in the policy tree on the | eft.

AL ZEMworks ESM Management Console - Security Policy E]D g@
File Tools Components Wiew Help

& save Policy | B ] =7

g‘ Security Paolicy | x
&

Global Policy Settings | Locations | Integrity and Remediation Fules | Compliance Reporting || Publish
=15 Global Settings

Palicy Settings:
Wwireless Control

K= Z5C Update
vl PN Enforcement

CD /DvD:
Allow All dcoess

Femovable Storage:

Preferred Devices:

Allow All dooess

Imnpiort ] [ Scan

Prefened Devices

Description Serial Humber
FKingston DataTraveler 2.0 USE Device 288196400230

Figure 72: Global Storage Device Control

Storage Device Control is differentiated between Removable Storage (USB "thumb-drives®,
Flash memory cards, and SCSI PCMCIA memory cards, along with traditional zip, floppy, and
external CDR drives) and the CD/DVD drives (including CD-ROM, CD-R/RW, DVD, DVD R/
RW). The hard drive and network drives (when available) will always be allowed.

To set the policy default for storage devices, select the global setting for both types from the drop-
down lists:

» Enable - The devicetypeisalowed by default

* Disable - The devicetypeis disallowed. When users attempt to accessfileson a
defined storage device, they receive an error message from the operating system, or
the application attempting to access the local storage device, that the action hasfailed
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* Read-Only - the device typeis set as Read-Only. When users attempt to write to the
device, they receive an error message from the operating system, or the application

attempting to access the local storage device, that the action has failed

Note:

If you wish to disable or set as "Read-Only" the CD-Rom drives and/or the floppy drives on a group of
endpoints, the Local Security Settings (passed down through a directory service group policy object) must
have both Devices: Restrict CD-ROM access to locally logged-on user only and Devices: Restrict floppy
access to locally logged-on user only set as Disabled. To verify this, open either the group policy object, or
open Administrative Tools on a machine. Look in Local Security Settings - Security Options, and verify both

devices are disabled (see Figure 73). Disabled is the default.

-l
File | Action Wew Help
e> 0| X EB[8
@ Security Settings Palicy / | Security Setting -
@ Account Policies [R4] Accounts: Administrator account status Enabled
=-(8 Local Policies [R%] Accounts: Guest account status Disabled
(8 Audt Palicv i Accounts: Lirnit: local account use of blank passwords to consale logon only Enabled
@ User i?‘\lghts .il155|gnmen Accounts: Rename administrator account Administratar
D{Eblie;::t:a?;::ns Accounts: Rename guest account Guesk
(2 Software Restriction Policie Audit: Audit the access of global swstem objects Disabled
lg IP Security Palicies on Loca P.uciit: Audit the use of Backup and Restore privilege Disabled
Audit: Shut down swstem immediately if unable to log securiby audits Disabled
DCOM: Machine Access Restrictions in Security Descriptor Definition Language (S0,..  MNot defined
DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SD... Mot defined
Devices: Allow undock. withouk having to log on Enabled
Devices: Allowed to format and eject removable media Adrministrators =
| Devices: Prevent users from installing printer drivers Disabled
4 b DR ko ¢ logged-on 1 i
: opp
Devices: Unsigned driver installation behavior
Demain controller! Allow server operators to schedule tasks Mot defined
Demain controller: LDAP server signing requirements Mot defined
Demain controller: Refuse machine account password changes Mot defined
Demain member: Digitally encrypt ar sign secure channel data (always) Enabled
Demain member: Digitally encrypt secure channel data {when possible) Enabled
Demain member: Digitally sign secure channel data (when possible) Enabled
Demain member: Disable machine account password changes Disabled
Demain member: Maximum machine account password age 30 days
Demain member: Require strong (Windows 2000 or later) session key Disabled
Interactive logon: Do nok display last user name Disabled
Interactive logon: Do nok require CTRLHALT-+DEL Mot defined
Interactive logon: Message text For users attempting to log on
LI—I _'I [ Trkarartive lanan: Maceans HHle Far eers athamnking b lnn an Mk AeFined LI
| |

Figure 73: Verify Local Storage Device Options are set as Disabled

Preferred Devices

Preferred Removable Storage Devices may be optionally entered into alist, permitting only the
authorized devices access when the global setting isused at alocation (see “ Storage Device
Control” on page 105 for more details). Devices entered into thislist MUST have a serial number.

To enter apreferred device, perform the following steps:
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Step 1: Insert the device into the USB port on the machine that the Management Consoleis
installed on.

Step 2: Once the device is ready, click the Scan button. If the device has a serial number, its
Description and Serial Number will display on thelist.

Step 3: Select a setting from the drop-down list (the Global Removable Device setting will not be
applied for this policy):
» Enable - The devices on the preferred list are permitted full read/write
capability, all other USB and other external storage devices are disabled

* Read-Only - The devices on the preferred list are permitted read-only
capability, all other USB and other external storage devices are disabled

Repeat steps 1 and 2 for each device that will be permitted in thispolicy. All devices will havethe
same setting applied.

Note:

Location-based Storage Device Control settings will override the global settings. For example, you may
define that at the Work location, all external storage devices are permitted, while allowing only the global
default at all other locations, limiting users to the devices on the preferred list.

Importing Device Lists

The Novell USB Drive Scanner Application generates alist of devices and their serial numbers
(See“USB Drive Scanner” on page 60.). To import thislist, click Import and browse to the list.
Thelist will populate the Description and Serial Number fields.
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ZSC Update

Patches to repair any minor defects in the ZENworks Security Client are made available with
regular ESM updates. rather than providing a new installer, which will need to be distributed
through M Sl to all endpoints, ZSC Update allows the administrator to dedicate a zone on the
network which will distribute update patches to end-users when they associate to that network
environment.

To accessthis control, open the Global Policy Settings tab and click the ZSC Update icon in the
policy tree on the | eft
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Figure 74: ZSC Update

To facilitate simple and secure distribution of these patches to al ZSC users, perform the
following steps:

Step 1: Check Enable to activate the screen and the rule

Step 2: Select the location where the ZSC will ook for the updates. Due to the recommendations
in the next step, the location associated with the enterprise environment (i.e.: the "Work"
location) is the recommended candidate

Step 3: Enter the URI where the patch has been stored (Note: Thiswill need to point to the patch
file, which can be either the setup.exe file for the ZENworks Security Client, or an MSI
file created from the .exe). For security purposes, it is recommended that these files be
stored on a secure server behind the corporate firewall

Step 4: Enter the version information for thisfile in the provided fields. Version information is
found by installing the ZENworks Security Client and opening the About screen (see the

ESM ZENworks Security Client User's Guide for details). The version number for
STEngine.exe is the version number you will want to use in the fields

Each time the user enters the assigned location, the ZSC will check the URI for an update that
matches that version number. If an update is available the ZSC will download and install it.
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VPN Enforcement

This rule enforces the use of either an SSL or aclient-based VPN (Virtua Private Network). This
ruleistypically applied at wireless hotspots, allowing the user to associate and connect to the
public network, at which time the rule will attempt to make the VPN connection, then switch the
user to adefined location and firewall setting. All parameters are at the discretion of the
administrator. All parameters will override existing policy settings. The VPN-Enforcement

component requires the user be connected to a network prior to launching.

To access this control, open the Global Policy Settings tab and click the VPN Enforcement icon

in the policy tree on the | eft
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Figure 75: Basic VPN Enforcement

To add VPN enforcement to a new or existing security policy, perform the following steps:

Step 5: At LEAST two additional locations must be created, FIRST
Step 6: Check Enable to activate the screen and the rule

Step 7: Enter the |P address(es) for the VPN Server in the provided field. If multiple addresses are
entered, separate each with a semi-colon (example: 10.64.123.5;66.744.82.36)

Step 8: Select the Switch-To Location from the drop-down list. The ZSC will switch to this
selected |ocation once the VPN authenticates (see the Switch-To Location for more

details)
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Step 9: Check-off the Trigger locations where the VPN enforcement rule will be applied. For strict
VPN enforcement, it is recommended the default Unknown location be used for this
policy. Once the network has authenticated, the VPN rule will activate and switch to the
assigned Switch-To Location

Note:

The location switch will occur BEFORE the VPN connection, once the network has authenticated (see
Advanced VPN settings)

Step 10: Enter a Custom User Message which will display when the VPN has authenticated to the
network. For non-client VPNSs, this should be sufficient.

For VPNswith aclient include a Hyperlink which pointsto the VPN Client.
Example: C:\Program Files\Cisco Systems\VPN Client\ipsecdialer.exe
Thislink will launch the application, but the user will still need to log-in. A switch can be

entered into the Parameters field, or abatch file could be created and pointed to, rather
than the client executable)

Note:

VPN clients that generate virtual adapters (e.g., Cisco Systems VPN Client 4.0) will display the: "Policy
Has Been Updated" message. The Policy has not been updated, the ZSC is simply comparing the virtual
adapter to any adapter restrictions in the current policy.

The standard VPN Enforcement settings described above make VPN connectivity an option. The
user will be granted connectivity to the current network whether they launch their VPN or not. For
stricter enforcement, see Advanced VPN Settings below.

The Switch-to Location

The Switch-to location is the location the ZSC will switch to when the VPN is activated. Itis
recommended that this location contain some restrictions, and only a single restrictive firewall
setting as its default.

The"All-Closed" firewall setting, which closes all TCP/UDP ports, is recommend for strict VPN
enforcement. This setting will prevent any unauthorized networking, while the VPN |P address
will act as an ACL to the VPN server, and permit network connectivity.
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Advanced VPN Settings

Advanced VPN controls are used to set Authentication Timeouts to secure against VPN failure,

connect commands for client-based VPNs, and Adapter controlsto control the adapters permitted
VPN access.

To access this control, open the Global Policy Settings tab, click the “+” symbol next to VPN
Enforcement, and click the Advanced icon in the policy tree on the left
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Figure 76: Advanced VPN Settings
Authentication Timeout

Administrators can place the endpoint in a secured firewall setting (the firewall setting of the
"Switch To Location" - see above), to secure against any failure of VPN connectivity. The
Authentication Timeout is the amount of time the ZSC will wait to gain authentication to the VPN

server. It isrecommended this parameter be set above 1 minute to allow authentication over
slower connections.

Connect Commands

When using the Authentication timer, Connect and Disconnect commands are used to control
client-based VPN activation. Enter the location of the VPN client and the required switchesin the
Parameters fields. The Disconnect command is optional, and provided for VPN clients that
require the user disconnects before they 1og-off the network.
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Note:

VPN clients that generate virtual adapters (e.g., Cisco Systems VPN Client 4.0) will display the: "Policy
Has Been Updated" message, and may switch away from the current location temporarily. The Policy has
not been updated, the ZSC is simply comparing the virtual adapter to any adapter restrictions in the current
policy. It is recommended that when running VPN clients of this type that the Disconnect command
hyperlink NOT be used.

VPN Adapter Controls
Thisisessentially a"mini" Adapter policy specific to the VPN Enforcement.

If an adapter is checked (changing it to Enabled, Except), those adapters (Wireless being specific
to card type) are permitted connectivity to the VPN.

Adapters entered into the exception list(s) below, are denied connectivity to the VPN, while all
others of that type will be given connectivity.

If an adapter isleft is un-checked (Disabled, Except), then ONLY the adapters entered into the
exception list will be permitted to connect to the VPN, all others will be denied connectivity.

This control can be used for adapters incompatible to the VPN, for example, or adapters not
supported by the IT department.

Thisrule will override the adapter policy set for the switch-to location.
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Locations

L ocations are rule-groups assigned to network environments. These environments can be set in
the policy (see“Network Environments’ on page 106), or by the user, when permitted. Each

location can be given unique security settings, denying access to certain kinds of networking and/

or hardware in more hostile network environments, and granting broader access within trusted

environments.

To access Location controls, open the Locations tab
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Figure 77: Location Settings

All policies have a default Unknown location. Thisisthe location the ZENworks Security Client
will switch the user to when they leave a known network environment. This Unknown location is
unique for each policy and is not available as a shared component. Network Environments cannot

be set nor saved for thislocation.

To access the Unknown Location controls, open the Locations tab and click the Unknown

location in the policy tree on the left.
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Defined Locations

Defined locations may be created for the policy, or existing locations (those created for other
policies) may be associated.
To create a new location:
Step 1: Select Defined Locations, then click the New Component button
Step 2: Name the location and provide a description
Step 3: Define the location settings (see below)
Step 4: Click Save. Repeat the above steps to create a new location
To associate an existing location:
Step 1: Select Defined Locations and click the Associate Component button
Step 2: Select the desired location(s) from the list
Step 3: The location settings may be re-defined

Note:

Changing the settings in a shared component will affect ALL OTHER instances of this same component.
Use the Show Usage command to view all other policies associated with this component.

Step 4. Click Save

It is recommended that multiple defined locations (beyond simple Work and Unknown locations)
be defined in the policy to provide the user with varying security permissions when they connect
outside the enterprise firewall. Keeping the location names simple (i.e., Coffee Shops, Airports,
Home, etc.) and providing avisual cue through the location's Task Tray Icon, which helps the user
easily switch to the appropriate security settings required for each network environment.
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Location Settings
Setting the Location Icon

The location icon provides avisual cue to the user which identifies their current location. The
location icon displays on the taskbar in the notification area. Use the pull-down list to view and
select from the available location icons:

% Airport 1§ Silverware
@ Alt Location & Hotspot
24 Alt Office @5 House

&l Bed £ Lamp

§ Book i Mobile

i Brief Case  4ff Mug

& Burger 2 Water Cooler
%, Coffee ¢# Paper Clip
S Desk &2 Stapler

Select an icon which will help the end-user easily identify their location at a glance.

Update Interval

This setting determines the frequency the ZSC will check for a policy update when it enters this
location. The frequency timeis set in minutes, hours, or days. Unchecking this parameter means
the ZSC will NOT check for an update at this location.

User Permissions
User permissions within alocation include:

» Change Location - this permits the end-user to change to and out of thislocation. For
non-managed locations (i.e., hot-spots, airports, hotels, etc.), this permission should be
granted. In controlled environments, where the network parameters are known, this
permission can be disabled. The user will NOT be able to switch to, or out of any
locations when this permission is disabled, rather the ZSC will rely on the network
environment parameters entered for this location

* Change Firewall Settings - this allows the user to change their firewall settings

» Save Network Environment - thisallowsthe user to save the network environment to
this location, to permit automatic switching to the location when the user returns.
Recommended for any locations the user will need to switch to. Multiple network
environments may be saved for asinglelocation. For example, if aL ocation defined as
Airport is part of the current policy, each airport visited by the user can be saved as a
network environment for thislocation. Thisway, a mobile user can return to a saved
airport environment, and the ZENworks Security Client will automatically switch to
the Airport location, and apply the defined security settings. A user may, of course,
change to alocation and not save the environment.
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» Show Location in Client Menu - this setting allows the location to display in the
client menu. If thisis unchecked, the location will not display at any time.

Client Location Assurance

Because the network environment information used to determine alocation can be easily spoofed,
thereby potentially exposing the endpoint to intrusion, the option of cryptographic verification of
alocation is available through the Client Location Assurance Service(CLAS). Thisserviceisonly
reliable in network environments that are completely and exclusively under the control of the
Enterprise. Adding Client Location Assurance to alocation, means that the firewall settings and
permissions for thislocation can be set as less restrictive, assuming the endpoint is now protected
behind the network firewall.

The ZENworks Security Client uses afixed, enterprise-configurable port to send achallengeto
the Client Location Assurance Service. The Client Location Assurance Service decrypts the
packet and responds to the challenge, proving that it has the private key matching the public key.
Thetray icon displayed will include a check-mark, indicating the user isin the correct location
(see Figure 78).

Figure 78: CLAS location checked

The ZSC will NOT switch to thelocation unlessit can detect the CLAS server. If the CLAS server
is not detected, even if all other network parameters match up, the ZSC will remain in the
Unknown location to secure the endpoint.

To activate CLAS for a location:

Check to activate the assurance requirement, then import the CLAS public key into the policy by
clicking Import and browsing to the file. The word Configured will display when thekey is
successfully imported.

Note:

This option is not available for the Unknown location.

Use Location Message

This setting allows an optional Custom User Message to display when the ZSC switchesto this
location. This message can provide instructions for the end-user, details about policy restrictions
under thislocation, or include a Hyperlink to more information.
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Location Components

The firewall settings, Wi-Fi Connectivity Control, and network environment settings are entered
as separate components within alocation. Communication hardware and storage device control

(defined previously under Global Rules) may be adjusted at each location.

See “ Communication Hardware Settings’ on page 103
See “ Storage Device Control” on page 105

See “Firewall Settings’ on page 116

See “Network Environments” on page 106

See “Wi-Fi Management” on page 109

See “Wi-F Security” on page 114
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Communication Hardware Settings

Communication hardware controls by location which hardware types are permitted a connection
within this network environment. As it was previously determined whether to globally enable or
disable each setting, the default selection: Apply Global Setting will maintain the default setting
for the device. The default may be optionally enabled or disabled at this location, overriding the
global setting.

To access this control, open the Locations tab and click the Comm Hardware icon in the policy
tree on the | eft.
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Figure 79: Location Communication Hardware Control

Select to either enable, disable, or apply the global setting for each communication hardware
device listed:

* IrDA® (Infrared Data Association) - controls the infrared access port on the endpoint
* Bluetooth® - controls the Bluetooth® access port on the endpoint

e 1394 (FireWire™) - controls the FireWire™ access port on the endpoint

» Serial/Parallel - controls serial and parallel port access on the endpoint

» Dialup - controls modem connectivity by location - not given a global setting

* Wired - controls LAN card connectivity by location - not given a global setting
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Enable allows compl ete access to the communication port.

Disable denies all access to the communication port.

Note:

Wi-Fi Adapters are either controlled globally, or disabled locally using the Wi-Fi Security Controls.
Adapters may be specified by brand using the Approved Wireless Adapter list (see below).

Approved Dialup Adapters List

The ZSC can block all but specified, approved dialup adapters (modems) from connecting. For
example, an administrator can implement a policy which only allows a specific brand or type of
modem card. This reduces the support costs associated with employees' use of unsupported
hardware.

Approved Wireless Adapters List

The ZSC can block all but specified, approved wireless adapter(s) from connecting. For example,
an administrator can implement a policy which only allows a specific brand or type of wireless
card. Thisreduces the support costs associated with employees' use of unsupported hardware, and
better enables support for, and enforcement of, |EEE standards-based security initiatives, as well
as LEAP, PEAP, WPA, TKIP, and others.

Using the AdapterAware™ Feature:

The ZENworks Security Client receives notification whenever anetwork deviceisinstalled in the
system and determinesif the device is authorized or unauthorized. If it is unauthorized, the
solution will disable the device driver, which renders this new device unusable, and will notify the
user of the situation.

Note:

When a new unauthorized adapter (both Dial-up and Wireless) first installs its drivers on the endpoint (via
PCMCIA or USB), the adapter will show as enabled in Windows Device Manager until the system is re-
booted, though all network connectivity will be blocked.

Enter the name of each adapter allowed. Partial adapter names are permitted. Adapter names are

limited to 50 characters and are case sensitive. The device name is needed by the Windows 2000

operating system to provide thisfunctionality. If no adapters are entered, AL L adapters of the type
will be alowed. If only one adapter is entered, then only that single adapter will be allowed at this
location.

Note:

If the endpoint is in a location that defines ONLY an AP's SSID as the network identification, the ZSC will
switch to that location BEFORE disabling the unauthorized adapter. A password override should be used
to provide a manual location switch if this occurs.
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Storage Device Control

This control overrides the global setting at this location. To access this control, open the
Locations tab and click the Storage Device Control icon in the policy tree on the | eft.
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Figure 80: Location Storage Device Control

Preferred devices will be overridden when Disable or Read-Only is selected at thislevel. Use
Apply Global Setting to alow only preferred devices.

Apply Global Setting - Applies the default setting

Enable - The device typeis allowed by default - This setting will override a global
setting which includes a serial numbered device, but disables all others

Disable - The device typeis disallowed. When users attempt to accessfileson a
defined storage device, they receive an error message from the operating system, or
the application attempting to access the local storage device, that the action has failed

Read-Only - the device typeis set as Read-Only. When users attempt to write to the
device, they receive an error message from the operating system, or the application
attempting to access the local storage device, that the action has failed
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Network Environments

If the network parameters (Gateway server(s), DNS server(s), DHCP server(s), WINS server(s),
available access points, and/or specific adapter connections) are known for alocation, the service
details (1P and/or MAC), which identify the network, can be entered into the policy to provide
immediate |ocation switching without requiring the user having to save the environment as a
location.

To access this control, open the Locations tab and click the Network Environments folder in the
policy tree on the | eft.
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Figure 81: Network Environments

The lists provided allow the administrator to define which network services are present in the
environment. Each network service may contain multiple addresses. The administrator determines
how many of the addresses are required to match in the environment to activate the location
switch.

It isrequired that 2 or more location parameters be used in each network environment definition.
To define a network environment, perform the following steps:

Step 1: Select Network Environmentsin the components tree and click the New Component
button

Step 2: Name the network environment and provide a description

Step 3: Select which adapter type is permitted to access this Network Environment from the drop-
down list
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Step 4: Enter the following information for each service:

* ThelP address(es) - Limited to 15 characters, and only containing the numbers
0-9 and periods (example: 123.45.6.789)

*  MAC address(es) (Optional) - Limited to 12 characters, and only containing
the numbers 0-9 and the letters A-F (upper and lower case); separated by
colons example: 00:01:02:34:05:B6

» Check whether identification of this serviceis required to define the network
environment

Step 5: The Access Points, Dialup Connections, and Adapters tabs have the following
regquirements:

* When entering Access Points as network environment parameters, the MAC
address is required to make the setting a Match

» For Diaup Connections, the RAS Entry name from the phone book or the
dialed number may be entered

Note:

Phone book entries MUST contain alpha characters and cannot contain only special characters (@, #,
$,%, -, etc.) or numeric characters (1-9). Entries that only contain special and numeric characters are
assumed to be dialed numbers.

» Adapters can be entered to restrict exactly which adapters, specificaly, are
permitted access to this network environment (see Step 3 regarding setting
adapter limitations). Enter the SSID for each alowed adapter. If no SSIDs are
entered, al adapters of the permitted type are granted access

Step 6: Each Network Environment has a minimum number of addresses the ZSC uses to identify
it. The number set in Minimum Match must not exceed the total number of network
addresses identified as being required in the tabbed lists. Enter the minimum number of
network services required to identify this network environment

To associate an existing Network Environment to this location:

Note:

Associating a single network environment to two or more locations within in the same security policy will
cause unpredictable results, and is NOT recommended.

Step 1: Select Network Environments in the components tree and click the Associate Component
button

Step 2: Select the network environment(s) from the list
Step 3: The environment parameters may be re-defined
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Note:

Changing the settings in a shared component will affect ALL OTHER instances of this same component.
Use the Show Usage command to view all other policies associated with this component.

Step 4: Click Save
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Wi-Fi Management

Wi-Fi management allows the administrator to create Access Point (AP) lists. The wireless access
points entered into these lists will determine which APs the endpoint is permitted and not
permitted to connect to within the location, and which access pointsit's permitted to seein
Microsoft's Zero Configuration Manager (Zero Config). 3rd party wireless configuration
managers are not supported with this functionality. If no access points are entered, all will be
available to the endpoint.

To access this control, open the Locations tab and click the Wi-Fi Management icon in the
policy tree on the lft.

Note:

In either of the Wi-Fi Connectivity Controls: Wi-Fi Security and Wi-Fi Management, unchecking enable will
disable ALL Wi-Fi connectivity in this location.
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Figure 82: Wi-Fi Management

Entering APsinto the Managed Access Pointslist will turn off Zero Config and force the endpoint
to connect ONLY to the APs listed when they're available. If the Managed APs are not available,
the ZSC will fall back to the Filtered Access Point List (see below). APs entered into Prohibited
Access Points will never display in Zero Config.

Note:

The access point list is only supported on the Windows XP operating system. Prior to deploying an access
point list, it is recommended all endpoints clear the preferred networks list out of Zero Config.
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Managed Access Points

ESM provides a simple process to automatically distribute and apply Wired Equivalent Privacy
(WEP) keys without user intervention (bypassing and shutting down Microsoft's Zero
Configuration manager), and protects the integrity of the keys by not passing them in the clear
over an email or awritten memo. In fact, the end-user will never need to know the key to
automatically connect to the access point. This helps prevent possible re-distribution of the keys
to unauthorized users.

Due to the inherent security vulnerabilities of Shared WEP Key Authentication, Novell supports
ONLY Open WEP Key Authentication. With Shared Authentication the client/AP key validation
process sends both a clear text and encrypted version of achallenge phrasethat iSEASILY sniffed
wirelessly. This can give a hacker both the clear and encrypted versions of a phrase. Once they
have this information, cracking the key becomestrivial.

. Managed Access Paints || Filered Access Points | Prohibited Access Paints

...............................................................

551D MAC Address Key Key Type Beaconing
WEP Key 1 ]

Figure 83: Managed Access Points Control

Enter the following information for each AP:
e SSID - Identify the SSID number (case sensitive)

*  MAC Address - Identify the MAC Address (recommended, due to the commonality
among SSIDs. If not specified, it isassumed there will be multiple AP's beaconing the
same SSID)

» Key - Enter the WEP key for the Access Point (either 10 or 26 hexadecimal
characters)

» Key Type - Identify the encryption key index, by selecting the appropriate level from
the drop-down list

» Beaconing - Check if the defined AP is currently broadcasting its SSID. Leave un-
checked if thisis anon-beaconing AP

Note:

The ZSC will attempt to first connect to each beaconing AP listed in the policy. If no beaconing AP can be
located, the ZSC will then attempt to connect to any non-beaconing APs (identified by SSID) listed in the

policy.

When one or more access points (APs) are defined in the Managed APs list, the Signal Strength
switching for the Wi-Fi adapter may be set. See page 100 for information on Signal Strength
Settings.
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Filtered Access Points

Access points entered into the Filtered Access Pointslist arethe ONLY APswhich will display in
Zero Config, this prevents an endpoint from connecting to unauthorized APs.

Managed Access Points | Piltered Access Ponts || Prohibited Access Pairts

S51D MAC Address

Figure 84: Filtered Access Points Control
Enter the following information for each AP:
e SSID - Identify the SSID number (case sensitive)

* MAC Address - Identify the MAC Address (recommended, due to the commonality
among SSIDs. If not specified, it is assumed there will be multiple AP's beaconing the
same SSID)

Prohibited Access Points

Access points entered into the Prohibited Access Points list will not display in Zero Config, nor
will the endpoint be permitted to connect to them.

anaged Access Points | Filered Access Points Prohibited Access Paints

.................................................................

551D MAC Address

Figure 85: Prohibited Access Points Control

Enter the following information for each AP:
e SSID - Identify the SSID number (case sensitive)

*  MAC Address - Identify the MAC Address (recommended, due to the commonality
among SSIDs. If not specified, it isassumed there will be multiple AP's beaconing the
same SSID)
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Wi-Fi Signal Strength Settings

When more than one WEP-managed access points (APs) are defined in the list, the signal strength
switching for the Wi-Fi adapter may be set. The signal strength thresholds can be adjusted by
location to determine when the ZSC will search for, discard, and switch to another access point
defined in the list.

Signal Strength S ettingz

Search

Beqin searching for a new Access Point when
the current zignal strength drops below  Low

Switch to a new Access Point when itis 20 dB
better than the current signal.

Figure 86: Signal Strength Control

The following information can be adjusted above or below the current defaults:

Search (default: Low [-70 dB]) - When this signal strength level isreached, the ZSC
will begin to search for anew AP to connect to.

Switch (default: +20 dB) - In order for the ZSC to connect to a new AP, that AP must
broadcast at the designated signal strength level above the current connection.

The signal strength threshholds are determined by the amount of power (in dB) reported through
the PC's miniport driver. As each Wi-Fi card and/or radio may treat the dB signals differently for
their Received Signal Strength Indication (RSSI) the numbers will vary from adapter to adapter.

The default numbers associated with the defined threshholds in the Management Console are
generic for most Wi-Fi adapters. It is recommended you research your Wi-Fi adapter's RSSI
values to input an accurate level. The Novell values are:

Table 2: Signal Strength thresholds

Name Default Value

Excellent -40 dB
Very Good -50 dB
Good -60 dB
Low -70 dB
Very Low -80 dB
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Note:

Although the above signal strength names match those used by Microsoft's Zero Configuration Service,
the threshholds may not match. Zero Config determines its values based on the Signal to Noise Ratio
(SNR) and not solely on the dB value reported from RSSI. For example, if a Wi-Fi adapter were receiving a
signal at -54 dB and had a noise level of -22 dB, the SNR would report as 32dB (-54 - -22=32), which on
the Zero Configuration scale would translate as Excellent signal strength, even though on the Novell scale,
the -54 dB signal (if reported that way through the miniport driver, possibly reported lower) would indicate a
Very Good signal strength.

It's important to note that the end-user will NEVER see the Novell signal strength thresholds, this
information is merely provided to show the difference between what the user may see through Zero Config,
and what is actually occurring behind the scenes.
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Wi-Fi Security

If Wi-Fi Communication Hardware (Wi-Fi adapter PCMCIA or other cards, and/or built-in Wi-Fi
radios) is globally permitted (see “Wireless Control” on page 87), additional settings can be
applied to the adapter at this location.

To access this control, open the Locations tab and click the Wi-Fi Security icon in the policy tree
on the | eft.

Note:

In either of the Wi-Fi Connectivity Controls: Wi-Fi Security and Wi-Fi Management, unchecking enable will
disable ALL Wi-Fi connectivity in this location.

AL ZENworks ESM Management Console - Security Policy BD g@
File Tools Components Wiew Help

& save | 5% & o

g‘ Security Palicy | X
&

Global Policy Settings | Locations | |ntegrity and Remediation Rules Compliance Reporting || Publizh
=) Defined Locations

@ Home - H
=@ Office
r Comm Hardware o
#4 Storage Device Control Enable WwiFilR)
|5 Firewall Settings ) _ Title|
IC5) Metwark Enviranments € Mo Enciyption Required
wi-FilF] Management " WEPE4 Message
Wi-FIlR] Security
@ Offie " WEP 128
@ “wi-Fi Hotspot [QRYY =7 [ Use Hupeddik
@ Unknoun Dizplay Text |
Preference AP selection by Link |
" Enciyption Type Parameters |

Figure 87: Wi-Fi Security

The Wi-Fi adapter can be set to only communicate with access points with a specific level of
encryption or greater in agiven location.

For example, if aWPA configuration of access points were deployed in a branch office, the
adapter can be restricted to only communicate with access points with alevel of WEP 128

encryption or greater, thus preventing it from accidentally associating with rogue, non-secure
APs.

It is recommended a Custom User Message be written when the setting is placed above "No
Encryption Required.”

114



Preference AP Selection by...

A preference can be set to connect to APs by order of encryption level or by signal strength when
two or more Access Points are entered into the Managed and Filtered Access Pointslists. The

level selected will enforce connectivity with APs that meet the minimum encryption requirement
or greater.

Example: if WEP 64 is the encryption requirement: If encryption isthe preference, then APswith
the highest encryption strength will be given preference over al others. If signal strength isthe
preference, then the strongest signal will be given the preference when connecting.
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Firewall Settings

Firewall Settings control the connectivity of all networking ports, Access Control lists, network

packets (ICMP, ARP, etc.), and which applications are permitted to get a socket out or function,
when the firewall setting is applied.

To access this control, open the Locations tab and click the Firewall Settings icon in the policy
tree on the | eft.

Each component of afirewall setting is configured separately, with only the default behavior of
the TCP/UDP ports required to be set. This setting affects all TCP /UDP ports when this firewall
setting is used. Individual or grouped ports may be created with a different setting.

AL ZEMworks ESM Management Console - Security Policy

Wik

File Tools Components Wiew Help

Global Policy Settings | Locations I=I.n

=15 Defined Locations
@ Home
@ Office
@ Offline
=@ wiFi Hotspat
r Comm Hardware
&4 Storage Device Contral

Wi-Fi[R] Management
Wi-FilR] Security
@ Unknown

< ] 1l | [ >

tegrity and Remediation Rules

ﬂ Save Policy | I.Il'l & % Remove Compaonent
g‘ Security Paolicy |
&

Firewall Settings

M arne

Mew Firewall Settings

D escription

D efault Behavior

Stateful [v]

Shiow Firewall In Client Menu

Compliance Reparting || Publizh

Save complete

Figure 88: Firewall Settings

To create a new firewall setting:

Step 1: Select Firewall Settings in the components tree and click the New Component button

Step 2: Name the firewall setting and provide a description
Step 3: Select the default behavior for all TCP/UDP ports

Additional ports and lists may be added to the firewall settings, and given unique

behaviors which will override the default setting.

Example: The default behavior for al portsis set as All Stateful. The ports lists for
Streaming Media and Web Browsing are added to the firewall setting. The Streaming
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Media port behavior is set as Closed, and the Web Browsing port behavior is set as Open.
Network traffic through TCP Ports 7070, 554, 1755, and 8000 would be blocked. Network
traffic through ports 80 and 443 would be open and visible on the network. All other ports
would operate in Stateful mode, requiring the traffic through them be solicited first.

Step 4: Select whether to display thisfirewall in the ZSC menu (if unchecked, the user will not see
this firewall setting)

Step 5: Click Save. Repeat the above steps to create another firewall setting
To associate an existing firewall setting:
Step 1: Select Firewall Settings in the components tree and click the Associate Component button
Step 2: Select the desired firewall setting(s) from the list
Step 3: The default behavior setting may be re-defined

Note:

Changing the settings in a shared component will affect ALL OTHER instances of this same component.
Use the Show Usage command to view all other policies associated with this component.

Step 4: Click Save

Multiple firewall settings can be included within asingle location. One is defined as the default
setting, with the remaining settings available as options for the user to switch to. Having multiple
settings are useful when a user may normally need certain security restrictions within a network
environment and occasionally needs those restrictions either lifted or increased for a short period
of time, for specific types of networking (i.e., ICMP Broadcasts).

Three firewall settings are included at installation, they are:

» All Adaptive - Thisfirewall setting sets all networking ports as stateful (all
unsolicited inbound network traffic is blocked. All outbound network trafficis
allowed), ARP and 802.1x packets are permitted, and all network applications are
permitted a network connection, all.

» All Open - Thisfirewall setting setsall networking ports as open (all network trafficis
allowed), al packet types are permitted. All network applications are permitted a
network connection

o All Closed - Thisfirewall setting closes all networking ports, and restricts all packet
types.

A new location will have the singlefirewall setting, All Open, set asthe default. To set adifferent
firewall setting as the default, right click the desired Firewall Setting and choose Set as Defaullt.
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TCP/Z/UDP Ports

Endpoint datais primarily secured by controlling TCP/UDP port activity. This feature allows you
to create alist of TCP/UDP ports which will be uniquely handled in thisfirewall setting. The lists
contain a collection of ports and port ranges, together with their transport type, which defines the
function of the range.

To access this control, open the Locations tab, click the “+” symbol next to Firewall Settings,

click the “+” symbol next to the desired Firewall, and click the TCP/UDP Ports icon in the
policy tree on the | eft.

AL ZENworks ESM Management Console - Security Policy BD g@
File Tools Components Wiew Help

n Save | I.Il-l sﬁ % Remove Component

g‘ Security Palicy | X
3

Global Policy Settings | Locations | |ntegrity and Remediation Rules
=15 Defined Locations
@ Home P
@ Office
@ 0Offline
=@ wiFi Hotspot

Compliance Reporting || Publish

M ame

r Carnm Hardware
&34 Storage Device Contral
=5 Firewall Settings
Al Adaptive [Defaul
= “wi-Fi Environment
Z(5) TCPAUDF Parts

[ Access Control
15 Application Can
|5 Metwark Environments

Streaming Media

D escription

Common Microsoft Media, Real Media Streaming

Media Ports

Inkernet Key
: Cisco VPN Default Behavior
g Shreaming Open [v]

Open
Closed
Stateful

Port Range
7070

Wi-FilR] Managemant
W-FIR] Security
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554
1755
2000

< ] 1| [ >

Figure 89: TCP/UDP Ports Settings

New TCP/UDP port lists can be defined with individual ports or as arange (1-100) per each line
of thelist.

To create a new TCP/UDP port setting:
Step 1: Select TCP/UDP Ports from the components tree and click the Add New button

Step 2: Name the port list and provide a description
Step 3: Select the port behavior from the drop-down list. The optiona behaviors are:
* Open - All network inbound and outbound traffic is allowed. Because all

network traffic is allowed your computer identity isvisible for this port or port
range.
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* Closed - All inbound and outbound network traffic is blocked. Because all
network identification requests are blocked your computer identity is
concealed for this port or port range.

» Stateful - All unsolicited inbound network traffic is blocked. All outbound
network traffic is allowed over this port or port range.

Step 4: Enter the transport type:
o All (al port typeslisted below)

* Ether
e |IP

« TCP

« UDP

Step 5: Enter Ports and Port Ranges as either:
» Singleports
* A range of portswith the first port number, followed by a dash, and the last
port number
Example: 1-100 would add all ports between 1 and 100

Please visit the Internet Assigned Numbers Authority pages (www.iana.org) for a
complete Ports and transport types list.

Click Save. Repeat the above stepsto create a new setting

To associate an existing TCP/UDP port to thisfirewall setting:

St