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About This Guide

This Novell ZENworks 11 Configuration Management Linux Package Management Reference
includes conceptual and task based information that makes it easy to manage the required software
packages for Linux managed devices through the graphical user interface or the command line
utility

Theinformation in this guide is organized as follows:

¢ Part I, “Linux Package Management Overview,” on page 11

¢ Part Il, “Subscriptions,” on page 19

¢ Part 11, “Bundlesfor Linux Devices,” on page 39

* Part IV, “Externa Services,” on page 63

+ Part V, “Package Management Features on Managed Devices,” on page 67
+ Part VI, “Reports,” on page 77

+ Part VII, “Appendixes,” on page 81

Audience

This guideisintended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks 11 is supported by other documentation (in both PDF and HTML formats) that you can
use to learn about and implement the product. For additional documentation, see the ZENworks 11
documentation Web site (http://www.novell.com/documentation/zenworks11/).

About This Guide

9


http://www.novell.com/documentation/zenworks11/
http://www.novell.com/documentation/zenworks11/

10 ZENworks 11 Linux Package Management Reference



Linux Package Management
Overview

ZENworks 11 Configuration Management provides an integrated Linux Package Management
system that helps you to easily manage the required software packages for Linux managed devices
through a graphical user interface or acommand line utility.

Linux Management makes it easy to adopt and extend Linux within your existing environment. It
uses policy-driven automation to deploy, manage, and maintain Linux resources. The automated and
intelligent policies allow you to provide centralized control across the life cycle of Linux systems
for desktop lockdown, imaging, remote management, inventory management, and software
management. The result isacomprehensive Linux management solution that eliminates I T effort by
dramatically reducing the required overhead needed to manage Linux systems.

For more information, see the following section:

+ Chapter 1, “Understanding Linux Package Management,” on page 13.

Linux Package Management Overview 11
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Understanding Linux Package
Management

This chapter helps you to understand the different ways to patch your Linux devices and the
different capabilities provided by Linux Package Management.

+ Section 1.1, “Using ZENworks Functionality to Patch Linux Devices,” on page 13

*

Section 1.2, “Using Linux Package Management,” on page 14

Section 1.3, “Understanding RPM Packages,” on page 15

Section 1.4, “Understanding the Repositories,” on page 15

Section 1.5, “Patching the Client Systems,” on page 16

Section 1.6, “Registering with the Novell Customer Center,” on page 16

*

*

*

*

1.1 Using ZENworks Functionality to Patch
Linux Devices

ZENworks provides two different ways to patch your Linux devices:

+ Section 1.1.1, “Patch Management,” on page 13
* Section 1.1.2, “Linux Package Management,” on page 13

1.1.1 Patch Management

Patch Management is afully integrated feature of Novell ZENworks 11 that provides an agent-
based patch, a vulnerability patch, and a compliance management solution.

Patch Management provides the following capabilities:

+ |t uses signatures to determine the required patches and reports them back for easy reporting.
+ It implements mandatory baselines for certain patches to always be present on a device.
+ |t patches only the SLES and RHEL distributions.

For more information, see the ZENworks 11 Patch Management Reference.

1.1.2 Linux Package Management

Linux Package Management is intended to handle the package management functionality of
ZENworks Configuration Management for Linux devices (servers and desktops).

Linux Package Management provides the following capabilities:

+ It provides single point management for patching, installing, and updating packages for large
number of Linux devices at an enterprise level.

Understanding Linux Package Management
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+ It mirrors updates and packages from the NU, RHN, RCE, and Y UM repositories for patches
and packages as ZENworks bundles. You can assign these bundles to Linux managed devices
for package management.

+ |t supports the download of delta RPMs on the managed devices whenever the delta RPMs are
available and applicable, thereby reducing the bandwidth required when patching.

+ It allows you to choose the catalogs, packages, and bundles that you want to mirror.
+ It allowsyou to patch OES servers.

1.2 Using Linux Package Management

Linux Package Management in ZENworks Configuration Management provides the following
functionalities:

+ Section 1.2.1, “Managing and Resolving Package Dependencies,” on page 14
+ Section 1.2.2, “Downloading the Delta RPM Packages to your Devices,” on page 14

+ Section 1.2.3, “ Setting Up a Subscription to the Repositories and Replicating Content to
ZENworks Primary Servers,” on page 14

1.2.1 Managing and Resolving Package Dependencies

A packageis afile that contains software metadata and al the files of the software. You can
download the required packages or package updates from a remote repository by using
subscriptions, and install them on your Linux devices by using the bundles created from
subscriptions.

Packages can aso depend on the functionality of other packages. Linux Package Management helps
manage and resolve these dependencies automatically. You can use Linux bundles to store package
updates and Linux Dependency bundles to provide dependent packages.

For more information on these bundles, see the Chapter 5, “Using Bundles for Linux Devices,” on
page 41.

1.2.2 Downloading the Delta RPM Packages to your Devices

ZENworks 11 Configuration Management also lets you download delta RPM packages to your
devices. Delta RPM packages contain the difference between an old and a new version of an RPM
package. Applying adelta RPM on an older version of an RPM resultsin anew version of the RPM.
It is not necessary to have a copy of the old RPM because a delta RPM can also work with an
installed RPM. The delta RPM packages are smaller in size compared to the complete RPMs, which
is an advantage when downloading package updates.

1.2.3 Setting Up a Subscription to the Repositories and
Replicating Content to ZENworks Primary Servers

The Subscriptions feature in ZENworks 11 Configuration Management makes it easy to set up a
subscription to the repositories such as Novell Update (NU), Red Carpet Enterprise (RCE), or to
other external repositories such as Yellowdog Updater Modified (YUM, which is also called RPM-
MD), so you can replicate content to the ZENworks Primary Servers. You can create Linux bundles
or Linux Dependency bundles from these subscriptions and assign them to devices.

14 ZENworks 11 Linux Package Management Reference



1.3 Understanding RPM Packages

In Linux Package Management, an RPM (RPM Package Manager) is used to manage software
packages. You can use this package format to distribute the software packages either in the
precompiled binary form or the source code form. The RPM packages are usually targeted at
particular distributions. An RPM package fileisidentified with a . rpm extension.

You can install an RPM package either from an RPM file located on the local file system or from
remote HTTP or FTP |ocations.

Each RPM package shares alist of binaries and libraries. These binaries and libraries might be
required by other RPM packages during installation; if so, this creates a dependency. The RPM
system cannot determine the packages that resolve such dependencies, so the ZENworks
Management Daemon automatically searches for the packages in the repositories and downloads
them to resolve the dependencies.

For example, if you request to install package A that depends on package B, and package B depends
on package C, the ZENworks Management Daemon automatically finds the dependent packages B
and C from the available repositories and installs them al ong with the requested package A.

The RPM Package Manager uses the following dependencies:

Requires: Lists packages and files that are required by the current package.
Provides: Lists packages and files that are provided by the current package.
Conflicts: Liststhe packages that conflict with the current package.
Obsoletes: Lists the packages that the current package obsol etes.

You can download and install packages by using the rpm --install package name and rpm --
upgrade package name commands. If you use these commands, you must manually find the
package dependencies and install them.

1.4 Understanding the Repositories

An RPM repository, also known as arepo, is a storage location from which you can retrieve the
software packages and install them on your device. You can also maintain these repositories on
Internet servers.

For example, many Linux distributions use Advanced Package Management tools like YUM,
ZYpper, or YaST to download and install the RPM packages from the repositories.

The following sections explain the different types of repositories and the distributions they are used
in:
+ Section 1.4.1, “NU Repository,” on page 16
+ Section 1.4.2, “RCE Repository,” on page 16
Section 1.4.3, “Red Hat Network,” on page 16
Section 1.4.4, “YUM or RPM-MD Repository,” on page 16
Section 1.4.5, “ZENworks Linux Management Repository,” on page 16

*

*

*

Understanding Linux Package Management
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1.4.1 NU Repository

The NU repository isacollection of YUM repositories. The NU repository hosts RPM packages and
patches. It also contains several metadata files that contain all the required information about the
packages and patches. This repository updates the distributions that are supported in ZENworks 11 .
For more information, see “Linux Managed Device Requirements’ in the ZENworks 11 Installation
Guide.

The NU repository is available at the Novell update (https://nu.novell.com/repo). This server
requires authentication with your Novell account name and password.

1.4.2 RCE Repository

The RCE repository contains metadata files that contain the packages and patches along with their
information. This repository updates the distributions that are supported in ZENworks 11 . For more
information, see “Linux Managed Device Requirements’ in the ZENworks 11 Installation Guide.

This repository is available at Red Carpet Enterprise (https://update.novell.com/data). This server
requires authentication with your Novell account name and password.

1.4.3 Red Hat Network

The Red Hat Network (RHN) repository contains metadata files that contain packages and patches.
Thisrepository updates the distributions that are supported in ZENworks 11 . For more information,
see“Linux Managed Device Requirements’ in the ZENworks 11 Installation Guide:

1.4.4 YUM or RPM-MD Repository

The YUM repository, also referred to as the RPM-MD repository, is a collection of packages and
metadata containing information about packages and patches. The metadata is hosted in the RPM-
MD format that is used by the package management functionality.

1.4.5 ZENworks Linux Management Repository

You can use the ZENworks Linux Management repository to replicate content from the ZENworks
7.x Linux Management Server to the ZENworks Configuration Management Server.

1.5 Patching the Client Systems

The best way to obtain updatesisto periodically replicate the updates to the ZENworks
Configuration Management server, and then assign the replicated bundle to the managed devices,
which saves the Internet bandwidth.

1.6 Registering with the Novell Customer Center

Novell Customer Center is an online tool that makes it easier for you to manage your business and
technical interactions with Novell. From one location, you can do the following:

+ Review the status of supported Novell products, subscriptions, and services

16 ZENworks 11 Linux Package Management Reference
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+ Obtain support

+ Get Linux updates and patches
ZENworks Configuration Management Server registers the zone with Novell Customer Center. The
registration supplies the name and operating system information about each of the SUSE Linux

devices (servers/agent ) in the zone to Novell Customer Center so that from Novell Customer
Center you can see the SUSE (servers/desktop) that are installed for licensing purposes.

For more information about Novell Customer Center, see the Novell Customer Center
documentation (http://www.novell.com/documentation/ncc/index.html).

ZENworks Configuration Management helps you to register all SUSE Linux Enterprise Server
(SLES) 10, SUSE Linux Enterprise Desktop (SLED) 10, SLES 11, and SLED 11 managed devices
into Novell Customer Center at the same time. By integrating Novell Customer Center with the
ZENworks Configuration Management server, you do not need to individually register each
managed device with Novell Customer Center.

You can register with Novell Customer Center in any of the following ways.

+ Section 1.6.1, “Registering through ZENworks Control Center,” on page 17
* Section 1.6.2, “Registering through the zman Command,” on page 17

1.6.1 Registering through ZENworks Control Center

1 Loginto ZENworks Control Center, then click the Configuration tab.

2 In Management Zone Settings, click Infrastructure Management > Novell Customer Center to
display the Novell Customer Center page.

3 Configure the following settingsto register the Linux devices and upload their basic hardware
inventory information to Novell Customer Center:

+ Inthe Register field, select a server that you want to register with Novell Customer Center.
The drop-down list displays the Primary Serversin the Management Zone.

+ Select the Enable link-up with Novell Customer Center option to enable the server to
periodically transmit information about itself and its devices to Novell Customer Center.

+ The Recurring scheduling option lets you repeat the event at a specified interval. For more
information on the Recurring schedule type, see “ Schedule Types' in the ZENworks 11
System Administration Reference.

4 Click Apply, then click OK.

1.6.2 Registering through the zman Command

You can use the following command to register your device with Novell Customer Center:

zman ncc-register e-mail address registration key Primary Server path --
nccConfigXML --reRegister

email: The e-mail addressto register the Primary Server with the Novell Customer Center Server.

registration-key: The registration key to register the Primary Server with the Novell Customer
Center Server.

Understanding Linux Package Management
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Primary Server path: The path of the Primary Server to register with the Novell Customer Center
Server.

-i, --nccConfigX ML= ncc-config.xml: The XML file that contains registration information such as
the product, version, architecture, and release.

-1, --reRegister: Reregister the Primary Server with the Novell Customer Center Server.

Examples

To register the local Primary Server with the Novell Customer Center Server, run the following
command:

zman ncc-register email reg-key

To register a specific Primary Server with the Novell Customer Center Server, run the following
command:

zman ncc-register email reg-key server path

To reregister the local Primary Server with the Novell Customer Center Server, run the following
command:

zman ncc-register email reg-key --reRegister

To reregister a specific Primary Server with the Novell Customer Center Server, run the following
command:

zman ncc-register email reg-key server path --reRegister

18 ZENworks 11 Linux Package Management Reference



Subscriptions

The Subscriptions feature in ZENworks 11 Configuration Management makes it easy to set up a
subscription to repositories such as Novell Update, Red Carpet Enterprise, or other external
repositories, and replicate content to the ZENworks Primary Servers. The managed devices can
obtain the updates directly from the ZENworks Server instead of obtaining them from the remote
repositories. ZENworks 11 Configuration Management provides an easy-to-use graphical user

interface to create these subscriptions. You can also specify a schedule to run the subscription
replication.

+ Chapter 2, “Introduction,” on page 21
+ Chapter 3, “Creating Subscriptions,” on page 25
+ Chapter 4, “Managing Subscriptions,” on page 31

Subscriptions 19
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Introduction

ZENworks 11 Configuration Management lets you use subscriptions to replicate content from NU,
RCE, RHN, YUM or RPM-MD (authenticated and unauthenticated), ZENworks Linux
Management, and Static repositories.

Subscriptions help you to obtain most of the software you want to distribute to managed devices.
You can create subscriptions to:

+ Sdlect the targets for which to replicate the content and create bundles.

+ Replicate content and create Linux bundles to deploy the software to managed devices.

+ Replicate content and create Linux Dependency bundles to make the software packages
available to the managed devices to resolve package dependencies.

+ Download the source RPMs from remote repositories and create monolithic Linux bundles.
+ Replicate patches from remote update repositories to create Patch bundles. If you want to
replicate only the patches of a selected category, you can use category-based filters.

This section providesinformation about the various subscription types and the different subscription
settings.

+ Section 2.1, “Understanding the Subscription Types,” on page 21
+ Section 2.2, “Configuring the Subscription Settings,” on page 22
* Section 2.3, “Proxy Settings for Subscriptions,” on page 22

2.1 Understanding the Subscription Types

The following types of subscriptions are available in Linux Package Management:

Novell Subscription: Allows you to select subscriptions that you are entitled to download from
Novell Customer Center based on your credentials. By using this subscription, you can replicate
updates for SUSE Linux Enterprise 10 Service Pack 1 or later distributions, all SUSE Linux
Enterprise 11 distributions, and OES 2 distributions. You can create bundles in your Management
Zone with the replicated content.

RCE Subscription: Allows you to select subscriptions that you are entitled to download from
Novell Customer Center based on your credentials. By using this subscription, you can replicate
updates for SUSE Linux Enterprise 10. You can aso create bundlesin your Management Zone with
the replicated content.

RHN Subscription: Allowsyou to replicate content from the Red Hat network for Red Hat
Enterprise Linux distributions.

RPM-MD Subscription: Allows you to replicate subscriptions and packages from both
authenticated and unauthenticated RPM-MD (Y UM) repositories.

Satic Subscription: Allows you to replicate content from the file system located on your local
server and create bundles. You must have a static replication source available in the file system. You
can create the static replication source by using the static replication option from any other
subscription type.

Introduction
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ZLM Subscription: Allows you to select subscriptions that you are entitled to download from the
ZENworks Linux Management server based on your credentials. You can use these subscriptionsto
create bundlesin your Management Zone.

2.2 Configuring the Subscription Settings

To download the package updates from a remote repository, you can configure the settings on the
Subscription Settings page in ZENworks Control Center.

1 Loginto ZENworks Control Center.

2 Click Configuration > Infrastructure Management > Subscription Settings.

You can configure the following subscription settings on the Subscription Settings page:

+ Subscription Replication Settings
* Subscription Performance Settings
* Proxy Settings for Subscriptions

2.2.1 Subscription Replication Settings

+ Throttling Rate (KBps): Specify the rate at which you want to download the updates. If no
value is specified, the replication uses the entire available bandwidth.

For example, if you specify the throttling rate as 100, the package updates are downloaded
from the remote repository at arate of 100 kilobytes per second

+ Session Connection Timeout (secs): Specify the time after which you want to attempt
reconnection to the remote repository, in case of a connection failure. The default value is 120
seconds.

2.2.2 Subscription Performance Settings
+ Maximum Replication Sessions: Specify how many subscription sessions can be run or
replicated simultaneously. The default value is 2, and the maximum value is 5.

+ Subscription Cache: Select whether to enable or disable the subscription cache. The default
valueis Enabled.

If this setting is enabled, the metadata information is read from the cache instead of
downloading it from the repository which greatly reduces the response time when browsing for
catalogs on the remote repository.

2.3 Proxy Settings for Subscriptions

If you have configured your network to use a proxy server, you must configure the proxy server
subscriptions.

1 Use atext editor to open the 1pm-server.properties file. Thisfileislocated in /etc/opt/
novell/zenworks/ directory on Linux and in the Novell\ZzENworks\conf directory on
Windows.

2 Edit thefileasfollows:
+ Set the value of subscription-proxyaddress to the IP address of the proxy server.
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*

Set the value of subscription-proxyport to the port number of the proxy server.

*

Set the value of subscription-proxyuser to the name of the proxy user.

*

Set the value of subscription-proxypassword to the password of the proxy username.

*

Set thevalue of subscription-useNTLM to trueif the proxy server usesan NTLM realm.
By default, the valueisfalse.

3 Savethefile.

When you run a subscription, the subscription automatically uses these settings.
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Creating Subscriptions

You can select the platforms and update categories you want to subscribe to and then schedule the
subscription to check for updates regularly. Additionally, Linux subscription management integrates
with the bundle change management features of ZENworks 11 Configuration Management. This
allows you to have new software from the subscriptions sources to be created as a sandbox where
the changes can be tested before being published in the production environment.

+ Section 3.1, “Prerequisites for Creating Subscriptions,” on page 25

+ Section 3.2, “Creating Subscriptions by Using ZENworks Control Center,” on page 26

+ Section 3.3, “Creating Subscriptions by Using the zman Command Line Utility,” on page 29

3.1 Prerequisites for Creating Subscriptions

You must first create the credentials before you can use them to create subscriptions. Credentials are
used to authenticate to the repositories.

For more information on how to create credentials, see “ Credential Vault” in the ZENworks 11
System Administration Reference.

The following table describes how to obtain the username, password, and other prerequisites for
each subscription:

Subscription Types Prerequisites

Novell Subscription, RCE You can obtain the username and password to use as credentials either by

Subscription directly contacting Novell Customer Center or by obtaining the values of
the deviceid and secret files from a device that is already registered to
Novell Customer Center.

For more information on how to register with Novell Customer Center, see
the Novell Customer Center documentation (http://www.novell.com/
documentation/ncc/).

On SUSE Linux Enterprise 10 and OES2 devices, you can obtain the
values of the deviceid and secret files from the /etc/zmd/deviceid and
the /etc/zmd/secret locations in order to authenticate to the NU or
RCE repositories.

On SUSE Linux Enterprise 11 devices, you can obtain the username and
the password values from the /etc/zypp/credentials.d/
NCCcredentials file.
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Subscription Types Prerequisites

ZLM Subscription You must obtain the IP address or the DNS name of the ZENworks Linux
Management Server from which you want to replicate content. You must
also obtain the deviceid and secret values of a device that is registered to
the ZENworks Linux Management Server. By using these as credentials,
you can replicate only the content that the device is entitled to.

On SUSE Linux Enterprise 10 devices or SUSE Linux Enterprise 11
devices, you can obtain the value of deviceid and secret from the /etc/
zmd/deviceid and /etc/zmd/secret files respectively, or from the /
etc/opt/novell/zenworks/zmd/deviceid and /etc/opt/
novell/zenworks/zmd/secret files on any other registered devices.

YUM (RPM-MD) Obtain the URL of an available YUM (RPM-MD) repository. If the
repository is authenticated, you must obtain the username and password
to access the repository URL.

RHN Subscription 1. From an RHEL device, obtain the systemid file that is located in /
etc/sysconfig/rhn/.

2. Use the systemid file as a credential to authenticate to the RHN
repository.

3.2 Creating Subscriptions by Using ZENworks
Control Center

1 InZENworks Control Center, click Configuration > Subscriptions.

2 Inthe Subscriptionslist, click New, then click Subscription to display the Select Subscription
Type page.

3 Select the subscription type that you want to create, then click Next to display the Define
Details page.

4 Fill inthefields:
Subscription Name: Specify a unique name for the subscription.

Folder: Type the name or browse to the folder that this subscription will be created in. By
default, the subscription will be created in the /subscriptions folder.

Download to Folder: Browseto and select the destination folder where you want to download
the subscriptions. The default folder is /Bundles.

NOTE: The specified folder is not applicable when you choose to create a Static Subscription.
Irrespective of the folder you specify, the subscriptions are downloaded to the following
folders:

+On Windows. %ZENWORKS HOME%\work\cache\pkg-repo\Static Subscriptions

+On Linux: /var/opt/novell/zenworks/cache/pkg-repo/Static_Subscriptions

Description: Provide a short description for the subscription. This description is displayed on
the subscription’s Summary page.

5 Click Next to display the Define Remote Server Details page.

Depending on the type of subscription you select, the following table describes the tasks you
must perform on the Remote Server Details page:
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Subscription
Type

Task

Additional Details

Novell
Subscription

RCE
Subscription

RHN
Subscription

RPM-MD
Subscription

Static
Subscription

1.

In the Remote Server URL field, specify
the URL of the NU repository you want to
access.

Browse to and select the remote server
credential from the Credential Lookup
dialog box.

In the Remote Server URL field, specify
the URL of the RCE repository you want
to access.

Browse to and select the remote server
credential from the Credential Lookup
dialog box.

In the Remote Server URL field, specify
the URL of the RHN repository you want
to access.

Browse to and select the systemid file
from the Upload Content dialog box.

In the Remote Server URL field, specify
the URL of the RPM-MD (YUM)
repository you want to access.

Browse to and select the remote server
credential from the Credential Lookup
dialog box.

Select a platform from the drop-down list
to download the subscriptions.

Specify the location of the file system
from which to download the content.

Click Add Source to display the Select
Source dialog box.

The Select Source dialog box displays all
the available sources that are enabled for
static replication.

Select the source from which to
download the content, then click OK.

By default, the Remote Server URL
field displays https://
nu.novell.com/repo

For more information, see
Section 3.1, “Prerequisites for
Creating Subscriptions,” on
page 25.

By default, the Remote Server URL
field displays https://
update.novell.com/data

By default, the Remote Server URL
field displays https://
xmlrpc.rhn.redhat.com/
XMLRPC.

The following platforms are
available:

¢ SLES 10
¢ SLED 10
¢ SLES 11
¢ SLED 11
¢ RHEL4
¢ RHELS

If you are replicating content from a
ZENworks 11 Server, by default the
static source location is /var/opt/
novell/zenworks/cache/pkg-
repo/Static_Subscriptions
on Linux and

$ZENWORKS HOME$%\work\cache
\pkg-
repo\Static_Subscriptions
on Windows. However, if you have
copied the static source to a specific
location, you must specify that path
to import the content.
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10

11
12
13
14

15

16

Subscription

Task Additional Details

Type

ZLM 1. Specify the ZENworks Linux Before you can download the

Subscription Management server’s IP address from catalogs from the ZENworks Linux
which you want to download the Management Server to your
subscriptions as https:// managed device, you must first
ZLM_Server Address. assign the catalogs to the managed

2. Browse to and select the remote server device.

credential from the Credential Lookup
dialog box.

Any managed device to which you
want to download the subscriptions
from the ZENworks Linux
Management Server must be
registered to the ZENworks Linux
Management Server. The managed
device must use its deviceid and
secret as its username and
password to gain access to the
ZENworks Linux Management
Server.

Click Next to display the Certificate Details page, if the remote server certificate is not trusted.

When you trust the remote server certificate, the certificate is stored in the database. When you
try to connect to the same remote server, you won't be prompted for the certificate again.

Click Next to display the Select Catalogs and Categories for Download page.

Based on your credentials, the Select catalogs and categories for download page lists the
catalogs that you are entitled to download. By default, all the catal ogs are selected.

8 Select the catalogs that you want to replicate.

9 For each of the selected catalogs, click the Catalog Name link to display the Edit Catalog
dialog box, then select the targets to download.

By default, all the targets of a catalog are selected.
Deselect the targets and the categories that you do not want to download.

NOTE: The categories are not applicable for RHN and ZLM subscriptions.

(Optional) Specify alocal name for the catalog in the Local Catalog Name field.
Click OK to return to the Select catalogs and categories for download page.
Click Next to display the Schedule Download page.

Select a schedule from the drop-down list to assign to the subscription. The available schedule
types are No Schedule, Date Specific, and Recurring.

For more information on schedul es, see “ Schedule Types® in the ZENworks 11 System
Administration Reference.

In the Subscription Server field, type the name or browse for and select the server to which you
want to replicate the catal ogs.

Click Next to display the Summary page.

Review the information, making any changes to the settings by using the Back button as

necessary.
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17 (Conditional) Select the Define Additional Properties check box to display the subscription’s
Summary page after the wizard finishes.

You can use the various tabs on the Summary page to edit the subscription information.

For example, you can edit the description of the subscription and the base URL of the Remote
Server, apply various options, and schedul e the subscription.

For more information on these additional properties, see Section 4.3, “Editing Subscriptions,”
on page 32.

18 Click Finish to create the subscription.

3.3 Creating Subscriptions by Using the zman
Command Line Utility

ZENworks Configuration Management allows you to create different types of subscriptions. Each
subscription hasits own set of data and configuration settings. Because it is difficult to pass the data
as arguments in the command line, the zman utility requires XML files as an input to create
subscriptions. To use the zman command line utility to create a subscription, you must have a
subscription of the same type already created through ZENworks Control Center and export it to
XML. You then use the exported XML file as atemplate to create subscriptions with zman.

For example, you can export a Novell Subscription aready created through ZENworks Control
Center into an XML file, then useit to create another Novell Subscription with zman.

1 Create asubscription in ZENworks Control Center.

For example, create a Novell Subscription called NU that accesses the Novell Updates (https://
nu.novell.com/repo) repository.

For more information on how to create subscriptions by using ZENworks Control Center, see
Section 3.2, “ Creating Subscriptions by Using ZENworks Control Center,” on page 26.

2 Export the subscription created in Step 1 to an XML file by using the following command:

zman subscription-export subscription name subscription data.xml

For example, export the NU subscription to NU. xm1 by using zman subscription-export
NU NU.xml.

If you want to create the subscription with new data, continue with Step 3. If you want to create
the subscription with the same data as the NU subscription, skip to Step 4.

3 To create a subscription with new data, modify the XML file according to your requirements.

For example, change the value of <Base> from https://nu.novell.com/repo tothe URL
of the repository you want to access in the <RemoteServers section of the XML file as shown
below:

<RemoteServers>

<Base>https://nu.novell.com/repo</Base>

<CredentialName>>/Credentials/NU</CredentialName>
</RemoteServers>

4 To create a new subscription, with the same data as the template, use the following command:

zman subscription-create new subscription name subscription xml filename.xml

For example, to create NU1 subscription, run the zman subscripton-create NU1 NU.xml
command.

Creating Subscriptions

29


https://nu.novell.com/repo

30 ZENworks 11 Linux Package Management Reference



Managing Subscriptions

The Subscriptions feature allows you to effectively manage the software content in your ZENworks
system.

*

Section 4.1, “Creating Folders,” on page 31

Section 4.2, “Renaming, Copying, or Moving Subscriptions,” on page 31
Section 4.3, “Editing Subscriptions,” on page 32

Section 4.4, “Replicating Content,” on page 35

Section 4.5, “Enabling or Disabling Subscriptions,” on page 38

Section 4.6, “ Deleting Subscriptions and Subscription Folders,” on page 38

*

*

*

*

*

4.1 Creating Folders

A folder is an organization object that is displayed in ZENworks Control Center. You can use folders
to structure your subscriptions in amanageabl e hierarchy for your ZENworks system. For example,
you might want afolder for each type of subscription (Novell Subscription, RCE Subscription, RHN
Subscription, and so forth).
1 In ZENworks Control Center, click the Subscriptions tab.
2 Click New > Folder.
The New Folder dialog box is displayed.
3 Fill inthefields:
Name: Provide a unique name for the folder.

Ensure that the name adheres to the naming conventions; not all characters are supported. For
more information on naming conventions, see “Naming Conventionsin ZENworks Control
Center” in the ZENworks 11 System Administration Reference.

Folder: Type the name or browse to the folder that contains this folder in the ZENworks
Control Center interface.

Description: Provide a short description of the folder's contents.
4 Click OK.

4.2 Renaming, Copying, or Moving
Subscriptions

Depending on the type of object you select to edit, you can rename, copy, or move the object. For
example, if you select a Subscription object, you can rename, copy, and move the subscription. If
you select a Subscription folder, you can rename or move the folder, but not copy it. If an optionis
dimmed, that option is not available for the selected object type.

Some actions cannot be performed on multiple objects. For example, if you select multiple objects,
the Rename option is not available from the Edit menu.

1 In ZENworks Control Center, click the Subscriptions tab.
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2 Inthe Subscriptions list, select the check box next to the subscription’s name or folder, then
click Edit.

3 Select an option:
Rename: Click Rename, provide a new name for the folder, then click OK.
Copy: Click Copy, provide a new name for the copy, then click OK.

The copy option isuseful to create anew subscription that is similar to an existing subscription.
You can copy a subscription and then edit the new subscription's settings.

Move: Click Move, choose a destination folder for the selected objects, then click OK.

4.3 Editing Subscriptions

You can edit an existing subscription to add additional properties, to change its description, add or
remove the subscription from a subscription folder, add or remove packages from the bundle, and
more.

You can use ZENworks Control Center or the zman command line utility to edit subscriptions. The
following procedure explains how to edit a subscription by using ZENworks Control Center. If you
prefer the zman command line utility, see “ Subscription Commands” in the ZENworks 11 Command
Line Utilities Reference.

1 InZENworks Control Center, click the Subscriptions tab.

2 Click the subscription name you want to edit to display the Summary page.

Use the Summary page to view detailed information about the selected subscription. This page
provides general information about the subscription, the remote server URL and its credentials,
the options that can be additionally set for a subscription, and the schedule information such as
the replication schedule and status, the last replication date, and the URL of the subscription
serve.

You can also use this page to edit the subscription’s description, enable or disable the
subscription, and change other configuration settings as described.

3 Make the configuration changes:

3a Review theinformation in the Genera section, then make the desired changes. You can
edit only the Description, Download to Folder, and Enabled fields.

Name: Displays the name of the subscription.
Type: Displays the type of subscription.
Created By: Displayswho created the subscription.

GUID: Displays the subscription’s GUID (globa unique identifier), which is arandomly
generated string that provides a unique identifier for the subscription.

Description: Displays the subscription’s description if it was provided when the
subscription was created. The description appears only in ZENworks Control Center.

Click Edit to change the description, as necessary.

Enabled: Displays Yesif the subscription is enabled, or displays No if the subscriptionis
disabled.

Click the link next to the field to enable or disable the subscription, as necessary.

Download To Folder: Displays the folder to which to download the subscriptions. To
change the folder, browse to and select a different folder.
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3b

3c

NOTE: The specified folder is not applicable when you choose to create a Static
Subscription. Irrespective of the folder you specify, the subscriptions are downloaded to
the following folders:

+On Windows. %ZENWORKS HOME%\work\cache\pkg-repo\Static Subscriptions

+On Linux: /var/opt/novell/zenworks/cache/pkg-repo/
Static_Subscriptions

Subscription Logs: Click the View Log link to display any warning or error messages for
the subscription.

Review the information in the Remote Server section, then make the desired configuration
changes:

Base URL : Displaysthe URL of the repository that you want to access and the server
credentials that you provided while configuring the remote server for the subscription.

Click Edit to provide a different URL.

Server Credentials: Displays the server credentials that you provided while configuring
the remote server for the subscription. To change the credential, browse to and select a
different credential.

Select the common options and the bundle options that you want to additionally set for the
subscription:

Dry Run: Select this option to perform atest to determine if the content can be
successfully downloaded. A successful dry run ensures that the content can be
successfully downloaded to the server and the bundle can be successfully created.

Force Replication: Select this option to re-download the packages from the repository if
they are corrupted on the ZENworks Server.

Create Sandbox: Select this option to replicate the bundle as a sandbox version. A
sandbox version of a bundle enables you to test it on your device before you actually
replicateit.

RollBack Installation of Bundleson Failure: Select this option to revert the transaction
toitsoriginal state (before the bundles were installed). For more information on the
rollback feature, see Section 8.4, “Rolling Back to a Previously Installed Software
Configuration State,” on page 71.

Satic Replication: Select this option to perform a static replication to download the
package updates from the remote repository to the file system on your local server. On
Linux, the default location to download the content fromis /var/opt /novell/
zenworks/cache/package-repo/Static-Subscription, and on Windows, the
default location is $ZENWORKS HOMES%\work\cache\pkg-

repo\Static_ Subscriptions.

+ Monoalithic Bundle: Thisoption is selected by default for RCE, YUM, and Static
repositories. Monolithic bundles are applicable only for NU, RCE, YUM, and Static
repositories.

If you arereplicating from a ZL M repository that has multiple bundles, selecting this
option creates the same number of bundles asarein the ZLM catalog. If you are
replicating content from a repository other than aZLM repository, selecting this
option creates asingle bundle.

+ Source RPMs: Select this option to download the source RPMs, if they are available
in the remote repository, to the monolithic bundle.
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+ Patches: Select this option to download patches to the local file system. Patches are
applicable only for NU, RCE, and YUM.

A monolithic bundleis replicated along with patches. However, the monolithic
bundleis skipped if all categories are not selected or the bundle filter is configured.

+ Retain Bundle GUID: This option is applicable only for ZLM Subscriptions and
Static subscriptions created with the ZENworks Linux Management static source.

Select this option to prevent the bundle from being reinstalled on managed devices
that are migrated from ZENworks Linux Management to ZENworks Configuration
Management.

Create Linux Bundle: Thisoption is selected by default for NU and RCE repositories.
Select this option to create a Linux bundle on the ZENworks server.

+ Monalithic Bundle: Thisoption is applicable only for NU, RCE, YUM, and Static
repositories and is selected by default.

If you are replicating from aZLM repository that has multiple bundles, selecting this
option creates the same number of Linux bundles as arein the ZLM catalog. If you
are replicating from a repository other than aZLM repository, selecting this option
creates asingle Linux bundle.

+ Source RPMs: Select this option to download the source RPMs to the bundle.

+ Patches: Thisoption is applicable only for NU, RCE, YUM, and Static repositories
and is selected by default for the NU and RCE repositories. Select this option to
create patch bundles and download the patches to these bundles.

A monoalithic bundleis replicated along with patches. However, the monolithic
bundleis skipped if al categories are not selected or if the bundlefilter is configured.

+ Create Category based Bundle Groups. Select this option to create different
bundle groups for the replicated bundles based on their categories.

+ Retain Bundle GUID: Thisoption is applicable only for ZLM subscriptions and
Static subscriptions created with the ZENworks Linux Management static source.

Select this option to prevent the bundle from being reinstalled on managed devices
that are migrated from ZENworks Linux Management to ZENworks Configuration
Management.

Create Linux Dependency Bundle: Select this option to create a Linux Dependency
bundle on your ZENworks server.

If you are replicating from aZLM repository that has multiple bundles, selecting this
option creates the same number of Linux dependency bundles as arein the ZLM catal og.
If you are replicating from arepository other than aZLM repository, selecting this option
creates asingle Linux dependency bundle.

+ Publish Packages: Select this option to alow the user on the ZENworks agent to
directly install the packages on the agent by using the zac command. If you do not
select this option, the packages are used for dependency resolution in other Linux
bundles.

3d Review the information in the Schedule section, then make the desired configuration
changes:

Satus: Displays the subscription status.
Click Run Now to begin the subscription immediately.
Last Replication: Displays the date on which the content was last replicated.
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Subscription Server: Displays the complete path of the ZENworks Primary Server to
which you are downloading the content. To change the server, browse to and select a
different server.

Replication Schedule: Displays the schedule type that you set up while creating the
subscription. Select a different schedule type from the drop-down list or edit the existing
one, as necessary.

For more information on schedules, see “ Schedule Types® in the ZENworks 11 System
Administration Reference.

3e Click Apply to save any changes.

4.4 Replicating Content

+ Section 4.4.1, “ Starting a Replication,” on page 35

* Section 4.4.2, “Canceling a Replication,” on page 36

+ Section 4.4.3, “ Suspending a Replication,” on page 36

* Section 4.4.4, “Resuming a Suspended Replication,” on page 37

4.4.1 Starting a Replication

You can start areplication in one of the following ways:

+ “Using ZENworks Control Center to Start a Replication” on page 35
+ “Using the zman Command to Start the Replication” on page 35

Using ZENworks Control Center to Start a Replication
To immediately start the replication:

1 Loginto ZENworks Control Center.

2 Click Configuration > SQubscriptions.

3 Sdlect the check box next to the subscription that you want to run.
4 Click Quick Tasks in the menu, then click Run Now.

To schedule the replication:

1 InZENworks Control Center, click Configuration > Subscriptions.
2 Click the subscription link in the Name column to display the subscription’s Summary page.

3 Inthe Schedule pane, select a schedule type to start the replication. The available schedule
types are No Schedule, Date Specific, and Recurring.

If you select No Schedule, then click Run Now, the replication starts immediately.

For more information on schedul es, see “ Schedule Types® in the ZENworks 11 System
Administration Reference.

Using the zman Command to Start the Replication
You can use the following command to begin the replication:

zman subscription-replicate subscription name destination folder path options
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For more information on this command, see “ Subscription Commands” in the ZENworks 11
Command Line Utilities Reference.

4.4.2 Canceling a Replication

You can cancel areplication that isin an InProgress or Suspended state. When you cancel a
replication, the Satus column for the subscription displays Canceled on the Subscription page.

The packages that are already downloaded to the cache are automatically deleted when you cancel
the replication.

If you cancel areplication when abundle creation isin progress, the replication is canceled only
after the bundleis created.

You can cancel areplication in any of the following ways:

+ Using the Action Menu to Cancel a Replication
+ Editing the Subscription to Cancel a Replication
+ Using the zman command to Cancel a Replication

Using the Action Menu to Cancel a Replication

1 InZENworks Control Center, click Configuration > Subscriptions.
2 Select the check box next to the subscription that you want to cancel.
3 Click Action > Cancel.

Editing the Subscription to Cancel a Replication

1 InZENworks Control Center, click Configuration > Subscriptions.
2 Inthe Subscriptions list, click the subscription link of the subscription that you want to cancel.
The Subscription’s Summary page is displayed.

3 If thereplication statusis In Progress or Suspended, click the View Log link in the General
pane.

The Subscription Log Details dialog box is displayed.
4 Click Cancel Replication to cancel the replication.

Using the zman command to Cancel a Replication
To cancel areplication, run the following command:
zman subscription-replication-status subscription name --cancel

For more information on this command, see “ Subscription Commands” in the ZENworks 11
Command Line Utilities Reference.

4.4.3 Suspending a Replication

You can suspend areplication to temporarily stop the replication that isin progress. The packages
that are already downloaded to the cache are not deleted when you suspend the replication.
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You can suspend areplication that isin an InProgress state. When you suspend a replication, the
Satus column for the suspended subscription displays Suspended on the Subscription page.

If you suspend areplication when abundle creation isin progress, the replication is suspended only
after the bundle is created.

You can suspend areplication in any of the following ways:

+ “Using the Action Menu to Suspend a Replication” on page 37
+ “Editing the Subscription to Suspend a Replication” on page 37
+ “Using the zman Command to Suspend a Replication” on page 37

Using the Action Menu to Suspend a Replication

1 InZENworks Control Center, click Configuration > Subscriptions.
2 Select the check box next to the subscription that you want to suspend.
3 Click Action > Suspend.

Editing the Subscription to Suspend a Replication

1 InZENworks Control Center, click Configuration > Subscriptions.

2 Inthe Subscriptionsllist, click the subscription that you want to suspend.
The Subscription’s Summary page is displayed.

3 If thereplication statusis In Progress, click the View Log link in the Genera pane.
The Subscription Log Details dialog box is displayed.

4 Click Suspend Replication to suspend the replication.

Using the zman Command to Suspend a Replication
To suspend areplication, run the following command:
zman subscription-replication-status subscription name --suspend

For more information on this command, see “ Subscription Commands” in the ZENworks 11
Command Line Utilities Reference

4.4.4 Resuming a Suspended Replication

When you resume areplication, it proceeds from where it was stopped. If a scheduleis attached to
the subscription, the replication resumes based on the specified schedule.

1 InZENworks Control Center, click Configuration > Subscriptions.
2 Select the check box next to a suspended replication that you want to resume.
3 Click Quick Tasks > Run Now.

To resume areplication, you can also use the Run Now link in the Schedule pane on the
subscription’s Summary page
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4.5 Enabling or Disabling Subscriptions

When you create a subscription in ZENworks Configuration Management, the subscription is
enabled by default. You can, however, disable the subscriptions. If you disable a subscription, you
cannot use it to replicate content until you enable it again.

+ Section 4.5.1, “Disabling Subscriptions,” on page 38

+ Section 4.5.2, “Enabling the Disabled Subscriptions,” on page 38

4.5.1 Disabling Subscriptions

1 InZENworks Control Center, click the Subscriptions tab.
2 Select the check box next to the subscriptions that you want to disable.
3 Click Action > Disable Subscription.

In the Subscriptions list, the status for the selected subscriptions the Enabled column is
changed to No.

4.5.2 Enabling the Disabled Subscriptions

1 InZENworks Control Center, click the Subscriptions tab.
2 Select the check box next to the subscriptions that you want to enable.
3 Click Action > Enable Subscription.

In the Subscriptions list, the status for the selected subscriptions in the Enabled column is
changed to Yes.

4.6 Deleting Subscriptions and Subscription
Folders

If you delete a subscription, the subscription is removed and is not displayed on the Subscriptions
page in ZENworks Control Center.

If you delete afolder that contains subscriptions, both the folder and its subscriptions are removed
and are not displayed on the Subscriptions page in ZENworks Control Center.

To delete a subscription or a subscription folder:

1 In ZENworks Control Center, click the Subscriptions tab.
2 Inthe Subscriptions list, select the check box next to the objects that you want to delete.
3 Click Delete.

The Delete Subscriptions dialog box is displayed.

4 |f you want to delete the bundles created by the subscription, select the Del ete the bundles
created by the subscriptions check box.

5 Click OK.
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Bundles for Linux Devices

ZENworks 11 Configuration Management lets you efficiently deliver RPM-based software.
Additionally, because Linux uses the bundle management framework in ZENworks Configuration
Management, you can now perform additional configuration tasks, deploy additional files and
directories, and execute scripts.

This section contains the following information:

+ Chapter 5, “Using Bundles for Linux Devices,” on page 41
+ Chapter 6, “Actions,” on page 51
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Using Bundles for Linux Devices

A bundle consists of all thefiles, configuration settings, installation instructions, and other
information required to deploy and manage the application or files and perform various management
tasks on adevice.

The Linux Package Management features lets you create the Linux bundles and the Linux
Dependency bundles by using Subscriptions, by using the bundle wizard in ZENworks Control
Center, or by using the zman command line utility.

The following sections contain instructions on how to create the Linux bundles from Subscriptions
in ZENworks Control Center:

+ Section 5.1, “Package and Bundle Flags,” on page 41
Section 5.2, “ Creating Linux Bundles,” on page 42
Section 5.3, “ Creating Linux Dependency Bundles,” on page 44

*

*

*

Section 5.4, “ Creating and Managing Y UM Services for Bundles on Linux Devices,” on
page 47
Section 5.5, “Managing Bundles for Linux Devices,” on page 49

*

5.1 Package and Bundle Flags

When you install or remove aLinux RPM Application bundle on adevice, the nature of the package
install or removal depends on various package and bundle flags.

Some of the important flags are described bel ow:

Freshen: Packagesfor which thisflag is set to true are installed or upgraded only if alower version
of the package is already installed on the device. If the flag is set to false, the packages are installed
along with their dependent packages while installing the bundle.

If the version of the package that isinstalled on the deviceis later than the version of the package in
the bundle, the installation of the package in the bundle is skipped during bundle installation.

Install Type: The Install Type flag allows Auto, Upgrade, or Install operations on a packagein a
bundle. The default value while creating Linux bundlesis Auto. When the Install Typeis set to Auto
or Upgrade, the package isinstalled or upgraded. This operation is similar to the operation
performed when you runthe rpm --upgrade or rpm -U commands. When the Install Typeis set to
Install, the packageinstallation operation is similar to the operation performed when you run the rpm
--install OF rpm -i commands. With rpm -i, multiple versions of the same package can be
installed simultaneously. However, if there are conflicting packages, the rpm -i command displays
an error, but ZENworks agent forcibly installs the package, similar tothe rpm -i --force
command.

When multiple versions of the package with conflicting files are installed, the RPM indicates that
multiple versions are installed, but only the files of the package that was last installed are available
on the device. Therefore, it is not advisable to set the Install Typeto Install unless you are sure that
multiple versions of the package can coexist. For example, two different versions of kernel packages
or two different versions of Java packages can coexist with each other.
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For most of the packages, multiple versions of the same package cannot coexist.

NOTE: For replicating packages by using subscriptions, the Install Type for kernel packagesis set
to Install by default.

Allow Removal of Conflicting Packages: This option is selected by default for the Install RPMs
action. It allows the ZENworks agent to automatically remove any conflicting packages during the
installation. If you do not select this check box, the conflicting packages are not removed, and the
package installation fails.

Ignore Dependencies:. If thisflag is set to true, the RPMs are installed without checking for
dependencies. This means that the dependent packages are not installed during package installation.
This option is useful if you have aready installed the dependent RPM s of a package before
installing the package. For example, you can install the dependent packages by using the tar zip
archive.

NOTE: You cannot choose to remove the conflicting packages and to ignore dependencies at the
same time. This is because dependency resolution is necessary to effectively allow the removal of
conflicting packages and the dependency resolution is not done while ignoring dependencies.

5.2 Creating Linux Bundles

You can use Linux bundlesto install, upgrade, or remove RPM packages, install or remove files, or
perform various management actions such as running scripts, editing files, or launching applications
on the device. The various Linux bundles types can be created by using the zman utility or from
ZENworks Control Center. You can also create Linux bundles with RPM packages from
Subscriptions by downloading packages and patches from remote repositories.

You can create Linux bundlesin any of the following ways:

+ Section 5.2.1, “Using ZENworks Control Center to Create a Bundle,” on page 42
+ Section 5.2.2, “Mirroring Content from Repositories to Create a Bundle,” on page 43
+ Section 5.2.3, “Using the zman Command to Create a Bundle,” on page 43

5.2.1 Using ZENworks Control Center to Create a Bundle

1 In ZENworks Control Center, click the Bundles tab to display the Bundles panel.
2 Click New > Bundle to display the Create New Bundle Wizard.

3 Sedlect Linux Bundle, then click Next.

4 Select the desired bundle category:

Empty bundle: A bundle with no initial tasks. This bundle category is useful to quickly create
abundle without performing all tasks in the Create New Bundle Wizard. After you create the
empty bundle, you can edit its detailsto add actions, and so forth, at alater time.

Create/Delete Directory: A bundle that creates or deletes adirectory. Thisbundleis created
with the Create/Del ete Directory action. You can add other actions to this bundle or edit the
aready existing action.

For more information on how to add or edit actions, see Chapter 6, “Actions,” on page 51.
Install Directory: A bundle that installs a directory.
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5

6

Install Files: A bundlethat installs the filesin the bundle.

RPM Application: A bundle with the Install RPMs action to install RPM packages on the
device.

On the Define Details page, specify a name for the bundle, then click Next.

Asyou complete the wizard, if you need moreinformation about any fields or options, click the
Help button located in the upper right corner of ZENworks Control Center.

If you need to add actions to the bundle, continue with Chapter 6, “Actions,” on page 51.

5.2.2 Mirroring Content from Repositories to Create a Bundle

You can create a Linux bundle if you are mirroring content from the NU, RCE, YUM, and Static
repositories.

1

In ZENworks Control Center, create a NU, RCE, RPM-MD or Static subscription.

For more information on how to create subscriptions, see Section 3.2, “ Creating Subscriptions
by Using ZENworks Control Center,” on page 26.

Click the subscription name link on the Subscriptions page.
The Subscription’s Summary page is displayed.
In the Options panel, select Create Linux Bundle in the Bundle Options group.

The Monolithic Bundle option is selected by default. If you are replicating from aZLM
repository that has multiple bundles, selecting this option creates the same number of Linux
bundles asarein the ZLM catalog. If you are replicating from arepository other than aZLM
repository, selecting this option creates a single Linux bundle.

4 Select Source RPMs to download the source RPMs, if they are available, in to the bundle.

If you want to create patch bundles, select the Patches option to create patch bundles and
download the patches to these bundles. This option is selected by default for the NU and RCE
repositories.

Select Create Category based Bundle Groups to create different bundle groups for the
replicated bundles based on their categories.

Click the Run Now link in the Schedule pane or from the Quick Tasks menu on the
Subscriptions page to begin the replication immediately.

or
Schedule when you want to replicate.

For more information on schedul es, see “ Schedule Types® in the ZENworks 11 System
Administration Reference.

If the replication is successful, the Linux bundleis created in afolder on the ZENworks server. The
folder name isthe catal og name that you chose to download while creating the subscription. You can
see this folder in ZENworks Control Center > Bundles.

5.2.3 Using the zman Command to Create a Bundle

1

Run the zman bundle-create bundle name path of bundle xml file command.
You can obtain the sample bundle XML files from the following locations on the server:
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/opt/novell/zenworks/share/zman/samples/linuxbundles/
Empty LinuxBundle.xml

On Windows: $ZENWORKS HOME%\share\zman\samples\linuxbundles/
Empty LinuxBundle.xml

2 Add packages to the Linux bundles:

1. Create an action XML filefor thelocal RPM packages by running the zman 1inux-
export-actions command.

When you create the action XML file for Linux bundles, the action type argument should
be Install RPM.

2. Add the packages to the bundle by running the zman bundle-add-actions command.
The action XML file that was created should be used as an argument with this command.

For more information on the commands, see “Bundle Commands’ in the ZENworks 11 Command
Line Utilities Reference.

5.3 Creating Linux Dependency Bundles

You can create Linux Dependency bundles to store the dependency packagesin order to resolve
package dependencies on the managed device.

Linux Dependency bundles cannot be installed on a device by using the zac bundle-install
command. However, on the agent, you can install packages from a Linux Dependency bundle by
using the zac install command if the Publish Package flag is set to true for those packages. The
agent command to list the packages of abundle does not list any package for the Linux Dependency
bundles unless the Publish Package flag is set to true for the package.

NOTE: You cannot assign any schedules while assigning Linux Dependency bundles to devices.

You can create Linux Dependency Bundlesin any of the following ways:

+ Section 5.3.1, “Mirroring Content From Repositories to Create Bundle,” on page 44
+ Section 5.3.2, “Using ZENworks Control Center to Create aBundle,” on page 45
+ Section 5.3.3, “Using the zman Command to Create a Bundle,” on page 46

5.3.1 Mirroring Content From Repositories to Create Bundle

1 Inthe ZENworks Control Center, create a subscription.

For more information on how to create subscriptions, see Section 3.2, “ Creating Subscriptions
by Using ZENworks Control Center,” on page 26.

2 Click the subscription name link on the Subscriptions page.
The Subscription’s Summary page is displayed.
3 Inthe Options panel, select Create Linux Dependency Bundle in the Bundle Options group.

If you are replicating from a ZLM repository that has multiple bundles, selecting this option
creates the same number of Linux Dependency bundles as arein the ZLM catalog. If you are
replicating from arepository other than aZLM repository, selecting this option creates asingle
Linux dependency bundle.

44  ZENworks 11 Linux Package Management Reference



4 Select the Publish Packages option to allow the user on the ZENworks agent to directly install
the packages on the agent by using the zac command. If you do not select this option, the
packages are used for dependency resolution in other Linux bundles.

5 Click the Run Now link in the Schedule pane or from the Quick Tasks menu on the
Subscriptions page to begin the replication immediately.

or
Schedule when you want to replicate.

For more information on schedules, see “ Schedule Types’ in the ZENworks 11 System
Administration Reference.

If the replication is successful, the Linux Dependency bundleis created in afolder on the ZENworks
server. The folder name is the catalog name that you chose to download while creating the
subscription. You can see this folder in ZENworks Control Center > Bundles.

You can also create Linux Dependency bundles from the Bundles tab in ZENworks Control Center
or by using the zman command line utility.

For more information on how to create Linux Dependency bundles from the Bundlestab in
ZENworks control Center, see the ZENworks 11 Software Distribution Reference. For more
information on how to create Linux Dependency bundles by using the zman command line utility,
see “Bundle Commands” in the ZENworks 11 Command Line Utilities Reference.

5.3.2 Using ZENworks Control Center to Create a Bundle

In ZENworks Control Center, click the Bundles tab to display the Bundles panel.
Click New > Bundle to display the Create New Bundle Wizard.
Select Linux Dependency Bundle.

A W N PP

On the Define Details page, specify aname for the bundles, then click Next.

Asyou complete thewizard, if you need moreinformation about any fields or options, click the
Help button located in the upper right corner of ZENworks Control Center.

5 Onthe Select .rpm Files page, perform any of the following tasks:

Task Steps

Add a file 1. Click Add to display the Upload Files dialog box.
2. Click Add, then select the files that you want to upload.
3. Click OK.

The Status field displays the status of the RPM files that you are uploading.
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Task Steps

Edit a file 1. Select the check box next to the files that you want to edit.
2. Click Edit.

3. Select Set Publish Packages if you do not want certain packages to be
automatically installed on the agent.

Select Set Publish Packages if you want to manually install the packages on the
agent by using the zac command. If you select this option, the Publish Packages
column displays Yes for the selected package.

Select Unset Publish Packages to install the packages on the agent while
resolving dependencies only. The packages for which this option is selected are
not visible on the agent. If you select this option, the Publish Packages column
displays No for the selected package. By default, the Publish Packages column
displays No.

Remove a 1. Select the check box next to the files that you want to remove, then click Remove.
file

6 Click Next to display the Summary page.

7 If you want to perform other configuration tasks after the bundle has been created, select the
Define Additional Properties check box.

For example, you can make assignments to the bundle in the Relationships tab, view actionsin
the Actions tab, and so on.

Select the Create As Sandbox check box to deploy the bundle as a sandbox version. A sandbox
version of a bundle enables you to test it on your device before actually deploying it.

8 Review the configuration, then click one of the following:
+ Back: Letsyou make changes after reviewing the summary.

+ Finish: Creates the Linux Dependency bundle according to the configured settings listed
on this Summary page.

5.3.3 Using the zman Command to Create a Bundle

1 Runthe zman bundle-create bundle name path of bundle xml file command.
You can obtain the sample bundle XML files from the following locations on the server:

/opt/novell/zenworks/share/zman/samples/linuxbundles/
Empty DependencyBundle.xml

2 Add packages to the Linux bundles:

1. Create an action XML file for thelocal RPM packages by running the zman 1inux-
export-actions command.

While creating the action XML file for Linux Dependency bundles, the action type
argument should be Distribute RPM.

2. Add the packages to the bundle by running the zman bundle-add-actions command.
The action XML file that was created should be used as an argument with this command.

For more information on these commands, see “Bundle Commands’ in the ZENworks 11 Command
Line Utilities Reference.
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5.4 Creating and Managing YUM Services for
Bundles on Linux Devices

The RPM packages in the ZENworks package repository are published in aformat that can be used
only by the ZENworks Agent. In other Linux distributions, some package management tools like
YaST, ZYpper, and YUM cannot understand this package repository format of the ZENworks
Server, so they cannot access the necessary packages. In order to make the ZENworks published
packages availabl e to these package management tools, you can export the packagesin abundlieto a
Y UM repository and publish the YUM repository on any ZENworks Server. You can then add the
Y UM repository to YaST, ZYpper, or YUM, or to any tool that understands the format of the Y UM
repository, and make use of the packages on the ZENworks Server.

You can also create aY UM service for bundle groups. Each bundlein the group is created as a patch
in the exported Y UM service.

NOTE:

+ If you create a Y UM repository from a bundle, this new Y UM repository will contain only
packages.

+ If you create a Y UM repository from a bundle group, this new YUM repository will contain
both packages and patches, with each patch corresponding to a member bundle of the bundle
group.

+ YUM repositories created by ZENworks do not support patterns.

You can create a Y UM service for a published version (not a sandbox version) of a Linux bundle or
aLinux Dependency bundle.

* Section 5.4.1, “Creating a Y UM Service,” on page 47

* Section 5.4.2, “Editing a Y UM Service,” on page 48

+ Section 5.4.3, “Removing aYUM Service,” on page 48

5.4.1 Creating a YUM Service

1 InZENworks Control Center, click Bundlesin the |eft pane to display the Bundles panel.

2 Inthe Name column, click a Linux bundle or a Linux Dependency bundle to display its
Summary tab.

3 Inthe General panel, click Create next to the YUM Servicefield.
This opens the Bundle YUM Service Wizard.
4 Inthe Primary Servers panel, click Add.

5 Inthe dialog box, browse for and select the servers on which you want to host the YUM
service, then click OK.

6 Click Finish to create the Y UM service on the bundle.
The bundle's Summary page is displayed.
The YUM Service field displays the relative path of the YUM repository.

The YUM service does not exist until the first YUM serviceis hosted on a Primary Server.
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NOTE: If you are unable to use https for the YUM repository created by ZENworks 11 , see TID
7007928 in the Novell Support Knowledgebase (http://www.novell.com/support/php/
search.do?cmd=displayK C& docType=kc& external |d=7007928& slicel d=2& docTypel D=DT_TID_
1 1&diaoglD=207211650& statel d=0%200%20207215049)

5.4.2 Editing a YUM Service

You can edit a YUM service to add additional Primary Servers on which you want to host the Y UM
service or remove the Primary Servers on which you do not want the Y UM service.
1 InZENworks Control Center, click Bundlesin the |eft pane to display the Bundles panel.

2 Inthe Name column, click a Linux bundle or a Linux Dependency bundle to display its
SUmmary tab.

3 Inthe General panel, click Edit next to the YUM Servicefield.
You can add or remove Primary Servers.
4 IntheBundle YUM Service wizard that is displayed, add or remove the Primary Servers.

Tasks Steps

Adding a Primary Server 1. In the Primary Servers panel, click Add.

2. Browse for and select the servers on which you want to host the
YUM service, then click OK.

3. Click Finish.
4. To remove a Primary Server on which you do not want the YUM
service,

Removing a Primary 1. Inthe Primary Servers panel, select the check box next to the
Server Primary Servers that you want to remove.

2. Click Finish.

5.4.3 Removing a YUM Service

Removing a Y UM service from abundle removesit from all the Primary Servers on which the
serviceis hosted.
1 InZENworks Control Center, click Bundlesin the |eft pane to display the Bundles panel.

2 Inthe Name column, click a Linux bundle or a Linux Dependency bundle to display its
Summary tab.

3 Inthe Genera panel, click Remove next to the YUM Servicefield.

NOTE: Click the Click here to Update YUM Service Now link in YUM Service Settings to
effectively remove the YUM service immediately, or the Y UM service is removed when the next
Y UM Services Refresh Schedule is configured.
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5.5 Managing Bundles for Linux Devices

You can effectively manage software and content in your Linux environment by managing bundles.
You can also manage bundle groups and folders.

For more information on how to manage bundles, see the ZENworks 11 Software Distribution
Reference.
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Actions

The Actions panel displays the action sets available for the bundle. The action sets available for
Linux Bundles are Distribute, Install, Launch, Verify, and Uninstall. The action set available for
Linux Dependency Bundlesis Distribute.

You can add an action to any of the available action sets. When you do so, that action is performed
whenever the action set is applicable. For example, when you add an action to the Install action set,
that action is performed whenever the bundle is installed.

You can add actions in any of the following ways:

+ Section 6.1, “Adding Actions by Using ZENworks Control Center,” on page 51
+ Section 6.2, “Adding Actions by Using the zman Command,” on page 61

6.1 Adding Actions by Using ZENworks Control
Center
Thefollowing sections contain information about the actions you can configure by using ZENworks
Control Center:

+ Section 6.1.1, “Action - Create/ Delete Directory,” on page 52

+ Section 6.1.2, “Action - Display Message,” on page 52

+ Section 6.1.3, “Action - Edit Text File,” on page 53

+ Section 6.1.4, “Action - File Removal,” on page 53

+ Section 6.1.5, “Action - Install Bundle,” on page 53

+ Section 6.1.6, “Action - Install Directory,” on page 53

+ Section 6.1.7, “Action - Install Files,” on page 54

+ Section 6.1.8, “Action - Install RPMs,” on page 56

+ Section 6.1.9, “Action - Launch Bundle,” on page 59

+ Section 6.1.10, “Action - Launch Java Application,” on page 59

+ Section 6.1.11, “Action - Launch Linux Executable,” on page 59

+ Section 6.1.12, “Action - Prompt User,” on page 60

+ Section 6.1.13, “Action - Reboot/Shutdown,” on page 60

+ Section 6.1.14, “Action - Run Script,” on page 60

* Section 6.1.15, “Action - Start/Stop Service,” on page 61

+ Section 6.1.16, “Action - Uninstall Bundle,” on page 61

+ Section 6.1.17, “Action - Uninstall RPMs,” on page 61
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6.1.1 Action - Create / Delete Directory

The Add Action - Create/Del ete Directory dialog box lets you create or delete a directory on the
managed device and define the specific requirements that a device must meet for the action to be
executed on the device.

You can access this dialog box in any of the following ways in ZENworks Control Center:

+ Aspart of the process of creating a Create/Delete Directory Linux bundle by using the Create/
Delete Directory bundle category. For more information, see Section 5.2.1, “Using ZENworks
Control Center to Create aBundle,” on page 42.

+ Click the Bundles tab, then click a Linux bundle in the Bundles|list. Click Actions > Install >
Add, then select Create/Delete Directory.

The dialog box contains two tabs that alow you to specify options and requirements for the
action.

+ “Genera Tab” on page 52

+ “Requirements Tab” on page 52

General Tab

The General page lets you specify the name, the action type, and the executable security level
options.
1 Specify aname for the action in the Action Name field.
2 Select the action type:
Createdirectory: Creates adirectory on the managed device when the action is performed.
Delete directory: Deletes a directory on the managed device when the action is performed.

3 Specify the complete path of the directory you want to create or delete on the managed device.
This path must be resolved by the device on which the bundleis run.

4 Specify the executable security level options:

Run aslogged in user: The action is executed as the user logged in to the display :0 (zero)
terminal. For example, if you select this option while creating a directory, the directory created
isowned by the user logged in to display :0 at the time when the action is executed.

Run asroot: The action is executed as the root user.
5 Click OK to create the action.

Requirements Tab

You can specify the requirements that a device must meet for the action to be enforced on it. For
information about the requirements, see “Adding System Requirements for a Bundle” in the
ZENworks 11 Software Distribution Reference.

6.1.2 Action - Display Message
The Action - Display Message dialog box |ets you specify a message to display on devices when the

action is performed. For more information on this action, see the ZENworks 11 Software
Distribution Reference.
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6.1.3 Action - Edit Text File

The Add Action - Edit Text File dialog box lets you specify afile and configure thelist of changesto
be performed on the file. For more information on this action, see ZENworks 11 Software
Distribution Reference.

6.1.4 Action - File Removal

The Add Action - File Removal dialog box lets you specify files or directories to remove from the
device. For more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.5 Action - Install Bundle

The Add Action - Install Bundle dialog box lets you browse to and select the bundle to install on the
device. For more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.6 Action - Install Directory

The Add Action - Install Directory dialog box lets you browse to and select the directory to install
on the device. For more information on this action, see the ZENworks 11 Software Distribution
Reference.

You can access this dialog box in any of the following ways:

+ Aspart of the process of creating alnstall Directory Linux bundle by using the Install Directory
bundle category. For more information, see Section 5.2.1, “Using ZENworks Control Center to
Create aBundle,” on page 42.

+ Click the Bundles tab, then click a Linux bundle in the Bundles|list. Click Actions > Install >
Add, then select Install Directory.

The dialog box contains two tabs that alow you to specify options and requirements for the action.

+ “Genera Tab” on page 53
+ “Requirements Tab” on page 54

General Tab

The General page lets you specify the directory to be installed and its destination path, the
permissions for the directory, the ownership, and the option to copy the directory. You can also use
this page to install the Novell File Upload extension, which lets you browse for directories.

Installing afile or directory uploads the file or directory to the ZENworks content repository before
it isdistributed to assigned devices. When you install afile or directory, the file or directory is
cached on the managed device.

Installing an executable file does not launch or execute the file. To launch or execute the file, you
must add a launch executable action (Launch Linux Executable) to the bundle.

1 Inthe Source Directory field, click @] to browse to and select the directory you want to install
on the device.
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If you have not installed the Novell File Upload extension on this device, you must do so
before you can browse to and upload directoriesto be installed. For more information, see
Novell File Upload Extension (../../resources/help/novell_file_upload_extension.html).

2 Specify the destination directory on the device where you want to install the directory.
3 Configure the permissions and set the access for the directory that you have installed:

Mode: Select this option and enter athree-digit octal number to specify the permissions for
owner, group, and others.

Owner: Select this option and set the access for Owner, Group, and Others.
4 Select to whom to provide the ownership:
Root: Select this option to provide ownership to the root user.

User: Select this option to provide ownership to a particular user. You can also specify the
group of the user.

5 Select acopy option from the list:

Copy Always: Copies the directory regardless of whether the files currently exist on the
workstation.

Copy If Exists. Copiesthe directory only if the directory currently exists on the workstation.

Copy If Does Not Exist: Copiesthe directory only if the files do not currently exist on the
workstation.

Copy If Newer: Copiesthe directory only if the modified date and time of the file is newer
than the existing directory’s date and time, or if the files does not currently exist on the
workstation.

Copy If Newer and Exists: Copiesthe directory only if it already exists on the workstation
and the existing directory has an older modification date or time.

Copy if Newer Version: Copiesthe directory only if the internal version of the directory is
newer than the existing directory’s version (if version information is present).

Request Confirmation: Prompts the user to verify if the directory should be copied.

Copy If Different: Copiesthe directory if the creation date, creation time, or sizeis different
than the existing directory's date, time, or size.

6 Click OK to create the action.
Requirements Tab

You can specify the requirements that a device must meet for the action to be executed on the
device. For information about the requirements, see “ Adding System Requirements for aBundl€e” in
the ZENworks 11 Software Distribution Reference.

6.1.7 Action - Install Files

The Action - Install Files dialog box lets you specify the file to copy to the content server and from
content server to the device, the destination directory and filename, and the copy options.
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You can access this dialog box in any of the following ways:

+ Aspart of the process of creating alnstall Files Linux bundle by using the Install Files bundle
category. For moreinformation, see Section 5.2.1, “Using ZENworks Control Center to Create
aBundle,” on page 42.

+ Click the Bundles tab, then click a Linux bundle in the Bundles list. Click Actions > Install >
Add, then select Install Files.
The dialog box contains two tabs that allow you to specify options and requirements for the action.

+ “Genera Tab” on page 55
+ “Requirements Tab” on page 56

General Tab

The General page lets you specify the file to copy to the content server and from the content server
to the device, the destination directory and filename, and the copy options.
1 Click Add to display the Select Files dialog box.

2 IntheFile pandl, click Add, then click Browse to browse for and select the files you want to
copy to the device.

If you want to select multiple files at atime, you must have installed the Novell File Upload
extension on this device. For more information, see Novell File Upload Extension (../../
resources/help/novell_file_upload_extension.html).

The Packaging column displays how the content is packaged beforeit is distributed to assigned
devices.

If the Do not compress or encrypt uploaded content option in the Select Directory dialog box is
not selected, the value of Packaging optionisinitialy displayed as Auto as the content isin the
process of being encrypted and compressed. After the content has been encrypted and
compressed, the value of Packaging option changes to Compressed, Encrypted.

If the Do not compress or encrypt uploaded content option in the Select Directory dialog box is
selected, the value of Packaging option is displayed as None because the content is neither
compressed nor encrypted.

3 Specify the complete path of the destination directory where you want to install the files.
4 Specify the permissions to be applied to the files that you have installed:

Mode: Select this option and enter a three-digit octal number to specify the permissions for
owner, group, and others. The standard file permission is 644.

Owner: Select this option, then select the check box next to the permissions you want for
Owner, Group, and Others.

5 Select an option to provide the ownership:
Root: Select this option to provide ownership to the root user.

User: Select this option to provide ownership to a particular user. You can also specify the
group of the user.

6 Select the Unpack option to indicate that files that are compressed in gzip, bzip2 or zip formats
should be decompressed and extracted to the device where you want to install them

7 Select acopy option from the list:
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Copy Always: Copies the directory regardless of whether the files currently exist on the
workstation.

Copy If Exists. Copiesthe directory only if the directory currently exists on the workstation.

Copy If Does Not Exist: Copiesthe directory only if the files do not currently exist on the
workstation.

Copy If Newer: Copiesthe directory only if the modified date and time of the file is newer
than the existing directory’s date and time, or if the files does not currently exist on the
workstation.

Copy If Newer and Exists: Copiesthe directory only if it already exists on the workstation
and the existing directory has an older modification date or time.

Request Confirmation: Prompts the user to verify if the directory should be copied.

Copy If Different: Copiesthe directory if the creation date, creation time, or sizeis different
than the existing directory's date, time, or size.

8 Click OK to create the action.

Requirements Tab

You can specify the requirements that a device must meet for the action to be executed on the
device. For information about the requirements, see “ Adding System Requirementsfor aBundle” in
the ZENworks 11 Software Distribution Reference.

6.1.8 Action - Install RPMs

The Action - Install RPMs dialog box lets you enable the install options and add packages. You can
also specify parameters such as Freshen and Install Type for thefiles.

You can access this dialog box in any of the following ways:

+ Aspart of the process of creating a Install RPMs bundle by using the RPM application bundle
category. For moreinformation, see Section 5.2.1, “Using ZENworks Control Center to Create
aBundle,” on page 42.

+ Click the Bundles tab, then click aLinux bundle in the Bundles list. Click Actions > Install >
Add, then select Install RPMs.
The dialog box contains two tabs that allow you to specify options and requirements for the action.

+ “Genera Tab” on page 56
+ “Requirements Tab” on page 58

General Tab

The Genera page lets you roll back the deviceto itsoriginal state, enableinstall options, and list the
default property values for packages.

1 Select the Rollback on Failure option to roll back the deviceto its original state (before the
package was installed). The software package will be uninstalled, leaving the server asif the
package had never been installed, except for any changes that might have been made to the
server in using the installed application.

By default, this option is not selected.
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2 Select the Enable Install Options check box, then select the options you want:

Allow Removal of Conflicting Packages. This check box is selected by default. Leave this
check box selected to allow the ZENworks agent to automatically remove any conflicting
packages while installing the packages of the action. If you do not select this check box and if
there are installed packages that conflict with the packages of the action, the conflicting
packages are not removed, and the package installation for the action fails.

Ignore Dependencies: If you select this check box, the RPMs are installed without checking
for dependencies. This means that the dependent packages are not installed while installing the
package.

Thisoption is useful if you have aready installed the dependent RPM s of a package before
installing the package.

3 Inthe Packages panel, do any of the following tasks:

Task Steps
Add a 1. Click Add.
package

2. Select whether you want to upload an RPM or import the file from a repository.

If you select Upload RPM, the Upload File dialog box is displayed. Click Browse to
browse for and select the file to be uploaded to the packages list.

If you select Import from Repository, the Package Import dialog box is displayed.
Select the files that you want to import from the repository and add to the list.
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Task Steps

Set an 1. Select the check box next to the files for which you want to set actions.
action 2. Click Action.
3. Select an action.
The following actions are available:

Set Freshen: Checks if the previous version of the package is installed to upgrade
the package to the newer version. Selecting this action displays Yes in the Freshen
column of the selected package.

Unset Freshen: Installs the newer version of the package along with the
dependent packages without checking for the older versions of the package.
Selecting this action displays No in the Freshen column of the selected package.

NOTE: If the version of the package that is installed on the device is later than the
version of the package in the bundle, the installation of the package in the bundle is
skipped during bundle installation.

Set Auto Type: Installs or upgrades the package. This operation is similar to the
operation performed when you run the rpm --upgrade or the rpm -U
commands.

Set Install Type: Installs the package. The package installation operation is similar
to the operation performed when you run the rpm --install or rpm -1
commands. With rpm -1, multiple versions of the same package can be installed
simultaneously. However, if there are conflicting packages, the rpm -i command
displays an error, but the ZENworks agent forcibly installs the package, similar to
the rpm -i --force command.

When multiple versions of the package with conflicting files are installed, the RPM
indicates that multiple versions are installed, but only the files of the package that
was last installed is available on the device. Therefore, it is not advisable to set the
Install Type to Install unless you are sure that multiple versions of the package can
coexist. For example, two different versions of kernel packages or two different
versions of Java packages can coexist with each other.

For most of the packages, multiple versions of the same package cannot coexist.

Set Upgrade Type: Installs or upgrades the package. This operation is similar to
the operation performed when you run the rpm --upgrade or the rpm -U
commands.

NOTE: The Has Delta column displays Yes if the subscription has downloaded the
delta packages. Click Yes to view the delta RPM details.

Remove 1. Select the check box next to the files that you want to remove, then click Remove.
a
package

Requirements Tab

You can specify the requirements that a device must meet for the action to be executed on the
device. For information about the requirements, see “ Adding System Requirements for aBundl€” in
the ZENworks 11 Software Distribution Reference.
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6.1.9 Action - Launch Bundle

The Action - Launch Bundle dialog box lets you specify the bundle to launch on the device. For
more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.10 Action - Launch Java Application

The Action - Launch Java Application dialog box lets you configure a Java program to be executed
on the managed device. For more information on this action, see the ZENworks 11 Software
Distribution Reference.

6.1.11 Action - Launch Linux Executable

The Action - Launch Linux Executable dialog box lets you specify the filename, parameters to run,
security level, and environment variables that are required to launch the Linux executable.

To access this dialog box, click the Bundles tab, then click a Linux bundle in the Bundles list. Click
Actions > Install > Add, then select Launch Linux Executable.

The dialog box contains two tabs that alow you to specify options and requirements for the action.

+ “General Tab” on page 59
+ “Requirements Tab” on page 60

General Tab

The General page lets you specify the filename, parameters, security level, and environment
variables.
1 Specify the absolute filename of the Linux executable.
2 Specify the parameters that you want to run while launching the executable.
3 Click Show Optionsto specify the Linux executable's security level.
You can choose any of the following options and configure the executable:

Run normal (aslogged in user): If thereisany user logged in to display :0, the executable is
launched as that user.

Run asroot: The executable islaunched in the ZENworks Management Daemon context
irrespective of whether the root user islogged in or not. However, if the applicationisa
graphical application, a user must be logged in to display :0 to successfully launch the
executable.

4 Specify the wait time before proceeding to the next action after launching the Linux executable.
No wait: Select this option to immediately perform the next action in the list.

When action is complete: Select this option to perform the next action in the list after the
launch action finishes.

Wait for _ seconds:. Select this option to proceed to the next action after the specified number
of seconds.

Terminate action if wait period is exceeded: This check box isenabled only if you select the
Wait for _ seconds option. Select this check box to terminate the action if the action is not
performed after the wait time exceeds the specified number of seconds.
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5 Inthe Environment Variables panel, do any of the following tasks:

Task Steps

Add a variable 1. Click Add to display the Add Environment Variable dialog box.

2. Specify the name and value of the environment variable you want
to add.

3. Select the Add to existing data check box to append or prepend
the environment variable to the existing data.

Append: Adds the environment variable at the end of the existing
data.

Prepend: Adds the environment variable at the beginning of the
existing data.

Use Separator Character: Specify a character to separate the
appended or prepended environment variable from the existing
data.

Remove a variable 1. Select the check box next to the environment variables you want
to remove, then click Remove.
Edit a variable 1. Select the environment variable you want to edit, then click Edit.

2. In the Edit Environment Variable dialog box, specify the new
value for the variable.

Requirements Tab

You can specify the requirements that a device must meet for the action to be executed on the
device. For information about the requirements, see “ Adding System Requirements for aBundle” in
the ZENworks 11 Software Distribution Reference.

6.1.12 Action - Prompt User

The Action - Prompt User dialog box lets you specify that a prompt displays on the device and lets
you configure its settings. For more information on this action, see the ZENworks 11 Software
Distribution Reference.

6.1.13 Action - Reboot/Shutdown

The Action - Reboot/Shutdown dialog box lets you specify the reboot or shutdown action for the
device. For more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.14 Action - Run Script

The Action - Run Script dialog box lets you configure a script to be executed on the managed
device. For more information on this action, see the ZENworks 11 Software Distribution Reference.

NOTE: For Linux bundles, you can add Run Script actions in the Distribute action set. These Run
Script actions are executed every time abundleisinstalled, launched, or verified. While adding the
Run Script actions in the Distribute action set, you should write scripts so that there are no errors
even if the scripts are executed multiple times.
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6.1.15 Action - Start/Stop Service

The Action - Start/Stop Service dialog box lets you specify the service that you want to start or stop.
For more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.16 Action - Uninstall Bundle

The Action - Uninstall Bundle dialog box lets you select a bundle to remove from the device. For
more information on this action, see the ZENworks 11 Software Distribution Reference.

6.1.17 Action - Uninstall RPMs

The Action - Uninstall RPM dialog box lets you select the RPM packages that you want to remove
from the device.

To access this dialog box, click the Bundles tab, then click a Linux bundle in the Bundles list. Click
Actions > Install > Add, then select Uninstall RPMs.

The dialog box contains two tabs that allow you to specify options and requirements for the action.

+ “General Tab” on page 61
+ “Requirements Tab” on page 61

General Tab
The General page lets you select an RPM to be removed from the device.

1 Inthe Packages panel, click Add to display the RPM Details window.

2 Specify the details of the RPM that you want to remove, then click OK to list the RPM in the
Packages panel.

3 Select Remove Dependency Packages to remove any dependent packages of the RPM, then
click OK.
Requirements Tab

You can specify the requirements that a device must meet for the action to be executed on the
device. For more information on this action, see the ZENworks 11 Software Distribution Reference.

6.2 Adding Actions by Using the zman
Command

You can add actions to Linux bundles or Linux Dependency bundles by using the zman commands.

1 Create an XML file to export the package metadata by using the following command:

zman linux-export-actions (Action type) (Action XML file path) (content
files location path) [...]

An XML file for the action and its corresponding contentinfo XML file are generated in the
specified locations.

Actions

61



2 Add the exported content to the server by using the following command:

bundle-add-actions (baa) (bundle path) (action XML file) [...] [options]

By default, when you add an action, a sandbox version of the bundle is created. You can publish the
bundle by using the zman bundle-sandbox-publish path to the bundle command.

For more information on these commands, see the ZENworks 11 Command Line Utilities Reference.
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External Services

You can subscribe to external services such as' Y UM and ZYpp to resolve dependencies and install
or upgrade the required packages from the repositories in these services. You can add the required
properties to the services and register the services. You can aso view the list of registered services.

This section contains the following information:

+ Chapter 7, “ Subscribing to External Services,” on page 65
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Subscribing to External Services

You can subscribe to external services by using either the zac command or by using the ZENworks
Icon.

+ Section 7.1, “ Subscribing to the External Services,” on page 65
+ Section 7.2, “Removing the External Services,” on page 65

7.1 Subscribing to the External Services

+ Section 7.1.1, “Using the zac Command,” on page 65
+ Section 7.1.2, “Using the ZENworks Icon,” on page 65

7.1.1 Using the zac Command

You can subscribe to external services by using the following command:

zac external-service-add --type service type properties service URL

service name
Examples:
To subscribe to an authenticated Y UM repository, run the following command:

zac external-service-add --type YUM url of the repository service name -
Dusername=username -Dpassword=password

To subscribe to a ZYpp service, run the following command:
zac external-service-add --type ZYPP url of the service service name

For more information, see “ External Service Commands’ in the ZENworks 11 Command Line
Utilities Reference.

7.1.2 Using the ZENworks Icon

The ZENworks Adaptive Agent provides information on how to register external services such as
Y UM, ZYpp, and Mount to resolve dependencies and to install or upgrade the required packages
from the repositories in these services.

For more information on how to subscribe to external services by using ZENworks Icon, see
“External Services’ in the Novell ZENworks 11 Adaptive Agent Guide.

7.2 Removing the External Services

+ Section 7.2.1, “Using the zac Command,” on page 66
+ Section 7.2.2, “Using the ZENworks Icon,” on page 66
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7.2.1 Using the zac Command

You can remove the external services that you have subscribed to by using the following command:
zac external-service-delete option
If you want to delete a specific external service, specify any of the following options:

+ Index
+ Name
+ URL

If you want to delete all the external services to which you have subscribed to, then specify the - -
all option.

7.2.2 Using the ZENworks Icon

For more information on how to remove the registered external services by using ZENworks | con,
see “External Services’ in the Novell ZENworks 11 Adaptive Agent Guide.
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Package Management Features on
Managed Devices

This chapter providesinformation about the features and procedures of Linux Package Management
on managed devices.

Review the following section:

+ Chapter 8, “Understanding the Package Management Features Available on a Managed
Device,” on page 69
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Understanding the Package
Management Features Available
on a Managed Device

This section discusses how you can manage packages on a managed device by using the zac
command.

+ Section 8.1, “Installing the Packages,” on page 69

+ Section 8.2, “Upgrading the Packages,” on page 70

* Section 8.3, “Uninstalling the Packages,” on page 71

+ Section 8.4, “Rolling Back to a Previously Installed Software Configuration State,” on page 71

+ Section 8.5, “Adding or Removing Package Locks,” on page 72

+ Section 8.6, “Adding and Removing Bundle Locks,” on page 73

+ Section 8.7, “Displaying Package Information,” on page 75

+ Section 8.8, “Displaying the Package Transaction History,” on page 75

+ Section 8.9, “Performing a Distribution Upgrade,” on page 76

8.1 Installing the Packages

You can install selective packages available from external repositories, or install the assigned
packages by using Linux bundles or Linux Dependency bundles.

To install packages from the external repositories, you must have subscribed to those External
Services. For more information on how to subscribe to External Services, see Chapter 7,
“Subscribing to External Services,” on page 65.

To install packages by using Linux bundles or Linux Dependency bundles, you must create a Linux
bundle with the Install RPM action or a Linux Dependency bundle with the Distribute RPM action,
then assign the bundle to a managed device with a specific schedule. For more information on how
to create these bundles, see Chapter 5, “Using Bundles for Linux Devices,” on page 41 and for more
information on how to assign these bundles to the devices, see ZENworks 11 Software Distribution
Reference.

1 Search for the packages that you want to install:

+ To search for the packages in the external services, usethe zac search --service
service name command.

+ To search for the packages by using the Linux bundles or Linux dependency bundles, run
the zac search --bundle bundle name cOmmand.

2 Ingtal the packages of the bundle:

+ Toinstall all the packages from abundle, runthe zac install -entire-bundle
bundle name command.

+ Toinstall selective packages of the bundle, runthe zac install package name
[package name...] --bundle bundle name cOmmand.
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+ Toinstall packages from the external services, runthe zac install package name
[package name ...] --service service name command.

NOTE: Packagesthat are availablein Linux Dependency bundles can be installed only if
the Publish Package option (ZENworks Control Center > Bundles > Click New > Select
Linux Dependency Bundle > Click Next until you go to Sep 3: Select .rpm File) for the
package is set to True. If this option is set to False, the package is used for dependency
resolution.

3 (Optional) Test the installation of the package by performing a dry run of the package before
actually installing it on the device by running the following command:

zac install package name --dry-run

4 (Optional) Verify packageinstallation by using the zac search package name command.
The status of the installed packages is displayed asi.

For more information on the commands, see the ZENworks 11 Command Line Utilities Reference.

8.1.1 Installing Patterns

ZENworks supports pattern install only when the ZYpp Source service of appropriate distribution is
added to the agent either viathe External Services policy or viathe Externa Service on the agent.

To install patterns:

1 Search for the available patterns by using the zac search --pattern command.
2 Ingtal the patterns by using the zac install --pattern pattern name command.

NOTE: Only the mandatory packages part of the pattern isinstalled. On SLE 10 devices, even if the
Pattern checkbox is not selected the packages corresponding to the patterns are installed.

8.2 Upgrading the Packages

You can upgrade packages from a bundle or an External Service.

To upgrade packages from the external services, you must have subscribed to the external services.
For more information on how to subscribe to external services, see Chapter 7, “ Subscribing to
External Services,” on page 65.

To install packages by using Linux bundles or Linux Dependency bundles, you must create a Linux
bundle with the Install RPM action or a Linux Dependency bundle with the Distribute RPM action,
then assign the bundle to a managed device with a specific schedule. For more information on how
to create these bundles, see Chapter 5, “Using Bundles for Linux Devices,” on page 41 and for more
information on how to assign the bundles to the devices, see ZENworks 11 Software Distribution
Reference.

1 List the available updates by using the zac 1ist-update command. You can list the updates
based on bundles or External Servicesthat are available on the agent by using the zac
bundle-1list and zac external-service-list commands respectively.

2 Upgrade either all the avail able packages or packages from specific bundles or services.
+ Toupgrade al the available packages, run the zac update command.
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+ To upgrade packages available from a specific bundle, run the zac update
bundle name command.

+ To upgrade packages available from a specific service, run the zac update
service name command. Click Yes/Y to confirm the upgrade.

3 Test the package upgrade by performing adry run of the package before actually upgrading it
by running the following command:

zac upgrade --dry-run

For more information on the commands, see the ZENworks 11 Command Line Utilities Reference.

8.3 Uninstalling the Packages

You can uninstall selected packages that are installed on the managed devices, uninstall a package
by specifying a package name, package version, or al the packages within a bundle. Once a bundle
isuninstaled, the zac search command should not display the status of the removed packages asi.

+ Toremove a package by specifying a package name, run the following command, then enter
yesly to confirm removal:
zac remove package name

+ Toremove a package by specifying a package version, run the following command:

zac remove package name-version
Enter yesly to confirm removal.

For example, to remove a package named zmd with version 7.2.2-0.0.0, run the following
command:

zac remove zmd-7.2.2-0.0.0

+ Toremove al the packages within a bundle, run the following command:

zac remove --entirebundle bundle name

Enter yesly to confirm removal.

For more information on the commands, see the ZENworks 11 Command Line Utilities Reference.

8.4 Rolling Back to a Previously Installed
Software Configuration State

The Rollback feature brings back the system to its previous state in case of any failure. The Rollback
preference must be enabled to roll back package transactions to the time and date you specify. By
default, this preference is disabled. To enable this preference, run the zac set rollback true
command.

NOTE: If you clear the package history, you cannot roll back to the specified checkpoint.

If you want to roll back to a particular version of the package, that version of the package and its
dependencies should be available as part of the service or the assigned bundle. If the version of the
package or its dependenciesis not available, the rollback fails.

To roll back to a previously installed software configuration state, run the following command:
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zac rollback [options] [date | checkpoint]

For more information, see the ZENworks 11 Command Line Utilities Reference.

An Example Use Case

The following procedure is a use case that helps you to understand how to enable the rollback
preference, install a package, and then roll back to the previously installed configuration state. The
package is automatically uninstalled.

1 Enablethe Rollback preference by executing the zac set rollback true command.

2 Create acheckpoint by using the zac checkpoint-add checkpoint name command.

3 Install apackage by executing the zac install package name command. For more
information on how to install a package, see Section 8.1, “Installing the Packages,” on page 69.

4 Roll back to the previously installed configuration state by executing the zac rollback
command.

or

If you have created a checkpoint in Step 2, then execute the zac rollback
checkpoint name command.

For example: zac rollback "02/20/2009 15:55:56 PM"

The date and time you specify must be from the time you enabl e the Rollback preference to the
current time. If you do not specify the date, the current date is used. Specify the date in the mm/
ddlyyyy format.

The package installed in Step 3 is uninstalled.

5 To ensure that the package is uninstalled, execute the zac search command and verify that
the status of the package is blank.

8.5 Adding or Removing Package Locks

You can configure package locks on managed devices to prevent the removal or upgrade of
packages on the managed devices.

You can perform this action either by using the ZENworks Icon or from the command line utility.
This section describes how to perform this action by using the command line utility.

For more information on how to lock or unlock packages by using the ZENworks Icon, see the
Novell ZENworks 11 Adaptive Agent Guide.

+ Section 8.5.1, “Adding a Package Lock,” on page 72
+ Section 8.5.2, “Removing a Package Lock,” on page 73

8.5.1 Adding a Package Lock

1 List al the packagesinstalled on the managed device by entering the zac search command.
From the list, select the package you want to lock.

2 Lock the package by using the zac lock-add (name or pattern) [version] command.
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This command locks the specified packages. The packages that match the specified regular
expression or string are not upgraded or removed. The package name can be specified
individually, with wildcard patterns, or even with version number relations. The version
number should be specified within single or double quotes.

Relational Operator Functionality

= Locks only the specific package version.

< Locks all versions of the package older than the specified version, excluding
the specified version.

> Locks all versions of the package later than the specified version, excluding
the specified version.

<= Locks all versions of the package older than the specified version, as well as
the specified version.

>= Locks all versions of the package later than the specified version, as well as
the specified version.

If you want to install a specific version of the package, the zac 1ock-add command first
checksif the package version has been locked, then installs the package version only if it is not
locked.

For example, assume that all the later versions of the package “X 1.7" have been locked by
using the zac lock-add x ‘>’ 1.7 command. If you try to install the X 1.9 package by
usingthezac install X (1.9) command, theinstallation fails.

For more information on this command, see the ZENworks 11 Command Line Utilities
Reference.

3 Ensurethat the packageislocked by usingthe zac lock-1ist command. Thisdisplaysall the
locked packages.

8.5.2 Removing a Package Lock

1 List al the packages that are locked on the managed device by using the zac lock-1list
command. This displays the package name and its lock number.

2 Select the package you want to unlock.
3 Unlock the package by using the zac lock-delete lock number command.

For more information on this command, see the ZENworks 11 Command Line Utilities
Reference.

4 Ensurethat the package is locked by entering the zac lock-1ist command. This displays
only the locked packages.

8.6 Adding and Removing Bundle Locks

You can configure bundle locks for Linux and Patch bundles on the managed devices to prevent
them from being installed.

You can add or remove bundle locks either by using the ZENworks Icon or from the command line
utility.
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--lock-install option locks the bundle and prevents the installation of the bundle that is specified in
thelock. The Deny Install column of zac bundle-lock-1ist command displays the value of the
configured lock-install option.

This section describes how to add or remove bundle locks by using the command line utility.

For more information on how to lock or unlock packages by using the ZENworks Icon, see the
ZENworks 11 Command Line Utilities Reference.

+ Section 8.6.1, “Adding aBundle Lock,” on page 74
+ Section 8.6.2, “Removing aBundle Lock,” on page 74
+ Section 8.6.3, “Impact of aBundle Lock on Bundle Operations,” on page 75

8.6.1 Adding a Bundle Lock

Bundle locks are applicable only for Install action set.
1 Listal the bundlesinstalled on the managed device by using the zac bundle-1ist command.
From the list, select the bundle you want to lock.
2 Lock the bundle by using the zac bundle-lock-add [options] bundle name command.
The following regular expressions are supported:

Regular Expression Functionality

~abc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b', or 'c".

a*c Matches zero or more times 'a’ followed by 'c', 'ac','aac’,'aaac’,or 'c'.

For more information on this command, see the ZENworks 11 Command Line Utilities
Reference.

3 Ensurethat the bundleislocked by entering the zac bundle-lock-1ist command. This
displays all the locked bundles except those that are locked on the server by the administrator.

8.6.2 Removing a Bundle Lock

1 List al the bundlesthat are locked on the managed device by using the zac bundle-lock-
1ist command. This displays the bundle name and the bundle lock index.

2 Select the bundle that you want to unlock.

3 Removethebundlelock by usingthe zac bundle-lock-remove [options] bundle index
command.

For more information on this command, see the ZENworks 11 Command Line Utilities
Reference.

4 Ensurethat the lock for the bundle is removed by entering the zac bundle-lock-1list
command. This displays only the locked bundles.
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8.6.3 Impact of a Bundle Lock on Bundle Operations

Depending on the value of the configured lock-install option and the status of the bundle, the
following table describes the impact of bundle operations when you add a bundle lock:

Bundle Operations With lock-install Without lock-install
Install You cannot install or upgrade a new  When you assign a bundle to an
version of the bundle. Agent, you can successfully install a

bundle for the first time. You cannot
upgrade to a new version of the
bundle.

Launch If a bundle is already in the installed  If a bundle is already installed, you
state when you add the bundle lock,  can launch the installed version of the
then you can launch only the installed bundle. If an earlier version of the
version of the bundle. If a bundle is bundle is already installed but a later
not installed when you add the bundle version of the bundle is assigned, then
lock, then you cannot launch the you cannot launch the assigned new
bundle. version of the bundle. If a bundle is

not installed, then the assigned bundle
is automatically installed before being

launched.
Verify If a bundle is already in the installed  If a bundle is not installed, then you
state when you add the bundle lock, can install the bundle. If a version of
then you can verify the installed the bundle is already installed, then

version of the bundle. If a bundle is only the installed version of the bundle
not installed when you add the bundle is verified.

lock, then you cannot verify the

bundle.

Uninstall You cannot uninstall a bundle. You cannot uninstall a bundle.

8.7 Displaying Package Information

You can display information of the packages that are aready installed and the information of the
packages that are available for installation through External Services or bundles.

The following commands provide information on packages:

¢ zac info
¢ zac what-requires

¢ zac what-provides

For more information on the commands, see the ZENworks 11 Command Line Utilities Reference.

8.8 Displaying the Package Transaction History

You can list the history of the package transactions that are performed by ZENworks by using the
zac packagehistory command. This command displays the package name, date, operation,
version, and release.

NOTE: If you clear the package history, you cannot roll back to the specified checkpoint.
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For more information on these commands, see the ZENworks 11 Command Line Utilities Reference.

8.9 Performing a Distribution Upgrade

You can perform a distribution upgrade to update all packages with a special resolver algorithm
which takes care of package architecture change, package splits, pattern and product updates, etc.

Make sure that you have added the ZYpper service with the appropriate distribution on the managed
device or assigned the ZENworks bundles to the managed device. For example, you can replicate
SLES11-SP1 Pool catalog from Novell repositories and assign the bundle to the managed device.

To perform adistribution upgrade:

1 List theupdates available for the managed device by running the zac 1ist-update command.
The higher version of the packages that are available for upgrade is displayed.

2 Instal the updates by running the zac dist-upgrade [options] [bundle name |
service name] [..] command.

If no arguments are provided, packages from all ZENworks bundles and External Services are
considered for distribution upgrade.

For more information, see the ZENworks 11 Command Line Utilities Reference.
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Reports

The following sections provide information on Novell ZENworks Linux Management reporting
features:

+ Chapter 9, “Reports,” on page 79
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Reports

You can use ZENworks Reporting Server to view the predefined Subscription reports.

The ZENworks Reporting Server is apowerful, flexible, and customizable reporting tool that is
installed and configured separately from the ZENworks system (see the ZENworks 11 Reporting
Server Installation Guide).

Review the following sections to understand the predefined reports and how to view them:

+ Section 9.1, “Predefined Reports,” on page 79
+ Section 9.2, “Viewing a Predefined Report,” on page 79

9.1 Predefined Reports

The following predefined reports are included for Linux Package Management:

+ Linux Subscription Session Details: Displaysthe replication details of the Linux subscription
replication session, such as the number of bundles, catalogs, and the packages that are
downloaded in a particular session with each replication.

+ Linux Subscriptions: Displaysthe Linux subscription details, the repository and replication
details.

9.2 Viewing a Predefined Report

The ZENworks Reporting Server must be installed and configured before you can use the
predefined reports. For information, see the ZENworks 11 Reporting Server Installation Guide.
1 Inthe ZENworks Control Center, click the Reports tab.
2 Inthe ZENworks Reporting Server panel, click ZENworks Reporting Server InfoView.
The InfoView isthe main interface for working with the ZENworks Reporting Server reports.
3 Click Document List.

4 Navigateto the All > Public Folders > Novell ZENworks Reports > Predefined Reports >
ZENworks System folder.

5 Double-click the report to view it.
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Appendixes

*

Appendix A, “Troubleshooting Linux Package Management,” on page 83

Appendix B, “Upgrading to OES 2 SP2 by Using a ZENworks 11 Server,” on page 87
Appendix C, “Upgrading to OES 2 SP3 by Using a ZENworks 11 Server,” on page 91
Appendix D, “Preventing the Upgrade of Base SLES 10 SP3 to SLES 10 SP4,” on page 95

*

*

*
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Troubleshooting Linux Package
Management

The following sections provide solutions to the problems you might encounter while working with
Linux Package Management:

+ “The zac bundle-list command displays the bundle status as Available even though the
packages of the bundle are not installed” on page 83

+ “Unableto accessthe YUM URL from YUM clientsif you change the ZENworks Server port
after creating the YUM Service” on page 83

+ “Listing of the subscription channels by using the zman srcl command might result in the Java
heap space exception” on page 83

+ “Using zac bundleinstall command to install a bundle on a device also installs other bundles
assigned to the device” on page 84

+ “Theactionslisted in the Distribute action set of a bundle gets executed twice” on page 84

+ “Unableto view the selected targets of packages on Internet Explorer 8" on page 85

The zac bundle-list command displays the bundle status as Available even though
the packages of the bundle are not installed

Source:

Possible Cause:

Action:

ZENworks Configuration Management; Linux Package Management.

Thisissue might occur if the Freshen flag is set for a package and the base
version of the package is not installed.

None.

Unable to access the YUM URL from YUM clients if you change the ZENworks Server
port after creating the YUM Service

Source:

Action:

ZENworks Configuration Management; Linux Package Management.

Onthe YUM client, manually add the new HTTP port of the ZENworks Server
tothe YUM Service URL. The YUM Service URL isrepresented ashttp://
ZENworks_Server IP address:port/zenworks-yumrepo/
yum_service name.

For example, if you have changed the HTTP port of the ZENworks Server to
81, modify the YUM Service URL to http://

ZENworks _Server IP address:81/zenworks-yumrepo/SLES11Updates.

For more information on how to add the new HTTP port to the YUM client,
see Chapter 7, “ Subscribing to External Services,” on page 65.

Listing of the subscription channels by using the zman srcl command might result
in the Java heap space exception

Source:

ZENworks Configuration Management; Linux Package Management.
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Explanation: The following out-of-memory exception error might occur when you list the
subscription channels by using the zman srcl command:

Exception in thread "Thread-1" java.lang.OutOfMemoryError:
Java heap space

Action: Increase the zman memory size:

1 Openthe /opt/novell/zenworks/bin/zman filein atext editor.

2 Search for themMeM opTs variable, then changeitsvalueto -xms64m -
Xmx256m OF -Xms64m -Xmx512m.

3 Savethe /opt/novell/zenworks/bin/zman file.

Using zac bundle install command to install a bundle on a device also installs other
bundles assigned to the device

Source:  ZENworks Configuration Management; Linux Package Management.

Explanation: If you usethe zac bundle-install command to instal abundle that
contains characters such as underscore(_), dollar($), hash(#), or exclamation(!)
followed by an a phanumeric valueinits name, all the assigned bundles whose
name contains the character followed by the a phanumeric value are also
installed on the device.

Example 1: Consider five bundles named bundle_1, bundle 10, bundle 20,
bundle 100, and bundle 200 are assigned to adevice. Run the zac bundle-
install bundle 1 command toinstall bundle_1 on the device. The bundles
named bundles 10 and bundle 100 are also installed on the device.

Example 2: Consider four bundles named bundle#abc, bundleftabed,
bundlettdef, and bundle#tabcrt are assigned to adevice. Run the zac bundle-
install bundle#abc command to install bundletabe on the device. The
bundles named bundlettabed and bundlesttabert are also installed on the device

Action: Toinstall such abundle on the device, specify the bundle GUID instead of the
bundle name in the command. To determine the bundle GUID, run the zac
bundle-1list --show-guid command.

The actions listed in the Distribute action set of a bundle gets executed twice
Source:  ZENworks Configuration Management; Linux Package Management.

Explanation: Consider abundle that is assigned to a device with the Distribution schedule
set as Now and the Install Immediately after Distribution option selected. Both
the Distribute and Install action set run on the device as aresult of which the
actions listed in the Distribute action set of the bundle gets executed twice.

Action: Perform the following steps in ZENworks Control Center:
1 Edit the bundl€e’s distribution schedul e to set the distribution schedule
type as Recurring and select the When a device is refreshed option.
Ensure that the Install Immediately after Distribution option is selected.

2 Click the Devices tab. Select the device to which you have assigned the
bundle, then click Quick Tasks > Refresh Device.
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Unable to view the selected targets of packages on Internet Explorer 8
Source:  ZENworks Configuration Management; Linux Package Management.
Possible Cause:  Thisissue might occur if you use Internet Explorer 8.

Action: To view the selected targets of packages, you should use Mozilla Firefox or
Internet Explorer 7.
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Upgrading to OES 2 SP2 by Using
a ZENworks 11 Server

Theinformation and instructionsin the following sections help you to perform an unattended, online
upgrade from Open Enterprise Server (OES) 2 Service Pack (SP)1 to OES 2 SP2 by using
ZENworks 11. After you complete the instructions in the following sections, your OES 2 SP1
servers are upgraded according to the schedule you set.

To ensure that your upgrade runs smoothly, we recommend that you read through the following
sections before actually doing the work outlined in them.

*

*

Section B.1, “Preparing the Environment,” on page 87

Section B.2, “Replicating the Channels to Your ZENworks 11 Server,” on page 87
Section B.3, “ Creating a Password Answer File,” on page 88

Section B.4, “Preparing the Bundles for Upgrading,” on page 89

Section B.5, “Preparing the OES 2 SP1 Servers for Upgrading,” on page 89
Section B.6, “Assigning the Bundles and Scheduling the Upgrades,” on page 89

B.1 Preparing the Environment

Before you can use ZENworks 11 to upgrade OES 2 SP1 serversto OES 2 SP2, you must have the
following:

*

A ZENworks 11 server installed and running in your network.

For more information, see the ZENworks 11 Installation Guide.

+ The ZENworks 11 Agent installed on each OES 2 SP1 server that you plan to upgrade.

IMPORTANT: The agent included with OES only provides package-management capabilities
viathe ZENworks Management Daemon. Unless the full agent isinstalled, updates cannot be
scheduled from the ZENworks 11 server.

+ Each OES 2 SP1 server registered with the ZENworks 11 server.
+ Each OES 2 SP1 server updated with the latest OES 2 SP1 and SUSE Linux Enterprise Server

(SLES) 10 SP2 patches.
It doesn’'t matter which update method you use.

B.2 Replicating the Channels to Your ZENworks
11 Server

Use theinstructionsin this section to use subscriptions to replicate the catal og of the following OES
2 SP2 patch channels on your ZENworks 11 server:

+ SLES10-SP3-Pool
+ OES2-SP2-Pool

Upgrading to OES 2 SP2 by Using a ZENworks 11 Server
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For more information on creating and replicating subscriptions, see Part |1, “ Subscriptions,” on
page 19.

After replication, assign the bundles to the OES 2 SP1 server.

B.3 Creating a Password Answer File

For the upgrade process to run without user intervention, each SP1 server must have an eDirectory
password answer file for the YaST install.

An answer file can only be created in two circumstances:
+ Onan OES 2 SP2 server you have aready installed or upgraded.

or

+ Install the yast2-novell-common package by using the following command after assigning the
SLES10-SP3-Pool and OES2-SP2-Pool bundles mentioned in Section B.6, “ Assigning the
Bundles and Scheduling the Upgrades,” on page 89.

/opt/novell/zenworks/bin/zac install --no-confirm yast2-novell-common
The answer file creation software is not available through the OES 2 SP1 patch channel.
To create the answer file:

1 Asroot, open atermina prompt.
2 Enter the following command:

sudo yast2 ./create-answer-file password optional DSFW Domain Admin password

where password=the eDirectory Admin password and
optional_DSFW_domain_admin_password=the Domain Services for Windows (DSfW)
Domain Administrator’s password, if it is needed for any of the servers being upgraded. (The
existence of a second password in the answer file doesn't affect the upgrade process on servers
that don’t have DSFW installed).

IMPORTANT: All uses of an exclamation mark () require that you escape the character by
using a backslash (\). For example, the password novell! must be specified asnovell\!.

A dash (-) used at beginning of password also requires escaping. For example, -novell- must be
specified as \ -novell-.

3 Press Enter to close the confirmation message.

4 Copy theresulting file named answer from your working directory to the server you will useto
prepare the bundles for upgrading in the next section, Section B.4, “ Preparing the Bundles for
Upgrading,” on page 89.

During the upgrade process, the answer file is uploaded to the /opt/novell/oes-install directory
on each upgraded SP1 server by the OES2-SP2-File Bundle script you create in the next
section.

5 Continue with Section B.4, “Preparing the Bundles for Upgrading,” on page 89.
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B.4 Preparing the Bundles for Upgrading

Before you can use the downloaded bundles to upgrade your servers, you must download the

ZEN11l OES2Upgrade.zip filefrom the ZENworks 11 Download Web site (http://
download.novell.com/Download?buil did=WOEap_18vis), then follow the procedure to upgrade an
OES 2 SP1 deviceto an OES 2 SP2 managed device in the Readme on the ZENworks 11 Download
Web site (http://download.novell.com/Download?buildid=WOEap_18vis).

B.5 Preparing the OES 2 SP1 Servers for
Upgrading
Before your OES 2 SP1 servers are upgraded, make sure you complete the following steps.

If you plan to schedule immediate upgrades in Section B.6, “ Assigning the Bundles and Scheduling
the Upgrades,” on page 89, you should do the steps now.

If you plan to schedul e the upgrades to happen later, you have the option to do the steps later. Just
make sure that they are completed before the upgrade process begins.

1 Make sure there are no Mozilla applications running on the OES 2 SP1 serversyou are
upgrading.

2 On any serversthat have the ZENworks Agent installed for the first time, check whether the
SLES 10 SP2 and OES 2 SP1 installation sources are listed in YaST Control Center >
Installation Source.

If the sources are not listed, add them back before starting the upgrade. Otherwise, the upgrade
pauses with a yast2 pop-up asking whether to continue, and manual intervention is required to
complete the upgrade.

B.6 Assigning the Bundles and Scheduling the
Upgrades

TIP: If you have alarge-scale deployment, remember that you can set separate bundle deployment
and installation schedules.

1 Assign the SLES10-SP3-Pool to the OES 2 SP1 servers with Distribution Schedule:
1a In ZENworks Control Center, click Bundles.
1b Click SLES10-SP3-Poal.
1c Intheleft column, select the S ES10-SP3-Pool entry.
1d Click Action > Assign to Device.
le Click Add, click the down-arrow by Servers, then select the servers you want to assign.
1f Click OK > Next > Next > Finish > OK.

NOTE: Inthe Bundle Assignment wizard, do not select Install Immediately after
Distribution or Launch Immediately after Installation.

2 Assign the OES2-SP2-Pool to the OES 2 SP1 servers with Distribution Schedule;
2a Inthe ZENworks Control Center, click Bundles.
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2b
2c
2d
2e

2f

Click OES2-SP2-Poal.

In the left column, select the OES2-SP2-Pool catalog entry.

Click Action > Assign to Device.

Click Add, click the down-arrow by Servers, then select the servers you want to assign.
Click OK > Next > Next > Finish > OK.

NOTE: Inthe Bundle Assignment wizard, do not select Install Immediately after
Distribution or Launch Immediately after Installation.

3 Assign the OES2Upgrade Bundle to the OES 2 SP1 servers, and schedul e the bundles to install
appropriately:

3a
3b
3c
3d
3e

3f
39

In the ZENworks Control Center, click Bundles.

In the left column, select the OES2Upgrade entry.

Click Action > Assign to Device.

Click Add, click the down-arrow by Servers, then select the servers you want to assign.
Click OK > Next.

Schedule the bundlesto install according to your organization’s policy.

Click Next > Finish > OK.

IMPORTANT: The servers you have selected in the preceding steps are now prepared to be
upgraded to OES 2 SP2. The actual upgrade operations occur automatically as scheduled.

WARNING: Make surethat both the SL ES10-SP3-Pool and the OES2-SP2-Pool bundles have been
applied before applying OES2Upgrade bundle.

90 ZENworks 11 Linux Package Management Reference



Upgrading to OES 2 SP3 by Using
a ZENworks 11 Server

Theinformation and instructionsin the following sections help you to perform an unattended, online
upgrade from Open Enterprise Server (OES) 2 Service Pack (SP)2 to OES 2 SP3 by using
ZENworks 11 . After you complete the instructions in the following sections, your OES 2 SP2
servers are upgraded according to the schedule you set.

To ensure that your upgrade runs smoothly, we recommend that you read through the following
sections before actually doing the work outlined in them.
+ Section C.1, “Preparing the Environment,” on page 91
+ Section C.2, “Replicating the Channels to Your ZENworks 11 Server,” on page 91
+ Section C.3, “Creating a Password Answer File,” on page 92
Section C.4, “Preparing the Bundles for Upgrading,” on page 92
Section C.5, “Preparing the OES 2 SP2 Servers for Upgrading,” on page 92
Section C.6, “Assigning the Bundles and Scheduling the Upgrades,” on page 93

*

*

*

C.1 Preparing the Environment

Before you can use ZENworks 11 to upgrade OES 2 SP2 servers to OES 2 SP3, you must have the
following:

+ A ZENworks 11 server installed and running in your network.

For more information, see the ZENworks 11 Installation Guide.
+ TheZENworks 11 Agent installed on each OES 2 server that you plan to upgrade.

IMPORTANT: The agent included with OES only provides package-management capabilities
viathe ZENworks Management Daemon. Unless the full agent isinstalled, updates cannot be
scheduled from the ZENworks 11 server.

+ Each OES 2 SP2 server registered with the ZENworks 11 server.

+ Each OES 2 SP2 server updated with the latest OES 2 SP2 and SUSE Linux Enterprise Server
(SLES) 10 SP3 patches.

It doesn’'t matter which update method you use.

C.2 Replicating the Channels to Your ZENworks
11 Server

Use theinstructionsin this section to use subscriptions to replicate the catal og of the following OES
2 SP3 patch channels on your ZENworks 11 server:

+ OES2-SP3-Pool
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For more information on creating and replicating subscriptions, see Part |1, “ Subscriptions,” on
page 19.

After replication, assign the bundles to the OES 2 SP2 server.

C.3 Creating a Password Answer File

For the upgrade process to run without user intervention, each SP2 server must have an eDirectory
password answer file for the YaST install.

To create the answer file:

1 Asroot, open atermina prompt.
2 Enter the following command:

sudo yast2 ./create-answer-file password
optional DSFW Domain Admin password

where password=the eDirectory Admin password and
optional_DSFW_domain_admin_password=the Domain Services for Windows (DSfW)
Domain Administrator’s password, if it is needed for any of the servers being upgraded. (The
existence of a second password in the answer file doesn’t affect the upgrade process on servers
that don’'t have DSfW installed).

IMPORTANT: All uses of an exclamation mark () require that you escape the character by
using a backslash (\). For example, the password novell! must be specified asnovell\!.

A dash (-) used at beginning of password also requires escaping. For example, -novell- must be
specified as \ -novell-.

3 Press Enter to close the confirmation message.

4 Copy theresulting file named answer from your working directory to the server you will useto
prepare the bundles for upgrading in the next section, Section C.4, “ Preparing the Bundles for
Upgrading,” on page 92.

During the upgrade process, the answer file is uploaded to the /opt/novell/oes-install directory
on each upgraded SP2 server by the OES2-SP3-File Bundle script you create in the next
section.

5 Continue with Section C.4, “Preparing the Bundles for Upgrading,” on page 92.

C.4 Preparing the Bundles for Upgrading

Before you can use the downloaded bundles to upgrade your servers, you must download the

ZEN11 OES2Upgrade.zip filefrom the ZENworks 11 Download Web site (http://
download.novell.com/Download?buildid=WOEap_18vis), then follow the procedure to upgrade an
OES 2 SP2 device to an OES 2 SP3 managed device in the Readme on the ZENworks 11 Download
Web site (http://downl oad.novell.com/Download?buildid=WOEap_18vis).

C.5 Preparing the OES 2 SP2 Servers for
Upgrading

Before your OES 2 SP2 servers are upgraded, make sure you complete the following steps.
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If you plan to schedule immediate upgrades in Section C.6, “ Assigning the Bundles and Scheduling
the Upgrades,” on page 93, you should do the steps now.

If you plan to schedul e the upgrades to happen later, you have the option to do the steps later. Just
make sure that they are completed before the upgrade process begins.

1 Make surethere are no Mozilla applications running on the OES 2 SP2 serversyou are
upgrading.

2 On any serversthat have the ZENworks Agent installed for the first time, check whether the
SLES 10 SP3 and OES 2 SP2 installation sources are listed in YaST Control Center >
Installation Source.

If the sources are not listed, add them back before starting the upgrade. Otherwise, the upgrade
pauses with a yast2 pop-up asking whether to continue, and manual intervention is required to
complete the upgrade.

C.6 Assigning the Bundles and Scheduling the
Upgrades

TIP: If you have alarge-scale deployment, remember that you can set separate bundle deployment
and installation schedules.

1 Assign the OES2-SP3-Pool to the OES 2 SP2 servers with Distribution Schedule;
la Inthe ZENworks Control Center, click Bundles.
1b Click OES2-SP3-Pooal.
1c Intheleft column, select the OES2-SP3-Pool catalog entry.
1d Click Action > Assign to Device.
le Click Add, click the down-arrow by Servers, then select the servers you want to assign.
1f Click OK > Next > Next > Finish > OK.

NOTE: Inthe Bundle Assignment wizard, do not select Install Immediately after
Distribution or Launch Immediately after Installation.

2 Assign the OES2Upgrade Bundle to the OES 2 SP2 servers, and schedul e the bundles to install
appropriately:
2a Inthe ZENworks Control Center, click Bundles.
2b Intheleft column, select the OES2Upgrade entry.
2c Click Action > Assign to Device.
2d Click Add, click the down-arrow by Servers, then select the servers you want to assign.
2e Click OK > Next.
2f Schedule the bundles to install according to your organization’s palicy.
2g Click Next > Finish > OK.

IMPORTANT: The servers you have selected in the preceding steps are now prepared to be
upgraded to OES 2 SP3. The actual upgrade operations occur automatically as scheduled.
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WARNING: Make surethat both the SL ES10-SP3-Pool and the OES2-SP3-Pool bundles have been
applied before applying OES2Upgrade bundle. Based on the requirements in your device, you can
apply SLES10-SP3-Pool.
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Preventing the Upgrade of Base
SLES 10 SP3to SLES 10 SP4

You can prevent the upgrade of base SUSE Linux Enterprise Server (SLES)10 SP3 to SLES 10 SP4
with OES2 SP3 installed while using ZENworks 11.

After mirroring the SLES 10 SP4 online or pool or update bundles to the ZENworks 11 Linux
Package Management server, do the following:
1 InZENworks Control Center, click the Bundles tab.
2 Browsefor the appropriate folder, then select one of the following bundles:
+ SLES10-SP4-Online
+ SLES10-SP4-Pool
+ SLES10-SP4-Updates
3 Select the Requirements tab.
4 Inthe System Requirement panel, click Add Filter Set.
You must add two filter sets, each having three filters per set asfollows:
Filter 1:
Linux Distribution = SUSE Linux Enterprise Server 10 - 1586
Linux Service Pack <= 3

File Exists - /etc/novell-release - No

Filter 2:
Linux Distribution = SUSE Linux Enterprise Server 10 - x86_ 64
Linux Service Pack <= 3
File Exists - /etc/novell-release - No
5 Click Apply to save the changes and publish the new versions of the bundles.
6 Assign the new versions of the bundles to the devices.

For more information on how to assign bundles, see “Managing Bundle Assignments” in the
ZENworks 11 Software Distribution Reference.

7 Refresh the devices and deploy the bundles.

For more information on on how to prevent the upgrade of base SLES 10 SP3 to SLES 10 SP4 with
OES2 SP3 installed, see TID 7008364 (http://www.novell.com/support/microsites/microsite.do).
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