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Third-Party Legal Notices

The Apache Software License, Version 1.1

Copyright (c) 2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following acknowledgment:
"This product includes software developed by the Apache Software Foundation (http://www.apache.org/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such third-party
acknowledgments normally appear.

4. The names "Apache" and "Apache Software Foundation" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please contact apache@apache.org.

5. Products derived from this software may not be called "Apache", nor may "Apache" appear in their name, without
prior written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED ""AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Autonomy

Copyright ©1996-2000 Autonomy, Inc.

Bouncy Castle

License Copyright (c) 2000 - 2004 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Castor Library

The original license is found at http://www.castor.org/license.html

The code of this project is released under a BSD-like license [license.txt]:



Copyright 1999-2004 (C) Intalio Inc., and others. All Rights Reserved.

Redistribution and use of this software and associated documentation ("Software"), with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain copyright statements and notices. Redistributions must also contain a
copy of this document.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The name "ExoLab" must not be used to endorse or promote products derived from this Software without prior
written permission of Intalio Inc. For written permission, please contact info@exolab.org.

4. Products derived from this Software may not be called "Castor" nor may "Castor" appear in their names without
prior written permission of Intalio Inc. Exolab, Castor and Intalio are trademarks of Intalio Inc.

5. Due credit should be given to the ExoLab? Project (http://www.exolab.org/).

THIS SOFTWARE IS PROVIDED BY INTALIO AND CONTRIBUTORS "AS IS" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL INTALIO OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Indiana University Extreme! Lab Software License

Version 1.1.1

Copyright (c) 2002 Extreme! Lab, Indiana University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following acknowledgment:
"This product includes software developed by the Indiana University Extreme! Lab (http://
www.extreme.indiana.edu/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such third-party
acknowledgments normally appear.

4. The names "Indiana University" and "Indiana University Extreme! Lab" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please contact http:/
/www.extreme.indiana.edu/.

5. Products derived from this software may not use "Indiana University" name nor may "Indiana University" appear
in their name, without prior written permission of the Indiana University.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS,
COPYRIGHT HOLDERS OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.



JDOM.JAR
Copyright (C) 2000-2002 Brett McLaughlin & Jason Hunter. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions, and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and the
disclaimer that follows these conditions in the documentation and/or other materials provided with the
distribution.

3. The name "JDOM" must not be used to endorse or promote products derived from this software without prior
written permission. For written permission, please contact license@jdom.org.

4. Products derived from this software may not be called "JDOM", nor may "JDOM" appear in their name, without
prior written permission from the JDOM Project Management (pm@jdom.org).

In addition, we request (but do not require) that you include in the end-user documentation provided with the
redistribution and/or in the software itself an acknowledgement equivalent to the following: "This product
includes software developed by the JDOM Project (http://www.jdom.org/)."

Alternatively, the acknowledgment may be graphical using the logos available at http://www.jdom.org/images/logos.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE JDOM
AUTHORS OR THE PROJECT CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Phaos

This Software is derived in part from the SSLavaTM Toolkit, which is Copyright ©1996-1998 by Phaos Technology
Corporation. All Rights Reserved. Customer is prohibited from accessing the functionality of the Phaos software.

w3C

W3C® SOFTWARE NOTICE AND LICENSE

This work (and included software, documentation such as READMEs, or other related items) is being provided by
the copyright holders under the following license. By obtaining, using and/or copying this work, you (the licensee)
agree that you have read, understood, and will comply with the following terms and conditions.

Permission to copy, modify, and distribute this software and its documentation, with or without modification, for any
purpose and without fee or royalty is hereby granted, provided that you include the following on ALL copies of
the software and documentation or portions thereof, including modifications:

1. The full text of this NOTICE in a location viewable to users of the redistributed or derivative work.

2. Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If none exist, the W3C
Software Short Notice should be included (hypertext is preferred, text is permitted) within the body of any
redistributed or derivative code.

3. Notice of any changes or modifications to the files, including the date changes were made. (We recommend you
provide URISs to the location from which the code is derived.)

THIS SOFTWARE AND DOCUMENTATION IS PROVIDED "AS IS," AND COPYRIGHT HOLDERS MAKE
NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT
THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE ANY THIRD PARTY
PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR



CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR
DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity pertaining to the
software without specific, written prior permission. Title to copyright in this software and any associated
documentation will at all times remain with copyright holders.
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About This Guide

This guide describes how to administer the Novell Identity Manager user application. It includes
these parts:

¢ Part I, “Overview,” on page 19

*

Part I1, “Configuring the User Application Environment,” on page 35

*

Part III, “Administering the User Application,” on page 81
Part IV, “Portlet Reference,” on page 205

*

*

Part V, “Configuring and Managing Provisioning Workflows,” on page 279
¢ Part VI, “Appendixes,” on page 373

To learn about administering the other features of Identity Manager (which are common to all
packagings), see the Novell Identity Manager: Administration Guide.

Audience

The information in this guide is for system administrators, architects, and consultants who are
responsible for configuring, deploying, and managing the identity self-service features and
workflow-based provisioning features of the Identity Manager user application.

End-user documentation for these features is provided in the Identity Manager User Application:
User Guide.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Identity Manager User Application: Administration Guide, visit
the Identity Manager Documentation Web site (http://www.novell.com/documentation/idm35).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

About This Guide
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Overview

These sections introduces you to the Identity Manager User Application, and help you plan for its
use in your organization.

¢ Chapter 1, “Introduction to the User Application,” on page 21

Overview 19
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Introduction to the User
Application

This section introduces the Identity Manager User Application. Topics include:

¢ Section 1.1, “About the User Application,” on page 21
¢ Section 1.2, “User Application Architecture,” on page 23

*

Section 1.3, “User Application User Types,” on page 27

*

Section 1.4, “Design and Configuration Tools,” on page 30

*

Section 1.5, “What’s Next,” on page 32

1.1 About the User Application

The Identity Manager User Application is the business user’s view into the information, resources,
and capabilities of Identity Manager. The User Application is a browser-based Web application that
gives the user the ability to perform a variety of identity self-service tasks. In addition, when used in
conjunction with the Provisioning Module and Novell Audit®, the User Application provides a
complete, end-to-end provisioning solution, giving users the ability to initiate and manage
provisioning requests and approvals. The Identity Manager User Application is secure, scalable, and
easy to manage.

The User Application enables you to address the following business needs:

+ Providing user self-service, allowing a new user to self-register, and providing access to
anonymous or guest users.

The User Application provides a set of portlets for managing identity information for
employees. You can use the portlets as-is or customize them to deliver the following identity
management services:

¢ Create a directory object or launch a workflow to create objects.
+ Search identity data for white pages, yellow pages, green pages.

¢ View and modify user profiles and attributes.

For more information, see Part IV, “Portlet Reference,” on page 205.

+ Ensuring that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy.

You can grant users access to identity data within the guidelines of corporate security policies.
For more information, see Section 2.2, “Security,” on page 40.

+ Reducing the administrative burden of entering, updating, and deleting user information across
all systems in the enterprise.

You can create customized workflows to provide a Web-based interface for users to manipulate
distributed identity data triggering workflows as necessary.

For more information, see Part V, “Configuring and Managing Provisioning Workflows,” on
page 279.

Introduction to the User Application
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¢ Managing manual and automated provisioning of identities, services, resources, and assets, and
supporting complex workflows.

You can implement manual provisioning by creating workflows that route provisioning
requests to one or more authorities. For automated provisioning, you can configure the User
Application to start workflows automatically in response to events occurring in the Identity
Vault.

For more information, see Part V, “Configuring and Managing Provisioning Workflows,” on
page 279.

1.1.1 About Identity Self-Service

Identity is the foundation of the User Application. The application uses identity as the basis for
authorizing users access to systems, applications, and databases. Each user’s unique identifie—and
each user’s roles—comes with specific access rights to identity data. For example, users who are
identified as managers can access salary information about their direct reports, but not about other
employees in their organization.

The Identity Self-Service tab within the application gives users a convenient way to display and
work with identity information. It enables your organization to be more responsive by giving users
access to the information they need whenever they need it. For example, users might use the Identity
Self-Service tab to:

¢ Manage their own user accounts directly
¢ Look up other users and groups in the organization on demand
¢ Visualize how those users and groups are related

+ List applications with which they are associated

The User Application Administrator is responsible for setting up the contents of the Identity Self-
Service tab. What business users can see and do is typically determined by how the application has
been configured, by their job requirements and level of authority.

1.1.2 About Workflow-Based Provisioning

A key feature of the Identity Manager User Application is workflow-based provisioning, which
enables you to automate the approval and revocation of user access to your organization’s secure
resources. Resources can include digital entities such as user accounts, computers, and databases.

The User Application’s Requests & Approvals tab gives users a convenient way to make requests for
resources. A provisioning request is a user or system action intended to grant or revoke resources.
Provisioning requests can be initiated directly by the user (through the Requests & Approvals tab),
or indirectly in response to events occurring in the Identity Vault.

When a provisioning request requires permission from one or more individuals in an organization,
the request starts one or more workflows. The workflows coordinate the approvals needed to fulfill
the request. Some provisioning requests require approval from a single individual; others require
approval from several individuals. In some instances, a request can be fulfilled without any
approvals. A successful provisioning request results in a provisioned resource. Provisioned
resources are mapped to Identity Manager entitlements.

By default, the Requests & Approvals tab in the User Application does not display any provisioning
requests. To configure a provisioning request a designer familiar with your business needs creates a
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provisioning request definition, which binds the resource to a workflow. The designer can configure
workflows that proceed in a sequential fashion, with each approval step being performed in order, or
workflows that proceed in a parallel fashion. A parallel workflow allows more than one user to act
on a workflow task concurrently.

Identity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that provide
the ability to configure existing provisioning requests, manage workflows that are in process, and
define teams and team rights. For more information, see Section 1.4, “Design and Configuration
Tools,” on page 30

The Provisioning Application Administrator is responsible for managing the workflow-based
provisioning features of the User Application. For more information, see Section 1.3, “User
Application User Types,” on page 27

1.2 User Application Architecture

The Identity Manager User Application relies on a number of independent components acting
together. The core components are shown in Figure 1-1.

Figure 1-1 User Application Core Components
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1.2.1 User Interface

The Identity Manager User Application is a browser-based Java* application. It is comprised of a
collection of JSR168-compliant portlets, JavaServer* Pages, and JavaServer Faces that run within a
Java Web application on a J2EE*-compliant application server such as JBoss*. The User
Application framework provides container services, such as managing window state, portlet
preferences, persistence, caching, theming, logging, and acts as a security gatekeeper. The
application server, on which the User Application runs, provides various services to the application
as a whole, such as scalability through clustering, database access via JDBC*, and support for
certificate-based security.

1.2.2 Directory Abstraction Layer

The directory abstraction layer provides a logical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the User Application. The Directory Abstraction layer:

¢ Performs all of the User Application’s LDAP queries against the Identity Vault. This isolates
presentation-layer logic from the Identity Vault, so that all requests for identity data go through
the directory abstraction layer.

¢ Checks constraints and access control on data requests made via the User Application.

¢ Caches runtime configuration and entity-definition data obtained from the Identity Vault. See
Section 5.1.1, “Caching Management,” on page 89

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the section
on the directory abstraction layer editor in the Identity Manager User Application: Design Guide.

1.2.3 Workflow Engine

The Workflow Engine (available with the Provisioning Module) is a set of Java executables
responsible for managing and executing steps in an administrator-defined workflow and keeping
track of state information (which is persisted in a database). When the necessary approvals have
been given, the Provisioning System provisions the resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more e-mail
messages to notify users of changes in the state of the workflow. In addition, it can send e-mail
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an e-mail template in the Designer for Identity Manager or in iManager and then use
this template for e-mail notifications. At runtime, the Workflow Engine retrieves the template from
the directory and replaces tags with dynamic text suitable for the notification.

Additional details about the Workflow Engine, including how to configure and manage provisioning
workflows, are in Part V, “Configuring and Managing Provisioning Workflows,”” on page 279.

1.2.4 Application Server (J2EE-Compliant)

The application server provides the runtime framework in which the User Application, directory
abstraction layer and Workflow Engine execute. The default is the JBoss application server. The
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User Application is packaged as a Java Web Application Archive, or WAR file. The WAR is
deployed to the application server.

1.2.5 Database

The User Application relies on a database (MySQL* by default; see the Installation Guide for a list
of supported databases) to store several kinds of information:

¢ User application configuration data: for example, Web page definitions, portlet instance
registrations, and preference values.

¢ [fthe Provisioning Module is installed, workflow state information is persisted in the database.
(The actual workflow definitions are stored in the User Application driver in the Identity
Vault.)

+ Novell Audit logs

1.2.6 User Application Driver

The User Application driver is an important enabling piece of the User Application. It is responsible
for:
+ Storing application-specific environment configuration data.
+ Notifying the directory abstraction layer when important data values change in the Identity
Vault. This causes the directory abstraction layer to update its cache.

If the Provisioning Module is installed, the User Application driver can be configured to:

+ Allow events in the Identity Vault to trigger workflows.

¢ Communicate the success or failure of a workflow's provisioning activity back to the User
Application database, which allows users to view the final status of their requests.

+ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver is not only a runtime component but a storage wrapper for directory
objects (comprising the User Application’s runtime artifacts).

Table 1-1 Artifacts Stored in the User Application Driver

Artifacts Description

Driver Set Object Every Identity Manager installation requires that drivers be grouped into
driver sets. Only one driver set can be active at a time (on a given
directory server). The drivers within that set can be toggled on or off
individually without affecting the driver set as a whole. The User
Application driver (like any other Identity Manager driver) must exist inside
a driver set. The driver set is not automatically created by the User
Application; you must create one, then create the User Application driver
within it.

User Application The User Application driver object is the container for a variety of artifacts.
The User Application driver implements Publisher and Subscriber channel
objects and policies. The Publisher channel is not used by the User
Application but is available for custom user cases.

Introduction to the User Application
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Artifacts Description

App Config Object The AppConfig object is a container for the following User Application
configuration objects.

+ RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests
that end users with appropriate rights can instantiate via the User
Application. (Provisioning Module only)

+ WorkflowDefs: :Container for Workflow objects, including design-
time descriptions plus any template or unused flows.

+ ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused
targets.

+ ServiceDefs: Container for Service Definition objects, which wrap
Web Services called by workflows.

+ DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in
the User Application.

+ AppDefs: Container for configuration objects that initialize the
runtime environment, such as cache configuration information and
e-mail notification properties.

+ ProxyDefs: Container for proxy definitions.

+ DelegateeDefs: Container for delegate definitions.

1.2.7 Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 30

1.2.8 iManager

iManager provides a set of plug-ins you can use to configure and manage provisioning requests and
their associated workflows. These tools also let you define provisioning teams and team rights. For
more information, see Section 1.4, “Design and Configuration Tools,” on page 30.

1.2.9 Identity Manager Engine

The Identity Manager engine provides the runtime framework that monitors events in the Identity
Vault and connected systems. It enforces policies and routes data to and from the Identity Vault. The
Identity Manager User Application is a connected system. Communication between the Identity
Vault, the User Application’s directory abstraction layer, and the Workflow Engine occurs through
the User Application driver.

1.2.10 Identity Vault

The Identity Vault is the repository for user data (and other identity data) plus the Identity Manager
driver set and the User Application driver. Because the User Application relies on various Identity
Vault objects, it’s necessary to extend the eDirectory™ schema to accommodate the custom LDAP
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objects and attributes required by the User Application. The schema extension occurs automatically
as part of the User Application install. The custom objects and attributes are populated with default
values after the User Application driver is installed and activated.

1.2.11 Novell Audit

Novell Audit is an independent logging server that can persist a variety of kinds of data (such as data
generated by steps of a workflow). For more information, see Chapter 3, “Setting Up Logging,” on
page 71.

1.3 User Application User Types

The Identity Manager User Application users fall into these categories:

* Administrators
+ Users

+ Designers

1.3.1 Administrators

The User Application defines several types of administrative users.The administrative users defined
in Table 1-2 are defined at installation.

Table 1-2 User Application Administrative Users

User Description

LDAP Administrator A user who has rights to configure the Identity Vault. This is a logical role that
can be shared with other administrative user types.

The LDAP administrator account is a proxy user for the user application to
carry out tasks on the LDAP server that an ordinary logged-in user might not
have permission to execute, such as creating a new user, group, or container.
It represents credentials (username and password) used to bind to the Identity
Vault to perform system LDAP operations, so these are the rights that the user
application itself needs to run. The LDAP administrator needs:

+ Supervisor rights to the User Application Driver and all the objects it
contains. You can accomplish this by setting the rights at the driver
container level and making them inheritable.

+ Supervisor Entry rights to any of the users that are defined through the
directory abstraction layer user entity definition. This should include Write
attribute rights to objectClass and any of the attributes associated with
the DirXML-EntitlementRecipient, srvprvEntityAux and srvprvUserAux
auxiliary classes.

+ Read Rights to the container object cn=DefaultNotificationCollection,
cn=Security. This object persists e-mail server settings used for
automated provisioning e-mails. It can contain SecretStore credentials for
authenticating to the e-mail server itself.

Introduction to the User Application
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User Description

User Application A user who has the rights to perform administrative tasks for the User
Administrator Application. This user can:

+ Use the Administration tab of the User Application to manage the User
Application.

+ Use iManager to administer workflow tasks (such as enabling, disabling,
or terminating an in-process workflows)

+ Use iManager or Designer to create new provisioning requests, manage
e-mail templates.

* Run reports on Novell Audit logging data.

This user does not have any special privileges on the Requests & Approvals
tab of the user application.

This user does not need any special directory rights because it controls
application level access via the Administration page. Although a User
Application Administrator has the ability to manage themes in the
Administration page, the User Application uses the LDAP administrator
credentials to modify the theme selections in the Identity Vault.

Password self-service: One task of the User Application Administrator is to
configure password self-service for the User Application. A feature of password
self-service is password synchronization status.To enable the User Application
Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), it is recommended that you create a
PasswordManagement group and assign one or more users to this group. The
members of this group are allowed to view the password synchronization
status of other users. If you choose to create this group, it must:

* Be named PasswordManagement.

+ Be given the privileges to the Identity Vault. The group must have rights to
read the user’s eDirectory object attribute for users whose password
synchronization status they need to view.

Provisioning Application A user who is intended to allow you to delegate provisioning management

Administrator tasks to a business user without giving him or her full administration rights to
the User Application. By default, the Provisioning Administrator cannot access
the Administration page, but he or she has full rights to the Request &
Approvals tab. For example, when the Provisioning Application Administrator
logs in, he or she does not need to select a team because all users are
considered to be his or her team members.

iManager Administrators

In addition to the users and their associated tasks above, Identity Manager includes administrators
that use iManager to:

¢ Create new provisioning requests and workflows.

¢ Define teams.

¢ Define or manage e-mail templates.

¢ Administer workflow tasks (such as enabling, disabling, or terminating in-process workflows).

The user that performs these tasks can be one of the administrators listed above, or a different user
that has been given the privileges to perform these tasks.
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To create or edit or edit workflow objects in iManager, the user needs the following rights on the
RequestDefs. AppConfig container for the specific User Application driver.

¢ [Entry Rights] Supervisor or Create.
¢ [All Attribute Rights] Supervisor or Write.

To initiate a workflow, the user must have Browse [Entry Rights] on the RequestDefs. AppConfig
container for the specific User Application driver or individually per request definition object if you
are using a delegated model.

1.3.2 Designers

Designers use the Designer for Identity Manager to customize the User Application for your
enterprise. Designer is a tool aimed at information technology professionals such as enterprise IT
developers, consultants, sales engineers, architects or system designers, and system administrators
who have a strong understanding of directories, databases, and their information environment and
who act in the role of a designer or architect of identity-based solutions.

To create or edit or edit workflow objects in Designer, the user needs the following rights on the
RequestDefs. AppConfig container for the specific User Application driver.

¢ [Entry Rights] Supervisor or Create.
¢ [All Attribute Rights] Supervisor or Write.

To initiate a workflow, the user must have Browse [Entry Rights] on the RequestDefs. AppConfig
container for the specific User Application driver or individually per request definition object if you
are using a delegated model.

1.3.3 Users

The user is the person who views and interacts with the User Application’s Identity Self-Service and
the Requests & Approval tab (if the Provisioning Module is installed). A user can be:

¢ An authenticated user (such as an employee, a manager, or a delegate or proxy for an employee
or manager). A delegate user is a user to whom one or more specific tasks (appropriate to that
user’s rights) can be delegated, so that the delegates can work on those specific tasks on behalf
of someone else. A proxy user is an end user who acts in the role of another user by temporarily
assuming that user’s identity. All of the rights of the original user apply to the proxy. Work
owned by the original user continues to be owned by that user.

¢ An anonymous or guest user. The anonymous user can be either the public LDAP guest
account or a special account set up in your Identity Vault. The User Application Administrator
can enable anonymous access to some features of the Identity Self-Service tab (such as a search
or create request). In addition, the User Application Administrator can create pages that allow
the user to request a resource. See Table 1-7 on page 33 for information on configuring
anonymous access.

The user’s capabilities within the User Application depend on what features the User Application
Administrator has enabled for them. They can be configured to:

¢ View hierarchical relationships between User objects by using the Org Chart portlet.

¢ View and edit user information (with appropriate rights).
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¢ Search for users or resources using advanced search criteria (which can be saved for later
reuse).

¢ Recover forgotten passwords.
If the Provisioning Module is installed, the User Application can be configured so that users can:

+ Request a resource (start one of potentially many predefined workflows).

+ View the status of previous requests.

¢ Claim tasks and view tasklists (by resource, recipient, or other characteristics).
¢ View proxy assignments.

+ View delegate assignments.

+ Specify one’s availability.

¢ Enter proxy mode in order to claim tasks on behalf of another.

+ View team tasks, request team resources, and so forth (managers only).

1.4 Design and Configuration Tools

The various administrators can use the following tools to design and configure the Identity Manager
User Application.

Table 1-3 Tools for Designing and Configuring the User Application

Tool Purpose

Designer for Identity Manager A powerful, graphical toolset for configuring and deploying
Identity Manager. The following plug-ins are designed to help
you configure the User Application:

+ Directory Abstraction Layer editor: Lets you define the
Identity Vault objects needed for your User Application.

+ Provisioning Request Definition editor: Lets you create
workflows for provisioning request definitions. Also allows
you to customize the forms by which users make and
approve requests and e-mail templates.

* Provisioning view: Lets you import, export, deploy, and
migrate directory abstraction layer and provisioning
requests to the User Application driver.

For more information, see the Identity Manager User
Application: Design Guide.
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Tool

Purpose

iManager (for Provisioning Module
only)

User Application Admin tab

A Web-based administration console. The following plug-ins are
designed to help you configure and administer the User
Application:

*

Provisioning Request Configuration plug-in: Lets you bind
the provisioning request definition to a provisioned
resource, specify the runtime characteristics of the
associated workflow and enable its use.

Workflow Administration plug-in: Provides a browser-
based interface that lets you view the status of workflow
processes, reassign activities within a workflow, or
terminate a workflow in the event that it is stopped and
cannot be restarted.

Provisioning Team plug-in: Lets you define the
characteristics of a team. A team identifies a group of users
and determines who can manage provisioning requests
and approval tasks associated with this team. The team
definition consists of a list of team managers, team
members, and team options.

Provisioning Team Request plug-in: Lets you specify the
request rights for a team. The team requests objects
specify a list of requests that fall within the domain of a
team, as well as the rights given to the team managers.
The request rights specify actions that team managers can
perform on the provisioning requests and tasks.

For more information, see Part V, “Configuring and Managing
Provisioning Workflows,” on page 279

A Web-based administration console that allows you to
configure, manage, and customize the User Application. It
contains the following pages:

*

Application Configuration: Lets you configure caching,
LDAP parameters, logging, themes, password module
setup

Page Administration: Lets you create new portlets or
customize existing Identity Self-Service pages

Portlet Administration: Lets you create new or customize
the existing portlets used on the Identity Self-Service
pages.

Provisioning: Lets you configure Delegation, Proxy, Tasks,
Digital Signature service, and engine and cluster settings.

Security: Lets you define who has Provisioning
Administrator and User Application Administrator
privileges.

For more information, see Part Ill, “Administering the User
Application,” on page 81.

Introduction to the User Application

31



Tool Purpose

lreport.exe (log report tool) and A number of predefined log reports (that come with Identity

iManager Auditing and Logging Manager) are available in Crystal Reports* (. rpt) format for

feature filtering data logged to the Novell Audit database. The
lreport.exe log report tool (Windows™ only) is one way to
generate the reports. You can also use other methods to create
the reports. See Chapter 3, “Setting Up Logging,” on page 71 for
details.

1.5 What’s Next

Now that you have learned about the features and architecture of the Identity Manager User
Application, you can start to customizing it as needed for your own business needs. Typically, you’ll
be:

+ Customizing the user interface and identity self-service features. See Table 1-5 on page 32.

+ Setting up the requests and approval features (if provisioning is installed). See Table 1-7 on
page 33.

¢ Setting up your production environment. See Table 1-6 on page 33.

Table 1-4 Customizing the User Interface and Identity Self-Service Features

To learn about See

Setting up directory abstraction layer objects Identity Manager User Application: Design
Guide

Customizing the Identity Self-Service pages Part 1V, “Portlet Reference,” on page 205

Adding new pages and setting page security Chapter 6, “Page Administration,” on page 139

Creating custom instances of the identity portlets Chapter 7, “Portlet Administration,” on page 173

Changing the User Application’s theme or branding Section 5.1.6, “Theme Administration,” on

page 107
Localizing the User Application user interface Section 2.8, “Localizing Text,” on page 69
Enabling password self-service Section 5.3, “Password Management

Configuration,” on page 120

Table 1-5 Setting Up the Requests and Approvals Features

To learn about See

Creating provisioning requests Identity Manager User Application: Design Guide and
Chapter 17, “Configuring Provisioning Request Definitions,”
on page 295

Customizing request and approval forms Identity Manager User Application: Design Guide

Defining teams Chapter 19, “Configuring Provisioning Teams,” on page 347
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To learn about See

Defining e-mail templates Identity Manager User Application: Design Guide and
Section 18.4, “Working with E-Mail Templates,” on
page 334

Table 1-6 Setting Up the User Application Production Environment

To learn about See

Your production environment topology Section 2.1, “Topology,” on page 37

Setting up security Section 2.2, “Security,” on page 40

Setting up digital signature support Section 2.3, “Digital Signature Configuration,” on page 43
Performance tuning strategies Section 2.6, “Performance Tuning,” on page 52

Setting up a cluster Section 2.7, “Clustering,” on page 58

Setting up logging Chapter 3, “Setting Up Logging,” on page 71

Table 1-7 User Application Configuration for Guest Access

To learn about See

Guest or anonymous accounts Section 2.4, “Enabling Anonymous or Guest Access to
the User Application,” on page 49

Allowing anonymous users to self-register Section 11.4, “Configuring the Create Portlet for Self-
Registration,” on page 216

Allowing anonymous access to the directory Section 15.3, “Configuring Search List for Anonymous
search Access,” on page 276

Allowing anonymous access to the My profile or Section 12.6, “Setting up Detail for Anonymous
Organizational charts Access,” on page 233 and Section 13.3, “Configuring
Org Chart for Guest Access,” on page 262

Allowing anonymous access to a workflow Chapter 14, “Resource Request Portlet,” on page 263
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Configuring the User Application
Environment

These sections describes how to configure various aspects of the Identity Manager User Application
environment to meet the needs of your organization.

¢ Chapter 2, “Designing the Production Environment,” on page 37

¢ Chapter 3, “Setting Up Logging,” on page 71
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Designing the Production
Environment

This section discusses issues relating to setting up a production environment. It provides guidance
on a number of considerations that come into play when making the transition from a sandbox, test,
or other pre-production environment to a production environment.

This section is organized as follows:

¢ Section 2.1, “Topology,” on page 37

¢ Section 2.2, “Security,” on page 40

¢ Section 2.3, “Digital Signature Configuration,” on page 43

¢ Section 2.4, “Enabling Anonymous or Guest Access to the User Application,” on page 49
¢ Section 2.5, “Configuring Forgotten Password Self-Service,” on page 50

¢ Section 2.6, “Performance Tuning,” on page 52

¢ Section 2.7, “Clustering,” on page 58

¢ Section 2.8, “Localizing Text,” on page 69

2.1 Topology

Each major subsystem can have many instances and many ways of connecting. Not every possible
layout is supported. This section includes three subsections that describe the possibilities and why
some configurations are preferred over others.

¢ Section 2.1.1, “Minimal Design,” on page 37
¢ Section 2.1.2, “High Availability Design,” on page 38

¢ Section 2.1.3, “Design Constraints,” on page 39

2.1.1 Minimal Design

The simplest logical configuration of the User Application is a one-of-everything installation,
consisting of one Identity Vault tree, one instance of the Identity Manager engine and drivers, and
one instance of JBoss running a single instance of the User Application. In terms of physical
implementation, you could, in theory, run all of this on one machine. But you would not do that in
the real world, for a variety of reasons including security, maintainability, and performance. In
deciding on the number of machines needed for a practical real-world installation, you would want
(at a minimum) to take the following into account:

Novell Audit Server: This application is responsible for capturing event information (and possibly
a good deal of other information) from the User Application environment at runtime. It might also
be doing double duty as a persistence store for other applications in your company. For a variety of
reasons, you probably do not want to put other major pieces of the Identity Manager system (for
example, JBoss or the Identity Vault) on the same machine as the Audit server.
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Identity Vault: This is a heavily trafficked component with a need for good performance and good
scalability. Consider putting the Identity Vault on a dedicated machine. You probably do not want
another high-traffic system, such as JBoss with a deployment of the User Application, running on
the same machine as the Identity Vault.

Database: If this instance of MySQL (or other supported database) is also your Novell® Audit
database, it is probably on a dedicated machine. The User Application uses this component in the
following ways:

+ As apersistence store for portal configuration data

+ As the persistence store for state information on in-process workflows (if the Provisioning
Module is installed)

¢ Optionally, as the logging store for Novell Audit.

JBoss: For performance and capacity reasons, you should probably run this piece on a dedicated
machine.

These considerations suggest the following minimal three-machine configuration:

Figure 2-1 Minimal Three Machine Configuration

Identity Vault Audit Server User App

= =B =
= S| =S
=] — —
IDM :
eDirectory eDirectory JBoss
IDM MySQL User App
iManager
AUDIT:
. i Audit Engine log4j logging
Audit plug-in MySQL DB

for iIManager for Audit

2.1.2 High Availability Design

Clustering for high availability and capacity is discussed in Section 2.7, “Clustering,” on page 58.
For now, you should know that:

¢ Identity Manager supports high availability of the Identity Vault, engine, and drivers through
the multinode installation and shared-storage mechanisms described in the section “High
Availability” in the Identity Manager Administration Guide. A comprehensive procedure for
setting up such a system using SUSE® Linux is at:

http://support.novell.com/cgi-bin/search/searchtid.cgi?/10093317.htm (http://
support.novell.com/cgi-bin/search/searchtid.cgi?/10093317.htm)
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¢ High availability of the User Application is available through JBoss clustering. You can set up
a JBoss cluster so that each node runs one User Application instance. The instances are all
coequals (peers).

+ Automatic failover is supported. An interrupted workflow can resume after the loss of a cluster
node.

See Section 2.7, “Clustering,” on page 58 for more information.

2.1.3 Design Constraints

The two most important architectural constraints are:

¢ No User Application instance can service (search, query, add users to, and so forth) more than
one user container. Also, a user container association with an application is meant to be
permanent.

+ No User Application driver can be associated with more than one User Application, except
when the User Applications are installed on sister nodes of the same JBoss cluster. In other
words, a one-to-many mapping of drivers to User Applications is not supported.

The first constraint enforces a high degree of encapsulation in User Application design.
Suppose you have the following organizational structure:

Figure 2-2 Sample Organizational Structure

0=ACME

F

| |

ou=Marketing ou=Finance

G‘@ y 9@ i

During installation of the User Application, you are asked to specify the top-level user container that
your installation looks for in the Identity Vault. In this case, you could specify
ou=Marketing,0=ACME or (alternatively) ou=Finance,0=ACME. You cannot specify both. All
User Application searches and queries (and administrator log-ins) are scoped to whichever container
you specify.

NOTE: In theory, you could specify a scope of 0=ACME in order to encompass Marketing and
FInance. But in a large organization, with potentially many ou containers (rather than just two
relating to Marketing and Finance), this is not likely to be practical.

It is possible, of course, to create two independent installations of the User Application (sharing no
resources in common), one for Marketing and another for Finance. Each installation would have its
own database, its own appropriately configured User Application driver, and each User Application
would be administered separately, possibly having unique themes.

If you truly need to place Marketing and Finance within the same scope for one User Application
installation, there are two possible tactics to consider. One is to insert a new container object (for
example, ou=MarketingAndFinance) in the hierarchy, above the two sibling nodes; then point to the
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new container as the scope root. Another tactic is to create a filtered replica (a special type of
eDirectory™ tree) that combines the needed parts of the original ACME tree, and point the User
Application at the replica’s root container. (Consult the Novell eDirectory Administration Guide
for more information on filtered replicas.)

If you have questions about a particular system layout, contact your Novell representative for
assistance or advice.

2.2 Security

This section includes the following topics:

¢ Section 2.2.1, “Security Overview,” on page 40

*

Section 2.2.2, “Self-Signed Certificates,” on page 41

*

Section 2.2.3, “Turning on SSL in JBoss,” on page 42

*

Section 2.2.4, “Turning on SOAP Security,” on page 42

*

Section 2.2.5, “Mutual Authentication,” on page 43

*

Section 2.2.6, “Encryption of Sensitive User Application Data,” on page 43

2.2.1 Security Overview

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you might use regular HTTP to connect the User Application driver to
JBoss, or you might use a self-signed certificate (as a temporary measure) for driver/app-server
communication. In production, on the other hand, you probably use secure connections, with server
authentication based on your company’s Verisign* (or other trusted provider) certificate.

It is typical for X.509 certificates to be used in a variety of places in the Identity Manager User
Application environment, as shown in the following diagram.
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Figure 2-3 Identity Manager User Application Environment

- _— _— JBoss
cert

All communication between the User Application and the Identity Vault is secure, using Transport
Layer Security, by default. The installation of the Identity Vault (eDirectory) certificate into the
JBoss keystore is done automatically at install time. Unless you specify otherwise, the User
Application installer places a copy of the eDirectory certificate in the JRE’s default cacerts store.

The server certificate needs to be in several places, if communications are to be secure, as shown in
the diagram. Different setup steps might be needed depending on whether you intend to use a self-
signed certificate in the various places in the diagram shown with a JBoss cert box, or you intend to
use a certificate issued by a trusted certificate authority (CA) such as Verisign.

2.2.2 Self-Signed Certificates

If you are using a certificate from a well-known trusted issuer (for example, Verisign), no special
configuration steps should be necessary. But if you intend to create and use a self-signed certificate,
use the following steps:

1 Create a keystore with a self-signed certificate, using command line syntax similar to the
following:

keytool -genkey -alias tomcat -keyalg RSA -storepass changeit -
keystore jboss.jks -dname
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"cn=JBoss, ou=exteNd, o=Novell, l1=Waltham, s=MA, c=US" -keypass
changeit

Notice that you are creating the file jboss. jks as well as the certificate.

2 Copy the keystore file Jboss. jks to your JBoss User Application directory, for example:
cp jboss.jks ~/jboss-4.0.2/server/spitfire/conf

2.2.3 Turning on SSL in JBoss

The User Application uses HTML forms for authentication. As a result, user credentials are exposed
during login. We strongly recommend that you enable SSL in JBoss to protect sensitive information.
To enable SSL in JBoss:

1 Find the jbossweb-tomcat55.sar fileunder [IDM] /jboss/server/IDM/
deploy/.

2 In jbossweb-tomcat55. sar, find server.xml and open that file in a text editor.

3 Enable SSL by uncommenting or adding a section that looks like:

<Connector port="8443" address="${jboss.bind.address}"
maxThreads="100" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"
scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server.home.dir}/spitfire/conf/
jboss.jks"
keystorePass="changeit" sslProtocol = "TLS" />

4 Install a trusted certificate by following the instructions given at SSL Setup (http://
www.jboss.org/wiki/Wiki.jsp?page=SSLSetup).

2.2.4 Turning on SOAP Security

1 In IDM.war, find the web . xm1 file and open it in a text editor.

2 At the bottom of the file, uncomment the following section:

<security-constraint>
<web-resource-collection>
<web-resource-name>IDMProv</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>POST</http-method>
<http-method>GET</http-method>
<description>IDM Provisioning Edition</description>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport
guarantee>
</user-data-constraint>
</security-constraint>

3 Save the file and the archive, then restart JBoss.
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2.2.5 Mutual Authentication

The Identity Manager User Application supports traditional server authentication scenarios (as
commonly used in HTTPS sessions with secure Web pages on the Web), but does not support
bidirectional certificate-based authentication out of the box. That functionality can be obtained,
however, by using Novell iChain®. For example, if your organization has a need to allow users to
log in through a user certificate rather than a password, you can do this by adding iChain to your
environment.

See your Novell representative for more information.

2.2.6 Encryption of Sensitive User Application Data

Any sensitive information associated with the User Application that is stored persistently is
encrypted by using the symmetric algorithm AES-128. The master key itself is protected by
password-based cryptography using PBEWithSHA1AndDESede. The password is never persisted
or stored out of memory, and thus cannot be stolen.

Information that is encrypted includes (but is not limited to):

¢ LDAP administrator user password

*

LDAP guest user password

*

DSS trusted CA keystore password

*

DSS signature key keystore password

*

DSS signature key entry password

*

Novell Audit signature key

2.3 Digital Signature Configuration

This section provides instructions on configuring your environment to take advantage of the digital
signature support provided with the Identity Manager User Application.

NOTE: If you want to use the Novell Certificate Server™ (Novell PKI infrastructure) for digital
signing features, you need to use eDirectory 8.8 or later. The digital signature functionality requires
PKI 3.1, which ships with eDirectory 8.8.

This section includes the following topics:

¢ Section 2.3.1, “Setting Up the User Certificates,” on page 43
¢ Section 2.3.2, “Configuring JBoss,” on page 47
¢ Section 2.3.3, “Configuring the User Application,” on page 48

¢ Section 2.3.4, “Configuring the Provisioning Request Definitions,” on page 48

2.3.1 Setting Up the User Certificates

1 Create the user certificates using iManager.
1a Log in as an administrator.

1b Under Novell Certificate Server, select Create User Certificate.

Designing the Production Environment

43



1c Select the users for whom you want to create certificates and click Next.

You can use the Object Selector or Object History to pick the users.

Novells iManager [ S —
::ﬂ::lﬁbg?givner-ﬁcmss:: ?@ \ﬁﬂﬂ |%_E|IE| _‘IEI N

@] Roles and Tasks

Create User Certificate Wizard
| [All Categories] =
iFolder Management Al 'ﬁ Welcome to the Create User Certificate Wizard
Print
LDAP

Create a new certificate for the following users:

| W

Linux User Manage ment
NMAS

Novell Certificate Access

dmsarmple-tdb now. .

=l Novell Certificate Server
Configure Certificate Autharity
Create CRL Object
Create Default Certificates
Create SA5 Service Object
Create Server Certificate
Create Trusted Root
Create Trusted Root Containgr
Create User Certificate
lzsue Certificate

£

Partition and Replicas
Passwords << Back | Next => | Close | Finish |
PBX &

1d Select the server and specify the certificate nickname. Specify Custom as the creation
method and click Next.

Novells iManager N e
ADMIN : — -
Collection Owner Access —'@ \ﬁnﬂ |s_:”£l @

@] Roles and Tasks

Create User Certificate Wizard
| [All Categoaries] v| T
o ~ 'ﬁ Certificate Details
LDAP
Linux User Management Select the server which will generate the key pair.
HNMAS
Server:
Hovell Certificate Access | sigmiund = |

=l Novell Certificate Server CarHReSES ek
Configure Certificate duthority |testnickname |
Create CRL Object

Create Default Certificates
Create SA5 Service Object
Create Server Certificate
Create Trusted Root

Create Trusted Root Container
Create User Certificate

lzsue Certificate

= Creation method

© Standard (Default parameters)
@ Custom (User specifies parameters)

Partition and Replicas

Passwords

<<Back | Next >> | Close | Finish |

i PBX

ZLm, E T S S
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1e Specify a key size of 1024 or 2048 bits, depending on which size suits your requirements.
Set the key type to Signature. Leave other settings as is and click Next.

Novells iManager NS RSB
ADMIN -
- —— = o || | Bl lem
Collection Owner Access /—|J @ u |E—p.l I—I L Al—| |§|
Roles and Tasks
« Create User Certificate Wizard
| [All Categories] V| =
iFolder Management ~ 'ﬁ Key Size and Usage
iPrint
LDAP
Tomes ~
Linux User Management Key size: i
NMAS Py
e | 2048 bits
Novell Certificate Access
=l Novell Certificate Server
Configure Certificate Autharity Key type: Key usage:
Create CRL Object O Unspecified Data encipherment =
Create Default Certificates O Encryption Key encipherment
Create SA5 Service F)FJ]'ec:t O Signature Digital signature
Create Server Certificate O . — Certificate signing
Create Trusted Root L CRL signing
Create Trusted Root Container
Create User Certificate
Issue Certificate [set the key usage extension ta critical.
Partition and Replicas 2
Passwords << Back | Next == | Closze | Finish |
PBX @

1f If you’re using the default configuration, leave the certificate parameters as is and click
Next.

To enable certificate revocation list (CRL) support, select Custom and check the CRL
signing checkbox.

For complete details on CRL configuration, see the Novell Certificate Server
documentation.

1g Click Finish.
1h Log out.

2 Export the user certificate as a PFX file that contains the private key.
2a Log in as the user for whom you want to export a certificate.

2b Under Novell Certificate Access, select View My Certificates.
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2c¢ Select a certificate and click the Export button.

Novells iManager N —
ABLAKE T =
— - - i o ||V | B2 |22
= L . EREEZID N
(] Roles and Tasks Certificates: &ablake.users.idmsample-tdb.novell
-]
| [All Categories] V| 2]
Certificates
E Novell Certificate Access User Certificates
Yiew My Certificates
Wiz User Certificates Certificates s
Novell Certificate Server Hickname Issuer Certificate status  Private key status
b ?:estm'cknameg OU=Organizational CA, O=SIGMUNDTREE  Click walidate.. present
Certificate Information
Subject name: CM=ablake. OU=users, OU=idmsample-tdb. O=novell
Effective date:  Monday, October 30, 2006 10:50:18
Expiration date: Thursday, October 30, 2008 10:50:18 =
Create... | _ Import.. | Exmt | Details.. |  Valid v
T s
oK | Cancel | Appi Expart |

2d In the Export Certificate Wizard, click Yes to indicate that you want to export the private
key with the certificate. Then click Next.

nund.galab.wal. nov om - PKI Wizard - Frame - Mozilla Firefox

Export Certificate

;"j Welcome to the Export Certificate Wizard.

Do you want to export the private key with the certificate?

® ves
O No

=< Back | Hext == | Close | Finish |

Done sigmund. galab.wal.novell.com ﬁ

2e Enter a password to protect the private key and click Next.

2f Select Export the certificate into the browser if you do not have a card reader. Otherwise,
click on the link that says Save exported certificate to a file.
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You can also import to the browser later. Therefore, you might want to click on Save
exported certificate to a file to import to a different browser.

2g Click Save to Disk to save the file rather than opening it.
2h Click Close.
3 Ifyou’re using a smart card, install the smart card reader driver.

4 Install the software needed to transfer certificate information to the smart card. For example, to
get the smart card middleware software provided by cryptovision (cv act sc/interface), or
download an evaluation copy of their product or documentation, go to: http://
www.cryptovision.com/idmdigsig.html.

NOTE: You need to install version 3.3 or higher of the cryptovision middleware software. To
transfer certificate information to the smart card, you need the administration software. The
cryptovision software is not supported on Linux*.

5 Import the key pair (certificate) to the smart card:

If you are planning to use browser certificate support, rather than the smart card, you can skip steps
3 through 5 above. Certificates can be imported into a browser using iManager or the browser
certificate management user interface. The cryptovision applet supports Internet Explorer and
Firefox* running on Windows only.

2.3.2 Configuring JBoss

To configure the JBoss server, follow these steps:

1 Copy the following JARs to the JBOSS HOME/server/idm-server/lib directory:
¢ dom.jar
¢ xmldigsig.jar
¢ xmlsec.jar

You can download dom. jar, xmldsig.jar, and xmlsec.jar from http://
java.sun.com. These JARs are included with the Web Services Developer Pack.

For cryptovision, you also need SafXVerifier. jar. For details on downloading
SafXVerifier. jar, see http://www.cryptovision.com/idmdigsig.html.
2 Copy xmlsigner.war tothe JBOSS HOME/server/idm-server/deploy directory.

For details on downloading xm1signer.war, see http://www.cryptovision.com/
idmdigsig.html.

3 Export the trusted root and all intermediate certificates (using iManager) and import them into
the key store specified in your system’s local configuration using the keytool command:

keytool -import -trustcacerts -file certFile
The certFileis a fully qualified path to the certificate file.
If you’re using the Novell Certificate Server, you do not need to export the trusted root.

4 Start the User Application Configuration utility by running the configupdate script
(configupdate.bat on Windows).

5 Click Show Advanced Options.
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6 Under Trusted Key Store, type the path to the certificate file in the Trusted Store Path. Also,
type your password in the Keystore Password field. The default password is changeit.

The Trusted Key Store contains all trusted signers’ certificates used to validate digital
signatures.

NOTE: If you’re using the Novell Certificate Server, you can simply paste the complete string
(for example, C:\Program Files\Java\jdk1.5.0_08\jre\lib\security\cacerts) from the Keystore
Path field under eDirectory Certificates to the Trusted Store Path under Trusted Key Store. You
can also paste the Keystore Password to the Trusted Store Password field.

7 If you are using OCSP, under Miscellaneous, type the URI for OCSP in the OCSP URI field.
This value is used to update the status of trusted certificates online. The URI points to the
access point for the Online Certificate Status Protocol server.

2.3.3 Configuring the User Application

To configure digital signature support for the User Application, you need to use the Digital
Signature Service page on the Administration tab within the User Application. For details, see
Section 8.3, “Configuring the Digital Signature Service,” on page 193.

2.3.4 Configuring the Provisioning Request Definitions

You can use Designer for Identity Manager or iManager to configure digital signature support for
your provisioning request definitions. The basic requirements for digital signature support are the
same whether you perform your configuration steps in Designer or iManager.

To configure a provisioning request definition to support digital signatures, you need to:

1 Indicate whether a digital signature is required to initiate the provisioning request.

2 Indicate whether a digital signature is required for each approval step within the workflow.
Because each approval step might have more than one outgoing link, you need to specify
whether a digital signature is required for each link.

After you have indicated whether a digital signature is required to initiate a request or perform an
approval step, you need to also specify the following for each request or approval step where a
digital signature is required:
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Table 2-1 Digital Signature Settings

Setting De

scription

Digital Signature Type

Specifies whether the digital signature uses data or

form as its type:

Digital Signature Declaration
co

+ Data: Specifies that the XML signature
serves as the user agreement. When Data is
selected, the XML data is written to the audit
log. The user can preview XML data before
submitting a signature.

+ Form: Specifies that a PDF document that
includes the digital signature declaration be
generated. This document serves as the user
agreement. The user can preview the
generated PDF document before submitting a
request or approval. When Form is selected,
the PDF document (encapsulated in XML) is
written to the audit log.

Specifies a digital signature confirmation string that

nfirms the user’s signature.

For details on configuring provisioning request definitions in Designer, see the Identity Manager
User Application: Design Guide. For details on configuring provisioning request definitions in

iManager, see Chapter 17, “Configuring Provisionin

2.4 Enabling Anonymous
User Application

g Request Definitions,” on page 295.

or Guest Access to the

To enable anonymous or guest user to access the Identity Self-Service features of the User

Application, follow the steps outlined in Table 2-2.

Table 2-2 Setting Up Anonymous Access

Task

For more information

Determine the guest account you want to use for the
anonymous access.

Assign the proper Identity Vault rights to the guest user.

To perform Identity Self-Service tasks, create new
pages and portlets specifically for guest access.

See “Establishing the Guest Account” on
page 50.

Define rights based on the features you want
expose to non-authenticated Web application
users. In the User Application, you can expose
identity portlets such as the search, detail, or
chart and create portlet. You can also allow
users to initiate a workflow. In these cases the
guest user account is used to bind to
eDirectory and perform the underlying LDAP
operation.

See Part 1V, “Portlet Reference,” on page 205.

Designing the Production Environment

49



50

Task For more information

To perform a resource request, use the resource See Chapter 14, “Resource Request Portlet,”
request portlet. on page 263.

2.4.1 Establishing the Guest Account

There are two ways to support anonymous or guest access to the User Application. You can:

¢ Setup a dedicated user account. Set up the permissions that are needed for the activities of that
anonymous user. Remember that if this user is inside the user container, this guest account is
returned during searches of the tree. To prevent this, consider putting the guest user outside the
user container.

¢ Use the public LDAP guest account that corresponds to the [Public] object in eDirectory. The
default access for [Public] is Browse rights to the entire tree. You must set up whatever
permissions are necessary for this user to perform the guest tasks you provide. If you do not
want all anonymous users to perform some of these tasks, this might not be the correct option
for your installation.

The User Application allows you to specify only one type of anonymous user, and you are required
to specify that user during installation. The installation options are:

¢ Use Public Anonymous Account: This uses the LDAP guest account.

+ LDAP Guest: This is the dedicated user account.

You can modify your installation choice by running the configupdate utility after the installation is
complete.

2.5 Configuring Forgotten Password Self-
Service

The User Application provides forgotten password self-service that includes prompting for
challenge responses, displaying a password hint, or allowing a password change, as needed. By
default, forgotten password features are available to users inside your corporate firewall through the
deployed User Application WAR, but you can also set up your User Application so that the forgotten
password self-service features are accessed from a separate (or external) password management
WAR that you can deploy on a separate system located inside or outside your corporate firewall. By
default, the installation program generates and installs a WAR called IDMPwdMgt . WAR in the
installation root directory. IDMPwdMgt . WAR contains only the password self-service software
along with one theme. The theme is the default User Application theme called Blue Gloss. Table 2-3
describes how to configure the User Application to use the external password management WAR.
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Table 2-3 Steps for Enabling an External Password Management WAR

Task

Description

Install the User Application and specify that you
want to Use External Password WAR, then specify
values for the Forgot Password Link and the Forgot
Password Return Link.

Deploy the separate WAR to a JBoss application
server

Do you want to customize the theme for the
external WAR?

When you specify this option, the install program
puts the IMDPwdMgt . WAR in the installation /bin
directory. It renames IDMPwdMgt . WAR based on
the value you specify in the Forgot Password Link
as described in Identity Manager Install Guide.

For the Forgot Password Link configuration
parameter, you'll specify the location for the
external password WAR. Include the application
server host and its secure port, for example
https://externalpwdhost:8443/
IDMPwdMgt/jsps/pwdmngt/
ForgotPassword.jsf.

For the Forgot Password Return Link, you’ll supply
the path that the external Password Management
WAR uses to call back the User Application, (it
uses a Web Service), for example https://
idmhost:8443/IDM.

You can update the configuration after installation
using the configupdate tool.

If you want to change the link locations, you can do
so in the User Application Administration tab.

The JBoss application server must be configured to
support SSL. See Section 2.2.3, “Turning on SSL in
JBoss,” on page 42. In addition:

+ [f the external password management WAR is
deployed outside the firewall, make sure that
the firewall’s SSL port is open to allow
communication between both application
server hosts.

* The application server that hosts the external
password management WAR must have the
server certificate of the application server
hosting the core User Application. Use the
keytool import command to import the server
certificate to the keystory (cacerts) of the JRE
used by the application server hosting the
external password WAR. The keytool
command has this syntax:

keytool -import -file
certname.cer —-keystore cacerts
-storepass changeit -alias
uacerts

For more information, see “Customizing the Theme
for External Password WAR” on page 113.

The external WAR location is saved to the
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configuration.AppDefs.AppConfig.driver.driverset as

<property>
<key>com.novell.pwdmgmt.login.PREF FORGOT PSWD LINK KEY</key>

<value>https://externalpwdhost:8443/IDMPwdMgt/jsps/pwdmgt/
ForgotPassword.jsf</value>

The return location is saved to the
configuration.AppDefs.AppConfig.driver.driverset as

<property>

<key>com.novell.pwdmgmt.login.PREF FORGOT PSWD RETURN LINK KEY</
key>

<value>https://IDMhost:8443/IDMProv</value>

</property>

The return location is saved to the userAppURL property in External WAR/WEB-INF/
faces-managed-beans.xml, for example

<property-name>userAppURL</property-name>
<property-class>java.lang.String</property-class>
<value>https://IDMhost:8443/IDMProv</value>

2.5.1 Accessing an External Password Management WAR

Users can go to the Forgot Password page in the external password WAR directly from a browser
like this:

https://externalpwdhost:8443/IDMPwdMgt/jsps/pwdmgt/
ForgotPassword.jsft.

When accessed directly, the external password WAR checks the WEB-INF\ faces-managed-
beans.xml for this entry:
<property-name>userAppURL</property-name>
<property-class>java.lang.String</property-class>
<value>https://151.155.254.69:8443/IDM</value>

The external WAR uses the userAppURL entry to call the Web Service that handles the forgot
password functionality in the User Application WAR.

Users can access the Forgot Password page by clicking the Forgot Password? link in the User
Application’s Login page. The User Application redirects the user to the external password
management WAR based on the value specified for the Forgot Password link. The external
password management WAR uses the Forgot Password Return Link value to call back to the User
Application.

2.6 Performance Tuning

Performance tuning is a complex subject. The Identity Manager User Application relies on diverse
technologies with many interactions. It is not possible to anticipate every single configuration
scenario or user interaction scenario that could result in poor performance. Nevertheless, some
subsystems are subject to best practices that can boost performance.
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See the following sections for information:

¢ Section 2.6.1, “Logging,” on page 53

¢ Section 2.6.2, “Identity Vault,” on page 54

¢ Section 2.6.3, “JVM,” on page 55

¢ Section 2.6.4, “Session Timeout Value,” on page 55
¢ Section 2.6.5, “Tuning JBoss,” on page 56

¢ Section 2.6.6, “Using Secure Sockets for User Application Connections to the Identity Vault,”
on page 56

2.6.1 Logging

The User Application allows logging with Novell Audit as well as with the open source Apache
log4j framework. Logging via Novell Audit is turned off by default. However, file and console
logging with log4j are enabled by default.

NOTE: The kinds of events you can log, and how to enable or disable logging, are covered in
Chapter 3, “Setting Up Logging,” on page 71.

The log4j configuration settings are contained in a file called 10g47j . xm1 under STDMINSTALL/
jboss/server/IDMProv/conf/. Near the bottom of this file, look for the following entry:

<root>
<priority value="INFO" />
<appender-ref ref="CONSOLE" />
<appender-ref ref="FILE" />
</root>

Assigning a value to root ensures that any log appenders that do not have a level explicitly
assigned inherit the root level (in this case, INFO). For example, by default, the FILE appender does
not have a threshold level assigned and so it assumes the root’s.

The possible log levels used by log4j are DEBUG, INFO, WARN, ERROR, and FATAL, as defined
in the org.apache.logdj.Level class. Inattention to the proper use of these settings can be costly in
terms of performance.

A good rule of thumb is to use INFO or DEBUG only when debugging a particular problem.

Any appender included in the root that does have a level threshold set, should set that threshold to
ERROR, WARN, or FATAL unless you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncAppender
class is available, but its use does not guarantee better performance. The issues (which are well-
known and are Apache logdj issues, not Identity Manager issues) are set forth at http://
logging.apache.org/logdj/docs/api-1.2.8/org/apache/logdj/performance/Logging.html.

The default of INFO in the User Application’s log config file (above) is satisfactory for many
environments, but where performance is critical, you should consider changing the above
log4j.xml entry to:
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<root>
<priority value="ERROR"/>
<appender-ref ref="FILE"/>
</root>

In other words, remove CONSOLE and set the log level to ERROR. For a fully tested/debugged
production setup, there is no need to log at the INFO level, nor any need to leave CONSOLE
logging enabled. The performance payoff of turning these off can be significant.

For more information on log4j, consult the documentation available at http://
logging.apache.org/log4j/docs.

For more information on the use of Novell Audit with Identity Manager, consult the Novell Identity
Manager: Administration Guide.

2.6.2 Identity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a
high level of performance with large numbers of objects, Novell eDirectory (which is the basis of
the Identity Vault in Identity Manager) records frequently requested information and stores it in
indexes. When a complex query is run against objects with indexed attributes, the query returns
much faster.

Out of the box, eDirectory comes with the following attributes already indexed:
Aliased Object Name

cn

dc

Equivalent to Me
extensionInfo

Given Name

GUID

ldapAttributelist
ldapClassList

Member

NLS: Common Certificate
Obituary

Reference

Revision

Surname

uniquelD

uniqueID SS

When you install Identity Manager, the default directory schema is extended with new object class
types and new attributes pertaining to the User Application. User-application-specific attributes are
by default not indexed. For better performance, you might find it useful to index some of those
attributes (and perhaps a few traditional LDAP attributes as well), particularly if your user container
contains over 5,000 objects.

The general idea is to index only those attributes that you know are regularly queried, which could
be different attributes in different production environments. The only way to know which attributes
are heavily used is to collect predicate statistics at runtime. The collection process itself degrades
performance, however.
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The process for collecting predicate statistics is discussed in detail in the eDirectory Administration
Guide. Indexing is also discussed in more detail there. In general, you need to do the following:

+ Use ConsoleOne® to turn on predicate-statistics collection for attributes of interest

¢ Put the system under load

+ Disable statistics collection and analyze the results

¢ Create an index for each type of attribute that might benefit from having one
If you already know which attributes you want to index, there is no need to use ConsoleOne. You
can create and manage indexes in iManager with eDirectory Maintenance > Indexes. For example,

if you know that users of your org chart are likely to perform searches based on the isManager
attribute, you can try indexing that attribute to see if performance is enhanced.

NOTE: As a best practice, it is recommended that you index, at a minimum, the manager and
isManager attributes.

For an in-depth discussion of attribute indexing and performance, see “Tuning eDirectory” in
Novell’s Guide to Troubleshooting eDirectory by Peter Kuo and Jim Henderson (QUE Books, ISBN
0-7897-3146-0).

Also read about performance tuning in “Maintaining Novell eDirectory” in the eDirectory
Administration Guide.

2.6.3 JVM

The amount of heap memory allocated to the Java virtual machine can impact performance. If you
specify min or max memory values that are either too low or too high (too high meaning more than
the physical memory of the machine), you could experience excessive pagefile swapping.

You can set the maximum JVM* size for the JBoss server by editing the run.conf or run.bat
file (the former for Linux, the latter for Windows) under [IDM] /jboss/bin/ in a text editor.
Increase “-Xmx” from 128m to 512m, or possibly higher. Some experimentation might be needed to
determine the optimal setting for your particular environment.

NOTE: JBoss and Tomcat performance tuning tips are at http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming (http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming)

2.6.4 Session Timeout Value

The session timeout (the amount of time a user can leave a page unattended in his or her Web
browser before the server causes a session-timeout warning dialog box to appear) can be changed in
the web . xm1 file in the IDM. war archive. This value should be tuned to match the server and
usage environment in which the application runs. In general, it is advised that the session timeout be
as small as practicable. If business requirements can tolerate a 5S-minute session timeout, this would
allow the server to release unused resources twice as early as it would if the timeout value were 10
minutes. This improves performance and scalability of the Web application.
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Consider the following when adjusting the session timeout:

+ Longer session time-outs can cause the JBoss server to run out of memory if many users log in
over a short period of time. This is true of any application server that has too many open
sessions.

+ When a user logs in to the User Application, an LDAP connection is created for the user and
bound to the session.Thus, the more sessions that are open, the greater the number of LDAP
connections that are held. The longer the session timeout, the longer these connections are held
open. Too many open connections to the LDAP server (even if they are idle) can cause system
performance degradation.

+ [fthe server starts experiencing out-of-memory errors, and the JVM heap and garbage
collection tuning parameters have already been optimally tuned for the server and usage
environments, consider lowering the session timeout.

To adjust the session timeout value, open the IDM. war archive, find the web . xm1 file inside it,
and edit the following portion of that file (in particular, the numeric value, shown here as 20,
meaning 20 minutes, which is the default):
<session-config>

<session-timeout>20</session-timeout>
</session-config>

Then, save the file and the archive, and restart the server.

NOTE: Manually editing Web archive files is best done by a person experienced in Java Web
application development and deployment.

2.6.5 Tuning JBoss

By default, the JBoss deployment scanner runs every five seconds. For a production server, this is
typically not necessary and might impact performance. You should consider changing the scan
period so that the deployment scanner runs less frequently, or turn the deployment scanner off
entirely. For information about configuring the deployment scanner, see
ConfiguringTheDeploymentScannerInConfjbossSystem (http://wiki.jboss.org/wiki/
Wiki.jsp?page=ConfiguringTheDeploymentScannerInConfjbossSystem.xml).

For more information about tuning JBoss for production environments, see JBossASTuningSliming
(http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossASTuningSliming).

2.6.6 Using Secure Sockets for User Application Connections
to the Identity Vault

By default, secure sockets are used for communication between the User Application server and the
Identity Vault. However, in some environments, not all communication needs to be secured. For
example, if the User Application and Identity Vault servers are on an isolated network, and the only
ports available to the outside are the HTTP ports, it might be acceptable for some communication
between the two servers to be accomplished using non-secure sockets. Some aspects of the
application will always use a secure connection (for example, a user changing a password) even
though the setting might indicate that secure connections are not required. Turning off secure
connections, especially for user connections, can greatly increase performance and scalability. If, in
a particular environment, there are many concurrent logins, and communication between the User
Application server and the Identity Vault server have been secured using the network setup, then
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turning off the secure connection for user connections greatly increase the number of concurrent
logins that can be processed. We recommend that this option be used only when there is actual
evidence of scaling or performance problems in the environment, and adding additional eDirectory
servers is not an option.

Additionally, secure connections can be turned off for administrative connections. These
connections are used for general queries on the Identity Vault server that do not require user
credentials. These connections are pooled and used round-robin. The bind over a secure connection
is only done once at application startup (or possibly again later on if the connection becomes
unresponsive) and so does not represent the scalability issues that can arise with the user
connections. However, the time it takes to encrypt and decrypt the data at both ends does add
overhead. We recommend that the default setting be used, unless there is a need to gain extra
performance.

Secure communications for administrative and user connections must be disabled in both the User
Application and in iManager. To disable secure communications for administrative and user
connections, see the following topics:

¢ “Disabling Secure Communications Using the User Application Configuration Tool” on
page 57

¢ “Disabling Secure Communications Using iManager” on page 57
Disabling Secure Communications Using the User Application Configuration Tool
To disable the secure administrative and user connections in the User Application:

1 Run the configupdate script, located in the User Application directory, as follows:

¢ Linux: Type the following to run configupdate. sh:
./configupdate.sh

¢ Windows: Run configuupdate.bat

The User Application configuration utility starts.

2 Deselect Secure Admin Connection and Secure User Connection.

Secure Admin Connection:

Secure User Connection:

3 Click OK.

Disabling Secure Communications Using iManager

To disable the requirement for secure LDAP (LDAPS) connections for administrative and user
connections to eDirectory using iManager or ConsoleOne:

1 Log into your eDirectory tree.

2 Navigate to the LDAP group object and display its properties.
3 Click General.

4 Deselect Require TLS for Simple Binds with Password.
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NOTE: In a multi-server eDirectory tree, disabling TLS on the LDAP group removes the TLS
requirement from all servers. If you want mixed TLS requirements for each individual server in your
tree, you must enable the TLS requirement on each server.

2.7 Clustering

This section includes the following topics:

*

Section 2.7.1, “Clustering JBoss,” on page 58

*

Section 2.7.2, “Things to Do Before Installing the User Application,” on page 59

*

Section 2.7.3, “Installing the User Application to a JBoss Cluster,” on page 61

*

Section 2.7.4, “Things to Do After Installing the User Application,” on page 66

2.7.1 Clustering JBoss

A cluster is a collection of application server nodes that provide a set of services. The purpose of a
cluster is to increase performance and reliability of applications. In general, a cluster provides three
key benefits for enterprise applications:

¢ High availability
¢ Scalability (more capacity)

¢ Load balancing

High availability means that an application is reliable and available for a high percentage of the time
that it is deployed. Clusters provide high availability because the same application is running on all
nodes. If one node fails, the application is still running on other nodes. The Identity Manager User
Application benefits from higher availability when running in a cluster. In addition, the Identity
Manager User Application supports HTTP session replication and session failover. This means that
if a session is in process on a node and that node fails, the session can be resumed on another server
in the cluster without intervention.

Load balancing is the practice of distributing the workload among the members of a cluster. The
goal of load balancing is to improve performance. Load balancing can be achieved by a variety of
means (for example, DNS round robin, hardware load balancing). See Load Balancing Web
Applications (http://www.onjava.com/pub/a/onjava/2001/09/26/1oad.html) for a discussion of
various load balancing methods. Regardless of the method selected, include load balancing in your
cluster configuration.

If you need additional information about JBoss setup, see the following sources:

+ For Apache SSL setup, see the appropriate section on the JBoss Web site (http://
www.jboss.org/wiki/Wiki.jsp?page=Tomcat).

¢ For information on IIS SSL setup, see the JBoss Forum for Installation, Configuration, and
Deployment (http://jboss.org/index.html?module=bb&op=viewtopic&p=3816794#3816794).

JGroups Cluster Groups

JBoss clusters are based upon a communications module named JGroups. JGroups is installed with
JBoss, but it can also be used without JBoss. JGroups provides communications among groups that
share a common name, multicast address, and multicast port.
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When you install a clustered JBoss server, JBoss defines two different JGroups groups for use in
managing the cluster. One is called DefaultPartition and is defined in /deploy/cluster-
service.xml. This cluster group is used by JBoss to provide core clustering services. JBoss also
defines a second cluster group named Tomcat-Cluster. This cluster group is defined in /deploy/
tc-cluster-service.xml. This cluster group provides session replication for the Tomcat
server that runs inside JBoss.

User Application Cluster Group

The Identity Manager User Application uses a third cluster group. This cluster group uses a UUID
name to minimize the risk of conflicts with other cluster groups that users might add to their servers.
By default, the cluster group is named c373e901aba5e8ee9966444553544200. This cluster
isn't configured using a JBoss service file. Instead, the configuration settings are located in the
directory and can be configured using the User Application administration features. If you are
familiar with JGroups and JBoss clustering, you can adjust the User Application cluster
configuration using this interface. Changes to the cluster configuration only take effect for a server
node when that node is restarted.

The User Application cluster group is used solely to coordinate User Application caches in a
clustered environment. It is independent of the two JBoss cluster groups and does not interact with
them in any way. By default, the User Application cluster group and the two JBoss groups use
different group names, multicast addresses and multicast ports, so no reconfiguration is necessary.

User application cluster group settings are shared by any Identity Manager 3 application that shares
the directory configuration. The purpose of the local settings option in the User Application
administration interface is to allow an administrator to remove a node from a cluster, or change the
membership of servers in a cluster. For example, you can disable clustering globally, then enable it
locally for a subset of your servers sharing the directory configuration.

2.7.2 Things to Do Before Installing the User Application

This section provides information that you should be aware of before you install the User
Application, and describes tasks that you should perform before installing the User Application.

This section includes the following topics:

+ “About Multiple Jboss Clusters on the Same Network™ on page 59

¢ “Synchronizing JBoss Server Clocks” on page 60

+ “Avoiding Multiple Logins from the Same Computer in a Cluster” on page 60
+ “About the User Application Database” on page 60

About Multiple Jboss Clusters on the Same Network

If you have more than one JBoss cluster running on a network, you must separate the clusters to
prevent performance problems and anomalous behavior. You accomplish this by ensuring that each
cluster uses a different partition name, multicast address, and multicast port. Even if you are not
running multiple JBoss clusters on the same network, it’s a good idea to specify a unique partition
name for the cluster, rather than using the default partition. You can find instructions about running
more than one cluster on a network by using your browser to view Two Clusters Same Network
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(http://wiki.jboss.org/wiki/Wiki.jsp?page=TwoClustersSameNetwork). The following are important
points:

¢ The cluster must have a unique cluster partition name and multicast address.

You can specify the cluster partition name and multicast address by editing the JBoss startup
script (start-jboss.bat or start-jboss. sh for Windows or Linux, respectively)
supplied with the User Application. You need to modify the JBoss startup scripts for your
servers to start JBoss with a -D flag and set the jboss.partition.name and
jboss.partition.udpGroup system properties (see “Configuring the Workflow
Engine” on page 62).

¢ The cluster must use a unique multicast port.

You specify the port to use by editing the mcast_port attribute in the JBoss server
deploy\cluster-services.xmnl file.

Synchronizing JBoss Server Clocks

You must synchronize the clocks of the servers in a User Application cluster. If server clocks are not
synchronized, sessions might time out early, causing HTTP session failover to not work properly.
There are many time synchronization methods available. The method that you use depends on the
needs of your organization. One common approach is to use the Network Time Protocol (NTP). For
a discussion of using the XNTP protocol for time synchronization, see Time Synchronization using
Extended Network Time Protocol (xntp) (http://www.novell.com/coolsolutions/trench/15650.html).

Avoiding Multiple Logins from the Same Computer in a Cluster

We do not recommend using multiple logins across browser tabs or browser sessions on the same
host. Some browsers share cookies across tabs and processes, so using multiple logins might cause
problems with HTTP session failover (in addition to risking unexpected authentication functionality
if multiple users share a computer).

About the User Application Database

When you install the User Application using the User Application installation program, you
designate an existing version of a supported database to use (for example, MySQL, Oracle or
Microsoft SQL Server). The database is used to store User Application data and User Application
configuration information.

When the User Application is installed in a cluster environment, all nodes in the JBoss cluster must
access the same database instance. The User Application uses standard JDBC calls to access and
update the database. The User Application uses a JDBC data source bound to the JNDI tree to open
a connection to the database.

When you install the User Application into a JBoss cluster by using the User Application installation
program, the data source is installed for you. The installation program creates a data source file
named IDM-ds.xml, and places this file in the deploy directory (for example, server/IDM/
deploy). The installation program also places the appropriate JDBC driver for the database
specified during installation in the 1ib directory (for example, /server/IDM/11ib). For more
information about setting up the User Application database for a cluster, see “Specifying the User
Application Database” on page 61.
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NOTE: By default, MySQL sets the maximum number of connections to 100. This number might
be too small to handle the workflow request load in a cluster. If the number is too small, you might
see the following exception:

(java.sqgl.SQLException: Data source rejected establishment of
connection, message from server: "Too many connections.")

To increase the maximum number of connections, set the max connections variable in
my . cnf to a number greater than 100.

2.7.3 Installing the User Application to a JBoss Cluster

To install the User Application to a cluster you use the User Application installation program to
install the User Application to each node in the cluster (see “Installing the User Application in the
Identity Manager 3.5 Installation Guide). This section provides notes that are specific to installing
the User Application to a cluster.

This section includes the following topics:

+ “About the Server Configuration” on page 61

* “Specifying the User Application Database” on page 61

+ “Selecting the Cluster (all) Option” on page 62

¢ “Configuring the Workflow Engine” on page 62

¢ “Using the Same Master Key for Each User Application in the Cluster” on page 63
+ “Starting the User Application Cluster Group” on page 65

About the Server Configuration

JBoss comes with three different ready-to-use server configurations: minimal, default and all.
Clustering is only enabled in the a// configuration. A cluster-service.xml file in the /
deploy folder describes the configuration for the default cluster partition. When you install the
User Application and indicate to the installation program that you want to install into a cluster, the
installation program makes a copy of the al/l configuration, names the copy IDM (this is the default;
the installation program allows you to change the name), and installs the User Application into the
this configuration.

Specifying the User Application Database

All nodes in the JBoss cluster must access the same database instance. When you use the User
Application installation program, you are prompted to specify the database name, host and port:
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Figure 2-4 Specifying the Database Host and Port

Database Mame & Privileged User

Please provide the following:

Database narme (or sid) IIDM35

Datahase user Iroot

Database user password | ¥+rrarss

TEREENER N

Datahase user pasgword (confirm)

Make sure that you specify the same database parameters each time you install the User Application
to a cluster node.
Selecting the Cluster (all) Option

When you use the User Application installation program, you are prompted to specify the IDM
configuration:

Figure 2-5 Specifying the Cluster (all) Option and Engine ID

IDM Configuration

Choose 'default' far a single instance, ar 'all' if you plan to employ
clustering. We will copy one ofthese servers to "Server name" and
customize itto your needs. The "Workflow Engine ID" is only valid
for cluster installs.

Single node {default) or cluster {all)?
 default & all

Sener name |IDM

Workflow Engine 1D |Enginel|

Make use that you select the clustering (all) option.

Configuring the Workflow Engine

Workflow engine clustering works independently of the User Application cache framework. There
are several steps that you must perform to ensure that the workflow engine works correctly in a
cluster environment.

¢ All servers in the cluster need to be pointing to the same database.
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When you install the User Application to the cluster using the User Application installation
program (see “Installing the User Application to a JBoss Cluster” on page 61), you accomplish
this by specifying the IP address or host name of the server on which the database for the User
Application is installed.

¢ Each server in the cluster needs to be started with a unique engine-id.

You can accomplish this by setting the com.novell.afw.wf.engine-id system property at server
startup. For example, if you wanted to start JBoss and assign the engine id ENGINE1 to the
workflow engine for that server, you would use the following command:

run.sh -Dcom.novell.afw.wf.engine-id=ENGINEl (Linux)

run.bat -Dcom.novell.afw.wf.engine-id=ENGINE1l (Windows)

You might want to combine the setting of this system property with the setting of other system
properties (see “Setting JBoss system properties in the JBoss startup script” on page 63).

For information about managing running workflows, see Section , “Managing Workflows in a
Cluster,” on page 68.

Setting JBoss system properties in the JBoss startup script

Each server in the cluster should be started using the same partition name and partition UDP group
(see “About Multiple Jboss Clusters on the Same Network™ on page 59). Each server in the cluster
should use a unique engine ID (see “Configuring the Workflow Engine” on page 62).

You can modify your JBoss startup script (start-jboss.bat for Windows, start-

jboss. sh for Linux) to specify all of these system properties. This script is located in the
directory in which your User Application files are stored. For example, to start a server using the
partition name “Example Partition”, the UDP group “228.3.2.1” and the Engine ID “Enginel” you
would add the following to the start-jboss script:

start run.bat -c IDM -Djboss.partition.name=Example Partition -
Djboss.partition.udpGroup=228.3.2.1 -Dcom.novell.afw.wf.engine-
id=Enginel

Using the Same Master Key for Each User Application in the Cluster

The Identity Manager User Application encrypts sensitive data (see Section 2.2.6, “Encryption of
Sensitive User Application Data,” on page 43). A master key is used to access encrypted data. All
User Applications in a cluster must use the same master key. Follow these steps to ensure that all
User Applications in a cluster use the same master key.

1 Using the User Application installation program, install the User Application to the first node
in the cluster.

For information about using the User Application installation program, see “Installing the User
Application in the Identity Manager 3.5 Installation Guide.

Designing the Production Environment

63



64

When you use the User Application installation program to install the first User Application in
a cluster, at the end of the installation you are presented with a new master key for the User

Application:

Figure 2-6 Master Key

i1 Identity Manager User Application

Il Falder

nfiguratian

allation Summary
talling...
e' Install Camplete

Cancel Hela

Master Key

Your master key for this installation is:

MAAECFDEAMNW0z0AQIHOA==XnslAdrFvBR 2ZF DRESJUESYYIhKE
LRz

Previous Y

Follow the on-screen instructions to save the master key to a text file.

2 Using the User Application installation program, install the User Application to the other nodes

in the cluster.
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When you install the User Application to the other nodes in the cluster, the installation program
provides a page that you use to import the master key:

Figure 2-7 Pasting Master Key in User Application Installation Program

] Identity Manager User Application

Security - Master Key

Introduction If this is notthe first node in your cluster you may already have a

master key. If 50, please copy and paste your master key here.

Ifthis is the first node in the cluster, then you may leave this field
hlank and a new key will be generated.

Cancel Help Previous |

3 Import the master key that you saved to a text file in Step | on page 63.

Starting the User Application Cluster Group

After the User Applications in your cluster have been installed, you must enable the cluster in the
User Application cluster configuration.
1 Start the first User Application in the cluster.
2 Log in as the User Application administrator.
Don’t start any other servers yet.
3 Click Administration.
The User Application displays the Application Configuration portal.
4 Click Caching.

2

Paortal Configuration
Caching

The Caching Management page is displayed.
5 Select True for the Cluster Enabled property.
6 Click Save.

7 Restart the server.
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8 Ifyou are using local settings (see “Specitying the User Application Cluster Group Caching
Configuration” on page 67), repeat this procedure for each server in the cluster.

2.7.4 Things to Do After Installing the User Application

This section describes User Application cluster configuration actions that you perform after
installing the User Application.

This section includes the following topics:

+ “Configuring the User Application Driver for Clustering” on page 66

+ “Specifying the User Application Cluster Group Caching Configuration” on page 67
¢ “Configuring Logging in a Cluster” on page 67

¢ “Managing Workflows in a Cluster” on page 68

Configuring the User Application Driver for Clustering

Clustering is the only scenario in which the same User Application driver is used by multiple User
Applications. The User Application driver stores various kinds of information (such as workflow
configuration and cluster information) that is application-specific. Therefore, a single instance of the
User Application driver should be not shared among multiple applications.

The User Application stores application-specific data to control and configure the application
environment. This includes JBoss application server cluster information and the workflow engine
configuration. The only User Applications that should share a single User Application driver
instance are those applications that are part of the same JBoss cluster.

In a cluster, the User Application driver must be configured to use the host name or IP address of the
dispatcher or load balancer for the cluster. You create the User Application driver when you install
the User Application (see the Novell Identity Manager Installation Guide). You configure the User
Application driver using iManager.

1 Log into the instance of iManager that manages your Identity Vault.

2 Click the Identity Manager node in the iManager navigation frame.
3 Click Identity Manager Overview.
4

Use the search page to display the Identity Manager Overview for the driver set that contains
your User Application driver.

5 Click the round status indicator in the upper right corner of the driver icon:

A menu is displayed that lists commands for starting and stopping the driver, and editing driver
properties.

6 Click Edit Properties.

7 In the Driver Parameters section, change the Host parameter to the host name or IP address of
the dispatcher.
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8 Click OK.

Specifying the User Application Cluster Group Caching Configuration

Users who are familiar with JGroups and JBoss clustering can modify the cluster group caching
configuration, using the User Application administration user interface (see “Cache Settings for
Clusters” on page 97). Changes to the cluster configuration only take effect for a server node when
the server node is restarted.

In most cases you should use global settings when configuring a cluster. However, global settings
present a problem if you need to use TCP, because the IP address of the server must be specified in
the JGroups initialization string for each server. You can use local settings to specify a JGroups
initialization string by checking Enable Local for Cluster Properties, then typing the JGroups
initialization string in the Local field. For an example of a working JGroups TCP protocol stack, see
JGroupsStackTCP (http://wiki.jboss.org/wiki/Wiki.jsp?page=JGroupsStack TCP).

WARNING: If you specify local settings and enter an incorrect configuration in the JGroups
initialization string, the cache cluster function might not start. Unless you know how to configure
JGroups correctly and understand the protocol stack, you should not use local settings.

Alternatively, you can add a token (for example, “IDM_HOST_ADDR”) to the global settings for
the Cluster Properties. You can then edit the hosts file on each server in the cluster to specify the
IP address for that server.

Configuring Logging in a Cluster
This section includes the following topics:

+ “JBoss Logging” on page 67
¢ “User Application Logging” on page 68

JBoss Logging

You can configure JBoss for logging in a cluster. To enable logging for clusters, you need to edit the
log4j . xml configuration file, located in the \ conf directory for the JBoss server configuration
(for example, \server\IDM\conf), and uncomment the section at the bottom that looks like
this:
<!-- Clustering logging
-—>
- < l R
Uncomment the following to redirect the org.jgroups and
org.jboss.ha categories to a cluster.log file.
<appender name="CLUSTER"

class="org.jboss.logging.appender.RollingFileAppender">

<errorHandler
class="org.Jjboss.logging.util.OnlyOnceErrorHandler" />

<param name="File" value="${Jjboss.server.home.dir}/log
cluster.log"/>

<param name="Append" value="false"/>

<param name="MaxFileSize" value="500KB"/>

<param name="MaxBackupIndex" value="1"/>

<layout class="org.apache.logd4j.PatternLayout">

<param name="ConversionPattern" value="%d %-5p [%c] %m%n"/>

Designing the Production Environment

67


http://wiki.jboss.org/wiki/Wiki.jsp?page=JGroupsStackTCP

68

</layout>

</appender>

<category name="org.jgroups">
<priority wvalue="DEBUG" />
<appender-ref ref="CLUSTER"/>

</category>

<category name="org.jboss.ha">
<priority wvalue="DEBUG" />
<appender-ref ref="CLUSTER"/>

</category>

-—>

You can find the cluster. log file in the 1og directory for the JBoss server configuration (for
example, \server\IDM\1log).

User Application Logging

The User Application logging configuration (see Section 5.1.4, “Logging Configuration,” on

page 102) is not propagated to all servers in cluster. For example, if you use the Logging
administration page on a server in a cluster to set the logging level for
com.novell.afw.portal.aggregation to Trace, this setting is not propagated to the other
servers in the cluster. You must individually configure the level of logging messages for each server
in the cluster.

Managing Workflows in a Cluster

The Identity Manager User Application workflow cluster implementation binds process instances to
the engine on which they started. This is done by associating a workflow process instance with an
engine-id and is maintained in the cluster database. When a workflow engine is started, it resumes
process instances that are assigned to its engine-id. This prevents multiple engines in a cluster from
resuming the same process instance. If a workflow engine fails, processes that were running on that
engine are automatically resumed on another engine in the cluster.

You can manually reassign processes to other engines in the cluster. For example, an administrator
could reassign processes back to a failed workflow engine when the workflow engine is brought
back online, or redistribute processes to other engines when an engine is permanently removed from
the cluster (see Section 18.2.7, “Managing Workflow Processes in a Cluster,” on page 331).

When the workflow engine starts up it checks to see if its engine ID is already in use by another
node in the cluster. When this is the case, the workflow engine checks the cluster database to see if
the status of the engine is SHUTDOWN or TIMEDOUT. If it is, the workflow engine starts. If the
status is STARTING or RUNNING, the workflow engine logs a warning, then waits for a heartbeat
timeout to occur. If the heartbeat timeout occurs, that means that the other workflow engine with the
same ID was not shut down properly, so it's safe to start. If the heartbeat timer is updated, that means
another workflow engine with the same ID is running in the cluster, so the workflow engine cannot
start. You can specify the heartbeat timeout (the maximum elapsed time between heartbeats before a
workflow engine is considered timed out) by setting the Heartbeat Interval and Heartbeat Factor
properties in the User Application (see Section 8.4.2, “Configuring the Workflow Cluster,” on

page 198).
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2.8 Localizing Text

Identity Manager provides a number of tools for localizing the User Application. This section
provides a convenient reference for finding the information that you need to localize in the User

Application.

Table 2-4 Localization Topics

Localization topic:

Where to find it:

Set preferred locale for User Application

E-mail templates

Challenge questions

Password sync status application name

Names of container pages

Names of shared pages

Portlet preferences

Provisioning request definitions created in

iManager

Provisioning team definitions

General information about localizing display labels
in directory abstraction layer objects and
provisioning request definitions in Designer

Entity display labels

Display labels for global lists

Display labels for relationship properties

Digital signature declaration strings

Workflow activity display names

See “Preferred Locale” and “Choosing a Preferred
Language” in the Identity Manager User
Application: User Guide.

See Section 18.4.4, “Adding Localized E-Mail
Templates,” on page 346.

See “Security: Best Practices” in the Novell Identity
Manager 3.5 Administration Guide.

See Table 5-14, “Password Sync Status Application
Settings,” on page 134.

See the Page Name property in Section 6.2.1,
“Creating Container Pages,” on page 148.

See Section 6.3.1, “Creating Shared Pages,” on
page 156.

See Section 7.3.5, “Modifying Preferences for
Portlet Registrations,” on page 183.

See Section 17.3.2, “Creating or Editing a
Provisioning Request,” on page 300.

Section 19.2.2, “Creating or Editing a Provisioning
Team,” on page 351.

See “Localizing Display Labels” in the /dentity
Manager 3.5 User Application: Design Guide.

See “Adding Entities” in the Identity Manager 3.5
User Application: Design Guide.

“Working with Lists” in the Identity Manager 3.5
User Application: Design Guide.

See “Relationship Properties” in the Identity
Manager 3.5 User Application: Design Guide.

See “Creating a Signature Declaration” in the
Identity Manager 3.5 User Application: Design
Guide.

See “Workflow Activity Reference” in the Identity
Manager 3.5 User Application: Design Guide.
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Setting Up Logging

This section includes the following:

¢ Section 3.1, “About Event Logging,” on page 71
+ Section 3.2, “Logging to a Novell Audit or Sentinel Server,” on page 72

3.1 About Event Logging

The Identity Manager User Application implements logging by using log4j, an open-source logging
package distributed by The Apache Software Foundation. See Logging Services (http://
logging.apache.org/log4j) for details. By default, event messages are logged to the system console
and to the application server’s log file at logging level INFO and above. You can also configure the
User Application to log to Novell® Audit. Events are logged to all activated loggers.

IMPORTANT: If you are logging to Novell Audit, review the Novell Audit documentation (http://
www.novell.com/documentation/novellaudit20/index.html).

3.1.1 About the Log Level Settings

Console logging involves synchronized writes. This means that logging can become a processor
usage issue as well as a concurrency impedance. You can change the priority value default setting to
ERROR, by modifying the setting in the <installdir>/jboss/server/IDMProv/conf/
log47.xml. Locate the root node that looks like this:

<root>
<priority value="INFO"/>
<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Change the priority value to:

<root>
<priority wvalue="ERROR"/>

<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Assigning a value to the root ensures that any appenders that do not explicitly have a level assigned
inherit the root's level.

3.1.2 Changing the User Application Log Level Settings

The User Application enables you to change the log level settings of individual loggers.

1 Log in to the User Application as the User Application Administrator.
2 Select the Administration tab.
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3 Select the Logging link.

4 Change the Log Level of any logger.

5 To save the changes for application server restarts, select Persist the logging changes.
6 Click Submit.

The User Application logging configuration is saved in <installdir>/Jjboss/server/
IDMProv/conf/idmuserapp logging.xml.

3.2 Logging to a Novell Audit or Sentinel Server

To log to a Novell Audit or Sentinel server:

Step What to do For more information

1 Add the Identity Manager application Section 3.2.1, “Adding the Identity Manager
schema to the Novell Audit server as Application Schema to your Novell Audit Server as a
a log application Log Application,” on page 73
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Step What to do

For more information

2 Configure the Novell Audit platform
agent on your application server

3 Enable Novell Audit logging

The Platform Agent is required on any client that
reports events to Novell Audit or Sentinel. You
configure the platform agent through the 1ogevent
configuration file. This file provides the configuration
information that the platform agent needs to
communicate with the Novell Audit server. The default
location for this file, on the application server, is:

¢ Linux: /etc/logevent.conf

* Windows: /<WindowsDir>/logevent.cfg
(Usually c:\windows)

Specify the following four properties:

Loghost: The IP address or DNS name of your Novell
Audit or Sentinel server. For example:

LogHOSt=XXX.XXX.XXX.XXX

LogJavaClassPath: The location of the Icache jar file
NauditPA.jar. For example:
LogJavaClassPath=/opt/novell/idm/
NAuditPA.jar

LogCacheDir: Specifies where Icache stores cache
files. For example:
LogCacheDir=/opt/novell/idm/naudit/
cache

LogCachePort: Specifies on which port Icache listens
for connections. The default is 288, but in a Linux
server, set the port number greater than 1000. For
example:

LogCachePort=1233

Specify any other settings needed for your
environment.

IMPORTANT: You must restart the Platform Agent any
time you change the configuration.

For more information about the structure of the
logevent configuration file, see the section on
configuring platform agents (http://www.novell.com/
documentation/novellaudit20/index.html) in the section
on the logging system in the Novell Audit
Administration Guide.

Section 3.2.2, “Enabling Audit Logging,” on page 74

3.2.1 Adding the Identity Manager Application Schema to your
Novell Audit Server as a Log Application

To configure Audit to use the Identity Manager User Application as a log application:

1 Locate the following file:
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dirxml.lsc
This file is located in the Identity Manager User Application installation directory after the
install, for example /opt/novell/idm.

2 Use a Web browser to access an iManager with the NovellAudit plug-in installed, and log in as
an administrator.

3 Go to Roles and Tasks > Auditing and Logging and select Logging Server Options.

Browse to the Logging Services container in your tree and select the appropriate Audit Secure
Logging Server. Then click OK.

5 Go to the Log Applications tab, select the appropriate Container Name, and click the New Log
Application link.

6 When the New Log Application dialog box displays, specify the following:

For this setting Do this
Log Application Name Type any name that is meaningful for your environment
Import LSC File Use the Browse button to select the dirxml . 1sc file

Click OK. The Log Applications tab displays the added application name.
7 Click OK to complete your Novell Audit server configuration.

8 Make sure the status on the Log Application is set to ON. (The circle under the status should be
green. If it is red, click it to switch it to ON.)

9 Restart the Novell Audit server to activate the new log application settings.

3.2.2 Enabling Audit Logging

To enable Novell Audit logging in your Identity Manager User Application:

Log in to the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to NovellAudit check box (near the bottom of the page).

A H ON =

To save the changes for any subsequent application server restarts, make sure Persist the
logging changes is selected.

6 Click Submit.

3.2.3 Events That Are Logged

The Identity Manager User Application logs a set of events automatically from workflow, search,
detail, and password requests. By default, the Identity Manager User Application automatically logs
the following events to all active logging channels:
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Table 3-1 Logged Events

Event ID Process Event Severity
31400 Detail portlet Delete_Entity Info
31401 Update_Entity Info
31410 Change Password portlet Change_Password_Failure Error
31411 Change_Password_Success Info
31420 Forgot Password portlet Forgot_Password_Change_Failure Error
31421 Forgot_Password_Change_Success Info
31430 Search portlet Search_Request Info
31431 Search_Saved Info
31440 Create portlet Create_Entity Info
31470 Digital Signature Digital_Signature_Verification_Request  Info
31471 Digital_Signature_Verification_Failure Error
31472 Digital_Signature_Verification_Success  Info
31520 Workflow Workflow_Error Error
31521 Workflow_Started Info
31522 Workflow_Forwarded Info
31523 Workflow_Reassigned Info
31524 Workflow_Approved Info
31525 Workflow_Refused Info
31526 Workflow_Ended Info
31527 Workflow_Claimed Info
31528 Workflow_Unclaimed Info
31529 Workflow_Denied Info
31534 Workflow_Escalated Info
31535 Workflow_Reminder_Sent Info
31536 Digital_Signature Info
31537 Workflow_ResetPriority Info
3152A Workflow_Completed Info
3152B Workflow_Timedout Info
3152C User_Message Info
31533 Workflow_Retracted Info
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Event ID Process Event Severity

3152D Provisioning Provision_Error Error
3152E Provision_Submitted Info
3152F Provision_Success Info
31530 Provision_Failure Error
31531 Provision_Granted Info
31532 Provision_Revoked Info
31450 Security Context Create_Proxy_Definition_Success Info
31451 Create_Proxy_Definition_Failure Error
31452 Update_Proxy_Definition_Success Info
31453 Update_Proxy_Definition_Failure Error
31454 Delete_Proxy_Definition_Success Info
31455 Delete_Proxy_Definition_Failure Error
31456 Create_Delegatee_Definition_Success Info
31457 Create_Delegatee_Definition_Failure Error
31458 Update_Delegatee Definition_Success Info
31459 Update_Delegatee_Definition_Failure Error
3145A Delete_Delegatee_Definition_Success Info
3145B Delete_Delegatee_Definition_Failure Error
3145C Create_Availability_Success Info
3145D Create_Availability_Failure Error
3145E Delete_Availability_Success Info
3145F Delete_Availability_Failure Error

3.2.4 Log Reports

If you log events to the Novell Audit database channel, you can run reports on the data. There are
several ways to generate reports against data logged to a Novell Audit database:

¢ Use the Novell Audit Report application to run your own reports or to run the predefined
reports described in “Predefined Log Reports™ on page 77.

+ Write queries against the logged data by using iManager to select Auditing and Logging >
Queries.

+ Write your own SQL queries against the logged data.

¢ Produce Identity Manager reports in Sentinel (see “Sentinel Reports”™ on page 79.

The default Novell Audit table is called NAUDITLOG.
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Predefined Log Reports

The following predefined log reports are created in Crystal Reports (. rpt) format for filtering data
logged to the Novell Audit database:

Report Name Description

Administrative Action Shows all administrative actions initiated from the Identity
Manager User Application portal. This report includes the
administrator who initiated the action.

It excludes any administrative changes made using iManager
or the Designer for Identity Manager.

Historical Approval Flow Shows all approval flow activities for a specified time frame.
Resource Provisioning Shows all provisioning activities, sorted by resource.
User Audit Trall Shows all activity relating to a user. Activities include both

provisioning and self-service activities.
Specific User Provisioning Shows all provisioning activities for a specific user.

User Provisioning Shows all provisioning activities, sorted by user.

The following graphic shows an example of the Specific User Audit Trail report:
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Figure 3-1 Sample Audit Trail Report

Audit Report for Identity Manager

13 1 1 Report Last Modified: 1071372005
SpeCIflc User AUdlt Trall Report Genergted on; 1071372005
Report Period: - 10/13/2005 8:51:32AM Total pages: &

User ID: ablake

Approval Flow

Workflow Event: fecedbe80a3d4abd83c9476a1b576ea2

Date / Time Action Initiator 1D

1272008 3:20:42P W workflow Started cn=ablake ,ou=users,ou =idm sam ple-Jleff,o=novell
Q1272008 320043 M o rkflow Forwarded Workflow Administrator

9F1272008 3:Z25:43PM Workflow Reassigned Unclaimed

Q12720065 3i30:44P M o rkflow Forwarded Workflow ddministrator

FA1Z2006  F:30:44P M o rkflow Ended Workflow Administrator

91272008 3:30:44P M o rkflow Denied System

Workflow Event: fc6d74b1268243b3beac52261439deal

Date / Time Action Initiator ID
QF2E/2005  11Z2D19PM Woaorkflow Started cn=ablake ,ou=users,ou=idm sam ple-Jeff,o=novell
FIZGZ006  11Z:Z2PM Workflow Forwarded Workflow Administrator
QFZB/2008  201Z2:23PM o rkflow Forwarded Workflow Administrator
FIZGI006  Z1Z:Z5PM Wworkflow Forwarded Workflow Administrator
QFZBS2008 21223 M o rkflow Forwarded Workflow Administrator
FIZGZ006  Zi1Z:Z5PM Wworkflow Forwarded Workflow Administrator
QFZBS2008  Z:1Z:23PM Workflow Approved System

9F28/2006 Z2:12:23PM Workflow Approved System

Q2872008 2:12:23PM o rkflow Completed Warkflow ddministratar
FIZGI006  Z1Z:ETPM Wworkflow Forwarded Workflow Administrator
9F28/2008 2:12:27PM o rkflow Ended Workflow Administrator
FIZGI006  Z1Z:ZTPM Fraowizion submitted Workflow Administrator
Q252008 ZiAZiZTPM Provision Granted Workflow ddministrator

Workflow Event: efaa8304e07641edb9e6375a1a36e396

Date / Time Action Initiator ID
10712720068 11:68:134M Workflow Started cn=ablake,ou=users,ou =idm sam ple-gatest,o=novell
107122006 11:68:134M Workflow Forwarded Workflow Administrator
Workflow Event: ea341eb11a824e669e356837745fe264
Date / Time Action Initiator 1D
QIZTIZ0058  4:24:44P W workflow Started cn=mmackenzie ,ou =users,ou=idm sample-Je ff,o0=novell
QF27/2008  4:24:44P W o rkflow Forwarded Workflow Administrator
Page? of &8 Specific User Audit Trail

The report files are in the following locations:

Platform Location

Windows /nt/dirxml/reports
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You can use these reports as templates for creating custom reports in the Crystal Reports Designer or
you can run the reports using Audit Report (Lreport . exe), a Windows program supplied with
Novell Audit. The predefined reports query data from the default Novell Audit log database named
naudit and a database table named nauditlog. If your Novell Audit log database has a
different name, use the Set Datasource Location menu item in Crystal Reports Designer to replace
the naudit database name with the one in your environment.

For more information, see the section on working with reports in the Novell Audit documentation
(http://www.novell.com/documentation/novellaudit20).

Sentinel Reports

If you have configured the platform agent to send events to Sentinel, you can produce the following
reports about Identity Manager events in Sentinel:

¢ IDM_Administrative Action_Report.rpt

+ IDM Historical Approval Flow_ Report.rpt

¢ IDM_Password-Management.rpt

¢ IDM Provisioning Report by Top 10 DHNs.rpt

¢ IDM Provisioning Report by Top 10 DIPs.rpt

¢ IDM Resource Provisioning_Report.rpt

¢ IDM Specific User Audit Trail Report.rpt

¢ IDM Specific_User Provisioning_ Report.rpt

+ IDM_Sync-vs-Reset.rpt

¢ IDM User Provisioning_Report.rpt

¢ IDM_Workflow Stats by Top 10 DHNs.rpt

+ IDM_Workflow_Stats by Top 10 DIPs.rpt

For more information about Sentinel reports, see the Sentinel Users Guide. The following is a
sample Sentinel report on Password Management:

Setting Up Logging 79


http://www.novell.com/documentation/novellaudit20

80

Figure 3-2 Sample Sentinel Report

Password Management: 01/01/2005 - 03/01/2007

Report Description : This report shows password related events count frend monitored by Sentinel Collectors. The graph below
shows Daily event trend based on the total event count for the selectsd Date Range.

Report Period: 01-01-2005 12:00:00 AM - 03-01-2007 12:00:00 AM

Password Management
2200
Event Name
2800 =
2400 — =si~Fargol_Password_Change_Success
—m—Forgol_Password_Change_Falrs
- 2000 - =#=Changs_Passeord_SUCCess
E "g:‘_—'__— ——Change_Password_Fallura
8 1500
§ 1200
o
800
- -__———""———_—___—____-_ -
o
1292007 2112007
Event Date
Below Cross Chart Summary indicates the total number of events related to Password Management by date-wise.
Password Management Event Count :
Event Date Change_Password_ Change_Password_ Forgot_Password_ Forgot_Password_ Total
Failure Success Change_Failure Change_Success
1r2aiz2007 1 1712 L] i} 1713
2172007 421 1698 420 420 2959
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Administering the User
Application

These sections describe how to configure and manage the Identity Manager User Application by
using the Administration tab of the user interface.

¢ Chapter 4, “Using the Administration Tab,” on page 83

¢ Chapter 5, “Application Configuration,” on page 89

¢ Chapter 6, “Page Administration,” on page 139

¢ Chapter 7, “Portlet Administration,” on page 173

¢ Chapter 8, “Provisioning Configuration,” on page 189

¢ Chapter 9, “Security Configuration,” on page 201
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Using the Administration Tab

This section introduces you to the Administration tab of the Identity Manager user interface. You’ll
learn how to use the Administration tab to configure and manage the Identity Manager User
Application. Topics include:

¢ Section 4.1, “About the Administration Tab,” on page 83
¢ Section 4.2, “Who Can Use the Administration Tab,” on page 83
¢ Section 4.3, “Accessing the Administration Tab,” on page 84

¢ Section 4.4, “Administration Actions You Can Perform,” on page 86

4.1 About the Administration Tab

The Identity Manager user interface is primarily accessed by end users, who work with the tabs and
pages it provides for identity self-service and workflow-based provisioning (with the Provisioning
Module for Identity Manager). However, this browser-based user interface also provides an
Administration tab and page, which administrators can use to access a page and configure various
characteristics of the underlying Identity Manager User Application.

For example, choose the Administration tab to:

¢ Change the theme used for the look and feel of the user interface
+ Customize the identity self-service features available to end users
+ Specify who is allowed to perform administration actions

¢ Manage other details about the User Application and how it runs

4.2 Who Can Use the Administration Tab

The Administration tab is not visible to typical end users of the Identity Manager user interface.
There are three kinds of users who can see and access this tab:

User Application Administrators: A User Application Administrator is authorized to perform all
management functions related to the Identity Manager User Application. This includes accessing the
Administration tab of the Identity Manager user interface to perform any administration actions that
it supports. During installation, a user is specified as User Application Administrator. After
installation, that user can use the Security page on the Administration tab to specify other User
Application administrators, as needed. For details, see Chapter 9, “Security Configuration,” on
page 201.

Provisioning Application Administrators: A Provisioning Application Administrator is
authorized to perform provisioning-related tasks for the Identity Manager User Application. During
installation, a user is specified as Provisioning Application administrator. For details, see Chapter 8,
“Provisioning Configuration,” on page 189. The User Application administrator can use the Security
page on the Administration tab to specify other Provisioning Application administrators. This
includes performing the tasks on the Provisioning page of the Administration tab. For details, see
Chapter 9, “Security Configuration,” on page 201.
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Users permitted by User Application Administrator: If necessary, a User Application
Administrator can assign permission for one or more end users to see and access specific pages on
the Administration tab. These permissions are assigned by using the Page Admin page on the
Administration tab. For details, see Chapter 6, “Page Administration,” on page 139

4.3 Accessing the Administration Tab

When you are a User Application Administrator (or other permitted user), you can access the
Administration tab of the Identity Manager user interface to manage the Identity Manager User
Application. You just need a supported Web browser.

For a list of supported Web browsers, see the Novell Identity Manager: Installation Guide.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript*
and cookies enabled.

To access the Administration tab:

1 In your Web browser, go to the URL for the Identity Manager user interface (as configured at
your site). For example:

http://myappserver:8080/IDM

The Welcome Guest page of the user interface displays:

¥ Welcome - Mozilla Firefox DEx
Fle Edt View Go Bookmarks Tools Help

@ - 0D partaln " 70 \
Novells Identity Manager v g N
Welcome Guest .

Login
Guest Pages A
 Welcome Novell Identity Manager

Securely manage the access heeds oTyour ever-changing User communtty.

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security

The time has come to apply identity to not only the peaple involved in vour organization, but also to amy corporate asset the people in your organization need to share,
such as routers, servers, devices, application components and even processes,

Navell Identity Manager is a key component of Novell's [dentity-Driven Computing vision, Identity-Driven Computing is a new vision for IT that places people—and the
services they depend on—at the center of your enterprise, With Identity-Driven Computing from Novell, vou can add intelligence to every part of your IT
infrastructure—and make your business more agile and securs,

Done

2 Click the Login link in the page header.
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The user interface prompts you for a username and password:

Uzername: Password:

<+ Forgot Password?

N

3 Specify the username and password of a User Application Administrator (or a user with some
Administration tab permissions), then click Login.

After you log in, you see the appropriate user-interface content for that user.
By default, you are on the Identity Self-Service tab.
4 Click the Administration tab.
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The Administration tab displays a menu of the administration actions you can perform. Each
choice shows a corresponding page of settings and controls. By default, you see the
Application Configuration page:

¥ Theme Administration - Mozilla Firefox E®
Ele Edt %ew Go Bookmarks Took Help
- =
@ -0 &N fportalfn Themetignt v @« Gl |
Novells Identity Manager : ks
elcame RANTIn Identity Self-Senvice Requests & Approvals Administration Logout  Help
Application Configuration Page Admin Portlet Admin Provisioning Seourity
Portal Confizuration Py Theme Administration
Caching
Driver Status Chanse from available themes to set the portal standard
LDAP Parameters
Lozging BlueGloss Medico
Portal Settings Identity Manager Blue Gloss Theme Identity Manager Medico Theme
. Themes - e s

Impart Export Took A == S ™o

Portal Data Export BTN

Portal Data Import vl

Password Module Setup A O o)

Challenge Response

Forgot Password

Login il
Password Change

Linen Manilla

Identity Manager Linen Theme Identity Manager Manilla Theme

&}

Done

For more general information about accessing and working in the Identity Manager user
interface, see the Identity Manager User Application: User Guide.

4.4 Administration Actions You Can Perform

After you’re on the Administration page, you can use any available actions to configure and manage
the Identity Manager User Application. Table 4-1 contains a summary.

Table 4-1 Administration Actions Summary

Action Description
Application Controls User Application configuration of caching, logging, password
Configuration management, and LDAP connection parameters. Provides read-only information

about the driver status and the portal. Provides access to tools that allow you to
export or import portal content (pages and portlets used in the Identity Manager
User Application.

For details, see Chapter 5, “Application Configuration,” on page 89.

Page Admin Controls the pages displayed in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 6, “Page Administration,” on page 139.
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Action Description

Portlet Admin Controls the portlets available in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 7, “Portlet Administration,” on page 173.

Provisioning Controls the configuration of delegation and proxy tasks, digital signature service
and engine and cluster settings.

For details, see Chapter 8, “Provisioning Configuration,” on page 189.

Security Specifies who is a User Application Administrator and Provisioning Administrator
for the Identity Manager User Application

For details, see Chapter 9, “Security Configuration,” on page 201.
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Application Configuration

This section describes the tasks that you can perform from the Application Configuration page. It
includes the following sections:

¢ Section 5.1, “Portal Configuration Tasks,” on page 89
¢ Section 5.2, “Working with the Import and Export Tools,” on page 113

¢ Section 5.3, “Password Management Configuration,” on page 120

5.1 Portal Configuration Tasks

This section includes information about:

¢ Section 5.1.1, “Caching Management,” on page 89
¢ Section 5.1.2, “Driver Status,” on page 99

¢ Section 5.1.3, “LDAP Parameters,” on page 100

*

Section 5.1.4, “Logging Configuration,” on page 102

*

Section 5.1.5, “Portal Settings,” on page 107

*

Section 5.1.6, “Theme Administration,” on page 107

5.1.1 Caching Management

You can use the Caching page to manage various caches maintained by the Identity Manager User
Application. The User Application employs these caches to store reusable, temporary data on the
application server so it can optimize performance.

You have the ability to control these caches when necessary by flushing their contents and changing
their configuration settings.

Flushing caches

The caches are named according to the subsystems that use them in the Identity Manager User
Application. Normally, you don’t need to flush them yourself, because the User Application does
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that automatically based on how frequently their data is used or when the source data changes.
However, if you have a specific need, you can manually flush selected caches or all caches.

1 Go to the Caching page:

B Eoe few o fockmeds  Jook e
G- ip - 5 D R [ vt e A L et » B Gl

avells ldentity Manager

s oeh idctity Salffardtn  Anquests & Approa Administration TreSE TS
Ipplieatien Caaliguration Page ban. Portiet kamn Praviriening Secunky
ftal Configuration ®
hing
on Fluzh Cache button b flush the cachn
Thsh all -
ot Export Took 1E3] T
anird Module Satup L
Cluster
e ap|
1 madity tha
Curtent
Clustor [shbed Fake
Giap K o
Clustor Propstiss e UEP et sdden 28 0.0 S memt_p [m]
(¥ ct 1 up. | dicat dj
Cinttent Glsbal  Enable Local Local
Lock Acquisttion Timsaut:* 1500 14000 B
Wake Up nterval Seconds:* 3 [: ¥
Ewac tion Policy Clas * o, achie mdctioe LALIPalicy g eois. cache, eviction AAUPo B (=]
Settings that apply to all non-customizable Cache Holders
Curient Global  Tnabla Local Local
Max Hadas* 1000 0, B
Tintwe To Live Seconds:® [} 1l [}
Settings that apph customizable Cache Molders. Click the ‘Customize Cathe Holders' button to change the tettings for custornizatie cache holders
Custanizs Cacha Holdars
[ |
<
Done
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2 Inthe Flush Cache section of the page, use the drop-down list to select a particular cache to
flush (or select Flush all):

“Flush all v
»
CompiledLayout

DelProxvRuntimeservice, Delegate

DelProxvRuntimesendce, Delegation

DelProxyRuntimeservice, Delegator
DelProxvRuntimeService, Proxy
OirectorydbstractlayerDefinitions
[irectoryService.ContainerCacheHolder
[irectoryienice. GroupCacheHolder
[irectoryiendce. MemberhipCacheHolder
[irectoryService. RolesMembershipCacheHolder
[irectorySerice. UserCacheHolder
EntitvTreeHelper

1D, CompCategorvCacheHolder

100, LavoutDefCacheHolder

100, LavoutinfoCacheHolder

1o, OptioninfoCacheHolder

10an, PortalContainerPageCacheHolder

10an. PartalSharePageCacheHolder

100, StvleCacheHolder w

Coreandt

The list of available caches is dynamic; it changes depending on what data is cached at the
moment.

3 Click Flush Cache.

Flushing the Directory Abstraction Layer Cache

The User Application’s directory abstraction layer also has a cache. The
DirectoryAbstractLayerDefinitions cache stores abstraction layer definitions on the application
server to optimize performance for all data model operations.

In a typical situation, the User Application automatically keeps the
DirectoryAbstractLayerDefinitions cache synchronized with the abstraction layer definitions stored
in the Identity Vault. But, if necessary, you can manually flush the
DirectoryAbstractLayerDefinitions cache as described in “Flushing caches” on page 89 to force the
latest definitions to be loaded from the Identity Vault.

For more information on the User Application’s directory abstraction layer, see the Identity
Manager User Application: Design Guide.

Flushing Caches in a Cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If
your application server is part of a cluster and you manually flush a cache, that cache is
automatically flushed on every server in the cluster.
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Configuring Cache Settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don’t
take effect until the next User Application restart.

TIP: To restart the User Application, you can reboot the application server; redeploy the application
(if the WAR has been changed in some way); or force the application to restart (as described in your
application server’s documentation).

How Caching Is Implemented

In the Identity Manager User Application, caching is implemented via JBoss Cache. JBoss Cache is
an open source caching architecture that’s included with the JBoss Application Server but also runs
on other application servers.

To learn more about JBoss Cache, go to www.jboss.org/products/jbosscache (http://www.jboss.org/
products/jbosscache).

How Cache Settings Are Stored

Two levels of settings are available for controlling cache configuration: global, and local. Use these
settings to customize the caching behavior of the Identity Manager User Application. Table 5-1 on
page 92 describes the cache configuration settings.

Table 5-1 Cache Configuration Settings

Level Description

Global settings Global settings are stored in a central location (the Identity Vault) so that
multiple application servers can use the same setting values. For
example, someone with a cluster of application servers would typically
use global settings for the cluster configuration values.

To find the global settings in your Identity Vault, look for the following
object under your Identity Manager User Application driver:

configuration.AppDefs.AppConfig

For example:
configuration.AppDefs.AppConfig.MyUserApplicatio
nDriver.MyDriverSet.MyOrg

The XmiData attribute of the configuration object contains the global
settings data.
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Level Description

Local setting Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.
For example, you might want to specify a local setting to remove an
application server from the cluster specified in the global settings, or to
reassign a server to a different cluster.

To find the local settings on your application server, look for the following
file under your JBoss server configuration’s conf directory: sys-
configuration-xmldata.xml, for example jboss/server/IDM/
conf/sys-configuration-xmldata.xml.

If your server has local settings, that data is contained in this file. (If no
local settings have been specified, the file won't exist.)

You should think of global settings as the default values for every application server that uses a
particular instance of the User Application driver. When you change a global setting, you are
affecting each of those servers (at the next User Application restart), except for those cases where an
individual server specifies a local override.

How Cache Settings Are Displayed

The Caching page displays the current cache settings (from the latest User Application restart). It
also displays the corresponding global and local values of those settings, and lets you change them
(for use at the next User Application restart).

Cluster and Cache Configuration
Cluster Configuration

all changes to the current cluster configuration will take effect the next time application starts up.Group ID must be a unigue name which does not match JBoss reserved cluster name
DefaultPartition or TreeCache. Only an experienced administrator should rmodify the default cluster properties. Please refer to JBoss documentation before making any changes,

Current Global Enable Local Local
Cluster Enabled: False False O
Group ID: c373eP01ababeBee0a4445 53544200 37390 1ababede e9%68 44456304420 O
Cluster Properties: wiew UDPimcast_addr=228.8.8.8; mcast_r O

Cache Configuration

all changes to the current cache configuration will take effect the next time application starts up. | ™ indicates required)
Settings that apply to entire cache system

Current Global Enable Local Local
Lock Acquisition Timeout:* 15000 15000 O
Wake Up Interval Seconds:* § g O
Eviction Policy Class:* orz.jboss.cache, sviction, LRUPalicy org.jboss.cache.eviction LRUPalicy O
Settings that apply to all non-custornizable Cache Holders

Current Global Enable Local Local
Max Nodes:™ 10000 10000 O
Time To Live Seconds:* 0 1} O

Settings that apply to customizable Cache Holders, Click the 'Customize Cache Holders' button to change the settings for customizable cache haolders.

Customize Cache Holders

The global settings always have values. The local settings are optional.

Basic Cache Settings
These cache settings apply to both clustered and non-clustered application servers.

To configure basic cache settings:
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1 Go to the Caching page.

2 Inthe Cache Configuration section of the page, specify global or local values for the following
settings, as appropriate:

Setting What to do

Lock Acquisition Timeout Specify the time interval (in milliseconds) that the cache waits
for a lock to be acquired on an object. You might want to
increase this setting if the User Application gets a lot of lock
timeout exceptions in the application log. The default is 15000
ms.

Wake Up Interval Seconds Specify the time interval (in seconds) that the cache eviction
policy waits before waking up to do the following:

+ Process the evicted node events
+ Clean up the size limit and age-out nodes
Eviction Policy Class Specify the classname for the cache eviction policy that you

want to use. The default is the LRU eviction policy that JBoss
Cache provides:

org.jboss.cache.eviction.LRUPolicy

If appropriate, you can change this to another eviction policy
that JBoss Cache supports.

To learn about supported eviction policies, go to www.jboss.org/
products/jbosscache (http://www.jboss.org/products/
jbosscache).

Max Nodes Specify the maximum number of nodes allowed in the cache.
For no limit, specify:
0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 95.

Time To Live Seconds Specify the time to idle (in seconds) before the node is swept
away. For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 95.

Max Age Specifies the number of seconds an entry should be allowed to
stay in the cache holder since its creation time. For no time limit,
specify:

0

This setting is only available for “Customizable Cache Holders”
on page 95.

These settings are required, which means that there must be a global value for each, and
optionally a local value too.
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If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value. (Make sure that all of your local values
are valid. Otherwise, you won’t be able to save your changes.)

NOTE: For those settings where Enable Local is deselected, any existing local values are
deleted when you save.

3 Click Save.

4 When you’re ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

Customizable Cache Holders

You can customize the Max Nodes, Time To Live, and Max Age settings for some cache holders. The
cache holders are listed in Table 5-2.

Table 5-2 Customizable Cache Holders

Cache Holder Name Description

DirectoryAbstractionLayerDefinitions Caches the Directory Abstraction Layer
definitions to optimize performance for all data
model operations. See “Flushing the Directory
Abstraction Layer Cache” on page 91.

DirectoryService.ContainerCacheHolder Caches containers in the directory layer.
Containers are shared by many users and
groups, and reading them from the directory
layer involves both network communication
(with the LDAP server) and object creation. By
default, the cache is limited to 50 containers,
and the LRUs have a default Time To Live
(TTL) of 10 minutes. Depending on the
directory topography in your enterprise, you
might need to adjust the maximum number of
nodes or the TTL if you find the performance is
suffering because of queries to the LDAP
server for container objects. Making settings
too high in combination with a large number of
usable containers can cause unneeded
memory consumption and net lower
performance from the server.

DirectoryService.DelProxyRuntimeServiceDelegate Caches delegate assignments.
DirectoryService.DelProxyRuntimeService.Delegation =~ Caches user availability settings.
DirectoryService.DelProxyRuntimeService.Delegator ~ Caches the delegator entities.

DirectoryService.DelProxyRuntimeService.Proxy Caches proxy assignments.
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Cache Holder Name

Description

DirectoryService.GroupCacheHolder

DirectoryService.MemberhipCacheHolder

DirectoryService.RolesMembershipCacheHolder

DirectoryService.TeamManagerRuntime.Team

Caches groups in the directory layer. Groups
are often shared by many users, and reading
them from the directory layer involves both
network communication (with LDAP server)
and object creation. By default, the cache is
limited to 500 groups, and the LRUs have a
default TTL of 10 minutes. Depending on the
user/group topography in your enterprise, you
might need to adjust the maximum number of
nodes or the TTL if you find the performance is
suffering because of queries to the LDAP
server for groups objects. Settings that are too
high, in combination with a large number of
usable groups, can cause unneeded memory
consumption, and net lower performance from
the server.

Caches the relationship between a user and a
set of groups. Querying the set of groups a user
belongs to can be a network and CPU intensive
operation on the LDAP server, especially if
dynamic groups are enabled. For this reason,
relationships are cached with an expiration
interval so that changes in the criteria for
inclusion/exclusion in a group (such as time-
based dynamic groups) are reflected. The
default Max Age is five minutes. However, if
you use dynamic groups which have a
requirement for finer grained time control, then
you can adjust the Max Age on this cache
holder to be just below the minimum time your
finest grained time based dynamic group
requires. The lower this value is, the more
times the user's groups are queried during a
session. Setting a value too high keeps the
user/group relationships in memory perhaps
longer than the user's session needlessly
consuming memory.

Caches the application role membership list by
role.

Caches the application team instances and
team provisioning requests.
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Cache Holder Name

Description

DirectoryService.UserCacheHolder

GlobalCacheHolder

JUICE

RoleManager.RolesCacheHolder

Workflow.Model.Process

Workflow.Model.Request

Workflow.Provisioning

Caches users in the directory layer. Reading
users from the directory layer involves both
network communication (with LDAP server)
and object creation. By default, the cache is
limited to 1000 users, and the LRUs have a
default TTL of 10 minutes. Depending on the
user topography in your enterprise, you might
need to adjust the maximum number of nodes
or the TTL if you find the performance is
suffering because of queries to the LDAP
server for user objects. Making settings too
high combined with a large number of different
users logging in can cause unneeded memory
consumption, and net lower performance from
the server.

The general purpose cache holder. This
configuration applies to all caches that are not
customizable (that is, all cache holders not
listed in this table.)

Caches the resource bundles used by the user
interface controls and DN display expression
lookup results. Changing the setting of the
cache holder has a performance impact for the
DN display expression lookups because they
are frequently used in the User Application.

The low value should be at least 300 seconds,
but a higher value than 900 seconds is ok. A
lower value should be used if the customer is
frequently changing the attributes that are used
in the DN display expression

Caches user role memberships listed by user.

Caches the provisioning process XML object
structure.

Caches the provisioning request XML object
structure.

Caches provisioning request instances that
have not completed. The default maximum
capacity for the LRU cache is 500. The
capacity can be modified by clicking the
Administration/Provisioning tab and choosing
the Engine and Cluster settings. The Process
Cache Maximum Capacity appears on this
page. This cache reduces the memory footprint
for workflow processing without compromising
performance.

Cache Settings for Clusters

This section discusses how to configure caching when you run the Identity Manager User

Application across a cluster of application servers.
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In the Identity Manager User Application, cluster support for caching is implemented via JGroups.
JGroups is an open-source clustering architecture that’s included with the JBoss Application Server
but also runs on other application servers.

The User Application’s cluster consists of nodes on a network that run JGroups and use a common
Group ID. By default, the Group ID provided for the User Application’s cluster is a UUID that looks
like this:

c373e901aba5e8ee9966444553544200

The UUID helps ensure uniqueness, so that the Group ID of the User Application’s cluster doesn’t
conflict with the Group IDs of other clusters in your environment. For instance, the JBoss
Application Server itself uses two JGroups clusters and reserves the Group IDs DefaultPartition and
Tomcat-Cluster for them.

To learn more about JGroups, go to www.jboss.org/products/jgroups (http://www.jboss.org/
products/jgroups).

How Caching Works with a Cluster

When you start the User Application, the application’s cluster configuration settings on the Caching
page determine whether to participate in a cluster and invalidates cache changes in the other nodes
in that cluster. If clustering is enabled, the User Application accomplishes this by sending cache
entry invalidation messages to each node as changes occur.

Preparing to Use a Cluster
To use caching across a cluster:

1 Set up your JGroups cluster. This involves using the User Application installation program to
install the Identity Manager User Application to each application server in the cluster (see
Section 2.7, “Clustering,” on page 58).

2 Enable the use of that cluster in the User Application’s cache configuration settings

See “Configuring Cache Settings for Clusters” on page 98.

Configuring Cache Settings for Clusters

After you have a cluster ready to use, you can specify settings for the support of caching across that
cluster.
1 Go to the Caching page.

2 In the Cluster Configuration section of the page, specify global or local values for the
following settings, as appropriate:

Setting What to do

Cluster Enabled Select True to invalidate cache changes to the other nodes in the
cluster specified by Group ID. If you don’t want to participate in a
cluster, select False.
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Setting What to do

Group ID Specify the Group ID of the JGroups cluster in which you want to
participate. There’s no need to change the default Group ID that’s
provided for the User Application’s cluster, unless you want to use a
different cluster.

Remember that the DefaultPartition and Tomcat-Cluster Group IDs
are reserved for use by the JBoss Application Server.

TIP: To see the Group ID in logging messages, make sure that the
level of the caching log (com. sssw. fw.cachemgr) is set to Info or
higher.

Cluster Properties Specify the JGroups protocol stack for the cluster specified by Group
ID. This setting is for experienced administrators who might need to
adjust the cluster properties. Otherwise, you should not change the
default protocol stack.

To see the current cluster properties, click view.

For details on the JGroups protocol stack, go to www.joss.org/wiki/
Wiki.jsp?page=JGroups (http://www.jboss.org/wiki/
Wiki.jsp?page=JGroups).

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value.

For those settings where Enable Local is unselected, any existing local values are deleted when
you save.

Make sure that all nodes in your cluster specify the same Group ID and Cluster Properties. To
see these settings for a particular node, you must access the Identity Manager user interface
running on that node—by browsing to the URL of the user interface on that server—and then
display the Caching page there.

If you need to use the TCP protocol instead of the default UDP protocol, see “Specifying the
User Application Cluster Group Caching Configuration” on page 67.

3 Click Save.

4 When you’re ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

5.1.2 Driver Status

You can use the Driver Status pane to determine the expiration status of your driver.
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Figure 5-1 Sample Driver Status for a “Trial” Driver

©J Driver Status - Mozilla Firefox <] E [El

File Edit ‘Yiew Go Bookmarks Tools  Help

I, "
QZl 4 LL,’ v @ |_| @ ‘ N htep:fflocalhost:S080/I0Mjportalfcnf AdminCont ainerPage  Driver Status?portal _session-timeout=yes V‘ @ Go “Q, |

Novells |dentity Manager esdlay, December 19, 2006

Welcome Admin

Identity Self-5ervice Requests & Approvals Administration Logout Help
Application Configuration Page Admin Partlet Admin Provisioning Security
Paortal Configuration - Driver Status

Cachi
FEning If the expiration date is displayed, then the User Application Driver will expire on this date. If the

date iz empty, then either the driver is unlicensed and has not yet started, or the driver is
LDAP Parameters licensed. 1f you are certain the driver has run at least once, then if the expiration date is empty,
wour driver is fully licensed.

+ Driver Status

Logging
Partal Settings Driver Name: cn=alboc1211,cn=TestDrivers,o=novel
Themes Driver Version: 0.20061205.023650

et Ermmt Taals Expiration Date: tarch 19, 2007 3:2¢:22 PM EDT

Portal Data Export

»

Portal Data Import
Password Module Setup

»

Challenge Responze
Forgot Password
Login

Pazsward Change

Pazzword Sync Status

An Expiration Date value of No Expiration means that the driver has been started and is fully
licensed or has not yet been started. If it has not been started, it might also be a trial driver. If there is
an expiration date, then the driver is a trial driver and it has been started. The page itself describes
what values of UNKNOWN mean.

5.1.3 LDAP Parameters

You can use the LDAP Parameters pane to:

¢ Change the credentials used by the Identity Manager User Application when connecting to the
Identity Vault (LDAP provider)

¢ Change the credentials for the guest account, if your system is configured to use a specific
guest account, rather than LDAP anonymous account.

¢ View other LDAP properties of the Identity Manager User Application. The values of these
settings are determined when you install the User Application.

The user interface displays different fields depending on how you configured the guest account
during installation. If you specified a guest account, the user interface includes fields that let you
update the credentials for that account. If you have configured your system to use the LDAP Public
Anonymous account, the user interface displays this message: The application is
configured to use public anonymous account. To use a specific guest

account, enable the guest account using the ldap configuration
tool.

To administer LDAP connection parameters:

1 On the Application Configuration page, select LDAP Connection Parameters from the
navigation menu on the left.
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The LDAP Connection Parameters panel displays:
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Container Ohject 4 Aftribute.

&
organizationalUnit
ou

organization

0

Caontainer Ohject & domain

Caontainer Ohject 5 Aftribute. dc

Dynamic Group Object: dynamicGroup

Group Object groupomiames

Group Root Cantainer: ou=groups,ou=idmsample-alh,o=novell
Group Search Scope: subtree

Group User Member Attribute member

KeyStare Path:
Lagin Attribute:

cAProgram Fileswavaldkl.5.0_08yrelibisecuriticacerts
ch

true
true
MNarning Attribute th
Ohject Attribute: objectClass
384

Pravisioning Driver DN

Root Name: ou=idmsample-alh,o=novell
B36
Use Dynamic Groups: falze v

cn=w¥valDoc070201,cn=TestDrivers o=novel|

Done:

2 Examine and modify the settings, as appropriate. For details, see:“Settings You Can Change”

on page 101.

3 If you make changes that you want to apply, click Submit.

Settings You Can Change

On the LDAP Connection Parameters panel, you can modify settings for the credentials for:

¢ The Identity Manager User Application whenever it connects to the Identity Vault (LDAP

provider).

¢ The guest account (if configured).

The initial values for the credentials are specified during installation. These installation values are
written to the sys-configuration-xmldata file in the jboss/server/configuration-name/conf folder. If
you make changes to these credentials via the Administration page, your changes are saved to the

User Application’s database; they are not saved to the sys-configuration-xmldata file. After values
are written to the database, the User Application no longer checks the values written to the sys-
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configuration-xmldata file. This means that you cannot use the configupdate utility to change the
credentials because they are ignored. However, you can use configupdate to change the type of guest
user (LDAP Guest or Public Anonymous Account).

Table 5-3 LDAP Parameters

Setting What to do

Admin Username Type the name of a user who has full administrator rights in the Identity
Vault. The Identity Manager User Application needs to access the Identity
Vault as an administrator in order to function.

It is typical to specify the Identity Vault's root administrator as the LDAP
connection username. The root administrator has full control over the
tree, so you need not assign any special trustee rights.

For example:

cn=admin, o=myorg

If you specify some other user, you need to assign inheritable trustee
rights to the properties [All Attributes Rights] and [Entry Rights] on your
User Application driver.

NOTE: To avoid confusion, it is recommended that you do not specify the
User Application’s User Application Administrator as the LDAP
connection username. It is best to use separate accounts for these two
different purposes.

Admin Password Type the password that is currently set for that username in the Identity
Vault.

and

Confirm Password

Guest Username Type the guest user’s distinguished name

Confirm Guest Password Type the password for the guest user.

If TLS is enabled for your LDAP server, you might encounter the following error when you update
the Admin username and password: Unable to authenticate to LDAP Provider.
Disable this error by disabling TLS via iManager.

5.1.4 Logging Configuration

You can use the Logging page to control the levels of logging messages you want the Identity
Manager User Application to generate and specify whether those messages are sent to Novell®
Audit.

The Identity Manager User Application implements logging by using log4j, an open-source logging
package distributed by The Apache Software Foundation. By default, event messages are logged to
both of the following:

¢ The system console of the application server where the Identity Manager User Application is
deployed
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+ A log file on that application server, for example:
jboss/server/IDM/log/server.log

This is a rolling log file; after it reaches a certain size, it rolls over to another file. If you have
configured your environment to include Novell Audit, you have the option of logging event
messages there as well. For details on configuring your logging environment and Novell Audit, see
Chapter 3, “Setting Up Logging,” on page 71.

About the Logs

The Logging page lists a variety of logs, each outputting event messages from a different part of the
Identity Manager User Application. Each log has its own independent output level.

The log names are based on log4j conventions. You’ll see these log names in the event messages that
are generated, indicating the context of the message output.

Table 5-4 on page 103 lists and describes the logs.

Table 5-4 Identity Manager User Application Logs

Log Name Description

com.novell Parent of other Identity Manager User Application logs

com.novell.afw.portal.aggregat Messages related to portal page processing
ion

com.novell.afw.portal.persist  Messages related to the persistence of portal data (including
portal pages and portlet registrations)

com.novell.afw.portal.portlet  Messages from the portal core portlets and accessory

portlets

com.novell.afw.portal.util Messages from the portal import/export and navigation
portlets

com.novell.afw.portlet.consume Messages related to portlet rendering

r

com.novell.afw.portlet.core Messages related to the core portlet API

com.novell.afw.portlet.persist Messages related to the persistence of portlet data (including
portlet preferences and setting values)

com.novell.afw.portlet.produce Messages related to the registration and configuration of

r portlets within the portal

com.novell.afw.portlet.util Messages related to utility code used by portlets

com.novell.afw.theme Messages from the theme subsystem

com.novell.afw.util Messages related to portal utility classes

com.novell.soa.af.impl Messages from the approval flow (provisioning workflow)
subsystem

com.novell.srvprv.apwa Messages from the Requests & Approvals Web application

(actions and tags)
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Log Name Description

com.novell.srvprv.impl.portlet Messages from the core identity portlets and password
.core portlets

com.novell.srvprv.impl.portlet Messages from the identity-related utility portlets
.util

com.novell.srvprv.impl.servlet Messages from the Ul control framework’s ajax servlet and
ajax services

com.novell.srvprv.impl.uictrl Messages from the Ul control registry APl and approval form

rendering
com.novell.srvprv.impl.vdata Messages from the directory abstraction layer
com.novell.srvprv.spi Messages from the Ul control registry API
com.sssw.fw.cachemgr Messages related to the framework cache subsystem
com.sssw.fw.core Messages related to the framework core subsystem
com.sssw.fw.directory Messages related to the framework directory subsystem
com.sssw.fw.event Messages related to the framework event subsystem
com.sssw.fw.factory Messages related to the framework factory subsystem
com.sssw.fw.persist Messages related to the framework persistence subsystem
com.sssw.fw.resource Messages related to the framework resource subsystem
com.sssw.fw.security Messages related to the framework security subsystem
com.sssw.fw.server Messages related to the framework server subsystem
com.sssw.fw.servlet Messages related to the framework servlet subsystem
com.sssw.fw.session Messages related to the framework session subsystem
com.sssw.fw.usermgr Messages related to the framework user subsystem
com.sssw.fw.util Messages related to the framework utility subsystem
com.sssw.portal.manager Messages related to the Portal Manager
com.sssw.portal.persist Messages related to portal persistence

The User Application logs are hierarchical. For example, com.novell is the parent of other logs
underneath it. Any additional logs inherit its properties.
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Changing Log Levels

You can control the amount of information that is written to a particular log by changing the level

that is set for it. By default, all logs are set to Info, which is an intermediate level.

1 Go to the Logging page:

) Logging Configuration - Mozilla Firefox

fle Edt Wew &o

Welcome Admin

Portal Cenfiguration
Caching
Driver Status
LD4P Parameters
 Logging
Portal Settings
Themes
Impart Export Taals
Passward fhodule Setup

Bookmarks

|

Tools  Help

, =
@-5p - %‘ (%] @ | N http:flocalhast :8080/1DMfportalfcnyfdminContainerPage/Logginghiam #

Novelle Identity Manager
Identity Self Sendce

Application Configuration

Fage Admin

Logging Configuration

Requests & Approvals

Portlet Admin

Provisioning

You can change the logging level by selecting a different level for the log and click the submit button,

Log Level

[ £dd log level for package

Log Hame

com. metaparadigm, jsenrpc

com. novell, afw. portal, sggregation
com. novell. afw. portal, portlet
com. navell. afw. portlet. consumer
com.novell. afw. portlet. persist
com. novell, afw. portlst. util

com. navell, afw. util

com.nevell soa.script

com. novell.soa.ws.impl

com. novell srvprv. impl. portlet
com. navell. sruprv. impl.servlst
com. novell. sruprv. impl.udata, definition
com. novell.sruprv.spi
com.sssw,fw.cachemer
com.sssw.fuw. directary
com.sssw.fu.factory
com.ssswifu.resource
com.sssw.fu.server
com.sssw.fw.session
com.sssu.fur.util

com.sssw, portal, persist

Log Hame

com. novell

com. novell, afw. portal. persist
com. novell, afw. portal.util

com. novell. afw. portlet.core
com. novell. sfw. portlet. producer
com. novell. afw. theme

com. novell.soa. af. impl

com. novell soaservet

com. novell srvpr, apwa

com. novell srvprv. impl. portlet, util

com. novell. sruprv. implutctrl

com. novell.sruprv. impludata. madel

com.sssu
com.sssw.fw.core
com.sssw.fuv. event
com.sssw. fu. persist
Gom.sssw fun.seourity
com.sssw.fus.seruet
com.sssu. fu usermar

om.sssw. partal manazer

com. novell, afw. portal.api

[ change log level of all above logs

Logging messages are not sent to sudit. Check the box below to send logging messages to Audit as well

[Calso send logging messages to Novell sudit

Check the box below to persist the logging changes

[rersist the logging changes

Logout Help

Security

Done
—

2 At the top of the page, find a log whose level you want to change.

3 Use the drop-down list to select one of the following levels:

Level

Description

Fatal
Error

Warn

The least detail. Writes fatal errors to the log.

Writes errors (plus all of the above) to the log.

Writes warnings (plus all of the above) to the log.
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Level Description

Info Writes informational messages (plus all of the above) to the log.
Debug Writes debugging information (plus all of the above) to the log.
Trace The most detail. Writes tracing information (plus all of the above) to the log.

4 Repeat Step 2 and Step 3 for other logs, as needed.
5 Click Submit.

You can change the log level for all of the logs to one setting by selecting Change log level of
all above logs and using the drop-down list to select the level.

Adding Logs for Other Packages
You can add logs for other packages used by the User Application.

1 Go to the Logging page:

2 At the bottom of the page, select Add Log Level for Package, then use the drop-down list to
select the package.

3 Choose a log level from the drop-down, then click Submit.

Sending Log Messages to Novell Audit

You can use the Logging page to control whether the Identity Manager User Application sends event
message output to Novell Audit. Novell Audit logging is off by default, unless you turn it on when
installing the User Application.

To toggle Novell Audit logging on/off:

1 Go to the Logging page.
2 Select or deselect the following setting, as appropriate: Also send logging messages to Audit.
3 Click Submit.

Persisting Your Log Settings

By default, changes you make on the Logging page stay in effect until the next application-server
restart or User Application redeployment. After that, the log settings revert to their default values.

However, the Logging page does offer you the option of persisting your changes to its settings. If
you turn on this feature, values for the log settings are stored in a logging configuration file on the
application server where the Identity Manager User Application is deployed. For example:

jboss/server/IDM/conf/idmuserapp logging.xml
To toggle persistence of settings on or off:

1 Go to the Logging page.
2 Select or deselect the following setting, as appropriate: Persist the logging changes
3 Click Submit.
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5.1.5 Portal Settings

You can use the Portal page to view characteristics of the Identity Manager User Application.The
settings are for informational purposes and cannot be changed.The values of these settings are set in
the User Application WAR. (Default Theme reflects your current theme choice from the Themes

page.)

5.1.6 Theme Administration

You can use the Themes page to control the look and feel of the Identity Manager user interface.

A theme is a set of visual characteristics that apply to the entire user interface (including the guest
and login pages, the Identity Self-Service tab, the Requests & Approvals tab, and the Administration
tab). There’s always just one theme in effect for the user interface. The Themes page offers a choice
of several themes, in case you want to switch to a different one.

The Themes page also enables you to:

+ Preview each theme choice to see how it looks

¢ Customize any theme choice to reflect your own branding (such as a logo)
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Previewing a Theme

Before choosing a theme, you can preview how it will change the look of the Identity Manager user
interface.

1 Go to the Themes page:

3 Theme Administration - Mozilla Firefox

Fle Edt Yiew Go Bookmarks Tools Help

& - »-8

) @ [N hetpsjjlocahost:8080/IDMjportaljcnfAdminCantainer Page  Themetgrt ¥ © =[Gl |

Tdentity Manager |
Welcome Admin
Application Configuration Page Admin Paortlet Admin Provisioning Security
Portal Configuration & Theme Administration
Caching
Driver Status Choose frorm available themes to setthe portal standard
LDAP Pararmeters N
BlueGloss Medico
Logging
Fortal Setlings Identity Manager Blue Gloss Theme Identity Manager Medico Trle;:.ﬂe :
———— T ==
» Themes = -

Import Export Tools A _
Portal Data Export -
Portal Data Import S

e o}
Password Module Setup &

Challenge Response

Forgot Password
Lagin

Passward Sync Status

Linen Manilla

Identity Manager Linen Therme

Identity Manager Manilla Theme
=

(0]
IDMStandard

Identity Manager Standard Theme

2 |
Done

2 Find a theme that you are interested in, then click the corresponding Preview button.
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The preview for that theme displays in a new browser window:

http:{flocalhost:BOBO - Theme Preview BlueGloss - Mozilla Firefox

Fie Edit view Go Bookmarks ook Help

@- - F0ho-@ |

Novellz [dentity Manager

User Mame
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» Themme Preview Theme Preview

Close Preview Page

Login

Class nv-loginimage
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Identity Manager

Class nv-loginimageSmall
1D #nv-loginLink

1D #noDecoration

Header
Clase nv-headerLogoPrimary

Novells [dentity Manager

Clags nv-headerTexture

Clags m-headerLogoSecondary

Class nv-headerFiller

1D #userrame:

Fda? A% 0Xx

Portlettop section can be used to display specific portlet infarmation. Wirap in a < div = with class="porietTopSection”

Fonts and colors
Class nw-font
Class nw-fontEsdrasmall

Class nw-fontSmall

Class nv-fontMediurm
Class nw-fontLarge
Class nv-fontExtralarge
Class nv-fontBold

Class nwcolort
Class nw-colorz
Class nwcolord
Class nwcolord
Clags nwcolors

Class nv-backaroundCaloré
Class nwbackgroundCalorT
Class nw-hackaroundColord
Class nw-backgroundColord
Class nv-hackgroundColor 0

[Class nv-borderColor1

[Class nv-borderColor2

[Class nv-borderColor3

[Class nv-borderColard

(Class nv-borderColars

Class nv-borderColorg
Class nv-borderColor?
Class nv-borderColor3
Class nv-borderColord

Class nv-borderColor10

Done

3 Scroll through the preview to see the characteristics of this theme.

4 When you’re done, click Close Preview Page (in the top left corner) or close the preview

window manually.

Choosing a Theme

When you find a theme that you like, you can choose to make it the current theme for the Identity

Manager user interface.

1 Go to the Themes page.
2 Click the radio button for the theme you want.
3 Click the Save button.

The look of the user interface changes to reflect your chosen theme.
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Customizing a Theme's Branding

You can tailor any theme by substituting your own images and changing some color settings. This
enables you to give the Identity Manager user interface a custom look to meet the branding

requirements of your company or organization.

1 Go to the Themes page.

2 Find a theme that you want to customize, then click the corresponding Customize button.

The Themes page displays the Customize Branding settings for that theme:

2 Customize Branding - Mozilla Firefox EI@@

Fle Edt Yew Go Bookmarks Inols Help
¥ © = [IGl |

- =
@ - - & ) D) N netpsifscalhost: 000 o portalanadminContinerPags CustEranding

WWelsoime Adimin

Application Conflguration Page Admin Portlet Admin Provisioning Security
Custamize look for theme: BlueGloss
m Header Header Tabs Admin Subnavigation Login

Favorites Icon (Favicon)
The favorites icon is displayed (by supported browsers) in the browser's URL bar, in browser{ahs, and next to a site name in a list of hookmarks.

Favicon Image
16% 16 pixels

Favicon Image Location [ Browse... |
General
Update the below setlings to change bath the link and background color used throughout the application.
Background Color: ‘ D
Link Caolor: D

Link Hover Color. D

Left Navigation Area

The navigation area is the [eft column of the User Application. Color values must either be an HTML recognized color string {e.g. red, white, hlack, etc.), or a hexvalue preceded by a pound
sign (e.g. #FFFFFF, #00FFO0, #edeeec, etc.).

Mavigation Link Color. ‘ \D

MNavigation Background Color.

[ Backtio Theme Selectar

[ Cancel J[ Reset ]

[ Preview ]

Dong

3 Specify your customizations by changing the settings in one or more tabs (as needed). Each tab
contains the settings for different parts of the User Application interface. They include:

¢ General: Lets you specify general theming properties such as a favorites icon,
background, link and hover color, and the left navigation area properties.

¢ Header: Lets you specify the header color, texture, logo and username properties.
¢ Header tabs: Lets you specify the properties for the header tabs.
* Admin subnavigation: Lets you specify the properties for the Admin tab.
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* Login: Lets you specify the properties for the login screen.

Follow the on-screen instructions for specifying each setting. The changes are not reflected in
the User Application until you save them. If you have made unsaved changes, the Save button
displays an asterisk * to indicate that the changes are pending a save.

4 Click Save.

If you’re editing the current theme, the look of the user interface changes to reflect your
customizations. If you want to undo all of your customizations to the theme, click the Reset
button.

5 When you’re done working on this theme, click Back to Theme Selector.

Defining a Custom Theme

You can also create and deploy your own custom themes and deploy them in their own WAR file.
When they are deployed, the custom themes are available through the Themes management page of
the Administration tab. Before attempting to create your own custom theme, make sure you have a
working knowledge of the following technologies:

¢ The structure of J2EE WAR files, how to modify the contents of a WAR file, and how to deploy
one to a JBoss application server.
¢ How to modify CSS and XML files

+ How to create the graphic elements for your theme

Creating a Custom Theme

To create a custom theme, begin with a copy of an existing theme (such as BlueGloss) from the User
Application WAR:

1 Back up the deployed User Application WAR file (IDM.WAR or IDMProv.WAR).

This is located in the jboss\server\serverconfig-name\deploy subdirectory.
2 In a test environment, extract the contents of the User Application WAR file.

The files that comprise the User Application’s themes are located in the resources\themes
subdirectory. Each theme resides in its own directory with an appropriate name.

3 In the test environment, create a directory for the custom theme.

The directory name can be any valid directory name, but it should reflect the name of the
theme, and it should not contain spaces.

4 Copy the contents of the BlueGloss theme from the extracted WAR file to the new subdirectory.
You will be working with the following files:

File Name Description

theme.xml The theme descriptor file. It includes entries for display name and
description. They are used in the Themes page of the
Administration tab. The remaining entries correspond to the
brandable selectors. The width and height attributes on these
entries are used in the branding page to reference the exact
dimensions needed when a user uploads a customized version of
these images. These entries must match their respective images,
width and height as found in the themes.css.
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File Name Description

theme.css Contains the CSS selectors used to style the look and feel of the
user interface.

print.css Contains the CSS selectors used to style a print friendly version of
the user interface.

An images subdirectory Contains the images used by the theme.

Rules for working with these files:
+ Do not change the names of the theme . xml, theme.css, and print.css files.

¢ The CSS Selector names must remain the same, but you can change the properties of the
selectors to establish the look and feel.

+ The images subdirectory can have any name, but you must reference it correctly in the
CSS and XML files.

5 Make your changes to the images, CSS style sheets and other theme elements as needed. The
following changes are recommended:

¢ Inthe theme.xml file:

¢ display-name: Change this to a value that represents your theme. It displays as the
Theme-name in the Themes page of the User Application’s Administration tab.

¢ description: Change this to a value that describes your theme. It displays as the
Description in the Themes page of the User Application’s Administration tab.

¢ Consider whether to localize the display-name and Description fields.
¢ In the graphics directory:

¢ thumbnails.gif: Replace the copy with your own image. This image displays along
with the Theme-name and Description of the theme (described above) that is shown
in the Themes page of the Administration tab. It typically illustrates what the User
Application landing page looks like when the associated theme is applied

+ Renaming graphics files: If you change the names of graphics files (rather than just
substituting a different image of the same name), make sure to change the reference
to the image in both the theme . xm1 and the theme . css file. If the image is not
used in the branding interface (for example, if it is not listed as one of the subset of
brandable images in the theme.xml file), then you will only need to change the
reference to the image in the theme . css file. Suppose you want to rename
images/header left.gif to images/my company name.gif. Editthe
theme. css file to reflect the new image name.

6 After you make all of the desired changes to the theme files, add your customized theme
directory to a new WAR file that contains one or more custom themes. Deploy the new WAR to
your test application server.

Testing tip: Open the Themes page (available under the Administration tab). Your theme should
display along with the prepackaged themes. Use the Theme Preview action to see how the
customized changes to your new theme will render. This is a useful way to ensure that you have
completed all of your intended changes to your theme.

7 After your changes are fully tested, you can deploy the WAR containing the custom theme to
your production application server.
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Any number of custom themes can reside in a single WAR. Any number of custom WARs
containing custom themes can be deployed.

To undeploy the theme, remove the WAR that contains the theme from the application server’s
deploy directory. Before undeploying, make sure that any themes it contains are not defined as the
User Application’s default theme. If you remove the WAR and it does contain the default theme, the
Theme Administration screen displays an error message and reverts the User Application theme to
the original default theme defined at installation time.

Customizing the Theme for External Password WAR

If you configured Password Management to use an External Password WAR, the theme for the
Forgot Password page is defined in that external password WAR. The default name for the external
password WAR is IDMPwdMgt . WAR. The IDMPwdMgt . WAR contains one theme; by default, it is
BlueGloss. It does not include a user interface for modifying or branding this theme.

You can define a custom theme for the external Forgot Password page. The procedure for defining a
custom theme is described in “Defining a Custom Theme” on page 111; however, the deployment
procedure for the external Forgot Password page is different and the rules about the custom theme
WAR are more restrictive. After you define the custom theme:

¢ Package the theme in a WAR named IDMPwdMgtTheme . WAR.

¢ The IDMPwdMgtTheme . WAR can contain a single theme, and the theme must be located in
the resource/themes/Theme directory within the WAR.

¢ Deploy the IDMPwdMgt Theme . WAR on the application server where the external WAR is
located. Only one custom theme can be deployed at a time.

5.2 Working with the Import and Export Tools

You can use the Tools page to export or import portal content (pages and portlets) used in the
Identity Manager User Application. This content is also known as the portal configuration state and
it includes:

+ Container and shared pages (including each page’s assigned portlets, and each portlet’s
preferences and settings)

¢ Portlet registrations

Table 5-5 Portal Data Export and Import Tools

Tool How it works

Portal Data Export Generates XML descriptions of a set of selected container and shared pages,
and portlets. The XML files are stored in a portal data export ZIP file that can
be used as input to the Portal Data Import tool.

Portal Data Import Accepts a portal data export ZIP file as input. Uses the portal data export ZIP
file to generate container and shared pages, and portlets in a portal (User
Application).

The Export and Import tools enable you to move the portal configuration state from one portal (User
Application) to another, as needed. Table 5-5 on page 113 describes how these tools work.
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You can use the Portal Data Export and Import tools to:
+ Move your portal configuration state from a test (source) environment to a production (target)
environment
¢ Update the configuration state of a portal incrementally
¢ Clone a portal

¢ Optionally, overwrite the configuration state on the target portal

5.2.1 Requirements

To use the Portal Data Export and Import tools, make sure that the Identity Manager User
Application (portal) is deployed and running on your source and target application servers.

It is not required that your source and target servers access the same Identity Vault; they can access
different ones, if appropriate. The users, groups, and containers in those Identity Vaults are not
required to be the same.

5.2.2 Restrictions

You cannot use the Portal Data Export and Import tools to:

+ Export or import portal configuration state when a server is currently servicing user requests
+ Export or import portal classes and resources

+ Export or import portlet classes and resources

¢ Export or import the identity and provisioning data used in a portal

+ Export or import administration settings other than for pages and portlets

+ Migrate configuration state from an earlier portal version to a later version (the portals must be
the same version)

5.2.3 Exporting Portal Data

This section describes how to export a portal’s configuration state to a portal data export ZIP file.

1 If you are performing an incremental update, back up the target portal.

2 On the Application Configuration page, select Portal Data Export from the navigation menu on
the left.
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The Portal Data Export panel displays:

%3 Data Export - Mozilla Firefox

[r
o

fle Edt Vew Go Bookmarks Tools Help

G- - & () @) [N nttpifscahostioooDmportslfen/AdninContainerPage/DataExport#
Novelle Identity Manager

[0 G

Friday, January 12, 2007

Welcome Admin

z

Identity Self-Service Requests & Approvals Administration Logout Help

ipplication Confianration Page Admin Partlet Admin Pravisioning Security
Partal Configuration
Import Export Tasls

The Portal Data Export utility allows you to export portal content (pages and portlets] in a format (a portal data export archive] that
*Portalibaty Exart can be imported to a different portal,

Portal Data Export

Portal Data Import.

Password Module Setup ¥ To view the items being exported, click the twistie for each category,
To customize the export contents, check or uncheck the individual pages and portlets
Click Export Portal Data after you have made your selections.

@ Export Container Pages [F] select all [CIclear a1
@ Export Shared Pages [ select All [Jcisar Al
@ Export Portlets [#] selsct &l [Cclear U

Exported contents may contain sensitive information. Please protect it appropriately.

Export Portal Data

3 Follow the on-screen instructions to select the portal pages and portlets that you want to export.

Some portlets that you have not selected for export might still be exported. If you export a page
that contains a portlet, but do not select that portlet for export, the portlet is still exported (to
ensure that a runtime error does not occur for the exported page).

4 When you are done making selections, click Export Portal Data.

Your new portal data export ZIP file is generated, with a default name that includes the current
date and time. For example:

PortalData.21-0ct-05.09.12.16.zip
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You are then prompted to save this ZIP file locally (or to open it in an appropriate archive
utility). For example:

Opening PortalData.21-Oct-05.09.12.16.zip X

You hawve chosen ko open

:J PortalData.21-0Oct-05.09.12.16.zip

which is a: ‘WinZip File
fFrom: http:f fvour.applicationservername, goeshere: 8050, I0M/

What should Firefox do wikh this File?

() Open with | WinZip (default) W

[ ] Do this automatically For Files like this From now on.

QK l ’ Cancel

5 Save the portal data export ZIP file to an appropriate location.

5.2.4 Importing Portal Data

This section describes how to import a portal data export ZIP file to a portal.

NOTE: Remember that, during the import, your target application server must be running but not
currently servicing user requests.

1 Ifyou are performing an incremental update, back up the target portal.

2 On the Tools page, select Portal Data Import from the navigation menu on the left.
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The Portal Data Import panel displays:

3 Data Import - Mozilla Firefox

File Edt Wew Go Bookmarks Tools Help

@ - - & ) ) [N tepiiechostisozofpMiports)jcojaduinCenksinerkage Dstalmport# ¥ @« G

Novelle Identity Manager Friday, January 12, 2007

Welcome Admin |dsntity Self-Service Requests & Approvals Administration Logout  Halp
Application Configuration Page Admin Fortlet Admin Frowisioning Security
Portal Confizuration ¥ Portal Data Impert
Impart Export Taols & » ) )
The Portal Data Import utility allows you to import portal content (pages and portlets) from a portal data export archive created by
Portal Data Bxport the Portal Data Export utility,
+ Portal Data Import
Password Mtodule Setup ¥

Please select the portal data export archive to use and click the View Impart Archive button to continue.

Archive: | [ Brows=_ ]

Import security settings? @ Yes O N

CAUTION: Server should not be servicing user requests during the import process

Wigw Impart Archive

3 Specify the following general import settings:

Setting What to Do

Archive Click Browse to select the portal data export ZIP file to import.
For example:

PortalData.21-0ct-05.09.12.16.zip

Import security settings? Select one of the following:

+ Yes: If you want to import the permissions that the portal
data export ZIP file specifies for access to pages and
portlets by users, groups, and containers. Make sure that
the users, groups, and containers involved exist in the
target portal’s Identity Vault; permissions for missing
entities fail to be imported.

+ No: If you want to ignore the permissions that the portal
data export ZIP file specifies.

4 Click View Import Archive.
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The panel displays more specifics about your selected portal data export ZIP file and how you
want to import it:

3 Import Export Tools - Mozilla Firefox Q@]E|
Fle Edt Wiew Go Bookmarks Tools  Help Q
qﬂ - L;) - @ |:‘ @ ‘\_I http: fivour . applicationservername. goeshere 18080/ IDM/portalfcnj AdminContainerPage/Dat almportFilker V‘ @ Go “@, |
Novells Identity Manager N
(elcone Ry |dentity Self-Service Requests & Approvals #Administration Logout  Help
Page Admin Themes Portlet ddmin Portal Security Logging Caching Tioals
Impart Export Toolk =& Portal Data Import

Portal Data Expart To view the items being imported, click the twistie for esch category,

Portal Data Impart To customize the import contents, check or uncheck the individual pages and portlets.
Click Impart Portal Data sfter vou have made wour selections,

Replace existing data? OYeg @No

Access level for imported objects (when security fails): O wilUsers @ administrator only
|mport group settings? @ ves Cio

4 Import Container Pages Select All D Clear &l

# Import Shared Pages Select All D Clear &l

A Import Portlets Select All D Clear all

Please map the portlet application names in the archive to existing portlet applications on the local server

Archive Local

CAUTION: Server should not be servicing user requests during the import process

Import Portal Data

Done

5 Specify the following detailed import settings:

Setting What to Do

Replace existing data? Select one of the following:

+ Yes: If you want the contents of the portal data export ZIP
file to overwrite corresponding pages and portlets that
already exist in the target portal. For example, if the portal
data export ZIP file contains a shared page named
MyPage and the target portal contains a shared page
named MyPage, that existing page is overwritten in the
target portal.

* No: If you want to skip the import for all existing pages and
portlets.
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Setting What to Do

Access level for imported objects Select one of the following:

* All Users: For unrestricted access to imported pages and
portlets.

* Administrator only: For restricted access to imported pages
and portlets.

If you chose to import security settings, then this access level is
applied only to those imported pages and portlets where a
security setting failed to be imported, typically because specified
users, groups, or containers do not exist in the target portal’'s
Identity Vault.

If you chose not to import security settings, then this access
level is applied to all pages and portlets that are imported.

Import group settings? (If you chose to import security settings) Select one of the
following:

¢ Yes: If you want to import the default container page and
default shared page assignments that the portal data
export ZIP file specifies for groups. Make sure that the
groups involved exist in the target portal’s Identity Vault;
assignments for missing groups fail to be imported.

* No: If you want to ignore the default page assignments that
the portal data export ZIP file specifies for groups.

Import Container Pages Follow the on-screen instructions to select the pages and
portlets that you want to import from the portal data export ZIP

Import Shared Pages file to the target portal.

Import Portlets

NOTE: Some portlets that you have not selected for import
might still be imported. If you import a page that contains a
portlet, but do not select that portlet for import, the portlet is still
imported to ensure that a runtime error does not occur for the
imported page.

Please map the portlet Use the Archive and Local drop-down menus to map the portlet

application names... Archive/ application names in the archive (portal data export ZIP file) to

Local existing portlet applications on the local (target) application
server.

6 When you’re ready to begin the import, click Import Portal Data.
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When the import completes, the Portal Data Import Results panel displays:

3 Import Export Tools - Mozilla Firefox @
o

Fle Edt Wew Go Bookmarks Tools Help

r T
(;‘ﬂ © L‘) b @ |_‘ @ L http:jfyour.applicationservername goeshere: 8060/ IDMportalfcniAdminContainerPage/DatalmportResult

Novelles Identity Manager

Welc Admi N
otz Basiteid Identity Self-Senice Requests & Approvals Administration Logout  Help

Page Admin Themes Portlet ddmin Portal Security Logging Caching Tioials

Impart Export Toolk P Portal Data Import Results

Portal Data Expart To view the import results, click the twistie for each catezory.

Portal Data Import = Container pages import result
4 container pages hawe been imported successfully
The following 4 container pages have been imported successfully
Admin Container Page
DefaultContainerPage
GuestContainerPage
SampleContainerPage
& Shared pages import result
22 shared pages have been imported successfully
& Portlets import result
7 portlets have been imported successfully
# Group Settings import result

2 group settings hawe been imported successiully

Dane

Unsuccessful imports display in red. To troubleshoot import or export problems, look at your
application server’s system console or log file (such as jboss/server/IDM/log/
server.log) for messages from the following User Application log:

com.novell.afw.portal.util

7 Test the target portal to ensure that you imported the data that you expected.

5.3 Password Management Configuration

This section describes how to configure password self-service and user authentication features to
your Identity Manager User Application. Topics include:

¢ Section 5.3.1, “About Password Management Features,” on page 121

¢ Section 5.3.2, “Configuring Challenge Response,” on page 125

¢ Section 5.3.3, “Configuring Forgotten Password,” on page 126

¢ Section 5.3.4, “Configuring Login,” on page 129

+ Section 5.3.7,
+ Section 5.3.5,
+ Section 5.3.6,
+ Section 5.3.7,

“Configuring Change Password,” on page 135
“Configuring Password Sync Status,” on page 131
“Configuring Password Hint Change,” on page 134
“Configuring Change Password,” on page 135
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5.3.1 About Password Management Features

The password management features supported by an Identity Manager User Application encompass
user authentication and password self-service. When you put these features into use, they enable
your application to:

+ Prompt for login information (username and password) to authenticate against Novell
eDirectory™
¢ Provide users with password change self-service

+ Provide users with forgotten password self-service (including prompting for challenge
responses, displaying a password hint, or allowing a password change, as needed). You can
configure forgotten password self-service to run inside the firewall (the default), or you can
configure it to run outside the firewall.

¢ Provide users with challenge question self-service

+ Provide users with password hint self-service

Required Setup in eDirectory

Before you can use most of the password self-service and user authentication features, you need to
do the following in eDirectory:

¢ Enable Universal Password

¢ Create one or more password policies

+ Assign the appropriate password policies to users
A password policy is a collection of administrator-defined rules that specify the criteria for creating

and replacing user passwords. Novell Identity Manager takes advantage of NMAS™ (Novell
Modular Authentication Service) to enforce password policies that you assign to users in eDirectory.

You can use Novell iManager to perform the required setup steps. For example, here’s how someone
defined the DocumentationPassword Policy in iManager.
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Figure 5-2 Sample Password Policy

Novell- iManager 2N o €8 Dl ™
ADMIN @ =
2=
Collection Cwner Access /—|—| |—| u |—| Ii“&—‘ |—|
(] Roles and Tasks Password Policy: Documentation.Password Policies.Security
|AII Categories
NMAS Summary | P
Novell Certificate Access
Novell Certificate Server Your policy has the following settings: L
Last Modified: 3/28/05
Partition and Replica
Management Password Policy Summary
Bl Passwords Name Documentation
Check Password Status Description
Challenge Sets
Passwrned Policiss Universal Password
Password Synchronization Options Enable Universal Passwaord true
Miew Policy hssignments Enable the Advanced Password Rules true L4
St i B Wl Remove the NDS password when setting Universal false
Email Server Options Password
Edit Email Templat A i N
L I wynchronize NDS password when setting Universal true
PBX Password
Provisioning Request Synchronize Simple Password when setting Universal false
Configuration Password
Rights Synchronize Distribution Password when setting Universal true
Passwaord
Role-Based Entitlements B Allow user agent to retrieve password true
Schema Yerify whether existing passwords comply with the false v
SecretStore
oK | Cancel | Apply |
Smart Card Lozin o

This password policy specifies:

¢ Universal Password settings
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Figure 5-3 Sample Universal Password Settings

Novell; iManager T qamm. © 5 2N

Collection Owner Access

ADMIN ____./"Ig@ u@@”i“%_ﬂ IEI

@] Roles and Tasks Password Policy: Documentation.Password Policies, Security

|AII Categories V|

Policy Summary SULLEETIREUULL A Forgotten Password \ Policy Assignment |
NMAS B Advanced Password Rules

HNovell Certificate Access

N

[
Kl

N
Hovell Certificate Server Advanced Password Rules ¥
Partition and Replica Add  Description Walue
L FR IS Change Password
=l Passwords s
| Allow user to initiate passwaord change

Check Password Status P 8

Challenge 5ets Require unique passwards W

Password Policies

Fassuo d iehanizaRion. [ Limit the number of passwords to store in the history list (1-255) l:l Password(s)

Wiew Policy Assignments

T I e Limit the number of days to store a password in the history list @- Dayls]

Email Server Options F65)

Edit Email Templates Password Lifetime
[+
H PBX [ Mumber of days before password can be changed (0-3765) l:l Day =]

Provisioning Request
Configuration Mumber of days before password expires {0-365) Day(s]
Rights [ Limit the number of grace lagins allowed (0-754) l:l Attempt(s)
Role-Based Entitlements i Password Length
Schema 51 alimdmaiime monber of charncdbare im0 maecusned £1 5131 A ~hoarambars X
SecretStore
0K | Cancel | Apply |

Smart Card | osin ¥

+ Settings to deal with forgotten-password situations

Figure 5-4 Sample Password Policy

Novells iManager

'
Z:I':::mn QWNEr Aocess /—Ig @ u @ |ﬁ| Ii‘ IIE"’_E| @

@] Roles and Tasks Password Policy: Documentation.Password Policies. Security
|AII Categories V|

Policy Summary | Universal Password SLCUTHELREU TN Policy Assignment |
HMAS i

Hovell Certificate Access
Movell Certificate Server Select an action for a forgotten password request. The most secure method of user verification is to use

challenge sets, which require a user to answer a set of questions to prave his or her identity.
Partition and Replica

Manage ment

E3]

Alternatively, you may select an action that occurs without the user answering a challenge set.

El Passwords
NN Enable Forgotten Password
Challenge Sets Challenge Set
Password Policies

[FlRequire a challenge set
Paszward Synchronization

Wiew Policy dssignments |Documentatmn Challenge Set b4
Set Universal Passmwo rd
Email Server Ontions Use the Challenge Sets task to add a new Challenge Set to yvour list,
Edit Email Templates Action
2 ;
) GO Choaose an action:
HrevEioning Renuest 3 Allow user ta reset passward (Requives challenge set and Universal Password optfons)
Configuration
3 O E-mail current password to user {Requires challenge set and Universal Password
Brehts options)
Role-Based Entitlements b ©  E-mail hint to user
Schema

@ Show hint on bagze

|>

|=

SecretStore
oK | Cancel | Apply |

Smart Card Lozin

[

+ Assignments that apply the policy to specific users
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Figure 5-5 Sample Policy Assignments

Novellg iManager [ . o %
::I:Ic'::lon Owner Access _/—|E| \@ u @ Iﬁ‘ |i| \E’_—:—| @ N

(] Roles and Tasks Password Policy: Documentation.Password Policies. Security

‘AH Categories V| - .
¥ Policy Summary | Universal Password | Forgotten Password LI HAELTIE LS |I|
HMAS 7 [«

Hovell Certificate Access

You can assign this policy to multiple individuals, organizations or to an entire company, To assign a
policy, type in a value and press the Enter key or search for the object in the tree. To remove an
assignment, select an item in the list and press the Delete key on vour keyboard or click the Remove
button below the list,

Hovell Certificate Server

Partition and Replica
Manage ment

=l Passwords

Check Password Status Assign ta:
Challenge sets

Password Policies
Passward Synchronization ablake.users.idmsample-jklobucher.novell

bbender.users.idmsample-doc. novell

Wiew Policy Assignments :
cnano.users.idmsample-doc.navell

set Universal Password
Email Serwer Options
Edit Email Templates

PBX
Provisioning Request
Configuration
Rights __Remove |

Role-Based Entitlements i

Schema

SecretStore
ok | Cancel | Apply |

Smart Card Login

[ €

For more information on setting up Universal Password and password policies in eDirectory, see the
Novell Identity Manager Administration Guide (http://www.novell.com/documentation/dirxml20/
index.html).

Case-Sensitive Passwords

By default passwords are not case-sensitive. You can create a password policy that allows case-
sensitive passwords. You can specify the Allow the password to be case-sensitive in the Password
Policies > Universal Password > Advanced Password Rules. If you enable case-sensitive password,
you must also enable the Allow user to retrieve password setting. It is enabled by default, but you
can verify it through the iManager Password Policies > Universal Password > Configuration
Options tab.

Password Policy Compliance

If you enable Universal Password, it is recommended that you also configure the system to verify
that existing passwords comply with the password policy. You can configure this through iManager.
In iManager, go to Passwords > Password Policies > Universal Password > Configuration Options.
Make sure the following option is selected: Verify whether existing passwords comply with password
policy (verification occurs on login). This ensures that users created through the User Application
are forwarded to the Change Password page to enter a password that complies with the Identity
Manager password policy.
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5.3.2 Configuring Challenge Response

The Challenge Response self-service page lets users:

¢ Setup the valid responses to administrator-defined challenge questions, and set up user-defined
challenge questions and responses

¢ Change the valid responses to administrator-defined challenge questions, and change user-
defined challenge questions and responses

TIP: If you have localized the Challenge Response questions in iManager set the Login
Configuration setting Enable Locale Check to True.

Figure 5-6 Challenge Response Example

Novelle Identity Manager

aleame hbliy Identity Self-Service Requests & Approvals Logout Help
Information danagement #
Oraanization Chart 104 Challenge Response
Moy Applications

dhy Profile These questions are assigned to your password paolicy, For all Admin-Defined Questions, provide a response. For all

User-Defined Questions, create your own question and provide a response.

Direct 5 h A . s
HEESAIARALE Admin Defined Challenge Questions

Paszword Aanagement #

F uestion: What is your mother's maiden name? Response: | ]
+ Password Challenge Response 0 ¥ P L =

Password Hint Change Question: ‘Wwhat is your childhood pet's name?  Response: , -!
Change Password User Defined Challenge Questions
Password Policy Status Question: [ | Response: [ T

Password Sync Status

Requirements

The Challenge Response requirements are described Table 5-6 on page 125.

Table 5-6 Challenge Response Requirements

Topic Requirements

Password policy A password policy with forgotten password enabled and a challenge
set.

Universal Password Does not require Universal Password to be enabled.

eDirectory configuration Requires that you grant supervisor rights to the LDAP Administrator

for the container in which the logged-in user resides. Granting these
privileges allows the user to write a challenge response to the secret
store.

For example, suppose the LDAP realm administrator is cn=admin,
ou=sample, n=novell and you log in as cn=user1, ou=testou, o=novell.
You need to assign cn=admin, ou=sample, n=novell as a trustee of
testou, and grant supervisor rights on [All attribute rights].
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Using the Challenge Response Feature
To use the Challenge Response feature, you need to know about the following:
+ “How Challenge Response Is Used During Login” on page 126
+ “How Challenge Response Is Used in the User Application” on page 126
How Challenge Response Is Used During Login

During the login process, the Login page automatically redirects to Challenge Response whenever
the user needs to set up challenge questions and responses (for example, the first time a user
attempts to log in to the application after an administrator assigns the user to a password policy in
iManager. The password policy must have forgotten password enabled and include a challenge set).

How Challenge Response Is Used in the User Application

By default, the User Application provides users with self-service for changing challenge questions
and responses.

Configuring Challenge Response

The Challenge Response Configuration settings (on the Administration tab) are described in the
following table.

Table 5-7 Challenge Response Configuration Settings

Setting Description

Mask Response Text Choosing Yes means that user-entered response
text is masked with the *** characters.

5.3.3 Configuring Forgotten Password

This feature uses challenge/response authentication to let users get information about their
passwords. The result, which depends on the assigned password policy, can include:

¢ Displaying the user’s password hint on the screen

¢ E-mailing the hint to the user

¢ E-mailing the password to the user

+ Prompting the user to reset (change) the password
Forgotten password self-service is typically available to users inside your corporate firewall through
the deployed User Application WAR, but you can also configure your system so that the forgot
password management features are stored in a separate password management WAR. You can then
deploy the password management WAR on a separate system that can be located inside or outside

your corporate firewall. To learn how to setup forgot password outside the core User Application
WAR, see Section 2.5, “Configuring Forgotten Password Self-Service,” on page 50.

Requirements

The Forgot Password feature requirements are listed in Table 5-8 on page 127.
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Table 5-8 Forgotten Password Requirements

Topic Requirements

Password policy Requires a password policy with forgotten password enabled and with a
challenge set.

Universal Password Does not require Universal Password to be enabled, unless you want to
support resetting the password or e-mailing the password to the user.

Using the Forgotten Password Feature
To use the Forgotten Password feature, you need to know about the following:

¢ “How the Forgotten Password feature Is Used During Login” on page 127
¢ “Configuring Your Environment for E-mail Actions” on page 127

+ “Forgotten Password Configuration Settings” on page 128

How the Forgotten Password feature Is Used During Login

During the login process, the Login page redirects to the Forgotten Password page if the user clicks
the Forgot Password link. When Forgotten Password displays, it does the following:
1. Prompts for username.

2. Redirects to the Challenge/Response page to perform challenge/response authentication for
that user.

3. Performs the forgotten password action specified in the authenticated user’s assigned password
policy. It does one of the following:

+ Redirects to the Change password page so the user can reset their password
¢ E-mails the password or hint to the user

¢ Displays the hint

Configuring Your Environment for E-mail Actions

If you want to support the forgotten password e-mail actions, you need to make sure your e-mail
notification server is set up properly:

1 Use a Web browser to access iManager on your eDirectory server and log in as an
administrator.
2 Go to Roles and Tasks > Passwords and select Email Server Options.
3 Specify the appropriate settings, then click OK.
Forgotten Password uses two e-mail templates. In iManager, you find them in Roles and Tasks >
Passwords > Edit Email Templates. They are named:
¢ Password hint request

¢ Your password request

You can change the content of these templates as needed for your application, but don’t change the
structure. The Forgotten Password page determines, based on the user’s preferred locale, whether to
display a localized e-mail template.
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Forgotten Password Configuration Settings

You set the Forgotten Password page configuration settings in the Administration tab. They are
described in Table 5-9 on page 128.

Table 5-9 Forgotten Password Configuration Settings

Configuration Setting Description

Login Sequence The NMAS login sequence to use. In this version, only Challenge
Response is supported.

LDAP secure port The secure LDAP port to use. The default is 636.

Allow Wild Cards in Login Select True if you want users to be able to type a wildcard character
when entering the username. (The default is false.) If set to True,
Display DN Information must also be True.

When True, the user is able to type a few characters of a username
followed by a wild card character and the Forgot Password page
returns a list of DNs that match the user-entered string.

Display DN Information Select True when you want the Forgot Password page to display DN
values. This can be used in conjunction with Allow Wild Cards in
Login. If set to False, no DN context information is displayed.

Generic Password Policy User Specify the DN of an existing Identity Vault user established to
DN prevent unauthorized users from accessing your system by guessing
valid usernames.

By default, if the user enters an invalid name, the User Application
displays the message User not Found. Under some circumstances
an unauthorized user might be able to guess a valid name and
answer the challenge questions correctly. One way to prevent this is
to specify this value. See “Setting Up a Generic Password Policy
User DN” on page 128 for additional required configuration steps.

Encoding The character encoding to use. The default is utf-8.

Setting Up a Generic Password Policy User DN

To support the Generic Password Policy User DN, you need to set up a user in the users container for
this purpose. This user should:

+ Have a password that is difficult to guess.

+ Have his or her e-mail address assigned to a User Application Administrator.
You must set up:

¢ A Challenge Set for this user and establish only Admin defined questions.

+ A Password Policy that uses this Challenge Set. The Password Policy should have
ForgotPassword enabled

You must log in to the User Application as this user at least once to supply the answers to the
Admin-defined questions.

128 Identity Manager 3.5 User Application: Administration Guide



Finally, log in to the User Application as the User Application administrator and go to the Forgot
Password configuration page of the Administration tab. Specify false for Allow Wild Cards in Login
and Display DN Information. Specify this newly established user as the Generic Password Policy
User DN.

5.3.4 Configuring Login

The Login page performs a very robust user authentication supported by Identity Manager (through
Universal Password, password policies, and NMAS). The Login page redirects to the other
password pages as needed during the login process.

Novelle

Identity Manager

Username: Passward:

=+ Forgot Password?

N ...Login

Requirements

The Login page requirements are listed in Table 5-10 below.

Table 5-10 Login Requirements

Topic Requirements

Password policy This page does not require a password policy, unless you want to use
advanced password rules or let users click the Forgot Password link.

Universal Password This page does not require Universal Password to be enabled, unless
you want to use a password policy with advanced password rules.

SSL This page uses SSL, so make sure that your application server is
properly configured to support SSL connections to your LDAP realm.

Use the Password Module Setup Login Action to configure the following settings:

Table 5-11 Login Configuration Settings

Configuration Setting Description

Allow ID Wildcard If True, users can specify the first few characters of a username and
a list of usernames that include those characters is displayed so the
use can select the user to login as.
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Configuration Setting

Description

Enable Forgot Password Link

Forgot Password Link

Forgot Password Return Link

Enable SSO

User ID Key

Password Key

Enable Hint Migration

Enable Locale Check

If True, the User Application Login page displays the Forgot
Password link.

This value defines the name and path to the Forgotten Password
page. This initial value is established during installation. If you do
not use an external password management WAR, you can leave
the default value.

For more information, see Section 2.5, “Configuring Forgotten
Password Self-Service,” on page 50.

Like the Forgot Password Link, this value is set during installation
and you do not need to make any changes if you do not use an
external password management WAR.

If you do use an external password WAR, use this setting to specify
the URL that the Forgot Password page can use to return to the
User Application when the user clicks Submit. The return link
should take the form of:

protocol://servername:port/userappcontext
For example, https://idmhost:8080/IDMProv

For more information, see Section 2.5, “Configuring Forgotten
Password Self-Service,” on page 50.

If True, the Username and password are stored in the session and
can be accessed by other properly configured portlets. The
username is stored in the User ID Key and the password in the
Password Key

If Enable SSO is True the username is stored in the session using
this key.

if Enable SSO is True the password is stored in the session using
this key.

If True, any existing hints are moved from the nsimHint to the
nsimPasswordReminder.

If True, and the user has not set their locale preferences, the User
Application displays a page that allows them to set their preferred
locale.

Using the Login Page

To use the Login page, you need to know about the following:

+ “How Login Redirects to Other Pages” on page 130

¢ “Using Grace Logins” on page 131

How Login Redirects to Other Pages

At runtime, the Login page redirects to other password pages, depending on what’s needed to
complete the login process. Table 5-12 on page 131 directs you to descriptions.
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Table 5-12  Login Directions to Other Pages

If the user Login redirects to

Clicks the link Forgot Password Forgotten password page
Needs to set up challenge questions and Challenge response page
responses

Needs to set up a password hint Hint Definition page
Needs to reset an invalid password Change password page

Using Grace Logins

If you use a grace login, the Login page displays a warning message that asks you to change your
password and indicates the number of grace logins that remain. If you are on your last login, the
Login page redirects you to the Change Password page.

5.3.5 Configuring Password Sync Status

Password Sync Status lets users check the progress of the password change process on connected
systems. You can specify a different image to represent each connected system. To set up password
sync status checking:

¢ Define the connected applications whose status the user should be able to view during the
synchronization process. You define the connected applications in the Password Sync Status
Application Settings described in Table 5-14 on page 134.

¢ Define the settings for the password sync status page displayed to users. These settings are
described in Table 5-13, “Password Sync Status Client Settings,” on page 133.

By default, the User Application Administrator can view the password sync status of other users
when the User Application Administrator accesses the Password Sync Status page, shown in Figure
5-7 on page 132. The administrator can access the sync status for another user by specifying the
other user’s DN, then clicking Check Sync Status.
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Figure 5-7 Password Sync Status

Wisloome Sdmin

Information Management &
Organization Charl Check Password Synchronization Status
Associations Report
My Profile
Directory Search
Password Management 5 PR Amber Driver Test Driver Ity Driver
Password Challenge Response
Password Hint Change
Change Passward
Password Policy Status
+ Passward Sync Status

Directory Managerment 3 5
Driver Driver2
Create User or Group

User DN: | | EEE

In addition to the User Application Administrator, you can define a set of users to perform the Check
Sync Status for other users (for troubleshooting or other purposes). The members of a group called
PasswordManagement are also automatically allowed to view the password synchronization status
of other users. This group does not exist by default. If you choose to create this group, it must be:

¢ Named PasswordManagement.

+ Given privileges to the Identity Vault. The group must have rights to read the user’s eDirectory
object attribute for users whose password synchronization status they need to view.
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Table 5-13 Password Sync Status Client Settings

Configuration Setting

Description

Password Sync Buffer Time
(milliseconds)

Image Per Row

Individual Application Timeout
(milliseconds)

All Application Timeout (milliseconds)

Process Count

Pass Phrase

Application Image Size Limit (bytes)

The password sync status checking compares time stamps
across different Identity Vaults and connected systems. This
buffer time is intended to account for differences between the
system times on these different machines. This time is added
to the time stamp on the user object’s password change
attribute to determine if a change has occurred. It is used like
this:

The Password Sync Status process uses the buffer time as
follows:

¢ If the time stamp value (password sync time) in DirXML-
PasswordSyncStatus for the connected system is older
than the last password change time stamp
(pwdChangedTime attribute of user object) + password
sync buffer time, then the status is considered old and
the system continues polling for an updated status for
the connected system.

¢ If the time stamp value in DirXML-PasswordSyncStatus
for the connected system is newer than the last
password change time stamp + password sync buffer
time, then the password sync functionality returns the
status code or message and displays the updated status
of the connected system.

* The last password change time stamp is populated to
the user object after the user’s password change. This
functionality is available in NMAS 3.1.3 and higher.

The number of application images to display per row in the
Identity Self-Service Password Sync Status page.

The amount of time that the Password Sync Status process
waits for a response for each connected application’s status
before checking for the next one.

This value indicates the amount of time allowed for the entire
password sync status process (of all connected systems) to
complete. Before this timeout is reached, the password sync
process continues to poll until all status values are updated or
this timeout is reached. When the timeout status is reached,
the system displays an error message to the user that
indicates that a timeout condition has been reached.

The number of times each connected system is checked for
the password sync status.

If the DirXML-PasswordSyncStatus contains a password
hash, then the value entered in this field is compared to that
value. If they are not equal, the User Application displays an
invalid hash message.

Lets you set the maximum size (in bytes) of the application
image that can be uploaded. You specify this image in the
Application Image setting described in Table 5-14.
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The password Sync Status Application Settings are described in Table 5-14.

Table 5-14 Password Sync Status Application Settings

Configuration Setting Description

Password Synchronization Application Name The name used to describe the connected
application. You can enter the application name in
multiple locales.

To add a language:

1. Click Add Language (+).

2. Type the Application Name for the desired
localized languages in the appropriate field.

3. Click Save.

If you do not specify localized application names,
the value specified in the Password
Synchronization Application Name is used.

Application DirXML-PasswordSyncStatus GUID You can get the driver GUID by browsing the
attributes on the driver object.

To obtain the driver GUID:

Click the browse button (next to this field) or use
iManager (General - Other tab when modifying the
object.)

If you use the browse button on this page, you can
only obtain the GUID of the driver associated with
the current User Application.

To obtain the User Application Driver GUID stored
in a different Identity Vault tree, you must manually
copy and paste it into this field.

Application Image The name of the connected application Image to
upload.

5.3.6 Configuring Password Hint Change

This self-service page lets users set up or change their password hints, which can be displayed or e-
mailed as a clue in forgotten password situations.
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Figure 5-8 Define Password Hint Sample

A\

Novelle Identi Y
Welcome Abby

anager

Identity Self-Service Reguests & &pprovals Logout Help

Infarmation Management F-3 . X
Define Password Hint
Organization Chart
Moy Applications
My Profils Please enter a password hint to help you remember your password.
Create a Password Hint
Directory Search 3
Username:; cn=aspencer,ou=users,ou=idmsample-alh, o=novell
Pazzword Management i - -

= T
Password Hint: |
Paszword Challenge Response .

Submit
Password Hint Changs

Change Password
Pazzwiord Policy Status

Pazzwiord Sync Status

Requirements

The Password Hint Change requirements are listed in Table 5-15.

Table 5-15 Password Hint Change Requirements

Topic Requirements

Universal Password Does not require Universal Password to be enabled.

Using the Password Hint Change Page
To use the Password Hint Change page, you need to know about the following:
¢ “How Password Hint Change Is Used During Login” on page 135
¢ “Using Password Hint Change in the User Application” on page 135
How Password Hint Change Is Used During Login

During the login process, the Login page automatically redirects to the Password Hint Change page
whenever users need to set up their password hints. For example, the first time a user attempts to log
in to the application after an administrator assigns the user to a password policy in iManager, the
password policy has Forgotten Password enabled and has the action set to Email hint to user or
Show hint on page.

Using Password Hint Change in the User Application

By default, the User Application provides users with self-service for changing a password hint.

5.3.7 Configuring Change Password

This self-service page lets users change (reset) their Universal Passwords, according to the assigned
password policy. It uses that policy to display the rules that the new password must conform to.

If Universal Password is not enabled, this page changes the user’s eDirectory (simple) password, as
permitted in the user's Password Restrictions.
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Figure 5-9 Change Password

Novelle Identity Manager

Welcome Abby

Information Management -3
Orzanization Chart Change Password
My Applications
My Profile

Directory Search Your password must have the following properties:

Test Password Change Message.

Pazsword Ahanagement % .
fou may use numbers in your password,
Password Challenge Response

Passward Hint Chanzs The password is case-sensitive.

+ Change Password " :
fou may use special characters in your password.
Password Policy Status

Password Sync Status fou must use a unigue password,

® finimurm number of characters in password: 4
® Maxirmum number of characters in passward: 12

ldentity Self-Service Requests & Approvals

Logaout Help

0ld password: : [

Mew password: @ [

Retype password: | 1

There are no Password Change configuration settings.

Requirements

The Change Password page requirements are listed in Table 5-16.

Table 5-16 Change Password Requirements

Topic

Requirements

Directory Abstraction Layer configuration

Password policy

Universal Password

No directory abstraction layer configuration is required for
this page.

This page does not require a password policy, unless you
want to use advanced password rules (with Universal
Password enabled).

To use this page for a Universal Password, the setting
Allow user to initiate password change must be enabled in
the Advanced Password Rules of the user's assigned
password policy.

To use this page for an eDirectory (simple) password, the
setting Allow user to change password must be enabled in
the user’s Password Restrictions.

Using the Change Password Page

To use the Change Password page, you need to know about the following:

¢ “How Change Password Is Used During Login” on page 137

¢ “Using Change Password in the User Application” on page 137
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How Change Password Is Used During Login

During the login process, the Login page automatically redirects to the Change Password page
whenever the user needs to reset an invalid password. For example, the first time a user attempts to
log in to an application after an administrator implements a password policy that requires users to
reset their passwords.

The Forgot Password page also redirects to Change Password automatically if the user’s assigned
password policy specifies reset password as the action for forgotten password situations.

Using Change Password in the User Application

By default, the User Application provides users with the password change self-service using the
Change Password page.
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Page Administration

This section describes how to use the Page Admin page on the Administration tab of the Identity
Manager user interface. Topics include:

¢ Section 6.1, “About Page Administration,” on page 139

¢ Section 6.2, “Creating and Maintaining Container Pages,” on page 147

*

Section 6.3, “Creating and Maintaining Shared Pages,” on page 155

*

Section 6.4, “Assigning Permissions for Pages,” on page 163

*

Section 6.5, “Setting Default Pages for Groups,” on page 168
¢ Section 6.6, “Selecting a Default Shared Page for a Container Page,” on page 170

For more general information about accessing and working with the Administration tab, see
Chapter 4, “Using the Administration Tab,” on page 83.

6.1 About Page Administration

You use the Page Admin page to control the pages displayed in the Identity Manager user interface
and who has permission to access them. The user interface includes two types of pages.

Table 6-1 Page Types

Type of Page Description

Container Container pages wrap shared pages with a consistent look and feel,
corporate branding, and navigation approach.

Shared Shared pages provide a coherent set of content that is used for a specific
purpose (such as updating a user’s profile). They are called shared pages
because they offer services used by multiple people.

Both page types include content in the form of portlets (a Java standard for pluggable user-interface
elements).

To learn more about portlets, see Chapter 7, “Portlet Administration,” on page 173 and Part IV,

“Portlet Reference,” on page 205.

6.1.1 About Container Pages

This section introduces you to some container pages that play an important role in the Identity
Manager user interface:

* “GuestContainerPage” on page 140
¢ “DefaultContainerPage” on page 142

¢ “Admin Container Page” on page 144
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Keep in mind that you can modify these container pages if necessary. You also have the option of
adding your own container pages.

To learn about working with container pages, see Section 6.2, “Creating and Maintaining Container
Pages,” on page 147.

GuestContainerPage

By default, when users arrive at the Identity Manager user interface prior to logging in, they see the
container page named GuestContainerPage shown in Figure 6-1.

Figure 6-1 Default Guest Container Page

J Welcome - Mozilla Firefox

Ele Edt Wew Go Bookmarks Tools  Help
Qil - E(,a - lg] I;,'f\ @ | N http:/ flacalhost: B080/1DMportalfcn/Guest ContainerPageWelcome; jsessionid=64F NCA4E0061 A1 AS4E0F0AT 1D v| @ e ||Q, ‘
Novells Identity Manager o

Welcome Guest

»

Gusst Pazes

+ Welcome Hovell Identity Manager
securaly manage the access nesds of your ever-hanging user community.

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security.

The time has come to apply identity to not only the people involved in vour organization, but also to any corporate asset the people in your organization need
o share, such as routers, servers, devices, application cormponents and even processes,

Movell Identity Manager is a key component of Movell's Identity-Driven Computing vision, ldentity-Driven Computing is a new vision for IT that places
people—and the services they depend on—at the center of your enterprise, With Identity-Driven Computing from Novell, you can add intelligence to every part
of your IT infrastructure—and make your business more agile and secure,

http:{fmappaint.msn.comf

Internally, GuestContainerPage has the following layout:
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Figure 6-2 GuestContainerPage Layout

) Page Layout Selector - Mozilla Firefox

E=1E3
©

ey

Novella
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page{GuestContainerPage):

First select content by clicking on its title bar

Add Content

HeaderPortlet [x]

! Add Content
Shar{ | Portal Page Controller [x][2]
Page
MNavi
Save Layout | Cancel :

Done

The GuestContainerPage layout is divided into three regions, which display the following portlets:

Table 6-2 Layout Regions

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared page
to display

Portal Page Controller Displays the shared page that the user has currently selected via the

Shared Page Navigation portlet

By default, users see only the following in those portlets prior to logging in:

+ A single link in the header: Login

+ A single shared page: Welcome

Because the user has not logged in yet, the Shared Page Navigation portlet shows only shared pages
that are in the Guest Pages category; it filters out all other categories. By default, Welcome is the
only page in the Guest Pages category.
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After login, the Shared Page Navigation portlet filters out the Guest Pages category. Instead, it
shows other categories of shared pages (as specified in its preferences).

For more information on the Shared Page Navigation portlet, see Chapter 10, “About Portlets,” on
page 207.

DefaultContainerPage

By default, after users log in to the Identity Manager user interface, they go to the container page
named DefaultContainerPage shown in Figure 6-3.

Figure 6-3 Default Container Page

) Organization Chart - Mozilla Firefox

Fle Edt Wew Go Bookmarks Tools  Help

@ - LJV - l@ ':‘ @ | N hitp:flocainast:8080/ DM portaljcn/DefaulContainerPags/MyOrachart v @ IGL |
Novells Identity Manager d

Welcome Admin

Identity Self-Senice Requests & Approvals administration Logout  Help
Infarmation Management A
?
+ Organization Chart Ura Chard & -0
Assosiations Report Q
R Lookup
iy Profils
Dirsctory Search =
Password Management A
Password Challenge Response Admin
idmsample
Passward Hint Chanze
Change Passward O.]=.]a.

Password Palioy Status

Password Sync Status

¥

Directory Mlanagement

Create User or Group

Done

Internally, DefaultContainerPage has the layout shown in Figure 6-4.
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Figure 6-4 Default Container Page Layout

©J Page Layout Selector - Mozilla Firefox |._||E|r>_(|
File Edit Miew Go Bookmarks Tools Help o

B

Novella
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page{DefaultContainerPage):

First select content by clicking on its title bar

Add Content

HeaderPortlet [x]

3

Add Content

Shary | Portal Page Controller [x]
Page
Session Timeout Warning [x]
Save Layout | Cancel :
Done

The DefaultContainerPage layout is divided into three regions, which display the portlets described
in Table 6-3.

Table 6-3 Default Container Page Portlets

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the
user interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared
page to display
Portal Page Controller Displays the shared page that the user has currently selected via

the Shared Page Navigation portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

After user login, DefaultContainerPage automatically opens the Identity Self-Service tab in
HeaderPortlet.
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Admin Container Page

By default, when User Application Administrators (and other authorized users) click the
Administration tab of the Identity Manager user interface, they go to the container page named
Admin Container Page, which displays as shown in Figure 6-5.

Figure 6-5 Default Admin Container Page

) Theme Administration - Mozilla Firefox
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Internally, Admin Container Page has the layout shown in Figure 6-6.
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Figure 6-6 Admin Container Page Layout

©J Page Layout Selector - Mozilla Firefox

File Edit Miew Go Bookmarks Tools Help o
~
Novells A
Identity Manager
LAYOUT SELECTOR
|Please select the order and location for your content for this Portal Page{Admin Container Page):
First select content by clicking on its title bar
Add Content
HeaderPortlet [x]
Admin List Display [x]
Add Content
Portal Page Controller [x]
Session Timeout Warning [x]
Save Layout | Cancel v
Done

The Admin Container Page layout is divided into two regions, which display the portlets described
in Table 6-4.

Table 6-4 Default Admin Container Page Portlets

Portlet Description

HeaderPortlet Displays the header information and top-level tab controls for the
user interface

Admin List Display Displays a second level of tabs from which the user can select an
administration action to perform

Portal Page Controller Displays a shared page that corresponds to the tab currently
selected by the user via the Admin List Display portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out
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6.1.2 About Shared Pages

The Identity Manager user interface includes many shared pages, which provide the major content
within its container pages. You can modify these shared pages if necessary. You also have the option
of adding your own shared pages.

To learn about working with shared pages, see Section 6.3, “Creating and Maintaining Shared
Pages,” on page 155.
A Typical Shared Page

As an example of one of these shared pages, Organization Chart is the default shared page that
DefaultContainerPage displays after users log in to the Identity Manager user interface. It is shown
in Figure 6-7.

Figure 6-7 Sample Shared Page

Org Chart T _ 0O
S Lookup
|| =
f |
Admin LOW
1\ 1
idmsample 1 l
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Internally, Organization Chart has the layout shown in Figure 6-8.
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Figure 6-8 Default Org Chart Layout

) Page Layout Selector - Mozilla Firefox ['._”'E|r5__(|

File Edit Miew Go Bookmarks Tools Help 0
Novells ¥
Identity Manager

LAYOUT SELECTOR
|Please select the order and location for your content for this Portal Page{Organization Chart):
First select content by clicking on its title bar
Add Content
Org Chart [x]
Save Layout | Cancel o
Done

The Organization Chart layout consists of just one region, which displays just one portlet (the Org
Chart portlet).

6.1.3 An Exception to Page Usage

In this section, you have seen how these top-level tabs of the Identity Manager user interface are
based on pages:

¢ The Identity Self-Service tab uses the DefaultContainerPage

¢ The Administration tab uses the Admin Container Page

However, the Requests & Approvals tab is based on a different architecture and cannot be
manipulated through Page Admin.

6.2 Creating and Maintaining Container Pages

The process of creating and maintaining container pages involves the following steps:

1 Create a new container page or select an existing container page, as described in Section 6.2.1,
“Creating Container Pages,” on page 148.
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2 Add content (in the form of portlets) to the page, as described in Section 6.2.2, “Adding
Content to a Container Page,” on page 150.

You can also delete content from the page, as described in Section 6.2.3, “Deleting Content
from a Container Page,” on page 152.

3 Choose a portal layout, as described in Section 6.2.4, “Modifying the Layout of a Container
Page,” on page 153.

4 Arrange the order and position of content on the selected layout, as described in Section 6.2.5,
“Arranging Content on the Container Page,” on page 153.

5 Immediately display the new page by specifying the container page URL in your browser, as
described in Section 6.2.6, “Displaying a Container Page,” on page 155.

You can switch layouts for container pages without losing page contents. When you apply a new
layout to a container page, portlets in the page are automatically displayed using the new layout. You
might need to fine-tune the content placement in the new layout.

6.2.1 Creating Container Pages

You can create container pages from scratch or by copying existing pages. This section describes
both procedures.

To create a container page from scratch:

1 On the Page Admin page, select Maintain Container Pages.
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The Maintain Container Pages panel displays:

—
% page Administration - Mozilla Firefox |;”‘E|EJ
Fle Edt Vew Go Bookmarks Tools Help
; =
G- - ) @Y v rmilcohost 5050/ pertacrjadninon a inistrati ¥ @ G |
Novelle Identity Manager L
pElco eI AL min b aeelsorice Bt Administration Legaut o Helg
Application Configuration Page Admin Partlet ddmin Provisioning Seocurity
Maintain Container Pages #aintain Shared Pages
Container Pages Page Properties
Pags Link Nams (UR):  [dminContainsrPazs
DefaultContainerFage , - -
il e Page Name: |Admm Container Paze Localize
SampleContainerPage
Mavigation Priority (higher number = lower priority):
@ none O Set walue
Default Shared Pags:  [Ho Shared Pags Selected Select Default
#ssign Categories: [¥] Administration [General
Description:
’rnntainar page used by Portal Admindstration Consals
[B) savepaze (0] cancal
Filter:
Category: | All v Page Tasks
G
Starts with: = an
) = = 2
Page ctions Select Content Select Lavout Arranse Content  ssienPermissions  Set is Default
[ mew [ copy [3¢] Detete
v
Done

2 Select the New page action (in the bottom left section of the panel).
An untitled, uncategorized container page is created.

3 Specify the page properties of the container page:

Property What to do

Page Link Name (URI) Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

MyContainerPage

it appears within the URL like this:
http://myappserver:8080/IDM/portal/cn/
MyContainerPage

Page Name Specify the display name for the page. For example:

My Container Page

Click Localize to specify localized versions of this name for other
languages.
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Property What to do

Navigation Priority Specify one of the following:

+ None if you don’t need to assign a priority to this container
page.

+ Set value to assign a priority to this container page, relative
to other container pages. The priority must be an integer
between 0 and 9999, where 0 is the highest priority and
9999 is the lowest.

Setting priority values is useful if you want to ensure a
particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).
Default Shared Page See Section 6.6, “Selecting a Default Shared Page for a
Container Page,” on page 170.
Assign Categories Select zero or more of the following categories in which you want
the page to belong:
* Administration
+ General
Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to

ensure an appropriate subset when pages are filtered by
category.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).
To create a container page by copying an existing page:
1 On the Page Admin page, select Maintain Container Pages.

The Maintain Container Pages panel displays (as shown in the previous procedure).
2 In the list of container pages, select the page you want to copy.
If the list is long, you can refine it (by category or starting text) to more easily find the desired
page.
3 Select the Copy page action (in the bottom left section of the panel).
A new container page is created with the name Copy of OriginalPageName.
4 Specify the page properties of the container page (as described in the previous procedure).

5 Click Save Page (at the bottom of the page properties section).

6.2.2 Adding Content to a Container Page

After you create a container page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other
portlets you have registered.

To add content to a container page:
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1 Open a new or existing page on the Maintain Container Pages panel, then click the Select
Content page task (at the bottom of the panel).

The Content Selector displays in a new browser window:

2 portlet Selector - Mozilla Firefox

Fle Edit “ew Go Bookmarks Tools Help

Novell
Identity
CONTENT SELECTOR Manager

Select content for this Portal Page (DefaultContainerPage)

Filter:

Selected Content:

All Categories W
Available Content: shared Page Mavigation
} Portal Page Controller
Session Timeout Warnin

Creaf:e = Add 2

Detail I

Exchange

Google

GroupWise Calendar 4

Groupiize dail b Remove v

Content Preferences

Mame: Bookmark Mame: HeaderPortlet

Description: Description:

Displays a list of favorite URL links Partlet for Header

Mo Preview Image Awailable Mo Preview Image Available

Save Contents Cancel .

Done

2 Ifyou want to display a specific category of available content, select a category from the Filter
list.

3 Select one or more portlets from the Available Content list.

Hold down Control to select multiple non-contiguous portlets from the list; use Shift to make
multiple contiguous selections.

4 Click Add to move your choices to the Selected Content list.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for
your container page. The preference values you specify take effect for the instance of the
portlet that appears on your page.

6 Click Save Contents.

Now that you have chosen the content for your container page, you can select a new layout as
described in Section 6.2.4, “Modifying the Layout of a Container Page,” on page 153, or
arrange the content on the current layout as described in Section 6.2.5, “Arranging Content on
the Container Page,” on page 153.
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6.2.3 Deleting Content from a Container Page

In the process of creating container pages, you might want to delete content by removing portlets
from a page. You can use the Content Selector or Layout Selector, as described in the following
procedures.

To delete content from a container page using the Content Selector:

1 Open a page on the Maintain Container Pages panel, then click the Select Content page task (at
the bottom of the panel).

The Content Selector displays in a new browser window as shown in Step 1 on page 151.
2 Select a portlet you want to delete from the Selected Content list and click Remove.

The portlet is removed from the page.
3 Click Save Contents.

To delete content from a container page using the Layout Selector:

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:

) Page Layout Selector - Mozilla Firefox |._||E|r>_<|
File Edit Wiew Go Bookmarks Tools  Help 0

|3

Novells
Identity Manager

LAYOUT SELECTOR

IPlease select the order and location for your content for this Portal Page(DefaultContainerPage):

First select content by clicking on its title bar

Add Content

HeaderPortlet [3]

Add Content

=

Shar{ |portal Page Controller [x]

Session Timeout Warning [3]

Save Layout | Cancel .

Done

2 Click the X button for a portlet you want to remove.
3 When you’re prompted for confirmation, click OK.
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The portlet is removed from the page.
4 Click Save Layout.

6.2.4 Modifying the Layout of a Container Page

When you modify the layout of a container page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.

To modify the layout of a container page:

1 Open a page on the Maintain Container Pages panel, then click the Select Layout page task (at
the bottom of the panel).

The Portal Layouts list displays in a new browser window:

©) Layout Selector Dialog - Mozilla Firefox (=13
Fle Edit ‘“ew Go Bookmarks Tools Help (]
Novell
Identity
PORTAL LAYOUTS Manager

IPlease select a layout for your Portal Page (DefaultContainerPage):

[>

(y Header Content
Header and content sections

(% Header Nav Content
Header, Navigation bar and content area

(y Header Nav Content Footer
Header, Navigation bar, content area, and Footer

|

Select Layout | Cancel

Done

2 Scroll through the choices and select the layout you want.

3 Click Select Layout.

6.2.5 Arranging Content on the Container Page

After you have designated the content and layout for your container page, you can position the
content in the selected layout, add other portlets in specific locations, or delete portlets.

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).
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The Layout Selector displays in a new browser window, showing the portlets on that page:

©) page Layout Selector - Mozilla Firefox |Z||E|fg|

Go  Bookmarks Tools  Help 0
~
Novells 1
Identity Manager
LAYOUT SELECTOR
IPlease select the order and location for your content for this Portal Page(DefaultContainerPage):
First select content by clicking on its title bar
Add Content
HeaderPortlet [3]
il Add Content
Shan |portal Page Controller [3]
Page|
Session Timeout Warning [x]
Save Layout | Cancel “
Daone

2 To add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c¢ Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 Ifyou want to move a portlet to a different location in the layout, follow these browser-specific

steps:
Browser What to do
Internet Explorer 1. Move your cursor over the title bar of the portlet until the

cursor changes to a hand shape.

2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.
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Browser What to do

Mozilla 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.

4 If you want to remove a portlet from the layout, follow these steps:
4a Click the X button for the portlet you want to remove.
4b When you’re prompted for confirmation, click OK.
The portlet is removed from the layout.
5 To edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5¢ Click Save Preferences.

6 Click Save Layout to record your changes and close the Layout Selector.

6.2.6 Displaying a Container Page

You can display your page by going to the container page URL in your browser. Specify the
following URL in your web browser:

http://server:port/IDM-war-context/portal/cn/container-page-name

For example, to display the container page named MyContainerPage:

http://myappserver:8080/IDM/portal/cn/MyContainerPage

6.3 Creating and Maintaining Shared Pages

The process of creating and maintaining shared pages involves the following steps:
1 Create a new shared page or select an existing shared page, as described in Section 6.3.1,
“Creating Shared Pages,” on page 156.

2 Add content (in the form of portlets) to the page, as described in Section 6.3.2, “Adding
Content to a Shared Page,” on page 158.

You might also want to delete content from the page, as described in Section 6.3.3, “Deleting
Content from a Shared Page,” on page 160.

3 Choose a portal layout, as described in Section 6.3.4, “Modifying the Layout of a Shared
Page,” on page 161.

4 Arrange the order and position of content on the selected layout, as described in Section 6.3.5,
“Arranging Content on the Shared Page,” on page 161.

5 Display the new page by entering the shared page URL in your browser, as described in
Section 6.3.6, “Displaying a Shared Page,” on page 163.

Page Administration

155



Shared Pages and Layouts

Shared pages are not tightly bound to portal layouts. That means you can switch layouts for shared
pages without losing any page contents. When a new layout is applied, any portlets that have been
added to the page are automatically displayed using the new layout. You might need to fine-tune the
content placement in the new layout.

6.3.1 Creating Shared Pages

You can create shared pages from scratch or by copying existing pages. This section describes both
procedures.

To create a shared page from scratch:
1 On the Page Admin page, select Maintain Shared Pages.
The Maintain Shared Pages panel displays:

%3 page Administration - Mozilla Firefox
Fle Edt View Go Bookmarks Tools Help

<J‘ZI L L“, , @ \:‘ @ ‘ N hiep:fflocalhost 6080/ IDMiport sl cnf AdminContainerPage P sgefdministration ~| @ G |
Novelle Identity Manager onday, Dacamiar 19, 2008 -~

Welcome Admin

Identity Self-Service Requests & Approvals Administration Logout  Help
Application Configuration Page Admin Partlet Admin Provisioning Security
Maintain Shared Pages Maintain Container Pages
Shared Pages Page Properties

Page Link Nams (URI):  [CacheCustigmt

Caching M anagement
Challengs Resporse :
Customize Branding RagaiNama;
Data Expart

Data Import
Delegation and Proxy
Digital Signature

Drver Status
Forgot Password @ nane © Set walue
LDAP Configuration

Logging Configuation
Lagin

l:achmg Customization Management Localize

Navigation Prarity {higher number = lower priority):

e Parent Page: |Nn Parent - at top level Select Parent
Password Change
Password Sync Stalus
Portal Settings #ssign Categories: Administration [CCirectory Management
Porlet Administiation
Provision Admiristrator Assignment Deeneral [ 6uest Pages
Theme &dministration Oinfarmation Management [ Password Ahanagement
Usertipp Administiator Assignment
Workllow Configuration
Dir i Description:
Cieate User or Gioup
Guest Pages
Welcome aching management shared page for managing customizable
Information Mana, b Heldee
Associations Repart
Directory Search
My Prfile i
Pl SavePage [ Cancel
Catsgory: | All v
Go
Starts with: Page Tasks
Page Actions -
&
3 New [ copy (] Detete Select Content  Select Layout  Arrange Content  Assign Permissions  Set is Default

<

Done

2 Select the New page action (in the bottom left section of the panel).
An untitled, uncategorized shared page is created.

3 Specify the page properties of the shared page:
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Property

What to do

Page Link Name (URI)

Page Name

Navigation Priority

Parent Page

Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

MySharedPage

it appears within the URL like this:

http://myappserver:8080/IDM/portal/cn/
MyContainerPage/MySharedPage

Specify the display name for the page. For example:

My Shared Page

You can click Localize to specify localized versions of this name
for other languages.

Specify one of the following:

+ None if you don’t need to assign a priority to this shared
page.

+ Set value to assign a priority to this shared page, relative to
other shared pages. The priority must be an integer between

0 and 9999, where 0 is the highest priority and 9999 is the
lowest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

If you want this shared page to be the child of another shared
page, click Select Parent. Make sure that both the parent and
child pages belong to the same categories (to prevent display
problems).

At runtime, the end user sees this relationship when using the
Shared Page Navigation portlet. When displaying the list of
shared pages, it shows children indented under their parents.

Child pages do not inherit content, preferences, or settings from
their parent pages. Conversely, parent pages do not automatically
display the content of child pages along with their own content.
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Property What to do

Assign Categories Select zero or more of the following categories in which you want
the page to belong:

+ Administration
+ Directory Management
+ General
+ Guest Pages
¢ Information Management
+ Password Management
Assigning categories is useful if you want to ensure proper

organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by category.

NOTE: Guest Pages is a special category used to identify shared
pages that can be displayed prior to user login but not after. For
more information, see the section on the Shared Page Navigation
portlet in Chapter 10, “About Portlets,” on page 207.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).
To create a shared page by copying an existing page:
1 On the Page Admin page, select Maintain Shared Pages.
The Maintain Shared Pages panel displays as shown in “To create a shared page from scratch:”
on page 156.
2 In the list of shared pages, select the page you want to copy.

If the list is long, you can refine it (by category or starting text) to more easily find the desired
page.
3 Select the Copy page action (in the bottom-left section of the panel).

A new shared page is created with the name Copy of OriginalPageName.

4 Specify the page properties of the shared page as described in “To create a shared page from
scratch:” on page 156.

5 Click Save Page (at the bottom of the page properties section).

6.3.2 Adding Content to a Shared Page

After you create a shared page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other
portlets you have registered.

1 Open a new or existing page on the Maintain Shared Pages panel, then click the Select Content
page task (at the bottom of the panel).
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The Content Selector displays in a new browser window:

©) Portlet Selector, - Mozilla Firefox [’._|[’E|fg|
File Edit ‘iew Go Bookmarks Tools  Help 0
MNowvell A
Identity
CONTENT SELECTOR Manager
Select content for this Portal Page (Welcome)
Filter:
All Categories L Selected Content:
. Mavel |dentity Manager Introduction
dirailable Content:
3 Welcome Message
CreaFe ..... Add
Cretail I
Exchange
Google
Groupitfize Calendar Q
; : | i e S e e
Groupiiize dail Remove v
Content Preferences
Mame: Bookmark Mame: Movell ldentity Manager Introduction
Description: Dezcription:
Displays a list of favarite URL links ldentity Manager Introduction Message
Mo Preview Image Awailable Mo Preview Image Availabls
Save Contents Cancel w
Done

6

If you want to display a specific category of available content, select a category from the Filter
drop-down list.

Select one or more portlets from the Available Content list.

Hold down the Ctrl key to select multiple non-contiguous portlets from the list; use the Shift
key to make multiple contiguous selections.

Click Add to move your choices to the Selected Content list.

You can click Content Preferences to edit the preferences of any portlet you have selected for
your shared page. The preference values you specify take effect for the instance of the portlet
that appears on your page.

Click Save Contents.

Now that you have chosen the content for your shared page, you can select a new layout as
described in Section 6.3.4, “Modifying the Layout of a Shared Page,” on page 161, or arrange the
content on the current layout as described in Section 6.3.5, “Arranging Content on the Shared Page,”
on page 161.
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6.3.3 Deleting Content from a Shared Page

In the process of creating shared pages, you might want to delete content by removing portlets from
a page. You can use the Content Selector or Layout Selector, as described in the following
procedures.

1 Open a page on the Maintain Shared Pages panel, then click the Select Content page task (at the
bottom of the panel).

The Content Selector displays in a new browser window as shown in Section 6.3.2, “Adding
Content to a Shared Page,” on page 158.

2 Select a portlet you want to delete from the Selected Content list and click Remove.
The portlet is removed from the page.

3 Click Save Contents.
To delete content from a shared page by using the Layout Selector:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at
the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:

©J Page Layout Selector - Mozilla Firefox

Novella
Identity Manager

LAYOUT SELECTOR

IPlease select the order and location for your content for this Portal Page(Welcome):

First select content by clicking on its title bar

Add Content

Novell Identity Manager Introduction []

Welcome Message [x]

Save Layout | Cancel v

Daone

2 Click the X button for a portlet you want to remove.
3 When you’re prompted for confirmation, click OK.

The portlet is removed from the page.
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4 Click Save Layout.

6.3.4 Modifying the Layout of a Shared Page

When you modify the layout of a shared page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.

To modify the layout of a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Select Layout page task (at the
bottom of the panel).

The Portal Layouts list displays in a new browser window:

) Layout Selector, Dialog - Mozilla Firefox E|@|rz|
Fil= Edit View Go Bookmarks Tools  Help o
Hovell
Identity
PORTAL LAYOUTS Manager

IPlease select a layout for your Portal Page (Welcome):

@& 1 Column A
One column used primarily for the Wireless Profile ;

O 2 Columns
Two columns with custom widths., II

> 2 Columns 191/800
Two columns with custom widths as 191 and 200 px.

Select Layout | Cancel

Dane

2 Scroll through the choices and select the layout you want.

3 Click Select Layout.

6.3.5 Arranging Content on the Shared Page

After you have designated the content and layout for your shared page, you can position the content
in the selected layout, add other portlets in specific locations, or delete portlets.

To arrange content on a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at
the bottom of the panel).
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The Layout Selector displays in a new browser window, showing the portlets on that page:

3 Page Layout Selector, - Mozilla Firefox

File Edit Wi Go  Bookmarks Tools  Help 0

Novells
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page(Welcome):

First select content by clicking on its title bar

Add Content

Novell Identity Manager Introduction [x]

Welcome Message []

Save Layout | Cancel v

Dane

2 If you want to add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c¢ Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 Ifyou want to move a portlet to a different location in the layout, follow these browser-specific

steps:
Browser What to do
Internet Explorer 1. Move your cursor over the title bar of the portlet until the cursor

changes to a hand shape.

2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.
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Browser What to do

Mozilla Firefox 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.

4 If you want to remove a portlet from the layout:
4a Click the X button for the portlet you want to remove.
4b When you’re prompted for confirmation, click OK.
The portlet is removed from the layout.
5 If you want to edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5¢ Click Save Preferences.

6 Click Save Layout to record your changes and close the Layout Selector.

6.3.6 Displaying a Shared Page

To display your shared page, go to this URL in your Web browser:
http://server:port/IDM-war-context/portal/pg/shared-page-name
For example, to display the shared page named MySharedPage:
http://myappserver:8080/IDM/portal/pg/MySharedPage

6.4 Assigning Permissions for Pages

You can assign permission to other users, groups, and containers to work with specific container
pages and shared pages. Two security levels of permission can be assigned.

Table 6-5 Page Permissions

Permission Description Can be assigned for

View Allows a user, group, or container to access  Container pages and shared pages
the page and see it in a list of available pages

Ownership Allows a user, group, or container to modify ~ Shared pages
the content and layout of the page, and to
assign View and Ownership permission to
other users, groups, and containers
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6.4.1 Assigning Page View Permission

When you assign users View permission for a container page or shared page, they can access the
page and see it in a list of available pages.

To assign View permission for container pages or shared pages:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Assign Permissions page task (at the bottom of the panel).

The Page Permissions dialog box displays in a new browser window:

£ Portal Page Permissions - Mozilla Firefox E|[E|@
File Edit ‘iew Go Bookmarks Tools  Help 0

Novells

Identity Manager
PAGE PERMISSIONS

Please select the users and groups that can access this Page(Create User or Group)

m Cunership

Search for: Current Assignments:
I Users N Conmtainers selected -
B no containers selected
Starts with: Groups selected
Ia Go no groups selected
- Wisers selected

fe.g. 'smi) nio users selected
Results (Dizplaying 1 to 6 of 6 users):

cn=ablake,ou=users,ou=idmsample- jklobucher ,o=novel .

cn=achung,ou=users ou=idmsample- jklobucher ,o=nowvell

cn=admin,ou=idmsample-jklobucher o=nowvell
cn=apalani,ou=users,ou=idmsample- jklobucher ,o=nowvell
cn=asmith,ou=users,ou=idmzample- jkiobucher ,o=nowell
Ch=aspencer ,ol=users,ou=idmsample- jklobucher ,o=nowvell

Wiew Permizsion Set ta Admin Only

Dane

2 Go to the View tab.

3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the drop-down menu:
+ Users
+ Groups

+ Containers
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Setting What to do

Starts with If you want to:

+ Find all available objects of your specified type (user, group, or
container), then make this setting blank.

+ Find a subset of those objects, then enter the starting characters of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with s would narrow
your search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups, o=MyOrg

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)
button.

Hold down the Ctrl key to make multiple selections.

6 Enable or disable page lock-down as follows:

If you want to Do this

Lock down the page so only User Application Select View Permission Set to Admin Only
Administrators can view it

Allow all assigned users, groups, and containers Deselect View Permission Set to Admin Only
to view the page

NOTE: If you deselect this setting but there are
no users, groups, or containers explicitly
assigned to the page, then everyone has View
permission for this page.

7 Click Save, then click Close.

6.4.2 Assigning Shared Page Owners

Users who own shared pages can modify the content of the pages they own and change the
preferences of portlets on those pages.

To assign Ownership permission for shared pages:

1 Open a page on the Maintain Shared Pages panel, then click the Assign Permissions page task
(at the bottom of the panel).

The Page Permissions dialog box displays in a new browser window as shown in Step 1 on
page 164.

2 Go to the Ownership tab.
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3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the drop-down menu:
+ Users
+ Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified type (user, group, or
container), then make this setting blank.

+ Find a subset of those objects, then enter the starting characters of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, 0=MyOrg

Searching for groups that start with Se would return:
cn=Service,ou=groups, o=MyOrg

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)
button.

Hold down the Ctrl key to make multiple selections.

6 Enable or disable page lock-down as follows:

If you want to Do this

Lock down the page so only User Application Select Ownership Permission Set to Admin Only
Administrators can work with it

Allow all assigned users, groups, and containers Deselect Ownership Permission Set fo Admin
to work with the page Only

NOTE: If you deselect this setting but there are
no users, groups, or containers explicitly
assigned to the page, then everyone has
Ownership permission for this page.

7 Click Save, then click Close.

6.4.3 Enabling User Access to the Create User or Group Page

By default, only User Application Administrators can see and use the Create User or Group page,
which is a shared page on the Identity Self-Service tab of the Identity Manager user interface. But,
where appropriate, a User Application Administrator can assign permission for one or more end
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users to access that page. For instance, selected people in administration or management positions
might need the ability to create users, groups, or task groups.

To give users access to the Create User or Group page:

1 On the Maintain Shared Pages panel, open the page named Create User or Group.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,
or containers for the Create User or Group shared page.

3 Switch from Page Admin to Portlet Admin, and open the CreatePortlet portlet registration
(which is used on the Create User or Group page).

4 Use the Security panel to give List and Execute permissions to the appropriate users, groups, or
containers for the CreatePortlet portlet registration.

For more information about assigning permissions for portlets, see Chapter 7, “Portlet
Administration,” on page 173.

5 Go to iManager and use an administrator account to log in to the tree for your Identity Vault.

6 Make sure that the people who will be using Create User or Group have Create rights for the
[Entry Rights] property on the containers in which objects (users, groups, or task groups) will
be created.

For example, you can modify trustees for a chosen container and add the appropriate users,
groups, or containers as trustees. Then, for each trustee, you can assign the following rights:

Property name Assigned rights Inherit

[All Attributes Rights] ¢+ Compare Yes (select this check box)
+ Read
* Write

[Entry Rights] + Browse Yes (select this check box)
¢ Create

If you don’t assign the necessary rights in the Identity Vault (or if those rights can’t somehow
be derived), an end user might get an error message such as this one from Create User or
Group:

User 'cn=mmackenzie,ou=users,ou=idmsample,o=novell’' does not have
permission

to create 'cn=MyNewGroup,ou=groups,ou=idmsample, o=novell' or
modify related

objects.

To learn how the Create User or Group page is used (by those with access to it), see the Identity
Manager User Application: User Guide.

6.4.4 Enabling User Access to Individual Administration Pages

By default, only User Application Administrators can access the Administration tab of the Identity
Manager user interface and the pages contained on that tab (Application Configuration, Page
Admin, Portlet Admin, Provisioning, Security). But if necessary, a User Application Administrator
can assign permission for one or more end users to see and use specific pages on the Administration
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tab. For example, a small group of users might need to change themes periodically, even though they
are not User Application Administrators.

To give users access to individual Administration pages:
1 On the Maintain Container Pages panel, open Admin Container Page.
This is the container page that’s used when you go to the Administration tab of the Identity

Manager user interface.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,
or containers for Admin Container Page.

3 On the Maintain Shared Pages panel, open the appropriate Administration page (one of the
shared pages under the category Administration).

4 Use the Assign Permissions page task to give View and Ownership permissions to the
appropriate users, groups, or containers for that shared page.

5 Make sure the specified users, groups, or containers have Execute permission for each portlet
used on a specified page (if you have restricted those portlets).

For more information about assigning permissions for portlets, see Chapter 7, “Portlet
Administration,” on page 173.

6.5 Setting Default Pages for Groups

You can assign a default container page and a default shared page for any authorized group of users.
These settings affect the container page those users see when they log in and the shared page they
see on the container page.

When users belong to multiple groups with default page assignments, Navigation Priority is used in
determining which container page and shared page to display.

To assign a default container page or a default shared page to a group:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Set As Default page task (at the bottom of the panel).

168 Identity Manager 3.5 User Application: Administration Guide



The Page Defaults dialog box displays in a new browser window:

3 Portal Group Page Defaults - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools  Help

PAGE DEFAULTS

Novella
Identity Manager

Search for:

I Groups L

$tarts with:

3 Ga

(2.2, 'smi') III

Results (Dizplaying 1to 1of 12roups):

cn=hccounting ,ou=groups ,ou=idmsample- jklobucher ,o=novell
£

Save Clozg

Please select the groups that have this Page as a default(Organization Chart)

Current Assignments:

Groups selected
no groups selected

Dane

2 Specify values for the following search settings:

Setting What to do
Search for Groups is automatically selected.
Starts with If you want to:

+ Find all available groups, then make this setting blank.

+ Find a subset of those groups, then enter the starting characters of the CN
values you want. (Case is not considered. Wildcards are not supported.)

For example, searching for groups that start with s would narrow your
search results to something like this:

cn=Sales, ou=groups, o=
cn=Service,ou=groups,

MyOrg
o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups,

o=MyOrg

3 Click Go.

The results of your search appear in the Results list.

4 Select the groups for whom this page is to be a default, then click the Add (>) button.

Hold down the Ctrl key to make multiple selections.
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5 Click Save, then click Close.

6.6 Selecting a Default Shared Page for a
Container Page

You can assign a default shared page to each container page you have. The user interface considers
this page assignment when determining what to display.

1 Open a container page on the Maintain Container Pages panel.
2 In the page properties section, look for Default Shared Page and click Select Default.

The Choose a Default Shared Page dialog box displays in a new browser window:

2 Shared Page Selector - Mozilla Firefox [Z|
e

File Edit Wiew Go Bookmarks Tools  Help

Choose a Default Shared Page for DefaultContainerPage

Current Default Shared Page: MyOrgChart

|:| Mone

Adminisiration
Caching Management
Customize Branding
Impornt Export Tools
Import Export Tools
LDAP Configuration
Logging Configquration
Fage Administration
Fortal Configuration
Fortlet Administration
Security Administration
Theme Administration
Diracton Managemeani
Create User or Group
Guast Pages
Walcome
Information Management
Directory Search
by FProfile

Drganization Chart

Password Managemeni
Change Password

Password Challenge Respons —
Fassword Hint Definition .

Refine list by:

Category: g Al W

Startz Z
with:

Lawe Cancel
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3 If the shared page list is long, you can refine it by category or starting text to more easily find
the desired page.

4 Sclect a shared page to use as the default for the container page or select None for no default.
5 Click Save to accept your selection and close the dialog.

6 Click Save Page (at the bottom of the page properties section).
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Portlet Administration

This section describes how to use the Portlet Admin page on the Administration tab of the Identity
Manager user interface. Topics include:

¢ Section 7.1, “About Portlet Administration,” on page 173

¢ Section 7.2, “Administering Portlet Definitions,” on page 173

¢ Section 7.3, “Administering Registered Portlets,” on page 177

For more general information about accessing and working with the Administration tab, see
Chapter 4, “Using the Administration Tab,” on page 83.

7.1 About Portlet Administration

You can use the Portlet Admin page to control the portlets available in the Identity Manager user
interface and who has permission to access them. Portlets are pluggable user-interface elements
(based on a Java standard) that provide the content for pages in the user interface, including
container pages and shared pages. Table 7-1 describes how to manage portlets.

Table 7-1 Managing Portlets

What you work with Description

Portlet definitions Descriptors (read from portlet.xml) that specify portlet configuration
parameters. There is one definition for each portlet in an application.

See Section 7.2, “Administering Portlet Definitions,” on page 173.

Portlet registrations Registrations of portlets, based on their definitions. Multiple registrations
of the same portlet can exist in a single portlet application.

See Section 7.3, “Administering Registered Portlets,” on page 177.

For details on the portlets provided with the Identity Manager user interface, see Part [V, “Portlet
Reference,” on page 205. To learn about using portlets on container pages and shared pages, see
Chapter 6, “Page Administration,” on page 139.

7.2 Administering Portlet Definitions

The Portlet Admin page enables you to perform the following tasks related to portlet definitions in a
portlet application:

¢ Section 7.2.1, “Accessing Portlet Definitions in the Deployed Portlet Application,” on
page 174
¢ Section 7.2.2, “Registering Portlet Definitions,” on page 174

¢ Section 7.2.3, “Viewing Information About Portlet Definitions,” on page 175
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7.2.1 Accessing Portlet Definitions in the Deployed Portlet
Application
The Portlet Applications list shows the portlet definitions in a selected portlet application.

In the Portlet Applications list, expand the portlet application whose portlet definitions you want to
access.

The tree displays all of the portlet definitions under that portlet application:

= @ Portlet Applications

[ adminList

H BookmarkPortlet

& [F] cacheHalderPortlet

k7| CachingddminT ree

] ChallengeResponsePortlet
7| Changeddminc redentialsPortlet
# [F] configPortist

7| Container LookupPartlet
7| CreatePartlet

A CreatePrefPartlet

A CuztomBrandingPortlet
# [ DetaiPortiet

# [ DetaiPrefPortiet

# [l Frtitulmacel Inlnadba st

7.2.2 Registering Portlet Definitions

Before you can use a portlet, you must register that portlet definition with the portal (Identity
Manager User Application). A registered portlet definition is called a portlet registration. You can
create multiple registrations for a single portlet, which enables you to put multiple instances of that
portlet on the same page.

The portlet registration inherits all the preferences and settings of the portlet class, but you can
modify these values in the following ways:

¢ When registering the portlet definition. See Section 7.3, “Administering Registered Portlets,”
on page 177

+ When adding an instance of the portlet to a page. See Chapter 6, “Page Administration,” on
page 139

All portlets that ship with the Identity Manager User Application are automatically registered.

If the portlet definition provides an Edit mode, the end user can modify specific preferences of the
portlet registration at runtime, according to the logic of the portlet’s doEdit() method.

The Identity Manager User Application also provides a default implementation for Edit mode. If the
doEdit() method is not explicitly implemented, a default preference sheet is displayed.

To register a portlet definition:
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1 In the Portlet Applications list, select the portlet definition for which you want to create a
portlet registration.

A General panel displays on the right:

) Portlet Administration - Mozilla Firefox

fie Edi Yew Go Bockmarks Tools  Help

‘ =
@-- g0 @ [ W hitpiflocalhost; 5080/ DMjportsljcnfAdminCotainerFge PortetAdinistration v @ Gl

Novelle Identity Manager

Welcome Admin

Identity Self-Sendce flequests & Approvals dministration Logout  Help
#Application Configuration Page Admin Partlet Admin Provisioning Security
=l @ Portlet Applications Partlet Definition: CreatePartlet

=1 & 10M (Local)
i [F Admin List Display

Application Configuration Admin Tree Additional Infarmation

[

Display
i [ ssociations Repart You have selectad a Portlet Definition. This tab allows you to create a new registration of the current Portlet Definition,
& [ ookmark Please enter a unigue name fo identify the new portlet registration and click the Register' button. & new registration of

this Portlet Definition with the given name will then be created. You can navigate to the new portlet registration using the
tree to the left.

[

Cache Holder Cust Portiet
Cache Holder Portlst

[

& [ challengeResponise Portiet Display Mame:  Entity Create

i [ chalResp Classname comm.novell.srvpry. impl.portlet. create. CreatePortlet
& [ change Admin Credentials

i [5 CheckPasswordSyncstatus Portlet Title Create Execution: Asynchronous

&l [ container Lookup Short Title Create Registration Automnatic

il [& content Preferences Expiration Cache: -1

[c3

Content Settings

2 ate} Description Entity Create
£ Create
# [ Creats Complex Preference Register New Portlet Instance
& [ custom Branding Portlet Pleass enter @ unigue portlet name:
i [ Delszation and Proxy Fortlst [ | [ Register ]
@ [ petail

3]

Detail Complex Preference
Digital Signature Portlet
Driver Status Display
Exchange
Export Portlet
File Upload
Forgot Password Partlst
ForgotPud
GlobalBookmark
Groupliss Calendar
& [ GroupWise Mail
4[5 Groupise Mai-Calendar
[ GroupWise Web Access

EEEEEEEEE

Done

All existing registrations of the selected portlet are listed in the Portlet Applications tree (on the

left), under the corresponding portlet definition name.

2 In the Register New Portlet Instance text box, specify a unique name for the portlet registration,

then click Register.
The new portlet registration is created and listed in the Portlet Applications tree.

3 If you want to modify the preferences and settings of the new portlet registration, see
Section 7.3, “Administering Registered Portlets,” on page 177.

7.2.3 Viewing Information About Portlet Definitions

You can view the following read-only information about a listed portlet definition:

+ Display name
+ (Class name

Portlet title

*

+ Type of execution (synchronous or asynchronous)

Short title

*
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¢ Type of registration

¢ Style name

¢ Cache expiration time

¢ Description

¢ Initialization parameters

+ Keywords

¢ Supported mime types

¢ Modes supported by the portlet
¢ Supported locales

¢ Supported devices

¢ Security roles
To view information about portlet definitions:

1 In the Portlet Applications list, select the portlet definition that you want to learn about.

A General panel displays on the right, showing information about the selected portlet
definition:

3 Portlet Administration - Mozilla Firefox
Ele Edit View Go Bookmarks Tools Help

G- - & D) W repifecahostisosoimmipat sl adnincen gz FartetAdriristration |
« ldentity Manager

Welcome Admin

Identity Self-Senice Requests & Appravals Administration Logout  Help

Application Configuration Page Admin Portlet Admin Provisioning Security

=l @ Portlet Applications Partlet Definition: CreatePortlet
= & 10M (Local)
& [&] ddmin List Display
Application Configuration Admin Tree Additional Information
" Dvsp\ay
il [F assooiations Report You have selected a Portlet Definition. This tab allows you to create a new registration of the current Portlet Definition,
Please enter a unique name to identify the new portlet registration and click the Register’ button. & new registration of
this Portlet Definition with the given name will then be created. You can navigate to the ness portlet registration using the
tree to the left,

3

0okmark
Cache Holder Cust Partlet
Cache Holder Portlet

E 8 8

ChallengeResponse Portlet Display NHame: Entity Create
ChalResp Classname: com.novell.srvpry.impl. portlet.create. CreatePortlet
Change Admin Credentials

[

CheckPasswordSyncStatus Portlet Title Create Execution Asynchronous

2

Container Lookup Short Title: Create Registration Autamatic

[

Content Praferences Expiration Cache: -1

B

Content Settings
Description Entity Create

w

Create Complex Preference Register New Portlet Instance

B B

Custom Branding Portlet Fleass enter a unique portlet name:

Delegation and Proxy Partiet | | [ Register J

[

[

Detail

[

Detail Complex Preference

]

Digital Signature Portiet

B

Driver Status Display

4 [ Exchange

i [F Export Partlet

& [E File Upload

& [ Forgot Password Portiet
& [ ForgotPud

4l [ GlobaBookmark

& [ Groupwiss Calendar

[ GroupWwise Mail

& [ Groupwise Mai-Calendar

& [ Groupise Web Access o]
Done
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2 Go to the Additional Information panel to view further details about the selected portlet
definition:

3 Portlet Administration - Mozilla Firefox

Ele Edit View Go Bookmarks Tools Help
@E-5- @ (%] @ [ N httpiffiocalhost 500/ DM portafcn/AdminCan ge/Partietadministration ¥ @ G |
Novelle Identity Manager #enday, Decemae, u - |
pElcomEiAd min e Bomiiete b Administration Logott o Helo
application Configuration Page Admin Portlet Admin Provisioning Security
= @ Portiet Applications Fortlet Definition: CreatePortlet
= & 100 (Local)
il [E Admin List Display
= General
il [F Assooiations Report You have selected a Portlet Definition, This tab displays its read-only information.
@ [& Bookmark
il [ Cache Holder Cust Portlst
i [ Cache Holder Portiet Init Parameters
4l [E ChallengsRespanse Portist Mone defined
# [E chalresp
# [F change Admin Credentials Keywords
# [ checkPasswordsyncstatus hitiny
= Create
& [ container Lookup
 [F content Preferences Supported Mime Types
i [ content Sattings tesctt semi
] ate] =
i Create Portlet Modes
@l [ create Complex Preference help - for mime-type 'text/ xml’
& [ custom Branding Partiet
#l |5 Delegation and Proxy Portlet Supported Locales .
@ [oets qe " cum.nuvetl‘srvprvjwmpt.purtlet‘Ereate‘createRsrc‘class
= it - corn.novell. sevpry dmpl.portlet. create CreateRsre. class
[ Datai Gomplax Profarancs Ja - com.novell.srepry, impl portlet.create, CreateRsre. class
& [E Digital Signature Portiet es - com.novell srwpry impl. portlet. create. CreateRsre. class
& [5] Driver Status Display zh_TW - com.novell. srepry.impl. portlet.create. CreateRsre.class
@ [ exchange sv - com.novell.srvpry, impl.portlet.create, CreateRsre. class
@ [E Export Portiet pt - corm . novell.srvpry, ‘v‘mphpnrtlat.craata‘ CreateRsre.class
& [ Fis Upkoad ni- Enm.nnvau‘srvprv.]mpl.pnrttet‘create‘CraalaRsm‘ctass
= fr - com.novell.srvpry.impl. portlet.create. CreateRsre. class
@ [E Foraot Password Portiet en - cort.novell srepry. impl.portlet. create. CreatsRsre. class
i [& ForgotPud zh_Ci - com.novell.srypry. impl.portlet.create. CreateRsre. class
4l [F GlobaBookmark
# [F) GroupWise Calendar Supported Devices
& [ Groupwise Mail
& [ Groupwise Mai-Calendar Sacurity ROIE,S
= None defined
i [ Groupwiss web Access
@ [E Header Portiet.
& [F HintChange
& FEHTWL
- :th:;(tiummex Preference Editor
&l [F HTML Editar Portiet
& [F] HTWL Wizard Complex Prefersnce
@ [& IFrame
i [ Image Upload
i [ Layout Selector Dislo; b
Done

7.3 Administering Registered Portlets

The Portlet Admin page enables you to perform the following tasks related to portlet registrations in
a portlet application:

+ Section 7.3.1,
page 178

+ Section 7.3.2,
+ Section 7.3.3,
+ Section 7.3.4,
+ Section 7.3.5,
+ Secction 7.3.6,
+ Section 7.3.7,

“Accessing Portlet Registrations in the Deployed Portlet Application,” on

“Viewing Information about Portlet Registrations,” on page 179
“Assigning Categories to Portlet Registrations,” on page 180
“Modifying Settings for Portlet Registrations,” on page 181

“Modifying Preferences for Portlet Registrations,” on page 183
“Assigning Security Permissions for Portlet Registrations,” on page 184

“Unregistering a Portlet,” on page 186
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7.3.1 Accessing Portlet Registrations in the Deployed Portlet
Application

The Portlet Applications list shows the portlet registrations for each portlet definition in a selected
portlet application.

To access portlet registrations in the deployed portlet application:

1 In the Portlet Applications list, expand the portlet application whose portlet definitions and
registrations you want to access.

The tree displays all of the portlet definitions under that portlet application:

=l & Portlet Applications
D [Local)

= [ adminList

4 [fo| BookmarkPartlet
CacheHolderPortlet
CachingddminTree
ChallengeResponsePortlet
ChangeAdminC redentialzPortlet
ConfigPartlet
Container LookupPortlet
CreatePortlet
CreatePrefPortiet
CuztomBrandingFortlet
4 [ DetaiFortiet
4 [ DetaiPrefFortiet

[ Frtitwimanal InlnadBartiat

BB EEEEEE B

2 Expand the portlet definition whose portlet registrations you want to access.

The tree displays all of the portlet registrations under that portlet definition:

=l @ Portlet Applications
= & 1DM (Local)
4 [ adminList
= BookmarkPortiet
CacheHolderPortliet
CachingAdminT ree
ChallengeResponzePartlet
ChangeadminC redentialzPortlet
ConfigPartlet
CantainerLookupPartlet
= E CreatePortlet
-EI CreatePortlet

=
=
=
=
=
=
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7.3.2 Viewing Information about Portlet Registrations

You can view the following read-only information about a listed portlet registration:

¢ Display name

+ Type of registration

¢ Portlet title

+ Type of execution (synchronous or asynchronous)
¢ (Class name

¢ Description
In the Portlet Applications list, select the portlet registration that you want to learn about.

A General panel displays on the right, showing information about the selected portlet registration as
shown in Figure 7-1.

Figure 7-1 Portlet Registration: General Properties

©3 Portlet Administration - Mozilla Firefox

Fle Edt Wew Go Bookmarks Tools Help

J = i
@ - - 1) D) [N hupifocshostisosoiiomportacojadninContainerPagePortetadninstration v @ G |

Novelle Identity Manager

el Kddin Identity Self-Service Requests & #pprovals administration Logaut  Help

Application Configuration Page Admin Portlet Admin Provisioning Security

=l @ Portlet Applications Portlet Registration: CreatePortlet
= & 10w (Local)
) [E] admin List Display
== Application Configuration Admin Tree G
- D\splay
il [F] associations Report You have selected a specific Portlet Registration. This tab displays read-only information about the selected Portlet
@l [B Bookmark Registration and will allow you to unregister this specific Portlet Registration if you wish.

Categories Settings Preferences Security

Cache Holdsr Cust Portlst

& [E] cache Holder Portiet

il [F] challengeResponse Portlet

& [ chalesp

@ [F] change Admin Credentials

i [F] checkPasswordSynestatus

@ [F] Container Lookup
Content Prefsrences

@ [& Content Settings

= [ creste =

ESikcreate]

@ [ Create Complex Preference

& [&] custom Branding Portiet

1 [F] Delegation snd Proxy Partlet

Display Hame: Entity Create Registration: Automatic
Portlet Title: Creats Execution Asynchronous
Classname corn.novell srvpry impl. portlet. create. CreatePortlet

Description:  Entity Create

i [F] Detail Complex Prefersnce
& [F] Digital Signature Partlet
i [F] Driver Status Display

5[5 Exchangs

& [F] Export Portiet

i [ File Upload

argot Password Portlet
@ [ ForaatPud

& |5 GlobalBookmark

i [F] Groupwise Calendar

& [ Groupiise Mail

i [F] Groupise Mail-Calendar
& [ Groupwise Web Access
Header Portist

& [F] HintChange

il [ HTwL

& HTL Complex Preference Editar
Portlet

& [E5 HTML Editar Portiet

& [F) HTML Wizard Comple Preference
@ [&] IFrame

@ [ Image Upload

& [F] Lavout Selector Dialo; ]
Done
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7.3.3 Assigning Categories to Portlet Registrations

To facilitate searching for specific portlets in a portlet application, you can organize portlet
registrations by category.

1 In the Portlet Applications list, select the portlet registration that you want to categorize.

A General panel displays on the right.
2 Go to the Categories panel.

This panel displays lists of available and assigned categories for the selected portlet
registration:

3 Portlet Administration - Mozilla Firefox
Ele Edit View Go Bookmarks Tools Help

- =
G- - & D) W repifecahostisosoimmipat sl adnincen gz FartetAdriristration |

Novelle Identity Manager oy, Decar - A

Welcome Admin

|dentity Self-Service Requests & Approvals Administration Logout  Help
application Configuration Page Admin Portlet Admin Provisioning Security
= @ Portiet Applications Fortlet Registration: CreatePortlet
= & 10M (Local)
il [E Admin List Display
g [ ApPlcation Configuration Admin Tree General Settings Prafarsnces Seourity
Display
il [F Assooiations Report This tab allows vou to categorize the selected Portlet Registration. Simply select an available Portlet Category from the
@ [ Bookmark list on the left and click »" to assign the Portlet Registration. To remove a category assignment, select the assigned

Partlet Category fram the list on the right and click *¢' to remove the assignment. When you are satisfied with the
category assignments, click the Save Categories' button,

3]

Cache Holder Cust Fortlet
Cache Holder Portlet
ChallengeRespanse Partiet
[ cnaesp fccessary Portlets Identity Portlets
Change Admin Credentials Admin Portlats
CheckPassmordSyncStatus Identity Partlets
[ container Lookup System Components
Content Preferences
Content Settings i
Create
i «
Create Complex Preference
Custom Branding Partiet
Delegation and Proxy Portlet
Detail
Detail Complex Preference
Digital Signature Portlet
Driver Status Display
Exchangs
Export Portlet
File Upload
Forget Password Portiet
ForgotPid
GlobalBookmark
GroupWise Calendar
Grouptise Mail
GroupWise Mai-Calendar
GroupWiss Web Access
Header Fortiet
HirtChange
HTML

== HTML Complex Preference Editor
A1 oo et

E 8

Available Categories. Assigned Categories:

0 EEEEEE

EEEE

HEHEEEEEEEEEEEEE®

&l [F HTML Editar Portiet

& [F] HTWL Wizard Complex Prefersnce
@ [& IFrame

i [ Image Upload

&l [ Lavout Selector Disl ]
Done

3 Update the Assigned Categories list, as appropriate:

If you want to Do this
Assign one or more categories to the portlet Select each category you want to assign and
registration click >
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If you want to Do this

Assign all categories to the portlet registration Click >>

Remove one or more category assignments Select each category you want to remove and
click <
Remove all category assignments Click <<

4 Click Save Categories.

7.3.4 Modifying Settings for Portlet Registrations

Portlet settings define how the portal (Identity Manager User Application) interacts with individual
portlets. Each portlet is configured with these settings:

+ Title

¢ Maximum timeout

¢ Requires authentication

¢ Display title bar

¢ Hidden from user

¢ Options defined in the portlet application
Standard Java Portlet 1.0 settings are defined in the portlet deployment descriptor (portlet.xml)
of the portlet application WAR. You can change the values of these settings on a registration-by-

registration basis by using the Portlet Admin page. In this case, the new values take effect only for
the selected portlet registration.

To modify portlet registration settings:

1 In the Portlet Applications list, select the portlet registration whose settings you want to
modify.

A General panel displays on the right.
2 Go to the Settings panel.
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This panel displays the current settings for the selected portlet registration:

Fie Edi View Go Bookmarks Tools  Help
I =
@-op- @ ()] @ | N hitpifflocalhost :B080/IDMjportaljcn/AdminContsinerPage /Portiatcministration ~| @ [[C, |
ovells Identity Manager N 2
Welcome[Admin Identity Self-service Requests & Appravals administration Logout  Help
Application Configuration Page Admin Partlet Admin Provisioning Security
= @ Portlet Applications Fartlet Registration: CreatePortlet
=l &, 10M [Local)
& [F Admin List Display
= General Categories Preferences Security
5 [ APRICERIoN Configuration Aomin Tree
Display
Associations Repart
Eroml: This tab allows you to modify any available Settings for this Content Instance. Any modifications made to these Settings
will take effect for this specific Content Instance only.
l [E cache Holder Cust Portlet
#l [F cache Holder Partlet Title
ChallengeResporse Portlet ) )
1 [7 ChalResp Setting Mame Setting Value Description
1 [7 Change Admin Credentials Reset Default Create The content title.
CheckPassiordsyncstatus Reset German Erstelien
i [ container Lookup Recet talian Creazione entit3
Reset Japanese 7
Reset Spanish Crear J
Reset Chinese (Taiwan) i
Reset Swedich Skapa
@ [ custom Branding Portiet Reset Portuguese Criar
[ Delegation and Froxy Partlst Reset Duteh Maken
petail Reset French Creer
S Detail |
— Reset English Create
i [F] Detail Complex Preference
Reset Chi Chi i
[ Digital Signature Partlet messt inese [China)
l [E Driver Status Display
# [ Exchange
[ Export Portiet Option
& [ File Upload
@ & Forgot Password Portiet Setting Name Setting Value Description
= The maximum timeout to be used. Number of
8 Eroroteus Bezst  hssimum Timeout R .
= — milliseconds or 0t mean no timeout,
i [ GlobalBookmark
4 [E Groupwise Calendar Reset Requires Authentication @7rue OFalse Is authentication required prior to executing,
o [ Groupwise Mail
= . should the Title Bar functionality be enabled
= [E Groupiise Mail-Calendar Reset Display Title Bar @ True OFalse N 4
- when being displayed.
# [F] GroupWise Web Access
@ [E Header Portiet Hides this registration from sppearing in the
& [E HintChange Reset Hidden from User QCTrue @ False Content Selector when a user is modifying
@ @ HraL content of a Lser Page.
= HTHAL Complex Preference Editar . i : )
'l Provides some additional infarmation about this
Portiet Reset Help @ True OFalse cent
— content.
& [E HTML Editor Portist
HTML Wizard Complex Preference Reset Edit O True @Fake Displays 2 screen to edit the preferences
# [& IFrame
Display a printer-frisndly wersion of the content
# [ Image Upload Reset Print Trim G Falen play 3 p by &
Done

3 Modify settings, as appropriate.

While working on this panel, you can also perform the following actions:

If you want to Do this

Discard your unsaved changes Click Cancel

Return all settings for this portlet registration to their  Click Reset All
default values (as defined in the corresponding portlet
definition)

Return an individual setting to its default value Click the Reset link beside that setting

4 Click Save Settings.
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7.3.5 Modifying Preferences for Portlet Registrations

Portlet preferences are defined by the portlet developer at design time in the portlet deployment
descriptor. Preferences vary from portlet to portlet, based on the portlet developer’s implementation.

You can change the values of these preferences on a registration-by-registration basis by using the
Portlet Admin page. In this case, the new values take effect only for the selected portlet registration.

To modify portlet registration preferences:

1 In the Portlet Applications list, select the portlet registration whose preferences you want to
modify.

A General panel displays on the right.

2 Go to the Preferences panel.

This panel displays the current preferences for the selected portlet registration:

Fie Edi iew Go Bookmarks Tools  Help
NN -
G- - ) | tepifecahostis0s0/Dmipen dien/AdminCentanerPagefPartletadminsration ¥ @ = [[GL |
Novelle Identity Manager L el
el il |dentity Self-service Fmuoers B Aol Administration Logout  Help
Application Configuration Page Admin Portlet Admin Provisioning Security
= @ Portlet Applications Fartlet Registration: CreatePortlet
=l &, 1DM ([Local)
# [F] Admin List Display
& Application Configuration Admin Tree General Categories Settings SEcurity
Display
il [ assaciations Report This tab allaws you to modify any default Preferencas that have been defined for this Content Instance. Any madifications 1
& [E Bookmark made to these Preferences will take effect for this specific Content Instance only, Displayed preference values are
@ [F Cache Holder Cust Portlet applicable to the application default language. To view or edit other supported languages go to the Settings tab
& [ cache Holder Portiet
= Read
[ chalengefesponse Portiet Preference Preference Value Required *
# [ chalResp Y
& [ change Admin Credentials Reset Detail Portlet Name |DetailDortLet | Detail O
i [ checkPasswordSyncstatus
@ [F container Lookup Reset  Custom Class Mame |Cnm,”D\,Eulsmpmmpl‘wm&t‘g,gate,c| Detail O
@ [ content Prefersnces
l [ Content ssttings Reset  Expire password on & Tyue O)False Detail O
2 [Fcreats initial login?
R recte]
il [F create Complex Preference Reset  Display password OTrue @Faise Cetail O
# [F] custom Branding Portiet with attributes?
# [ Delegation and Proxy Portist
@ [F vetail Reset Create Yirtual Entity View/Edit Custom Preference O
[ Detail Complex Preference complex preference
i [ Digital Signature Partist
il [E] Driver Status Displa
jind Save Preferences | [Cancel | [Reset all | [ Descrintions
i [ Exchange
i [E Export Portiet:
l [ File Upload
# [ Forgot Password Portlet ~
Done

3 Modify preferences, as appropriate.

While working on this panel, you can also perform the following actions:

If you want to Do this
Display more information about the preferences Click Descriptions
Discard your unsaved changes Click Cancel

Return all preferences for this portlet registration to Click Reset All
their default values (as defined in the corresponding
portlet definition)
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If you want to Do this

Return an individual preference to its default value Click the Reset link next to that preference

4 To modify the localized version of a preference for each locale specified in the portlet
definition:

4a Click the Detail link beside that preference (if available).
The panel displays the preference values for each locale.
4b Modify values, as appropriate.
4c Click OK to apply your changes and return to the main preferences list.
5 Click Save Preferences.

7.3.6 Assigning Security Permissions for Portlet Registrations

You can assign the security permissions described in Table 7-2 to users, groups, and containers for
portlet registrations.

Table 7-2 Security Permissions for Portlet Registrations

Permission Description
List Users can view the portlet registration from a selection list
Execute Users can run the portlet registration on a portal page

When you modify security permissions, the new values take effect only for the selected portlet
registration.

To assign security permissions for portlet registrations:

1 In the Portlet Applications list, select the portlet registration whose security permissions you
want to modify.

A General panel displays on the right.
2 Go to the Security panel.
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This panel displays the current security permissions for the selected portlet registration:

2 Portlet Adm

stration - Mozilla Firefox

Fle Edit Wew Go Bookmarks Tools  Help

I
@ “ LV’ o % 1_‘ @ ‘i_; http:jfvour applicationservername, goeshere | G080/ IDM/partalfcnfAdminContainerP age/PortletAdministration

| G = G |

Identity Manager

Welcome, Admin

Page Admin Themes

=l @ Portlet Applications
= & 10w (Local)
= Adm\nL\st
AdminList
] BookmarkPortlet
@ [&] CacheHaldarPartiet
£ CachinghdminT ree
£ Cha”Bl‘lg&R&SDDHSEPDTUBt

ChangeadminCredentialsPortet
ConfigPortlet

£ CuntawnsrLuUKupPUrtlst

= CreatePurt\et

@ CreatePrefPortlet

£ CustomBrandingPortlet

@ [ etaiPortiet

@ [ petaiPrefPortiet
EntitylmagellploadPortlet

Exchange

£ ExportPortlet

# [ FilelploadPartiet

£ ForgotPasswordPortlet
@ [ GlobalBookmarkPortiet
£ Google|FramePortlet
& [ GroupiseCalendar

@ [ Grouptisemail

GroupiirisemailCalendar

Groupiiseieniccess
@ [ HTmL

&[] HTMLComplexPrefEditar
& [ HTMLEditarPortiet

Identity Self-Service Requests & Approvals Administration Logout  Help

Partlet ddmin Portal SEcurity

Logging

Caching Tools

Portlet Registration: CreatePortlet

General Categories Settings Preferences

This tab allows wou to assign Security Permissions for this Partlet Instance. Any modifications made to these Security Permissions
will take effect for thiz specific Portlet Instance only.

Execute

Search for: Current Assignments:
I Users R Containers selected (4
na containers selected
Starts with: Groups selected
no groups selected
ks Users selected
(.2, 'smi') no users selected
Results (Displaying 1 ta 6 of & users):
cn=ablake ou=use rs ou=idmsample- jkiobucher,o=nowe A
cn=achung,ou=users ou=idmsample- klobucher,o=nov
cn=admin,ou=idmsample-jklobucher o=nowvel
cn=apalaniou=users,ou=idmsample-jklobuche r o=now
cn=asmith,ou=uUsers ou=idmsample- jkiobucher 0 =nowe
CM=aspencer,ou=users,ou=idmsample- jklobucher 0 =nc
w
v

List Permizsion Set to Admin Onky

Dane

3 Go to the List or Execute tab, depending on which type of permission you want to assign.

4 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the drop-down menu:
+ Users
+ Groups

+ Containers
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Setting What to do

Starts with If you want to:

+ Find all available objects of your specified type (user, group, or container),
then make this setting blank.

+ Find a subset of those objects, then enter the starting characters of the
CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with s would narrow your
search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups, o=MyOrg

5 Click Go.
The results of your search appear in the Results list.

6 Select the users, groups, or containers you want to assign to the portlet registration, then click
the Add (>) button.

Hold down the Ctrl key to make multiple selections.

7 Enable or disable lock-down for the portlet registration as follows:

If you want to Do this

Lock down the portlet registration so only User  Select List/Execute Permission Set to Admin
Application Administrators can list/execute it Only

Allow all assigned users, groups, and containers Deselect List/Execute Permission Set to Admin
to list/execute the portlet registration Only

NOTE: If you deselect this setting but there are
no users, groups, or containers explicitly
assigned to the portlet registration, then
everyone has List/Execute permission for this
portlet registration.

8 Click Save.

7.3.7 Unregistering a Portlet

You can use the Portlet Admin page to unregister a portlet if necessary.

NOTE: If you unregister a portlet that is defined as auto-registered, that portlet is registered again
automatically when you restart your application server.

To unregister a portlet:

1 In the Portlet Applications list, select the portlet registration that you want to unregister.
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A General panel displays on the right, showing information about the selected portlet
registration:

Mozilla Firefox

Ele Edit View Go Bookmarks Tools Help

G- - & D) W repifecahostisosoimmipat sl adnincen gz PortietAdministration ¥ @ [[CL

&

Welcome Admin

Identity Self-Senice Requests & Approvals Administration Lozout  Help

application Confizuration Page Admin Portlet Admin Provisioning Security

=l @ Portlet Applications
= 5 10M (Local)
&l [ Admin List Display

— Application Configuration Admin Tree [ Categaries Sattings Preferences Security

Display

Fortlet Registration: CreatePortlet

il [F Assooiations Report You have selected a specific Portlet Registration. This tab displays read-only information about the selected Portlet
ookmarki Registration and will allow you to unregister this specific Portlet Registration 1f you wish.

Cache Haolder Cust Portlet

i [ Cache Holder Portiet

@l [ ChallengeResponse Portiet

ChalResp

Change Admin Credentials

# [ checkPasswordsyncStatus

A Soter tokp Unregister Portlst

Content Preferences

Display Name: Entity Create Registration:  Automatic
Portlet Title: Create Execution: Asynchronous
Classname:  com.novell srupry. impl. portlet.create, CreatePartlet

Description:  Entity Create

Content Settings
Create —

Create Complex Preference
Custom Branding Portiet
Delegation and Proxy Portlet
Detail

Detail Complex Preference

B W

]

Digital Signature Portiet
& [ Driver Status Display
Exchangs

Export Portlet

File Upioad

Forget Password Portiet
ForgotPid
GlobalBookmark

Grouptiise Calendar

®

B B

B E

GroupWise Mai
& [ Groupwise Mai-Calendar
i [F Groupwiss web Access
Header Portiet
HintChange

& FEHTWL

HTML Complex Preference Editor
Partiet

[

&l [F HTML Editar Portiet

& [ Image Upload
&l [ Lavout Selector Disl ]

Done

2 Click Unregister Portlet.

3 When you are prompted to confirm the unregister operation, click OK.
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Provisioning Configuration

This section describes the tasks that you can perform from the Provisioning Configuration page.
Topics include:

¢ Section 8.1, “About Provisioning Configuration,” on page 189

¢ Section 8.2, “Configuring Delegation, Proxy, and Task Settings,” on page 189

¢ Section 8.3, “Configuring the Digital Signature Service,” on page 193

¢ Section 8.4, “Configuring the Workflow Engine and Cluster Settings,” on page 195

8.1 About Provisioning Configuration

This section provides instructions for using the Provisioning page to administer the workflow-based
provisioning features of the User Application. To access the Provisioning page, you need to have the
Provisioning Module for Identity Manager. In addition, you need to log on as a Provisioning
Application Administrator.

8.2 Configuring Delegation, Proxy, and Task
Settings

This section includes information about:

¢ Section 8.2.1, “Configuring the Delegation and Proxy Service,” on page 189
¢ Section 8.2.2, “Scheduling Synchronization and Cleanup,” on page 191
¢ Section 8.2.3, “Configuring Provisioning Interface Display Settings,” on page 192

8.2.1 Configuring the Delegation and Proxy Service

To configure the Delegation and Proxy Service:

1 Select the Provisioning tab.

2 Select Delegation, Proxy and Tasks from the left navigation menu.

Provisioning Configuration 189



The user interface displays the Delegation, Proxy and Tasks page. To configure the service, you
need to make some changes in the Delegation and Proxy Service Settings box.

Novells Identity Manager sfith e 3l &

Welcome Admin

Identity Self-Service Requests & Approvalks Administration Logout Help

Application Configuration Page Admin Portlet Admin Provisioning Security

o : 5 a
Prowisioning Configuration 3 Delegation, Proxy and Tasks

+ Delegation, Proxy and Tasks

Digital Signature Service Delegation and Proxy Service Settings

Enigiesand:Clust ory fetHngs Delegate view preference: Check the Allow &ll Requests checkbox to display All option in the provisioning resource category
dropdown menu so that a delegate can act as a delegate for ALL available resource categories. Mote: Proxies will always see all

requests, so this does not apply.

Allow All Requests

Assignment Retention: Specify the length of time assignments are retained in the directory after they expire,

Retention time for Delezation assignments (minutes): o
Retention time for Proxy assiznments {minutes): o
Retention time for Availability settings (minutes): o

Email notification templates: Click the lookup icon to change the currently assigned email templates for notification.

Delegation notification template: ,.\ @
Proy natification template: =X
duailability notification template: X

3 Check the Allow All Requests option if you want to display the 4// option in the Resource
Search Criteria drop-down list for the Team Delegate Assignments action. When the A/ option
is available, a delegate assignment can be defined that applies to all resource categories.

4 Define the retention period for delegate, proxy, and availability assignments:

Field Description

Retention time for Delegation assignments Specifies the number of minutes to retain
delegate assignments in the directory after they
have expired. The default is 0, which indicates
that the assignments will be removed after the

expiration time has been reached.

Retention time for Proxy assignments Specifies the number of minutes to retain proxy
assignments in the directory after they have
expired. The default is 0, which indicates that the
assignments will be removed after the expiration

time has been reached.

Retention time for Availability settings Specifies the number of minutes to retain
availability settings in the directory after they
have expired. The default is 0, which indicates
that the assignments will be removed after the

expiration time has been reached.

5 Select the e-mail templates you want to use for delegation, proxy, and availability notifications:
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Field Description

Delegation notification template Specifies the language-independent name for
the template to use for delegation e-mail
notifications. After the template name has been
specified, the notification engine can determine
which language-specific template to use at
runtime.

For details on creating and editing e-mail
templates, see Section 18.4, “Working with E-
Mail Templates,” on page 334.

Proxy notification template Specifies the language-independent name for
the template to use for proxy e-mail notifications.
After the template name has been specified, the
notification engine can determine which
language-specific template to use at runtime.

For details on creating and editing e-mail
templates, see Section 18.4, “Working with E-
Mail Templates,” on page 334.

Availability notification template Specifies the language-independent name for
the template to use for availability e-mail
notifications. After the template name has been
specified, the notification engine can determine
which language-specific template to use at
runtime.

For details on creating and editing e-mail
templates, see Section 18.4, “Working with E-
Mail Templates,” on page 334.

8.2.2 Scheduling Synchronization and Cleanup

To configure the Synchronization and Cleanup Service:

1 Select the Provisioning tab.
2 Select Delegation, Proxy and Tasks from the left navigation menu.

The user interface displays the Delegation, Proxy and Tasks page. To schedule synchronization
and cleanup, you need to make some changes in the Synchronization and Cleanup Service box.

Synchronization and Cleanup Service

Set synchronization time for delegation, proxy and availability settings. Activation interval change will take effect the next time
application starts up.

Synchronization Service Activation Interval (minutes): 0

Set cleanup service to delete assignments and settings that have passed retention time, using one of the following methods.
Activation interval change will take effect the next time application starts up.

® Cleanup Service Activation Interval (minutes): 0

@] Cleanup Date:

Last cleanup performed:
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3 To specify how often you want to activate the synchronization service, type the activation
interval (in minutes) in the Synchronization Service Activation Interval field. The default value
is 0, which means that the service is not activated.

When the synchronization service runs, any modifications (or deletions) made to delegate
assignments are synchronized with the corresponding availability settings for the user.

4 To specify how often you want to activate the cleanup service, select Cleanup Service
Activation Interval, then type the activation interval (in minutes). Alternatively, select Cleanup
Date and use the calendar tool to specify the date when you want to activate the service. The
default value is 0, which means that the service is not activated.

When the cleanup service runs, all obsolete proxy and delegate assignments are removed from
the system.

If the cleanup service has been activated, the Last cleanup performed field indicates when the last
cleanup was performed.

8.2.3 Configuring Provisioning Interface Display Settings

To configure the Provisioning Interface display settings:

1 Select the Provisioning tab.
2 Select Delegation, Proxy and Tasks from the left navigation menu.

The user interface displays the Delegation, Proxy and Tasks page. To schedule synchronization
and cleanup, you need to make some changes in the Provisioning Interface Display Settings
box.

Provisioning Interface Display Settings

Changes to display settings will take effect the next time application starts up.

Default landing page: gethFTaszklist. dofapwale
Maximum number of results returned from a query: 50
Maximum number of results displaved per page: i

3 To change the default landing page, type the URL for another page in the Default Landing Page
field. The default page is shown below:

getAFTaskList.do?apwalLeftNavIitem=JSP MENU TASKS&apwaActionType=use
r

The page you specify must be reference a servlet that is available from the Requests &
Approvals tab. To change the landing page, you can click on the desired page in the left-hand
navigation panel on the Requests & Approval, and then cut and paste the last part of the URL
after the application context (IDMProv) into the Default Landing Page field. For example, to
set the landing page to My Requests, you could paste the following string into the field:
getAFProcessList.do?apwaleftNavIitem=JSP MENU REQUESTS&apwaActionSc
ope=user&apwaNewSearch=true

4 To set the number of rows returned from each query, type the row limit in the Maximum
number of results returned from a query box. The default is 50.

5 To set the number of rows displayed on each page, type the display limit in the Maximum
number of results displayed per page box. The default is 5.
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The Maximum number of results displayed per page values affect the display on several screens
on the Requests & Approvals tab, including My Tasks, My Requests, My Proxy Assignments,

and My Delegate Assignments.

8.3 Configuring the Digital Signature Service

This section provides details on configuring the Digital Signature Service.
To configure the Digital Signature Service:

1 Select the Provisioning tab.
2 Select Digital Signature Service from the left navigation menu.

The user interface displays the Digital Signature Service panel:

Novelle Identity Manager

‘Welcome Admin

Provisioning Configuration | 4

|dentity Self-Service Requests & Approvaks Administration Logaout Help

Application Configuration Page Admin Portlet ddmin Provisioning Security

Digital Signature Service

Delegation, Proxy and Tasks

+ Digital Signature Service [] Enable Digital Signature Suppart

Engine and Cluster Settings Use 3L Signature

Enable Signed Document Previews

Signature Verification Provider: Configure your Signature Verification Provider using the fields below(™ = required field].

Class Mame:* [cam.novell.srvprv.impl. dss. dsvp. CryptoDSVPProvider

Alternative Certificate Subject Virtual
Entity Kew

[0 Certificate Authorization
[0 Enable Revocation Check

[  Enable OCSP Query

Save

3 Perform these steps to configure the Digital Signature Service:

3a

3b
3c

3d

3e

Select the Enable Digital Signature Support check box.

If this check box is not selected, users will see an error message when they try to access
any provisioning resource that requires a digital signature.

Before enabling digital signature support, make sure all of the required JARs are present.
If any of the JARSs are missing, you will see an error message when you select the check
box. For details on which JARs are required for digital signatures, see Section 2.3,
“Digital Signature Configuration,” on page 43.

Select the Use XML Signature check box if you’re using cryptovision.

Optionally select the Enable Signed Document Preview to allow users to preview signed
documents.

Type the name of the class for your digital signature service in the Class Name field.

For details on using cryptovision as your signature verification provider, see http://
www.cryptovision.com/idmdigsig.html.

Optionally specify an entity key in the Alternative Certificate Subject Virtual Entity Key
field. The entity key maps to an entity defined in the data abstraction layer. The entity
provides a calculated attribute that can be used instead of the LDAP common name to
ensure that only authorized users can perform digital signing. In the Designer, you define
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the entity, giving the key any name you like. On the Digital Signature Service
configuration panel, you specify the key for the entity you defined. The alternative subject
is an optional feature that you can use to add an extra layer of protection.

3f Optionally select the Certificate Authorization check box to ensure that the authenticated
user matches the user associated with the selected user certificate. When Certificate
Authorization is enabled, the current user is not permitted to use a certificate on the smart
card (or browser) that has been given to a different user.

3g Optionally select the Enable Revocation Check check box to cause the application to
check the certificate revocation list (CRL) before using a certificate to be sure that it is still
valid. A certificate might be revoked for several reasons. For example, the certificate
authority might determine that a particular certificate was improperly issued.
Alternatively, the certificate might be revoked if the private key for the certificate has been
lost or stolen.

3h Optionally select the Enable OCSP Query check box to perform a query against an Online
Certificate Status Protocol (OCSP) server before using a certificate. OCSP is an
alternative to certificate revocation lists that addresses problems associated with using
CRLs in a public key infrastructure (PKI). The OCSP access point for the server is
specified in the User Application Configuration utility.

4 To view the settings for a previously configured applet, select the applet from the Signature
Applet dropdown list.

signature Applet
Use the dropdown menu below to wiew each digital signature applet settings that are currently configured. Click the Add
or Rernove button to add a new applet or remove the currently selected applet,

Signature Applet E Crvptovision Applet w

Class 1Dt 05 F499 03

Archive MName: SARIE. jar

Context Root: femlsigner

Callback Mame: mvizallback
<object id="signer_id" classid="5classid" height=16 width=14> <param name="code"

Declaration Template: value="com/ crvptovision/safx SAFXE, class"f= <param name="archive" value="Sroot/
Sarchive’s> <param name="mavscript’ value="true"s> «</objects

Imvacation Template: document.signer_id.applet_sign(Sinput,"Scallback")

Callback Function Template: Scallback=function(res){ Sstoreresultires] %

Browesers: E_&_0_ WK

For details on configuring the cryptovision applet, see http://
www.cryptovision.com/idmdigsig.html.

5 Perform these steps to add a new signature applet configuration:
5a Click Add.
The user interface makes the fields in the Signature Applet panel editable.
5b Provide a name for this applet configuration in the Display Name field.
5¢ Specify the class ID for the applet in the Class ID field.
5d Specify the entry of the JAR that contains the applet in the Archive Name field.
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5e

5f
59
5h
5i
5

Specify <context root path> of the Web application that contains the applet archive for the
Context Root. (If the context root points to a different application, always start it with a ““/
” character.)

Specify the callback name in the Callback Name field.

Specify the XML declaration string in the Declaration Template field.
Specify the invocation string in the Invocation Template field.

Specify the callback function in the Callback Function Template field.
Select the browser type (for example, IE 6.0) in the Browser Type select list.

6 Click Save to save your settings.

8.4 Configuring the Workflow Engine and
Cluster Settings

This section provides instructions on configuring the Workflow Engine and on configuring cluster
settings. These settings apply to all engines in the cluster. When any of these settings are changed,
other engines in the cluster will detect these changes in the database and use the new values. The
engines check for changes to these settings at the same rate as specified by the pending process

interval.

The process cache settings and heartbeat settings require a server restart to take effect.

8.4.1 Configuring the Workflow Engine

To configure the Workflow Engine settings:

1 Select the Provisioning tab.

2 Select Engine and Cluster Settings from the left navigation menu.
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The user interface displays the Workflow Configuration Settings page. To configure the engine,
you need to make some changes in the Workflow Engine box.

warkflow Engine

taodify any of the settings below to change the current workflow engine configurationall fields are required

Email Motification {per workflow @ Enable () Disable

enginel:

}I'l.l'm?:ustee;\:rice Activity Timeout 50 {walid range: 1 minute to 7 days)
::;’Dii;:i\fity Timeout {hour, 0 for no 0 (walid range: 0 hour to 365 days)
Completed Process Timeout (dav]: 120 [walid range: 0 day to 365 daws)
Completed Process Cleanup Interval 12

(hour):

Pending Process Interval (second): 30

Retry Queue Interval (minute): 15

Maximum Thread Pool Sze: 20

Minimum Thread Pool Size: 10

Initial Thread Pool Size: b

Thread Keep Alive Time (zecond): 300

Process Cache Load Factar: 0,75 [walid range: 0 to 11

Process Cache Initial Capacity: ¥oa

Process Cache Maximum Capacity: 500

Maximum Engine Shutdown Timeaout
[minutel:

1

3 To change an engine setting, click the target field for the setting and type the new value. The
engine settings are described below:

Engine Setting Description

Email Notification (per workflow Enables or disables e-mail notifications for the entire workflow
engine) engine. Defaults to enabled.

Web Service Activity Timeout Specifies the default Web Service activity timeout in minutes.
(minute) The default is 50 minutes.

User Activity Timeout (hour, 0 for Specifies the default user activity timeout. The default is 0 days,

no timeout) which indicates no timeout.

Completed Process Timeout Specifies the number of days that a completed process state is
(day) kept in the system. The default is 120 days.

Completed Process Cleanup Specifies how often the engine checks for and removes
Interval (hour) completed processes that have been in the system for longer

than the completed process timeout. The default is 12 hours.

Pending Process Interval User activities that are executed on an engine which the process

(second) is not bound to are put into a pending state. This interval
specifies how often to check for pending activities in order to
continue their execution. The default is 30 seconds.
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Engine Setting Description

Retry Queue Interval (minute) Activities that fail because of suspected database connectivity
issues are put on a retry queue. This interval specifies how often
the engine attempts to retry these activities. The default is 15
minutes.

Maximum Thread Pool Size The maximum number of threads that the engine uses to
execute activities. The default is 20.

Minimum Thread Pool Size The minimum number of threads that the engine uses to execute
activities. When a thread is requested and fewer than the
minimum are in the pool, a new thread will be created even if
there are idle threads in the pool. The default is 10.

Initial Thread Pool Size Number of prestarted threads in the pool when it is created. The
default is 5.

Thread Keep Alive Time If the pool is larger than the minimum size, excess threads that

(second) have been idle for more then the keep alive time will be

destroyed. The default is 5 minutes.

Process Cache Load Factor The load factor specifies how full the cache is allowed to get
before increasing its capacity. If the number of entries in the
cache exceeds the product of the load factor multiplied by the
current capacity, then the capacity is increased. The default is
0.75.

Process Cache Initial Capacity = The process cache is backed by a hash map. The capacity is the
number of buckets in the hash map. The initial capacity is the
number of buckets at the time the cache is created. The default
is 700.
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Engine Setting Description

Process Cache Maximum Before adding a process to the cache, if the number of

Capacity processes in the cache equals or exceeds the Process Cache
Maximum Capacity, the cache attempts to remove the oldest
inactive process from the cache. The maximum capacity is a soft
limit, so the number of processes in the cache might exceed the
Process Cache Maximum Capacity if there are no inactive
processes (only active processes) in the cache.

A good value for this setting should be less than product of the
Process Cache Initial Capacity and the Process Cache Load
Factor. This gives the cache a chance to remove older inactive
processes from the cache before having to increase its capacity.

Take the following example:

Process Cache Initial Capacity = 700;
Process Cache Load Factor =.75;
Process Cache Maximum Capacity = 500;
Number of processes in cache = 500;

In this case, the number of processes in the cache that will
trigger the cache to grow its capacity and perform a rehash
would be 525, because the Initial capacity multiplied by the load
factor is equal to 525.

In this example, when there are 500 processes in the cache, the
cache is approaching the point where it must increase its size
and perform a rehash, which is at 525 processes. When another
process is added to the cache, the engine attempts to remove
the least recently used inactive process instead of letting the
cache get closer to 525 processes.

The default is 500.

Maximum Engine Shutdown The engine attempts to shutdown gracefully. When shutting

Timeout (minute) down it stops queuing new activities for execution and attempts
to complete any activities already queued. This timeout specifies
the maximum time that the engine waits for all queued activities
and threads executing activities to complete. If this time is
exceeded, the engine halts processing of queued activities and
attempts to stop all threads executing activities. The default is 1
minute.

8.4.2 Configuring the Workflow Cluster

To configure the Workflow Cluster settings:

1 Select the Provisioning tab.

2 Select Engine and Cluster Settings from the left navigation menu.
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The user interface displays the Workflow Configuration Settings page. To configure cluster
settings, you need to make some changes in the Workflow Cluster box.

Wik flowe Cluster

todify any of the settings below to change the current cluster configuration. Review the list of each waorkflow engine in
the cluster for engine ID and engine stateall fields are required

Heartbeat Interval (second, minimum
&0):

&0

Heartbeat Factaor (minimum 2): 2
Engine ID{Read Only) Engine State{Read Only)
EMGINE Running

3 To change a cluster setting, click the target field for the setting and type the new value. The
cluster settings are described below:

Cluster Setting Description

Heartbeat Interval (second, minimum 60) Specifies the interval at which the workflow
engine’s heartbeat is updated.

When the workflow engine starts up, it detects if
its engine ID is already being used by another
node in the cluster and refuses to start if the ID is
in use. The User Application database maintains
a list of engine IDs and engine states. If an
engine crashes and is restarted, its last state in
the database indicates that it is still running. The
workflow engine therefore uses a heartbeat
timer, which writes heartbeats at the specified
interval, to determine if an engine with its ID is
still running in the cluster. If it's already running, it
refuses to start.

The minimum value for the heartbeat interval is
60 seconds.

Heartbeat Factor (minimum 2) Specifies the factor that is multiplied with the
hearbeat interval to arrive at the heartbeat
timeout.

The timeout is the maximum elapsed time
permitted between heartbeats before an engine
will be considered timed out.

The minimum value for the heartbeat factor is 2.
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Security Configuration

This section describes how to use the Security page on the Administration tab of the Identity
Manager User Application. Topics include:

¢ Section 9.1, “About Security Configuration,” on page 201
¢ Section 9.2, “Assigning the User Application Administrator,” on page 202

¢ Section 9.3, “Assigning the Provisioning Administrator,” on page 203

For general information about accessing and working with the Administration tab, see Chapter 4,
“Using the Administration Tab,” on page 83.

9.1 About Security Configuration

The Identity Manager 3.5 User Application assigns administrative tasks to Provisioning Application
Administrators and User Application Administrators.

Table 9-1 Types of Administrator

This Role Can Perform

User Application Administrator Application administration tasks, in the Administration tab in
the User Application.

Provisioning Application Administrator Provisioning workflow management tasks, in the Requests
and Approvals tab in the User Application.

You can assign these roles at installation and on the Security page on the Administration tab of the
Identity Manager User Application. After you start the JBoss Application Server the first time after
installation, you cannot change these assignments with the configupdate utility.

9.1.1 The User Application Administrator

The User Application Administrator performs administrative tasks for the Identity Manager User
Application, using the Administration panel of the Identity Manager User Application. The User
Application Administrator does not have provisioning administration rights, and is considered an
ordinary user while using the Requests and Approvals panel. There can be more than one User
Application Administrator.

One user must be assigned to the User Application Administrator role at installation. The User
Application Administrator created during installation (also known as the locksmith user) can
administer everything in the User Application including the Provisioning system and can designate
other users as User Application Administrators or Provisioning Application Administrators.

A user who is to be a User Application Administrator should typically be located under the user root
container specified in the User Application’s LDAP configuration. This enables the user to log in
simply by username (instead of requiring the fully distinguished name each time).
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The user who is a User Application Administrator does not need special directory rights because this
role controls application-level access.

NOTE: If necessary, a User Application Administrator can assign permission for one or more end
users to see and access specific pages on the Administration tab. These permissions are assigned by
using the Page Admin page on the Administration tab. (For details, see Chapter 6, “Page
Administration,” on page 139.)

9.1.2 The Provisioning Application Administrator

The Provisioning Application Administrator administers the Provisioning system and not the User
Application. The Provisioning Application Administrator has rights and permissions for all
functions (is essentially a “superuser”) within the Requests and Approvals panel.

A Provisioning Application Administrator is assigned at installation. Create them as soon as
possible after installation to keep your system secure. If there is no Provisioning Application
Administrator, every logged-in user is treated as a Provisioning Application Administrator. This is
not secure.

A Provisioning Application Administrator can assign other users to be Provisioning Application
Administrators. However, he must be a User Application Administrator in order to get access to the
provisioning administrator assignment page in the administration console.

You might prefer to locate a user who is to be a Provisioning Application Administrator under the
user root container specified in the User Application’s LDAP configuration. This location enables
the user to log in simply by username (instead of requiring the fully distinguished name each time).

9.2 Assigning the User Application
Administrator

When assigning User Application Administrators, you can specify users.

1 Go to the Security page:

Wielcome Admin

Application Configuration Page Admin Portiet Adrmin Provisioning Security
Administrator Assignment # User Application Administrator Assignmernt
Provisioning Admin Assignment Flease selectthe users to he User Application Adrministratar

» User App Admin Assignment Search for: Current Assignimerts:

| v | Users selected
ch=admin,ousidmsample,o=novell
Starts with:

Go

Results

|[en=ablake ou=users ou=idmsample,o=navell = |

2 Under Administrator Assignment, select User App Admin Assignment.

3 Specify values for the following search settings:
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Setting What to Do

Search for Select one of the following from the drop-down menu:
¢ Users
Starts with If you want to:

+ Find all available objects of your specified type (user), then make
this setting blank.

+ Find a subset of those objects, then enter the starting characters
of the CN values you want. (Case is not considered. Wildcards
are not supported.)

4 Click Go.
The results of your search appear in the Results list.

5 Select the users you want to assign as User Application Administrators, then click Add (>).
Hold down the Ctrl key to make multiple selections.

6 Click Save.

To unassign User Application Administrators:

1 In the Current Assignments list, select the users you want to unassign as User Application
Administrators, then click Remove (<).

Hold down the Control key to make multiple selections.
2 Click Save.

You cannot delete yourself as User Application Administrator. This is a safeguard to ensure that the
User Application always has at least one User Application Administrator.

9.3 Assigning the Provisioning Administrator

When assigning Provisioning Administrators, you can specify users, groups, or containers.

1 Go to the Security Page.

2 Under Administrator Assignment, select Provisioning Admin Assignment.

Welcome Admin

Application Configuration Fage Admin FPortlet Admin Frovisioning Security

Administrator Assignment A Provisioning Administrator Assi

» Provisioning Adrin Assignment| | Please selectthe users, groups and containers o be Provisioning Administrator

User App Admin Assignment Searchfor: Current Assignments:
Users v Containers selected
|
Z ) no containers selected
Starts with: Grotps selectad
no groups selected
3 Ga |Users selected

ch=adrmin ou=idrmsample,o=novell

Results (Displaying 1 to 12
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3 Search for the users, groups, or containers you want to assign. Specify values for the following
search settings:

Setting What to Do
Search for Select one of the following from the drop-down
menu:
+ Users
+ Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified
type (user, group, or container), then make
this setting blank.

+ Find a subset of those objects, then enter
the starting characters of the CN values
you want. (Case is not considered.
Wildcards are not supported.)

For example, searching for groups that
start with S would narrow your search
results to something like this:
cn=Sales, ou=groups, 0=MyOrg
cn=Service,ou=groups, o=MyOrg
cn=Shipping, ou=groups, o=MyOrg
Searching for groups that start with se

would return:
cn=Service,ou=groups, o=MyOrg

4 Click Go. The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign as Provisioning Administrators, then
click Add (>).

Hold down the Ctrl key to make multiple selections.
6 Click Save.

To unassign Provisioning Application Administrators:

1 In the Current Assignments list, select the users, groups, or containers you want to unassign as
User Application Administrators, then click Remove (<).

Hold down the Control key to make multiple selections.
2 Click Save.

If you delete Provisioning Application Administrators, keep at least one. One is necessary to protect
the security of your system. If you attempt to remove the last Provisioning Application
Administrator, you receive an alert.
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Portlet Reference

These sections describe how to configure the identity and system portlets used in the Identity

Manager user interface:

*

*

*

*

*

*

Chapter 10, “About Portlets,” on page 207

Chapter 11, “Create Portlet Reference,” on page 211
Chapter 12, “Detail Portlet Reference,” on page 219
Chapter 14, “Resource Request Portlet,” on page 263
Chapter 13, “Org Chart Portlet Reference,” on page 235
Chapter 15, “Search List Portlet Reference,” on page 265
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About Portlets

This section provides information about the portlets you can use in the Identity Manager User
Application. Topics include:

¢ Section 10.1, “Accessory Portlets,” on page 207

¢ Section 10.2, “Admin Portlets,” on page 207

¢ Section 10.3, “Identity portlets,” on page 208

¢ Section 10.4, “System Components,” on page 210

For more information about managing portlets, see Chapter 7, “Portlet Administration,” on
page 173.

Many of the portlets include preferences that enable you to customize the portlet’s behavior or
appearance. You localize the preferences by clicking the Detail link in the Content Preferences page.
As a general guideline, if the preference value is a free-form text input field, do not localize it unless
the value is a message displayed in the user interface. You can; however, localize the preference
name and description. Localizing a preference value, that is not a message, can cause the portlet to
malfunction.

10.1 Accessory Portlets

Accessory portlets provide a diverse set of functions that you can add to your Identity Manager User
Application. Accessory portlets provide e-mail, file system, and other functions. For more
information, see the Identity Manager Accessory Portlet Reference Guide.

10.2 Admin Portlets

The portlets in the Admin category are used to control the layout and contents of the user interface.

IMPORTANT: You should not use or modify these portlets. They provide framework services to
the User Application.

Table 10-1 describes Admin portlets.

Table 10-1 Admin Portlets

Portlet Name Description
Header Portlet Displays the header information and top-level tab controls for the user
interface.

There are no preferences for this portlet.
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Portlet Name Description

Shared Page Navigation Displays a menu containing the Identity Manager User Application
shared pages.

Preferences define what is displayed and how it is displayed.

See Section 10.2.1, “Shared Page Navigation Portlet,” on page 208.

10.2.1 Shared Page Navigation Portlet

The Shared Page Navigation portlet generates links to the Identity Manager User Application’s
shared pages. Preference settings define the shared page links that are displayed. Table 10-2 on
page 208 describes the preferences for the Shared Page Navigation portlet.

Table 10-2 Shared Page Navigation Portlet: Preferences

Preference What to Specify

sharedpages-sorting The order in which the shared pages are displayed within a
category: Ascending/Descending.

sharedpages-sortmode How to sort the shared pages: Alphabetical or Priority.
sharedpages-category Specify one or more of the shared pages categories.

The category name displays as a header with all of the shared
pages in that category displayed as links. If a category does not
contain any shared pages, then it does not display. If the shared
page is not in a category, then it displays as uncategorized.

guest-category Specify a category whose portlets you want to display in the portal
landing page. It must be a pre-existing category and the pages
contained in this category must not have any ACL read
constraints.

10.3 Identity portlets

The Identity portlets are used by the Identity Self-Service tab of the Identity Manager User
Application. Table 10-3 on page 208 lists the Identity portlets.

Table 10-3 Identity Portlets

Portlet Name Description

Associations Report Shows the DirXML-Associations attributes for the logged on user. This attribute
maps a user to an external application. There are no preferences for this
portlet.

Create Provides a wizard-based interface that enables users to create objects in the
Identity Vault.

See Chapter 11, “Create Portlet Reference,” on page 211.
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Portlet Name

Description

Detail

Org Chart

Resource Request

Search List

Lets users display and manipulate an entity’s attribute data.
See Chapter 12, “Detail Portlet Reference,” on page 219.

Lets users view and browse the hierarchical relationships between objects in
the Identity Vault.

See Chapter 13, “Org Chart Portlet Reference,” on page 235.

Lets you provide access to resource requests to anonymous or guest users.
You must create a new shared page for this portlet and ensure that the page is
available to guest or anonymous users. See Chapter 14, “Resource Request
Portlet,” on page 263.

Allows users to search for objects in the Identity Vault.

See Chapter 15, “Search List Portlet Reference,” on page 265.

At runtime, the identity portlets might also call the ContainerLookup portlet or the ParamLookup
portlet depending on user interaction. The ContainerLookup portlet is launched by the identity
portlets when the user performs a lookup on a container object, and the ParamLookup portlet is
launched when the user performs a lookup on an attribute. Users launch these portlets by clicking
the Lookup button. These portlets have a similar runtime appearance.

Figure 10-1 Sample ParamLookup Portlet

Ohject Lookupg

Search object list: (example: 8%, Lar®, D, *n

| -F-irs.t“N.éme 'v |

| ™% Search

These portlets are also referred to as object selectors, and their contents are defined by the
DNLookup definition in the directory abstraction layer. There are no preferences for these portlets,
and you cannot add them to a page. The only time you might modify them is when you allow guest
access to the identity portlets. The modifications that you need to make for guest access are
described in each identity portlet reference section.
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10.4 System Components

The system portlets provide services to the Identity Manager User Application.

IMPORTANT: You should not use or modify portlets in this category.

Table 10-4 on page 210 lists the system portlets.

Table 10-4 System Portlets

Portlet Name Description

Portal Page Controller Displays the shared page that the user has currently selected via the
Shared Page Navigation portlet.

There are no preferences for this portlet.
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Create Portlet Reference

This section describes how to use the Create portlet in your Identity Manager User Application.
Topics include:

¢ Section 11.1, “About the Create portlet,” on page 211

¢ Section 11.2, “Configuring the Create Portlet,” on page 213

¢ Section 11.3, “Setting Preferences,” on page 215

¢ Section 11.4, “Configuring the Create Portlet for Self-Registration,” on page 216

11.1 About the Create portlet

The Create portlet provides an easy-to-use wizard that allows users to create Identity Vault objects
of different types. Portlet preferences control the following:

+ The types of objects that the user can create.

¢ The attributes that the user can supply.
You can also configure the portlet to allow guest users to self-register.

The default configuration of the Create portlet (accessed via the Create User or Group action of the
Identity Manager User Application) allows users to create a User or a Group. This portlet is
restricted, by default, to the User Application Administrator. The following example shows how the
default Create portlet wizard prompts the user to:

¢ Select the type of object to create:

I Creale User or Group - Mozilla Firelox
B Bk vew Go fockmals Took  peb

$a - .g; \-";\ " portalferyDel s ageiirestelsartvirog »| O |ICL

HNovells Identity Manager

Wertity Self-Service Requests & Appronk Admintstration Logout  Helo

Object type: Uzer (&

(™

+ Populate the object’s attributes:
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) Create User or Group - Mozilla Firefox

RALANA e ety Sef-Sarvice Fioquests & Appronks Administration: Logout  Hebo
Information Minsgamant Y
Crmate T
Uzer - Set Attributes
- ndicates requinsd.
Directory Search
Pasrword Managamant a Ldies
Prrrword Chalenge Responze Firtt Name:* m
Pazsword Hint Chings
Change Passwnrd Last Mame: 3]
Prarward Paticy Statia —
Pz 3 Sy
[ 2 =
+ Crmate v oe Group
Ragion: =
Emait =
e TEEE
Telephane Number 23]
-
Uach
o

Contitue

+ Prompt for a password, when required by the object type:

) Create User or Group - Mozilla Firefox

Be ER vew Go fockmaks Took  bel

@-5-B0R> s
HNovells Identity Manager

Pasword Hint Change

RALANA e ety SelfService Paqussts & Appronks Administratien Lowvin el
Information Management
a Cimate T
Organization Chart
hessciutions Rapert e
My Profile
Directory Search Pz pword:™
Pasywned Managemant £ Confirm Password:”
Pussword Chaenge Respenze -
Bach

Changs Pasramrd

Prsrwnrd Patiey Statin

Directory Munagenant #
* Comate Lher on Group

Contirue

If a password policy is assigned, the portlet displays any custom policy messages.

¢ Provide an informational message when the object is successfully created. The message
contains a link to the Detail portlet for that object for further editing (assuming the Detail
portlet is likewise configured).
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11.2 Configuring the Create Portlet

Follow the steps in Table 11-1 on page 213 to configure the Create portlet.

Table 11-1 Steps to Configure the Create Portlet

Step

Task

Description

1

Decide if the default Create User or
Group feature meets your needs.

Define the types of objects that you
want to allow users to create.

Determine how you want users to
access this new portlet.

Specify the users that have access to
the page and the portlet instance.

Set preferences for the portlet.

Test.

Establish the proper effective rights in
eDirectory™ for your users.

If it does, then you do not need to take any further
action; otherwise complete the remaining steps.

Add the objects and attributes to the directory
abstraction layer.

For more information, see Section 1.2.2, “Directory
Abstraction Layer,” on page 24.

Do you want users to launch this portlet from an
existing or a new page? Which users can access the
portlet and the page?

For more information about pages, see Chapter 6,
“Page Administration,” on page 139.

Edit the page security and add the users to the list.
For more information on restricting user access to
pages, see Chapter 6, “Page Administration,” on
page 139.

Edit the portlet instance to change security. For more
information on restricting user access to portlets, see
Chapter 7, “Portlet Administration,” on page 173.

Do you want anonymous users to access this portlet?
For more information on setting up the Create portlet
specifically for anonymous access, see Section 11.4,
“Configuring the Create Portlet for Self-Registration,”
on page 216.

Preferences let you define:

+ Which objects users can create.

+ Which attributes to supply during the create.

For more information, see Section 11.3, “Setting
Preferences,” on page 215.

Verify that the objects are created and that the
attributes are populated properly.

Make sure the users have sufficient rights to create
the object.

11.2.1 Directory Abstraction Layer Setup

Objects that can be created and attributes that can be populated by users of the Create portlet must be
defined in the directory abstraction layer, as described in Table 11-2 on page 214.
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Table 11-2 Settings for the Directory Abstraction Layer

Definition Type Property Value
entity create Selected.
view Selected.

If it is not selected, the entity does not display in the list of
entities that can be created.

Create Container for Create: Specify a valid Identity Vault
container. If you do not assign a container, the user is
prompted to select one. The user is allowed to select any
container beginning with the root container specified
during the User Application installation. For anonymous
users, it is recommended that you specify a Container for
Create. If you do not, then you must also modify the
security setting for the ContainerLookupPortlet, as
described in Section 11.4, “Configuring the Create Portlet
for Self-Registration,” on page 216.

Create naming attribute: Specify the entity’s naming
attribute. This shows up in the Create portlet as the
Object ID. You can specify different text to display by
using the Create naming label.

NOTE: Because the naming attribute is defined in this
way, you do not need to add it to the directory abstraction
layer as a separate attribute.

Password Management:  Selected, if the entity type requires a password on create.

Password Required When
Entity is Created If the Create portlet is configured to create users and you

want to assign the users to an iManager password policy,
then you must also assign this container to the same
iManager password policy. This ensures that users
created in the User Application are automatically
assigned to the default iManager password policy.

By default, anyone who has access to the Create Users
and Groups action and has Trustee rights to the OU can
create users and assign the initial password. When the
new user first logs in, he or she is redirected to the
Change Password page to modify the initial password.
You can change the default behavior via the Expire
password on initial login preference.

For more information on this preference, see
Section 11.3, “Setting Preferences,” on page 215.

For more information on the Change Password page,
Section 5.3.1, “About Password Management Features,”

on page 121.
attribute enabled Selected.
viewable If enabled or viewable are not selected (false), the

attribute cannot be used by the portlet.
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For more information on setting up the abstraction layer, see Section 1.2.2, “Directory Abstraction

Layer,” on page 24.

11.3 Setting Preferences

Preferences allow you to configure the types of objects and the attributes that users are prompted for.
There are two types of preferences: general and complex. The general preferences are described in
Table 11-3 on page 215 followed by the complex preferences in Table 11-4 on page 215.

Table 11-3 Create Portlet: General Preferences

Preference

Description

Detail Portlet Name

Custom Class Name

Expire password on initial login

Display password with attributes

Create Virtual Entity complex
preference

Specify the instance of the Detail Portlet to display when the
user clicks the Object Created link after the object is
successfully created. It defaults to the standard DetailPortlet.
See Section 12.6, “Setting up Detail for Anonymous Access,”
on page 233.

Specify the name of the class for processing create events. The
default is
com.novell.srvprv.impl.portlet.create.CreateCustomEventDefau
ItHandler.

Specify whether to expire the newly created user’s password
on initial login (True), or whether to default to the Identity Vault's
password policy GraceLogin setting.

Specify whether to display the password on the same page as
the other attributes (True) or on its own page (false).

Click View/Edit Custom Preference to access the Entity and
Attribute definitions for the create portlet. The preferences are
described in Table 11-4 on page 215.

Table 11-4 Create Portlet: Complex Preferences

Preference Description

Entity Definition The name of the object type to create. This represents the beginning of an
entity definition block where you define how the portlet handles the create

operation.

Objects listed in the complex preferences are displayed to the user in a drop-
down list. To restrict the objects that users can create, remove objects from
this preference sheet with the delete button. To add other entities, click Add
Entity Definition and complete the wizard.
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Preference Description

Attributes Controls the attributes that the user is prompted to populate. You must
include all of the object’s required attributes; otherwise, the actual create of
the object will fail. In addition, the preferences do not save properly if a
required attribute is missing.

To add or remove an attribute:

+ Click the Modify Attributes button.

+ To add an attribute, select it (from the list of Available attributes). You
can multi-select attributes by using the Ctrl or Shift keys.

+ Click the arrow to move the attribute to the Selected list. Do the reverse
to remove an attribute.

+ To reorder the attributes list, click the up and down arrows to the right of
the Selected list. Click Submit.
Attributes and data types:

The attribute’s data type affects the way it is displayed. For example, if an
attribute is defined as a Local or Global list subtype, then it displays in a list
box.

NOTE: The create portlet automatically prompts for an object ID. (The label
displays as the entity type and appends the string ID, for example, user ID or
Group ID.) The object ID is the naming attribute for the object. for the object.
You do not have to add the CN as an attribute.

For more information, see the Novel Identity Manager 3.5 User Application:
Design Guide.

Completing the Preferences Panel

To verify that you submitted valid entries, click Submit. If an entry is invalid, an error message is
displayed at the top of the preferences page. Click Return to List View when you are able to click
Submit and no errors occur. You must click Save Preferences when you return to List View.

11.4 Configuring the Create Portlet for Self-
Registration

You can configure the Create portlet so that guest users are able to self-register. Enabling
anonymous access to the create portlet is a two-step process. First, configure a Create portlet
instance for anonymous use, then create a shared page to host the new portlet instance. You have the
option to force the newly registered user to log in or to allow anonymous access to other identity
self-service features. To create a portlet instance:

1 Go to the Portlet Admin page.

2 Register and name a new instance of the CreatePortlet, for example, Self Registration.

3 Select the new portlet instance, then click Settings.
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4 Set Require Authentication to false, then click Save Settings.

5 Select Preferences and modify the preferences as needed.

For example, you could specify a DetailPortlet that supports anonymous access, or you could
limit the set of attributes displayed by the default instance. (The changes you make to the
default instance are reflected in other parts of the User Application that use that instance.)

TIP: If you do specify the default DetailPortlet, the user is forced to log in when viewing the
detail of the newly created object. For details, see Section 11.4.1, “Guest Access Required
Settings,” on page 217

To create a shared page:

1

Go to the Page Admin tab.

2 Create a new page.

Under A4ssign Categories, select Guest Pages. You can select other categories if you also want
logged-in users to see this.

Click Save Page.
Click Select Content, add the new instance to the page, then click Save Contents.

Click Assign Permissions and make sure that View Permissions Set to Admin Only is
unselected.

Save the page.

11.4.1 Guest Access Required Settings

Other required settings include:

¢ Create container: Every entity requires a create container. You can define a default create

container for each entity type in the directory abstraction layer, or you can allow the user to
select one. When you specify a default create container for the entity type, the user is never
prompted for the container. When you do not specify a default, the user must select one. To
allow anonymous users access to the selection list, you must change the
ContainerLookupPortlet setting Require Authentication to false. For more information about
the default Create container, see the section on the directory abstraction layer editor in the
Identity Manager 3.5 User Application: Design Guide.

Identity Vault Rights: The user is initially the guest user. When he or she self-registers, the User
Application writes an object to the create container. To create a user object, the guest user must
have create [Entry rights] in the container where new users are created. This could be inherited
or restricted by using an inherited rights filter. The guest user must also have Write rights to the
attribute(s) that they are allowed to create.

DNLookup controls: If the user is required to provide a value for an attribute defined as a
control type of DNLookup, you need to change the ParamlistPortlet setting Requires
authentication to false.

Detail portlet: When the object is successfully created, the portlet displays a link to the object
displayed, via the Detail portlet. The default Detail portlet requires authentication so that users
are forced to log in with the new identity credentials before they are able to view the detail. You
can create a separate instance of the detail portlet for anonymous login, or you can modify the
default detail portlet so that Requires authentication is set to false. See Section 12.6, “Setting
up Detail for Anonymous Access,” on page 233.
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¢ Passwords: If you allow an anonymous user to create an entity that requires a password, you
must ensure that the anonymous account has the rights to create a password.
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Detail Portlet Reference

This section describes the Detail portlet, which lets users display and manipulate an entity’s attribute
data. The detail portlet is the basis for the My Profile action in the Identity Manager User
Application’s Identity Self-Service tab. Topics include:

¢ Section 12.1, “About the Detail portlet,” on page 219

¢ Section 12.2, “Prerequisites,” on page 228

*

Section 12.3, “Launching Detail from Other Portlets,” on page 229

*

Section 12.4, “Using Detail on a Page,” on page 230
¢ Section 12.5, “Setting Preferences,” on page 230

*

Section 12.6, “Setting up Detail for Anonymous Access,” on page 233

12.1 About the Detail portlet

The Detail portlet provides users with a detailed view of an entity’s attributes and their values. The
portlet has two modes: display and edit. When accessing the Detail portlet, users can take advantage
of its built-in capabilities to work with this information, including:

¢ Section 12.1.1, “Displaying Entity Data,” on page 219

¢ Section 12.1.2, “Editing Entity Data,” on page 223

¢ Section 12.1.3, “E-Mailing Entity Data,” on page 225 (display mode only)

*

Section 12.1.4, “Linking to an organization chart,” on page 226 (display mode only)
¢ Section 12.1.5, “Linking to Details of Other Entities,” on page 226 (display mode only)

*

Section 12.1.6, “Printing Entity Data,” on page 227 (display mode only)

*

Section 12.1.7, “Setting Preferred Locale,” on page 228 (display mode only)

12.1.1 Displaying Entity Data
When accessed, the Detail portlet displays attribute data about a selected entity, such as a user or

group. For example, Figure 12-1 displays what the Detail portlet might display when user Bill
Brown selects the My Profile action.
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Figure 12-1 Sample MyProfile Data

ldentity Self-Service Requests & Appraovals Logout Help

Detail T E _ O

v4 Edit “rour Information
Bill Brown

ESEnd Identity Info
B Display Qrganization Chart

@ Edit Preferred Locale

First Mame: Eill

Last Mame: Eroun

Title: System Administrator
Region: Mortheast

Email: testitnovell, com
Manager: Terry Mellon
Telephone Mumber: (55R) BEE-1225

User images. By default, the Detail portlet is configured to include the User Photo attribute.
However, if your Identity Vault does not include this attribute or it is not populated, a default image
is displayed at runtime. If you store your user images in a different location, you can configure the
portlet to display them from that location instead.

For more information, see “Dynamically loading images.” on page 223.

Determining Which Attributes Display
The Detail portlet (display mode) displays the attributes that
¢ Your directory abstraction layer data definitions make available for viewing.
For more information on directory abstraction layer configuration, see Section 1.2.2,
“Directory Abstraction Layer,” on page 24.
* Are specified in the Attributes to display in view mode preference.

To learn about specifying which attributes display in the Detail portlet, see Section 12.5,
“Setting Preferences,” on page 230.

¢ The current user has rights to view.

For instance, managers with rights to the salary attribute will see that data, but other users
won’t.

For more information, see Section 12.2.2, “Assigning rights to entities,” on page 229.

¢ Are currently populated with a value.

Determining How Attributes Display

When displaying attributes, Detail formats the data as text, with some exceptions. Exceptions are
listed in Table 12-1 on page 221.
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Table 12-1 Detail Portlet: Attributes That Do Not Display As Text

Format Specification in Directory Abstraction

Layer Definition How It Displays

Format: email As a mail-to link

Format: As an icon that initiates a chat and adds that user
¢ groupwise-im
+ aol-im
* yahoo-im

Data type: Binary As the image

Format: image

Data type: Boolean As disabled radio buttons indicating true or false

The buttons display without indicating a default value
because the attribute is not actually created for the user
until a value is specified.

Multivalue: Selected A comma-separated list
Control type: DNLookup As a link

In the example above, a link (Terry Mellon) displays to
access the Detail data of Bill Brown’s manager.

Control type: As the display-label rather than the actual (key) value

* Local List For example, the EmployeeType attribute displays Full
+ Global List Time instead of the actual value ft.

Determining What the Heading Area Displays
You can lay out the heading area of the Detail portlet using standard HTML features.

Figure 12-2 Detail Portlet: Heading Area

& Edit vour Information
Bill Brown

{ESend |dentity Info
e Dizplay Organization Chart

@ Edit Preferred Locale

The Detail preferences provide an HTML Layout Editor that you can use to create the look and
content you want:
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Using the HTML Layout Editor

The HTML Layout Editor provides the typical features of an HTML editor for defining text
formatting and lists, and for specifying anchors, images, and so on.

Keywords. When designing your layout, you can use the Keywords drop-down list to insert
variables within the heading area of the Detail portlet to be replaced at runtime with specific
attribute values. You can also type them using this syntax:

S[[keyword] ]
Where keyword is the value of an attribute such as LastName.

You can concatenate attributes using this syntax:
S[[keywordt+keyword] ]

For example:
S [ [FirstName+LastName] ]

You can concatenate as many attributes as you want and can also include quoted strings like this:
S[[keyword+”sample text”+keyword]]

This renders the values of the keywords and the quoted text.

NOTE: When manually typing a keyword placeholder instead of selecting it from the dropdown
list, make sure that it does not contain HTML formatting. It is recommended that you use the View
Source mode for manual entry of keywords. When. a keyword is mistyped in a layout, it is rendered
as-is at runtime (including the $[[]]).
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Dynamically loading images. To display images that are stored in your Identity Vault (such as user
photos), you can add the attribute name using the HTML Layout Editor. For example, adding the
User Photo attribute displays the user’s photo. If you store images outside the Identity Vault, you’ll
need to use the IMG: tag (from the View Source mode of the HTML Editor) as follows:

1 Go to the portlet’s preferences and access the HTML Editor.
2 Click View Source.

3 Use the IMG: tag to combine a location, an attribute key, and a file extension using a syntax
like this:

$S[[IMG:”URL” + attribute-key-name + ”fileextension”]]

The following example shows the syntax you would use if you stored employee photos as JPG
images by Last Name in the /images subdirectory of your application server:

S[[IMG:"http://myhost:8080/images/"+LastName+".jpg"]]
At runtime, the portlet concatenates the URL with the LastName attribute and the file extension.jpg.

The HTML Editor supports a flexible syntax. It supports any combination of text and attributes so
that the syntax is

S[[IMG:”some text” + attribute-key-name + ...]]

12.1.2 Editing Entity Data

The Detail portlet automatically provides an Edit link (such as Edit Your Information or Edit User)
to switch from display mode to edit mode. This enables users with appropriate rights for the current
entity to change its attribute values and save those changes.

For example, here’s what Detail might display when user Bill Brown (who has the necessary rights)
edits his own information:
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Figure 12-3 MyProfile Edit Mode
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NOTE: For Boolean attributes, when both radio buttons are unselected it means that the attribute
does not exist for the user. Selecting true or false creates the attribute for the user and also sets its
value.

Determining Which Attributes Display

In edit mode, you can specify the attributes to display and their display order by using the Detail
portlet’s Attributes to display in edit mode preference. In addition, the Detail portlet displays only
attributes that

¢ Are defined as viewable in the directory abstraction layer data definitions.

For more information on data definitions, see Section 1.2.2, “Directory Abstraction Layer,” on
page 24.

¢ The current user has rights to view.

For instance, managers with rights to the salary attribute will see that data, but other users
won’t.

For more information, see Section 12.2.2, “Assigning rights to entities,” on page 229.
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Determining How Attributes Display

In edit mode, Detail formats each editable attribute as a text box, except in the following cases:

Table 12-2 Detail Portlet: Recognizing Non-Text-Box Editable Attributes

Attribute Type Specification (in directory

abstraction layer) How It Displays

Data type: Binary As a button and link to the Entity Image Upload portlet for

viewing, updating, or adding the image
Format: image

Data type: Boolean As radio buttons indicating true or false
hide: Selected As radio buttons labeled Hide and Display
multivalue=Selected As a set of controls for editing, adding, and removing

attribute values

Control type: DNLookup As a button to launch the Param List portlet for searching
and selecting a DN

Control type: As a drop-down list (allowing multiple selections if
applicable)
* Local list
+ Global list

Attributes that can’t be edited (either by definition or because of inadequate user rights) display as
disabled or read only.

Validating Changes

During editing, data validation is automatically performed for the following attribute type
specifications:

¢ Format: email

¢ Data type: Integer

¢ Control type: Range
When using a control type of local or global list, it is possible for the displayed list to include values

that are outside of an attribute’s specified bounds. However, such values are flagged as out-of-range,
and validation prevents them from being submitted.

12.1.3 E-Mailing Entity Data

The Detail portlet automatically provides a link named Send Identity Info. Users can click it to e-
mail the URL of the current entity’s Detail to one or more other users. By e-mailing the Detail URL
rather than the actual information, security is maintained because anyone receiving the URL will
need appropriate authority to use it.
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12.1.4 Linking to an organization chart

The Detail portlet automatically provides a link named Display Organization Chart. Users can click
it to display the Org Chart portlet for the current entity.

For example, if you’re viewing Detail for user Bill Brown, clicking this link displays:

Figure 12-4 My Profile: Linking to Org Chart

Org Chart ?7&8& _ M
“\Lookup

+ ||aE | =

Bill Brown
System Administrator

o.[=.]8

You can suppress automatic linking to the Org Chart by setting Detail’s Enable org chart display
preference to false. See Section 12.5, “Setting Preferences,” on page 230.

12.1.5 Linking to Details of Other Entities

When configuring the Detail portlet, you might want to enable users to link to related entities from
the current one. You can do that by including attributes that are defined with the control type
DNLookup (in your directory abstraction layer).

When the Manager attribute is displayed in a user’s Detail, it appears as a link. Clicking that link
displays Detail for the Manager.
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Figure 12-5 Linking to Other Entities from My Profile

©3 http://flocalhost: B0B0 - Detail - Mozilla Firefox

Detail ? 53 _ M
/ Edit: User
'@Send Identity Info
& Dizplay Organization Chart
First Mame: Terry
Last Mame: Fhellon
Title: WP, Information Systems
Region: Mortheast
Email: test@novel.com
Manager: Chip Mano
Telephone Mumber: [555) REE-1222
Dane

For more information on the directory abstraction layer, see Section 1.2.2, “Directory Abstraction
Layer,” on page 24.

To learn about specifying which attributes display in the Detail portlet, see Section 12.5, “Setting
Preferences,” on page 230.

12.1.6 Printing Entity Data

By default, the display settings for the Detail portlet enable the Print option on the portlet’s title bar.
If you keep Print enabled, users can click it to display a printer-friendly version of the Detail
content.

To change this or other settings for the Detail portlet, use the Administration tab to update the Portlet
Registration for DetailPortlet (on the Portlet Administration page).

For more information, see Chapter 7, “Portlet Administration,” on page 173.
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12.1.7 Setting Preferred Locale

The Detail portlet automatically provides a link named Edit Preferred Locale. It appears for an
administrator or for a user editing their own information. Users can click it to display the settings,
and they can use the dialog to change it. Changes to the preferred locale require that the user logout
and log back in for the proper locale to display, otherwise, inconsistent locales can be displayed. For
example, if you are viewing Detail for user Bill Brown, clicking this link displays:

Figure 12-6 Sample Edit Preferred Locale Dialog

3 http:{flocalhost: BOBO - SetPreferredlocale - Mozilla Firefox

Edit Preferred Locale
User: ddmin idmsample
Set Locale Preferences for the user in the current Application.
Locales in order of preference
fwailable Locales
| Select alocale to add... v | [ Add |
’ Save Changes ” Close l
Dane

You can suppress the link by setting the Enable edit of preferred locale preference to false.

12.2 Prerequisites

Before you start using the Detail portlet, review the following information.

¢ Section 12.2.1, “Configuring the Directory Abstraction Layer,” on page 229
¢ Section 12.2.2, “Assigning rights to entities,” on page 229
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12.2.1 Configuring the Directory Abstraction Layer

The Detail portlet depends on directory abstraction layer definitions in a variety of ways.
Instructions on how to configure your abstraction layer data definitions to support specific Detail
portlet features are provided in the following sections:

¢ Section 12.1.1, “Displaying Entity Data,” on page 219
¢ Section 12.1.2, “Editing Entity Data,” on page 223
¢ Section 12.4, “Using Detail on a Page,” on page 230

For more information on configuration, see Section 1.2.2, “Directory Abstraction Layer,” on
page 24.

12.2.2 Assigning rights to entities

In order to access an entity and its attributes in the Detail portlet, users must have the appropriate
rights assigned in eDirectory™:

To Do This A User Needs This Right
Display an attribute Read
Edit an attribute Write

You can assign rights by specifying that a user is a trustee of an object (entity). You can also specify
the rights to assign for each of the attributes that are available via the Detail portlet.

12.3 Launching Detail from Other Portlets

A common use of the Detail portlet is to launch it after selecting an entity from one of the other
identity portlets. You can launch Detail from the Search List portlet or from the Org Chart portlet:

¢ Section 12.3.1, “Launching Detail from the Search List Portlet,” on page 229
¢ Section 12.3.2, “From the Org Chart Portlet,” on page 230

12.3.1 Launching Detail from the Search List Portlet

In the Search List portlet, users can click an entity row in the search results in order to display Detail
for that entity. For example, clicking the Bill Brown row in the following list displays the Detail
portlet with his attribute data:
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Figure 12-7 Launching Detail from Directory Search
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For more information on the Search List portlet, see Chapter 15, “Search List Portlet Reference,” on
page 265.

12.3.2 From the Org Chart Portlet

In the Org Chart portlet, users can click the /dentity Actions icon for an entity and then select Show
Info to display details for that entity.

For more information on the Org Chart portlet, see Chapter 13, “Org Chart Portlet Reference,” on
page 235.

12.4 Using Detail on a Page

If you want to provide users with self-service for displaying and possibly editing their own attribute
data, you can add the Detail portlet to a shared page. When used on a shared page, the Detail portlet
automatically accesses the data of the current user.

12.5 Setting Preferences

To define the contents and appearance of the Detail portlet, you set preferences. The way you use the
Detail portlet determines where you s