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About This Guide

This ZENworks Patch Management Reference includes information to help you successfully license,
configure, navigate, and employ a ZENworks Patch Management system.

Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks is supported by other documentation (in both PDF and HTML formats) that you can use to
learn about and implement the product. See ZENworks Documentation.

About This Guide
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Patch Management Overview

ZENworks Patch Management is a part of the ZENworks product line that provides a fully integrated
version of leading patch and patch management solutions for medium and large enterprise
networks. Patch Management enables customers to easily translate their organizational security
patch policies into automated and continuous protection against more than 90 percent of
vulnerabilities that threaten today’s enterprise networks. Patch Management ensures that policy
measurement and security audits are a true representation of network security status by providing
the most accurate and timely vulnerability assessment and patch management available.

Features of Patch Management

Patch Management has the world's largest repository of automated patches, including patches for all
major operating systems and various third-party applications. By preconfiguring Patch Management
to detect patch vulnerabilities and then creating policies to patch those vulnerabilities, Patch
Management can quickly cache patches from the patch repository and deploy them to managed
devices.

Patch Management creates a Patch Fingerprint Profile that includes all missing patches for each
machine, ensuring the continued compliance of each end point. Each end point is then continually
monitored to make sure it stays patched. In addition, because many organizations need to
demonstrate patch compliance, Patch Management provides standard reports that document
changes and demonstrate progress toward internal and external audit and compliance
requirements.

The following table describes the important features of Patch Management:

Table 1-1 Patch Management Features

Feature Description

Patented multi-platform patch management Enables security of all operating systems and
applications within heterogeneous networks,
including Windows (32-bit and 64-bit) and Linux
distributions. US Pat #6999660.

World's largest automated patch repository Provides the largest repository of tested patches to
support all major operating systems and applications
used in the enterprise.

Policy-based administration Ensures that all systems meet regulatory compliance
by using patch policies to deploy patches on devices
that need them.

Extensive pre-testing Reduces the amount of development and testing
required prior to patch deployment.
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Feature Description

Agent-based architecture Protects laptop and mobile devices that are often
disconnected from the network, and reduces network
bandwidth usage.

Automatic notifications Distributes e-mail alerts directly to administrators for
proactive security and administrative management.

Patch fingerprint accuracy Ensures the highest level of accuracy in the detection
of security patches.

Multi-patch deployments Delivers multiple patches to multiple computers in
one distribution to increase IT productivity.

Flexible application reporting Audits and reports on the status of the organization's
security.

Supported Environments and Patch Content

Platforms that Patch Management supports for installing and operating Patch Management are
congruent with system requirements for the ZENworks suite.

Refer to the system components below to see their supported Patch Management platforms:

¢ Primary Servers
+ Satellite Servers

+ Managed Devices

For a complete list of requirements for the ZENworks system, see the ZENworks 2020 Update 2
System Requirements.

NOTE: SUSE Linux Enterprise distributions require python-rpm installation on SLES 12.x and
python3-rpm installation on SLES 15.x devices as a prerequisite to run the patch scan process. This
package is typically installed by default on the ZENworks-supported distributions. If rpm-python is
not installed, you must manually install it for the patch scan engine to return an accurate patch
status.

Supported patch content: The Patch Management Content Development Team continuously
evaluates vendor patch solutions for emerging threats to provide the latest patch content support
for operating systems and applications used by ZENworks Patch Management customers.

Due to the evolving nature of patch content support, the ZENworks Patch Management team issues
a Content Quarterly report with updated information about vendors, products, and product versions
that are supported with patch content via the Micro Focus Global Subscription Service (GSS). To
access the latest Content Quarterly, see the ZENworks-Patch-Management-Content-Report.pdf.

For relevant Cool Solution articles about Microsoft updates, reference the links below:

+ ZENworks Patch Management support for Windows 7 and 8.1 updates (https://
www.novell.com/communities/coolsolutions/zenworks-patch-management-support-windows-
7-8-1-updates)
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¢ Update to ZENworks Patch Management support for Windows 7 and 8.1 updates (https://
www.novell.com/communities/coolsolutions/update-zenworks-patch-management-support-
windows-7-8-1-updates)

¢ ZENworks Patch Management Support for Windows 10 Updates (https://www.novell.com/
communities/coolsolutions/zenworks-patch-management-support-windows-10-updates)

¢ Patching Microsoft Office 365 (https://www.novell.com/communities/coolsolutions/patching-
microsoft-office-365/)

Product Overview

Patch Management provides rapid patch remediation, allowing you to proactively manage threats by
automating the collection, analysis, and delivery of patches throughout your heterogeneous
enterprise to secure end points.

The ZENworks Server has a Web-based management user interface known as ZENworks Control
Center. Its Patch Management feature allows you to monitor and maintain patch compliance
throughout the entire enterprise. The ZENworks Primary Server can deploy a ZENworks Agent on
every client system in the target network, ensuring that all systems are protected with the latest
security patches, software updates, and service packs.

The Patch Management feature stays current with the latest patches and fixes by regular
communication with the ZENworks Patch Subscription Network through a secure connection. After
the initial 60-day free trial period, the Patch Management feature requires a paid subscription to
continue its daily download of the latest patch and vulnerability information.

When a new patch is released into the ZENworks Patch Subscription Network, it is downloaded
automatically to the ZENworks Server and an e-mail is sent to the administrator. When the
administrator logs in to the ZENworks Control Center, the list of devices and the new patches that
require deployment can easily be viewed along with the description and business impact. At this
time, the administrator can choose to deploy the patch to a device or disregard the patch.

NOTE: ZENworks Patch Management provides software updating and patching services for Windows
operating systems and applications, eliminating the need to run the Microsoft Windows Update
service. If necessary, however, you can continue to run Windows Update service on the same device
as ZENworks Patch Management. Regardless of which solution performs the patch installation,
ZENworks Patch Management detects and reports the installation status and source, allowing you to
easily monitor the patch compliance of your devices in ZENworks Control Center.

Patch Management Overview 11
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Patch Management Process and Workflow

The following process maps demonstrate how patch information is communicated between the
ZENworks Server and the ZENworks Agent and the general workflow administrators use to
implement patch policy across the management zone:

System Process

The agent scans the
device by using the
DAU task

The agent sends the
results to the server

The scan resulis are
viewed in the Patch
Management page

The vulnerabilities are
determined for each
device

The server deploys
patches to the agent

The agent applies the
patches 1o the device

Patch Management Overview

Administrator Workflow

Configure Patch
Management

Determine Vulnerabilities

Create, Test, and Publish
Patch Policies

Monitor and Update Patch
Implementation



The patch detection (PD) cycle begins each day at the ZENworks Server where a Vulnerability
Detection task is scheduled for all ZENworks managed devices (servers and workstations).

For all patches in the Vulnerability Detection task, the ZENworks Agent performs by using the patch
fingerprints incorporated into each individual patch, which determines the status (Patched, Not
Patched, or Not Applicable) of that patch.

The results of the PD scan are sent to the ZENworks Server and can be viewed anytime in the Patches
section of the Patch Management or Devices pages, even if a workstation is disconnected from your

network.

After completion of the patch detection cycle, patches will either be distributed via patch policies or
the ZENworks administrator will deploy the desired patches to each applicable device on the
network.

Patch Management Overview
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CVE and Patch Management

Using the Patch Management feature you can view the patches that are published and identify if the
devices in your zone are vulnerable or not. However, information about the vulnerabilities being
addressed by the patch is not easily available. You have to either know the CVE Identifier or you have
to check the patch details to identify the vulnerability being addressed by the patch. ZENworks now
provides an enhanced security view into the vulnerabilities on the devices by introducing the ability
to map Common Vulnerabilities and Exposures (CVE) to the related patches in ZENworks 2020.

What is a CVE?

CVE is a list of entries for publicly known cyber security vulnerabilities and exposures. Potential
security vulnerabilities are discovered and assigned a CVE ID and description by a CVE Numbering
Authority (CNA). The CVE entry is added to the CVE list on cve.mitre.org. The U.S. National
Vulnerabilities Database (NVD) imports new CVE entries and adds severity scores and fix
information.

ZENworks now provides you with a better security view through CVEs. You can track vulnerabilities
through the use of CVEs and then remediate the vulnerabilities through the application of the
associated patches to the devices. In order to use CVEs you need to first create a CVE subscription
and to view the patches associated with the CVEs you need to create a Patch subscription as well.

Using CVEs with ZENworks Patch Management

With Patch Management, after the patches are downloaded to the ZENworks server and a patch
scan is performed, you can identify the vulnerable devices in your zone. However, you cannot easily
identify the vulnerability addressed by the patch. To identify the vulnerability addressed by the patch
you need to view the Patch Details window or you need to know the CVE ID based on which you can
perform a search. However, now, as part of the Security feature, ZENworks provides you with a new
security view that simplifies the setting up and tracking of security in your zone. You can quickly
grasp the security posture of your devices with the vulnerability based view and approach to

CVE and Patch Management 15
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remediation. You can identify patches based on the CVE information and then remediate the
vulnerable devices by applying the relevant patch policy or remediation bundle. The process by
which ZENworks identifies these vulnerabilities is as follows:

CVE Createand runa
Subscription CVE subscription

< (1)
h o/

I\ifl

CVEs and Patches ZENworks Patches Vulnerable devices

CVEs in NVD Server

Repository downloaded to mapped to CVEs remediated by
M

Patches in Content
Repository

o- :
- \2J

Patch Create and run a
Subscription Patch subscription

©00 @

ZENworks Server installation of CVE patches
G‘\ . m fgoat o~
(3) > ,— 5 >

1 Create and run a CVE subscription to import data from the NVD repository.
2 Create and run a Patch subscription to import data from the Patch Content repository.

After the CVE and Patch subscriptions are run, CVEs and Patches are imported to the configured
ZENworks Server.

3 ZENworks maps the patches to the CVEs, based on the CVE ID associated with the patch
signature.

When a patch scan is performed on devices as part of the device refresh, the vulnerable devices
are identified. Users can also configure the patch scan schedule or they can manually run the
initiate patch scan quick task based on their requirement.

4 The applicable patches are then deployed on the vulnerable devices, either through patch
policies or through remediation bundles.

After all the CVE’s patches are installed on the device, the device is no longer vulnerable.

Additional Information About CVEs

For additional information about CVEs see the CVE Reference.

CVE and Patch Management
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3 Configure Patch Management

Before using ZENworks Patch Management, you need to activate the license subscription and
configure the following settings:

¢ Subscription Service Settings

¢ Subscription Service Content Download

+ Email Notification

+ Dashboard and Trending

+ Vulnerability Detection Schedule

+ Patch Policy Settings

+ Patch Policy Pre-Install Behavior

Licensing Patch Management

Access the Patch Management License page to view and verify the patch management subscription
for the ZENworks Primary Server. You can also activate or renew your paid subscription if it has
expired. The page provides a summary of all subscription elements that are part of your patch
management activities. This information is updated after each replication with the Patch
Management Subscription Service.

1 Click Configuration in the navigation menu to display the Configuration page:
2 If necessary, expand the Licenses section:
3 Click ZENworks 2020 Patch Management.

IMPORTANT: If you are upgrading from a prior version of Patch Management, you can use your
existing Patch Management subscription serial number after your Patch Management server has
been uninstalled.

Patch Management offers the following licenses:

Table 3-1 Patch Management Licenses

License Type Description

Trial Denotes trial access to all features of Patch
Management for 60 days.

Extended Trial Denotes continued access to some Patch
Management features after the initial 60-day trial, up
to 12 months since ZENworks service is installed.

Valid Denotes a valid subscription license.

Configure Patch Management 17
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License Type

Description

Trial Expired

License Expired

Company Name

Email Address

Account ID

Total Non-Expired Licenses

Description

Vendor

Denotes that the initial 60-day trial period or the
extended trial period has ended, depending on the
license in use earlier.

Denotes expiry of the current Patch Management
license.

Name of the company that Patch Management
Service is registered to.

E-mail address that you can use for receiving alerts
and for future communications.

Key created by the ZENworks Server, which is passed
to the Patch Management Subscription Service and
used to validate the update request.

Total number of active licenses. Each registered
device requires one license.

The description of the license or the name of the
license.

The source where the license was purchased.

Depending on the type of license you use, Patch Management functions are enabled as follows:

+ Trial: All Patch Management capabilities are free to use for 60-days. The 60-day evaluation
period starts when you starts the Patch subscription service and not from when you install the

product.

+ Extended Trial: On any installation (new or old), you can request a 90-day evaluation key by

filling out a form. The 90-day time period starts when the evaluation key is specified. During this
license period, only Windows devices have Patch Management support. You can only download
new patches released by Microsoft and run Vulnerability Detection for those patches. Patches
that were cached previously will have their content cleared so you cannot deploy them. Other
features disabled are patch caching, remediation, and generation of reports. In addition, a
message appears, asking you to purchase a Patch Management license.

+ Valid: All Patch Management functions are available.

+ Trial Expired: After the trial ends, the Server will not download any new patches. All Patch
Management functionalities are disabled and you will receive a message asking you to purchase
a Patch Management license.

If ZENworks Configuration Management is not enabled, the Patch subscription is stopped, and
no new patch signatures or patch content is downloaded. Scanning and remediation using the
existing patches will not be stopped, but nothing new will be added.

If ZENworks Configuration Management is enabled, ZENwork Patch Management continues to
download Windows patch signatures so that scans of Windows devices take place and results

are reported. However, the patch content cannot be downloaded, so no remediation can occur.
This takes place for 1 year.

+ License Expired: After the license expires, the Server will not download any new patches.
However, you can continue to use all Patch Management features on the patches downloaded
prior to license expiration.

Configure Patch Management
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NOTE: During the evaluation period (keyed or key-less), ZENworks Patch Management is available
for all platforms (Windows, Linux, Mac). Devices can be scanned, results reported, and devices
patched.

Patch Management provides a 60-day free trial period. You do not need to enter a serial number
unless you have purchased the product or the 60-day free trial has expired.

To continue using the patch management features of the ZENworks Control Center after your 60-day
free trial has ended:

1 Enter a valid subscription serial number for Patch Management.

2 Revalidate the subscription serial number.

The license record is now valid, and displays serial number, status, expiration date, purchased for the
License Record.

To validate the serial number and obtain the authorization to download patches, the Primary Server
on which patch subscription is being downloaded must have port 443 (HTTPS) access to https://
novell.patchlink.com/update, for ZENworks 2017 Update 3 and later, use https://
download.novell.com/patchlink for license verification.

The Patch Management content distribution network is a global cache infrastructure with many
servers. Downloading patches from this network requires port 80 (HTTP) access to https://
novell.cdn.heatsoftware.com/novell/<release_version>.xml. The release_version is ZEN2020,
ZEN2020U1 or ZEN2020U2. For security reasons, it is also recommended that SSL access to the
Internet should be allowed. The SSL option is enabled by default and downloads the lists of patches
from a secure and trusted site.

You should use nslookup to discover the local IP address for your nearest content distribution node.
The content distribution network has over 40,000 cache distribution servers worldwide, plus
multiple redundant cache servers in each geographic location. It is important to allow access to a
range of addresses through the firewall.

The following table describes each field on the Subscription Serial Number page:

Table 3-2 Patch Management License Items

Item Definition

Activate product Activates the patch management service. The Patch Management
page is restored in the main panel and the Patch Management
section is restored in the Configuration panel.

Deactivate product Deactivates the patch management service. The Patch Management
page is removed from the main panel and the Patch Management
section is removed from the Configuration page.

Product Subscription Serial Number Patch Management license number (serial number).

Company Name Name of the company that Patch Management Service is registered
to.
Email Address E-mail address that you can use for receiving alerts and for future

communications.
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Item Definition

Account ID Key created by the ZENworks Server, which is passed to the Patch
Management Subscription Service and used to validate the update
request.

Total Non-Expired Licenses Total number of active licenses. Each registered device requires one
license.

Description The description of the license or the name of the license.

Status Status of license verification. When verification begins, the status

reads Initializing Verification. When replication ends, the status
reads Completed.

Vendor The source where the license was purchased.

Expiration The date the licenses expire. Typically, licenses expire one calendar
year from the date of purchase.

Purchased The total number of licenses purchased with the product.

After you enter the serial number, you can verify the license by clicking the Action drop-down list on
the Patch Management License page and selecting Verify License.

To start the license verification process, click Apply. Automatic verification of the license happens
every day with the replication process.

The Verify License message box indicates that the verification of the subscription license is complete
or the license has expired.

NOTE: You can check the license verification status under Security > Patch Dashboard > Patch
Subscription. When verification begins, the status column reads Initializing Verification. When
verification ends, the status column reads Completed. The Successful column indicates whether the
verification was successful or not. True indicates successful verification and False indicates
incomplete or failed verification.

Viewing and Configuring the Subscription Service

To configure the Subscription Service, in the navigation menu click Configuration > Security > Patch
Subscription Service Settings.

Configure Patch Management



Subscription Service Settings

The following table describes each status item featured in Subscription Service Settings and how to

start the service:

Subscription Service Setting

Definition

Start Subscription Service

Last Subscription Poll
Subscription Replication Status

Subscription Communication Interval
(Every Day at)

Update Now

Reset ZENworks Patch Management
Settings

Reset Subscription Service

Select a server from the drop-down list, and click Start to start the
subscription service.

+ After the subscription service starts running, the Start button
reads Service Running.

+ |f there are multiple ZENworks Servers in your management
zone, you can select any one of them to be the Patch
Management Server.

The Patch Management Server selected will download new patches
and updates daily, so it should have good connectivity to the
Internet.

NOTE: Selecting the Patch Management Server can be done only
once per zone in this release.

The date and time of the last successful update.
The latest status of the process of patch subscription replication.

The time at which the ZENworks Server will communicate with the
ZENworks Patch Subscription Network to retrieve new patches and
updates.

Enables you to manually run the replication process without
waiting for the time set in the Subscription Communication
Interval.

Enables you to set all Patch Management settings, including
deployments and patch policies, back to the default state.

Clears the assigned server and resets the download time to the
default 00:00. If a new patch server is selected when the
Subscription Service runs, the signature files will be downloaded to
the server. This might slightly increase download time from the
previous patch server. If previously downloaded patch bundles
were replicated to the new server, they are not downloaded again.

Reference the mapping below for descriptions of the execution options:

Button Action

OK Save configuration changes and return to the Configuration page.

Apply Save changes made to Subscription Service Settings.

Reset Reset the replication status and initiate a complete replication with the ZENworks
Patch Subscription Network.

Cancel Cancel unsaved configuration changes.

Configure Patch Management
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Configuring the HTTP Proxy Detail

An HTTP proxy server allows a device to connect indirectly to an HTTP server. When a proxy server is
configured, the ZENworks Agent communicates with a ZENworks Primary Server through the
configured proxy server. A proxy responds either from the ZENworks Server or from its cache. It
reduces bandwidth and improves response time by caching and reusing frequently requested web

pages.
To configure HTTP Proxy Server Details:

1 Select Configuration in the navigation menu, and go to Configuration > Security >Patch
Subscription Service Settings.

2 Refer to the descriptions below to configure HTTP Proxy Server Details.

HTTP Proxy Server Details Definition

Proxy Host The name or IP address of the proxy server.

Port The port number that the proxy uses to route communication.
HTTP Credential Credentials used to authenticate with the proxy, if required.

NOTE: If HTTP server credentials are required, they will need to be added to the Credential
Vault before they can be configured in the HTTP Server Details.

3 Click Apply or OK to save changes.

Configuring Patch Subscription Credentials

Patch Subscription Credentials specify the network credentials associated with Linux subscription
providers, Red Hat and SUSE. Credentials are stored in the Credential Vault and are used by actions
and tasks that require authentication to access a particular resource. If you do not specify the patch
subscription credentials, you cannot successfully download and install patches for your Red Hat and
SUSE servers and agents.

Credentials are required for SUSE 11 and Red Hat distributions using the RHN subscription model.
They are not required for SLE 12 and newer distributions or Red Hat distributions using RHSM.
Although credentials are not required for these newer distributions and RHSM, these managed
devices do need to be registered with SUSE or Red Hat, as applicable, and have access to their
external networks to be able to download patch content.

IMPORTANT: All Red Hat clients need to migrate to the RHSM subscription model before July 31,
2017. RHN will no longer be supported after this date. Since RHSM uses certificate-based
authentication through native vendor installations and registration, subscription credentials will no
longer be required for Red Hat clients after migration.

Configure Patch Management



To configure Patch Subscription Credentials for Linux distributions:

1 Select Configuration in the ZENworks navigation menu, and go to Configuration > Security >
Subscription Service Settings.

2 Next to the subscription credentials field you want to specify, click Browse [#] to open a browse
window to the Credentials Folder.

3 Click the arrow next to the Credentials option to display the list of available credentials for that
subscription provider.

Operating System Description

Red Hat Network Credentials Credentials that authenticate with the Red Hat
network. (For RHEL 5 & 6 using RHN)

SUSE Network Credentials Credentials that authenticate with SUSE Customer
Center for SUSE 11.

4 Select the desired credential, and then click OK to confirm credential selection.

NOTE: Red Hat and SUSE credentials will already need to be added to the Credential Vault before
they will be available in Subscription Service Settings. Credentials are not required for SLE 12 and
RHEL 7 or Red Hat distributions using RHSM, since those distributions use certificate-based
authentication through their native vendor installations and registration.

Adding a Credential

The Credential Vault stores the credentials used by ZENworks actions and tasks that require
authentication to access a particular resource.

For example, if you want to create a third-party imaging bundle by using the image files stored in a
shared-network image repository that requires authentication, you can add a credential that
includes the login name and password for the repository in the Credential Vault. During the creation
of the third-party imaging bundle, you can specify the credential name to access the repository.

To add credentials to the Credential Vault:
1 Select Configuration in the ZENworks navigation menu, and scroll down to the bottom of the
Configuration page until you see the Credential Vault.
2 In the Credential Vault panel, click New > Credential to display the Add Credential dialog box.
3 Fill in the fields that match your subscription login, and click OK to add the new credential.

If you need help, click the Help button.

Configuring Subscription Service Content Download

In the Subscription Service Content Download page you configure the subscription download
options for the ZENworks Primary Server. These options include choosing platforms, languages,
vendors, and other download options. You can select the languages that are used within your
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network to ensure that you only download the patches that are most applicable for your
organization. The next time replication occurs, only those patches specific to the languages are
downloaded, which saves time and disk space on your ZENworks Primary Server.

NOTE: Micro Focus does not recommend selecting all languages because each language can
represent hundreds of patches. Downloading unnecessary languages can result in thousands of
unused patch definitions within your ZENworks Primary Server database.

EXPECTED RESULTS: From version ZCM 11.1 onwards, administrators are allowed to select the
Primary servers that should receive the patch bundles compared to the forced rollout to all servers
in prior releases.

To configure content download for the Subscription Service, Select Configuration in the ZENworks
navigation menu, and go to Configuration > Security > Subscription Service Content Download.

Refer to the descriptions below to understand and configure the Subscription Service Content
Download settings according to your organization’s needs:

Item Description

Select the platforms to download Enables you to select the operating system platform
for which you want to download patches. For
example, if you select the Windows check box, only
Windows patches are downloaded.

RPM Dependency This option is only enabled when the LINUX platform
is selected. Selecting this check box will download all
the root level dependencies that will be necessary to
resolve any vulnerabilities.

NOTE: This option is not applicable for SLES 12 and
later versions.

Red Hat Linux Subscription Management Enables you to retain the current default subscription
type (RHN Classic) for Red Hat systems or to migrate
to the preferred subscription type by choosing RHSM,
which is a much more efficient method of getting
security content from Red Hat.

For information on RHSM registration or migration,
see Register for or Migrate to RHSM.

NOTE: RHSM is currently required for RHEL 7 clients.
Effective July 31, 2017 it will be required for all RHEL
clients.

Choose your Windows language options Enables you to select the language of patches you
want to download. For example, if you select the
French check box, only French language patches are
downloaded.

Mix Multiple Languages Enables you to combine all languages into each Patch
Detection Assignment (not recommended).

SSL Enables you to turn secured downloading on or off.
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Item

Description

Cache patch bundles to satellite servers

Cache patch bundles to primary servers

Download location for patch content

Enable not applicable patches

Enable PD caching

Select vendors to use in the system

Patch Policy uses only applicable patches

Enables you to cache patch bundles to the servers or
workstations that are managed by primary servers.

Enables you to cache patch bundles to primary
servers only.

ZPM directory: Downloads patch signatures to

* Windows: installpath\zenworks\zpm

* Linux: /var/opt/novell/zenworks/zpm

Bundle content directory: Temporarily downloads
patch content to

* Windows: installpath\zenworks\work\content-
repo\tmp\zpm

¢ Linux: /var/opt/novell/zenworks/content-repo/
tmp/zpm

When all patches in a bundle are fully downloaded,
the patches are imported to

* Windows: \installpath\zenworks\work\content-
repo\content

¢ Linux: /var/opt/Novell/zenworks/content-repo/
content

NOTE: Actual content of cached patches is
downloaded to the Bundle content directory
irrespective of the directory selected in the content
download configuration.

Enables patches that are not applicable to your
enterprise. This option may slow performance if
enabled.

Enables local cache for faster Patch Detection results,
which eliminates the decryption and decompression
of Vulnerability Detections. Only use this feature if
you trust end users to stay out of the ZENworks Agent
directory. Ideally, workstations users should not have
access to the ZENworks agent directory.

Enables you to select the vendors to use in the
system. You can choose All or the Selected option.
The latter enables the check boxes for selecting
individual vendors.

NOTE: This list of vendors will not be populated until
the initial subscription update has completed.

Configures the system to only have applicable
patches available for selection when building patch
policies.

Configure Patch Management

25



26

IMPORTANT: Customers with larger network environments should select both Cache Patch Bundles
to Satellites and Cache Patch Bundles to Primary Servers for optimal distribution of patches and the
daily Discover Applicable Updates task within their environment. Not selecting these options could
cause very slow and inefficient delivery of these patch bundles within a highly distributed WAN
environment.

Within an enterprise network environment, the customer usually installs more than one ZENworks
Primary Server. Although only one of these servers can be used to download patches, every Primary
Server has a cache of patch bundle content for distribution to the agents that are closest to it within
the zone. Thus, when an agent wants to get a bundle, it can get the bundle directly from its closest
Primary Server rather than the Primary Server where the patches were downloaded.

In addition, the satellites that are installed within the customer network can also serve as a cache for
bundle content. If an agent is at a remote branch office with a satellite, it can get its content directly
from the satellite rather than the Primary Server where patches were downloaded.

Cleaning up Patch Content

Using the CVE and Patch Cleanup page, you can delete disabled patch content and data, as well as
you can delay the disabling of superseded patches and patches that are no longer required by
ZENworks.

To configure patch cleanup settings, click Configuration in the ZENworks navigation menu, and go to
Configuration > Security > CVE and Patch Cleanup.

Refer to the descriptions below to understand and configure the cleanup settings according to your
organization’s needs:

Configure Patch Management



Item

Description

Disabled Patch Cleanup

Specify the time period after which to delete data
and content for a disabled patch. This setting deletes
the patch listing and any cached bundles for a patch
that meets the following conditions:

¢ The patch is disabled.

* The patch does not have any dependencies to
deployed bundles.

+ The patch has been disabled longer than the
time duration selected from the drop-down.

IMPORTANT: Applicable bundles are not deleted
until the next subscription update.

To see if a patch has dependencies to a deployed
bundle from a patch policy or remediation, reference
the services-messages log, which shows the patches
that cannot be automatically or manually deleted
because of dependencies. The location of the log is
provided below:

¢ Linux:/var/opt/ novel | /1 og/ zenwor ks/
servi ces- nessages. | og

¢ Windows:
YZENWORKS HOVE% | ogs\ ser vi ces-
nmessages. | og

This setting provides the following options:

+ Delete disabled patch content after: Specify
when the disabled patch content should be
deleted. The default value is 6 months.

+ Delete disabled patch data after: Specify when
the disabled patch data should be deleted from
ZENworks. The default value is 5 years.

Configure Patch Management
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Item

Description

Superseded Patches Disablement

By default, when a patch is superseded by a newer
patch, it is disabled and can no longer be applied to
devices. In general, this is the desired behavior
because best practice dictates that you keep devices
updated with the most recent patches in order to
minimize security risks. However, you might have
situations where you need a superseded patch to
remain enabled. The following settings let you
change when superseded patches become disabled:

+ Delay disabling of superseded patches xx days:

Use this setting to keep superseded patches
enabled in your system for up to 90 days. This
allows you to continue to deploy the patches to
devices either through patch remediations or
policies.

NOTE

+ You can configure a value other than 30, 60
or 90 days be configuring the
PATCH_DELAY_SUPERSEDED_DISABLE
system variable. For more information
about this system variable, see
“PATCH_DELAY_SUPERSEDED_DISABLE” on
page 130

+ Do not disable superseded patches that are
included in a policy: By default, a superseded
patch is not removed from a policy and replaced
by the superseding patch until the policy is
rebuilt and republished. This behavior can result
in a period of time where the policy does not
apply the superseded patch (because it is
disabled) or the new superseding patch
(because it is not in the policy).

You can use this setting to ensure that patches
that are included in a policy are never disabled
as long as they are in the policy. Patches that are
included in the policy via a rule remain enabled
until they are removed when the policy is
rebuilt. Patches that are included via the
Members list remain enabled until they are
manually removed from the list and the policy is
rebuilt.

Also, if a user enables a superseded patch that is
within a policy, but there are no applicable
devices, then, on the next subscription update,
the patch will get disabled, even though this
option is selected.

NOTE: Both settings apply only to patches that are
superseded after the setting is enabled.
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Item

Description

Patches Disablement

This setting disables patch content within the system
based on the criteria you select. These options are
useful for filtering out obsolete content and
enhancing performance. All options are selected by
default.

More clarifications are provided below for those
settings that are often misunderstood:

*

Disable legacy patches that were updated with a
newly issued duplicate patch

Legacy patches are patches replaced by the
vendor with a newly issued patch, generally in a
shorter time frame than a superseded patch.
They are not superseded patches.

Disable obsolete security patches

Obsolete patches are patches discontinued by
the vendor, but not replaced. They are not
superseded patches.

Detect only the current supported Service Packs

This setting enhances the timeliness of
deploying the latest service pack patches to
managed devices, as opposed to scanning for
non-applicable patches in the DAU.

Disable older patches by age

This setting enables you to delete patches based
when they were released by the OS Vendor or a
Third-party Vendor.

Disable patches for specific cultures

This setting enables you to disable patches that
are specific to cultures such as United Kingdom
(English) and South African (English).

Disable Windows Embedded patches

This setting enables you to disable Windows
Embedded patches.
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Register for or Migrate to RHSM

The Red Hat Subscription Management service (RHSM) is the latest model provided by Red Hat to
register for Red Hat subscriptions. RHSM is compatible with ZENworks Patch Management. It
provides a much more efficient method for Red Hat patch distribution. All Red Hat client
subscriptions will be required to use RHSM by July 31, 2017.

To use RHSM, a new subscriber will have to first register with Red Hat or an existing subscriber will
have to migrate from the Classic service to RHSM. The ZENworks procedures for both options are
provided below:

+ New subscription. To configure RHSM as a new subscriber:

1.

In the ZENworks Control Center, go to Configuration > Security > Subscription Service
Content Download.

. Select RHSM under the Red Hat Linux Subscription Management configuration.

3. Scroll to the bottom of the configuration page and click Apply to save the changes.

Register the RHEL 5, 6, or 7 agent for RHSM:

a. On the Red Hat device, go to Applications > System Tools, and select Red Hat
Subscription Manager.

b. Click Register, in the Subscription Manager, followed by Next.
c. Inthe System Registration page, click Register.

d. Inthe Subscription Attachment page, click Attach.

. Wait for the next DAU task to execute per the schedule, or click Update Now in the

Subscription Service Settings page (Configuration > Security > Patch Subscription Service
Settings).

+ RHSM migration. To migrate to RHSM from the RHN Classic mode:

1.

In the ZENworks Control Center, go to Configuration > Security > Subscription Service
Content Download.

Select RHSM under the Red Hat Linux Subscription Management configuration.

3. Scroll to the bottom of the configuration page and click Apply to save the changes.

Log in to your Red Hat account at https://access.redhat.com/articles/1161543, and follow
the instructions to migrate to RHSM.

. Wait for the next DAU task to execute per the schedule, or click Update Now in the

Subscription Service Settings page (Configuration > Patch Management > Subscription
Service Settings).
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Configuring Email Notification

Use the Email Notification page to configure email notifications when the Patch Management Server
detects a new patch. You can decide which email address is used to send notifications as well as
specify the recipients. The next time the Patch Management Server detects a patch, the recipients
will receive an email informing them of the same.

To configure Email Notification:
1 Select Configuration in the ZENworks navigation menu, and go to Configuration > Security >
Email Notification.
2 Type the desired email addresses in the From, To, and CC fields.

3 Click OK to save changes and return to the Configuration page.

Configuring Patch Dashboard and Trending

The Patch Compliance Criteria in the Security Dashboard page enables you to define the compliance
percentage for Critical and Recommended patch impacts. In order for a device to register as
compliant for each impact type, the device must be patched to that percentage, respectively.

The criteria that you define here is displayed in the Device Patch Compliance dashlet in the
Dashboard. To view the dashlet, go to Security > Patch Dashboard.

The Device Malware Status Threshold enables you to specify after how many days of receiving the
last malware status from the device can ZENworks display the device malware status as Unknown in
the Device Malware Status dashlet. To view the dashlet, go to Security > Security Dashboard.

For information about the Patch Management Dashboard, see Employing the Security and Patch
Dashboard.

Configuring the Schedule for Vulnerability Detections

The Vulnerability Detection Schedule page enables you to configure Vulnerability Detection
schedules for the devices in your network. You can decide when to run the Vulnerability Detection
on network devices as well as specify when to distribute bundle content through Vulnerability
Detection.

To configure the Vulnerability Detection Schedule, select Configuration in the ZENworks navigation
menu, and go to Configuration > Security > Vulnerability Detection Schedule.

NOTE: If you want to make changes to the schedule of a DAU Bundle, you should configure it within
the Vulnerability Detection Schedule page. If the DAU bundle schedule is modified within any other
page of ZCC, such as the Device's Assignments or the Bundle's Relationship page, under Assignment
Details, it will be overridden during the next subscription update by the value configured in the
Vulnerability Detection Schedule page.

Refer to the descriptions below to understand which configuration options to choose for running
Vulnerability Detection:
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Item Description

Distribute vulnerability definition before Lets you deploy bundle content immediately.
scan

Distribute vulnerability definition content Lets you specify a schedule when Vulnerability Detection
on a schedule bundles will be distributed to devices.

Check for vulnerabilities on device refresh Lets you initiate Vulnerability Detection action when the Agents
on the managed devices are refreshed.

Check for vulnerabilities on a schedule Lets you specify a schedule when the Vulnerability Detection will
run.

Patch Management offers two types of schedules to determine when a Vulnerability Detection is run
and bundle content is distributed, Date Specific and Recurring.

+ Date Specific: Select Date Specific to schedule the deployment to your selected devices
according to the selected date.

Set the following options in the Date Specific page:

¢ Start Date: Enables you to pick the date when you need to start the desired action. To do
so, click the Plus icon to open the calendar and pick the date. To remove the selected date,
click the Minus icon.

* Run event every year: Ensures that the desired action starts on a selected date at a
selected time, repeats every year, and if defined, ends on a specific date.

+ Process immediately if device unable to execute on schedule: Ensures that the desired
action starts immediately if the device could not execute on the selected schedule.

+ Select when schedule execution should start: There are two options that enable you to
select the start time of the schedule execution namely:

¢ Start immediately at Start Time: Deactivates the End Time panel and starts the action
at the start time specified. In this option, you must set the start time in the Start Time
panel:

Start Time: :

+ Start at a random time between Start Time and End Times: Activates the End Time
panel next to the Start Time panel. You can specify the end time and the start time so
that the action occurs at a random time between them. The End Time panel appears as
follows:

End Time: :
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In both time panels, the first drop-down list enables you to select the hour, the second
drop-down list enables you to select the minute, and the third drop-down list enables you
to select am and pm.

Selecting the Use Coordinated Universal Time check box enables you to schedule the
desired action at the same time, regardless of time zone differences. Coordinated Universal
Time (UTC), also known as World Time, Z Time, or Zulu Time, is a standardized
measurement of time that is not dependent upon the local time zone. Deselecting UTC
schedules the distribution at the local time.

+ Recurring: Select Recurring to start the deployment on the selected day at a selected time,
repeat the deployment every day/week/month, and if defined, end on a specific date.

Set the following options in the Recurring page:

+ When a Device is Refreshed: This option enables you to schedule a recurring deployment
whenever the device is refreshed. In this option, you can choose to delay the next
deployment until after a specific time.

To set the delay, select the Delay execution after refresh check box, and specify the days,
hours, and minutes of the time to delay the deployment:

] Delay execution after refresh: El Days IIl Hours IEl Minutes

NOTE: The device is refreshed based on the settings in Configuration > Device Management
menu > Device Refresh and Removal Schedule (Manual Refresh or Timed Refresh).
Alternatively, you can refresh the device by selecting a device in the Devices page and
clicking the Refresh Device option in the Quick Tasks menu.

+ Days of the Week: This option enables you to schedule the deployment on selected days
of the week.

To set the day of deployment, select the Days of the week button, select the required day
of the week, and set the start time of deployment.

If you click the More Options link, additional deployment options appear:

+ Selecting the Use Coordinated Universal Time check box enables you to schedule the
deployment of all devices at the same time, regardless of time zone differences.
Coordinated Universal Time (UTC), also known as World Time, Z Time, or Zulu Time, is
a standardized measurement of time that is not dependent upon the local time zone.
Deselecting UTC schedules the distribution at local time.

+ Selecting the Start at a random time between Start Time and End Times check box
activates the End Time panel in addition to the Start Time panel. You can specify the
end time and the start time so that the deployment occurs at any random time
between the start and end times.

¢ The Restrict schedule execution to the following date range option enables you to
schedule a recurring deployment at the selected time, repeat the deployment on the
days specified, and, if defined, end at the specific time. This option also enables you to
restrict the deployment to the period between the start date and the end date. To set
this option, select the Restrict schedule execution to the following date range check
box, and click the Calendar icon to open the calendar and pick a start date or end date.

+ Monthly: This option enables you to specify the monthly deployment options.
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In the Monthly deployment option, you can specify the following:

+ Days of the month: Enables you to schedule the deployment on a specific day of the

month. You can specify any number between 1 and 31.

Last day of the month: Enables you to schedule the deployment on the last day of the
month.

Particular days of the month: Enables you to schedule the deployment on specific days
of every month. The valid options for the day are first, second, third, fourth, and fifth.
The valid options for the weekday are Sunday through Saturday. To select one
particular day of the month, use the drop-down arrows.

To select an additional day of the month, click the Plus icon and use the drop-down
arrows in the second row. To remove a particular day from the list, click the Minus
icon.

If you click the More Options link, additional deployment options appear.

NOTE: The Restrict schedule execution to the following date range option enables you
to schedule a recurring deployment at the selected time, repeat the deployment on
the days specified, and, if defined, end on the specific time. This option also enables
you to restrict the deployment to the period between the Start Date and the End Date.
To set this option, select the Restrict schedule execution to the following date range
check box, and click the Calendar icon to open the calendar and pick a start date or
end date. Click the Close button when you have finished selecting the date.

+ Fixed Interval: This option enables you to schedule a recurring deployment that runs after
a fixed duration on a regular basis. You can choose the number of months, weeks, days,
hours, and minutes of the interval and the start date for the deployment schedule, as
shown in the following figure:

¥ Fixed Interval

IU_ #onths IU_ eeks IU_ Days IU_ Hours IU_ winutes
Start Date: [10/252011 Start Time: [1 =] Jo0 =]

Hide Options
™ Process immediately if device unable ta execute on schedule
" Use Coordinated Universal Time
™ Restrict schedule execution ta the following date range:

End Date:  [10/25/2011 end Time: |2 [0

[ Current UTC &:19 AM )

If you click the More Options link, additional deployment options appear.
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Setting Vulnerability Detection at the Folder Level

The Vulnerability Detection schedule can also be set at the folder level which enables you to set the
deployment options for Vulnerability Detection for the Server or Workstation estate. By configuring
Patch Management settings at the folder lever you will override the System settings (configured in
the Configuration page), however, you can return to the System settings at any time by using the
Revert option.

To configure the Vulnerability Detection Schedule at the folder level:

1 Click Devices in the ZENworks navigation menu.

2 Click the Details link on the folder you would like to configure settings for.
3 Go to Settings > Security > Vulnerability Detection Schedule.
4

At the top of the page there is an option to Override the System settings, select this to begin
making changes.

NOTE: This option can be used to revert back to System settings if you need to change back.

5 Select your desired schedule for the Vulnerability Detection, as described in Configuring the
Schedule for Vulnerability Detections.

Initiating a Patch Scan

Use this quick task to update the primary server with required patches for one or more selected
devices without waiting for a scheduled scan so that patches can be identified for caching and
installation.The actions and results for the different Patch Scan options are explained in more detail
below:

NOTE: In ZENworks 20 Update 2 or earlier versions, it is recommended that at least the available free
space is 5x the largest available patch.

ZENworks Patch Management will not be detected on Appliance and OES devices.

Scan using updated patch scan signature (DAU) file

This default option retrieves the latest information from the patch repository to scan selected
devices. If there are patches available in the patch repository that the selected devices require and
do not have, the scan will upload that information to the server.

Scan using device’s current patch scan signature (DAU) file

This option scans the selected devices using the patch signature file currently available on each
device and uploads the results of required patches to the server. The uploaded results might not be
the latest from the patch repository for applicable devices.
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No scan; retrieve existing scan results only

This option uploads or refreshes the results of the last patch scan that occurred for each selected
device. The uploaded results might not include all patches from the current patch signature file on
each device and/or the latest patch signatures from the patch repository.

NOTE: For ZENworks 2020 Update 2 or older versions, it is recommended that a minimum available
free space is 5x the largest available patch.

Configuring Patch Policy Settings

Patch Policy Settings are used to define enforcement times and reboot behaviors for each patch
policy.

NOTE: If you want to make changes to the schedule of a Patch Policy, you should configure it within
the Patch Policy Settings page. If the schedule is configured within any other page of ZCC, such as
Device's Assignments or the Bundle's Relationship page, under Assignment Details, it will not
override the schedule that was previously defined in the Patch Policy Settings page. Instead, it will be
run multiple times, based on the schedule configured within each page.

+ Schedule Enforcement: When configuring Schedule Enforcement, you can leave the default
setting to manually apply patches on the agent device using the “zac pap” command in the
Command Line Utility (zac), or you can define a schedule when patches will automatically be
applied.

+ Patch Policy Reboot Behavior: When configuring Patch Policy Reboot Behavior, you can leave the
system defaults in place (no reboots or prompts), or you can define how users are prompted
and interact with device reboots when patches are applied.

Schedule Enforcement

You can schedule dates and times that your Patch Policies are pushed out. This feature is useful for
distributing and enforcing Patch Policies during off hours, thus decreasing network traffic and strain.
The idea is that a policy can be scheduled to be released at different times or outside of working
hours. Using this configuration will affect all policies that are set up and will set the schedule for the
deployment.

NOTE: Before you can schedule Patch Policy enforcement, a patch policy must be created. Click
Security in the navigation menu, and select the Patch Policies page. Make sure a patch policy exists. If
you have to create a new one, make sure the system has time to download the patches.

+ Default (Manually apply patches on the agent using “zac pap”): This configuration is the
system default and requires manually implementing patch policies using the zac Command Line
Utility.
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+ Schedule patch policy application time: This configuration enables setting a schedule to
automatically apply patches, which includes the option to limit the duration time of patch
installation based on a specific date or a recurring schedule.

¢ Restrict Duration: If you check the Restrict Duration check box, you can limit how long
patches are applied by entering a time increment based on the number of hours, minutes,
or a combination of both.

+ Date Specific: If you choose the Date Specific schedule type, you can schedule patch
deployment using the following criteria:

¢ Start Date(s): Enables you to pick the date when you need to start the deployment.

+ Run event every year: Ensures that the deployment starts on a selected date at
selected time and repeats every year. If defined, ends on a specific date.

+ Process immediately if device unable to execute on schedule: Ensures that the
deployment starts immediately if the device was unable to execute on the selected
schedule.

+ Select When Schedule Execution Should Start: There are two options to enable you to
select the start time of the schedule execution namely:

+ Start Immediately at Start Time: Deactivates the End Time panel and starts the

deployment at the start time specified. In this option, you must set the start time
in the Start Time panel.

Start at a random time between Start Time and End Times: Activates the End Time
panel next to the Start Time panel. You can specify the end time and the start
time so that the deployment occurs at any random time between them.

NOTE: Selecting the Use Coordinated Universal Time check box enables you to
schedule the deployment of all devices at the same time, regardless of time zone
differences. Coordinated Universal Time (UTC), also known as World Time, Z Time,
or Zulu Time, is a standardized measurement of time that is not dependent upon
the local time zone. Deselecting UTC schedules the distribution at local time.

¢ Recurring: If you choose the Recurring schedule type, you can schedule patch deployment
using the following criteria:

+ When a device is refreshed: Enables you to schedule a recurring deployment whenever
the device is refreshed. In this option, you can choose to delay the next deployment
until after a specific time.

To set the delay, select the Delay execution after refresh check box, and specify the
days, hours, and minutes of the time by which you require delaying the deployment.

By default, the patch bundle install frequency is set to Install once per device. For a
recurring deployment, change it to Install always.

1.

Click the Actions page for the particular patch bundle assignment.

2. Click Options. This opens the Install Options window.
3.
4. Click Apply.

Select Install always and click OK.
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NOTE: The device is refreshed based on the settings in Configuration > Device
Management menu > Device Refresh and Removal Schedule (Manual Refresh or Timed
Refresh). Alternatively, you can refresh the device by selecting a device in the Devices
page and clicking the Refresh Device option in the Quick Tasks menu.

+ Days of the week: Enables you to schedule the deployment on selected days of the
week. To set the day of deployment, select Days of the week, select the day of the
week, and set the start time for the deployment.

+ Monthly: You can schedule the deployment on a specific day of the month, the last
day of the month, or a specific day every week or month.

+ Fixed Interval: Enables you to schedule a recurring deployment that runs on a regular
basis. You can choose the number of months, weeks, days, hours, and minutes of the
interval and the start date for the deployment schedule.

Patch Policy Reboot Behavior

Some patches require their host to be rebooted after installation. You can leave the default of no
reboots or prompts and handle these actions another way, or you can choose to notify users when a
reboot is required and also give them some flexibility for when the reboot takes place.

Refer to the reboot options described below to better understand how to configure them:
+ Default Disabled (no reboots or prompts): The default option is typically used when zone
administrators have other processes in place that handle reboots on a routine basis.

+ Enabled: Select this option to allow reboots when patching and to enable the Notify Users
check box.

+ Notify Users: Select the check box to enable reboot notification and its configuration options.
+ Description text: Edit the text of the notification prompt when Notify Users is selected.

+ Options: Define how the user is notified of and interacts with the reboot. There are three
options:

+ Suppress reboot: Select Yes to prevent the reboot.

NOTE: Selecting Yes also prevents the notification prompt. However, the following
system variable can be used to enable the prompt while still repressing the reboot:

PATCH_ALWAYS_SHOW REBOOT_PROVPT

For more information about this variable and setting system variables in general, see
Patch Management System Variables.

+ Allow User to cancel: Select Yes to enable a cancel option in the reboot notification
prompt.

+ Allow User to snooze: Select Yes to enable a snooze option in the patch policy reboot
notification prompt, which delays the reboot.

¢ Snooze interval: The duration the reboot is delayed when the user clicks Snooze.

¢ Reboot within: The deadline when the user can no longer delay the reboot.
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+ Show tray notification: If you select this option, a notification for a pending reboot
is displayed in the system tray. Notification options include the following:

+ Tray notification duration: Enter a value in hours, minutes or seconds for
how long the system tray notification is displayed before being hidden.

+ Tray notification text: Edit the text you want to appear in the notification
prompt.

IMPORTANT: If you delete an old patch policy from an end point and then publish a new policy to
replace it, the end point may list a Device-Assigned Bundle Status of Not Installed for an indefinite
period of time. If you encounter this end point status, reboot the end point to complete publication
of the patch policy.

Configure Patch Policy Settings at the Folder Level

Patch Policy Settings can also be set at the folder level which enables you to set patch enforcement
and reboot behavior for the Server or Workstation estate. By configuring Patch Management
settings at the folder lever you will override the System settings (configured in the Configuration
page), however, you can return to the System settings at any time by using the Revert option.

To configure the Patch Policy Settings at the folder level:

1 Click Devices in the ZENworks navigation menu.

2 Click the Details link on the folder you would like to configure settings for.
3 Go to Settings > Security > Patch Policy Settings.
4

At the top of the page there is an option to Override the system settings, select this to begin
making changes.

NOTE: This option can be used to revert back to System settings if you need to change back.

5 Configure Schedule Enforcement and Patch Policy Reboot Behavior sections for the folder.

Configuring Patch Policy Pre-Install Behavior

In Patch Policy Pre-Install Behavior you define when patches are distributed to the agents and how
end users are notified of the patch installations.

+ Schedule Distribution: When configuring Schedule Distribution, you can leave the default
setting, which distributes patches according to the configuration in Patch Policy Settings, or you
can define a schedule for patch distribution.

+ Pre-Install Notification Options: When configuring Pre-Install Notification Options, you can leave
the system defaults in place, or you can override the system settings and define how end point
users are prompted and interact with patch installations.
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Schedule Distribution

The Schedule Distribution page allows you to define whether users receive notification when
patches are downloaded and installed, and to customize the installation settings.

+ Default (Distribution and enforcement will apply on enforcement schedule): Use this option
to stay with the Schedule Enforcement settings defined in Patch Policy Settings.

+ On Device Shutdown: Use this option to deploy patches on device during shutdown or reboot.

+ Schedule patch policy application time: Select this option to override the default options and
choose new ones. This option enables setting a schedule that can limit the duration time of
patch installation based on a specific date or a recurring schedule.

+ Restrict Duration: If you check the Restrict Duration check box, you can limit how long
patches are applied by entering a time increment based on the number of hours, minutes,
or a combination of both.

+ Date Specific: If you choose the Date Specific schedule type, you can schedule patch
deployment using the following criteria:

+ Start Date(s): Enables you to pick the date when you need to start the deployment.

+ Run event every year: Ensures that the deployment starts on a selected date at
selected time and repeats every year. If defined, ends on a specific date.

+ Process immediately if device unable to execute on schedule: Ensures that the
deployment starts immediately if the device was unable to execute on the selected
schedule.

+ Select When Schedule Execution Should Start: There are two options to enable you to
select the start time of the schedule execution, namely:

¢ Start Immediately at Start Time: Deactivates the End Time panel and starts the
deployment at the start time specified. In this option, you must set the start time
in the Start Time panel.

+ Start at a random time between Start Time and End Times: Activates the End Time
panel next to the Start Time panel. You can specify the end time and the start
time so that the deployment occurs at any random time between them.

NOTE: Selecting the Use Coordinated Universal Time check box enables you to
schedule the deployment of all devices at the same time, regardless of time zone
differences. Coordinated Universal Time (UTC), also known as World Time, Z Time,
or Zulu Time, is a standardized measurement of time that is not dependent upon
the local time zone. Deselecting UTC schedules the distribution at local time.

+ Recurring: If you choose the Recurring schedule type, you can schedule patch deployment
using the following criteria:

¢+ When a device is refreshed: Enables you to schedule a recurring deployment whenever
the device is refreshed. In this option, you can choose to delay the next deployment
until after a specific time.

To set the delay, select the Delay execution after refresh check box, and specify the
days, hours, and minutes of the time by which you require delaying the deployment.
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By default, the patch bundle install frequency is set to Install once per device. For a
recurring deployment, change it to Install always, after completing the patch policy.
For more information, see “Install Action Set Options” in the ZENworks Software
Distribution Reference.

NOTE: The device is refreshed based on the settings in Configuration > Device
Management menu > Device Refresh and Removal Schedule (Manual Refresh or Timed
Refresh). Alternatively, you can refresh the device by selecting a device in the Devices
page and clicking the Refresh Device option in the Quick Tasks menu.

+ Days of the week: Enables you to schedule the deployment on selected days of the
week. To set the day of deployment, select Days of the week, select the day of the
week, and set the start time for the deployment.

+ Monthly: You can schedule the deployment on a specific day of the month, the last
day of the month, or a specific day every week or month.

+ Fixed Interval: Enables you to schedule a recurring deployment that runs on a regular
basis. You can choose the number of months, weeks, days, hours, and minutes of the
interval and the start date for the deployment schedule.

To save any changes made in Patch Policy Pre-Install Behavior options, click Apply.

Pre-Install Notification Options

The Pre Install Notification Options page allows you to define whether users receive notification
when patches are downloaded and installed, and to customize the installation settings.

+ Use values assigned to system variables or defaults: Select this option to use the default pre-
install notification options defined within the Pre-Install Notification settings.

+ Override Settings: Select this option to override the default options and choose new ones.
Selecting this option makes the remaining options available.

+ Notify Users of Patch Install: Select this option to notify the user prior to the installation of
the patch.

+ Description text: The text of the notification message. You can edit this field only if you
override the default settings.

¢ Options: When you define installation options, you can specify whether to use the values
in the default settings (the Use values assigned to system variables or defaults check box) or
the custom settings. There are three options:

+ Allow User to cancel: Allows the user to cancel the patch installation.
+ Allow User to snooze: Allows the user to delay the installation.
¢ Snooze interval: The duration the install is delayed when the user snoozes.

¢ Install within: The deadline that the user can no longer snooze the installation.

NOTE: Even if you snooze the installation, the popup window will continue to
appear every few seconds until you proceed with or cancel the installation.
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+ Show tray notification: On selecting this option, a notification for a pending installation
is displayed in the system tray. If you select this option, define the following:

+ Tray notification duration: Enter a value in hours, minutes or seconds for how long
the system tray notification is displayed before being hidden.

+ Tray notification text: Type the text you want to appear in the notification.

To save any changes made in Patch Policy Pre-Install Behavior options, click Apply.

Configure Patch Policy Pre-Install Behavior at the Folder Level

Patch Policy Pre-Install Behavior can also be set at the folder level, which enables you schedule patch
distribution and set pre-install notification options for the Server or Workstation estate. By
configuring Patch Management settings at the folder lever you will override the System settings
(configured in the Configuration page), however, you can return to the System settings at any time
by using the Revert option.

To configure the Patch Policy Pre-Install Behavior at the folder level:

1 Click Devices in the ZENworks navigation menu.

2 Click the Details link on the folder you would like to configure settings for.
3 Go to Settings > Security > Patch Policy Pre-Install Behavior.
4

At the top of the page there is an option to Override the system settings, select this to begin
making changes.

NOTE: This option can be used to revert back to System settings if you need to change back.

5 Configure Schedule Distribution and Pre-Install Notification Options sections for the folder.
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Assess Vulnerabilities

After configuring vulnerability detection, licensing, and other settings, you can assess device
vulnerabilities via the Security pages, Device patches, and the ZENworks Reporting console. You can
also take steps to manage patch compliance from the Dashboard, Patch Policies, and Patches pages.

Security Pages

The Security pages are where the majority of patch-related activities are performed, to include
monitoring all patches across all systems registered to the ZENworks Server. From here you can
assess patch compliance, view recently released patches, check patch subscription status, check the
last time each device was scanned for patch compliance, search for patches, create custom patches,
create and manage patch policies, and more.

Employing the Security and Patch Dashboard

The Patch Dashboard has four default dashlets that provide a comprehensive snapshot of key
indicators, so you can quickly assess the overall health and compliance of patches on devices in your
zone. You can also initiate action directly from respective dashlets, when expanded, to remediate,
download, or disable selected patches, to discover patches, to reconfigure the zone vulnerability
detection schedule, and to view patch and device details.

The Security Dashboard has four dashlets that enable you to quickly assess the vulnerability status
of your zone. Using these dashlets you can track patches and CVEs, identify the top CVEs in the zone
and the CVE severity distribution details. Using these dashlets you can deploy remediations, and
perform patch scans.

Custom dashlets: You can create custom dashlets from any of the default dashlets or from other
custom dashlets using the Save As feature. This will save the filter settings on a custom dashlet until
you change and save different settings. Unlike the filters on the default dashlets, the filters you set
on custom dashlets are persisted beyond the current Dashboard page session.

System settings: Dashlets that can be filtered by Platform reflect patches from the platform types
selected in the Subscription Service Content Download configuration. For example, if the Linux
platform is the only platform type selected for “platforms to download,” then typically only patches
from that platform will be shown or can be filtered in the dashlet.

One exception to the above statement is custom dashlets. Any applicable patches already
downloaded before a change was made in the “platforms to download” would still be shown in
applicable ‘custom’ dashlets if the excluded platform type was previously saved to show in the
dashlet.
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Patch dashlet descriptions: A brief description for each default dashlet is provided below. Click a
dashlet link for more detailed information about that dashlet.

+ Patch Subscription Status: Displays the number of known patches in the zone, their status, and

the last start and end times of subscription activities for licenses, patch discovery, and patch
download. Mouse over different sections of the chart to see end times for Patch Download,
License Verification, and Patch Discovery, or expand the dashlet for more options.

Recently Released Patches: Displays the number of recently released patches by patch impact
type. Mouse over different sections of the chart to see the number of patches for each impact
type, or expand the dashlet for more options.

Device Patch Compliance: Displays compliance status for devices in the zone. Mouse over
different sections of the chart to see how many devices are compliant, or expand the dashlet
for more options.

NOTE: Patch compliance is measured by Critical and Recommended patch impacts, based on
the percentage defined in the Dashboard and Trending configuration. Disabled patches for
these impact types are not part of the compliance data.

Device Last Patch Scan: Displays the number of devices scanned for patches by time range.
Mouse over the chart to see the scan information, or expand the dashlet for more options.

Security dashlet descriptions: A brief description for each default dashlet is provided below. Click a
dashlet link for more detailed information about that dashlet.

+ Patch Tracker Dashlet: This dashlet is a unique dashlet when compared to other dashlets in

ZENworks as it does not display any data by default. To view the data, the dashlet should first
be configured. When you mouse over the dashlet, it displays the number of vulnerable devices
against the total number of impacted devices for the selected patches. In the Vulnerability
Trend section of the dashlet, you can view the vulnerability trend of the selected patches, for a
specific time period.

CVE Severity Distribution: Displays all the CVEs that are applicable to devices in the zone,
grouped based on their severity. When you mouse over the dashlet you get to see the number
of CVEs for each type of severity.

Top CVEs : Displays the list of top CVEs in the zone based on the date on which they were
released. However, you can use the filters to display the top CVEs based on the number of
vulnerable devices or based on the severity. Mouse over different sections of the chart to see
the number of vulnerable devices against the total number of impacted devices, for a particular
CVE.

CVE Tracker: The CVE Tracker dashlet also does not display any data by default. To view data,
the dashlet should first be configured. When you mouse over this dashlet, it displays the
number of vulnerable devices against the total number of applicable devices. In the
Vulnerability Trend section of the dashlet, you can view the vulnerability trend of the selected
CVEs, for a specific time period.

For general information about using the ZENworks Dashboard, see Using the ZENworks Dashboard -
An Overview.
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Patch Subscription Status

All patching through ZENworks Patch Management begins with retrieving applicable patches into
your system via the patch subscription service. The subscription service performs three tasks: it
verifies that your license is valid, it discovers new patches that are applicable to devices in your
system, and it downloads the patch content as it is needed.

Viewing the Subscription Status is your first indication that your patch process is running smoothly.
Use this dashlet to quickly determine the status and end times of these three processes: License
Verification, Patch Discovery, and Patch Download. If any of the processes have failed, you have
your first indication of where to troubleshoot:

+ License Verification: Check the Patch Management License page to verify that your license has
not expired.

+ Patch Discovery: Click the Discover Patches link in the Subscription Status dashlet to scan for
new patches in the patch content repository. If new patches are detected, the patch signatures
will be downloaded to your devices, so they can be detected in the next DAU scan.

+ Patch Download: Check your network environment to ensure patch content is not restricted
due to closed ports or other firewall issues. For more information, see Patch Management
Issues.

Recently Released Patches

By default, the Recently Released Patches dashlet displays all applicable patches discovered on
devices in your Management Zone that were released in the last 30 days. Viewing the information in
the default configuration might initially help you determine how to best configure the dashlet for
your organization’s needs by asking questions such as:

+ What platform types do | need to patch?

+ What patch impact types do | want to include?

+ Do | want to see applicable patches from all vendors or just selected vendors in my dashboard?
From the expanded Recently Released Patches dashlet, you can configure the dashlet to only display

those patches that you require to accurately assess your patch environment going forward. You can
also create custom dashlets by saving the Recently Released Patches dashlet with another name.

Modify the data display: To filter the data that the dashlet displays, expand and modify any of the
sections in the dashlet filter panel for Release Period, Platform, Impact, and Vendors, and then
apply your changes.

Execute actions from the Patches panel: The Patches panel displays the patches that meet the
criteria you define in the dashlet filter panel. You can also filter the list by searching for any portion
of a patch name string via the Search Patches feature.

For information about other actions and options you have in the Patches panel, see the following:

+ Remediate patches: If you see a patch that you need that will not be picked up by your patch
policy, you can start remediation of the patch directly from the Patches panel. To start
remediating patches, select one or more patches in the list, and click Remediate.

Step 1 in the remediation process opens. For information about using the Remediation wizard,
see Deploying Patches Manually.
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+ Disable patches: To disable one or more patches, select them in the Patches panel and click
Disable.

NOTE: There is no confirmation of this action. Once you click Disable, the action is executed.

To enable a disabled patch, go to the Security > Patches page, locate and select the patch, and
click Enable from the Action menu.

+ Download patches: To download one or more patches, select them in the Patches panel, and
click Download. A green status icon indicates that the patch or patches are downloaded.

+ View patch information: To view vendor details about a patch, click the patch name in the
Patches panel. The Patch information page provides useful details about the patch and a link to
the vendor site.

+ View patched or not patched devices: To see which devices are applicable to which patches,
click the applicable number link in the Patched or Not Patched column. This will list the devices
that already have or need that patch, respectively. The list of devices will also include a link to
the Summary page for each device in the list.

+ Sort the Patches list: To sort the list alphanumerically by column criteria, click a column
header. Clicking the column a second time will invert the order of the sort.

Device Patch Compliance

When expanded, the Device Patch Compliance dashlet provides a quick snapshot of how many
devices are compliant and how many are not, both by the number of devices in the chart and by
percentages in the Devices panel. You can modify the threshold that you want for patch compliance
in the Dashboard and Trending configuration. For more information on this setting, see Configuring
Patch Dashboard and Trending.

Modify the data display: To filter the data that the dashlet displays, expand and modify any of the
sections in the dashlet filter panel for Status, Impact, Device Type, and Platform, and then apply
your changes.

Viewing options in the Devices panel: The Devices panel displays compliance status for each device
in your zone by percentage, based on the criteria you define in the dashlet filter panel and
compliance criteria in the Dashboard and Trending Configuration. You can also filter the list by
searching for any portion of a device name via the Search Devices feature.

To see specifically which patches are compliant for each device, click a percentage link in either the
Critical Patches or Recommended Patches column for a device in the list, and the Patches page will
open for that device.

Device Last Patch Scan

Checking the data in the Device Patch Last Scan dashlet can help you determine the health of your
current patch environment. When expanded, you can compare the latest scan with information
from other patch dashlets and even go directly to the Vulnerability Detection Schedule to modify
scan times, if there is a need.

Modify the data display: To filter the data that the dashlet displays, expand and modify any of the
sections in the dashlet filter panel for Time Ranges, Platform, and Device Type, and then apply your
changes.
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Viewing options in the Devices panel: The Devices panel displays the last scan date and the next
scheduled scan time for each device.You can also filter the list by searching for any portion of a
device name via the Search Devices feature.

For information about other actions and options you have in the Devices panel, see the following:
+ View detailed device information: To see specific information about a device in the Devices
panel, click the device name.This will open the Summary page for that device.

+ Modify the scan schedule: To go directly to the Vulnerability and Detection Schedule in the
Patch Management configuration, click the link in the Scan Schedule Defined At column for any
of the devices in the Devices panel. From here, you can modify the zone schedule that checks
for device vulnerability.

+ Sort the Devices list: To sort the list alphanumerically by column criteria, click a column
header. Clicking the column a second time will invert the order of the sort.

Patch Tracker Dashlet

The Patch Tracker dashlet enables you to track a single or multiple patches available in the
Management Zone. By drilling into the dashlet, you view the current patching status of the devices
and also view the patching trend over a defined date range.

You can customize the dashlet to best fit your needs, and create multiple custom dashlets if
necessary.

By default, the Patch Tracker dashlet does not display any information, to view information in the
Patch Tracker, you need to first configure the dashlet. By configuring the Patch Tracker dashlet, you
can track a single patch or multiple, associated, patches.

For the specified patches you can view the current patching status of the devices. The dashlet
displays the number of devices that are patched against the total number of applicable devices.
After identifying the vulnerable devices, you can use the Deploy Remediation quick task to apply the
patches on the devices. With the Patch Tracker dashlet you can view the updated status as devices
are patched. In the Unpatched Device Trend section of the dashlet, you can view the patching trend
of the selected patches, for a specific time period.

Accessing the Dashlet: In ZCC, click Security > Patch Tracker.
Configuring the Patch Tracker Dashlet

1. In the Patch Tracker Dashlet, click Configuration, and then click Add/Remove.
2. In Select Patches, select the required patches, and then click OK.

3. Specify a name for the dashlet and change the tracker icon, if required.

4

. Vertica is required to retrieve the trending data. Hence, the Trend Chart fields are enabled only
when Vertica is configured

In the Trend Chart section, based on your requirements, using the following option, you can
assess the patch trending status in your Management Zone:

a. Date Grouping: You can group the trend data based on Day, Week, Month, Quarter or
Year.

The chart will not be display any data until the end of the first period of the date grouping.
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Example: If you choose Year, then you will not see any Trend Chart data for a year. Hence,
while creating a new tracker, ensure that you set the Date Grouping to Day so that you see
the data immediately. You can modify the filter at a later time, if you want.

b. Date Range: After selecting the Date Grouping filter, this option enables you to select the
date range for the selected date grouping.

NOTE: Vertica is required to retrieve the trending data. The Trend Chart fields will be
enabled only when Vertica is configured. For more information, see Vertica Database
Reference.

5. Click Apply.

6. To save the dashlet, click the hamburger menu, and then select Save As.
After configuring the Patch Tracker dashlet, following information is displayed:

Patch Status: The Patch Status section provides current known status about the number of patched
and unpatched devices that are grouped by platforms. Hover over each of the graph elements to
know the number of patched and unpatched devices.

The number displayed in the Patch Status section represents the number of unpatched devices in
the zone. The Patch Status graph is grouped based on platforms. This also displays the number of
devices that are not patched in the Management Zone.

The Patch Status also displays an arrow that indicates the current unpatched device trend in the
Management Zone. The following table describes the various scenarios and the associated status
arrow:

. l The green arrow pointing downwards represents the number of unpatched devices at the
current point in time is less than the number of devices at the start of the date grouping period
(Day, Week, Month, Quarter, or Year).

. t The red arrow pointing upwards represents the number of unpatched devices at the
current point in time is more than the number of devices at the start of the date grouping
period (Day, Week, Month, Quarter, or Year).

+ 4= The two-sided arrow represents the number of unpatched devices at the current point in
time is same as the number of devices at the start of the date grouping period (Day, Week,
Month, Quarter, or Year).

Unpatched Device Trend: The trend chart displays the current and historical data of selected
patches based on the selected date grouping and date range. By analyzing this section, you can
check the patch trend in your zone and also take necessary actions, such as Deploy Remediation, to
make your zone more secure. The trend data is displayed based on the server time.

NOTE: If a new device is added to the zone, then the trend data for the newly added device will be
displayed only after the data is retrieved from Vertica. By default, the data from Vertica will be
retrieved after 12 PM (Server Time).

For example, if the Date Grouping is Day and the Date Range is 1 Month, then the Unpatched Device
Trend chart displays the trend for the last 30 days with each day represented as a point in the chart.
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NOTE: The Unpatched Device Trend chart is displayed only when Vertica is configured and enabled.
For more information, see the Vertica Database Reference in the documentation site.

Filtering the Dashlet Based on requirements, you can narrow-down the data displayed in the
dashlet by using the Filter tab. Following are the available filter options:

+ Device Folders: In this filter, you can select the required device folders.Select Include
Subfolders to include folders within the selected folders.

+ Device Groups: In this filter, you can select the required device groups.

+ Device Type: In this filter, you can select the required type of device. The available options are

Servers, Workstations and Mobile Devices.

+ Platform: In this filter, you can select the required platform. The available options are

Windows, Linux and Mac.

+ Vulnerability Status: In this filter, you can select the vulnerability status of the device. The
available options are Vulnerable or Not Vulnerable.

Execute actions from the Device Details panel

The Device Details panel displays the devices that meet the criteria that you defined in the dashlet

filter panel. You can also filter the list by searching for a device name or a portion of the name in the

search panel.

Following are the information displayed in the Device Details panel:

Field Description
Device Displays name of the device.
Status Displays the vulnerability status of the device.

Last Vulnerability Scan

Displays the date and time at which the
Vulnerability Scan was performed on the device.

Operating System

Displays operating system on which the device is
operating.

Device Folder

Displays the folder path in which the device is
located.

Remaining Vulnerabilities

Displays the number of vulnerabilities that should
be applied on the device to make the device less
vulnerable.

For information about other actions and options you have in the Device Details panel, see the

following table:
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Table 4-1 Device Details Panel

Task Description

Deploy Remediation Deploys all patches required to remediate the
vulnerability on the selected devices. Any required
patches that have not already been downloaded
(cached) to your zone will be automatically
downloaded.

For more information, see Deploying Patches
Manually.

Scan Now This action initiates a patch scan on the selected
devices in order to ensure that you have the latest
vulnerability status for the devices.

Search The Search operates on the Device, Operating
System, and Device Folder fields to allow you to
filter the list based on the data in those fields.

NOTE: For information about the other Security dashlets, see the Determine Vulnerabilities and
Deploy Remediations section in the CVE Reference.

Viewing Patch Policies

You view, create, modify, and delete patch policies from the Patch Policies page. For detailed
information about creating and managing patch policies, see Creating and Publishing Patch Policies.

To view patch policies, navigate to Security > Patch Policies.

i Patch Pelicios

Petch Policles # Search

Viewing Zone Patches

To view the patches that are discovered in the zone from the DAU tasks, click Security in the
navigation menu, and select the Patches page.

The Patches page displays a complete list of all known patches reported by various software
vendors. After they are reported and analyzed, the patches are registered for distribution to your
ZENworks Server through the ZENworks Patch Subscription Network. The ZENworks Agent should
be installed on each device to check for known patches. A patch bundle called Vulnerability
Detection is then assigned to run on each device on a daily basis to scan for known patches. This
task returns the results that are displayed on the Patches page. The results are presented in a table
of patch status. The total number of patches is displayed below the table in the bottom left corner.
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NOTE: The Patches page downloads and displays patches only for the operating systems that are
running on your managed devices. This process prevents wastage of bandwidth and disk space,
which would be required to store thousands of unneeded patches in the ZENworks Primary Server
database. If you connect a device running a previously undetected operating system, you must
initiate replication again so that the Patch Management Server downloads patches for that
operating system.
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Viewing Patch Status

The Patch Download Details page displays the download status for patches and bundles in table
form, and also displays the details of patch caching and queuing status.

To view the Status page, navigate to Security > Patch Download Details.

The page consists of two data tables, Patch Download Details and Cache Status. Definitions for each
table item are provided below:

Table 4-2 Status Item Definitions

Item Name Item Status

Signature Download Indicates whether downloading of the signature has finished or is
in progress.

Signature Download Time Indicates the last time the local server contacted and downloaded

the signature from the Patch Subscription server.

Bundle Download Indicates whether the patch bundle download is finished or is in
progress.
Last Patch Download Indicates the last time the local server contacted and downloaded

a patch from the Patch Subscription server.
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Item Name Item Status

Number of Failed Download(s) Indicates the number of patches that failed to download from the
Patch Subscription server.

Number of Patches Queued for Caching Indicates the number of patches that are queued for download
from the Patch Subscription server.

Number of Active Patches Indicates the number of patches that are available for download
from the Patch Subscription server.

Number of New Patches (less than 30  Indicates the number of patches that have been uploaded to the

days) Patch Subscription server in the last 30 days and are available for
download.
Latest Patch Released On Indicates the time when the latest patches were released.

Table 4-3 Cache Status Item Definitions

Item Definition

Action > Cancel Pending Downloads Cancels the download of any patches in the process of being
cached.

Name The name of a patch.

Status Whether the patch has been successfully downloaded.

Error Detail (if any) Details of any error that occurred during the download process.

NOTE

By default, the SendChildPatchBundleStatus flag is enabled, i.e. the agent will upload the child patch
bundle status to the server even if the registry is not created. Uploading child patch status to the
server causes additional overhead on the server to process the status of child patch bundles also
overhead on the agent to upload the status of child patch bundles.

If you want SendChildPatchBundleStatus to be disabled, then set the following registry to false:

SOFTWARE\\Novell\\ZCM\\SendChildPatchBundleStatus

Viewing Patches for a Device

Device patches are the patches associated with a selected device (a server or a workstation). The
patches listed for a specific device are the ones that are applicable only for that device. The
following sections describe device patch information for ZENworks Patch Management:

To view the patches for a specific server or workstation device:

1 Click Devices in the navigation menu.
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A page displaying the root folders for each type of device appears:

Devices

L] Name = Type

O (3 mobile Devices [Details) Mobile Folder

| Ga Servers (Details) Server Folder

[ | O3 workstations [Details) Workstation Folder

i - 3 of 3 items 4 1 1 ' show 25 + items

The Servers folder is the root folder for all managed servers and the Workstations folder is the
root folder for all managed workstations.

Click the Servers or Workstations link.
A list of server or workstation groups classified on the basis of their operating systems appears.

Any of the following device icons might appear on the Servers or Workstations page:

Icon Status

= Message Status: Normal

Device Status: Bundle and policy enforcement successful
- Message Status: Warning

Device Status: Bundle and policy enforcement successful
5 Message Status: Error

Device Status: Bundle and policy enforcement successful
@x Message Status: Error

Device Status: Bundle and/or policy enforcement failed on one or more
bundles or policies.
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A specific device, type of device, or device with a given status can also be found using the
Search feature on a group page. The following filters are available:

Filter Item Result

Name Searches for devices with a particular name.

Type Searches for devices of a specific type or group.

Operating System Searches for devices running a particular operating system.

Test Status Searches for devices based on its ZCM test status.

Message Status Searches for devices that display a particular message status.

Compliance Status Searches for devices based on their compliance status, Yes or No.

Device Status Searches for devices based on the device status.

ERI Status Searches for devices using disk encryption based on ERI status, Yes or
No.

3 Click a required group (Server, Dynamic Server, Workstation, Dynamic Workstation Group) to
view details of the group and the members of the group. Alternatively, you can click a managed
device in the group.

If you click a managed device, a page displaying details about the managed device or member is
displayed, as shown in the following figure, where the name az-t p- wi n2012r 2 for the
managed device is an example. The network administrator decides the name of the managed

device.
Summary Inventory Relationships Settings Content Statistics Locations Audit Patches
General ~ Upcoming Events Advanced
Alias: az-tp-win2012r2 130116 5] 41k 47k 431
Host Name: AZ-TP-WIN2012R2 Refresh
IP Address: 10.000.006.00
Type Name Time
Last Full Refresh: 3:52 AM : -
Last Contact: 7:52 AM Click refresh to see upcoming events
ZENworks Configuration Management Version: 17.0.0.0
ZENworks Asset Management Version: 17.0.0.1002 Logged In Users Advanced
ZENwaorks Patch Management Version: 17.0.0.737 Name In Folder
ZENworks EndPoint Security Management Version: 17.0.0.1002 . .
No items available.
ZEMworks Full Disk Encryption Version: 17.0.0.1002
ZENworks Agent Version: 17.0.0.1007
ZENworks Updater Service Version: 17.0.0.1002 Imaging Work Advanced
ZEMworks Agent Status: & Scheduled Work: None
Operating System: Microsoft Windows Server 2012 R2 Standard Edition Applied Image Files:
6.3.9600 N/A Build 9600 None
Number of errors not acknowledged: 247 Type Name
Number of warnings not acknowledged: 2 No items available.
Primary User: No user sources configured o
Owmner: (Edit .
Serial Number 422ba3ba31d985769156ac Assigned System Updates ~
GUID: Oe5a51a5eb53bccf9zdfcie Name Status
Department: (Edit) No items available.
Site: (Edit

Location: (Edit)
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4 Click the Patches page (either from a group or device page) to display the patches associated
with the group or device:

Summary Relationships Details Audit Patches

Patches
f‘ Search
O Patch Name Impact & Patched Not Patched Released On Patch Name
O M516-092 Security Update for Windows . e
@ Server 2012 RZ (KB3169704) Critical 2 1 Jul-12-2018
- - Search Reset
O M516-048 Security Update for Windows - L
& Sorvar 2017 Ra (KE3146773) Sl 0 1 ApZeOts
Status
O M516-062 Security Update for Windows . e
Server 2012 R2 (KB3156017) Critical 0 1 May-10-2016 | [Ipatched
O MS16-075 Security Update for Windows . e WINot Patched
Server 2012 R2 [KB3161561) Sl 0 1 IR
O Security Update for Windows Server 2012 . i .
RZ (KB3042058) Critical 0 1 Oct-13-2015 [include Disabled
0 MS16-142 November, 2016 Security Impact
| Monthly Quality Rollup for Windows Critical 0 1 Nov-08-2016 M critical
S 2012 R2 (KB3197874
S { : M Recommended
S16- ity Wi
M516-076 Security Update for Windows Critical 0 1 Jun-14-2016 M informational

Server 2012 R2 (KB3162343)

S16- o Wi M software Installers
M516-014 Security Update for Windows Critical Feb-09-2016
Server 2012 R2 (KB3126593) Vendor |AII

0
O
O M516-047 Security Update for Windows
O

=]
|=

Server 2012 RZ (KB3149090) Critical g 1 Apr-12-2016 | Cache Status
S16- ity Wi . .
[3 Mote-074 security Update for Windows ¢ 505 0 1 jun142016 CVEMdentifir[ ]

Server 2012 R2 (KB3164035)

Accessing Patch Management Reports

Reports are available to customers who install ZENworks Reporting Services (ZRS) inside ZENworks.
Login to the ZENworks Reporting console to view the reports. For information on how to deploy or
upgrade the ZENworks Appliance, see the ZENworks Reporting Appliance Deployment and
Administration Reference.

The following predefined reports are included for Patch Management:

+ Bundle Deployment Summary: Displays only the devices on which the patch bundle have been
deployed. This report lists deployment name, patch name, assigned device name, and patch
device status.

¢ Critical Patch Status Report: Displays information on critical patches that are assigned to the
devices. This report displays the total summary of the patch status and lists patched, not
patched, not applicable, error, and total devices.

+ DAU Status: Displays a pie chart that shows how many days since the Discover Applicable
Updates (DAU) task was run on agents in the management zone (those greater than 7 days and
those from 1-3 days).

+ Device Patch Status by Vendor: Displays information on device patch status. This report lists
agent name, vendor, patched, not patched, not applicable, released on, is patch enabled, and
patch impact.

+ Device Status: Displays a date-time stamp by device name for the following status indicators:
Last Contact Date, Last Full Refresh, Last Inventory Scan, and Last DAU.

+ Not-Patched Patches by Device: Displays a table for each device in the management zone that
shows patches by the patch name, release date, impact, and vendor.
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+ Overall Patch Percentage: Displays the total number of devices, Patched and Not Patched, with
their respective percentages. The percentages are also reflected in a pie chart.

+ Patch Analysis: Displays information on patch assigned as mandatory baseline on a device. This
report lists vendor, patch name, released date, criticality, applicable, patched, not patched, and
% patched.

+ Patch Assessment Report: Displays information on all released patches and their impact. This
report lists vendor, released patches, and patch impact.

+ Patch Bundle Deployment Status: Displays information on all released patch bundles and their
status. This report lists administrator initiated remediation bundle, deployed patch bundle,
event type, and event status.

+ Patch Deployment Summary: Displays information on all released patch bundles and their
status. This report lists admin initiated remediation bundle, deployed patch bundle, event type,
and event status.

+ Patch Detail Report: Displays detailed information on patches. This report lists patch name,
patched status, total devices, and % patched.

+ Patch Percentage by Folder: Displays the number of devices patched and not patched in each
folder with a percentage of those not patched.

+ Patch Release Report: Displays information on released patches. This report lists, patch device
status, and device name.

+ Patch Tuesday Report: Displays information on Tuesday’s released patches. This report lists,
patch name, patch status, and total devices.

+ Top 10 Not Patched Critical Patches: Displays information on the most critical patches that are
not deployed. This report lists patch name and patch impact.

Generating Patch Audit Reports

While not recommended for long term use due to database usage, two audit reports, Device Patch
Audit and Patch Audit Summary, will be generated for patch deployments when the Save patch
status history option is turned on in the Dashboard and Trending configuration. For information on
how to deploy or upgrade the ZENworks Appliance, see the ZENworks Reporting Appliance
Deployment and Administration Reference.

To configure the setting:

1 Go to Configuration > Security > Dashboard and Trending link.

2 In the Dashboard and Trending section, select the Save patch status history (Warning: This can
cause large database usage) check box.

3 Choose the number of days to store the data in the database in the drop-down menu.

4 Click Apply at the bottom of the configuration page.
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Distribute and Apply Patches

There are two ways to distribute and apply patches to devices in the management zone:
+ Create patch policies

or

+ Deploy patches manually

The first option automatically deploys patches based on rules and requirements you define in patch
policies. The second option requires you to manually select the patches to deploy and manually
configure their distribution. Both options require automated DAU tasks to have a required patch list
to draw from.

While using patch policies is the most efficient, preferred, and recommended way to manage
patches, Deploy Remediation gives you the flexibility to quickly deploy patches, custom or
otherwise, that may not be covered in your patch policies.

Creating and Publishing Patch Policies

Patch policies are designed to make deployment of multiple patches easier across large estates.
They can be used as a testing ground for new patches before they are released onto the network,
and can also be used to filter content, so that some devices can be selected or omitted as part of the
patch remediation.

Patch Policy - Best Practices

In general use, the Patch Policy function is the most effective and labor saving way to deploy
patches across large estates. Once set up, it can deliver the patches to the target machines with
much less oversight than manual remediation.

While we advocate the automated setup that this function delivers, it is important to remember not
to overstretch your systems or the capabilities of the product.

Recommendations:

1. Keep the policies reasonably simple. Try to organize individual patch policies around a common
outcome, for example: assuming some of your stock is comprised of Windows 7 machines;
setup a policy called Win7 and use this to deliver all Microsoft updates to those targets.
Similarly, you could organize policies by vendor or architecture.

2. Devise a naming convention for your policies; this will enable you to track policies more easily,
and will also make it simpler to make changes to individual policies.

3. When you are setting up individual policies, try to plan into the policy. For example: in real
terms, how often will a policy be deployed? does that specific vendor have regular updates?
and what would your expectation be for throughput? It is our general recommendation that
you should have a team process to steer your approach to this. This is in line with NIST
recommendations.
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10.

11.

12.

. When you are designing policies, be careful not to apply conflicting statements. There are a lot

of different settings built in to ensure that policies can perform some very useful tasks, but be
aware that changing Rules, Requirements, Actions, Relationships, and Members may bring your
policy into conflict with previously defined settings.

. Choose a schedule type based on network load, for example: it might be advisable to schedule

policy deployments out of hours or at times when you know that your network will be least
busy.

Use the Patch Policy Enforcement and Distribution settings in ZENworks > Configuration to
their full extent, especially around Reboot settings; why reboot if the patch does not require
this?

Use the Sandbox function to its full extent. We cannot stress how important it is to test patches
before deploying them, especially over big networks. It is therefore prudent to set up a test
server or a proving ground and deploy to this in the first instance. Once there has been a clean
and issue free deployment, then you are ready to release to the wider network.

For more information, see Test a Policy Before Deploying to a Live Environment.

Do not overload the policy. Patch Management has a default limit of no more than 1500 bundle
actions per policy. This is to keep policies within a manageable parameter. If you believe your
patch server has performance issues due to the number of patch bundle actions, you can divide
up your patch polices with a more defined set of rules and requirements for each policy, which
will reduce the number of actions per policy.

You can also modify the default limit for policy bundle actions with the use of the system
variable, PATCH_POLICY_ACTIONS_LIMIT. For information about setting the variable, see Patch
Management System Variables.

. Continually monitor patch policies, ensuring that you have the available space and bandwidth

to avoid any calamity on your network. If you have large groupings among your assets, it may
be necessary to stagger deployments; this way you will not impact the integrity of your
network, and normal operating can continue alongside the task of protecting against future
problems.

If you want to make changes to the schedule of a Patch Policy, ensure that you configure it
within the Patch Policy Settings page. If the schedule is configured within any other page of
ZCC, such as Device's Assignments or the Bundle's Relationship page, under Assignment Details,
it will not override the schedule that was previously defined in the Patch Policy Settings page.
Instead, it will be run multiple times, based on the schedule configured within each page.

If you delete an old patch policy from an end point and then publish a new policy to replace it,
the end point may list a Device-Assigned Bundle Status of Not Installed for an indefinite period
of time. If you encounter this end point status, reboot the end point to complete publication of
the patch policy.

Vendors will occasionally supersede Critical patches with Recommended patches. For example,
Microsoft sometimes releases a second recommended Windows 10 cumulative update later in
the month that supersedes an earlier critical update. The recommended update fixes the same
security issues as the superseded critical update, but no new security issues are fixed so
Microsoft rates it as Recommended rather than Critical.
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If you want to continue to distribute the Critical patch rather than a Recommended patch that
supersedes it, you can use the following options:

+ Delay the disabling of superseded patches for XX days: This option causes the superseded
patch to remain enabled so that it can continue distributed to devices.

+ Do not disable superseded patches that are included in a policy: This option keeps a
superseded patch enabled until it is removed from a Patch policy during the policy’s next
scheduled rebuild.

For example, assume that you have a Patch policy that installs all Microsoft critical patches. If
Microsoft releases a second recommended monthly update that supersedes the critical
monthly update, the superseded critical monthly update will no longer be distributed by the
policy and the recommended update will not be included in the policy (even if the policy is
rebuilt) because it is not critical. To avoid this situation and ensure that devices continue to
receive the critical cumulative update, you would need to enable the “Do not disable
superseded patches that are included in a policy” option.

A second example would be a Patch policy that installs all patches with “Cumulative Update for
Windows 10” in the name. Occasionally, Microsoft releases a preview patch with “Cumulative
Update Preview for Windows 10” in the name. The preview patch, which is recommended,
supersedes the critical cumulative update so the policy no longer installs the superseded critical
update. In this situation, enabling the “Do not disable superseded patches that are currently in
a policy” option would also resolve the issue.

The two supersedence options are in the CVE and Patch Cleanup settings in ZENworks Control
Center (Configuration > Management Zone Settings > Security > CVE and Patch Cleanup).

Create a Patch Policy

Before creating a patch policy it is important to plan your deployment, and ensure that you know
the devices you would like to reach and the remediations you would like to deliver. It is
recommended that you setup a test machine to test the efficacy of the patch before deploying
across a global environment. For more information, see Test a Policy Before Deploying to a Live
Environment.

To create a new patch policy:

Click Security in the navigation menu, and select the Patch Policies page.
Click New in the Patch Policies panel.
Choose a platform, and click Next.

Name the policy, add any descriptive notes to identify the policy by, and click Next.

v A W N =

Click Add Filter and select rules for the policy that will limit the patches cached in the zone to
only those you need. The following filters are available:
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Filter Item Result

Age Select by age of patch: in days, weeks, months etc.
Architecture Toggle between 32bit and 64bit

CVE Identifier Insert a relevant CVE code

Impact Choose Impact of patch ‘Critical’, ‘Recommended’, or

‘Informational’

NOTE: Software Installers are not included to avoid
unnecessary risk. However, you can always add
specific installers to the policy via the Members tab.

For more information, see Step 4 in Configure
Advanced Parameters.

Patch Name Filter by Patch Name ie: MSxxx xxx
Release date Select by Patch Release date
Vendor Select by Patch Vendor

It is also possible to add multiple filters; by clicking Add Filter Set, you can add a number of
extra levels to further refine the patch cadre. For example, you could filter by Age +
Architecture + Vendor.

6 Once the selection is made, click Apply. The box below the selection tool will populate with
relevant patches (assuming that you have replicated and have at least one registered agent).

Review the Patches in the Included Patches table, and if satisfied to continue, click Next.

7 Configure the final options for creating the policy in Step 4 of the wizard (see below), and then
click Finish.

Option Description

Auto approve patches after Automatically applies patches to non-test devices after they are

successful test successfully tested in the Sandbox on one or more test devices.
enforcements
Approve after x days Delays applying patches to non-test devices this number of days after a

successful test in the Sandbox.

Recalculate after x days Rebuilds the patch policy to include any filter changes after a number of
specified days.

After the policy is created, this setting can be modified in the policy
Summary page by editing Time to recalculate patch policy from rules.

Rebuild policy on creation Auto-rebuilds the patch policy upon policy creation.

Define additional properties Opens directly to the policy editing pages after the policy is created.
From here you can assign the policy and make other property changes.
When this option is not selected, the Patch Policies list displays, and you
have to open the policy from the list to define additional properties. See
Configure Advanced Parameters.
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Before you can test or publish a policy, you need to assign one or more devices to it and then
execute the Rebuild function. Any changes to the patch policy after initially testing it, or publishing
it, will not be effective until you either manually rebuild the policy or it is auto-rebuilt on the
Recalculation interval.

For information on editing a patch policy, assigning the patch policy to devices, testing the patch
policy, or publishing the patch policy, see the following:

+ “Editing Patch Policies” on page 63

+ Assign a Patch Policy to Devices

+ Test a Policy Before Deploying to a Live Environment

¢ Publish a Patch Policy

IMPORTANT: If you delete an old patch policy from an end point and then publish a new policy to
replace it, the end point may list a Device-Assigned Bundle Status of Not Installed for an indefinite
period of time. If you encounter this end point status, reboot the end point to complete publication
of the patch policy.

Configure Advanced Parameters

To achieve an even more targeted remediation within the Patch Policy function, there are a number
of advanced settings available. These settings are accessible when a patch policy is opened from the
Patch Policies page or when Define Additional Properties is selected during patch creation.

To configure advanced parameters in a patch policy:

1 Go to Security > Patch Policies.

2 Click a patch name in the Patch Policies page to display the editing page options. In addition to
the Summary and Relationships pages, there are five other pages where you can modify patch
policy criteria:

+ Requirements
+ Rules

+ Members

+ Actions

Patches

*

3 Select the Requirements page to configure filters from several variables that further define the
devices that will get patched as a result of the patch policy.

Click Add to choose a single filter option, or click Add Filter Set to insert the and/or operator
between a set of variables.

Filter Item Result Platform
Architecture Toggle between 32bit and 64bit All
Bundle Installed Choose between installed bundles All
Configuration Location The location of the server All
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Filter Item Result Platform

Configuration Network Select the network environment All
Environment

Connected Connected or Not Connected All
Connection Speed Choose the speed of the All
connection
Disk Space Free Select by Disk space available All
Disk Space Total Select by Disk space total All
Disk Space Used Select by Disk space used All
Environment Variable Exists Is there a pre-existing variable All
Environment Variable Value The value of the pre-existing All
variable
File Date Select by File date All
File Exists Select by pre-existing File name All
File Size Select by File size All
File Version Select by File version Windows
IP Segment Select by pre-existing File date All
Linux Distribution Select the Linux variants to target  Linux
Linux Kernel version Select the Linux Kernel versionto  Linux
target
Linux Service Pack Select the Service pack versionto  Linux
target

Logged on to Primary Workstation Select Logged on or not Logged on Windows

Mac Distribution Select the Mac OS version Mac
Memory Choose the memory All
Novell Client Installed Novell client installed - yes or no Windows
Operating System- Windows Choose the Windows variant Windows
Primary User is Logged In Primary user logged in -yesorno ~ Windows
Processor Family Select by Processor All
Processor Speed Select by Processor speed All
Registry Key Exists Add a Registry Key and choose yes Windows
or no
Registry Key Value Add a Registry Key value and yes or Windows
no
Registry Key and Value Exists Add a Registry Key and Value and  Windows
yes or no
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Filter Item Result Platform
Security Location Select by security location Windows
Service Exists Insert a Service name and yesor  All
no
Specified Devices Add specific devices (has search All
function)
Version of Application Select by Application Version Mac
Version of RPM Select by RPM Version Linux

ZENworks Agent Version Select by ZENworks Agent version  Windows

4 Select the Members page to add a specific patch to the policy.

The patches can be selected by Name, Impact, Date, Vendor, or All and either added or
removed. If you are using this feature in conjunction with other settings, it will ensure no
duplication of caching, and the selected patch will stay as a member of the policy until it is
removed.

5 Select the Actions page to specify an administrative action before or after a deployment.

Click the Add button on Pre-Enforcement or Post-Enforcement sections to open the selection
menu. Each selection has its own set of custom parameters.

End Process Choose to end a process -i.e. Notepad

File Removal Choose to remove a file
Install Bundle Select to install a bundle
Launch Bundle Select to launch a bundle
Launch Executable Launch an executable

Run Script Run a custom script

6 The purpose of the patches page is for the user to have control over the deployment of
patches. When a policy is first created, the final step is to rebuild the policy. This is done using
the Rebuild button on the policy Summary page. After this button is clicked, the list of patches
in the Patches page should populate.

After the page is populated with patches, click Actions and it will open a small menu. The
options available are Enable, Disable, and Update Cache. When you have an action to take,
check the box next to the patch you wish to take action with and select the appropriate action.
The Patches page also contains information about patch deployment status, including patch
impact, patch or not patched devices for a given patch, and the patch release date.

Editing Patch Policies

Using the Edit option you can make a copy of or rename an existing patch policy. You can save time
by copying a patch policy when a complex patch configuration can be reused or slightly modified.
The selection box must be checked to enable this option. When you copy a patch policy, the
published version of the policy is copied.
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Assign a Patch Policy to Devices

Once a patch policy is created and configured, you need to assign it to one or more devices. You can
also assign it to a workstation group. If you have not already configured one or more devices as Test
devices, see Test a Policy Before Deploying to a Live Environment.

To assign a patch policy to one or more devices:
1 Go to the Patch Policy Summary page (Security > Patch Policies), and click the patch link in the
Name column.
2 Select the Relationships page, and click Add.
3 Click the down arrow for Devices to display the type of devices available.

4 Click the down arrow for Servers or Workstations to display the groups and devices for the
selected folder.

5 Select the devices that are targeted for patch testing or deployment to move them into the
Selected panel, and then click OK.

IMPORTANT: If you delete an old patch policy from an end point and then publish a new policy to
replace it, the end point may list a Device-Assigned Bundle Status of Not Installed for an indefinite
period of time. If you encounter this end point status, reboot the end point to complete publication
of the patch policy.

The devices assigned to the patch policy will now be listed in the Relationships page. With the
assignment complete, you are ready to test and publish the policy.

Test a Policy Before Deploying to a Live Environment

We advise ZENworks Administrators to always dry run their policies on a Test device before
releasing to a live environment. Once a policy is released in a live environment, rescinding the
changes that have been made can be difficult and time consuming.

Normally you would configure your Test devices before creating a patch policy for them; however,
you can run a Rebuild at anytime. The Rebuild command uses the Sandbox to apply patches on all
test devices assigned to the policy that is being rebuilt, according to the rules you configure for the

policy.

If your test devices are configured as "Test" devices before they are assigned to the patch policy,
applicable patches are automatically deployed to the test devices without rebuilding or publishing.

Understanding “Auto approve patches after successful test enforcement”

If the patch policy has Auto approve patches after successful test enforcement configured, the policy
will automatically enforce on non-Test devices assigned to the policy after successfully applying ALL
patches to ALL Test devices in the policy (post Rebuild).

Other considerations for this setting:

+ A patch scan determines and reports when all Test devices assigned to the policy have all
applicable patches installed.

+ Having any of your assigned test devices offline for an extended period of time could impact
the timing of non-Test devices assigned to the policy from getting patched.
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+ Rebuilds (whether manual or automatic from recalculation), that are spaced too close together,
could impact the timeliness of patching, because a rebuild restarts the patching of any
uninstalled patches on Test devices according to the schedule set in the patch policy.

+ Once all assigned Test devices are successfully patched, the patch policy is published,
irrespective of any schedule settings. However, when Auto approve patches after successful test
enforcement is enabled, you can use the Auto approve time delay option in the policy Summary
page to delay this action.

+ Patches are not applied to any devices (Test or non-Test) until the ZENworks Agent is refreshed
on applicable devices.

To configure one or more devices for Test:

1 Beginning in the navigation menu, click Devices > Workstations.

2 Select the check box for one or more devices. Only workstations or satellite servers can be
configured for test, a Primary Server cannot be used for testing while operating as a server.

3 Open the Action drop-down menu, and select Set as Test.

Once you have made the selection, a small yellow arrow appears on the workstation icon &¥. If
you mouse over the workstation icon, an info box displays “Test Workstation.”

4 If you assigned the test device(s) to the policy before configuring it as a test device, you can
now execute the Rebuild option from the policy Summary page to test the policy. Otherwise,
make the assignments before testing the policy.

NOTE: You can also configure devices for testing directly from the device Summary page by clicking
the Set link on the Test Device item. However, you can only configure one device at a time in this
manner.

Publish a Patch Policy

If you chose to not auto approve patches after successful test enforcements in the patch policy
configuration, you will need to publish the policy after executing Rebuild to apply patches to policy-
assigned devices that are not set as Test devices.

To publish a patch policy:
1 Go to the Patch Policy Summary page, Security > Patch Policies, and click the patch link in the
Name column.
2 Review the policy configuration in the Summary page (if applicable, make changes).
3 Click Rebuild in the Summary page.

When the policy is first created, its default status is Sandbox in the Displayed Version menu at
the top of the page. If the policy was previously published, it will have one or more policy
versions to choose from here.

4 Click Publish to update the information in the summary box and to publish the policy.

If you return to your agent device and refresh it, you will see the policy in the ZENworks Agent
window.
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IMPORTANT: If you delete an old patch policy from an end point and then publish a new policy
to replace it, the end point may list a Device-Assigned Bundle Status of Not Installed for an
indefinite period of time. If you encounter this end point status, reboot the end point to

complete publication of the patch policy.

Deploying Patches Manually

To distribute patches manually, use the Deploy Remediation Wizard, which provides an interface to
create or edit patch deployment schedules for multiple recipients or devices. The wizard assists in
selecting devices, scheduling deployment of patches, and if required, setting recurrence. After
completing the wizard, the deployment will be listed in the Bundles page.

You can access the Deploy Remediation Wizard from the Action menu on one of the following
pages:

+ Security > Dashboard > Recently Released Patches

+ Security > Patches

+ Devices > [selected device] > Patches

You can also click the Deploy Remediation link under Patch Management shortcuts in the navigation
menu. These shortcut options appear when the Patch Management > Patches page is open.

If you select multiple patches in the Deployment Remediation Wizard, the wizard automatically
selects all the applicable devices and packages. If any device is selected, the wizard automatically
selects all patches that are applicable for that device. If a group is selected, the wizard includes all
patches applicable for the devices in that particular group.

IMPORTANT: Once you initiate a patch remediation and the patch bundles are created for the
remediation, the patch bundles should not be modified. If patch remediation bundles get modified,
they may not replicate to Primary servers leaving the intended devices not patched.

Create a Deployment Schedule

To create a deployment schedule for one or more patches on one or more devices:

1 Go to Security > Dashboard or Security > Patches.
2 Select one or more patches that you want to deploy.

3 Select Deploy Remediation from the Action menu in the Patches list.

The Deploy Remediation steps vary, depending on the remediation option chosen in Step 5 of the
wizard. For information about a specific step, click its applicable link in the table below:

Deploy Remediation Steps

Auto Reboot No Reboot Advanced

Distribute and Apply Patches



Deploy Remediation Steps

Confirm Devices
License Agreement

Remediation Schedule

P W oe

Deployment Order and
Behavior

v

Remediation Options

6. Notification and Reboot

Options

7. Choose Deployment Name

8. Deployment Summary

1.
2.
3.
4

o

Confirm Devices
License Agreement

Remediation Schedule

. Deployment Order and

Behavior
Remediation Options
Choose Deployment Name

Deployment Summary

el S

o

Confirm Devices
License Agreement
Remediation Schedule

Deployment Order and
Behavior

Remediation Options

Advanced Remediation
Options

Pre Install Notification
Options

8. Distribution Schedule

9. Notification and Reboot

10.
11.

Options
Choose Deployment Name

Deployment Summary

Confirm Devices

The Confirm Devices page allows you to select and confirm the devices for which you need to

schedule a deployment.

The page indicates the total number of devices to which the selected patch will be deployed. You

can change how many items are listed on the page by using the show items drop-down menu.

1 Select one of the following options to determine the devices to which the patches are to be

deployed.:

+ All non-patched devices: Deploys the patch to those devices that are in a non-patched
state. Selecting this option deploys the patch to all the devices that are not patched.

+ Select applicable devices: Deploys the patch to the devices you select from the devices

list. You can deploy a patch to a device regardless of its existing patch status, which can be

patched or not patched.

NOTE: If you deploy a patch from the Patch Management page, the list of devices that

appears is based on the patch Status filter you choose.
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Column Heading

Description

Device Name

Last Contact
Platform
DNS

IP Address

The name of the device.

The name of the device registered with ZENworks Patch
Management to which the patch is to be deployed.

The status of the device when they were last contacted.
The operating system of the device.
The name of the DNS server.

The IP address of the device.

+ Select devices, folders and groups: Deploys the patch to specific devices, folders, or
groups that are in a non-patched state.

To select a device, folder, or group for deployment:

1. Click the Add menu item on the Confirm Devices page.

2. Click the arrow next to the Devices option on the left side of the window to display the
available devices, folders, and groups.

3. Click the desired device to add it to the Selected panel on the right side of the

window.

or

To remove a device from the panel, click the Delete button in the Remove column for

that device.

4. Click OK to confirm device selection.

The window closes and the Confirm Devices page displays the selection.

2 After choosing an option and selecting one or more devices, click Next to open the License

Agreement page.

License Agreement

The License Agreement page displays all the third-party licensing information associated with the

selected patches.

Select Accept for the license agreements you want to accept. To view the license agreement details,
click the name of the patch. If the selected patches do not require a license, you can proceed to the

next step.

NOTE: All license agreements must be accepted before the deployment wizard allows you to

proceed.

Click Next to open the Remediation Schedule page.

Distribute and Apply Patches



Remediation Schedule

In the Remediation Schedule page you configure how a patch is scheduled and deployed for
selected devices.

To start setting the remediation schedule, you need to select the schedule type. Patch Management
offers three types of schedules to determine when the patches are actually applied to the target
device, Now, Date Specific, and Recurring:

+ Now: Schedules the deployment to your selected devices immediately after you complete all
the steps in the Deployment Remediation Wizard.

+ Date Specific: Schedules the deployment to your selected devices according to the selected
date.

When you select Date Specific, you can choose from the following schedule options:

+ Start Date: Enables you to pick the date when you need to start the deployment. To do so,
click the plus icon [ to open the calendar and pick the date. To remove the selected date,
click the minus icon [=l.

¢ Run event every year: Ensures that the deployment starts on a selected date at a selected
time, repeats every year, and if defined, ends on a specific date.

+ Process immediately if device unable to execute on schedule: Ensures that the
deployment starts immediately if the device could not execute on the selected schedule.

+ Select when schedule execution should start: There are two options to enable you to
select the start time of the schedule execution using a 24 hour clock, namely:

¢ Start immediately at Start Time: Deactivates the End Time panel and starts the
deployment at the start time specified. In this option, you must set the start time in
the Start Time panel:

Start Time: :

+ Start at a random time between Start Time and End Times: Activates the End Time
panel next to the Start Time panel. You can specify the end time and the start time so
that the deployment occurs at a random time between them. The End Time panel
appears as follows:

End Time: :

Selecting the Use Coordinated Universal Time check box enables you to schedule the
deployment of all devices at the same time, regardless of time zone differences.
Coordinated Universal Time (UTC), also known as World Time, Z Time, or Zulu Time, is a
standardized measurement of time that is not dependent upon the local time zone.
Deselecting UTC schedules the distribution at the local time.

+ Recurring: Starts the deployment on the selected day at a selected time, repeats the
deployment every day/week/month, and if defined, ends on a specific date.

By default, the bundle install frequency is set to Install once per device. For a recurring
deployment, change it to Install always, after finishing the Deploy Remediation Wizard. For
more information, see “Install Action Set Options” in the ZENworks Software Distribution
Reference.
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In the Recurring Remediation Schedule, you can set the following options for a recurring
deployment:

+ When a Device is Refreshed: This option enables you to schedule a recurring deployment

whenever the device is refreshed. In this option, you can choose to delay the next
deployment until after a specific time.

To set the delay, select the Delay execution after refresh check box, and specify the days,
hours, and minutes of the time to delay the deployment:

NOTE: The device is refreshed based on the settings in the Device Management page under
the Configuration page. Click the Device Refresh Schedule link under Device Management to
open the page displaying the option for either a Manual Refresh or Timed Refresh.
Alternatively, you can refresh the device by selecting a device under the Devices page and
clicking the Refresh Device option under the Quick Tasks menu.

Days of the Week: This option enables you to schedule the deployment on selected days
of the week:

To set the day of deployment, select the Days of the week button, select the required day
of the week, and set the start time of deployment. If you click the More Options link,
additional deployment options appear:

+ Select the Use Coordinated Universal Time check box to schedule the deployment of
all devices at the same time, regardless of time zone differences. Coordinated
Universal Time (UTC), also known as World Time, Z Time, or Zulu Time, is a
standardized measurement of time that is not dependent upon the local time zone.
Deselecting UTC schedules the distribution at local time.

+ Select the Start at a random time between Start Time and End Times check box to
activate the End Time panel in addition to the Start Time panel. You can specify the
end time and the start time so 