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PREFACE

Preface

This User Guide is a resource written for all users of ZENworks Patch Management 6.4 SP2.
This document defines the concepts and procedures for installing, configuring,
implementing, and using ZENworks Patch Management 6.4 SP2.

About This Guide

This guide contains the following chapters and appendices:

Chapter 1: ZENworks Patch Management Overview
Chapter 2: Using ZENworks Patch Management
Chapter 3: Using Vulnerabilities and Packages
Chapter 4: Working With Deployments

Chapter 5: Using Devices and Inventory

Chapter 6: Using Groups

Chapter 7: Reporting

Chapter 8: Managing Users and Roles

Chapter 9: Configuring Default Behavior

Chapter 10: Using the Agent

Appendix A: Patch Management Server Reference
Appendix B: Securing Your Patch Management Server
Appendix C: Working With the Content Update Tool
Appendix D: Creating a Disaster Recovery Solution

Appendix E: Working With the Distribution Point

TIP: Novell documentation is updated on a regular basis. To acquire the latest version of this
document, please refer to the Novell Web site (www.novell.com).
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Typographical Conventions

The following conventions are used throughout Novell documentation to help you identify

various information types.

Convention Usage
bold Buttons, menu items, window and screen objects.
bold italics Wizard names, window names, and page names.
italics New terms, options, and variables.
UPPERCASE SQL Commands and keyboard keys.
monospace File names, path names, programs, executables, command

syntax, and property names.
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ZENWORKS PATCH MANAGEMENT USER GUIDE

1 ZENworks Patch Management Overview

ZENworks Patch Management is a tool to audit the current state of a network and install
updates to the various devices within that company’s network. The Patch Management
retrieves available vendor patches collected by Novell and bundled with scripts that use an
Agent as a detection and installation tool.

A vulnerability includes information that is used by the agents to identify the requirements
for the devices. This identification process uses prerequisite profiles to determine if a patch
is applicable to a computer. If the prerequisite profile matches then the agent will use
detailed patch identifiers, called fingerprints, to verify the device is fully patched and
protected.

Product Overview

ZENworks Patch Management is an agent-based patch, vulnerability and compliance
management system that monitors and maintains patch compliance throughout the entire
enterprise using a centralized Web-interface. ZENworks Patch Management provides a
means for an administrator to install an Agent on every client system in the target network
ensuring all systems are protected.

EE EE
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Patch Management Server and Agent Process

The following process map demonstrates how patch information is communicated between
the Patch Management Server and the Agent.

Agent scans
device

¥

Agent sends
results to
Server

¥

Scan results
reviewed in
Inventory

¥

Vulnerabilities
determined for
each device

3

Server deploys
patches
to Agent

v

Agent applies
patches
to device

1. The Agent scans the host device and

compiles information on operating
system, software, hardware, and services
on that device via the Discover Applicable
Updates (DAU) task.

. The DAU runs an inventory scan on the

agent and sends the results back to Patch
Management Server, which compares it
with the list of known vulnerabilities.
Based on this information, vulnerabilities
are determined to be applicable for each
device.

. The results of the scan are returned to the

Patch Management Server and can be
viewed at any time in the Inventory section
of the product. If applicable, the Agent
performs another scan using the patch
fingerprints incorporated into each
vulnerability to determine the device’s
patch status in relation to that vulnerability.

. Once patch status is established, the

ZENworks Patch Management
Administrator creates deployments to
patch the devices on the network. The
deployments are then sent to the selected
agents.

. Once patch status is established, the

Administrator can deploy the desired
vulnerability to each applicable device on
the network.

. After the agentreceives the patch from the

server, it applies the patches by installing
them to the device. The device is now
protected.
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System Requirements

Minimum Hardware Requirements

The hardware requirements for ZENworks Patch Management 6.4 SP2 vary depending
upon the number of devices you manage. As the device count increases, so do the
requirements. The following, minimum hardware requirements, will support up to 250
devices:

. A single 1.4 GHz Pentium or equivalent processor
. 512 MB RAM
. 36 GB of available disk space
. A single 100 Mbps network connection (with access to the Internet)
For optimal performance please refer to the settings defined under Recommended
Configuration on page 5.
Supported Operating Systems
ZENworks Patch Management 6.4 SP2 is supported on the following Operating Systems:

. Microsoft Windows Server™ 2003, Web Edition with SP1 or later

. Windows Server 2003, Standard Edition with SP1 or later

. Windows Server 2003, Enterprise Edition with SP1or later

. Windows Server 2003 R2, Standard Edition (SP2 optional but recommended)
. Windows Server 2003 R2, Enterprise Edition (SP2 optional but recommended)

NOTE: ZENworks Patch Management must be installed on an Operating System that uses any
English locale (en-US, en-UK, en-CA, etc.) in its default configuration and is not a domain
controller.

NOTE: Prior to installing ZENworks Patch Management 6.4 SP2, you must also install the
Update for Windows Server 2003 (KB925336) available from Microsoft Knowledge Base
Article #925336.

EE EE
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Other Software Requirements

ZENworks Patch Management 6.4 SP2 requires the following software:

. Microsoft® Internet Information Services (lIS) 6.0

. Microsoft® .NET Framework version 1.1 SP1 and 2.0 (both versions are required)

. Microsoft Internet Explorer 6.x or higher

. Microsoft SQL Server (any version) must not be installed unless installed by a previous

version of ZENworks Patch Management

Supported Database Servers
ZENworks Patch Management 6.4 SP2 is supported on the following database servers:
. SQL Server 2005 Express Edition with SP2
. SQL Server 2005 Standard Edition with SP2
. SQL Server 2005 Enterprise Edition with SP2

NOTE: ZENworks Patch Management installs SQL Server 2005 Express Edition with SP2 during
installation. Therefore, you must not have any database server installed prior to the installation
of ZENworks Patch Management.

n (T
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ZENWORKS PATCH MANAGEMENT OVERVIEW

Novell recommends the following hardware and software configurations for ZENworks
Patch Management 6.4 SP2:

Table 1-1: ZENworks Patch Management 6.4 SP2 Recommended Configuration

Number
of Nodes < 1,000 < 2,500 < 5,000 < 10,000 > 10,000
Operating Windows Windows Windows Windows Contact
System Server2003, | Server2003, | Server2003, | Server2003, | Novell
Web Edition | Web Edition | Web Edition | Standard Professional
with SP2 with SP2 with SP2 Edition with Services.
SP2
Database SQL 2005 SQL 2005 SQL 2005 SQL 2005
Server Express Express Express Standard
Processor 1-24 GHz 1 - Pentium 1 - Dual 2 - Dual
4 Core, Core Xeon
Non-Xeon
RAM 1GB 2 GB 2 GB 4 GB
Storage 1-36 GB 1-72GB 2-144 GB 4 -144 GB
Hard Drive Hard Drive Hard Drives Hard Drives

NOTE: Refer to the Novell Knowledge Base (http://www.novell.com/support/) for additional

configuration recommendations.



http://www.novell.com/support/
http://www.novell.com/support/

ZENWORKS PATCH MANAGEMENT OVERVIEW

Agent Supported Operating Systems

Table 1-2: Agent Supported Operating Systems

The following table lists the supported platforms on which the Patch Management Agent 6.4
SP2 is supported.

(0] Process | Process
Version (0] OS Data or or Data
(0] s Edition Width Family Width Min JRE
Apple Mac | 10.2.8 - All 32/64 bit x86(Intel)/ | 32/64 bit 1.4.0+
0OS X 10.5.x PowerPC
HP-UX 11.00 - All 64 bit PA-RISC 64 bit 1.4.0+
11.31
IBM AIX 51-6.1 All 32/64 bit PowerPC 32/64 bit 1.4.0+
Microsoft 98 Second | All 32 bit x86 32/64 bit N/A
Windows Edition
9x
Microsoft 4.0 SP6A | All (1) 32/64 bit x86 32/64 bit N/A
Windows - 2003 R2
NT
Microsoft All Profession | 32/64 bit x86 32/64 bit N/A
Windows al (2)
XP
Microsoft All All (4) 32/64 bit x86 32/64 bit N/A
Windows
Vista(3)
Microsoft All All 32/64 bit x86 32/64 bit N/A
Windows
2008(3)
Novell 9-10 Enterprise | 32/64 bit x86 32/64 bit 1.4.0+
SUSE
Linux
-6 -
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(015 Process | Process
Version (0] OS Data or or Data
oS s Edition Width Family Width Min JRE
Sun 26-10 All 32/64 bit SPARC/x8 | 32/64 bit 1.4.0+
Solaris 6
(1) Datacenter edition is not supported.
(2) Home, Media Center, and Tablet PC editions are not supported.
(3) Windows Vista and Windows 2008 support requires .NET 3.0.
(4) Windows Vista Home and Windows Vista Starter edition are not supported.
EE EHE
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Agent Supported Languages

ZENworks Patch Management Agent 6.4 SP2 is supported on the following languages:
. en-AU: English (Australia)

. en-BZ: English (Belize)

. en-CA: English (Canada)

. en-JM: English (Jamaica)

. en-NZ: English (New Zealand)
. en-ZA: English (South Africa)
. en-GB: English (United Kingdom)
. en-US: English (United States)
. es-ES: Spanish (Spain)

. fi-FI: Finnish (Finland)

. fr-FR: French (France)

. de-DE: German (Germany)

. it-IT: Italian (ltaly)

. ja-JP: Japanese (Japan)

. ko-KR: Korean (Korea)

. nI-NL: Dutch (Netherlands)

. pt-BE: Portuguese (Brazil)

. sv-SE: Swedish (Sweden)

. zh-CN: Chinese (Simplified)

. zh-CHS: Chinese (Simplified)
. zh-TW: Chinese (Traditional)

. zh-CHT: Chinese (Traditional)
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2 Using ZENworks Patch Management

ZENworks Patch Management monitors and sends patches to workstations and servers
across a network. ZENworks Patch Management consists of a Web-based management
console providing direct access to system management, configuration, reporting, and
deployment options.

Getting Started with ZENworks Patch Management

Refer to the following process to determine tasks when using ZENworks Patch
Management.

Within the install function, initial administration roles and parameters are
established. Refer to the Patch Management Server Installation Guide for

Install Server . ) . - A T
more information on installing and configuring your initial usage.

v

After installing the Patch Management Server, the agent can be installed.
In order to install the agent, the devices must be able to download it from
the Patch Management Server. Refer to the Agent Installation Guide for
* more information.

Install Agents

Groups are created in preparation for deployment. A group associates

Create similar devices for the purpose of deploying to multiple workstations.
Groups

R 4

Agent policy sets are associated with a group and applied to the group.

iﬁ:r:te An agent policy is a set of constraints that govern the communication
Policies interval, logging level, and agent start and stop times.

8 2

The agent deploys to the devices within the network. This process is
Deploy aided by the Deployment Wizard which provides instructions for defining
Vulnerabilties and distributing deployments to the selected devices in the network.

v
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After the initial vulnerabilities are resolved, a mandatory baseline can be
Create . . .
Mandatory set. This is a user-defined range of required patches for a group of
Baselines devices. If a device falls out of compliance, applying the mandatory
* baseline ensures the device is patched back into compliance.
User permissions, credentials and roles can be established for all users
Create of the system.
Users/Roles

Accessing ZENworks Patch Management

Logging on to ZENworks Patch Management

ZENworks Patch Management is an internet application that conforms to standard web
conventions. You can access the application from an internet browser. From the main
screen, you navigate through the system with menu bars, scroll bars, icons, checkboxes,
and hyperlinks.

Launch your web browser.

Type the Server URL in your web browser’s Location field.
Press Enter.

STEP RESULT: The system displays the Connect to Server dialog box.
Figure 2-1: Log on dialog box

2 '
R ]

locathast

User name: I ﬂ User j

Password:

Ok I Cancel

Type your user name in the Username field.
Type your password in the Password field.

Click OK.
STEP RESULT: The Home page opens.

| ]
.. - 10 =
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Logging Out of ZENworks Patch Management

1. In the Navigation Menu, select Log Out. ZENworks Patch Management logs you out of
the system and displays the ZENworks Patch Management Server Log Out
confirmation page.

Figure 2-2: Log Out Menu Item

Server Date and Tirme: 2/2/2006 10:54:27 AM [GMT-02:00)

Log Out

2. To reconnect to the system, click the here link.
Figure 2-3: Patch Management Server Logout Screen
[\l Novell. ZENworks. |

Logout Screen

¥ou have logged out of Movell ZENworks Patch Management Server. To continue, click here to é

-

Close

Common Functions within Patch Management Server

The following section describes standard browser conventions used and the navigational
functions specific to ZENworks Patch Management. From the main screen, you can access
all features of the Patch Management Server for which you are authorized. The screen is
organized by function. Use the menu items at the top to navigate through the administrative
options.

ool
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Defining Browser Conventions

ZENworks Patch Management supports the following browser conventions:

Table 2-1: Browser Conventions

Screen Feature

Function

Entry Fields

Type data in to these fields, which allow the system to retrieve
matching criteria or to enter new information.

Drop-Down Menus

Displays a list to select pre-configuration values.

Command Buttons

Perform specific actions when selected.

Check Boxes

A check box is selected or cleared to enable or disable a
feature. Lists also include a Select All check box that lets you
select all the available listed items on that page.

Radio Buttons

Select the button to select an item.

Display Screens

Show areas that are part of a window or an entire window. The
data on display screens can be viewed, but not changed.

Sort Data presented in tables can be sorted by ascending (default)
or descending order within a respective column by clicking on a
(enabled) column heading.

Mouseovers Additional information may be displayed by hovering your

mouse pointer over an item.

Auto Refresh

Where present and when selected, the Auto Refresh function
automatically refreshes the page every 15 seconds.

NOTE: The Groups page supports the right-click function, however in some areas of ZENworks Patch
Management, right-click is not supported.

Using Search

Using the search feature, you can filter information retrieved from the database and the
Global Subscription Server. The search parameters differ within each function in ZENworks

Patch Management Server.

-12 -
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Use the drop down lists to select the parameters you need for your search.

Figure 2-4: Search feature for Vulnerabilities example

Marne/CVE Mo: Status: | Mot Patched i

Results for Groups: |Ml,l Devices ¥| Impact: |- All - .

Include Child Groups: D Show results on Page Load: D Save as Default View: D Update View

You can save frequently used search settings as your default. The check boxes allow you
to save your search and filter criteria. The following table describes these options.

Table 2-2: Search Settings

Select To

Save as Default View Save the active search and filter criteria as the default
view for the page.The default view displays each time the
page is accessed. You can change this setting at any
time.

Show results automatically Automatically retrieves and displays results from the
database when the module is selected from the
Navigation Menu.

NOTE: Your search and filter criteria will remain applicable, even after browsing to a different
page, until you perform a new search or log out of ZENworks Patch Management.

Using Filters

You can filter information retrieved from the database and the Global Subscription Server
using the filter functionality that appears on the top of most of the Patch Management
Server's pages. The filter parameters differ within each function in ZENworks Patch
Management.

Use the drop down lists to select the parameters you need for your search. To toggle the
filter fields, click Show Filters or Hide Filters.

NOTE: Your search and filter criteria will remain applicable, even after browsing to a different
page, until you perform a new search or log out of ZENworks Patch Management.

=
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In addition to the filter criteria described above, you can select display options for data from
the Options drop-down list. The following table describes these options.

Table 2-3: Data Display Options

Select To

Save as Default View Save the active search and filter criteria as the default
view for the page.The default view displays each time the

page is accessed. You can change this setting at any
time.

Show results automatically Automatically retrieves and displays results from the
database when the module is selected from the
Navigation menu.

Show/Hide Group By Row Toggles the visibility of the Group By row. This row
appears at the top of data table. To group data according
by a column header, click the column header and drag it
to the column header to the Group By row.

Using Tabbed Pages

Tabs are labeled groups of options used for similar settings within a page. Select each tab
to view the available options.

Figure 2-5: Tabbed Page Example
Users Roles

Action User Role Name B Type Access Rights Users Groups Devices

Adrninistrator Systermn 46

Guest Systermn 17

Manager Systerm 40

ojojojo o
o 0®
e bm

Cperatar Systerm 28

[T
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Expanding and Collapsing Folders and Outlines

ZENworks Patch Management allows you to expand and collapse folders, outlines, and

other data sources on the page. The information is refreshed each time it is displayed.

Figure 2-6: Expanded Row Option

Vulnerabilities Packages

[ ¥ Package Name £ Origin Operating Systems Cache Status Change Date #\a' L
= O eﬂ Deployment Test and Diagnosti... PatchLink Metware Imported 4/27/2007 3:38:., o
Fackage Narme: Deplopment Test and Disgrostic Fackage -- Netware
Origin:  Fatchiink Version: 2
Status: Frabled Total Directories in Fackage: 1
Cache Status: Package has been replicated. Total Files in Fackage: 1
Cache Request Status: Regquested Compressed Size of Package: 0.1 KB
Deplay Availabilicy:  Availabl Number of Prascripts: (0
05 Plarforms:  NetWare Number of Postsoripts: 0
Created By Username: Fatchiink Corp. Number of Cormand-Line Scripts: 0
Crezted Or:  I/23/2003 5:12:28 P (Local) Nuraber of Dependencies: 0
Last Modified By Username: Fatchiink Corp. Total Idle Deploprents: O
Lest Modified On:  5/12/2005 2:52.:30 P (Local) Tota! Runping Deployreents: 0
Last Created Deployreent Dave: Total Failed Deploprents: 0
More Information Total Successful Deployrents: O
Licenze Information Mot Avalleble
Description: b
Total: 58 1 | of 3 Pages = | Rows Per Page: |25 W
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Advancing Through Pages

Each page in ZENworks Patch Management provides page-through options at the bottom
of each tabbed page. The amount of items available for display and the specific page you
are viewing determines how the options are presented.

Figure 2-7: Pagination Feature

| = = I1 of 967 Pages = |

Table 2-4: Pagination Controls

Function Use To

Next Advance to the next page of entries or to the last page of entries
by clicking the next page ( > ) or last page (> |) links.

Previous Return to the previous page of entries or to the first page of
entries by clicking the previous page ( <) or first page (| <) links.

Displaying Page Indicate the current page number.

Rows Per Page Modify the number of entries displayed on a single page by
selecting the desired number of records to display.

NOTE: When using the browser forward and back buttons, search selections do not get saved.
A new search must be conducted.

Using the Action Menu

The Action menu displays below the filter options and provides access to all actions
available for each page.The available commands vary depending where you are in the
application and depend on the role assigned to the user.

Figure 2-8: Action Menu

Deploy Abort Enable Disable Delete Export

Using Help

Online Help is designed to provide users with the information they need to properly patch
and manage a network.

| | ]
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Access to context sensitive help is available by clicking Help located in the navigation menu.

Figure 2-9: Example Help Screen

Contents | Index H Search ‘ oA W

{
il

@ Novell ZENworks Patch Management QOuerview
& Using Novell ZENworks Patch Management

@ Using Yulnerabilities and Packages

@ Warking With Deployments

@ Using Devices W I

@ Using Groups ®

@ viewing Device Inventory
@ Mandatary Baselines

S Patch Management

@ Configuring Default Behavior

@ Patch Management Server Reference

& Securing Your Patch Management Server
@ Creating a Disaster Recovery Solution
@ Glossary

Exporting Data

Information presented in ZENworks Patch Management Server can be exported into a
comma-separated value (. csv) file. You may elect to save the file in a different file format
after opening it from the download option.

NOTE: All data results will export, not just the selected results. However, some data may not
import or translate into comma-separated value (. csv) format in a readable format.

1. If necessary, populate the page by clicking Update View.
2. Click Export.

ool
-17 - EE EE



USING ZENWORKS PATCH MANAGEMENT

3. In the File Download dialog box, select from the available options: Open, Save, Cancel.
. Open - Creates the file and opens it in your Web browser. From the browser you
can save to a variety of file formats including; . csv, . xml, . txt, and numerous
spreadsheet applications.

. Save - Creates the file and saves it to a local folder. The file is saved to your My
Documents folder in comma-separated value (. csv) format.
. Cancel - Does not create or save the report.
Figure 2-10: Exported Inventory Data

A | B | C D E

| 1 |Device Class Hardwrare Device 05 infa Status

| 2 |BIOS A - B000ZWTP_EMERALD Win2k3-Serice Pack 1 Offline

| 3 |Camputer Advanced CorWTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 4 |Camputer Last Reboot =\WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| & |Camputer Manufacturer WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| B |Camputer 05 Serial Mur™WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 7 |Camputer Serial Murnbe"\TP_EMERALD WWin2kK3-Service Pack 1 Offline

| 8 |Computer Yirtualization :WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 9 |Disk drives Yirtual HD - WTP_EMERALD Wyin2k3-Service Pack 1 Offline

| 10 |Display adapters WM Additions WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 11 |DWD/CD-ROM drives M5 C/OWD-ROWTP_EMERALD Win2k3-Serice Pack 1 Offline

| 12 |Floppy disk controllers Standard flopgWTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 13 |Floppy disk drives Floppy disk diW\TP_EMERALD WWin2kK3-Service Pack 1 Offline

| 14 |IDE ATAATAPI cantrollers Intel(R) 82371 WTP_EMERALD WWin2kK3-Service Pack 1 Offline

| 15 |IDE ATAATAPI cantrollers Prirmary IDE CWTP_EMERALD WWin2kK3-Service Pack 1 Offline

16 [IDE ATAATAPI controllers Secondary IDIWTP_EMERALD Win2kK3-Service Pack 1 Offline

The file is named <filename>Export. csv, with the exported file containing data based

on each type.

-18 -
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Viewing the Patch Management Server Home Page

The entry point to ZENworks Patch Management is the Home page. From this page, you
can view patch management activity and retrieve system status reports.

From the Home page, you can access all features of the Patch Management for which you
are authorized. The Home page provides links to documentation, support resources, status
information, patch-related news, and charts.

Figure 2-11: Patch Management Server Home Page

Novell, ZENworks

Home Vulnerabilities Deployments Devices Groups Users Reparts

Options  Help

Server Date and Time: 5/3/2007 10:47:06 AM (UTC-07:00)
About  Log Dut

Latest News

(B pashboard

FEE

Microsoft Security Bulletin M507-021

1170001 12:00 MM =

Microsoft Security Bulletin M507-019

1170001 1200 AM =0

Microsoft Security Bulletin M507-020

1170001 1200 AM =

Microsoft Security Bulletin M507-022

1170001 12:00 AM =

Documentation

Online Documentation

Select this link to view or download the
latest docurnentation,

Support Forum

Select this link to sccess the Support
Forurnz.,

Help Info
Seledt this link to open context sensitive
help.

New Users Start Here

Select this link for infarmation helpful ta
new users,

@] server Information

|Cnmpam,l | TechPubs

Vulnerability Severity

This chart displays the percentage of un-remediated 2pplicable

71 Agent Status SIE

This chart displays the percentage of agents grouped by status,

wulnerabilities vs. spplicable vulnerabilities groupad by vulnerability

severity,

Recommended  Optianal

Critical

@ Available

® viorking

@ Unavailable

=

. Administrator

The page is divided into four areas.

Using the Navigation Menu

Viewing Latest News

Viewing the Documentation Links

Viewing Server Information
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Using the Navigation Menu

The ZENworks Patch Management Server Navigation menu displays product features
based on functionality. Use the menu to navigate through the administrative options within
the system. You can access all features of the system from this menu. When a menu item
is selected, the system opens a series of tabbed folders.

Figure 2-12: Navigation Menu

Novell, ZENworks.

Server Date and Time: S5/8/2007 12:1%:04 PM (UTC-07:00)
Home “ulnerabilities Deployments Devices Groups Users Reports Options  Help About  Log Out

The following table describes the navigation menu items and their functions within the
system:

Table 2-5: Patch Management Server Navigational Menu

Menu Item Descriptions

Home Provides an overview of patch management activities, agent
status, server information, and documentation links.

Vulnerabilities Manages the vulnerabilities and packages used in
deployments.

Deployments Displays all current deployments.

Devices Manges the devices registered to Patch Management Server
and displays a comprehensive inventory of all registered
devices.

Users Manages users and roles, including the assignment of access
rights.

Reports Displays the Reports page. Opens in a new browser window.

Options Performs activities related to subscription, product information,

default configuration settings, policy definitions, e-mail
notifications, and support-related features.

Help Accesses to online help system.
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Menu Item

Descriptions

Log Out Disconnects from ZENworks Patch Management ServerS.

NOTE: Certain installations may include additional modules that provide additional functionality such as
enhanced reporting. Once installed, the component is included in the main navigation menu.

Viewing Latest News

The Latest News area displays important announcements and other information regarding
the Patch Management Server. You can select any links within the news window. When a
link is selected, a new window opens to display the news item in more detail.

Figure 2-13: Latest News Window

ﬂ Latest News

=

Microsoft Security Bulletin M 308-069 - Critical

11/11/2008 5:00 AM
from Latest News

e

Microsoft Security Bulletin M308-065 - Important

11/11/2008 5:00 AM
fromn Latest News

>

Show How Much Value You Have Created

10/27/2008 5:00 PM
fromn Latest News

»

Microsoft Security Bulletin MS08-067 - Critical

10/22/2008 5:00 AM
fromn Latest Mews

»

ERS 6.4 5P1 Now Available

10/8/2008 5:00 PM
from Latest Mews

-}

Update Agent for Windows 2008 How Available

S/14/2008 5:00 PM
from Latest News

-)
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Viewing the Documentation Links

The Documentation links provide access to obtaining information about Patch Management
Server. The links provide access to help, user documentation, and support regarding your
Patch Management Server status.

Figure 2-14: Documentation Links

Documentation E]

Onling Documentation

Select this link to view or downlocad the latest documentation.

Support Forum

Help Info

Select this link to ocpen context sensitive help.

New Users Start Here

Select this link for information helpful to new users.

The following table provides a description of the Documentation links.

Table 2-6: Documentation Links

Documentation Link Description

Online Documentation Provides a direct link to the latest ZENworks Patch
Management documentation.

Support Forum Provides a location where the latest information and
technical support about ZENworks Patch Management,
its processes, functions, and features are displayed.

Help Info Provides comprehensive online help for ZENworks Patch
Management.
New Users Start Here Displays help information for new ZENworks Patch

Management users.

Viewing Server Information

The Home page displays a Server Information area at the bottom of the page providing the
serial number, number of licenses available, number of licenses in use, and information
about current license usage and availability.

| ]
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Viewing the Graph Dashboard

The Dashboard consists of graphs providing a current view of activity on the protected
network. These graphs are generated based on the latest data available and include all
devices, groups, vulnerabilities, and packages.

Dashboard Charts

The following table describes all of the available charts.

Table 2-7: Dashboard Charts

Chart

Description

Vulnerability Severity

This chart displays the percentage of un-remediated
applicable vulnerabilities vs. applicable vulnerabilities
grouped by vulnerability severity.

Vulnerability Severity by
Device

This chart displays the percentage of un-remediated
devices vs. applicable devices grouped by vulnerability
severity.

Scheduled Remediation

This chart displays the percentage of un-remediated
devices with a scheduled remediation vs. un-remediated
devices grouped by vulnerability severity.

Mandatory Baseline
Compliance

This chart displays the percentage of devices grouped by
mandatory baseline compliance.

Incomplete Deployments

This chart displays the percentage of incomplete
deployments grouped by the deployments percentage
complete.

Agent Status

This chart displays the percentage of agents grouped by
status.

Time since last DAU

This chart displays the percentage of available or working
devices grouped by time since the last successful
Discover Applicable Updates task.

Offline Agents

This chart displays the percentage of offline agents
grouped by the time offline.

=
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Dashboard Settings and Behavior Icons

Use the following table to define your settings when viewing the graphs dashboard.

Table 2-8: Dashboard Settings and Behavior Icons

Icon

Function

Opens the dashboard settings window.

Opens a printable version of the currently displayed charts.

Refresh all of the displayed charts.

Display the chart descriptions on the dashboard.

Do not display the chart descriptions on the dashboard.

View the charts in one column.

[2][=]

View the charts in two columns.

Pl

Move the selected chart up one level.

44

Move the selected chart down one level.

%)

Refresh the selected chart.

B4

Minimize the chart.

Hide the chart from view.
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Adding a Graph to the Dashboard

1.

Click the Dashboard Settings icon.
STEP RESULT: The Dashboard Settings dialog opens.

Figure 2-15: Dashboard Settings Dialog

6.

- _ [#][#]
Dashboard Settings Descriptions: Columns: |
] oI- N A
Yulnerability Severity “z
This chart dizplays the percentage of un-rermediated applicable vulnerabilities vs,
applicable vulnerabilities grouped by vulnerability severity,
<' Agent Status R
0 This chart dizplays the parcentage of agents grouped by status,
Scheduled Remediation 02+
This chart displays the percentage of un-remediated devices with a scheduled
rarnediation vz, un-remediated devices grouped by vulnerability savarity,
" Mandatory Baseline Compliance 0 * 3
This chart displays the parcentage of devices grouped by mandatory bazeline
0 cornpliance,
<’ Incomplete Deployments O & 3
This chart displays the percentage of incomplete deployments grouped by the
c daployments percentage complete,
Yulnerability Severity By Device * 3
This chart displays the percentage of un-remediated devices vs, applicable devices
grouped by vulnerability severity,
= v

Select check boxes associated with the charts you want to displays.
Move the graphs up or down according to your priorities.

Select the number of columns for display: Select a one or two column width view from
Columns.

. Click the View as One Column icon to display charts in one column.

. Click the View as Two Columns icon to display charts in two columns.

Display or hide the chart descriptions.
. Click the Show the Chart Descriptions icon to display chart descriptions.
. Click the Hide the Chart Descriptions icon to hide chart descriptions.

Click Save.

RESULT: Your graph setting selections are saved and displayed.

=
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Removing a Graph from the Dashboard

1. Click the Dashboard Settings icon.
STEP RESULT: The Dashboard Settings drop-down list opens.

Deselect the checkbox next to the graph(s) you want to remove.
Click Save Dashboard Settings.

Click Save.
STEP RESULT: The graph(s) is removed from the Dashboard window

License Expiration

When the balance of licenses for your Patch Management Server expire, the agent
associated with an expired license is disabled and is not recognized by ZENworks Patch
Management. As a result, the agent ceases to communicate and cannot perform any tasks.

NOTE: You can view the Subscription Service History and license checking by clicking
Subscription Service in the Options page.

The License Expiration notice supersedes the home page and displays when you log on
to Patch Management, and only occurs if the license is expired.
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To proceed, select Update License Data. The license verification process begins and
connects to the Global Subscription Server, retrieving updated license information. The
page refreshes to the home page once your updated licenses have been saved.
Figure 2-16: License Expiration Page

Novell, ZENworks. PATCHLINK ®

Server Date and Tire: 7/12/2006 5:57:15 PM (GMT-07:00)

Product Expired for Serial Number: 88888888-88888888

Expired Product Information

Mo license data is currently available.

Update License Dalal

. User

NOTE: If you need to renew licenses or add new licenses, visit
http://www.novell.com/company/contacts-offices/ to contact your Novell Sales representative.

1
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3 Using Vulnerabilities and Packages

The Vulnerabilities page consists of two tabs where the majority of patch management
activities are performed.

Vulnerabilities list all patch-related security issues across all devices registered to the
ZENworks Patch Management Server. Within ZENworks Patch Management Server, a
vulnerability consists of:

. The vulnerability description

. Signatures and fingerprints required to determine whether the vulnerability is patched or
not patched

. Associated package or packages for performing the patch

Packages contain all vendor-supplied updates and executable code used to correct or patch
security issues.

The following graphic illustrates the relationship between vulnerabilities and
packages.Typically, a single vulnerability is shared by multiple products on multiple
operating system platforms. There may be a series of separate patches to mediate the same
vulnerability in different environments. The separate patches are grouped in packages
identified by their respective product or OS. As a result, a series of packages are included
for one vulnerability.

Figure 3-1: Vulnerability and Package Relationship

Vulnerability
~
XP NT Ry,
o
© 5
Vista| | 03 ®
-

About Vulnerabilities

The Vulnerabilities tab displays a complete listing of known patches and updates. Once
reported and analyzed, the vulnerabilities are distributed to your Patch Management Server
through the Global Subscription Server.

=
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The Patch Management Agent installed on each device checks for known vulnerabilities
using the Discover Applicable Updates (DAU) task. The DAU runs an inventory scan and
sends the results back to Patch Management Server, which compares it with the list of
known vulnerabilities. If the device is found to have vulnerabilities, a deployment can be set
up to remedy the issues.

Figure 3-2: Discover Applicable Updates

DAl
Update Server DAL - . User Patches are
- . Sends Device ulnerability Patch
Receivas |~ Inventories =P Data 10 ) Deterter? Required =P Schedules =P Deployed to
Patches Device Server Deployment Device

Patch not
Meeded

Defining Vulnerability Structure

The structure of a Vulnerability allows the ability to create one patch applicable for many
different operating systems and software versions. This allows for different packages and
signatures capable of identifying the presence of patch files within a device.

As depicted in the following diagram, for each vulnerability you can have more than one
signature. For each signature, you can have multiple fingerprints and pre-requisites.
However, you can only have one package assigned per signature.

Figure 3-3: Patch Structure

Vulnerability

[
2 v

Signature A Signature B
h 4 v h 4 v h 4
Fingerprint 1 Fingerprint 2 Pre-Requisite Fingerprint 3 Fingerprint 4 Package

Vulnerabilities

A vulnerability is the container for the entire object. All properties set for the vulnerability are
viewed in the Vulnerabilities page in the Patch Management Server. Each vulnerability can
have one or more signatures.

| ]
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Signatures

Signatures recognize specific combinations of installed software in an operating system.
Vulnerabilities usually contain multiple signatures to compensate for variances within
applications. Frequently, a patch will require different executables, dynamic-link libraries,
and switches in order to run or detect the patch within different operating systems.

Fingerprints

A fingerprint can represent a unique file, folder, registry key, or other data value somewhere
within a system. Each signature can contain one or more fingerprints detecting if a patch is
present in the system.

Pre-requisites

A pre-requisite is a signature belonging to another vulnerability with its own fingerprints.
Adding a pre-requisite to a signature requires the pre-requisite be met before analyzing the
signature for the current patch. If that signature's pre-requisite is met, the agent will analyze
the fingerprints of the current signature, otherwise they will be ignored and the patch will not
be applied to the device.

Packages

The package contains the actual files used to update or install software on the system. Each
package contains the script commands for installing the package files or running the
executable that installs the patch.

=
-31- EE EE



USING VULNERABILITIES AND PACKAGES

The Vulnerabilities Page

Vulnerabilities display in a table which outlines their impact and deployment status. The total
number of vulnerabilities displays below the table in the bottom left corner.

Figure 3-4: The Vulnerabilities Page

Novell, ZENworks.

Server Date and Time: S5/8/2007 12:16:06 PM (UTC-07:00)
Horne Wulnerabiliies Ceployments Dewvices Groups Users Reports  Options  Help About Log Dut
Mame/GVE No: | | status: [NotPatched v
Results for Groups: |Ml,l Devices !l Impact: | Al - v|
Include Child Groups: D Show results on Page Load: D Save as Default View: I:l Update View
Yulnerabilities || Packages
- 1
[F _3] B Yulnerability Name Impact = / 9 O @ ag % |2
[ [J|=] @ A-Deplovment Test and Diagriostic Packag Critical o 3 o 0 3 100%
H =l ¥ mMsos-07s 923659 925398 Vulnersbility in Windows Medis Pla...  Critical 0 2 0 0 2 100%
H O a MS07-004 929969 Vulnerability in Wector Markup Langquage [S...  Critical o 2 o o 2 100%
H [ =l ¥ mMso7-007 927802 Wulnerability in Windows Image Acquisition .. Critical 0 1 0 0 1 100%
FH [ =l ¥ mMso7-008 928843 Wulnerability in HTML Help Active® Cantrol Critical 0 2 0 0 2 100%
H O m MS07-009 927779 Vulnerability in Microsoft Data Access (MDA, Critical o 1 o o 1 100%
H O a MS07-011 926436 YVulnerability in Microsoft OLE Dialog Critical o 2 o o 2 100%
3] |—| |:E|1 E MS07-013 918118 Yulnerability in Microsoft RichEdit (Rew 2 Critical [} 2 [u} [u} 2 100% b
Total: 237 = < [ 1 |of 10 pages > =] Rows Per Page: |25 | W |
;‘\ Adrninistrator Deploy | DisableJ Enable | Export J| Update Cache J| Scan Mow

To Access The Vulnerabilities Page

1. From the toolbar, select Vulnerabilities.
2. If needed, select the desired filter criteria.
3. Click Update View.

RESULT:

The system displays the existing vulnerabilities in the Vulnerabilities page.

| ]
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Viewing Vulnerabilities

View details of a specific vulnerability by selecting the desired vulnerability and clicking the
vulnerability name. The Vulnerability Details page represents the results of the
vulnerability analysis and displays detailed data regarding the vulnerability.

1. In the Vulnerabilities list, select a vulnerability. You can only view the details of one
vulnerability at a time.

2. Click the Vulnerability name.
STEP RESULT: The Vulnerability Details page for the selected vulnerability opens.

Figure 3-5: Vulnerability Details

A - Deployment Test and Diagnostic Package

Not Patched Patched Error Cetecting Information
[ 5 Device Name £ DNS Name Operating System 05 Service Pack Analysis Date
D 1:4‘ WTP-MYSERVER tpemyserver. techpubs.com Win2K3 Service Pack 1 4/29/2007 5145128 PM

Viewing Vulnerability Details

Selecting the Expand icon next to a vulnerability will display detailed information about the
vulnerability. You can view this same detailed information on the Information tab located

on the Vulnerability Details page.
Figure 3-6: Vulnerability Details

¥Yulnerabilities Packages
1§ ¥ulnerability Mame mpact . / @ O @ % |~
= [ =] ¥ A-Dpeployment Test and Diagnostic Package Critical ] 1 0 0 1 100%

Associated Packages: 1
Packeges Status: Cached and resdy For deployment.
Status: Emzbled Vendur:  Patchiink Corporstion
Downlosded On:  /12/2007 10:45:32 A (UTC-07 .00 Felessed On:  1I/18/2001 4:00.00 P (UTC-07:00)
Vulnersbitity Results: Current Vendor froduct I0: PLDem

Tppe: Active Vulnerability Analysis
Impact: Critical

Thiz iz 2 dermonstration for the package deplopment festure in Patchiink Updste. Wher you schedule this packege
deployment, pour Ferchlink Update Server (PLUS) will first download the package from Patchiink. Afterwards
Fatchiink Agent checks PLUS to deterrine if there sre any task for the Agent Computer. When the schedule tire is
reached, the Patchiink Agent will download the File Patchiink_deploy_derno txt and store it in the spstem temp
Jirectory. More Informetion

Description:

v

Total: 171 1| of 7 Pagas > | Rows Per Page: |25 |w
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Vulnerability Status and Types

The status of a vulnerability is indicated by an icon in the status column. The displayed
vulnerabilities are determined by the filter criteria defined in the search section. The filter
may be set to display vulnerabilities of a certain status type.

Table 3-1: Vulnerability Status and Descriptions

Status Description
New Downloaded from the Global Subscription Server since the last session.
Current Present vulnerabilities residing on Patch Management Server.
Tasks System task package.
Local Locally created package.
Beta Released to the Novell BETA community.

The following table includes descriptions of the Vulnerability status icons.

Table 3-2: Vulnerability Status Icons and Descriptions

New Current Beta Status Description
Active vulnerability.
Ea
Vulnerability has been disabled.
=

Vulnerability Package Cache Status and Type

A vulnerability may have any number of packages associated with it. A package contains
the patch to fix the vulnerability. Each package may be cached (downloaded) from the
Global Subscription Server.

The downloading of packages can occur automatically if the vulnerability impact is rated as
critical or if a deployment has been created for a particular package or vulnerability.
Selecting the Package Cache Status icon, displays a list of the individual packages
associated with the vulnerability.
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The following table describes the status of the package and the description.

Table 3-3: Package Status and Description

Status Description
New Downloaded from the Global Subscription Server since the last session.
Current Present vulnerabilities residing on Patch Management Server.
Tasks System task package.
Local Locally created package.
Beta Released to the Novell BETA community.

Package Icons and Descriptions

The icons and their status are classified as follows:

Table 3-4: Package Status Icons and Descriptions

New Current Tasks Local Description
N/A The package is not cached.
5 Ly B
N/A The package has been scheduled to be
oo oo oo cached or is in the process of being
cached.
N/A An error occurred while trying to cache
o [ b the package.
The package is cached and ready for
(] £ deployment.
The package is currently deploying
5 © ) Ed (animated icon)
The package is disabled.
L8 & =
EE EHE
- 35 -



USING VULNERABILITIES AND PACKAGES

Vulnerability Name

Vulnerability names typically include the vendor (manufacturer of the vulnerability) and
specific application and version information.

Vulnerability Impacts

The following list describes each level of need for a device to have the vulnerability deployed
and installed. Impacts can be viewed in ascending or descending order by clicking the icon
(up or down arrows respectively) to the right of Impact.

Critical - Novell or the product manufacturer has determined that this patch is critical and
should be installed as soon as possible. Most of the recent security updates fall in to this
category. The patches for this category are automatically downloaded and stored on your
ZENworks Patch Management Server.

Critical - 01 - Novell or the product manufacturer has determined that this patch is critical
and should be installed as soon as possible. This patch is older than 30 days and has not
been superseded.

Critical - 05 - Novell or the product manufacturer has determined that this patch is critical
and should be installed as soon as possible.These patches have been superceded.

Critical - Intl - An international patch, where Novell or the product manufacturer has
determined that this patch is critical and should be installed as soon as possible. Most of
the recent international security updates fall in to this category. After 30 days international
patches in this category will be moved to Critical - 01.

Detection - These vulnerabilities contain signatures that are common to multiple
vulnerabilities. They contain no associated patches and are only used in the detection
process.

Informational - These vulnerabilities detect a condition that Novell or the product
manufacturer has determined as informational. If the report has an associated package,
you may want to install it at your discretion.

Recommended - Novell or the product manufacturer has determined that this patch,
while not critical or security related is useful and should be applied to maintain the health
of your computers.

Software - These vulnerabilities are software applications. Typically, this includes
software installers. The vulnerabilities will show not patched if the application has not been
installed on a machine.

Task - This category contains tasks which administrators may use to run various detection
or deployment tasks across their network.
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. Virus Removal - This category contains packages which administrators may use to run
various virus detections across their network. Anti-Virus tools and updates are included in

this category.

Vulnerability Statistics

The right-hand side of the vulnerability table contains columns which illustrate current
statistics for the devices which have been scanned or will be scanned for that particular
vulnerability. These statistics show the relationship between the vulnerability and the
number of devices (or groups) that meet each status.

Table 3-5: Column Icon Definitions

Icon Definition
Total number of devices that are patched.
4
Total number of devices that are not patched.
L%
Total number of devices which returned an error.
&)
Total number of devices that are in the process of detecting. [whether
L) the device is patched or not patched]
Total number of assigned or impacted devices.
Lj
Percentage of the devices that have completed the detection. = [(Total
i A Patched + Total Not Patched) / Total Assigned devices]

Searching, Filtering, and Saving Views

ZENworks Patch Management offers options that allow you to search for specific items and
filter result sets. Searching and filtering can be performed independent of each other or can
be combined to provide drill-down capabilities. Search and filter settings can be saved as
the default view displayed on subsequent visits to the page. For additional information refer
to Using Search on page 12.

=
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Working with Vulnerabilities

There are several tasks in vulnerabilities designed to assist with management and
deployment. These are available from buttons located on the Vulnerabilities page. These
tasks include:

. Deploying Vulnerabilities

. Viewing Vulnerabilities

. Disabling and Enabling Vulnerabilities
. Updating the Cache

. Using the Scan Now Feature

Vulnerability Status Tabs

The results of the vulnerability analysis are detailed and separated into four tabs
representing the status of devices applicable to the displayed vulnerability.

Table 3-6: Tabs and Descriptions

Status Description

Not Patched Devices detected as requiring the vulnerability patch.

Patched Devices detected as being patched for that particular vulnerability.

Error Devices that generated an error during the deployment of the
vulnerability or subsequent Discover Applicable Updates (DAU)
task.

Detecting Devices running or waiting for the DAU to begin.

Information Displays detailed information about the vulnerability.

| ]
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Each tab in the details page displays basic device (agent) information in five columns. The
following table includes descriptions of the Vulnerability column definitions.

Table 3-7: Vulnerability Column Definitions

Name

Definition

Device Name

The name of the device.

IP Address

The IP address of the device.

DNS Name

The DNS name for the device or its IP address if it does not
have an assigned DNS name.

Operating System

The operating system (abbreviated) running the device.

OS Service Pack

Additional operating system version information.

Analysis Date

The date the agent on the device last ran the Discover
Applicable Updates system task.

Device Status

Also displayed in the Vulnerability Details page is the status of the agent installed on the

device.

Table 3-8: Device Status Icons

Active Pending Description
N/A The agent is currently working on a deployment (animated
&/ icon).
The agent is idle, and has pending deployments.
g &

A
€7

The agent is offline.

The agent is sleeping due to its Hours of Operation settings.

=
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Deploying Vulnerabilities

Active Pending Description
This agent has been disabled.
" ]

The agent is offline and is in a Chain status (can accept
chained deployments only after reboot).

W |

c TN TENCY

The agent is offline and is in a Reboot status (can accept no
more deployments until after it reboots).

The agent is in a Chain status (the agent can accept

e &0 chained deployments only until after a reboot).
The agent is in a Reboot status (the agent can accept no
R ) more deployments until after it reboots).
The agent is in a Chain status (the agent can accept
G!ﬁ lﬁ chained deployments only until after a reboot) and is
sleeping due to its Hours of Operation settings.
The agent is in a Reboot status (the agent can accept no
e ol more deployments until after it reboots) and is sleeping due
to its Hours of Operation settings.
Unable to identify the agent status.
al

Deploying a vulnerability to selected devices is a key function of the ZENworks Patch
Management Server. Deployments are initiated by selecting Deploy and completing the
Deployment Wizard. The Deployment Wizard provides step-by-step instructions for defining
and distributing vulnerabilities to the protected devices in the network. Refer to Chapter 4:
Working With Deployments for additional information.

Disabling and Enabling Vulnerabilities

Enabled vulnerabilities are included in the scanning activity of the Discover Applicable
Updates (DAU) system task. All vulnerabilities are initially enabled. When a vulnerability is
disabled, it is not included in the list for the DAU system task.
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Once disabled, the vulnerability may not appear in the Vulnerabilities list based on your filter
settings. To include disabled vulnerabilities in the list, select Disabled Vulnerabilities or All
in the Status filter.

Disabling a Vulnerability

1. In the Vulnerabilities list, select one or multiple vulnerabilities.

2. In the action menu, click Disable.
STEP RESULT: The vulnerability displays with the disabled icon in the status column.

Enabling a Vulnerability

1. In the Vulnerabilities list, select a disabled vulnerability.

2. In the action menu, click Enable.
STEP RESULT: The vulnerability displays with the enabled icon in the status column.

Using the Scan Now Feature

The Scan Now feature will start a Discover Applicable Updates (DAU) task for the selected

devices or device groups. Complete the following steps to use the Scan Now Action Menu
item.

1. Select one or more devices or device groups (if you do not select a device or device group,
the DAU will be scheduled for all devices).

2. Click Scan Now.
STEP RESULT: The Scan Now window opens.

Figure 3-7: Scan Devices

CONFIRM:

This will immediately schedule a scan of each
device in this group.

Are you sure you want to scan ALL members of
this group?

[“l'ves, scan ALL members of this group.

[“I 1nclude child groups in the scan.

[“Seveie B Carcel

ool
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3. Select Yes, scan the selected device and click Schedule.

STEP RESULT: The Scan Now - Success dialog box appears informing you that the scan
has been scheduled and providing a link to view the scheduled
deployment.

Figure 3-8: Scan Group Scheduled

7]
Scan Now

SUCCESS:

4 scan has been scheduled for each device in this
group.

Close
e}

NOTE: As with all deployments, although the DAU is scheduled for immediate execution,
it will not actually occur until the next time the agent checks in.

4. Click Close.
STEP RESULT: The window closes.

Updating the Cache

Updating the cache initiates a process that gathers the packages associated with the
selected vulnerability and copies those packages to your ZENworks Patch Management
Server.

1. On the Vulnerabilities page, click Update View to display the vulnerabilities that match
your filter criteria.

Select the vulnerabilities to cache.

In the Action menu, click Update Cache.

STEP RESULT: The Warning dialog box opens informing you that the update request and
this action may take an extended period of time.

4. Click OK.
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About Packages

A package is an archive containing the patch software and executable code required to
deploy and install a patch. The process of sending a package to a device is called a package
deployment.

Packages can run tasks, scripts, install software applications, send files to a specified
location, and change the configuration of an application or service.

o bd =

From the toolbar, select Vulnerabilities.
in the Vulnerabilities page, select the Packages tab.
If needed, select filter criteria from the available fields.

Select Update View.
STEP RESULT: The system displays the existing package list in the Packages tab.

Figure 3-9: Packages Tab

Novell, ZENworks.

Server Date and Time: 5/8/2007 12:17:36 PM (UTC-07:00)
Horne Wulnerabiliies Ceployments Dewvices Groups Users Reports  Options  Help About Log Dut
Search [package name):| |Status:| Enabled Fadkages v|
Cperating Sl,lstem:|--- All - v|
Show results on Page Load: O Save as Default View: [ ] Update View
Wulnerabilities Packages
1
[] ¥ Package Name % Origin Operating Systems Cache Status Change Date #t‘ | ~
F [0 @3 adobe Acrobst (Chinese-CHS) ... Movell WARNT, WinZK, Win... 0
H O w Adobe Acrobat (Chinese-CHS) ... Hovell WinNT, WinZk, Win... il
# [0 @3 Adobe Acrobst (Chinese-CHS) ... Movell WinZK, WinkP, Win... 0 .
H [0 @3 adobe Acrobst (Chinese-CHT) ... Movell WARNT, WinZK, Win... 0
H O w Adobe Acrobat (Chinese-CHTY ... Hovell WinNT, WinZk, Win... il
H O w Adobe Acrobat (Chinese-CHT) ... Hovell WinZK, WinXP, Win... il
H O e Adobe Acrobat (Dutch) Reader.. Movell WInMT, Win2ZK, Win... o
H O e Adobe Acrobat (Dutch) Reader.. Movell WInMT, WinzZK, Win... o 2
Total: 14139 II| of 566 Pages = | Rows Per Page; |25 W |
. Adminiztrator Deploy | treate |  Edit | pDelete | Export | Update cache |

1
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Using the Packages Tab

Click the expand icon to display detailed package information. Select the package name to

display the package details.This includes the package deployment information and the
package information tabs.

Figure 3-10: Package Details

Wulnerabilities Packages
[0 ¥  Package Name £ Orgin Dperating Systems Cathe Status Change Date #*c ~
=[] N" Ceplovment Test and Diagnestic Pack.. PatchLink WinVista®g4, Win9g, Win... Impaorted 4/27/2007 3:32:19 ... 2
Peckige Ware: Deplopment Test and Dizgrostic Peckage -- Windows
Origin:  Patchiink Version: 15
Status. Frabled Tatal! Directories in Feckage: 1
Cache Status. Package bas been replicated. Tota! Files in Peckage: 1
Cache Request Status: Fequested Compressed Size of Fackage: 0.5 KB
Deployment Availability.  Avallable Number of Prescripts: 0
08 Platforms:  WinkistaXed, Win98, Win5, WinhT, Win2K, WinXe, Win2K3, Win2K3 x5, Winkexsd, WinME, Winlkista Mumber of Postscripts: 1
Crested By Username:  Patchiink Corg. Mumber of Cammand-Line Scripts: 0
Crested On:  11/19/2001 104036 AM (Local) Nomber of Dependencies: 0
Last Modified By Username:  Patchiink Corp. Total Idle Deplopments: &
Last Modified On:  3/28/2007 11:58:47 AM (Local) Tota! Running Deplopments: 0
Last Crested Deplopment Dave:  €/23/2007 5:13:33 Fin (Local) Total Failed Deplapments: 0
More Information Tora! Successful Deplopments: 0
License Information Mot Availzble
Description: Thisis a ion for the package feature in Fatchlink Update
When pou schedwle this package deployment, your Patchiink Update Server (PLUS)
will first downdoad the package from Fatchiink. Afterwards Patchiink Agent checks
FLUS to determine if there ave any task for the Agent Computer. When the schedule
time is reached, the Fatchiink Agent will downioad the fife
Fatchlink_deploy_demw tit anpd store Jt in the sy stem temp divectory . )

Total: 19

1 | of 1 Pages Rows Per Page: |25 %

The package summary includes the following information:

Table 3-9: Package Summary Information

Status

Description

Package Name

Title of the package.

Origin

Point of origin of the package. An origin of Novell or System
refers to packages created by Novell.

Status

The current status of the package, stating if the package is
enabled and ready to be requested from the Global
Subscription Server.

Cache Status

The current cache status of the package. A package is
considered cached when it has been downloaded from the
Global Subscription Server and actually resides on the local
server.

Cache Request Status

Indicates if the package has been requested from the Global
Subscription Server.
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Status

Description

Deployment Availability

Indicates if the package has completed caching, and is
available for deployment.

OS Platforms

The operating systems and platforms that the package
supports and may be deployed to.

Created By Username

The user who created the package.

Created On

The date and time the package was created.

Last Modified By
Username

The user who last modified the package.

Last Modified On

The date and time of the last change to the package.

Last Created Deployment
Date

The date and time a deployment was last created using this
package.

More Information

If available, presents a link to detailed package information.
This might be an article or other resource from a third-party.

License Information

If available, presents a link to detailed license information.

Description Narrative description of the distribution package. Also
includes links to any relevant Novell knowledge base articles.
Version The package version.

Total Directories in
Package

The number of directories contained in the package.

Total Files in Package

The number of files contained in the package.

Compressed Size of
Package

The file size of the compressed package (in KB).

Number of Prescripts

The total number of prescripts contained in the package.

Number of Postscripts

The number of postscripts contained in the package.

=
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Status

Description

Number of Command-line
Scripts

The number of command-line scripts contained in the
package.

Number of Dependencies

The number of dependencies associated with the distribution
package.

Total Idle Deployments

The number of idle deployments.

Total Running
Deployments

The number of running deployments.

Total Failed Deployments

The number of failed deployments.

Total Successful
Deployments

The number of successful deployments.
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Access similar information in the Package Details page by clicking the package name and
selecting the Information tab.

Figure 3-11: Package Details - Package Information Tab

Package Details for Deployment Test and Diagnostic Package -- wWindows

Deployments
Package Information:

Package Name:

Status:

Origin:

Created By:

Last Modified By:

Cached On:

More Information

Description: This is a demonstration for the package deployment feature in Patchlink Update, When you schedule this package deployment,
vour PatchLink Update Server (PLUSY will first download the package fram Patchlink, Afterwards Patchlink Agent checks PLUS

Deployment Information:

Package Information

Deployment Test and Diagnostic Package -- Windows

Enabled Operating Systems:
patchLink Yersion:
patchLink Corp. Created On

PatchLink Corp.
4/27/2007 10:32:19 PM

to determine if there are any task for the Agent Computer. When the schedule time is reached, the Patchlink Agent will download

WinWista®ed, Win28, Win95, WinNT, Win2K, WinkP, Win2K3,
WinZK3nad, WinkPx6d, WinME, WinWista

15

: 11/19/2001 S:40:36 PM
Last Modified On:
License Information:

3/29/2007 6:58:47 PM

License Infarmation Mot Available

the file PatchLink_deploy_demo tat and store it in the systemn temp directory,

Total Deployments: 3 Total In Progress: 0
Total Scheduled: & Total Success: 0
Package Contents:
Files: 1 Directories: 1
Disk Space: 0.5 KB Dependencies: 0
Scripts: Postscript
Table 3-10: Package Information Definitions
Status Description

Package Information

Package Name

Title of the package

Status

Subscription Server.

The current status of the package, stating if the package is
enabled and ready to be requested from the Global

Origin

The origin of the task or which company created the package.

Operating Systems

The operating systems and platforms that the package
supports and may be deployed to.

Created By

The user who created the package.

Last Modified By

The user who last modified the package.
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Status

Description

Cached On

The date and time the distribution package was last cached.

More Information

If available, presents a link to detailed package information.
This might be an article or other resource from a third-party.

Description Narrative description of the distribution package. Also
includes links to any relevant Novell knowledge base articles.

Version The package version.

Created On The date and time the package was created.

Last Modified On

The date and time of the last change to the package.

License Information

If available, presents a link to detailed license information.

Deployment Information

Total Deployments

The total number of deployments.

Total Scheduled

The number of scheduled deployments.

Total In Progress

The number of running deployments.

Total Success

The number of successful deployments.

Package Contents

Files The number of files contained in the package.

Disk Space The file size of the compressed package (in KB).

Scripts The total number of scripts (includes Prescripts, Postscripts,
and Command-line scripts) contained in the package.

Directories The number of directories contained in the package.

Dependencies

The number of dependencies associated with the distribution
package.
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Package Statuses and Types

The package status is indicated by an icon

display packages according to status.

Figure 3-12: Package Status

Wulnerabilities

¥

H EH H HHEEE
goooogoooooooia
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Package Status and Descriptions

AL A A T AL O
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in the status column. The filter may be set to

Packages
Package Name £ Origin o) ing Systems Cache Status Change Date *‘*c »~
Deployrient Test and Disqnostic Pack..  Pastchlink WinVistaX64, Win98, Win... Imported 4/27/2007 3:32:19 .., 3
M3 935964 Termporary Workaround fo...  Patchlink Win2K, Win2Kz Irmported 4/27/2007 2:38:140 .., 0
MS06-078 923659 925398 (32Bit) Vul.. Patchlink WinZK, WinxP, Winzk3 Irnported 4/27/2007 3:34:48 .. 0
M307-002 927198 925524 Vulnerabilit.. Patchlink Win98, WinNT, WinZK, W... Imported 4/27/2007 3:39:51 ... 0
MS07-002 927196 995524 Vulnerabilit.. Patchlink Win98, WinNT, Win2K, W... Imported 4/27/2007 3:32:39 .. o
MS07-003 225938 921593 Vulnerabilit.. Patchlink WIRNT, Win2K, WinxP, W.. Imported 4/27/2007 3:45:18 .., 0
M307-003 25938 924085 Vulnerabilit,, Patchlink WiIn2K, Win®P, WinzKka Irmported 4427/2007 3145139 .., 0
M307-004 929969 (2K $P1) Vulners..  Patchlink Win2K3 Irnported 4/27/2007 3:38:54 ... 0
MB07-004 329369 (ZKS) Vulnersbility ... Patchlink Win2K3 Imported 4/27/2007 3:32:14 .., o
MS07-012 924667 927696 Vulnerabilit.. Patchlink Win2K, WinkP, Win2k3 Irmported 4/27/2007 3:36:57 ... o
MS07-013 212112 (2K3) Vulnersbility ... Patchlink Win2K3 Irmported 4/27/2007 2140152 .., 0
M307-013 918118 920813 Vulnerabilit,, Patchlink WiIn2K, Win®P, WinzKka Irmported 4/27/2007 3145111 .., 0
MS07-013 915135 920816 (x86) Vuln.. Patchlink Win98, WinNT, WinZK, W... Imported 4/27/2007 3:38:50 ... 0
MS07-013 916116 920816 Vulnerabilit.. Patchlink Win2K, WinkP, Win2zk3 Irnported 4/27/2007 3:39:07 ... o 2
1 |of L Pages Rows Per Page: |25 (%

The following table describes the status of the package and the description.

Table 3-11: Package Status and Description

Status

Description

New Downloaded from the Global Subscription Server since the last session.
Current Present vulnerabilities residing on Patch Management Server.

Tasks System task package.

Local Locally created package.

Beta

Released to the Novell BETA community.
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Package Icons and Descriptions
The icons and their status are classified as follows:

Table 3-12: Package Status Icons and Descriptions

New Current Tasks Local Description
N/A The package is not cached.
S o B
N/A The package has been scheduled to be
oo oo or cached or is in the process of being
cached.
N/A An error occurred while trying to cache
o [ b the package.
The package is cached and ready for
(] &4 deployment.
The package is currently deploying
5 © ) Ed (animated icon)
The package is disabled.

Package Column Definitions
The following table includes descriptions of the package column definitions.

Table 3-13: Package Column Definitions

Name Definition
Package Name Name includes vendor, application, and version information.
Package Origin The origin of the task or which company created the package.
Package Operating Which platforms are supported by the package.
System
Package Deployment Number of deployments associated with the package.
Associations

[ | [ ] |
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Searching, Filtering, and Saving Views

ZENworks Patch Management offers options that allow you to search for specific items and
filter result sets. Searching and filtering can be performed independent of each other or can
be combined to provide drill-down capabilities. Search and filter settings can be saved as
the default view displayed on subsequent visits to the page. For additional information refer
to Using Search on page 12.

Working with Packages

There are several tasks associated with packages designed to assist you in the
management and deployment of packages.These are available from commands located in
the Action menu at the bottom on the Packages page. These tasks include:

Deploying a Package on page 51
Creating a Package on page 53

Editing a Package on page 52

Deleting a Package on page 52

Updating the Package Cache on page 52

Deploying a Package

Deploying a package is performed similarly to deploying a vulnerability. Deployments are
initiated by clicking Deploy and completing the Deployment Wizard. The Deployment
Wizard provides step-by-step instructions for defining and pushing deployments out to the
protected devices in the network. See Working With Deployments for more information.

NOTE: Deploying via the Packages page will allow you to deploy inapplicable packages such
as the custom packages that you have created.

ool
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Deleting a Package

Deleting a package removes the package from the list of available packages and all records
of the package from the database (system-task packages cannot be removed).

NOTE: Package metadata for Novell-provided packages that are deleted will be re-downloaded
from the Global Subscription Server. However, the package will not be cached unless it is
associated with a critical vulnerability or included in a deployment.

In the Packages list, select one or multiple packages.

2. In the action menu, click Delete.
STEP RESULT: The Warning dialog box opens, informing you of the expected processing
time for the action.
3. Confirm the request to delete the package(s).
STEP RESULT: The package(s) is deleted from the packages list.

Updating the Package Cache

Updating the system cache initiates the process to cache (or re-cache) the selected
packages.

In the Packages list, select one or multiple packages.

2. In the action menu, click Update Cache.
STEP RESULT: The Warning dialog box opens, informing you of the expected processing
time for the action.
3. Click OK.
STEP RESULT: The Package Data is cached.

Editing a Package

Changing a package is restricted to custom packages created by you or another ZENworks
Patch Management Server administrator.

NOTE: Packages with an origin of Novell or System cannot be modified.

1. In the Packages list, select a package.

2. In the action menu, click Edit.
STEP RESULT: The package is displayed in the Edit Packages dialog box.
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Make the desired edits and click OK.

Refer to the Creating a Package on page 53 for details on changing packages through the
Package Editor Wizard.

Creating a Package

Complete the following steps to create a package.

1.

In the Packages list, click Create.
STEP RESULT: The Welcome to the Package Editor page opens.

Refer to the Using the Package Editor on page 53 for details on changing packages
through the Package Editor wizard.

Using the Package Editor

Creating distribution packages is performed using the Package Editor wizard.

NOTE: The Package Editor requires the installation of an ActiveX control.

1.

In the Packages list, click Create.
STEP RESULT: The Welcome to the Package Editor screen opens.

Figure 3-13: Package Editor Welcome Screen

2.

Welcome to the Package Editor
[Thiz wizard will help you create or edit a Packags.

[WWith thiz wizard you will:

tame the Package and provide general information about it.
ciate Operating Systems to the Package.

& File lizt for the Package.
|4=z=ociate Package Dependencies with thiz Package.

"When clicking next, the Package Editor will be downloaded and installed.

D Do not dizplay thiz page in the future.

1
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3. In the Package Editor, type the name, description (optional), and an Informational
URL (optional).
. Name - A name or title for the package. Ensure package names are descriptive and
short. Packages of the same name are permitted and names can be changed later.

. Description - An optional description allows you to specify details about the
package. A good practice would be to add additional information as the package is
modified, or to provide cautions and/or warnings to the potential user.

. Information URL - Link to additional information on the contents and usage of the
package. The information URL will be displayed when viewing package information
and allows the user to link to extended package information.

NOTE: Deployment options for manual installations of a patch can be included in the
Description field. See Including Deployment Options in a Package on page 60 for more
information about using deployment options.

Click Next.

In the Operating Systems page, select the target operating systems from the list. These
are the platforms running devices that are the target of the package deployment.

Figure 3-14: Package Editor - Select Operating System

Package Editor
Select one or more operating systems for thiz package

OPERATING 5YSTEMS:

03 =
O wiri<Pu64

wire P —
O winMT

O winhE

Owin3s

?I Wwind5 I LILI

Be careful when selecting multiple operating spstems. Since directory
structures, executable file types, and available scripting languages vary
greatly from 05 to 05, a package designed for one 05 may fail when
applied to another 05,

< Back I Mest > I Cancel |

NOTE: Since directory structures, executable file types, and available scripting languages
vary greatly within operating systems, a package designed for one operating system may
fail when applied to another operating system.

| [T
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6. Click Next.

7. In the Add Files page, include any files to be included in the package.
Figure 3-15: Package Editor - Add Files

Package Editor
Add filez and directories to the package explorer window
by dragging and dropping files or by selecting
the options found when you right mouse click on a target location

Folders | Mame | Size | b odifie
------ g Target Computer

1 | i

Directories: 0 Filez: O Bytes: 0

™ Backup files before replacing

Browse |

Filez that are being ovenaritten will be zaved ta the backup directory. This option must be
specified for package roll back to be supported.

< Back I Mest > I Cancel |

Refer to Adding File and Directories to a Package on page 62 for additional details
regarding adding files to a package.

8. Click Next.

ool
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9. In the Create Scripts page, add a script to run on the target device during the deployment
process, if needed.

Figure 3-16: Package Editor - Create Script

Package Editor
Enter any additional scripting required for thiz package

Scripting:
Type of Script: Script Language:
Post-Seript =l Jveseint x| Edit... |

™ Script Execution Directory:

I Browse |

Uze of macros [ie., ETEMPE, 2WINDIRE) iz strongly encouraged. Target computers may
have different file system structures. So, the usze of absolute [or hard coded) paths may not
exist

< Back I Mest > I Cancel |

Refer to Creating Scripts for a Package on page 67 for additional details regarding
Package scripts.

Figure 3-17: Script Editor
x

Script: Yizual Bagic Script

On Emror Resume Next ;I
DmOsType FileM ame Fcode R eB ootélert RebootHotFisFileM ame

D winShel

HotFisFileM ame="HotFixé. exe"
ReBootalert="False"

Set WinShell=CreateQbject["winS cript Shell")
Rcode=393
Fcode=winShell Fun[HotFisFileM ame,0,F alze]
If Rzode=939 Then
PLCCAgent SetReturnCode Recode, "Unable to create WScript Shell obj:

End =l
Output [Response. \Write]:
=
I
Errars:
=
I
Script Directory:
Run 0K Cancel |
| ]
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10. Click Next.

11. Inthe License Agreement page, select the License Agreement check box and enter the
appropriate URL in the destination address of the License URL field.

Figure 3-18: Package Editor - License URL

Package Editor
Enter a license URL [optional]

License agreement
™ Thiz package requires acceptance of a license agreement
License LEL:

If the filez in thiz package require a licenzing agreement, select the check box
and enter the URL of the license agreement.

Certain types of files or software require the acceptance of licensing agreements
before inztallation of the software [such as Service Packs for operating spstems).

Mote: ‘When a licenze URL iz required the license agreement page will be
dizplayed before the end uzer will be allowed to complete scheduling the rallout
of the package.

< Back I Mest > I Cancel |

The License Agreement page allows you to enter in an optional License URL, which can
link to licensing information for the contents of the package. This option primarily is for
packages containing items such as operating system service packs, device drivers, etc.

The License URL will display when viewing package information and will allow the user to
link to the license information.

12.  Click Next.

]
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13.

In the Summary page, review the summary of the package to be deployed.

Figure 3-19: Package Editor - Summary

14.
15.

Package Editor
Summary of curmrent package

The following iz a summary of the package. If you wish to make changes before
uploading it, click the Back button. To upload it as it iz, click the Finish buttan.

General Information ;I
Mame: Demo Package
Drescription: Demo Package
Infomation LIRL:
License URL:
Operating Spstems: WwireP
File Information
Tatal size: 1]
Tatal directaries: 1]
Tatal files: 1]

4 o

V¥ Make this package available for rollout

< Back I Mest > I Cancel |

NOTE: Selecting the Make this package available for rollout check box enables the
package to display in the list of available packages. You may wish to deselect this option
if you are creating a package that will have additional files or details added at a later date
or do not want to deploy the package at this time.

Click Next.

The Upload Status page verifies that the data is unpacking and uploading. Once all files
are uploaded, click Next.

STEP RESULT: The Upload Summary page opens.
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STEP RESULT: The page refreshes and the Package page opens with the custom

package.

Figure 3-20: Package Editor - Upload Summary

Package Editor
Click Finish to close the editor

Package upload summary:

Operating Spstems:

Available for rollout:

Kl

Successfully uploaded the following package: ;I
Mame: Demo Package
Drescription: Demo Package
Infomation LIRL:
License URL:

WirnkP
Yeg

< Back I Finizh I Cancel

RESULT:
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Upon refreshing of the Packages page, you can view the package by the name you gave
it, and view the operating systems that you chose to deploy to during the patch building

process.

Figure 3-21: Packages Page - Custom Package

Vulnerabilities Packages
[F c‘ Package Name £ Drigin DOperating Systems Cache Status Change Date #“‘c
H [0 ¥ Deployrent Test and Diagnostic.. Patchlink WinVizta®éd, Win98, .. Imported 4/27/2007 3:321.., 1
Fackage Name: Deploy Test and O ic Package -- Wind

Origin:  Fatchiink
Status: Enabled
Cache Status: Fackage has been replicated.
Cache Request Status: Requested
Deploy Availsbility:  Availabl

05 Platforms:  WinlistaXed, Win8, Win3s, WinhT, Win2K, WinkF, Win2K3, Win2K3x0d, Winkftd,

WinME, Winlists
Created By Username:  FPatchlink Corp.

Created On:  I1/19/2001 10:40:36 AM (Local)
Last Madified By Username:  FPatchlink Corp.
Last Modified On:  3/23/2007 11:56:47 AM (Local)
Last Crezted Deploypment /2972007 2:00:27 PM {Local)
Date:
Move Informaetion
Licenze Information Mot Availzble

Description: This is & deronstration for the package deplopment feature in Parchiink Update.
When pou schedule this package deplopment, pour Fatchiink Update Server (FLUS)
will first download the package from Parchlink. Afterwards Parchlink Agent checks
FLUS ro determine if there are any task for the Agent Cormputer. When the schedule
tirne s reached, the Parchlink Agent will download the file
Fatchiink_deploy_dermo tat and store i in the system temp directory.

Total: 58 1

Including Deployment Options in a Package

Version: 15

Total Directaries in Package: 1
Total Files in Package: 1

Compressed Size of Package: (0.5 KB
Number of Frescripts: 0

Number of Fastscripts: 1

NMumber of Command-Line O

Number of Dependancies:
Total Idle Deplopments:
Total Running Deplopments:
Total Failed Deplopments:

Scripts:

Total Successful Deplopments: 0

of 3 Pages = |

Rows Per Page: |25

The following tags indicate a manual installation of the patch is required. To use this option,

type (manual install) in the description field.

NOTE: If you are creating multiple packages requiring custom tags, each package has to be

customized with its own set of tags.

A number of additional deployment options are available by including them in with the flags
delimiter. To add these, enter (PLFlags: <Your Flags>) tothe Description field. The
following table describes the flag behavior and their descriptions.

Table 3-14: Package Flag Descriptions

Description (flag behavior)

Display
Flag

Select
Flag

Perform an uninstall; can be used with -m or -q.

_yd

Force other applications to close at shutdown.

-fd
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Display Select
Description (flag behavior) Flag Flag
Do not back up files for uninstall. -nd -n
Do not restart the computer when the installation is done. -zd -z
Use quiet Mode, no user interaction is required. -qd -q
Use unattended Setup mode. —-dmu -mu
Install in multi-user mode (UNIX, Linux only). -dsu -su
Restart service after installation (UNIX, Linux only). -drestart | -restart
Do not restart service after installation (UNIX, Linux only). -dnoresta -norestar
rt t
Reconfigure after installation (UNIX, Linux only). -dreconfi -reconfig
g
Do not reconfigure after installation (UNIX, Linux only). -dnorecon | -noreconf
fig ig
This package is chainable and will run Ochain.exe -dc -c
(Windows) or (UNIX/Linux).
Suppress the final chained reboot. -dc -sc
Repair permissions. -dr -r
Deploy only. -PLD1 -PLDO
No Pop-up -PLN1 -PLNP
Debug -PLDG -PLDEBUG
Suppress Repair -dsr -sr
Force the script to reboot when the installation is done. -1d -1
Reboot is required. Not -2
applicable
HE EE
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Adding File and Directories to a Package

Display Select
Description (flag behavior) Flag Flag
Reboot may occur. Not -3
applicable
Reboot is required, and may occur. Not -4
applicable

Files and directories can be added to the package by right-clicking the Package Content
window, and selecting one of the following options:

Adding a Directory to a Package on page 64
Creating a Drive for a Package on page 65
Adding a New Macro to a Package on page 63
Creating a Folder for a Package on page 65
Adding a File to a Package on page 65
Deleting a File from a Package on page 66

Renaming a File within a Package on page 66
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. File Properties for a Package on page 67
Figure 3-22: Package Content

Package Editor
Add filez and directories to the package explorer window
by dragging and dropping files or by selecting
the options found when pou right mouse click on a target location

Folders | Mame | Size | b odifie
Add Direckary. ..
Create MACRO
Create Drive...
Create Folder...
< | i
Directories: 0 Filez: O Bytes: 0
™ Backup files before replacing
I Browse |

Files that are being ovenwritten will be saved to the backup directory. This option must be
specified for package roll back to be supported.

< Back I Mest > I Cancel

Adding a New Macro to a Package

Macros access existing system directories. A macro can be either an environment variable,
as defined by the operating system, or a macro that only the Agent can expand.

The following pre-defined macros are available under the New Macro menu:

NOTE: Not all macros are available on all operating systems. Choose only the macros that are
compatible with the operating systems and configurations you are using.

. %TEMP% - The operating system temp directory location.Expands to
C:\Windows\Temp, C: \Temp, C: \WinNT\ Temp, or /tmp depending on operating
system and configuration.

. %WINDIR% - The operating system windows directory location. %WINDIR% typically
expands to C: \Windows

. %BOOTDIR% - The operating system boot directory location. Typically expands to C: \
. %ROOTDIR% - The operating system root directory location. Typically expands to C: \

. %PROGRAM FILES% - The operating system program files location. Typically expands
to C:\Program Files
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%COMMON FILES% - The operating system common files location. Typically expands to
C:\

Right-click inside the Target Computer window.

STEP RESULT: The Add pop-up window opens.

Select Create Macro and the macro required for the package.
STEP RESULT: The selected macro displays in the Target Computer window.

Figure 3-23: Macro Menu
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Click Next to continue with the Package Editor.

Adding a Directory to a Package

Once a folder, directory, or macro has been created, a directory can be added. A file system
window is opened where you can locate and select an existing directory to add to the
Package.

1.

Right-click the directory, folder, or macro associated with the target computer.
STEP RESULT: The Add pop-up window opens.

Select Add Directory.
STEP RESULT: The Browse for Folder window opens.

Select the directory to add to the directory, folder, or macro.

Click Open.
STEP RESULT: The directory is aded ot the directory, folder, or macro.

Click Next to continue with the Package Editor.
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Creating a Drive for a Package

Use the New Drive option to deploy a package to a drive other than the C: \ or $TEMP$%
drives.

1. Right-click inside the Target Computer window.

2. Select Create Drive from the pop-up menu.
STEP RESULT: The Create Drive window opens.

Figure 3-24: Create Drive
|

Crive or Wolume Mame:
IEI:

Create I Cancel |

3. In the Drive or Volume Name field, type the letter you require for the drive name, followed
by a colon in x: format.
4, Click OK.

STEP RESULT: The drive is added to the Target Computer window.
5. Click Next to continue with the Package Editor.

Creating a Folder for a Package

The Create Folder window allows for creating a folder within the Package Content
directory.

Right-click inside the Target Computer window.

2. Select Create Folder.
STEP RESULT: The Create Folder window opens.

3. In the Folder Name field, type the name of the new folder.

Click OK.
STEP RESULT: The folder is added to the Target Computer window.

5. Click Next to continue with the Package Editor.

Adding a File to a Package

Once a folder, directory, or macro has been created, a file can be added. A file system
window is opened where you can locate and select an existing file to add to the Package.

1. Right-click the directory, folder, or macro associated with the Target Computer.

STEP RESULT: The Add pop-up window opens.
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5.

Select Add File.
STEP RESULT: The Open window opens.

Select the file to add to the directory, folder, or macro.

Click Open.
STEP RESULT: The file is added to the directory, folder, or macro.

Click Next to continue with the Package Editor.

Deleting a File from a Package

Deletes the selected directory or file. This option is available only for files added to the
Target Computer window.

1.

3.

Right-click the directory, folder, or macro associated with the Target Computer that you
want to delete.

STEP RESULT: The Add pop-up window opens.

Select Delete.
STEP RESULT: The file is deleted fro the package.

Click Next to continue with the Package Editor.

Renaming a File within a Package

The Rename option allows for renaming of a previously created drive or macro within the
Package.

1.

In the Target Computer directory tree, select the directory where the file is to be renamed
STEP RESULT: The file is highlighted and the cursor becomes active.

Type the new name of the file.

Click OK.
STEP RESULT: The folder name is changed and displays in the Target Computer.

Click Next to continue with the Package Editor.
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File Properties for a Package

Brings up the properties page for the selected item. Only available when you right click on
a file that has previously been added to the Target Computer window.

Figure 3-25: Properties

INew Falder

Type: File Falder
Location:  Mew Folder

Size: 1]

Created: 10/28/2004 11:07:34 &M
Modified:  10/28/2004 11:07:34 &M

Altributes: v Ovenaritable

ok | Lancel | Apply |

In the Target Computer directory tree, select the directory where the file is located.
Select the file needed.
Right-click the selected file.

Ao bd =

Select Properties.
STEP RESULT: The Properties window opens.
5. In the Attribute field, select or deselect the Overwritable check box.

NOTE: Removing the check-mark from the Overwritable attribute will prevent subsequent
patches that contain the same file from overwriting that file.

6. Click Apply.
STEP RESULT: The folder properties are changed.

Creating Scripts for a Package

There are three types of scripts. These scripts can be written in Microsoft Visual Basic Script
or Microsoft Jscript. Documentation regarding these languages can be found at the
Microsoft scripting web site: http://msdn2.microsoft.com/en-us/library/ms950396.
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The following scripts are listed by the order in which they execute within the package:

1)

2)

3)

Pre-Script - Used to test for a machine condition or shutdown a service. For example you
can stop the package rollout in the pre-script by using the SetReturnCode in the
PLCCAgent script object.

Command Line Script - Used to launch executables. The format is the same as a
standard . cmd or . bat file.

Post-Script - Used for any clean-up operations such as the deletion of files, starting
services, or running an installed file.

A software package can have a maximum of one of each type of script. When all three
scripts are present, they will be executed in the order listed above.

NOTE: Unless the Execution Directory option is selected and a valid directory is defined, all
scripts run in the ROOT directory.

Select the type of script to execute from the Type of Script drop-down list.
Select the scripting type from the Script Language drop-down list.

Click Edit.

STEP RESULT: The Script Editor window opens.

Type or copy the script to be added in the Script field.

Click Run.

STEP RESULT: The scriptis checked and the Errors box displays Success when the script
is validated.

Click OK.

STEP RESULT: The Script Editor window closes and returns to the Package Editor
wizard.

If needed, select Script Execution Directory if a different directory location is required.
STEP RESULT: The Script Execution Directory field becomes active.

Type the backup directory path, or click Browse.
STEP RESULT: The location displays in the Script Execution Directory field.

Click Next to continue with the Package Editor.
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4 Working With Deployments

A Deployment initiates the downloading of a patch by the agent to a device for installation.
It is the instruction set for a package that supplies the agent the rules and conditions for
deployment.

A deployment comprises all the necessary information to perform the task(s) associated
with the vulnerability. This includes files and required scripts for installing a patch, stopping
a service, validating a system condition, or changing a database entry. The Deployment is
the mechanism that carries and supports a package.

. About Deployments on page 69

. Using the Deployment Pages on page 75
. Working With Deployments on page 79

. Using the Deployment Wizard on page 88

About Deployments

Several key concepts and status indicators are associated with a deployment. These
concepts are used to define deployment behavior.

The following sections include some of the key concepts and indicators that give definition
to a deployment.

. Explaining Deployment Distribution Order - the order that the deployment is submitted to
target devices.

. Deployment Types - deployments can be based on vulnerabilities, packages, or a
mandatory baseline.

. Standard and Chained Deployments - deployments are processed as either standard or
chained.

Viewing Deployments

You can view Deployments on the following pages:

. Deployments

. Devices

. Vulnerabilities and Packages
. Groups
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Viewing All Deployments

1.

2.
3.
4.

Select the Deployments tab.

STEP RESULT: The Deployments page opens.

Figure 4-1: Deployments Page
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Select the desired filter criteria.
Click Update View.

Click the expand icon to view the Deployment details.

Viewing Deployments within Devices

Select the Devices tab.
Select your filter options.
Click Update View.

STEP RESULT: The applicable devices display in the Devices page.

Select the hyperlink for a device with at least one deployment to view it's details.

STEP RESULT: The Details by Device page opens.
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5. Select the Deployments tab.
STEP RESULT: The Device Deployments page opens.
Figure 4-2: Device Deployments Tab

Deployments by Device: \\TP-MYSERYER

Information Vulnerabilities Inventory Device Deployments
[] Dame Scheduled Date L A 1) u fbd o7
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Dﬂ}s stern Task: Reboot ASAP o o 1 o o 0 %
Total: 2 1 |of 1 Pages Rows Per Page: |25 %
6. Select the desired deployment, and click the expand icon.
STEP RESULT: The deployment details display.
Figure 4-3: Device Deployments Tab Expanded
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Viewing Deployments within Groups

The Groups page displays the deployments assigned to the selected group. This view is
the same as the Deployment Summary view, but displays only deployments for the selected
group.

1. In the Groups page, select Deployments from the View drop-down list.
STEP RESULT: The Deployments page displays next to the Group Browser.

]
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2. Select a group from the directory tree.
STEP RESULT: The selected group is highlighted and displays the assigned deployments.

Figure 4-4: Group Deployments
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Deployment Types

Deployments are created through the Vulnerabilities, Packages, Devices, Deployments,
or Groups pages. On each page, the Deploy command is presented in the Action menu. A
different deployment type, Mandatory Baseline, is created by establishing a mandatory
baseline for a device group. See Mandatory Baseline on page 167 for more information on
the mandatory baseline feature.

Vulnerability-based Deployments

A vulnerability contains multiple associated packages and the target packages to be
deployed. As a device goes through the Discover Applicable Updates process, it is assigned
vulnerabilities to scan as the ZENworks Patch Management Server determines they are
applicable to the device. Based on these results, an ZENworks Patch Management Server
user can determine which devices should receive the patch (vulnerability fix). Behind the
scenes, ZENworks Patch Management Server ensures that the devices are assigned the

correct package.
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Package-based Deployments

A package contains all vendor-supplied updates and executable code used to correct or
patch security issues for the target devices. The majority of packages are part of specific
vulnerabilities, and are deployed to multiple devices within the network. See About
Packages on page 43 for more information.

Mandatory Baseline Deployments

The Mandatory Baseline defines a standard level of vulnerabilities or locally-created
packages that must be installed to a group membership. The mandatory baseline comprises
the base set of patches and other packages required for the target device. In terms of
vulnerabilities, a mandatory baseline enforces continuous checking to verify and validate
that the patch identified by the baseline is installed. If the correct patch is not installed, the
patch is deployed and installed.

Standard and Chained Deployments

Deployments come in two varieties: Standard Deployments and Chained Deployments. The
following sections describe the differences between the two deployment types.

Standard Deployments

A standard deployment is a deployment that has not been chained with another deployment.
While not all standard deployments require a reboot, if the included package does require

one and the reboot is suppressed; the computer will not accept additional deployments until
it is rebooted.

Chained Deployments

A chained deployment is a deployment grouped with other deployments so the computer will
not reboot after each one. Following the first chained deployment, the computer will accept
only chained deployments until rebooted.

1
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Reboot and Chained State

The reboot and chained states are the result of a device not performing the required reboot
following a deployment.

Table 4-1: Reboot and Chained State

State Description

Reboot State Indicates that the device received a standard deployment
requiring a reboot, yet the reboot was suppressed. While in
this state, the agent will only accept a deployment. A reboot
deployment or a manual reboot will clear this state.

Chained State Indicates that the agent received a chained deployment in
which the reboot was suppressed. While in the chained state,
the agent will only accept another chained deployment or a
reboot deployment.

There are two deployments which will always perform a reboot:

Table 4-2: Reboot Deployments

Deployment Description

Reboot System Package | A system task that is automatically added to the end of
chained deployments where the final reboot is not
suppressed. Also sent to agents when you click the Reboot
Now button on the Endpoints page.

Task - System Reboot A task which permits the user to schedule a reboot using the
scheduling features of the Schedule Deployment Wizard.

Standard packages reboot for one of three reasons.

. The deployed package required and forced the reboot (unless suppressed), during the
installation.

. The package installer determined that it required a reboot.

. The reboot flag was sent to the agent. Itis not necessary that the agent receive the Reboot

System Package or Task, the agent will perform the reboot on its own.
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Using the Deployment Pages

Deployments can be viewed on the Deployments page. The main page displays each
Deployment Job and the individual deployments assigned to it. With a deployment job, you
can schedule multiple deployments with separate instructions. With deployment jobs, you
are able to edit and delete individual deployments without having to delete the entire

deployment job.

Figure 4-5: Deployments Page
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The following table describes the key columns of the main Deployments page

Table 4-3: Deployments Page Column Descriptions

Column

Description

Name

The name of the main unit containing a group of deployments.

Created Date

The date the initial deployment job was created.

Created by The user who created the package.
Action Allows you to Edit or Delete a deployment.
Name The name of the deployment task. Typically, the name of the

Vulnerability or Task deployed.
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Column Description
Scheduled Date The date the deployment was scheduled to occur.
Deployment Statistics Refer to Deployment Statistics on page 77 for details
regarding the Deployment Statistics icons.

Deployments also can be viewed based on an association to a specific package, or by
association to a group or individual device.

Figure 4-6: Device Deployments Page
Deployments by Device: \\TP-MYSERYER

Information Vulnerabilities Inventory Device Deployments
M. Scheduled Date b2 WE o
0 ame checlec 04 v O [# w i
I:‘{:?)S stern Task: Discover Applicable Updates 4/28/2007 1:02:57 PM (Lo... 1 a 1 o o 0 %
D{:’)S stern Task: Reboot ASAP ] ] 1 ] ] 0%

Total: 2 1 |of 1 Pages Rows Per Page: |25 %

See Deployment Status and Type on page 76 for information on the fields for individual
deployments.

Deployment Status and Type

The deployment status is indicated by an icon in the status column. The icons vary
dependent upon the deployment type and status. The deployment types are classified in the
following table.

Table 4-4: Deployment Status Options

Status Description
New Downloaded from the Global Subscription Server since the
last session.
Current Present vulnerabilities residing on ZENworks Patch

Management Server.

Local Locally created package.
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Status Description
System Task A deployment that contains a system task package.
Mandatory Baseline A deployment is created through the mandatory baseline for a

group. This deployment is automatically created and
managed through the mandatory baseline process.

Deployment Statistics

The right-hand side of the deployment entry contains columns which illustrate the current
result statistics for the deployment by package.

Statistics show the relationship between a specific deployment and the total number of
devices (or groups) within ZENworks Patch Management that meet a specific status.

NOTE: If the mandatory baseline fails to deploy more than twice, ZENworks Patch Management
Server will record it as an error in the status column. However, this notification will only show in
the Mandatory Baseline tab.

The following table defines the status icons:

Table 4-5: Column Icon Definitions

Icon Icon Name Definition
v Number of Total number of devices or groups that finished
Successful Devices the deployment successfully.
(] Number of Failed Total number of devices or groups that finished
Devices the deployment unsuccessfully.
?:@‘ Number of Devices Total number of devices or groups that are
' Assigned to the assigned the deployment.
Deployment
. Number of In Total number of devices or groups that are in
Progress Devices the process of executing the deployment.
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Icon Icon Name Definition
. ? Number of Devices Total number of devices or groups that finished
] That Have the deployment.
Completed the
Deployment
The Percentage of Percentage of the devices or groups that
) Completed Devices finished the deployment. = [Total Finished
devices / Total Assigned devices]

All group deployments will initially show only the number of groups included within that
deployment. The total number of devices assigned the deployment will equal the number of
groups plus the number of devices included within those groups (as of the time of
deployment). However, when the total is calculated is based upon the deployment schedule:

. Group deployments that are scheduled for an immediate deployment will calculate
and add the number of devices, included within the assigned groups, within 5 minutes of
scheduling.

. Group deployments that are scheduled for a future deployment will calculate and add

the number of devices, included within the assigned groups, within 5 minutes prior to the
deployment start time. If the deployment was scheduled to deploy based upon the UTC
time, this will add all of the devices at once. However, if the deployment was scheduled to
deploy based upon the agent’s local time, the devices will not be added until 5 minutes
prior to their local time.

Deployment Details Summary

Expanding (by clicking the expand > icon) a deployment will display the deployment details
as described in the following table.

Table 4-6: Deployment Details Summary Fields

Field Description
Task Name The name of the deployment as assigned, by the user, when
created.
Type The type of deployment. Options include: Deployment of a
package or Standard deployment.
Status Whether the deployment is Enabled, Disabled, or Completed.
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Field Description

Deploy Manner The manner in which this deployment occurred. Options
include: Sequential, Parallel, or Distribute to # of devices at a
time.

Schedule Type The frequency of the deployment. Options include: Recurring,
or One time.

Start Date The date and time this deployment was started.

Deployment Notes Additional information about the deployment entered by the

deployment’s creator in the Deployment Wizard.

Created By The user who created this deployment.

Created On The date and time this deployment was created.
Last Modified By The user who last modified this deployment.

Last Modified On The date and time this deployment was last modified.
End Date The date and time the deployment was completed.

Working With Deployments

There are several tasks associated with deployments designed to assist you in managing
and deploying vulnerabilities. These are available from commands located in the toolbar on
the Deployments page.

. Deployments Page on page 80

. Viewing Deployment Results on page 84

. Explaining Deployment Distribution Order on page 85
. Aborting Deployments on page 86

. Disabling Deployments on page 86

. Enabling Deployments on page 86

. Modifying Deployments on page 87

. Deleting Deployments on page 87

=
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Deployments Page

The Deployments page illustrates the overall information about all deployment jobs and
their associated deployments. This page includes information regarding the assigned
devices and groups and the status of the deployment for each.

Figure 4-7: Deployments Page
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The following functions can be performed from the Deployments page:

Table 4-7: Deployment Functions

Menu Item Function
Enable Enables the selected disabled deployment.
Disable Disables the selected enabled deployment.
Abort Cancels the deployment for any devices which have not already
received the deployment package.
Delete Removes the deployment from your ZENworks Patch Management
Server.
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Menu Item Function
Deploy Re-deploys the selected packages.
Export The Export button allows you to export subscription data to a comma
separated value (. csv) file.

Viewing the Deployment Details

To open the Deployment Details page, click the deployment name link within any
Deployments view. The Deployment Details page illustrates the overall information about
this particular deployment. Including the assigned devices and groups and the status of the

deployment for each.

Figure 4-8: Deployment Details
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The following columns appear on the Deployment Details page:

Table 4-8: Deployment Details Column Definitions

Column

Description

Device Status icon

The status of the device or device group.

Name Displays the name of the device or device group. The device
group name is a link, and clicking the link will display the
group membership and individual device results.

Status The deployments current status.

Last Run Status

The deployments status when last ran. The status is a link,
and clicking the link will display the Deployment Results page.

Last Run Start Date

The Date/Time the deployment began.
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Column

Description

Last Run Complete Date

The Date/Time the deployment completed.

Next Run Date

The next scheduled start Date/Time for this deployment.

The following page functions are available on the Deployment Details page:

Table 4-9: Deployment Details Page Functions

Button

Function

Enable

Enables the selected disabled deployment assignments. For
additional information refer to Enabling Deployments on page
86.

Disable

Disables the selected enabled deployment assignments. For
additional information refer to Disabling Deployments on page
86.

Export

The Export button allows you to export subscription data to a
comma separated value (.CSV) file. For additional information
refer to Exporting Data on page 17.

Viewing Deployment Details by Device

Another view of deployments is available through the Devices page. You can view
deployments for devices by clicking the device name on the Devices page, or selecting the
Deployments tab.

The following functions are available on the Device Deployments tab:

Table 4-10: Deployment Tab Functions

Menu Item

Function

Edit

Launches the deployment wizard allowing you to make
modifications to the deployment. For additional information
refer to Modifying Deployments on page 87.

Export

The Export button allows you to export subscription data to a
comma separated value (.CSV) file. For additional information
refer to Exporting Data on page 17.
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Viewing Deployment Details by Device Group

Another view of deployments is available through the Groups page. This view displays the
deployments that the selected group has been assigned. This view is the same as the
Deployment Summary view, but displays only deployments for the selected group.

Figure 4-9: Deployments Page - Groups

Novell, ZENworks.

Server Date and Time: 5/8/2007 12:35:27 PM (UTC-07:00)

Home Vulnerabilities Deployments Devices Groups Users Reports  Cptions  Help About Log Out
Group Browser ‘ o & Custorn Groups = Parent Group = Child Group View:|Dap|oyments !"

E g.g My Groups
=] g customn Groups
= % Parent Group

Name Scheduled Date 4 73 2 i a7
R sebdeivte /@ (@ W4 7 |
_____ S child's child Grau [§] [ Deployment of M506-078 923689... 5/9,/2007 7:23:0... 00 4 0 1 23%
® & system Groups
il Civactory Service rouns [# [4Deployment of M506-078 923689... 5/9,/2007 7:23:0... 00 4 0 0 0%

H D QDeglo[mentuf Deployment Test ... 5/9,/2007 7:23:0... 1] 0

4 0 ] 0 %%

The following functions are available on the Group Deployments page.

Table 4-11: Deployment Functions

4 |
Y
| | Total 3 lIl of 1 Pages Rows Per Page: |25 v-‘!
,l' Administrator Abort Enable Disable Delete Deploy Export

Menu Item Function
Enable Enables the selected disabled deployment.
Disable Disables the selected enabled deployment.
Abort Cancels the deployment for any devices which have not already
received the deployment package.
Delete Removes the deployment from your ZENworks Patch Management
Server.
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Menu Item Function
Deploy Re-deploys the selected packages.
Export The Export button allows you to export subscription data to a comma
separated value (. csv) file.

Viewing Deployment Results

Once the deployment has been performed, the specific results of the deployment for that
device can be displayed by clicking on the status text (of the Last Run Status column).

Figure 4-10: Deployment Results

Deployment Results for \\TP-MYSERVER

Deployment Results

Package Nam

Updatas Next Run Date: 4/15/2007 4:19:30 &M [Local)
Deployment Ty, Last Run Status: Succass

Associated Impa: for this package, Last Run Start Date: 4/18/2007 2:16:17 AM [GMT-07:00)

Deployment Stat ently nat runnin q. Last Run Completed Date: 4/18/2007 2:18:30 AM (GMT-07:00)

Last Run Results: Success

Deployment Details
Task: LoadXML
Task: Download
Task: Copy
Task: PostScript1

T

ask: Reboot

The fields displayed on the Deployment Results tab are defined as follows:

Table 4-12: Deployment Results Fields

Field Description
Package Name Displays the name of the package that was deployed.
Deployment Name Displays the deployment type.
Associated Impact Displays the impact of the associated vulnerability, if the

package is associated to one.

Deployment Status Displays the overall deployment status information.
Last Run Results Displays the results of the last time the device performed the
deployment.

| L[|
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Field Description

Next Run Date Displays the date when the device is to perform the
deployment again, if the deployment is recurring.

Last Run Date Displays the status of the last time the device performed the
deployment.

Last Run Start Date Displays the date when the device last started the
deployment.

Last Run Completed Date | Displays the date when the device last finished the
deployment.

Explaining Deployment Distribution Order

When deploying more than one package to an individual device or group of devices, the
deployments can be scheduled to process at different times.

NOTE: Each device managed by ZENworks Patch Management Server requires an agent. A
deployment is associated to the agent installed on a particular device.

Order is also influenced by deployment type, status, and reboot requirements. Deployments
proceed in the following order prior to regularly schedule system tasks and agent processes:

-_—

Chained deployments

)
2) Standard deployments
3)  System Task: Reboot
4)  Task — Reboot System

5) Discover Applicable Updates (DAU)

Although no deployment occurs before its scheduled time, a chained deployment whose
time has elapsed will always precede a standard deployment whose time has also elapsed.

If multiple chained deployments are scheduled and some devices have the final reboot
suppressed, while others do not, the determination of a reboot override is based on the last
scheduled deployment.

=
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Aborting Deployments

Aborting a deployment will cancel the deployment for any devices which have not already
received the deployment.

NOTE: The devices that have already received the deployment will not be affected, only the
devices which have not yet received the deployment will have the deployment aborted.

Select the deployment you wish to abort.

2. Click Abort.
STEP RESULT: This cancels the selected deployment.

NOTE: You cannot abort system task or mandatory baseline deployments.

Disabling Deployments

Disabling a deployment will pause the deployment and stop the distribution of the
package(s) to devices when they have not already received a deployment.

NOTE: You cannot disable deployments of System Task Packages.

1. Select the deployment you need to disable.

2. Click Disable.
STEP RESULT: The selected deployment is disabled.

Enabling Deployments

Enabling a deployment will allow a disabled (or paused) deployment to continue. Scheduling
the device (or device group) deployments as scheduled.

1. Select the disabled deployment you need to enable.

2. Click Enable.
STEP RESULT: The selected deployment is enabled.

| ]
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Modifying Deployments

Modifying a deployment will launch the Deployment Wizard, allowing you to make
modifications as needed.

NOTE: System Task Packages are automatically assigned to devices, so removing a device from
a deployment of a System Task Package will have no effect (the device will be re-assigned to
the deployment by the ZENworks Patch Management Server).

1. Select the deployment you need to modify.

2. Click Edit.
STEP RESULT: The Deployment Wizard opens, see Using the Deployment Wizard for
additional information.

Deleting Deployments

Deleting a deployment will remove the deployment from the ZENworks Patch Management
Server.

NOTE: Deleting a deployment will have no effect on devices that have already received the
deployment. You cannot delete System Task deployments.

1. Select the disabled deployment you wish to delete.
2. Click Delete.

Explaining Deployment Deadlines

Deadlines allow you to define when a deployment or reboot should occur. A deadline can
either be calculated based upon the agent’s Group Policy or defined by you as a specific
date and time. When using deadlines you define the deadline date and time, the starting

date and time and your users may snooze the deployment (or reboot), as many times as
desired, up to the defined deadline.
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Using the Deployment Wizard

The Deployment Wizard provides an interface to create or edit deployment schedules for
multiple recipients and multiple packages. The wizard assists in device selection,
scheduling the deployment, and if needed, setting recurrences.

The following table describes the scenarios for a deployment. These options are selected
prior to starting the Deployment Wizard.

Table 4-13: Deployment Actions

Deployment

Selection Result
Device The Deployment Wizard will deploy only to the selected device.
Vulnerability The Deployment Wizard selects all the devices and packages

required for this vulnerability.

Package The Deployment Wizard will deploy the package to the selected
groups or devices.

Group The Deployment Wizard will deploy the applicable packages to the
selected group members.

To use the wizard; click Deploy from either the Vulnerabilities, Packages, Devices, or
Group Deployments page.

NOTE: If you have a large number of disabled devices, to deploy to only the enabled devices,
filter by status and manually select the devices to which you need to deploy.

Introduction Page

The Introduction page of the Deployment Wizard describes the purpose and capabilities
of the wizard.

This page can be hidden during future deployments by selecting the Do not display this
page in the future checkbox.
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Device / Device Groups Selection Page

The Available Devices/Groups page of the Deployment Wizard allows for selecting
devices and groups to receive a deployment.

Figure 4-11: Deployment Wizard - Available Devices/Groups Selection Page
i Deployment Wizard !

L

Available Devices/Groups:

available Devices:

Available Groups:

& 5 [ my sroups
B % [ custom Groups
E % [[paent Group
. S [ chig Group
B & I;‘ Systern Groups
E & L windows
% [ winzks
B #8 [ piractory sarvics aroups
® @3 [ com

Device DS Name
Individual Win?K3 Devices

Total Selected
1 ak

| | P

mmrommen)

When first opened, this page displays the devices grouped by operating system, and the
groups in a directory tree format by user groups, system groups, or directory service groups.

To Create a Device Deployment

1. From the Available Devices list, select the Device OS Name required.
STEP RESULT: The list of devices within that operating system display
2. Select the device from the list.
STEP RESULT: The device(s) are highlighted.
3. Click Next.

RESULT:

The Package Selection window opens.

1
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To Create a Group Deployment

1. From the Available Groups directory tree, select the group or groups requiring the
deployment.

The Available Groups directory tree allows for selecting single groups, multiple groups,
and group hierarchies (groups cascading down from a parent). This method enables you
to select multiple groups for a deployment at the same time without having to create
individual deployments for each individual group. When selecting a group from the
Available Groups directory tree, the following will occur:

. When a parent group is first selected, all children groups will also be selected and
the group selection is represented by a green checkmark.
. If any of the children groups are deselected, the green checkmark will change to a

green square. Thus indicating that while the parent group is selected, the entire
child hierarchy is not.

2. Click Next
RESULT:

The Package Selection window opens.

EE -90 -



WORKING WITH DEPLOYMENTS

Package Selection Page

The Packages Selection page of the Deployment Wizard allows you to select the packages
to be deployed. This page displays the packages, grouped by manufacturer, that apply to
the devices selected on the Devices/Device Groups Selection page.

1. Select the vendor required for the deployment.
STEP RESULT: The list of associated packages displays in the Selected Packages
window.
Figure 4-12: Deployment Wizard - Packages Selection Page
Deployment Wizard

Package Selection

Available Packages:
¥endor Name Total Selected

>

Adobe Swstems, Inc &4
Apple in
Citrix Systerns, Inc 11

command Software 1z
mputer Associates a5

coococoocooo

€

Select a vendor to display their available packages.

< Back Mext = Finish Cancel

2. Select the packages needed. Click the arrows to page through the available packages, if
needed.

STEP RESULT: The package is selected and highlighted.

NOTE: Checking the Package Name check box selects all of the packages available in
the list.

Click the Package Name link to open the Associated Vulnerability Analysis page.

Click Next to proceed to the Licenses page.

When using the Deployment Wizard, the wizard will not necessarily install Service Packs
first. Therefore, it is recommended that you install all relevant Service Packs prior to
creating deployments through the Deployment Wizard.
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Associated Vulnerability Analysis

The Associated Vulnerability Analysis page of the Deployment Wizard allows you to view
the devices associated with this package and whether their status is Patched,
Not-Patched, or Not-Applicable in relation to the selected package.

Figure 4-13: Deployment Wizard - Associated Vulnerability Analysis Page
E Deployment Wizard .

Associated Vulnerability Analysis
MS07-002 927198 925257 {x64) Yulnerabilities in Microsoft Excel 2003

1 Name Platform Info Results ‘

g AT P-My Server Micrasoft Windows Server 2003, Standard Edition-Service Pack 1 Mo

‘ I< <DF1Pages e | Rows Per Page: \
T

The Results column of the resulting grid, will display either Patched, Not-Patched or N/A
dependent upon the devices patch status.

Click Back to return to the Packages Selection Page.
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Licenses Page

The Licenses page of the Deployment Wizard displays the end user license agreements

associated with the vendor packages. Any license agreements displayed on the page must

be agreed to prior to continuing the deployment.

Figure 4-14: Deployment Wizard - Licenses Page
Deployment Wizard

Licenses
Agree to the End User License Agreements for these packages:

DISCLAIMER: Licenses made available to End-Users of manufacturer software through Patchlink Corporation's
PatchLink Update Server may not be the latest licenses, the correct licenses, or the only licenses for End-
User's legal compliance purposes. End-Users should consult software manufacturers' websites to verify legal
compliance requirements of licenses for manufacturers' software.

There are no licenses for the selected packages.

LICEMSE NOTICE: although one or more manufacturer software did not contain or indicate 3 software license,
End-User should be aware that there may be licenses associated with such manufacturer software and that
it is End-User's responsibility, and not PatchLink Corporation's, to determine End-User's compliance with such
manufacturer software licenses. By selecting "I ACCEPT" for each license, End-User represents that it has
consulted software manufacturers' websites and has determined the legal compliance requirements of such
software licenses.

@I ACCEPRT the termns and conditions of this end user license agreement,

OI Do HOT ACCEPRT the terms and conditions of thiz end user license agreernent.

—  mmrammen)

Review the agreement.

2. If you accept the agreement, select the | ACCEPT the terms and conditions of this end
user license agreement option.

3. If there are multiple agreements, repeat steps 1 and 2.
NOTE: All agreements must be accepted before the deployment wizard can be continued.

4, Click Next to proceed to the Deployment Options page.
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Deployment Options Page

The Deployment Options page of the Deployment Wizard, allows you to set the
deployment Job Name, Start Time, Manner, and add Notes.

Figure 4-15: Deployment Wizard - Deployment Options Page

| Deployment Wizard

Deployment Options
Select the options for this deployment:

Job Name: [My Deployment dob|
Start Time: Local Tirne: 4/30/2007 11:16:03 AM Chanae
UTE Tirme:  4/30/2007 6:16:03 PM 9@ |

Deployment time zone:

Q) Agent Local Time (Deploy at local time for sach individual node)

(& Agent UTC Time (Deplay st UTC time for =ach individual nade)

Manner:
® concumrent  Deplay to devices at 2 time.
O consecutive Deploy to all devicas ue ba
DSuspend the deployment of thiz package, if it fails to deploy to one or more devices,
[Jpeploy package even if the device has been previously patched,
Notes: Created by administrater on 4/30/Z007 &:16:02 PH [UTC)

mmrammen

NOTE: When deploying to an agent atits UTC time, if the agent’s time zone is before the server’s
time zone, the local time of the server will be read, resulting in a possible later deployment to
that agent.

When using UTC, the time when the agent retrieves the deployment is dependent upon the
agent’'s DAU Communication Interval.lf the time zone of the server is before the UTC time, the
deployment may be delayed until the server gets to the deployment time.
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Table 4-14: Deployment Options Fields

Field Description

Job Name The display name of the deployment job. (Note: This field must not be
blank.)

Task Name The editable display name of the deployment task. The {Package Name}
variable will be replaced with the name of the Package included in the
task.

Start Time Displays the Local and UTC times the deployment is scheduled for.Click
Change to open the Schedule Configuration page and modify time
options.

Deployment Time Zone

+ Agent Local Time - Select to deploy based upon the local time of each
device.

+ Agent UTC Time - Select to deploy based upon UTC (Coordinated
Universal Time). When UTC is used, the deployment will be scheduled
for all devices at the same time, regardless of time zone differences.

Manner » Concurrent - Simultaneous distribution to a specified number of
devices. New deployments are distributed as agents report back as
having completed the previous deployment. If a computer takes longer
than four hours to complete the deployment, it is no longer counted
against the Concurrent Deployment Limit.

» Consecutive - Creates and distributes all deployments
simultaneously.The global deployment limit will always take precedence
over the defined distribution options defined.

+ Suspend the deployment of this package, if it fails to deploy to one
or more devices - Suspends all subsequent deployments following any
deployment failure.

* Deploy package even if the device has been previously patched -
deploys the package to all selected computers regardless of patch
status.

Notes Allows for notes or comments.

Click Next to proceed to the Package Deployment Order and Behavior page.
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Schedule Configuration Page

The Schedule Configuration page of the Deployment Wizard, allows you to define whether
a deployment is one-time or recurring, and the appropriate options for each.

Figure 4-16: Deployment Wizard - Schedule Configuration Page

i
. Deployment Wizard :

Schedule Configuration

Set the deployment schedule:

@ one tirme On 4/30/2007 6:16:03 PM

Date:

O Recurring =
Su We Th - Sa
251261271268 129130)31
1]2|3|4[|5]|6 |7
8|9 |10|1112]13|14
1516|1718 19|20 |21
22 123|124 |25 26|27 |28
29 L ]2 ]3]4]5

® 12 haur O 24 hour

Hour{B | minute 18 | [Pul [w

To Schedule a One Time Deployment

1.

To navigate to the Deployment Wizard Schedule Configuration page, from the
Deployment Wizard Deployment Options page, click the Change button located in the
Start Time option.

Select One Time.

STEP RESULT: The deployment will start on the selected day at the defined time. If a one
time deployment is scheduled for a date and time in the past, the agents
will start the deployment the next time they contact the ZENworks Patch
Management Server.

Select 12 hour or 24 hour to determine 12 hour format or military 24 hour format.
Select the Hour needed using the drop-down list.

Select the Minute between 00 and 59, using the drop-down list.
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Select AM or PM using the drop-down list.
Click Next.

RESULT:

To Schedule a Recurring Deployment

i Deployment Wizard

Schedule Configuration

The changes are saved and the Deployment Options page opens.

A recurring schedule will start deployments on the selected day at the selected time and
repeat the deployment every day, week, or month and if defined, end on a specific date.

Figure 4-17: Deployment Wizard - Schedule Configuration Page

Set the deployment schedule:

O one time Oeeurs: Daily:
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To Set Up a Daily Recurring Deployment

1. Select Recurring.
2. In the Occurs field, select Daily.

STEP RESULT: The Deployment Wizard displays the Daily Deployment Options field.
Figure 4-18: Daily Option

ccurs: Coaily:
@Dail'f' Every |1 % | dayis)

O weekly

O Monthly

3. From the Daily Every X Days drop down list, select the frequency. The valid options are:
1 through 365.

4. Select the frequency of the deployment.

. Occurs once a day at the scheduled start time - the deployment starts at the
same time as scheduled in the X screen.
. Occurs every - the valid options are 1 through 60 if minutes are selected and 1

through 24 if hours are selected.
5. Continue to Selecting the Deployment Start and End Functions.
To Set Up a Weekly Recurring Deployment

1. Select Recurring.
2. In the Occurs field, select Weekly.

STEP RESULT: The Deployment Wizard displays the Weekly Deployment Options field.
Figure 4-19: Weekly Options

QCours: Weekly:
I paily Every |1 % wesk(s) on:

@Weekly DMon DTUEDWEd DThurDFriDSatSun

O Monthly

3. From the Every X week(s) on: Mon, Tue, Wed, Thur, Fri, Sat, Sun, select the
deployment to be scheduled every X weeks on the selected days.

4. Continue to Selecting the Deployment Start and End Functions.
To Set Up a Monthly Recurring Deployment

1. Select Recurring.
STEP RESULT: The Recurring Deployment window opens.
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2. In the Occurs field, select Monthly.
STEP RESULT: The Deployment Wizard displays the Monthly Deployment Options

fields.

Figure 4-20: Monthly Options

ccurs:
O paily
O Weeakly
@ Monthly

Manthly:

&) Day of every rmanthi(s)
0]

3. Select the frequency of the deployment:

. Day X of every X month(s) - allows the deployment to be scheduled on a specific
date every X months. Valid date options are 1 through 31, with the ability to choose
1 through 99 months.

. The Xth Weekday of every X month(s) - allows the deployment to be run on a
specific day every X months. The valid day options are: 1st, 2nd, 3rd, 4th, or Last,
weekday options are: Sunday through Saturday, Day, Week day, or Weekend day
and monthly recurrence options are: 1 through 99 months

Figure 4-21: Common Deployment Options

Duration: ® 12 hour O 24 hour
Start Date: End Date: [“Iho End Date
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4, Continue to Selecting the Deployment Start and End Functions.
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Selecting the Deployment Start and End Functions

The frequency fields allow for specific date and time deployments. Review the table to
determine scheduling needs.

Table 4-15: Deployment Start and End Functions

Select

To

12 hour, 24 hour

Set the schedule to either a standard 12 hour format or a military 24
hour format.

Occurs once at

Allow the deployment to occur once daily at the time defined here.

NOTE: Agent Communication Interval and HOP settings modify the actual
deployment time.

Occurs every

Allow the deployment to occur multiple times on the scheduled day,
between the hours defined in the starting at: and ending at: fields
with a delay of the defined hours or minutes.

Start Date Schedule a recurring deployment to begin at a later date. Defaults to
the current date.

No End Date Continue with the defined recurrence schedule and no defined end
date.

End Date Activate the End Date Calendar function and define the date the

deployment will no longer be deployed.

Click Next to save the changes and return to the Deployment Options page.
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Package Deployment Order and Behavior Page

The Package Deployment Order and Behavior page of the Deployment Wizard, allows
you to set the order and behavior for the individual package deployments.

Figure 4-22: Deployment Wizard - Package Deployment Order and Behavior Page
3 Deployment Wizard

Package Deployment Order and Behavior

Action Order Package Name Selected Options Reboot
e : £ &
B, 3 M506-078 923685 925393 (64Bit) Vulnerability in Windows Madia Player 6.4 i £y i
MS07-001 921585 Vulnerability in Microsoft Office 2003 Brazilian Portuguese : % 7
@ X - Srammar Chacker § S0
P : £ F
@ X = M507-002 927198 925257 (x64) Vulnerabilities in Micrasoft Excel 2003 3 £ e
B MS07-002 827138 925257 Wulnerabilities in Microsoft Excel 2003 @ £ ’E’% @
2 ¥ s MS07-002 927138 925523 (x64) Vulnerabilities in Microsoft Excel 2002 I = ’E’ @
B 4 MS07-002 927158 925523 Vulnershilities in Micrasoft Excel 2002 P £ ‘E’% @
@ X - MS07-002 927198 925524 (x64) Vulnerabilities in Micrasoft Excel 2000 P £ ‘E’% 0 E
O#R XK= Deployment Test and Diagnostic Package -- Windows

K

< of 1 Pages = Rows Per Page: 25 % |

Restore Defaults < Elackl MNext = l Finish I Cancel l

The following tasks can be completed while using the Package Deployment Order and
Behavior page.

Table 4-16: Deployment Order Functions

Icon Action Use To

B Edit Open the Package Deployment Behavior
Options page and change the behavior options
for that package.

x Delete Remove the package from the deployment.
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Icon Action Use To

Selected Options View the behavior of each package. For
additional information refer to Behavior Icon
Definitions on page 103..

Reboot View the reboot settings of each package. For
additional information refer to Reboot Icon
Definitions on page 105..

Move to top Move the package to the top of all non-chained
k deployments (this will place it immediately after
the chained deployments).
Move up one line Move the package up one.
Move down one line Move the package down one.
g Move to bottom Move the package to the bottom of the listing.
— Restore defaults Restore the package order and behavior back to

their default settings.

NOTE: Chained packages cannot be moved without first removing their chained status. When a package
is chained, ZENworks Patch Management Server determines the deployment order. However, when no
longer chained, the package can be deployed at anytime following the chained deployments.

The Selected Options icons are used to identify package deployment actions.

u L[
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The following table describes the deployment behavior icons and their descriptions:

Table 4-17: Behavior Icon Definitions

Icon

Action

Use to

ey

Uninstall

Uninstall the packages.

@

Force Shutdown

Force all applications to close if the package
causes a reboot.

Do Not Backup

Do not backup files for uninstall.

Suppress Reboot

Prevent a reboot after installation.

Quiet Mode

Suppress any user interfaces during the
deployment.

& Unattended Setup Set up packages in unattended mode.

s List Hot Fixes Return a listing of hot fixes installed on the target
devices.

{I, Force Reboot Force a reboot regardless of package
requirements.

{E, Reboot is Required Indicate a reboot is required prior to completing

the installation.

==

Chain Packages

Set the package as chainable (package must
support chaining)

&

Suppress Chained
Reboot

Suppress the reboot, allowing other chained
packages to be sent following this package.
When creating multiple deployment jobs, this
option is recommended.

Repair File
Permissions

Repair file permissions following the package
installation.
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Icon Action Use to
B Download Only Distribute the package without running the
package installation script.
2 Suppress Notification Suppress any user notifications during
installation.
B Debug Mode Run the package installation in debug mode.
& Do Not Repair Suppress the repair of file name permissions
Permissions after the reboot.
@’ May Reboot Allow the package to force a reboot if required.
E; Multi-User Mode Perform the installation in ‘Multi-User’ mode.
S- Single-User Mode Perform the installation in ‘Single-User’ mode.
“:‘:9 Restart Service Restart the service following the deployment.
% Do Not Restart Do not restart the service following the
Service deployment.

g ] Reconfigure Perform the system reconfigure task following

- deployment.

)74’ Do Not Reconfigure Do not perform the system reconfigure task

- following deployment.
NOTE: When using a chained deployment, reboots are suppressed whenever possible. The final
deployment is represented as May Reboot because Patch Management Server determines if the agent
isin a dirty state. If so, a System Task - Reboot deploymentis sent before deploying the remaining
packages.
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Reboot Icon Definitions

The following table describes the Reboot icons and their descriptions:

Table 4-18: Reboot Icon Definitions

Icon Name Reboot Status
@’ Reboot may occur The device may be rebooted, dependent upon
the package installer requirements (at the time of
install).
{[@;} Reboot may occur The device may be rebooted, dependent upon
chained the package requirements. However if a reboot is

required and the device is not rebooted, the
device will enter a reboot state.

@ Reboot required No other (chainable or non-chainable) packages
will be installed until the device reboots.
B Reboot required Only chainable packages will continue to be
= chained installed until the device has been rebooted.
(:, Reboot will occur The device will be rebooted following the

package installation.

Click Next to proceed to the Deployment Notification Options page.

Click Finish to create the deployments and proceed to the Deployments Summary page.
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Package Deployment Behavior Options Page

The Package Deployment Behavior Options page of the Deployment Wizard, allows you
to set the behavior options for each of the packages associated with this deployment. The
Package Options are active or inactive, depending on the patch selected.

Figure 4-23: Behavior Options

il
: Deployment Wizard :

Package Deployment Behavior Options
Behavior Options for MS06-078 923689 925398 (64Bit) Yulherability in Windows Media Player 6.4

Behavior Description

@ Ouninstal Uninstall the package.

B e shurdoun IF the packsge csusas 8 reboot, close all cpen spplicstions.
B oo not sackun D ot backup files for package uninstall
% Suppress Reboot Do not reboot the device

5 Quiet Mode Use guist mode (no user interaction required).

%) Parfortn an unsttended setup.

@ Jot-Fixas Generate 2 list of installed hot fizes
T3 Ororce Reboot Following the deplopmant, force the device to raboot,
By Fraboot is Raquired 4 reboot is requived to complate the pachage instaiation

@ Chain Packages Reduce rebocts by chaining this packsge
% [suppress chained Reboot Following the chained deplopments, do not reboot the dewice.

Following the deployment, rapair the file permissions.

Downlond only, do ot install the package

4 only

Notification Do not display user massages during instaliztion

[Ooebug Made FPerform the instaliztion vsing ‘Debug’ mode.

Do Mot Repair Permis Following the daployment, do not vapalr the filz permissions.

May Reboot Thiz package reay requive (force) s reboot.
Multi-User Made Parform the installation using ‘Mulki-user’ mods.
Performn the installation using 'Single-user’ mode
Following the deplopment, rastart the sarvice
Following the deplopment, do not restart the service.

Following the deployment, perform the system reconfigure task

SORNPeRPOeNI L £

Following the daploymant, do not perform the system reconfigure task

Cptional Flags:

Display:
© Notes
O Description

Do not reboot the device. Use quiet mode (no user interaction required), A reboot is required to complete the package
installation. Reduce reboots by chaining this package, This installation requires a reboot in order to complete.

NOTE: Modification of a package’s behavior options will cause the package order to be
reevaluated by the Deployment Wizard, which may result in a change in the package order.
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Modifying Behavior Options
To modify the package behavior options.

1. In the Behavior Options page, review the pre-selected options.
NoOTE: Not all packages support all of the available behavior options.

2. Select or deselect the checkbox next to the option to enable or disable the behavior.
3. Click Next.
RESULT:

The updated behavior options are saved and the Notification Options page opens.

Behavior Icon Definitions

The following table describes the deployment behavior icons and their descriptions:

Table 4-19: Behavior Icon Definitions

Icon Action Use to
S Uninstall Uninstall the packages.
@ Force Shutdown Force all applications to close if the package
causes a reboot.
@ Do Not Backup Do not backup files for uninstall.
% Suppress Reboot Prevent a reboot after installation.
s Quiet Mode Suppress any user interfaces during the
deployment.
&) Unattended Setup Set up packages in unattended mode.
o List Hot Fixes Return a listing of hot fixes installed on the target
devices.
(I’ Force Reboot Force a reboot regardless of package

requirements.

(E’ Reboot is Required Indicate a reboot is required prior to completing
the installation.
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Icon Action Use to
@ Chain Packages Set the package as chainable (package must
support chaining)
% Suppress Chained Suppress the reboot, allowing other chained
Reboot packages to be sent following this package.

When creating multiple deployment jobs, this
option is recommended.

= Repair File Repair file permissions following the package
Permissions installation.
B Download Only Distribute the package without running the

package installation script.

2 Suppress Notification Suppress any user notifications during
installation.
B Debug Mode Run the package installation in debug mode.
&R Do Not Repair Suppress the repair of file name permissions
Permissions after the reboot.
@’ May Reboot Allow the package to force a reboot if required.
&‘; Multi-User Mode Perform the installation in ‘Multi-User’ mode.
S Single-User Mode Perform the installation in ‘Single-User’ mode.
“:‘:9 Restart Service Restart the service following the deployment.
% Do Not Restart Do not restart the service following the
Service deployment.
g ] Reconfigure Perform the system reconfigure task following
- deployment.

u L[
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Icon Action Use to
y{ Do Not Reconfigure Do not perform the system reconfigure task
- following deployment.

NOTE: When using a chained deployment, reboots are suppressed whenever possible. The final
deployment is represented as May Reboot because Patch Management Server determines if the agent
is in a dirty state. If so, a System Task - Reboot deploymentis sent before deploying the remaining

packages.

Optional Package Flags

This is an area for any extra package flags unique to a particular deployment. In addition to

flags specific to the package being deployed.

Package Flag Descriptions

The following table defines flag behavior and their descriptions:

Table 4-20: Package Flag Descriptions

-109 -

Display Select
Description (flag behavior) Flag Flag
Perform an uninstall; can be used with -m or -q. -yd -y
Force other applications to close at shutdown. -fd -f
Do not back up files for uninstall. -nd -n
Do not restart the computer when the installation is done. -zd -z
Use quiet Mode, no user interaction is required. -gd -q
Use unattended Setup mode. —-dmu -mu
Install in multi-user mode (UNIX, Linux only). -dsu -su
Restart service after installation (UNIX, Linux only). -drestart | -restart
Do not restart service after installation (UNIX, Linux only). -dnoresta | —norestar
rt t
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Display Select
Description (flag behavior) Flag Flag

Reconfigure after installation (UNIX, Linux only). -dreconfi -reconfig
g

Do not reconfigure after installation (UNIX, Linux only). -dnorecon | -noreconf
fig ig

This package is chainable and will run Ochain.exe -dc -c

(Windows) or (UNIX/Linux).

Suppress the final chained reboot. -dc -sc

Repair permissions. -dr -r

Deploy only. -PLD1 -PLDO

No Pop-up -PLN1 -PLNP

Debug -PLDG -PLDEBUG

Suppress Repair -dsr -sr

Force the script to reboot when the installation is done. -1d -1

Reboot is required. Not -2
applicable

Reboot may occur. Not -3
applicable

Reboot is required, and may occur. Not -4
applicable
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Package Display Options
Table 4-21: Package Display Options

Option Description
Notes Displays the expected deployment behavior.
Description Displays the package description

Click Save to save the changes and return to the Package Deployment Order and
Behavior page.
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Notification Options Page

The Notification Options page of the Deployment Wizard, allows you to define whether

users will receive notification of these deployments and/or reboots, and if so, what the

notification will contain.

NOTE: When an agent is installed on a server where multiple users are logged in simultaneously,
the deployment manager will provide each logged in user with the ability to snooze or reject the

deployment and/or reboot if snooze or reject is enabled.

Figure 4-24: Deployment Wizard - Notification Options Page

Notification Options

"
. Deployment Wizard :

O Do not notify users of this deployment
@) Hotify users of this deployment

Message: (Maximum 1000 characters)

Define the Deployment Notification Options

The deomload and inevallation of the pavch: {Package
Hame} is zeady to begin. If you cequize any
additional information, pleass contact your PavchLink

~

v

828 characters laft,
[Juse policies

Options Use Agent Palicy
Allow user to cance|

Allow uset to snooze

Motification on top

R

Deploy
@within [0 [Mins ]
O

Setting

Define the Reboot Notification Options

O Do not notify users of the reboot
&) Hotify users of the reboot

Message: (Maximum 1000 characters)

To compleve the insvallavion of the pavch: {Package ~
Fame}, it iz now necessary to zeboot your device. 1£
you requize any addivional infermavion, please

804 characters left,

[Juse policies

Options

Use Agent Policy  Setting
Allow user to cancel ¥ Ho %
Allow user to snooze [F]
Reboot within F oo [ntins v

mmrmmmen
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Allows you to determine what the deice users can do once they receive a deployment.

Table 4-22: Use Policies - Deployment

Option When Used

Use Policies The defined Agent Policies for each agent will be used.
Selection of this option disables all other deployment
notification options.

Do not notify users of There will be no user notification of this deployment, and the
this deployment deployment will occur automatically. Selection of this option
disables all other (except Use Policies) deployment
notification options.

Notify users of this The user will be notified prior to the installation of this
deployment deployment.
Message This field contains the message the user will see when

notified about this deployment. The {$Package Name%}
variable will be replaced with the Package Name, allowing
you to enter custom text before or after the package name.

Deployment Permissions

When defining deployment permissions you can specify to use the Agent Policy or the
custom setting.

Table 4-23: Use Policies - Deployment

Option Use To
Allow User to Cancel Define if the recipient can cancel the deployment.
Allow User to Snooze Define if the recipient can snooze the deployment.

=
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Option

Use To

Notification on Top

Define if the Desktop Deployment Manager
will display on top of all other applications.

Deadline Offset

Allows you to set a custom deadline offset, or custom

deadline date for the deployment.

* From Deployment Start - Sets the deployment deadline to
be X Minutes, Hours, or Days from deployment start
date/time.

+ Specific Date - Sets the deployment deadline to a specific
date and time.
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Reboot Notification Options

Allows you to determine what the device users can do once they receive a reboot
notification.

NOTE: When a deployment does not require a reboot, the following Reboot Notification Options
are disabled.

Table 4-24: Use Policies - Reboot

Option When Used
Use Policies The defined Agent Policies for each agent will be used.
Selection of this option disables all other reboot notification
options.

Do not notify users of the | There will be no user notification prior to rebooting the
reboot computer.

Notify users of the reboot | The user will be notified prior to the reboot of their computer.

Message This field contains the message the user will see when
notified about the reboot. The {%Package Name%} variable
will be replaced with the Package Name, allowing you to enter
custom text before or after the package name.

Option Use To
Allow User to Cancel Define if the recipient can cancel the reboot.
Allow User to Snooze Define if the recipient can snooze the reboot.
Deadline Offset Allows you to set a custom reboot delay (in Minutes, Hours, or

Days) for this deployment.

Click Finish to create the deployments and proceed to the Deployments Summary page.
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Deployment Confirmation Page

The Deployment Confirmation page of the Deployment Wizard displays a summary of the
options selected for this deployment. This information is provided for your verification prior
to creating the deployment.

Figure 4-25: Deployment Confirmation Page

-
7]
Deployment Wizard
4
Deployment Confirmation
[30b Name: My Deployment Job
|Schedule: Cne time deployment, starting on 4/30/2007 6:16:03 PM baszed on Agent UTC Time,
Manner: Concurrent: Deploying to 500 devices at a time.
|Deployment Notification: Matify and allow users to snooze the deplayrent,
Reboot Notification: Motify and allow users to snooze the impending reboot
Total Selected Packages: 8
Total Selacted Devices /Groups: 1
|Notes: Created by administrator on 4/30/2007 6:16:03 PM (UTC)
Selected Packages
2of
Order Package Name Selected Options Reboot Devices / Groups
1 MSOE-0758 923689 925398 (S4Bit) Vulnerability in Windows Media Player 6.4 @ jz {ry% @ 1
MS07-001 321585 Wulnerability in Microsoft Office 2003 Brazilian Portuguese Grammar £3 r % =
- Chacker 27 i
3 MS07-002 927198 925257 (=64) Vulnerabilities in Microsoft Excel 2003 @ jz {ry @ 1
4 ME07-002 927198 925257 Vulnerabilities in Micrasoft Excel 2002 @ §Z ‘E’g @ 1
I : i
5 ME07-002 327198 925523 (x64) Vulnerabilities in Microsoft Excel 2002 @ E3 Ry B 1
& MS07-002 327198 325523 Vulnerabilities in Microsoft Excel 2002 @ _fz ‘E’% @ 1
7 MS07-002 927198 925524 (=64) Vulnerabilities in Microsoft Excel 2000 @ jz {ry% ‘:’ 1
2 Deployment Test and Diagnostic Package -- Windows z
‘ |< < of 1 Pages = | Rows Per Page: 25 % ‘

Deployment Confirmation Summary

Lists the parameters of the deployment defined in the Deployment and Notification Options.

Table 4-25: Deployment Confirmation Summary Options

Summary Item Description

Job Name The name given the deployment job defined in the
Deployment Options page.

Schedule The schedule for the deployment defined in the Deployment
Options page.
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Summary Item Description
Manner Whether these deployments are Sequential or Parallel, and if
Sequential, how many deployments will be distributed at
once.

Deployment Notification Whether or not the users will receive a deployment
notification (as defined under the Notification Options

page).

Reboot Notification If the deployments must reboot, whether or not the users will
receive a reboot notification (as defined under the
Notification Options page).

Total Selected Packages | The total number of packages selected for deployment.

Total Selected Devices / If the deployment is a group deployment, the number of
Groups groups selected. If the deployment is for individual devices,
the total number of devices selected.

Notes Who created the deployments, and when they were created.

Selected Packages

Displays the deployment order, package name, deployment options, reboot status, and the
number of applicable devices for the package.

Table 4-26: Select Packages Column Descriptions

Column Description
Order Displays the order in which the packages will be deployed.
Package Name Displays the name of each package that will be deployed.
Click the Package Name link to open the Package
Applicability page.
Selected Options Displays the behavior of each package defined in the
Package Deployment Behavior Options page.

=
-117 - EE EE



WORKING WITH DEPLOYMENTS

Column

Description

Reboot

Displays the reboot settings of each package defined in the
Package Deployment Behavior Options page.

Devices / Groups

Displays the number of selected devices and/or groups
applicable to each package.

Click Finish to create the deployments and proceed to the Deployments Summary page.

Associated Vulnerability Analysis Page

The Associated Vulnerability Analysis page of the Deployment Wizard allows you to view
the devices targeted for the deployment, and if they are patched for the selected
vulnerabilities.

Figure 4-26: Deployment Wizard - Associated Vulnerability Analysis Page

. Deployment Wizard

Associated Vulnerability Analysis

MS07-002 927198 925257 Yulnerabilities in Microsoft Excel 2003

I Name

g WMACMINIWEER

Results

Microsoft Windows Server 2003, Standard Edition-Service Pack 1 AL

I= < of 1Pages > >| Rows Per Page: |
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The following table describes the fields and their descriptions.

Table 4-27: Associated Vulnerability Analysis Fields

Name Description

Name Name of device receiving the deployment.

Platform Info Applicable Operating Systems.

Results Displays either Yes or N/A depending on whether the
selected package applies to that particular device.

Click Back to return to the Deployment Confirmation page.

Deployment Summary Page

The Deployment Summary page of the Deployment Wizard displays the result of the
wizard.

Figure 4-27: Deployment Wizard - Deployment Summary Page

.
?
Deployment Wizard
Deployment Summary
Job Name: "My Deployment Job
|Schedule: One time deployment, starting on £/15/2007 £:15:00 PM based on Agent UTC Time.
|Manner: Concurrant: Deploying to 500 devicas at a time.
|Deployment Notification: Notify and allow users to snooze the deployment,
|Reboot Notification: Notify and allow users to snooze the impending reboot,
Total selected Packages: z
Total Selected Devices/Groups: 1
|Notes: Crested by administrator on 4/30/2007 £:16:03 PM (UTC)
Selected Packages (7 of 2 packages have been cached) ARy |l
¥ Package Name Status
B Ceployment Test and Diagnostic Package -- Windows Cached
35 Micrasoft (NET Framewark 1.1 SP1 Requesting
| < Df 1 Pages > Rows Per Page: 25 % |
1 e et (e e romiesieh e ol remesied peskeres ke oo ehed, e deslmert ol beam o5 sdherlid,

Deploy Unurderedl Cancel l
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The Deployment Summary lists all the parameters associated with the deployment.

Table 4-28: Deployment Summary Items

Summary Item

Description

Job Name The name given the deployments defined in the Deployment
Options page.

Schedule The schedule for the deployments defined in the Deployment
Options page.

Manner Sequential or Parallel deployment as defined under the

Deployment Options page, and if Sequential, how many
deployments will be distributed at once.

Deployment Notification

Whether or not the users will receive a deployment
notification.

Reboot Notification

If the deployments must reboot, whether or not the users will
receive a reboot notification.

Total Selected Packages

The total number of packages selected for deployment.

Total Selected
Computers / Groups

If the deployment is a group deployment, the number of
groups selected. If the deployment is for individual devices,
the total number of devices selected.

Notes

When the deployments were created and who created them.

Selected Packages

Displays the deployment order, package name, deployment options, reboot status, and the
number of applicable devices for the package.

Table 4-29: Select Packages Column Descriptions

Column

Description

Order

Displays the order in which the packages will be deployed.

Package Name

Displays the name of each package that will be deployed.
Click the Package Name link to open the Package
Applicability page.
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Column

Description

Selected Options

Displays the behavior of each package defined in the
Package Deployment Behavior Options page.

Reboot

Displays the reboot settings of each package defined in the

Package Deployment Behavior Options page.

Devices / Groups

Displays the number of selected devices and/or groups

applicable to each package.

Click Finish to create the deployments and proceed to the Deployments Summary page.
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ZENWORKS PATCH MANAGEMENT USER GUIDE

5 Using Devices and Inventory

The Devices page contains a listing of all devices that have an agent registered to the Patch
Management Server. From this list of devices, you can access the device details. The
device details include device specific information such as associated vulnerabilities,
inventory information, and deployment history.

The Inventory page provides a means to pinpoint all the operating systems, software
applications, hardware devices, and services installed and running on the devices
registered to the Patch Management Server.

About Devices

The Devices page contains a listing of all devices registered to the Patch Management
Server. The page displays general information about the device including:

. Device Name

. IP Address

. Status

. Operating system information (OS Info)
. Version

Figure 5-1: Devices page

Novell, ZENworks.

Server Date and Time: 5/8/2007 3151145 PM (UT<-07:00)
Home Vulnerabilities Deployments Devices Groups Users Reports  Options  Help About  Log Out

Devices Harne: | Status:| Enabled v]

Graups: [My Devices 7|

Include Child Groups: [ Show results on Page Load: [ ] Save as Default view: [ Update View

Devices H Inventary

O g Device Name £ IP Address Status 05 Info Yersion |
D(! TP-#GEHT-N1 10,192,157 offline Microsoft Windows HP Po. 6.4,2,214
O -g TP-PATCHMGR 10,19, 4,65 Idle Microsoft Windows Serv.,, 6.4,2,214
|:| WTP-WAGENTOL 10.19.2.82 Working  Microsoft Windows Wist.. 6.4.2.214
Total 3 of 1 Pages Rans ber page: [ ]
% Administrator Install | Disable | Deploy | Export Scan Now | Reboot Now |

Viewing Devices

1. Select the Devices tab.

2. Select your filter options.

=
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3. Click Update View.

STEP RESULT: The Devices page displays the devices which match the selected filter
options.

NOTE: To view all devices, select the Include Child Groups checkbox.

Using the Devices Page

To display additional information about the device, click on the name of the actual device.

Figure 5-2: Devices page

vell. ZENworks:

Server Date and Time: 5/8/2007 12:46:36 PM (UTC-07:00)

Home “ulnerabilities Deployments Dewices Groups Users Reports Options Help About Log Dut
Details by Device: \3\TP-PATCHMGR
Device Information | | Vulnerabilities | | Inwventory | | Deployments
Device Information:
Name: |\ TP-PATCHMGR Description:
Operating System: Win2K3 0S Yersion: 5.2
05 Service Pack: Service Pack 1 0% Build Number: 3750
DNS Name: TP-PatchMagr IP Address: 10.19.4.65
Agent Information:
Agent Installation Date: 4/29/2007 12:37:17 PM (UTC-07:00]) Agent Status: Idle
Agent Version: 6.4.2.214 Last Connected Date: 5/8/2007 12:31:56 PM (UTC-07:00)
Group Information:
Group Name Originating Group  Type D A Added By Added On
WinZk3 MinZK3 Systern Group res PatchLink Corp. 292007 12:37:..,
My Groups WinZ2K3 My Groups res PatchLink Corp. 4292007 12:3
Systern Groups Win2K3 Systern Groups Yes PatchLink Carp. 472972007 12:3
Windows Miin2k3 Systern Groups Yes PatchLink Carp. 42972007 12:37:...
policy Information:
MName value Description A
Maxirnurn Transfer Rate o Indicates the maximurm bandwidth used when downloading packages to an age..
Minimurn File Size 100 Indicates the smallest file size which will be impacted by Bandwidth Throttling
Agent Scan Made Q Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the first time, 2 = ..,
Scheduling Frequenc 26 Indicates the number of hours between regularly scheduled Detection Scans
Deplayment: User May Cancel ] Indicates whether the user can cancel a deployrnent (v,N1 b
Always On Top 1] Indicates whether the PDDM will remain the toprnost window (v, NJ
Deployment: Deploy within 5 Indicates the defined time window (in minutes) during which the user may snoa...
Deployment: User May Snooze ¥ Indicates whether the user can snooze a deployment (7,H)
Resume Interrupted Downloads 1 Indicates whether resumable downloads are enabled (0 = Mo, 1 = ves)
Fast Path Interval o Indicates the interval (configurable in Minutes, Hours, and Days) between sach ...
Fast Path Servers Indicates the available Fast Path routes
Sunday Hours of Operation Always On  Defines the agents Hours of Operation (HOP) far Sunda
Maonday Hours of Operation Always On  Defines the agents Hours of Operation (HOP) for Monda
Tuesday Hours of Gperstion Always On  Defines the agents Hours of Operation (HOP) far Tuesds e
% Administrator Export Scan Now | Reboot Now
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The following table describes the fields within the Devices page.

Table 5-1: Devices page columns

Column Description

Device Name The name of the device as extracted from system data and
inventory. Selecting the device name displays the Device
Details page. The displayed devices can be determined by
the filter criteria defined in the search section.

IP Address The IP address of the device ascertained during the discovery
and initial communication with the agent installed on the
device.

Status The status of the device. Status values include: Detecting,
Disabled, Idle, Offline, Sleeping, Working, and
Unknown.

OS Info Additional information about the operating system the device
is running.

Version The version number of the agent installed on the device.

The following table describes the Action menu functions used in the Devices page.

Table 5-2: Devices action menu

Menu Item Description

Install Select this option to install an agent to a device.

Enable Select this option to enabled a disabled device.

Disable Select this option to inactivate an agent on a device.

Delete Select this option to delete a disabled device.

Deploy Select this option to deploy to a selected device.

Export Retrieves all device information and allows for saving to a
. csv file. For additional information refer to Exporting Data
on page 17.
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Menu Item Description
Scan Now Prompts the Discover Applicable Updates task to check the
device. For additional information refer to Using the Scan
Now Feature on page 41.
Reboot Now Prompts the selected device to reboot. For additional
information refer to Rebooting Devices on page 139.

Device Status Icons

The status of the agent installed
column. The displayed devices
section. The filter may be set to
idle devices).

Table 5-3: Device Status Icons

on the registered device is indicated by an icon in the status
are determined by the filter criteria defined in the search
display only a certain status type (for example, enabled or

Active Pending Description
N/A The agent is currently working on a deployment (animated
&/ icon).
The agent is idle, and has pending deployments.
- (O

Wil

The agent is offline.

The agent is sleeping due to its Hours of Operation settings.

This agent has been disabled.
& c

The agent is offline and is in a Chain status (can accept
chained deployments only after reboot).

W |

The agent is offline and is in a Reboot status (can accept no
more deployments until after it reboots).

]

E-_
&

The agent is in a Chain status (the agent can accept
chained deployments only until after a reboot).
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Active

Pending

Description

The agent is in a Reboot status (the agent can accept no
more deployments until after it reboots).

The agent is in a Chain status (the agent can accept
chained deployments only until after a reboot) and is
sleeping due to its Hours of Operation settings.

The agent is in a Reboot status (the agent can accept no
more deployments until after it reboots) and is sleeping due
to its Hours of Operation settings.

Unable to identify the agent status.
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Using the Details by Device Page

To display additional information about a device click on the name of the device. The Device
Details page provides device specific information, associated vulnerabilities, inventory
information, and deployment history. The tabs access specific details about the endpoint.

Figure 5-3: Endpoint Details page
[ Novello ZENwiorkss | (il @ e |

Server Date and Tirne: 5/8/2007 12:46:36 PM (UTC-07:00)
Home Vulnerabilities Deployments Dewices Groups Users Reports  Options  Help About Log Dut
Details by Device: \\TP-PATCHMGR
Device Information | | Yulnerabilities | | Inventory | | Deplayments
Device Information:
Name: W\ TP-PATCHMGR Description:
Operating System: Win2k3 0% Yersion: 5.2
05 Service Pack: Service Pack 1 0% Build Number: 3730
DNS Name: TP-PatchMgr IP Address: 10.19.4.65
Agent Information:
Agent Installation Date: 4/2%/2007 12:37117 PM (UTC-07:00) Agent Status: Idle
Agent Version: €.4.2.214 Last Connected Date: 5/8/2007 12:31:56 PM (UTC-07:00)
Group Information:
Group Name Originating Group  Type D Appli Added By Added On
WinzKkz WinZK3 Systern Group Yes PatchLink Corp.
My Groups WinZK3 My Groups Yes PatchLink Corp.
Sustern Groups WinZK3 Systern Groups Yes PatchLink Corp. 4/29/2007 12:3
windows WinZK3 Systern Groups Yes PatchLink Corp. 4/29/2007 12:37:..,
Policy Information:
Name Value Description ~
Maximurmn Transfer Rate ] Indicates the maximum bandwidth used when downloading packages to an age...
Minirmurn File Size 100 Indicates the srmallest file size which will be irmpacted by Bandwidth Throttling
Agent Scan Mode o Defines the Agents Detection Scan rode (0 = Slow, 1 = Fast the first time, 2 = ...
scheduling Frequene 26 Indicates the number of hours between reqularly scheduled Detection Scans
Deployrnent: User May Cancel H Indicates whether the user can cancel a deployrnent (N1 b
Always On Top H Indicates whether the PDDOM will rernain the toprnost window (v, N1
Deployment: Deploy within E] Indicates the defined tirme window (in minutes) during which the user ray snoo...
Deployrnent: User May Snooze Y Indicates whether the user can snooze a deployment [7,H)
Resume Interrupted Downloads 1 Indicates whether resurnable downloads are enabled (0 = Mo, 1 = Yes)
Fast Path Interval 1] Indicates the interval (configurable in Minutes, Hours, and Days) between each ...
Fast Path Servers Indicates the available Fast Path routes
Sunday Hours of Operation Always On  Defines the agents Hours of Operation (HOP) for Sunda
Manday Hours of Operation Always On  Defines the agents Hours of Operation (HOP) for Monda
Tuesday Hours of Cperation Always On  Defines the agents Hours of Operation (HOP) for Tuesda -
. Adrinistrstor Export Scan Now | Reboot Now

Device Information Tab

The Device Information tab displays important information about the device. The page
displays general information organized in five main categories; device, agent, group, policy,
and notification settings.
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The following table describes the Action Menu items available in the Device Information
window.

Table 5-4: Action Menu

Menu Item Description

Export Retrieves all device information and allows for saving to a
.CSV file. For additional information refer to Exporting Data on
page 17.

Scan Now Prompts the DAU to immediately check the device. For
additional information refer to Using the Scan Now Feature on
page 41.

Reboot Now Prompts the selected device to reboot. For additional
information refer to Rebooting Devices on page 139.

Device Information Section
The Device Information section displays the following device data:

Figure 5-4: Device Information

Device Information:

MName: Y\ TP-MvSERVER Description:
Operating System: WinZK3 05 Yersion: 5.2
05 Service Pack: Service Pack 1 05 Build Number: 3730
DNS Name: TP-MyServer IP Address: 10.19.1.41

Table 5-5: Device Information Field Descriptions

Field Description

Name The name of the device.

Operating System The abbreviated name of the operating system detected on
the device.

OS Service Pack The service pack level of the device.

DNS Name The DNS name of the device.

Description The description of the device, if available.

OS Version The version number of the operating system running on the
device.

=
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Field Description
OS Build Number The build number of the operating system running on the
device.
IP Address The IP Address of the device.

Agent Information Section
The Agent Information section displays the following agent data:
Figure 5-5: Agent Information
Agent Information:

Agent Installation Date: 4/26/2007 11:54:08 AM (UTC-07:00) Agent Status: Idle
Agent ¥ersion: 6.4,0,213 Last Connected Date: 4/29/2007 5:20:50 PM (UTC-07:00)

Table 5-6: Agent Information Field Descriptions

Field Description

Agent Installation Date The date the agent registered with Patch Management
Server. This is typically the date the agent was installed on
the device.

Agent Version The agent version number.

Agent Status The status of the agent. Also shown on the Devices page.

Last Connected Date The date the agent last communicated with Patch
Management Server.
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The Group Information section displays the following group data:

Figure 5-6: Group Information

Group Information:
Group Mame DOriginating Group
Ancther Child Group  Another Child Group
My Child Group My Child Group

WinZka WinZka

windows windows

Anocther Parent Group Another Child Group
My Groups Wwindows

My Sroups Win2K3

My Groups My Child Group

My Groups Another Child Group

My Parent Group My Child Group

Systern Groups Wwindows
Systern Groups Win2K3
Windows WinZk3

Type

Custorn Group
Custorn Group
Systermn Group
Swstern Groups
Custorn Group
My Groups

My Groups

My Groups

My Groups
Custorn Group
Systern Groups
Systern Groups
Sustern Groups

Deployments Applicable
es
es
es
Yes
es
es
es
es
es
es
es
es
Yes

Table 5-7: Group Information section field descriptions

Added By
ADMINISTRATOR
PATCHLIME
Patchlink Carp.
ADMINISTRATOR
ADMINISTRATOR
ADMINISTRATOR
Patchlink Carp.
PATCHLIME
ADMINISTRATOR
PATCHLIME
ADMINISTRATOR
Patchlink Carp.
Datchlink Carp.

Added On

4/29/2007 2:02:01...
4/ 27/ 2007 §:09:58..,
4/26/2007 11:54:1..,
4/29/2007 2:02:01...
4/29/2007 2:02:01...
4/29/2007 2:02:01...
4/26/2007 11:54:1...
4/ 27/ 2007 §:09:58..,
4/29/2007 2:02:01...
4/ 27/ 2007 §:09:58...
4/29/2007 2:02:01...
4/26/2007 11:54:1...
4/26/2007 11:54:1...

Field

Description

Group Name

The name of the group(s) that the device is a member. Click
the name to go to the Group Information page.

Originating Group

The name of the parent group that the device is a member.
Click the name to go to the Group Assessment page.

Type

The group type. Can be a system created groups (OS),
directory service, or custom group.

Deployments Applicable

device.

Indicates if there are applicable deployments available for this

Added By

The ZENworks Patch Management user who added the
device to the group. System created groups indicate Novell
Corp. in this field.

Added On

The date and time that the device was added to the group.
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Policy Information Section

The Device Policy Information section displays the policies used by the device during a
deployment. These policies are the results of applying each of the policies defined by the
device’s group membership (applying the conflict resolution rules when applicable) and
filling in any undefined policies from the Global Policy.

Figure 5-7: Policy Information

Policy Information:

Name Value Description e
Maximurn Transfer Rate [x] Indicates the maximum bandwidth used when downloading packages to an agent (...
Minirnum File Size 100 Indicates the smallest file size which will be impacted by Bandwidth Throttling

Agent Scan Mode [u] Defines the Agents Detection Scan rmode (0 = Slow, 1 = Fast the first time, 2 = Fast)
Scheduling Frequency 26 Indicates the number of hours between regularly scheduled Detection Scans
Deployrment: User May Cancel M Indicates whether the user can cancel a deplayrent [v,N)

Always On Top M Indicates whether the POOM will rernain the topmost window (v, M)

Deployment: Deplay within 5 Indicates the defined time window (in minutes) during which the user may snooze o,
Deployment: User May Snooze hd Indicates whether the user can snooze a deployrment (v,MN)

Resurme Interrupted Downloads i Indicates whether resurnable downloads are enabled (0 = Mo, 1 = *es)

Fast Path Interval [u] Indicates the interval (configurable in Minutes, Hours, and Days) between each chec..,
Fast Path Servers Indicates the available Fast Path routes

Sunday Hours of Operation Always On Defines the agents Hours of Operation (HOP) for Sunday

Monday Hours of Operation Always On Defines the agents Hours of Cperation (HOP) for Monday

Tuesday Hours of Operation Always On Defines the agents Hours of Operation (HOP) for Tuesday v

Table 5-8: Policy Information Field Descriptions

Field Description
Name The name of the policy assigned to the device. Because a
device must have all policy values defined, every policy is
listed here.
Value The assigned value of the policy as determined by applying

each of the policies defined by the device’s group
membership, applying conflict resolution when applicable,
and filling in any undefined policies from the Global Policy.
For additional information refer to Working With Agent Policy
Sets on page 268.

Description The description of the policy assigned to the device.
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Device Vulnerabilities

The Device Vulnerabilities tab displays vulnerability information associated with the
selected device. The page displays the same information as is presented in the
Vulnerabilities page.

Figure 5-8: Device Vulnerabilities

¥Yulnerability Analysis by Device: \\TP- Marne/ CVE Mot Status: | Not Patched s
MYSERYER
Irnpact: |- All - ~
Show results on Page Losd: [ Ssve as Default View: []
Infarmation Device Yulnerabilities Inventory Deployments
[JTI g Yulnerability Name mpact ¢/ @ O @ ~
[JZ/ ¥ ~- Deployment Test and Diagnestic Package Critical 0 1 0 o 1 100%
[0 2 ¥ msos-078 923689 925398 Vulnersbility in Windows Media Plaver 6.4 (Re...  Critical o 1 o o 1 100%
[ =/ ¥ ms07-004 929969 vuinerability in Vector Markup Lanquage (SEE NOTES] Critical 0 1 0 0 1 100%
[0 =/ ¥ mso7-008 928843 valnerability in HTML Help ActiveX Control Critical 0 1 0 o 1 100%
[ E ¥ mMs07-011 926436 Vulnerability in Microsoft OLE Dialag Critical 0 1 0 0 1 100%
[ 21 B M507-013 918118 Wulnerahility in Micasoft RichEdit (Rey 2) Critical o 1 i o 1 100% ¥
Total: 171 1 |of 7 Pages > | Rows Per Page: |25 %

The following table describes the Action menu functions used in the Device Vulnerabilities
page:

Table 5-9: Devices action menu

Menu Item Description
Enable Select this option to enabled a disabled device.
Disable Select this option to inactivate an agent on a device.
Update Cache Downloads packages and vulnerabilities required by the
device.
Deploy Select this option to deploy to a selected device.
Scan Now Prompts the Discover Applicable Updates task to immediately

check the device. For additional information refer to Using the
Scan Now Feature on page 41.

Reboot Now Prompts the selected device to reboot. For additional
information refer to Rebooting Devices on page 139.

Export Retrieves all device information and allows for saving to a
. csv file. For additional information refer to Exporting Data
on page 17.

=
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Device Inventory

The Inventory tab displays the inventory information for the selected device. The page
displays the same information as is presented in the Inventory page. For details on using
this page, see About Inventory on page 140.

Figure 5-9: Device Inventory

Inventory Summary by Device: \\TP-MYSERYER Mame: Type: | Hardware -

Classt | — All — R
Show results on Page Load: [ Save as Default View: [ Update Wiew

Infarmation Vulnerabilities Device Inventory Deployrments

=) Hardware Device Classes
= prchitecture
18 patteries
Heios
{ Computer
g0 Disk drives
@ Display adapters
), DVD/CD-ROM drives v

Toral: 26 1 |of 2 Pages = | Rows PerPage; |25 |w

The following table describes the Action menu functions used in the Inventory page.

Table 5-10: Action Menu

Menu Item Description
Export Retrieves all device information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.
Scan Now Prompts the DAU to immediately check the device. For
additional information refer to Using the Scan Now Feature on
page 41.
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Device Deployments

The Device Deployments page displays all of the deployments that the device has been
associated with or assigned. The page displays the same information as is presented in the
Deployments section in the Vulnerabilities page.

Figure 5-10: Device Deployments
Deployments by Device: \\TP-MYSERVER

Information Wulnerabilities Inventory Device Deployments
- = [—
[] bame Scheduled Date P/ 0 i @ g
[1".4 pepl of Depl Test and Di ic Package -- Wi... 4/30/2007 12:05:46 Ab (UTC) 0o
"4 pepk of Dapl Test and Di; ic Package -- Wi... 4/29,/2007 12:11:00 AM (UTC) 0o

D{:"-Js stem Task
D{:’-)s stem Task

0%

hlo|e s
olo|e s
[FIN VRN PR N
olo|e s
olo|e s

FReboot AZAP

Discowver Applicable Updates ASAP 0 %

Total: 1 |of i Pages Rows Per Page: |25 %

The following table describes the Action menu functions used in the Device Deployment
page.

Table 5-11: Device Deployments Action Menu

Menu Item Description
Export Retrieves all device information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Working with Devices

There are several tasks associated with devices designed to assist you in managing devices
and installing an Agent to a device. These are available from commands located in the
Action menu on the Devices page.

. Installing an Agent

. Viewing Device Details
. Enabling a Device

. Disabling a Device

. Deleting a Device

. Deploying a Vulnerability

. Exporting Device Information
. Scanning Devices
. Rebooting Devices
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Installing an Agent

Click Install to display the list of agent installers that can be used to register devices to Patch
Management Server. When launching the Agent Installers dialog box, the behavior is the
same whether a device is selected or not. Refer to the ZENworks Patch Management
Server 6.4 SP2 Agent Install Guide for complete instructions regarding the installation of
agents.

Figure 5-11: Agent Installer Page
(\ Agent Installers

Server Information
Serial Number: G£882828-83228888 [ Version: 6.4.2.1029
URL: http://TR-PATCHMER [

http:/f10.19.4.65 [

Single Agent Installer for pre-Windows Yista version: 6.4.2.214 =
Download: http:/flocalhost/download/updateagent. msi Release Date: 4172007

For a single installation of the Agent on a local computer,
Eﬂperating Systems

ERequirements

[H1nstallation Notes

[ more infarmation atthe Movell ZEMworks Patch Man Farum ]
Single Agent Installer for pre-Windows VYista (x64) Yersion: 6.4.2.214
Download: http:/flocalhost/download/updateagent-xé4. msi Release Date: 4172007

For a single installation of the %64 Agent on a local computer,
Eﬂperating Systems

ERequirements

[H1nstallation Notes

[ more infarmation atthe Movell ZEMworks Patch Man Farum ]
Single Agent Installer for Windows Yista Yersion: 6.4.2.214
Download: http:/flocalhost/download/updateagentforvista, msi Release Date: 4172007

For a single installation of the Agent on a local computer,
Eﬂperating Systems

ERequirements

[H1nstallation Notes
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Viewing Device Details

View details of a specific device by selecting the desired device and clicking the device
name. The Device Details page is described in Using the Details by Device Page on page
128.

Figure 5-12: Device Details page
[ Novells ZENworksa ] o @@ e

Server Date and Tirne: 5/8/2007 12:46:36 PM (UTC-07:00)
Home “ulnerabilities Deployments Devices Groups Users Reports  Options  Help About Log Out
Details by Device: \\TP-PATCHMGR
Device Information | | Yulnerabilities | | Inventory | | Deployments
Device Information:
Name: W\ TP-PATCHMER Description:
Operating System: Win2K3 05 Yersion: 5.2
05 Service Pack: Service Pack 1 05 Build Number: 3730
DN$ Name: TP-PatchMgr IP Address: 10.19.4.65
Agent Information:
Agent Installation Date: 4/29/2007 12:37:17 PM (UTC-07:00) Agent Status: Idle
Agent Version: £.4.2.214 Last Connected Date: 5/2/2007 12:31:56 PM (UTC-07:00)
Group Information:
Group Name Originating Group  Type D A Added By Added On
Win2K3 WinZK3 Systern Group ves PatchLink Carp. 4/29/2007 12:37:..,
My Groups AWin2H3 My Groups Yes PatchLink Corp. 47292007 12:37:
Sustern Groups AWin2H3 Systern Groups Yes PatchLink Corp. 4/29/2007 12:37
wWindows WinZKE Systern Groups Yes PatchLink Corp. 4/29/2007 12:37
Policy Information:
Name Value Description A
Maximurmn Transfer Rate 0 Indicates the maximum bandwidth used when downloading packages to an age...
Minimurn File Size 100 Indicates the smallest file size which will be impacted by Bandwidth Throttling
Agent Scan Mode 0 Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the first time, 2 = ...
Scheduling Frequenc 26 Indicates the number of hours between regularly scheduled Detection Scans
Deployment: User May Cancel H Indicates whether the user can cancel a deployment [7,MN] b
Always On Top H Indicates whether the PDDM will remain the topmost window (v, N1
Deployment: Deploy within 5 Indicates the defined time window (in minutes) during which the user may snoo...
Deployrnent: User May Snooze v Indicates whether the user can snooze a deployrent (V,H)
Resurne Interrupted Downloads 1 Indicates whether resurmable downloads are enabled (0 = Mo, 1 = ves)
Fast Path Interval o Indicates the interval (configurable in Minutes, Hours, and Days) between each ...
Fast Path Servers Indicates the available Fast Path routes
Sunday Hours of Cperation Always On  Defines the agents Hours of Operation (HOP) for Sunda
Mandsy Hours of Operation Always On  Defines the agents Hours of Operation (HOP) for Monda
Tuesday Hours of Cperation Always On  Defines the agents Hours of Operation (HOP) for Tuesda -
% Administrator Export | ScanMow | Reboot How |

1
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Disabling a Device

Disabling a device releases the agent license used by the agent installed on the device and
makes it available to the system. Once disabled, the agent on the device ceases communication
with Patch Management Server and is no longer included in the patch management activities of
the Patch Management Server.

In the Devices list, select one or multiple devices.

2. In the Action menu, click Disable.
STEP RESULT: A Disable Confirmation dialog displays.

3. In the Confirmation dialog box, click OK.

STEP RESULT: The device is displayed in the list of devices identified with the disabled
icon in the status column.

RESULT:

After disabling a device, the device can be deleted from Patch Management Server.

NOTE: Once disabled, the device may not appear in the devices list based on the Status filter
settings. To include disabled devices in the list, ensure you select Disabled or A11 in the
Status filter.

Deleting a Device

In the Devices list, select one or multiple disabled devices.

2. In the Action menu, click Delete.
STEP RESULT: A Delete Confirmation dialog displays.

3. Click OK confirming the deletion.
STEP RESULT: The device is deleted from the Devices list.
Enabling a Device

An enabled device consumes an agent license and is included in the patch management
activities of the Patch Management Server.

1. In the Devices list, select one or multiple disabled devices.

2. In the Action menu, click Enable.
STEP RESULT: The device is enabled.
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Deploying a Vulnerability

Deploying a vulnerability to selected devices is a key function of the Patch Management
Server. Deployments are initiated by clicking Deploy. For additional information refer to
Using the Deployment Wizard on page 88.

NOTE: The Deploy command is not exclusive to a selected device and results in the same action
whether selected from the Devices or Vulnerabilities page.

Exporting Device Information

The export utility lets you export device information to a comma-separated value (. csv) file
format. For additional information refer to Exporting Data on page 17.

Scanning Devices

The Scan Now utility lets you scan a device immediately via the Discover Applicable
Updates (DAU) task. For additional information refer to Using the Scan Now Feature on
page 41.

Rebooting Devices
The Reboot Now command lets you initiate the reboot system task to all or selected

devices.

1. In the Devices page, select one or multiple devices.
2. Click Reboot Now.

STEP RESULT: The Reboot Device Warning dialog box opens.
Figure 5-13: Reboot Device Warning

Microsoft Internet Explorer =
\—?/ Once a reboot request is sent ko a Device, the operation cannot be cancelled. Is it OK to continue?
[8]4 I Cancel |

=
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3. In the Reboot Device Warning dialog box, click OK.
STEP RESULT: The Reboot Now window opens.
Figure 5-14: Reboot Now

' Reboot Now

I

CONFIRM:

This will reschedule the deployment for the Reboot
Systemn Task for immediate deployment {using the
deployment's current options).

Are you sure you want to reboot the selected
device?

¥ Yes, Reboot the selected device.

This Process is not reversible!

Confirm the reboot, and select Yes, Reboot the selected device.

Click Reboot.

STEP RESULT: The system schedules the reboot and the Reboot Success window
opens.

Figure 5-15: Reboot Device Success Screen

' Reboot Now

I

SUCCESS:

The Deployment for the Reboot System Task has been
updated.

Close

6. Click Close.
STEP RESULT: The window closes.

About Inventory

Inventory captures a comprehensive view of the functional components of each agent. An
inventory list of software, hardware, operating systems, and services installed on a device
can be retrieved. The inventory list displays items by Inventory Type.

| [T
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In addition to viewing the list of inventory items, the inventory results can be exported to a
file (. csv). Inventory information is also available at the device and group level.

NOTE: Patch Management Server only captures inventory data for devices that have the Patch
Management Agent installed.

Viewing Inventory

1. Select Devices.
STEP RESULT: The Devices page displays.

Select the Inventory tab.
Select your filter options.

Click Update View.
STEP RESULT: The inventory results display.

5. Click the expand icon to view the details of a particular Inventory class.

Using the Inventory Tab

The Inventory Tab displays a list of each inventory type and the associated devices. The
devices that have the selected operating systems, hardware, software, and services
installed can be viewed by clicking the expand icon.

Figure 5-16: Inventory Tab
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The following table describes the Action Menu functions used in the Inventory page.

Table 5-12: Action Menu

Menu Item Description
Export Retrieves all device information and allows for saving to a
. csv file. For additional information refer to Exporting Data
on page 17.
Scan Now Prompts the Discover Applicable Updates task (DAU) to
immediately check the device. For additional information refer
to Using the Scan Now Feature on page 41.

Inventory Types

ZENworks Patch Management supports filtering by the following inventory types and views:

Inventory Type

Description

Operating System

Displays the full operating system (OS) platform names and the
number of instances the operating system was detected.
Instances refer to the number of times the operating system
platform was detected. This value is always one if the display is
based on a single device.

Software

Displays the software applications detected on agents. This
view displays the name of the software application and the
number of instances detected.

NOTE: Windows NT reports some software as hardware resulting in
displaying within the hardware inventory.

Hardware

Displays the software applications detected on agents. This
view displays the name of the software application and the
number of instances detected.

NOTE: Windows NT reports some software as hardware resulting in
displaying within the hardware inventory.

Services

Displays the software applications detected on agents. This
view displays the name of the software application and the
number of instances detected.
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Scanning Inventory

In addition to determining security risks and other vulnerabilities, the Discover Applicable
Updates (DAU) task also identifies the device inventory. Each time the DAU runs, the
current inventory is compared against the

<Program Files>\Novell\ZENworks Patch Management Agent\localprofil
e. txt file. If any changes exist, a differential report is uploaded to the Patch Management
Server. The following is an example local profile file (1ocalprofile. txt).

<systemprofile> <computer> <BuildNumber>2600</BuildNumber>
<Caption>Microsoft Windows XP Professional</Caption>
<CSDVersion>Service Pack 2</CSDVersion> <Version>5.1.2600</Version>
<computername>\\USER</computername> <DAversion>6.4.x.xxx</DAversion>
<type>information</type>
<agentid>XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX</agentid> </computer>
<services> <caption svcName="Fax" State="Stopped"
Startup="Automatic">Fax</caption> </services> <devices> <caption
class="Monitors">Plug and Play Monitor</caption> </devices> <software>
<package>ZENworks Patch Management Agent</package>
</software></systemprofile>

The Discover Applicable Updates task occurs at least once daily and following successful
deployments.

Manually Scheduling the DAU Task

The Discover Applicable Updates (DAU) task can be scheduled for immediate execution by
selecting the Scan Now option. For additional information refer to Using the Scan Now
Feature on page 41.

NOTE: Clicking Scan Now from the Inventory page runs the DAU task for all enabled devices,
not a specific device or device group. To schedule the DAU for a specific device or device group,
click Scan Now from the Devices or Device Groups page.

Using Custom Inventory

To use a custom inventory file, you must create the custom inventory file in XML and
distribute it to each agent. There is no automated distribution method for custom inventory.

Each agent must have a local file named CustomInventory.xml in
<Program Files>\Novell\ZENworks Patch Management Agent (for Windows
Agents) or patchagent/update (for Linux/Unix/Mac Agents).

]
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Guidelines for Microsoft Windows based Operating Systems

The following sections defines the XML guidelines for setting up custom inventory scripts for
Windows based Operating Systems. In each case, the item will be added to the hardware

inventory under the Default device class unless a specific device class (item class="")
is defined.

Literal

Allows the user to assign an actual text value type into XML.

The string added will be of the form “name = value” where name is the tag name, and
value is the literal typed between the open and close tags.

Example XML: (This example will return the string value defined between the open and
close tags)

<item class="User Defined” name="Example Name” type ="Literal”>ZENworks
Patch Management 6.4 SP2 Custom Inventory</item>

Returns:

“Example Name = ZENworks Patch Management 6.4 SP2 Custom Inventory”
Registry
Allows the user to retrieve the registry key value.

The string added will be of the form “name = value” where name is the tag name and
value is the value stored under the identified registry key.

Example XML (This example will return, from the Registry, the location and name of the
custom inventory file):

<item name="Registry Example"
type="registry">HKEY LOCAL MACHINE\Software\PatchLink.com\Discovery
Agent\InventoryInputFile</item>

Returns:
“Registry Example=

<Program Files>\Novell\ZENworks Patch Management Agent\CustomInventory
.xml”

Environment

Allows the user to return the value of an environment value.

The string added will be of the form “name = value” where name is the tag name and
value is the expanded environment variable defined.

| [T
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Example XML (This example will return the value of the defined environment variable):

<item name="Environment Example” Class="User Defined” type
="Environment”>%PROCESSOR ARCHITECTURES%</item>

Returns:

“Environment Example = 1386”

wwMi
Windows Management Instrumentation (WMI) allows the user to use scripting to use the
WMI component, and tends to focus on operating system settings.

In the case of a WMI item, two additional attributes, namespace and query are used. If
the namespace attribute is not specified, the default value of ROOT\CIMV2 is used. The
query attribute must be defined as a valid WQL query. The string added will be of the form
“name = value” where name is the tag name and value is the actual value for the
specified WMI property.

Example XML (This example will return the Serial Number property from the Operating
System):

<item name="Windows SN" type="wmi" query=" SELECT * FROM
Win32 OperatingSystem">SerialNumber</item>

Returns:

“Windows SN = ABCD-EFGH-IJKL”

Example XML (This example will retrieve the Manufacturer property of the device):

<item name="Device Manufacturer" type="wmi" query=" SELECT * FROM
Win32 OperatingSystem">Manufacturer</item>

Returns:

“Device Manufacturer = Computer Manufacturer A”

Text_File
Allows the user to retrieve text data from a file.
The string added will be of the form “name = value” where each line of the text file
contains a Name/Value pair separated with a delimiter (defined with the delimiter

attribute). For each valid line, in the text file, an entry will be added to inventory. When
specifying a file name an environment variable, such as $WINDIR% can be used.

Example XML (This example will return the Name/Value pairs from a TXTSample. txt
file in the Windows directory):

<item name="ti" type="text file"
delimiter="=">$WINDIR$\TXTSample.txt</item>
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Returns:
“Line 1 = This is line one”
“Line 2 = This is line two”
XML_File

Allows the user to retrieve text data from a file.

An external XML file will be referenced. The XML file structure must be defined by the

XPath string. When specifying an XML file name an environment variable, such as
$SWINDIR% can be used.

Example XML (This example will return the value of the Asset Number tag from the
SamplexML. xml file in the Windows directory):

<item name="Asset" type="xml file"
xpath="/Top/Inventory/AssetNumber">$WINDIR%\SampleXML.xml</1item>

Returns:

“Asset = PLA0OO01”

Example XML (This example will return the value of the Location tag from the
SampleXML.xml file in the Windows directory):

<item name="Building" type="xml file"
xpath="/Top/Inventory/Location">$WINDIR%\SampleXML.xml</item>

Returns:
“Building = Scottsdale-Main”

Where the SampleXML.xml file is as follows:

<?xml version="1.0" encoding="utf-8"?><Top><Inventory>
<AssetNumber>PLAOO1</AssetNumber><Location>Scottsdale-Main</Location>
</Inventory></Top>

An example XML file, using the valid Windows agent inventory options, is provided below:

<?xml version="1.0" encoding="utf-8"?><customInventory> <items>
<item name="11" class="User Defined" type="literal">valuel</item>
<item name="12" class="User Defined" type="literal">value2</item>
<item name="13" class="User Defined" type="literal">value3</item>
<item name="14" class="User Defined" type="literal">value4</item>
<item name="rl" class="My New Class" type="registry">

HKEY LOCAL MACHINE\Software\PatchLink.com\Discovery
Agent\InventoryInputFile</item> <item name="el" class="My New Class"
type="environment">%PROCESSOR ARCHITECTURE%</item> <item name="wl"
class="My New Class" type="wmi" namespace="ROOT\CIMV2"query="SELECT *
FROM Win32 OperatingSystem">SerialNumber</item> <item name="t1"
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class="My New Class" type="text file"
delimiter="=">c:\sampleInventoryText.txt</item> <item name="x1"
class="My New Class" type="xml file"
xpath="//inventory/AssetTag">c:\sampleInventoryXML.xml</item>
</items></customInventory>

Where the C:\Samplelnventory.txt file is as follows:
Building = MainLocation = Scottsdale, AZDivision = Corporate
And the C:\SamplelnventoryXML.xml file is as follows:

<?xml version="1.0" encoding="utf-8"?><inventory>
<AssetTag>PLA00012</AssetTag></inventory>

Guidelines for Linux/Unix/Mac based Operating Systems

The following section defines the valid XML guidelines for setting up custom inventory
scripts for Linux/Unix/Mac based Operating Systems. In each case, the item will be added
to the hardware inventory under the Default device class unless a specific device class
(item class="")is defined.

Literal
Allows the user to assign an actual text value type into XML.

The string added will be of the form “name = value” where name is the tag name, and
value is the literal typed between the open and close tags.

Example XML (This example will return the string value defined between the open and
close tags):

<item class="User Defined” name="Example Name” type ="Literal”>ZENworks
Patch Management 6.4 SP2 Custom Inventory</item>

Returns:
“Example Name = ZENworks Patch Management 6.4 SP2 Custom Inventory”
Dynamic
Allows the user to search using a script.

The string added will be of the form “name = value” where name is the tag name, and
value is the result of the script.

Example XML:

<item class="System” name="ZENworks Patch Management Disk Usage”
type="dynamic”><command><!-- Define shell -->
<shell><![CDATA[/bin/sh]]></shell><!-- Define execution directory -->
<dir><![CDATA[/tmp]]></dir><envs><env><!-- Define the JAVA HOME
environment variable --><EnvName><! [CDATA[JAVA HOME]]></EnvName>
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<EnvValue><! [CDATA[/usr/local]]></EnvValue></env></envs><!-- Script -->
<content><! [CDATA[echo -n ‘du -ks /usr/local/work/PatchLink \ (in kb\)]]>
</content></command></item>

Returns:

“ZENworks Patch Management Disk Usage = 18.1 (in kb)”d

An example XML file, using valid Linux/Unix/Mac/Netware inventory options, is provided
below:

<?xml version="1.0" encoding="UTF-8"?><!-- <!DOCTYPE customInventory
SYSTEM "/home/user/testcode/custominventory.dtd" > --><customInventory
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xsi:schemalocation="file://custominventory.xsd"><items><item
class="custom" name="Location" type="literal">Hardware Lab II</item>
<item class="custom" name="Asset Tag"
type="1literal">ASDS3452-4545</item><item class="custom" name="All users
accounts" type="dynamic"><command><shell><! [CDATA[/bin/sh]]></shell>
<dir><![CDATA[/tmp]]></dir><envs><env>
<EnvName><! [CDATA [JAVA HOME]]></EnvName>

<EnvValue><! [CDATA[/usr/local]]></EnvValue></env></envs>

<content><! [CDATA[cat /etc/passwd]]></content></command></item><item
class="custom" name="PATH" type="dynamic"><command>

<content><! [CDATA[echo $PATH]]></content></command></item>
</items></customInventory>
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Using Groups

A group is a collection of devices organized for managing activities within ZENworks Patch
Management Server and contains a listing of all groups registered to it. Within the ZENworks
Patch Management Server, groups are organized into nested groups. These related groups,
called parent and child groups, allow you to maintain your ZENworks Patch Management
Server with minimum maintenance.

The Groups browser lists the names of each custom parent group, the child groups, system
groups, and custom groups. From this page you can access group information by expanding
the group in the directory tree, or proceed to the Group Information page by clicking a
group name.

The Groups page displays information about a specific group. This information is classified
into the following views:

. Group Information on page 153

. Group Membership on page 158
. Device Membership on page 164
. Mandatory Baseline on page 167

. Device Group Vulnerabilities on page 178
. Device Group Inventory on page 181

. Device Group Policies on page 184

. Device Group Roles on page 185

. Device Group Dashboard on page 188
. Device Group Settings on page 192
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The Groups page is available by selecting Groups in the main navigation menu.

Figure 6-1: Groups Page
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The following procedure shows how to display a group.

1. Select Groups.
STEP RESULT: The Groups main page displays in the window.

2. Select a group type from the directory tree.

STEP RESULT: The selected group’s information displays in the Groups window.

3. Select the function you need from the View drop-down list.

RESULT: The applicable function displays on the Groups page.

To Search for a Group

The Group Browser search field can be used to search for groups by name, using a
Contains search condition. Wildcards are not supported.

1. Select Groups.
STEP RESULT: The Groups main page displays in the window.
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2. In the Group Browser search field, type your search criteria.
STEP RESULT: The results for your search appear below the Group Browser field as you
type.
3. Click the desired Group link.

REsuLT: Information for the selected group appears on the Groups page.

Groups and the Directory Tree

You can view the list of groups using the directory tree. Click the expand icon to view
Custom groups, System groups and Directory Service groups. By continuing to expand
the tree, you can view the parent group and each child group associated with it. To display
detailed group information, select the Group name. Use the View drop-down list to access
the functions within the Groups page.

Parent and Child Groups

The nesting of groups enables the creation of hierarchical relationships that can be used to
define inherited group membership. Using the policy inheritance feature, you can use parent
groups to apply the same policies to multiple child groups.

A Parent and Child group relationship refers to a group that contains one or more group
hierarchies underneath it. Each group must have one, and only one parent, however a
parent group can have multiple children groups.

As a result of the parent-child relationship, there are hierarchies within groups:

. Group Hierarchy - Refers to the entire group hierarchy from the original to the deepest
child group.

. Parent Hierarchy - Refers to the entire group hierarchy above a specific group.

. Child Hierarchy - Refers to the entire subordinate group hierarchy below a specific group.

. Inheritance - Refers to the permissions a group has set. A group must have their

inheritance settings set to True in order to inherit the settings of its parent.

NOTE: System and Directory Service group hierarchies cannot be modified.
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- 151 - EE EE



USING GROUPS

Defining Groups

Groups can be categorized into the following classifications:

Table 6-1: Group Definitions

Icon Group Type Definition
iy Parent System Groups | Devices identified in your network are automatically
assigned a group membership based on their
g System Groups operating system, Active Directory membership, or IP
Address. Not all operating systems, AD Groups, or IP
Ranges may be shown. This is because Patch
Management Server creates system groups based
upon those devices present in your network. You
cannot modify System Groups or their hierarchies.
Fa Parent Directory Created when an Agent submits a Directory Service
Service Groups Hierarchy that does not already exist in the Patch
Management Server. You cannot modify Directory
g Directory Service Service groups or their hierarchies.
Groups
= Custom Groups Custom groups are created and managed by the

(Parent & Child)

user.
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Group Information

The Information view displays general group-related information concerning the group's
membership, hierarchy, policies, roles, mandatory baselines, and other settings.

Figure 6-2: Group Information
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The following table describes the button functions in the Information view.
Table 6-2: Group Information Button
Action Description
Export Retrieves all page information and allows for savingtoa . csv

file. For additional information refer to Exporting Data on page
17.
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Group Information Settings

Group Information, a section within the Groups page Information view, lists the following

data:

Table 6-3: Group Information Settings

Field

Description

Name

The name of the group.

Distinguished Name

System-created name based upon the group’s parent
hierarchy.

Description

Description of the group.

Created Date

The date and time the group was created.

Created By

The user who created the group.

Last Update Date

The date and time the group was last modified.

Last Updated By

The user who last modified the group.

Directly Assigned
Devices

Number of devices assigned to the group. Does not include
inherited devices.

Source Group Assigned
Devices

The number of devices assigned to the source group. See
Assign a Source Group to a Custom Group on page 194 for
more information on Source Groups.

Derived Devices from
Child Hierarchy

The number of devices inherited from child groups.

Deployment Enabled

When set to True, deployments can be created for the group.

Mandatory Baseline
Inheritance

When set to True, Mandatory Baseline settings are inherited
from the group’s parent.

Mandatory Baseline
Enabled

When set to True, Mandatory Baseline deployments are
create based upon the group’s Mandatory Baseline
configuration.
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Field Description
Policy Inheritance When set to True, policy sets are inherited from the group’s
parent.
Policy Enabled When set to True, policy sets can be assigned to the group.

Assigned Email Notification Addresses

Assigned Email Notification Addresses, a section within the Information view, lists the
following data:

Notification Address
The e-mail addresses that will receive group specific notifications.
Assigned Child Groups

Assigned Child Groups, a section in the Information view, lists the group’s direct children
groups.

Table 6-4: Group Section

Field Description
Type Indicates whether the group is a custom group or a system group.
Group Name The name of the child group.

Distinguished Name System-created name based upon the group’s parent hierarchy.

Group Description Description of the group.

=
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Assigned Mandatory Baseline Items

The Assigned Mandatory Baseline Items list the vulnerabilities defined in the group’s

mandatory baseline.

Table 6-5: Assigned Mandatory Baseline ltems

Field

Description

Name

The name of the vulnerability.

Impact

The vulnerability impact.

OS List

The list of applicable operating systems

NOTE: The Mandatory Baseline items shown in Assigned Mandatory Baseline Iltems are only
those baseline items that have been directly assigned to the group. The inherited Mandatory
Baseline Items are shown under the Groups page Mandatory Baseline view.

Assigned Policy Sets

The Assigned Policy Sets section lists the policy sets assigned or inherited by the group.

Table 6-6: Assigned Policy Sets

Field

Description

Policy Set Name

The name of the policy set.

Assigned

Indicates if the policy set is assigned to or inherited by the
group. A value of True indicates the policy is assigned
directly to the group.

- 156 -




USING GROUPS

Resultant Policy Information

Resultant Policy Information, a section in the Information view, displays the results of the
assigned or inherited policy sets and provides the following data:

Table 6-7: Resultant Policy Information

Field Description
Name The name of the policy.
Value Indicates the policy value. When determining the policy value, inherited

policies are overridden by the directly assigned policies, and conflict
resolution rules are applied to the directly assigned (and conflicting
policies).

Description The description of the policy.

NOTE: Only those policies that are directly assigned or inherited are displayed in the group’s
Resultant Policy Information section. To see a complete listing of all policies assigned to an
agent, refer to the Device Information Tab on page 128.

Assigned Roles

Assigned Roles, a section in the Information view, displays all the roles that have access
to the group.

Table 6-8: The Assigned Roles section

Field Description

Role Name The name of the User Role that can access the group.

Source Group The name of the group assigned to the role. If the role source
does not contain a value, the role is assigned to the current
group.

Assigned Indicates if the role is assigned to or inherited by the group. A
value of True indicates the role is assigned directly to the
group.

Show or Hide Inherited Lists or hides Administrator, Guest, Manager, or Operator
Role Group Names.

=
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Group Membership

The Group Membership view allows the user to see the group’s direct child groups. The
number of direct child groups display in the window.

Figure 6-3: Group Membership
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The Group Membership view displays the following group details.

Table 6-9: Group Membership View

Field

Description

Action

Contains Edit this Group and Delete this Group icons. Use
these icons to edit of delete the associated group.

Type (Monitor Icon)

Displays an icon that indicates the group type. For details
regarding the different group types, refer to Defining Groups
on page 152.

Name

The name of the child group.

Description

Description of the group.

Distinguished Name

System-created name based upon the group’s parent
hierarchy.

Devices

The number of devices assigned to this group.

NOTE: System and Directory Service groups cannot have their child group or device
memberships modified. However, while the membership within System or Directory Service
groups cannot be changed, their policies can.

The Group Membership view includes the following toolbar functions. Some functions are
common throughout the Groups page.

Table 6-10: Group Membership Action Menu

Button Use to

Create Create a new group. For additional information refer to
Creating a Group on page 160.

Delete Remove a group. For additional information refer to Deleting
Groups on page 162.

Move Assigns a group to a new Parent Group. For additional
information refer to Moving a Group on page 160.

Deploy Deploy vulnerabilities to a device. For additional information

refer to Using the Deployment Wizard on page 88.

]
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Button Use to

Scan Now Prompts the Discover Applicable Updates (DAU) task to
immediately launch and check a group for vulnerabilities. For
additional information refer to Using the Scan Now Feature on
page 41.

Reboot Now Initiates the Reboot system task to all members of the
selected group or groups. For additional information refer to
Rebooting Devices on page 139.

Export Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Creating a Group

Create a group to when you want to manage a number of endpoints with the same agent
policy set.

1. In the Device Groups page, select Group Membership from the drop-down list.
STEP RESULT: The Group Membership page displays in the Groups window.

2. Click Create.
STEP RESULT: A new row appears on the page.

3. In the Group Name field, type a name for the group.
4, If desired, type a brief description about the group in the Description field.

5. Click the Save icon next to the new group.

REsuLT: The group is saved to the list and is added to the directory tree. A Distinguished
Name is generated for the group.

Moving a Group

Complete the following steps to move a group to a new parent group.

NOTE: When moving a group, if the group is configured to inherit its policies, roles, or baseline
settings, the group will inherit those values from the new parent group.

1. In the Device Groups page, select Group Membership from the drop-down list.
STEP RESULT: The Group Membership page displays in the Groups window.

2. Select a group from the group tree.
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3. Click Move.
STEP RESULT: The Move Groups window opens.
Figure 6-4: Move Groups Window

?
1 3 Move Groups

Select a new parent group:

= g.g My Groups
[+ Sy Another Parent Group
[+ % My Parent Group
= [ Swstern Groups
] Directory Service Groups

| | P

= Back MNext = Cancel

4. Select a new parent group.
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5. Click Next.
STEP RESULT: The Move Confirmation window opens.
Figure 6-5: Move Confirmation

?
. Move Groups

Move Confirmation

Moving to:  Another Parent Group
My Groups = Another Parent Group
Moving from:

Name Status

My Child Group Ready

6. Click Finish.

REsuULT: The group is moved to the new parent group.

Deleting Groups

Complete the following steps to delete a single or multiple groups.

NOTE: Deleting a group does not prevent a device within that group from deploying, rebooting
or scanning due to these tasks working at the device level.

1. In the Device Groups page, select Group Membership from the drop-down list.
STEP RESULT: The Group Membership page displays in the Groups window.

2. Select a group from the directory tree.
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Delete the desired group or groups using one of the following methods.

Method Steps

Deleting a Single Group | 1. Click the Delete icon associated with group you want to delete.

Deleting Multiple Groups | 1. Select the check boxes associated with the groups you want
to delete.

2. Click the Delete button.

4.

Acknowledge the deletion by clicking OK.

RESULT: The selected groups are deleted.

NOTE: When a group is deleted, all of its associated children are also deleted.

Editing Groups

To change a group name and/or description, edit the group.

1.

U S

In the Device Groups page, select Group Membership from the drop-down list.
STEP RESULT: The Group Membership page displays in the Groups window.

Select a group from the group tree.

Click the Edit icon associated with the group you want to edit.
Edit the Name and Description fields as desired.

Click the Save icon.

RESULT: The changes are saved to the group.

NOTE: You can only edit the group name and description within the Group Membership view.
You must go to the Roles, Policies, Membership, Settings, or Mandatory Baseline views to
make other edits.
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Device Membership

The Device Membership view provides an interface for managing the devices assigned to
a group.

Figure 6-6: Device Membership
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The Device Membership view displays the following device details.

Table 6-11: Device Membership view

Column Description

Device Name The name of the device as extracted from system data and
inventory.

IP Address The IP address of the device.

Status The status of the device. Status values include: Detecting,
Disabled, Idle, Offline, Sleeping, Working, and
Unknown.

OS Info Information about the operating system the device is running.

Version The version number of the agent installed on the device.
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The following table describes the functions of the Device Membership view toolbar:

Table 6-12: Device Membership View Toolbar

Button Use To
Install Install an agent to a device. For more information, see the
ZENworks Patch Management Server 6.4 SP2 Agent Install
Guide.
Manage Add or remove devices from a group. For more information,

see Adding or Removing Device Members on page 165 and
Enabling or Disabling Devices within a Group on page 167.

Deploy Deploy vulnerabilities to a device. For additional information
refer to Using the Deployment Wizard on page 88.

Disable Disables a device within a group. For additional information
refer to Enabling or Disabling Devices within a Group on page
167.

Export Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Scan Now Prompts the Discover Applicable Updates (DAU) task to
immediately launch and check a group for vulnerabilities. For
additional information refer to Using the Scan Now Feature on
page 41.

Reboot Now Initiate the Reboot system task to all members of the selected
group or groups. For additional information refer to Rebooting
Devices on page 139.

Adding or Removing Device Members
Add devices to a group for that device to inherit the group’s settings.

1. In the Device Groups page, select Device Membership from the drop-down list.
STEP RESULT: The Device Membership page displays in the Groups window.

2. Select a group from the directory tree.
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3.

Click Manage.

Figure 6-7: Manage Devices
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. Administrator

Add or remove devices using one of the following methods.

Task

Methods

To add devices, use one of the
following methods:

Select the check box associated with the device(s)
to include in the group from the Devices table and
click Assign. Page to the next screen if needed.

Click Assign All.

To remove devices, use one of the
following methods:

Select the check box associated with the device(s)
to remove from the group from the Selected
Devices table and click Remove. Page to the next
screen if needed.

Click Remove All.

5.
6.

Click OK.

Click Update View to review the device assignment.
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Enabling or Disabling Devices within a Group

1. In the Device Groups page, select Device Membership from the drop-down list.
STEP RESULT: The Device Membership page displays in the Groups window.

If necessary, designate search options and click Update View.
Select the device you want to enable or disable.
Enable or disable the device:

. Click Disable to disable an enabled device. Acknowledge the action by clicking OK.
. Click Enable to enable a disabled device.

REesuLT: The system disables or enables the device and displays it accordingly.

NOTE: Disabling a device within a group is not group specific; the device will be disabled
everywhere.

Mandatory Baseline

A mandatory baseline is a minimum patch standard set by the administrator that all agents
assigned to a group must meet. If a device falls below that minimum patched status, the
mandatory baseline will automatically send out the patches necessary to keep the device
secure.

NOTE: Unless stringent Hours of Operation policies are in effect, do not apply mandatory
baselines to groups of mission critical servers or other devices where unscheduled reboots
would disrupt daily operations.

It is important to consider the following when working with mandatory baselines:

. Mandatory baseline inheritance indicates that a group’s devices (both inherited and
assigned) are included by the parent group when evaluating it's own baseline items and
inheritance.

. If devices receive a mandatory baseline item via inheritance, the mandatory baseline item

will also be displayed on the child group’s Mandatory Baseline view. However, the
baseline items will be unavailable, indicating the mandatory baseline originates from a
parent group.

. Disabling mandatory baseline deployments only applies to the mandatory baseline items
that are directly assigned to the group, and will prevent those directly assigned items from
being inherited by the group’s child hierarchy.
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. Disabling mandatory baseline deployments does not disable the deployments created
through mandatory baseline inheritance. Additionally, disabling the baseline deployments
will not remove the baseline items from the group’s Mandatory Baseline view.

When a mandatory baseline is created or modified:

. The ZENworks Patch Management Server automatically schedules a Discover Applicable
Updates (DAU) task for all machines in that group.

. The ZENworks Patch Management Server determines which devices are out of
compliance following the DAU task.

. Necessary packages are deployed as soon as possible for each machine.

NOTE: Some patches require both reboots and an Administrator level log in to complete. If these
or similar patches are added to a baseline, the deployment will stop until the log in occurs.

The Mandatory Baseline view provides an interface for managing mandatory baselines

within a group:

Figure 6-8: Mandatory Baseline
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The following table describes the Mandatory Baseline view table:

Table 6-13: Mandatory Baseline Column Definitions

Column Header Description

Expand (>) Expanding allows you to view the devices, their operating
systems, and their mandatory baseline compliance.

Vulnerability Status The status of a mandatory baseline is indicated by an icon.
This column displays the status/type of each vulnerability
assigned to the baseline. For additional information refer to
Vulnerability Status Icons on page 170..

Mandatory Baseline Mandatory Baseline compliance is indicated by an icon. This
Compliance column displays the compliance status of each vulnerability
assigned to the baseline. For additional information refer to
Mandatory Baseline Item Compliance Icons on page 171.

NOTE: If the mandatory baseline fails to deploy more than twice,
ZENworks Patch Management Server will record it as an error in the
status column. However, this notification will only show in the
Mandatory Baseline view.

Mandatory Baseline Item | The name of a mandatory baseline item is presented in the
Mandatory Baseline Item column. The mandatory baseline
item is the same as the vulnerability name.

Impact The impacts listed here mirror the impacts of the vulnerability.
Status The status of the mandatory baseline item
OS List The operating systems listed here mirror the operating

systems that apply to the vulnerability (or package).
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The following table describes Mandatory Baseline view toolbar functions.

Table 6-14: Mandatory Baseline View Toolbar

Button

Function

Manage

Add or remove vulnerabilities from the mandatory baseline.

Export

Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Update Cache

Downloads packages and vulnerabilities required by the
device. For additional information refer to Updating the Cache
on page 42.

Viewing a Group Mandatory Baseline

1. In the Device Groups page, select Mandatory Baseline from the drop-down list.
STEP RESULT: The Mandatory Baseline page displays in the Groups window.

Select a group from the directory tree.

If necessary, populate the page.
From the Item Type list, select an item type.

a.
b.

Click Update View.

REsuLT: The mandatory baselines associated with the group are displayed.

Vulnerability Status Icons

The following table includes descriptions of the Vulnerability status icons:

New Current Beta Status Description
%l Active vulnerability.
B Vulnerability has been disabled.
| - [ | ]
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Mandatory Baseline Item Compliance Icons

Compliance status for the mandatory baseline item relative to groups include:

Table 6-15: Mandatory Baseline ltem Compliance Items

Status

Description

At least one member of this group is either detecting, obtaining the package,
waiting on detection, or in a deployment not started state.

G

At least one member of this group is deploying the package.

All of the applicable members of this group are disabled.

All of the members of this group are either not applicable or in compliance
for this package (some can also be disabled).

@
G

At least one member of this group is out of compliance and has had an error
when attempting to deploy. Specific information about the type of error will
display in the mouse over text.

Managing Mandatory Baselines

Complete the following steps to manage mandatory baselines within a group.

1. In the Device Groups page, select Mandatory Baseline from the drop-down list.
STEP RESULT: The Mandatory Baseline page displays in the Groups window.

2. From the group tree, select the desired group.
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3. Click Manage.

STEP RESULT: All known vulnerabilities are retrieved and displayed in the Groups

window.
Figure 6-9: Assign Vulnerabilities
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4, Add or remove vulnerabilities to or from the mandatory baseline.

Task

Methods

To add vulnerabilities, use one of
the following methods.

» Select the check box associated with the
vulnerabilities to include from the Vulnerabilities
table and click Assign. Page to the next screen if
needed.

» Click Assign All.

To remove vulnerabilities, use one
of the following methods.

» Select the check box associated with the
vulnerabilities to remove from the Selected
Vulnerabilities table and click Remove. Page to
the next screen if needed.

* Click Remove All.

5. Click OK.

RESULT: The selected vulnerabilities are added or removed to or from the mandatory
baseline. The Groups page reflects your changes.
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Using the Filter Functions to Select Vulnerabilities

When managing mandatory baselines, use filter functions to quickly find specific vulnerabilities.

Ao b=

From the Vulnerabilities or Selected Vulnerabilities tables, click Show Filters.
Type the filter criteria in the Name and/or the Information fields.
Click Apply Filters.

If desired, click Clear Filters to start another search.

Showing Only the Required Vulnerabilities

1.

Click Filter.
STEP RESULT: The Needed Detection Vulnerabilities window opens.

Select the check boxes associated with vulnerabilities as needed.

NOTE: Only patch vulnerabilities that are both applicable and un-patched (based upon the
current group membership) display in the Needed Detection Vulnerabilities window.
However, the Mandatory Baseline Management window displays all vulnerabilities that
do not require a manual installation, regardless of applicability or patch status.

Click OK.

STEP RESULT: The Needed Detection Vulnerabilities window closes and the patches
display in the Selected Vulnerabilities table.

=
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From the Selected Vulnerabilities table, click the Options button associated with the

desired vulnerability.

STEP RESULT: The Package Deployment Options window opens.

Figure 6-10: Package Deployment Options
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In the Deployment Options For field, confirm the operating system selection.

NOTE: If the Deployment Options For field has multiple Operating System groupings,
you must set the package Deployment Options for each OS grouping.

In Distribution Options, select Concurrent and the device amount or Consecutive.

If needed, type additional Deployment Flags.
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8. Select or clear the desired Deployment Options.

Table 6-16: Deployment Options

Select To
Do not notify users of Deploy the mandatory baseline package without notifying the
this deployment users of the device.
Notify users of this Deploy the mandatory baseline package and notify the users
deployment of the device. When this option is selected the remaining

options in Deployment Options become active.

Message Display a message to notify the users regarding the
deployment.
Use Policies Selecting this option indicates that deployments will use the

agent policies to define deployment notification settings.

Allow user to cancel Permits the recipient of the deployment to cancel.

Allow user to snooze Permits the recipient of the deployment to delay the
deployment.

Notification on top Displays the Agent Deployment window on top when notifying

of a deployment.

Deploy within Sets the time frame for the deployment. If snooze is enabled,
this value is also maximum deployment snooze duration.
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9. Select or clear the desired Reboot Options.

Table 6-17: Reboot Options

Select

To

Do not notify users of
this reboot

Reboot the mandatory baseline package without notifying the
users of the device.

Notify users of this

Reboot the mandatory baseline package and notify the users

reboot of the reboot. When this option is selected the remaining
options in Deployment Options become active.
Message Display a message to notify the users regarding the reboot.

Use Policies

Selecting this option indicates that deployments will use the
agent policies to define reboot notification settings.

Allow user to cancel

Permits the recipient of the deployment to cancel the reboot.

Allow user to snooze

Permits the recipient of the deployment to delay the reboot.

Notification on top

Displays the Agent Deployment window on top when notifying
of a deployment requiring a reboot.

Deploy within Sets the time frame for the reboot after a deployment. If
snooze is enabled, this value is also maximum deployment
snooze duration.

10. Click OK.

RESULT: The Package Deployment Options page closes.

Removing Deployments Created by Mandatory Baselines

The following section describes the two different methods for stopping a Mandatory

Baseline deployment.

NOTE: If the Mandatory Baseline is still applied the deployment(s) will be recreated.
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Removing a Mandatory Baseline Deployment from a Group

The following procedure halts a mandatory baseline deployment.

1. In the Device Groups page, select Mandatory Baseline from the drop-down list.
STEP RESULT: The Mandatory Baseline page displays in the Groups window.

Select a group from the directory.

Select the mandatory baseline deployment to delete.
Click Delete.

Click OK to acknowledge the deletion.

o M 0N

NOTE: If the mandatory baseline is still applied, the deployment(s) will be recreated.

Stopping Deployment for Specific Devices

The following procure halts mandatory baseline deployments to specific devices.

1. In the Device Groups page, select Mandatory Baseline from the drop-down list.
STEP RESULT: The Mandatory Baseline page displays in the Groups window.

From the directory, select the group to disable.
In the Groups page, select the group to disable from the directory tree.
Select Deployments from the drop-down list.

Click the desired Device Name link.

o g~ 0w b

Click Disable to disable the deployment for the selected computer.

NOTE: If the mandatory baseline is still applied the deployment(s) will be recreated.
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Device Group Vulnerabilities

The Vulnerabilities view displays the vulnerabilities that have been assigned to the
members of the group and the status of each vulnerability for the devices. This view is the
same as the Vulnerability Summary view but only displays the vulnerabilities applicable to
the member devices of the selected group.

Figure 6-11: Device Group Vulnerabilities View
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The Vulnerabilities view displays the following group details.

Table 6-18: Vulnerabilities View Columns

Column Description

Vulnerability Status and Indicate vulnerability status and type. For additional

Type Icons information refer to Vulnerability Status and Types on page
34.

Vulnerability Package Indicate the package cache status and type. For additional

Cache Status and Type information refer to Vulnerability Package Cache Status and

Icon Type on page 34.

Vulnerability Name The name of the vulnerability. Typically includes the vendor,
specific application, and version information.

n mm
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Column Description
Impact Describes the level of requirement for the vulnerability. For
additional information refer to Vulnerability Impacts on page
36.
Vulnerability Statistics Indicate vulnerability statistics. For additional information refer
Icons to Vulnerability Statistics on page 37.

The following reference describes the Vulnerabilities view toolbar functions.

Table 6-19: Vulnerabilities View Toolbar

Button Function

Enable Enables a vulnerability. For additional information refer to
Enabling a Vulnerability on page 41.

Disable Disables a vulnerability. For additional information refer to
Disabling a Vulnerability on page 41.

Update Cache Downloads (or re-downloads) the selected packages and
vulnerabilities. For additional information refer to Updating the
Cache on page 42.

Deploy Opens the Deployment Wizard.For additional information
refer to Using the Deployment Wizard on page 88.

Export Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Enabling Vulnerabilities within a Group

You can enable vulnerabilities. Enabled vulnerabilities are noted with the enabled status icon.

1. In the Groups page, select Vulnerabilities from the drop-down list.
STEP RESULT: The Vulnerabilities page displays in the Groups window.

Select a group from the directory tree.

If necessary, filter the page.
a. Enter the desired criteria in the filter field and lists.
b. Click Update View.
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4. Select the check box associated with a disabled vulnerability.
You can select multiple disabled vulnerabilities.

5. Click Enable.

RESULT: The selected vulnerabilities are enabled for the applicable group.

Disabling Vulnerabilities within a Group

You can disable all vulnerabilities. Disabled vulnerabilities move to the bottom of the list and
are noted with the disabled status icon.

1. In the Groups page, select Vulnerabilities from the drop-down list.
STEP RESULT: The Vulnerabilities page displays in the Groups window.

Select a group from the directory tree.

If necessary, filter the page.
a. Enter the desired criteria in the filter field and lists.
b. Click Update View.

4, Select the check box associated with a vulnerability you want to disable.
You can select multiple vulnerabilities.

5. Click Disable.

RESULT: The selected vulnerabilities are disabled for the applicable group.

— - 180 -



Device Group Inventory

USING GROUPS

This view displays the software, hardware, operating systems and services that were
detected on the devices in the group. This view is the same as the Inventory Summary
view, but only displays the inventory of the selected group.

Figure 6-12: Device Group Inventory View
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The following table describes the Inventory view toolbar functions

Table 6-20: Group Inventory Toolbar

Button

Function

Export

17.

Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
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Device Group Deployments

This Deployments view displays the deployments that the selected group has been
assigned. This view is the same as the Deployment Summary view, but displays only
deployments for the selected group. For additional information refer to Using the
Deployment Pages on page 75.

Figure 6-13: Device Group Deployments

Novell, ZENworks.

Server Date and Tirme: 5/8/2007 12:21:00 PM (UTC-07:00)

Horne Vulnerabilities Deployrments Devices Groups Users Reports Options  Help About Log Dut

|_ > Custorn Groups > Parent Group = Child Group View:|DepIol,lrnents !"

@ Group Browser

= Q‘g My Groups
= S custorn Groups
=] S Parent Group |

Scheduled Date :

Mame oy |

_@.’- o
= S child Group D ./ o il ‘ 1-@ o
..... S Child's child Grou [ []1 ) Deplovment of MS06-078 023689... 5/9/2007 7:23:0... o 0 4 0 1 25%
M my Systern Groups =
- 5 - :23:0...
Diractory Service Groups []" 4 peployment of MS06-078 923689... 5/9,/2007 7:23:0 o 0 a4 0 0 0%
o 0 4 0 0 0%

H O /) Deployment of Deployment Test ... 5/9,/2007 7:23:0...

< |
| ,J Total: 2 Izl of 1 Pages Rows Per Pager |35 % |
% Administrator Abort Enable Disable Delete Deploy Export

NOTE: This view does not display the deployments for each member, only the deployments that
the group has been assigned.

The following table describes the Deployments view toolbar functions.

Table 6-21: The Deployments View Toolbar

Button Function
Abort Cancels the deployment for any devices which have not
already received the deployment package. For additional
information refer to Aborting Deployments on page 86.
Enable Enables the selected disabled deployment. For additional

information refer to Enabling Deployments on page 86.
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Button Function

Disable Disables the selected enabled deployment. For additional
information refer to Disabling Deployments on page 86.

Delete Removes the deployment from ZENworks Patch
Management Server. For additional information refer to
Deleting Deployments on page 87.

Deploy Re-deploys the selected packages. For additional information
refer to Using the Deployment Wizard on page 88.

Export Export subscription data to a comma separated value . csv
file. For additional information refer to Deleting Deployments
on page 87.

Deploying to a Group

Deploying to a group of selected devices is a key function of ZENworks Patch Management
Server. Deployments are initiated by clicking Deploy and completing the Deployment
Wizard. The Deployment Wizard provides step-by-step instructions for defining and
pushing deployments out to the protected devices in the network. For additional information
refer to Using the Deployment Wizard on page 88.
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Device Group Policies

The Policies view displays the policy sets that the selected group has been assigned. For
more information on policy sets and policy conflict resolution, see Working With Agent Policy
Sets on page 268.

Figure 6-14: Device Group Policies View

Novell, ZENworks.

Server Date and Time: S5/8/2007 4:25:03 PM (UTC-07:00)

Horne “ulnerabilities Deployments Devices Groups Users Reports Options  Help About Log Dut
Group Browser |_ > Custorn Groups > Parent Group > Child Group View: |Policies !"
3o

g My Groups ||:| Actions Policy Set Name
= S custorn Groups
= Sy Parent Group I:‘ D ©ne Hour Communication Interval
E % child Group [:} 15 Minute Cormrnunication Interval

Sy child's child Groy

| Directory Service Groups

< |

| P

of 1 Pages = =| Rows Per Page: (23 % |

- Administrator Add | Remove | Create | Export

Adding a Policy to a Group

Complete the following steps to add an already established policy set to a group.

1. In the Groups page, select Policies from the drop-down list.
STEP RESULT: The Policies page displays in the Groups window.

Select a group from the directory tree.
Click Add.

Select a policy from the Policy Set Name list.

o M 0N

Click the Save icon.

REsULT: The policy set is saved and associated with the group.

| [T
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Removing a Policy from a Group

Complete the following steps to remove an already established policy set from a group.

note: You cannot remove inherited policy sets; instead, must change the group’s policy
inheritance setting. For more information regarding the modification of group inheritance, see
Editing Group Settings on page 193.

1. In the Groups page, select Policies from the drop-down list.
STEP RESULT: The Policies page displays in the Groups window.

2. Select a group from the directory tree.
STEP RESULT: The selected group is highlighted and displays any associated policies.

3. Select and remove one or more policies.
. To remove one policy, click the Remove icon associated with the policy.

. To remove multiple policies, select the check boxes associated with the policies you
want to delete and then click the Remove button.

4, Acknowledge the removal by clicking OK

RESULT: The policy set is no longer associated with the group.

Device Group Roles

This Roles view displays the roles that have been assigned to the selected group.

Figure 6-15: Device Group Roles View
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The following reference describes the Roles view table.

Table 6-22: Roles View Columns

Column

Description

Role Name

The name of the user role.

Source Group

The name of the group assigned to the user role.

The following table describes the functions available in the Roles view.

Table 6-23: The Roles View Toolbar

Action Use To

Add Adds an already established role to the group.

Remove Removes a role from the group.

Create Creates a new role. For additional information refer to
Creating User Roles on page 241.

Export Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.

Adding a Role to a Group

Complete the following steps to add an established role to a group.

1. In the Groups page, select Roles from the drop-down list.
STEP RESULT: The Roles page displays in the Groups window.

2. Select a group from the directory tree.
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4.
5.

Click Add.
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STEP RESULT: The Select a Role drop-down list displays in the Groups window.
Figure 6-16: Add a Role
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Select a role from the Name list.
Click the Save icon.

REsuULT: The role is saved and associated with the group.

Removing a Role from a Group

Complete the following steps to remove an established role from a group.

1.

In the Groups page, select Roles from the drop-down list.
STEP RESULT: The Roles page displays in the Groups window.

Figure 6-17: Roles Page
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Select a group from the directory tree.

Select the check box associated with the role you want to remove.
Click Remove.

Acknowledge the removal by clicking OK.

RESULT: The role is removed and no longer associated with the group.
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Device Group Dashboard

The Group Dashboard view consists of a series of charts providing a current view of the
selected group. These charts are generated based on the latest data available and include
only those devices that are members of the current group, its child hierarchy, and their
applicable vulnerabilities and packages.

Figure 6-18: Device Group Dashboard View
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NOTE: The charts displayed in the Group Dashboard view include data from the selected
group’s child hierarchy. Modifications to the visible charts and their display settings will apply to
all groups.
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The following table describes all of the available charts.

Table 6-24: Dashboard Charts

Chart

Description

Vulnerability Severity

This chart displays the percentage of un-remediated
applicable vulnerabilities vs. applicable vulnerabilities
grouped by vulnerability severity.

Vulnerability Severity by
Device

This chart displays the percentage of un-remediated
devices vs. applicable devices grouped by vulnerability
severity.

Scheduled Remediation

This chart displays the percentage of un-remediated
devices with a scheduled remediation vs. un-remediated
devices grouped by vulnerability severity.

Mandatory Baseline
Compliance

This chart displays the percentage of devices grouped by
mandatory baseline compliance.

Incomplete Deployments

This chart displays the percentage of incomplete
deployments grouped by the deployments percentage
complete.

Agent Status

This chart displays the percentage of agents grouped by
status.

Time since last DAU

This chart displays the percentage of available or working
devices grouped by time since the last successful
Discover Applicable Updates task.

Offline Agents

This chart displays the percentage of offline agents
grouped by the time offline.
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Dashboard Settings and Behavior Icons

Use the following table to define your settings when viewing the graphs dashboard.

Table 6-25: Dashboard Settings and Behavior Icons

Icon

Function

Opens the dashboard settings window.

Opens a printable version of the currently displayed charts.

Refresh all of the displayed charts.

Display the chart descriptions on the dashboard.

Do not display the chart descriptions on the dashboard.

View the charts in one column.

[2][=]

View the charts in two columns.

Pl

Move the selected chart up one level.

44

Move the selected chart down one level.

%)

Refresh the selected chart.

B4

Minimize the chart.

Hide the chart from view.
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Adding a Graph to the Dashboard

1.

Click the Dashboard Settings icon.
STEP RESULT: The Dashboard Settings dialog opens.

Figure 6-19: Dashboard Settings Dialog
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This chart displays the percentage of un-remediated devices with a scheduled
rarnediation vz, un-remediated devices grouped by vulnerability savarity,
" Mandatory Baseline Compliance 0 * 3
This chart displays the parcentage of devices grouped by mandatory bazeline
0 cornpliance,
" Incomplete Deployments O & 3
This chart displays the percentage of incomplete deployments grouped by the
c daployments percentage complete,
Yulnerability Severity By Device * 3
This chart displays the percentage of un-remediated devices vs, applicable devices
grouped by vulnerability severity,
= v

Select check boxes associated with the charts you want to displays.
Move the graphs up or down according to your priorities.

Select the number of columns for display: Select a one or two column width view from
Columns.

. Click the View as One Column icon to display charts in one column.

. Click the View as Two Columns icon to display charts in two columns.

Display or hide the chart descriptions.
. Click the Show the Chart Descriptions icon to display chart descriptions.
. Click the Hide the Chart Descriptions icon to hide chart descriptions.

Click Save.

RESULT: Your graph setting selections are saved and displayed.

Removing a Graph from the Dashboard

1.

Click the Dashboard Settings icon.
STEP RESULT: The Dashboard Settings drop-down list opens.
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Deselect the checkbox next to the graph(s) you want to remove.
Click Save Dashboard Settings.

Click Save.
STEP RESULT: The graph(s) is removed from the Dashboard window

Device Group Settings

The Settings view displays the default group settings.
Figure 6-20: The Settings View

Novell. ZENworks.
Server Date and Time: S5/8/2007 4:07:33 PM (UTC-07:00)

Home Vulmerabilities Deployrnents Dewvices Groups Users Reports Options  Help About Log Out
= ;é‘g My Groups | T
Sy Customn Groups Hceneral =
= ;;'ec':‘t“:rl:::up Graup Name child Group
£ system Groups Distinguished Narme 2U=child Group,QU=Parent Group,QU=Customn Groups, QU=My Groups
z Directory Service Groups Group Description My Child Group
QChain Mode Auto QChain with Autom atic Reboots
=l Inheritance
Deployrments Ensbled —
Mandatory Baseline Inheritance True
Mandstory Baselines Ensbled g
Policy Inheritance True
paolicies Enabled Tvire 2
" Indicates a required value
i P
. Administrator Save Export
The following table describes Settings view toolbar functions.
Table 6-26: Settings View Toolbar
Button Function
Save Saves the settings defined in the page.
Export Retrieves all page information and allows for savingtoa . csv
file. For additional information refer to Exporting Data on page
17.
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If different settings are required, you can edit the default settings for a group.

1. In the General area, edit the following fields as necessary.

Field

Description

Group Name

The group name.

NOTE: My Groups, System Groups, and Directory Service
Groups group names cannot be edited.

Distinguished Name

A system-defined group name that represents the group’s
parent hierarchy.

NOTE: The Distinguished Name cannot be edited.

Group Description

The group description.

Chain Mode (list)

Defines chain behavior during mandatory baseline
deployments. Select from the following options:

« Standard -- Set Individually
« Auto QChain with Manual Reboots
¢ Auto QChain with Automatic Reboots

Deployments Enabled
(list)

Defines whether deployments may be created for the group. A

True value will allow users to create deployments for the
group.

NOTE: The Deployments Enabled list only impacts the ability to create deployments for
a group. Deployments created prior to disabling group deployments will still occur as
scheduled. Additionally, any deployments created for the device will occur as scheduled.

2. In the Mandatory Baseline area, edit the following lists as necessary.

List

Description

Mandatory Baseline
Inheritance

Defines whether the group inherits the policies assigned to the
group’s parent hierarchy. A True value will set the group to

inherit it's parent hierarchy’s mandatory baseline settings.

Mandatory Baseline
Enabled

Defines whether mandatory baselines may be assigned to the

group. A True value will allow users to create mandatory
baseline deployments for the group.

|
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3. In the Policy area, edit the following lists as necessary.

List

Use To

Policy Inheritance

Defines whether the group inherits the policies assigned to the
group’s parent hierarchy. A True value will set the group to
inherit it's parent hierarchy’s policy settings.

Policies Enabled

Defines whether policies may be assigned to the group. A True
value will allow users to assign policies directly to the group.

4, In the Other area, edit the following fields as necessary.

Field

Use To

Email Address

User-defined e-mail addresses to which notifications are sent
regarding events impacting the group.

Source Groups (button)

User-defined group or groups whose agents are dynamically
assigned to the group. For additional information refer to Assign
a Source Group to a Custom Group on page 194.

5. Click Save.

REsuLT: The new settings are saved and applied to the group.

Assign a Source Group to a Custom Group

When a custom group is created, you can assign it a source group. When the source group
is modified, your custom group is automatically updated as well.

NOTE: Source groups can only be assigned to custom groups.

1. In the Groups page, select Settings from the drop-down list.
STEP RESULT: The Settings page displays in the Groups window.

2. Select a custom group from the directory tree.
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3. Click Modify.
STEP RESULT: The Edit Source Groups window opens.
Figure 6-21: Edit Source Groups

(] Edit Source Groups

Source Groups

w

= g.g D My Groups
= D Customn Groups
oy D Parent Group

% [ winzk3
% [ winvista
% [ winxp
i] O Directory Service Groups

| | 2

4. Expand the Source Group tree or use the search field to locate the group you require as
a source.

5. Select the groups you require as a source.

NOTE: A Source Group’s inherited devices will always be included regardless of whether
you select the Source Group’s child groups. Additionally, if the Source Group (or any of
it’s child groups) has a Source Group, those devices will also be included.

6. Click OK.

REsuLT: The custom group now will use the selected groups as its source. As new agents
are added to (or removed from) the source group, they will also be added to (or removed
from) the custom group.

=
- 195 - EE EE



USING GROUPS

u e
- - 196 -



ZENWORKS PATCH MANAGEMENT USER GUIDE

7 Reporting

This section provides information on defining and generating reports in ZENworks Patch

Management. Reports provide a way to view the current patch status and network

vulnerabilities for internal reporting, and briefing management.

About Reports

Reports cover a range of indicators and can be customized to cover a general category

(devices, packages) or focus on specific elements of your network (for example,

vulnerabilities specific to a particular vendor). Targeted reporting is done through selecting
an appropriate report type, defining the parameters of a report, and by customizing report

criteria through the Search feature.

Available Reports Page

The main page from which you select which report to display from a list of available reports.

You can click the expand button icon [+] to view a description of each report.

Figure 7-1: Available Reports

[ Agent Policy Report

[ Device Duplicate Report

¥ Device Status Report

¥ Detection Results Mot Found Report

[ Deployment Detail Report

* Deployment Summary Report

¥ Mandatory Baseline Detail Report

[ Mandatory Baseline Summary Report
[ package Compliance Detail Report

[ package Compliance Summary Report

[ Yulnerability Analysis Report

Click on the report name to select a report.
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Report Parameters Page

From the Available Reports List, selecting Device Status Report displays the Application
Reporting Device Status Report Parameters page. The report definition page where you
define the data to include in the report.

Figure 7-2: Report Parameters Page

' ——WAD _icatln_n
eporting

Available Reports:

[ Agent Policy Report

[ Device Duplicate Report

¥ Device Status Report

¥ Detection Results Mot Found Report

[ Deployment Detail Report

* Deployment Summary Report

¥ Mandatory Baseline Detail Report

[ Mandatory Baseline Summary Report
[ package Compliance Detail Report

[ package Compliance Summary Report

[ Yulnerability Analysis Report

Click on the report name to select a report.

— - 198 -



REPORTING

Report Parameters List

The following table describes the parameters used when using reports. Each report includes
at least one parameter.

Table 7-1: Report Parameters

Select To

Devices Choose from a list of all available devices that you have
permission to view. All available devices are shown in the
Available Devices list. Click a single device or use the CTRL
and SHIFT keys to select multiple devices.

NOTE: All access is limited to users with access to all Devices or with
the Enable Administrative Reports access rights.

Groups Choose from a list of all available groups within Patch
Management Server that you have permission to view. All
groups are shown in the Available Groups list and all of the
devices belonging to the selected group and it’s child groups
are included in the report. Click a single group or use the
CTRL and SHIFT keys to select multiple groups.

NOTE: All access is limited to users with access to all Groups or with
the Enable Administrative Reports access rights.

Deployments Choose a deployment from a list of all available deployment

names. All available deployments are shown in the Available
Deployments list. Click a single deployment or use the CTRL
and SHIFT keys to select multiple deployments.

Packages Choose from a list of all available packages. All available
packages are shown in the Available Packages list. Click a
package name or use the CTRL and SHIFT keys to select
multiple packages.

=
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Select To

Vulnerabilities Choose from a list of all available vulnerabilities identified by
Patch Management Server. All vulnerabilities are shown in
the Available Vulnerabilities list. Click a vulnerability name or
use the CTRL and SHIFT keys to select multiple
vulnerabilities.

Date Range Choose from a list of all deployments that occur within the
selected dates. You can also display the time in 12 or 24 hour
format and as Patch Management Server local time or UTC
time.

Report Results Page

Make your selections and click Generate. This page presents the results of the report once
it is generated.

Figure 7-3: Report Page

Agent Policy Report Report created: 8/27/2006 11:42:00 PM

Current

Column1 =
Vahe  Golumni =

Device Mame Policy Name

Indicates the maximum bandwidth uzed when downloading
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WTP_LIPDATESERVER BWMinSize 100 Indicates the smallest file size which will be impacted by Bandwidth
= Throttling
WTP_UPDATESERVER DagentMode 0 Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the
— 9 first time, 2 = Fast)
$4TP_UPDATESERVER DAUFrequencySchedule 26 Indicates the number of hours between regularly scheduled

Detection Scans
‘\WTP_UPDATESERVER DeployrnentCancel
WTP_UPDATESERVER DeploymentiotifyOnTop

Indicates whether the user can cancel a deplayrent [v,N)
Indicates whether the PDDM will rernain the toprmost window [, M)

Indicates the defined time window (in minutes) during which the
user may snooze or cancel a deployment

Indicates whether the user can snooze a deployrent (v,N)
Pre &.3 Agents only: Indicates how long the deployment notification |+

Dizplay I"DD Results per page
SLIUEREHEIE CREETTEEN (WY | Printer-Friendly

\WTP_UPDATESERVER DeploymentOffset

= N - E

WTP_UPDATESERVER DeployrnentSnooze

WTP UPDATESERVER DeplovTimeout
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Viewing Reports

ZENworks Patch Management provides several pre-defined reports designed to provide a

comprehensive view of your computing environment in respect to patch management

activities.

1. In the Main Menu, select Reports.

STEP RESULT: The Available Reports page opens in a new browser window.

Figure 7-4: Available Reports

Available Reports:

[ Agent Policy Report

[ Device Duplicate Report

¥ Device Status Report

¥ Detection Results Mot Found Report

[ Deployment Detail Report

* Deployment Summary Report

¥ Mandatory Baseline Detail Report

[ Mandatory Baseline Summary Report
[ package Compliance Detail Report

[ package Compliance Summary Report

[ Yulnerability Analysis Report

Click on the report name to select a report.
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2.

Figure 7-5: Report Parameters

Select the report to generate in the Available Reports page.

STEP RESULT: The corresponding Report Parameters page opens.

Agent Policy Report Parameters:

o

Parameters Search: Update List |
Devices Available Devices 1 |
Groups WIP_UPDATESERYER

Selected Devices

Total Selected:

0

= © ® N o o A

Click an each Parameter to specify data to use for the Report. If no selection is made, all data available for the report will be returned,

Generate

In the Report Parameters page, define the report contents and organization by selecting

parameters.

a. In the Parameters box, select the parameter to use in defining the report contents

from the list of available parameters. This is the left-side pane of the page.

b. In the Available Devices (or Available Options) box, select from the list of
available parameters to include (Devices, Groups, Vulnerabilities) by selecting with

your cursor. Select multiple items using the CTRL or SHIFT keys.

You may choose not to define any parameters; in this case, all applicable data for

the report parameters will be returned.

With the desired items selected, click the Include arrow.

To include all available items, click the Include All arrow.
Verify the contents of the Selected Options box.

Remove items by clicking the Remove arrow.

Or, to include all available items, click the Remove All arrow.
Click Generate to create the report.
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Working with Reports

The following section explains how to use the functions to create, view, and use report data.

. Searching within Reports on page 203

. Displaying Time and Date in Reports on page 203
. Exporting Reports on page 203

. Viewing Printable Data in Reports on page 204

Searching within Reports

The search feature, within HTML (. htm1) reports, provides standard searching on a word
matching basis (exact and partial matching). The search is conducted against the Patch
Management Server database. Some general rules include:

. Search does not support the use of Boolean search commands (AND, OR, NOT, nesting
(), etc.)

. Search terms are not case sensitive. All letters are treated as lower case. For example,
the search term WIN is treated the same as win and will generate the same results

. To show all results, remove any content from the Search text box (leave blank).

. To search, enter the search term in the Search text box and click Update List. To return

to the pre-search results, click from the list of available options in the Parameters list box.

Displaying Time and Date in Reports

For reports that generate date range data, you have two options for displaying date/time
information:

. Use the Patch Management Server Local Time (this is the date and time established by
the Patch Management Server).

. Use the Patch Management Server UTC Time (Coordinated Universal Time).

NOTE: Coordinated Universal Time, or UTC, is often referred to as Universal Time, Zulu time or
Greenwich Mean Time (GMT).

Exporting Reports

Once the report is created, you have the option of switching to a printable view for printing,
or exporting the report into another file format.

Reports are presented in standard HTML (. htm1) and can be exported into several file
formats for your convenience.
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. Comma Separated Values (. csv)

. Microsoft Excel Worksheet (. x1s)

. XML Document (. xm1)

The Export command and drop-down list is presented at the bottom of the page.

NOTE: All data results will export, not just selected results. However, some of the data may not

import into a readable format.

Viewing Printable Data in Reports

When viewing reports, a printable version of the generated report can be previewed for

printing.

1. Generate a report.

STEP RESULT: The completed report page displays in the window.

2. Select Printer Friendly.

STEP RESULT: The Report’s results page refreshes with the data in print preview mode.

3. Select Send to Printer.

STEP RESULT: The file is sent to your installed printer.

NOTE: If you have not established printer connectivity, click Yes when the Print dialog box
appears and use the Add Printer Wizard to select and connect your printer.

Available Reports

ZENworks Patch Management provides several pre-defined reports designed to provide a
comprehensive view of the application environment in respect to patch management
activities. In many cases there is a detail and summary report for each specific function.

The following reports are available:

« Agent Policy Report
* Deployment Detail Report
* Deployment Error Report

* Deployment In-Progress Report
* Deployment Summary Report
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» Detection Results Not Found Report » Services Inventory Detail Report

» Device Duplicate Report
» Device Status Report

» Services Inventory Summary Report

» Software Inventory Detail Report

* Hardware Inventory Detail Report « Software Inventory Summary Report

* Hardware Inventory Summary Report * Vulnerability Analysis Report

* Mandatory Baseline Detail Report

Agent Policy Report

The Agent Policy Report shows the policies that are the resolution of all policies assigned
to the device. In the report, each policy value is listed in the Policy Name column. When
using groups as a parameter, it is only a method to select multiple devices, the group
policies are not part of the actual results.

Available Parameters: Device, Group

Table 7-2: Agent Policy Report Column Definitions

Column

Definition

Device Name

The name of the device.

Policy Name

The name of the agent policy.

Current Value

The policy setting.

Policy Desc

The agent policy’s description.

Deployment Detail Report

The Deployment Detail Report provides information about a selected list of deployments.
In the report, each deployment name is listed in the Deployment Name column. The report
provides information as to the status of the particular deployment activity.

=
- 205 - EE HEE



REPORTING

Available Parameters: Deployments, Vulnerabilities, Date Range

Table 7-3: Deployment Detail Report Column Definitions

Column

Definition

Deployment Name

The name of the deployment.

Package Name

The name of the package.

Device Name

The name of the device.

Deployment Status

The deployment status or stage.

Deployment Date

The date the deployment was sent.

Install Date

The date the agent was installed on the device.

Vulnerability Status

The vulnerabilities patch status.

Date Last Verified

The date of the last Discover Applicable Updates (DAU) scan.

NOTE: If a selected vulnerability does not have an associated deployment, it will not appear in the report.

Deployment Error Report

The Deployment Error Report provides information about deployments which have

returned an error.

Available Parameters: Deployments, Packages, Devices, Date Range

Table 7-4: Deployment Error Report Column Definitions

Column

Definition

Deployment Status

The deployment status or stage.

Status Code

Reference code for support identification. When contacting
support, this code is used to help identify the deployment
issue.

Error Message

The actual error text returned by the deployment.

Install Date

The date the agent was installed on the device.
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Column Definition
Package Name The name of the package.
Deployment Name The name of the deployment.
Device Name The name of the device.

Deployment In-Progress Report

The Deployment In-Progress Report provides information about deployments that have
not completed. Reports can be generated for each deployment, package, or device. The
report provides the status of the deployment.

Available Parameters: Deployments, Packages, Devices, Groups

Table 7-5: Deployment In-Progress Report Column Definitions

Column Definition

Deployment Name The name of the deployment.

Package Name The name of the package.

Total Deployed The total number of the devices that were assigned the
deployment.

Already Patched The number (or percentage) of devices that are already
patched.

Not Applicable The number (or percentage) of devices where the deployment

does not apply.

Not Successful The number of devices patched successfully.

Total In-Progress The total number of devices currently receiving the
deployment.

Not Started The number of devices yet to receive the deployments.

Caching Package Indicates whether the deployment is still caching the package.

1 = Caching, 0 = Complete

Total Failed The total number of deployments that have failed.
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Column Definition

Total Disabled The total number of devices that are disabled and cannot
receive the deployment.

Percent Success The percentage of devices that have successfully received
the deployment.

Percent Failure The percentage of devices on which the deployment has
failed.

Deployment Summary Report

The Deployment Summary Report provides information about a selected list of
deployments.The report provides a summary of the particular deployment activity.

Available Parameters: Deployments, Vulnerabilities, Date Range

Table 7-6: Deployment Summary Report Column Definitions

Column Definition

Deployment Name The name of the deployment.

Package Name The name of the package.

Total Deployed The total number of the devices that were assigned the
deployment.

Already Patched The number (or percentage) of devices that are already
patched.

Not Applicable The number (or percentage) of devices where the deployment

does not apply.

Total Successful The total number of devices successfully patched.

Total In-Progress The total number of devices currently receiving the
deployment.

Not Started The number of devices yet to receive the deployments.

Caching Package Indicates whether the deployment is still caching the package.

1 = Caching, 0 = Complete
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Column Definition
Total Failed The total number of deployments that have failed.
Total Disabled The total number of devices that are disabled and cannot

receive the deployment.

Total Patched The total number of devices that have been patched by this
deployment.
Percent Success The percentage of devices that have successfully received

the deployment.

Percent Failure The percentage of devices on which the deployment has
failed.

NOTE: If a selected vulnerability does not have an associated deployment, it will not appear in the report.

Detection Results Not Found Report

The Detection Results Not Found Reportreturns a list of devices that have not completed
a Discover Applicable Updates (DAU) task with the server. The report lists each agent
name, the installation date of the agent, and information required to identify and locate the
device.

Available Parameters: Device, Group

Table 7-7: Detection Results Not Found Report Column Definitions

Column Description
Agent Name The name of the agent.
OS Abbr Name The abbreviated operating system name.
Agent Version The version of the agent.
Last Contact Date The last date that the Server had contact with

the agent.

Installation Date The date the agent was installed on the device.
IP Address The internet protocol address.
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Column Description
DNS Name The name used by the Domain Name System (DNS) to
identify the device.
OS Info A description of the operating system.

Device Duplicate Report

The Device Duplicate Report returns a list of duplicate devices registered with Update
Server. Duplicate devices are usually the result of applying the Agent Uniqueness feature
that permits an agent installed on ghost images to register multiple times with ZENworks
Patch Management Server.

Available Parameters: Date Range

Table 7-8: Device Duplicate Report Column Definitions

Column Definition

Device Name

The name of the device.

Status

The current status of the device.

Install Date

The date the agent was installed on the device.

Device Status Report

The Device Status Report returns the current status of the selected devices (or devices in
the selected groups). In the report, each device is listed in the Device Name column. The
report then provides information about the particular device.

Available Parameters: Device, Group

Table 7-9: Device Status Report Column Definitions

Column

Definition

Device Name

The name of the device.

DNS Name The name used by the Domain Name System (DNS) to
identify the device.
IP Address The internet protocol address.
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Column Definition

OS Name The operating system name.

OS Build No. The operating system’s build number.

OS Service Pack The latest service pack applied to the operating system (if
applicable).

Agent Version The version of the agent.

Last Contact Date The last date that the server had contact with
the agent.

Patchable Status The reboot/chained status of the agent.

Group List A listing of the groups, by Distinguished Name, to which the
device belongs.

Hardware Inventory Detail Report

The Hardware Inventory Detail Report provides information about hardware associated
with a device and device status.

Available Parameters: Devices, Groups

Table 7-10: Hardware Inventory Detail Report Column Definitions

Column Definition
Hardware Device Class The type of hardware.
Hardware Device Name The name of the hardware device.
Device Name The name of the device.
Device OS Info A description of the operating system.

Hardware Inventory Summary Report

The Hardware Inventory Summary Report provides a summary of reported hardware and
the devices associated with them.
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Available Parameters: Devices, Groups

Table 7-11: Hardware Inventory Summary Report Column Definitions

Column

Definition

Hardware Device Class

The type of hardware.

Hardware Device Name

The name of the hardware device.

Instances

The number of times this device occurs.
(Within the parameters of the report.)

Mandatory Baseline Detail Report

The Mandatory Baseline Detail Report provides information about the mandatory
baseline status associated with a device.

Available Parameters: Devices, Groups

Table 7-12: Mandatory Baseline Detail Report Column Definitions

Column

Definition

Device Name

The name of the device.

Assigned By Group

The distinguished name of the group that assigned the
mandatory baseline.

Package Name

The name of the package.

Mandatory Baseline
Enabled

Indicates whether the Assigned By group has mandatory
baselines enabled.

Package Enabled

Indicates whether the package is enabled. If the package is
disabled, it cannot be deployed to a device.

Mandatory Status

Identifies whether the device is applicable, patched, or needs
patching by the mandatory baseline.

Deployment Status

The deployment status or stage.

Package Release Date

The date the package was released.

Date Deployed

The date the package was deployed.
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Column Definition
Date Installed The date the package was installed on the device.
Date Last Verified The date of the last Discover Applicable Updates (DAU) scan.
Assigned Indicates whether the mandatory baseline has been assigned
to the device.
1 = Assigned, 0 = Not Assigned

Mandatory Baseline Summary Report

The Mandatory Baseline Summary Report returns a summary list of patch and
deployment information for all mandatory baseline packages and vulnerabilities associated
with the selected list of devices.

Available Parameters: Devices, Groups

Table 7-13: Mandatory Baseline Summary Report Column Definitions

Column Definition

Mandatory Baseline Item | Name of the mandatory baseline vulnerability.

Name

Total Devices The total number of devices.

Total Patched The total number of devices that have been patched by this
deployment.

Total Not Applicable The total number of devices for which the deployment does
not apply.

Total In-Progress The total number of devices currently receiving the
deployment.

Total Disabled The total number of devices that are disabled and cannot
receive the deployment.

Total Error Conditions The total number of devices on which the deployment has
failed.

Percent Patched The percentage of applicable devices that are patched.
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Operating System Inventory Detail Report

The Operating System Inventory Detail Report provides information about the operating
system associated with a device and the device status.

Available Parameters: Devices, Groups

Table 7-14: Operating System Inventory Detail Report Column Definitions

Column Definition
Operating System The operating system name and description.
Device Name The name of the device.

Operating System Inventory Summary Report

The Operating System Inventory Summary Report provides a summary about the
operating system associated with a device and the device status.

Available Parameters: Devices, Groups

Table 7-15: Operating System Inventory Detail Report Column Definitions

Column Definition
Operating System The operating system name and description.
Instances The number of times this operating system occurs.
(Within the parameters of the report.)

Package Compliance Detail Report

The Package Compliance Detail Report provides information about patch and
deployment status for a specific package or device. The report lists each package
associated with the selected device(s) or group(s). In the report, each package is listed in
the Package Name column. The report then provides details for the vulnerability status for
each package; and the associated device, status, and deployment details.
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Available Parameters: Devices, Groups, Packages

Table 7-16: Package Compliance Detail Report Column Definitions

Column

Definition

Package Name

The name of the package.

Device Name

The name of the device.

Vulnerability Status

The vulnerabilities patch status.

Last DAU Run

The date of the last Discover Applicable Updates (DAU) scan.

Last DAU Status

The status of the last Discover Applicable Updates (DAU)
scan.

Date Last Verified

The date of the last Discover Applicable Updates (DAU) scan.

Deployment Name

The name of the deployment.

Deployment Status

The deployment status or stage.

Package Release Date

The date the package was released.

Date Deployed

The date the package was deployed.

Date Installed

The date the package was installed on the device.

Date Scheduled

The date the package was scheduled for deployment to the
device.

NOTE: If a selected package does not have an associated deployment, it will not appear in the report.

Package Compliance Summary Report

The Package Compliance Summary Report returns a summary list of patch and
deployment information by package name for all applicable devices.

]
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Available Parameters: Devices, Groups, Packages

Column

Definition

Package Name

The name of the package.

Total Devices

The total number of devices.

Applicable Devices

The total number of applicable devices.

Devices Detecting

The number of devices currently running a Discover
Applicable Updates (DAU) task.

Devices Patched

The number of devices that are already patched.

Not Patched/Not
Scheduled

The number of devices that are not patched, and do not have
a deployment scheduled.

Not Patched/Scheduled

The number of devices that are not patched, and do have a
deployment scheduled.

Deployments Completed

The number of deployments that have completed
successfully.

Deployments Failed

The number of failed deployments.

Deployments In Progress

The number of devices currently receiving the deployment.

NOTE: If a selected package does not have an associated deployment, it will not appear in the report.

Services Inventory Detail Report

The Services Inventory Detail Report provides information about the service associated
with a device and the device status.
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Available Parameters: Devices, Groups

Table 7-17: Services Inventory Detail Report Column Definitions

Column

Definition

Service Name

The name of the service.

Device Name

The name of the device.

Service Startup State

The state the service should enter upon device boot.

Service Current State

The current state of the device.

Services Inventory Summary Report

The Services Inventory Summary Report provides summary information about the
service associated with a device and the device status.

Available Parameters: Devices, Groups

Table 7-18: Services Inventory Summary Report Column Definitions

Column

Definition

Service Name

The name of the service.

Instances

The number of times this service occurs.
(Within the parameters of the report.)

Software Inventory Detail Report

The Software Inventory Detail Report provides information about the software associated
with a device and the device status.

Available Parameters: Devices, Groups

Table 7-19: Software Inventory Detail Report Column Definitions

Column

Definition

Software Program

The name of the software installed on the device.

Device Name

The name of the device.
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Software Inventory Summary Report

The Software Inventory Summary Report provides information about the software
associated with a device and the device status.

Available Parameters: Devices, Groups

Table 7-20: Software Inventory Summary Report Column Definition

Column Definition

Software Program The name of the software installed on the device.

Instances The number of times this software program occurs.

(Within the parameters of the report.)

Vulnerability Analysis Report

The Vulnerability Analysis Report provides a summary of the remediation status for the
selected vulnerabilities. The report lists each vulnerability affecting the selected device or
group. The report also can be generated for a single vulnerability or group of vulnerabilities.
In the report, each vulnerability is listed in the Vulnerability Name column. The report then

provides patch status details for each vulnerability and if a deployment is required.

Available Parameters: Devices, Groups, Vulnerabilities

Table 7-21: Vulnerability Analysis Report Column Definitions

Column

Definition

Vulnerability Name

The name of the vulnerability.

Vulnerability Release
Date

The date the vulnerability was released.

Total Devices

The total number of devices.

Applicable Devices

The total number of applicable devices.

Devices Detecting

The number of devices currently running a Discover
Applicable Updates (DAU) task.

Devices Patched

The number of devices that are already patched.

Not Patched

The number of devices not patched.

- 218 -




REPORTING

Column

Definition

Percent Patched

The percentage of applicable devices that are patched.

NOTE: If a selected vulnerability does not have an associated deployment, it will not appear in the report.
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8 Managing Users and Roles

This section provides information on managing users of ZENworks Patch Management. The
user management features allow you to create users and define their permissions and

access rights.

About User Management

The User Management page allows the system administrator to define which users can
access Patch Management Server and the role each user has within the system. Roles
define the permissions and access rights for each user.

Figure 8-1: User Management View

Novell. ZENworks.
Server Date and Time: S/8/2Z007 4:35:05 PM (UTC-07:00)

Horme ‘ulnerabilities Deployrments Devices Groups Users Reports Options  Help About  Log Out
User Management
Users | | Roles
I:I B Lo //?,;\. User Mame = Role Full Name I:'F“il"sl: Logged Last Logged On |
H & f:}' ,h Administrator Administrator 4729/2007 1:... S/8/2007 4:31:40 PM
O = A Patchlink administrator Patchlink
0 [ 5 Techpubs Technical Pub... Tachnical Publicati...
Total: 3 lIl of 1 Pages Rows Per Page: |25 B |
# Administrator .~ Lreate  Bemowe = Delete  Change Password  Export
Viewing Users
1. From the Main menu, select the Users tab.

STEP RESULT: The users display in the Users window.
If desired, type a user name or select a role on which to filter.

Click Update View.
STEP RESULT: The Users table is populated based upon your filter criteria.

Defining User Access

ZENworks Patch Management allows for establishing security policies in accordance with
your company needs. Security access is determined by a combination of two mechanisms:
Windows-based authentication and ZENworks Patch Management access rights.
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Windows-based Authentication

Patch Management Server authentication is controlled by the Windows operating system.
Users who have access to the Patch Management Server are members of the local
Windows group PLUS Admins.

Update Access Rights

Once a user has logged into Patch Management Server, their assigned user role is
authenticated by the system. If a user does not have access to a given section, an access
denied error message will display.

In the Users Section, the Roles tab is where these roles are defined, while the Users tab is
where you can add or remove users and assign them a user role.

Defining Users

Users can be defined as individuals (John Smith) or conceptual users (Quality Assurance
Manager). The user profile includes access credentials and the role assigned to the user.
While a user only can be assigned one role, there can be many users assigned to a certain

role.

There are two methods of bringing users into the system: creating users and adding users.

Creating New Users

When a user is created, the user is added to both Patch Management Server and
Windows.

NOTE: If the user is given permission to manage other users within Patch Management
Server, they will be added to the Windows Administrators group.

Adding Existing Windows Users

An existing Windows user can be added and granted access to Patch Management
Server. Using this method, existing users are searched and can be added to Patch
Management Server.

NOTE: If the user is given permission to manage other users within Patch Management
Server, they will be added to the Windows Administrators group.

NOTE: The Microsoft IIS Web server software does not support the entering of user names or
passwords in languages (Korean, Kaniji, etc.) that require Unicode characters. Since the Patch
Management Server software uses a Microsoft IIS Web server, ZENworks Patch Management
user names and passwords cannot be created in unicode and authentication does not support
some native languages.
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Defining Roles

The Patch Management Server includes both system and custom roles. System roles are
roles native to every installation and cannot be edited or disabled. They allow control over
all device groups and devices. Custom roles are created by the administrator and allow for
combining access rights and selected devices or groups for a particular user.

note: See Defining Access Rights on page 224 for detailed descriptions of the access rights
assigned each role.

Roles are defined by a combination of three attributes; access rights, groups and devices.
. Access rights define the application pages and functionality available to the user.
. Groups and Devices define the specific machines or group of machines the user has
permission to access.
Defining the Predefined System Roles

Predefined system roles are provided to assist you in defining the roles that newly created
users inherit. The ZENworks Patch Management administrator can assign these roles to the
user, or may use a predefined role as a model in defining a custom role.

NOTE: System roles provide access to all groups and devices. A user assigned a system role
has access to all devices and groups.

There are four system roles: Administrator, Manager, Operator, and Guest.

Role Description

Administrator Any user assigned this role is permitted full access to all areas and
functionality of the product. Users assigned this role are the only users
who can delegate newly installed devices to other user roles. The
administrator role includes all available access rights. Administrators
can view all devices/groups and perform any function within the Patch
Management Server environment. There must be at least one user
assigned the administrator user role.

Manager Users assigned this role can manage every section of the Patch
Management Server system with the exception of Advanced
Configuration and User Management options.
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Role Description

Operator This user role is permitted to perform all routine operations (deploy,
detect, export). Operators can only perform typical daily functions.

Guest This role provides access to the system but restricts the user from
performing any patch management tasks. The role allows view-only
access.

Defining Custom Roles

Custom roles are created by the ZENworks Patch Management administrator. Custom roles
can be based on any pre-existing role and then can be altered to fit a particular need.
Creating a custom role involves selecting a predefined role as a model, or template. Unlike
system roles which cannot be disabled, you can disable a custom role at any time.

Defining Access Rights

Every page, feature, function, and individual action within the application is constrained to a
series of access rights. The functionality and pages (views) available to the user are based
on the access rights associated with the role user has been assigned. The four predefined
system roles have a default set of access rights assigned to each role. Users inherit the
access rights of the role they are assigned.

Access rights begin at permitting read-only (view) access to system data followed by
offering the ability to export data. At the administration level, users can be assigned rights
to fully manage the various system components and to initiate deployments.

NOTE: If additional modules are installed and running in the ZENworks Patch Management
environment, access rights pertaining to the installed module may be added by the system to
the access rights list.
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The following table identifies the default set of access rights, describes the functionality of
each, and illustrates the system role assigned to each access right.

Table 8-1: User Role Access Rights

A
d
m
i
n
i o
s M p
tlale
rinr|G
ajlaj/alu
tig t|e
oje|o|s
Access Right Name Description r r|ir|t
Enable Update Cache Button Ability to cache (download) packages from | X | X
the Global Subscription Service.
View Devices Access the Devices section. X[ X[ X[ X
Export Device Data Enable the export of device data. X| X| X
Install Agents Access to the Agent Installers page. X X
Manage Devices Ability to enable, disable, and delete X X
devices.
View Deployments Access to the Deployments section. X| X| X
Manage Deployments Ability to enable, disable, abort, change, X X| X
and delete deployments.
Export Deployment Data Enable the export of deployment data. X| X| X
View Device Groups Access the Device Groups section. X| X| X| X
Export Device Group Data Enable the export of Device Group data. X| X | X
Manage Device Groups Ability to add, edit, disable, enable, and X X
delete device group.
EE EE
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A
d
m
i
n
i (o)
s Mp
tia|e
rinr|G
ajlaj/alu
tig t|e
oje|o|s
Access Right Name Description rir|r|t
View Home Page Access to the Home page. X| X[ X[ X
View Current Status Display the server status (on the Home X[ X| X| X
page).
View Inventory Access the Inventory data. X[ X| X| X
Export Inventory Data Enable the export of Inventory data. X X
Manage Product Licenses Manage the product licenses. X
View Support Options Access the Options > Support tab X| X[ X[ X
Export Support Data Enable the export of support data. X X
View Agent Policies Access to the Options > Policies tab. X| X[ X[ X
Export Agent Policy Data Enable the export of agent policy data. X X
View Default Configuration Access the Options > Configurationtab. | X | X | X | X
Export Configuration Data Enable the export of configuration data. X X
View E-mail Notifications Access the Options > E-Mail X[ X| X| X
Notifications tab.
Export E-mail Notification Data | Enable the export of e-mail notification XX

data.
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A
d
m
i
n
i (o)
s Mp
tiale
rinr|G
ajlaj/alu
tig t|e
oje|o|s
Access Right Name Description rir|r|t
View Product Licenses Access the Options > Products tab. X| X| X| X
Export Product License Data Enable the export of product license data. X| X
Manage Options Manage subscription, product licenses, X
configuration, agent policies, e-mail
notifications, and support options.
View Subscription Information | Access the Options > Subscription tab. X| X X[ X
Export Subscription Data Enable the export of subscription data. X X
View Packages Access the Packages section. X| X[ X[ X
Create Deployments Ability to create deployments. X X| X
Export Package Data Enable the export of package data. X| X| X
Manage Packages Ability to add, change, disable, enable,and | X | X
delete packages.
Enable Reboot Now Button Ability to reboot devices using the Reboot | X
Now button.
View Vulnerabilities Access the Vulnerability section. X[ X| X| X
View Vulnerability Details Access the vulnerability details. X[ X| X| X
Export Vulnerability Data Enable the export of vulnerability data. X| X[ X
EE EE
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enable, and disable users or user roles.

A
d
m
i
n
i (o)
s Mp
tiale
rinr|G
ajlaj/alu
tig t|e
oje|o|s
Access Right Name Description rir|r|t
Manage Vulnerabilities Ability to disable and enable vulnerabilities. | X | X
Enable Administrative Reports | Ability to run reports that return data for all | X
devices and device groups regardless of
user role, device, or group assignments.
Export Reports Ability to export application reports. X X| X
Enable User Reports Ability to run reports returning data foronly | X | X | X| X
the devices and device groups to which the
user has access.
Enable Scan Now Button Ability to deploy the Discover Applicable X X| X
Updates (DAU) Task using the Scan Now
button.
View Users Access to the Users tabs. X[ X| X| X
Change Password Ability to change the password for a user. X
Export User Data Enable the export of user data. X| X
Manage Users Ability to create, add, edit, remove, delete, | X

Defining Accessible Device Groups

Accessible device groups are groups of devices associated with a particular role. This option
is used to achieve a level of granularity in the assignment of roles to system users.
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As mentioned, roles are defined primarily by the access rights associated to the role. In the
case of the default system roles, the entire network monitored by the Patch Management
Server is available to users if they have the appropriate role-based access rights.

NOTE: The accessible groups option is disabled when working with a predefined system role.

The accessible groups option allows you to restrict a user to specified groups. For example,
a user assigned the access rights to manage deployments can be limited to managing
deployments for select groups.

The accessible groups option is available in the Add/Edit Role Wizard.

. Selected Groups - Lists the groups of devices assigned to the role.

. Groups - Lists the available groups of devices that can be assigned to the role.

Defining Accessible Devices

Accessible devices are individual devices associated with a particular role. This option
works in the same manner as the accessible groups option by allowing you to achieve a
level of granularity in the assignment of roles to system users.

The accessible devices option allows you to limit a user’s permissions to specified devices.
For example, a user assigned access rights to manage devices can be limited to managing
only a single device using this option.

NOTE: The accessible devices option is disabled when working with a predefined system role.

The accessible devices option is available in the Add/Edit Role Wizard.

. Selected Devices - Lists the devices assigned to the role.

. Devices - Lists the available devices that can be assigned to the role.

Working with Users

This section describes the user-based tasks available from the User Management page.
The available user-based tasks are:

. Creating New Users on page 230

. Adding Existing Users on page 233
. Editing User Profiles on page 236

. Removing Users on page 237

. Deleting Users on page 237

. Changing a User’s Password on page 238
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Creating New Users

When creating users, you have two options: create a new local user, or add an existing local
or domain user.

NOTE: User names may be between 1-20 characters in length and cannot include any of the
following characters: » \ 7 @ ~ % & { } () [ 1 ; <> 4% : 2/ * =

Passwords are case sensitive and must meet password the rules defined by local and/or domain
password policies. Note that although a Password Strength Indicator is provided to display
the strength or weakness of your password, the actual password policy is defined by Windows.

The Full Name, Office Phone, Cell Phone, Pager, E-mail, and Description fields are not
validated and apply no formatting rules other than maximum length of 25 characters.

1. In the User Management page, click Create.
STEP RESULT: The Create User Wizard opens.
Figure 8-2: Create User Wizard - Create or Add User Page

] Create User

Welcome to the Create User Wizard

This wizard will allow you to create a Patchlink Update user by either creating a new local
user or adding existing local or domain users to PatchLink Update,

Create a Patchlink Update user by:

& Creating a new local user

" adding existing local or domain users

T mmemEen

2. Select the Creating a new local user option.
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3. Click Next.
STEP RESULT: The Create User page opens.
Figure 8-3: Create User Wizard - Create a New User

Create User

o
|

Create a new User:

User Mame: |TechF'uhs |

Password: |uuuuu |

Confirm Passwaord: |uuuuu |

Password Strength: Strong

Full Mame: |Technica| Publications User |

Office Phone: |s55-555-1234 |

Cell Phone: |555-555-1234 |

Pager: |555-555-1234 |

E-rail: |techpuhs@techpuhs.cum |

Description: |Technica| Publications User |

Role: |Administrat0r v|
BSAFE' < Back MNext = Cancel

4. Enter the user credentials, and contact information for the new user.

User Name, Password, Confirm Password, and Role are required fields.

5. Select a Role (Administrator, Manager, Operator, or Guest) for the user from the
pull-down window list.
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6. Click Next.
STEP RESULT: The Confirm User page opens.
Figure 8-4: Create User Wizard - Creation Confirmation Page

?

Creation Confirmation:

User Mame: TechPubs

Full Hame: Technical Publications User
Office Phone: GEE-5E55-1234

Cell Phone: GEE-5E55-1234

Pager: EEE-555-1234

E-rnail: techpubs@techpubs.com
Description: Technical Publications User
Raole: Administrator

BSAFE' < Back l Finish l Cancel .
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7. Confirm the user information and click Close.
STEP RESULT: The Creation Summary page opens.
Figure 8-5: Create User Wizard - Creation Summary Page

E Create User

Creation Summary:

@ TechPubs Successfully created and added to PatchLink Update

8. Click Close to exit the wizard.

RESULT:
The new user is created, added to Windows, and granted the appropriate access to the
Patch Management Server.

Adding Existing Users

Adding a user imports an existing Windows user into the ZENworks Patch Management
database and access group, and can import a user from an existing domain by logging into
that domain as a domain user.

1. In the User Management page, click Create.
STEP RESULT: The Create User Wizard opens.

2. Select the Adding existing local or domain users option.
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3. Click Next.
STEP RESULT: The Search for the following users page opens.

Figure 8-6: Create User Wizard - Search for Users

?
. Create User

Search for the following users:

Adwinistrator ;I

[ Log inta the domain as

User name: |

Password: |

Domain name: |

—  mme

4, In the Search for the following users field type a user name, or the beginning characters
of one or more user names. Use semicolons to separate user names. To search for users
within a specific domain, prefix the user name with the domain
(DOMAINNAME\UserName).

If searching using the domain, select Log into the domain as. Enter the User name,
Password, and Domain name.

NOTE: There must a secure connection between the domain and the Patch Management
servers domain, or the users will be unable to access the Patch Management Server.
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5. Click Next.
STEP RESULT: The Users Found page opens.
Figure 8-7: Create User Wizard - Users Found

[ '?
i Create User

Users Found Assign the following role to all users: IND Action 'l
User Name Full Name Current Role User Role
Adrninistrator Adrinistrator IND Action VI

6. Select a User Role for each of the users found.

STEP RESULT: The No Action value indicates that the user will not be added to the Patch
Management Server, or if the user already exists as a Patch Management
user, no changes are made to the user.

7. Confirm the user information and click Finish.
STEP RESULT: The Summary page opens.

8. Verify the summary data and click Close.
STEP RESULT: The Create User Wizard closes.
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Editing User Profiles

Editing user profile information allows you to change the role assigned to a user as well as
update the user’s contact information. If you have the Change Password access right, you
can edit other user’s passwords using the procedure defined under Changing a User’s
Password on page 238.

1. From the Users grid located under Action, click the Edit user details icon associated
with the user profile.

STEP RESULT: The Edit User Wizard opens.
Figure 8-8: Edit User Wizard - User Information page

L7 d
_ Edit User .

Edit User TechPubs:

Full Mame: |Technica| Publications
Office Phone: |4BD-555-5555

Cell Phone: |602-555-5555

Pager: |B17-555-5555

E-rmail: |techpuhs@patchlink.cum
Description: |Technica| Fublications
Role: TechPubs Role

[

2. Make the necessary modifications as defined in Creating New Users on page 230.

3. Click Finish to exit the wizard when complete.
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Removing Users

Removing a user from ZENworks Patch Management disables their access to the Patch
Management Server without deleting the user’'s Windows account. Once removed, the user
is deleted from the Patch Management Server database and is removed from the user list
in the User Management page.

NOTE: You cannot remove or delete a user that has been assigned the Administrator role,
or a custom role that has been given the Manage Users access right. You must first edit the
user, change the user’s role, then remove or delete the user.

Click Users to open the Users page.
On the Users page, select the checkbox for the users to remove.

Click Remove.
STEP RESULT: A Remove User warning displays.

4. Acknowledge the warning by clicking OK.
STEP RESULT: The user is removed.
Deleting Users

Deleting a user from ZENworks Patch Management disables their access to the Patch
Management Server and deletes the Windows account for that particular user.

NOTE: Deleting a user not only removes the users access to ZENworks Patch Management, but
also deletes the user from the device and/or Active Directory.

1. Click Users to open the Users page.
On the Users page, select the checkbox for the users delete.

Click Delete.
STEP RESULT: A Delete User warning displays.

4. Acknowledge the warning by clicking OK.
STEP RESULT: A Delete User confirmation displays.

5. In the Confirmation dialog box, click OK.
STEP RESULT: The user is deleted.
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Changing a User’s Password

Changing a User’s Password in ZENworks Patch Management also changes the user’s
Windows password on the (physical) Patch Management Server.

NOTE: Passwords are case sensitive and must meet password the rules defined by local and/or
domain password policies. Note that although a Password Strength Indicator is provided to
display the strength or weakness of your password, the actual password policy is defined by
Windows.

1. Click Users to open the Users page.
Select the user requiring the password change.

Click Change Password.
STEP RESULT: The Change Password Wizard opens.
Figure 8-9: Change Password Wizard - Weak Password

Change Password
Change password for : TechPubs

User Mame: TechPubs

Mew Password: |""| |

Confirm Passward: | |

Password Strength: [ _weak |

F&YAN BSAFE’ | Finish 1 cancel

RSy

4. Type the new password in the New Password field.

STEP RESULT: The Password Strength indicator displays the effectiveness of the
password you select and displays the Weak indicator when the first
character is typed in the New Password field.

5. When the Password Strength indicator displays the acceptable password strength,

retype the password in the Confirm Password field.

The Password Strength Meter monitors factors such as the password length,
complexity, variety of characters, and resemblance to common words. Strong passwords
usually contain more than eight characters, and combine capital and lower case letters,
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numbers and symbols. Also, they do not resemble common words or names including
words with numbers in place of letters.

Figure 8-10: Change Password Wizard - Strong Password

Change Password

hange password for : TechPubs

User Mame: TechPubs

Mew Passward: |....."". |
Confirm Passward: |......"" |
Password Strength: oy

6. Click Finish.
STEP RESULT: The password is changed.

Working with User Roles

The Patch Management Server includes both system and custom roles. System roles are
roles native to every installation and cannot be edited or disabled. They allow control over
all device groups and devices. Custom roles are created by the administrator and allow for
combining access rights and selected devices or groups for a particular user.

Figure 8-11: User Role View

Novell. ZENworkss

Server Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Horme ‘“ulnerabilities Deployments Devices Groups Users Reports Options  Help About  Log Dut

User Management: All User Roles Statuz: | - All — v|

Show results on Page Load: O Save as Default View: [ Update Wiew

Users Roles

[] Action User Role Name 2 Type Aiccess Rights Users Groups Devices ‘

I:l B 1 Adrninistrator Systermn 46 3 11 a

o @ £ Guest System 17 i 11 i

D B 3 Manager Swstern 40 a 11 a

O B 4® Operator System z8 o 11 o

0 B &Rzleechnical Publications User T 40 o 11 o

Total: 5 J< < III of 1 Pages = | Rows Per Page: |25 W |
. Adrinistrator Create Enable | Disable | Delete | Export

EE ER
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This section describes the role-based tasks available from the User Management page.
. Creating User Roles on page 241

. Editing User Roles on page 243

. Assigning a User Role to an Existing User on page 244

. Disabling User Roles on page 245

. Enabling User Roles on page 245

. Deleting User Roles on page 246

NOTE: When sorting user roles, regardless of the requested sort column or order, the system
defined user roles (Administrator, Manager, Operator, and Guest) will remain as the first four
items.

| ]
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Creating User Roles

Creating custom-defined roles is an effective means to delegate patch management
responsibilities to stakeholders throughout the organization. Once you define the template,
you can then modify access rights and modify group and device access levels.

1. In the Users page, select the Roles tab.

2. Click Create.
STEP RESULT: The Create a Role wizard opens.
Figure 8-12: User Role Wizard - Role Information tab

i Create a Role

Role Information| | Access Rights | | Groups | | Devices

Enter the Role Information:

* Name:

Description:

* Role Template: | Please select a role template. M

* Indicates a required field.

3. On the Role Information tab:
a. Type a name for the role in the Name field.
b. Type a description for the role in the Description field.
C. Select a role template in the Role Template drop-down list.
Any existing role can be used as a template and as such, will determine what access rights

the new user role will start with. You can add or remove access rights regardless of which
role was selected as the template.
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4. Select the Access Rights tab.

a. To define which rights the users assigned this role will have, select the checkbox to
the left of each of the desired access rights.

b. Click Assign to move the selected access rights to the Selected Access Rights
table or click Assign All to move all of the access rights to the Selected Access
Rights table.

C. To remove access rights, select the checkbox to the left of each of the desired
access rights.

d. Click Remove to remove the selected access rights from the Selected Access
Rights table or click Remove All to remove all of the access rights from the
Selected Access Rights table.

5. Select the Accessible Groups tab, to define which groups the users assigned this role

will be able to access.

a. To assign group access, select the checkbox to the left of each of the desired
groups.

b. Click Assign to move the selected groups to the Selected Groups table or click
Assign All to move all of the groups to the Selected Groups table.

C. To remove group access, select the checkbox to the left of each of the desired
groups.

d. Click Remove to remove the selected groups from the Selected Groups table or
click Remove All to remove all of the groups from the Selected Groups table.
Granting access to a Device Group gives permission to all devices within that group,
regardless of the options selected within the Devices tab.

6. Select the Devices tab, to define which devices the users assigned this role will be able
to access.

a. To assign device access, select the checkbox to the left of each of the desired
devices.

b. Click Assign to move the selected devices to the Selected Devices table or click
Assign All to move all of the devices to the Selected Devices table.

C. To remove device access, select the checkbox to the left of each of the desired
devices.

d. Click Remove to remove the selected devices from the Selected Devices table or
click Remove All to remove all of the devices from the Selected Devices table.

7. Click OK.

STEP RESULT: The wizard saves your changes and closes.

-242 -



MANAGING USERS AND ROLES

Editing User Roles

The editing feature is available only to custom-defined roles (system-defined roles cannot
be edited) and is performed within the Edit a Role Wizard.

In the Users page, select the Roles tab.

2. Click the Edit icon to the left of the role you wish to edit.
STEP RESULT: The Edit a Role wizard opens.

3. On the Role Information tab, Edit the Name or Description as desired.

Select the Access Rights tab.

a. To define which rights the users assigned this role will have, select the checkbox to
the left of each of the desired access rights.

b. Click Assign to move the selected access rights to the Selected Access Rights
table or click Assign All to move all of the access rights to the Selected Access
Rights table.

C. To remove access rights, select the checkbox to the left of each of the desired
access rights.

d. Click Remove to remove the selected access rights from the Selected Access
Rights table or click Remove All to remove all of the access rights from the
Selected Access Rights table.

5. Select the Accessible Groups tab, to define which groups the users assigned this role
will be able to access.

a. To assign group access, select the checkbox to the left of each of the desired
groups.

b. Click Assign to move the selected groups to the Selected Groups table or click
Assign All to move all of the groups to the Selected Groups table.

C. To remove group access, select the checkbox to the left of each of the desired
groups.

d. Click Remove to remove the selected groups from the Selected Groups table or
click Remove All to remove all of the groups from the Selected Groups table.

Granting access to a Device Group gives permission to all devices within that group,
regardless of the options selected within the Devices tab.

=
- 243 - EE HEE



MANAGING USERS AND ROLES

6. Select the Devices tab, to define which devices the users assigned this role will be able
to access.

a. To assign device access, select the checkbox to the left of each of the desired
devices.

b. Click Assign to move the selected devices to the Selected Devices table or click
Assign All to move all of the devices to the Selected Devices table.

c. To remove device access, select the checkbox to the left of each of the desired

devices.
d. Click Remove to remove the selected devices from the Selected Devices table or
click Remove All to remove all of the devices from the Selected Devices table.
7. Click OK.

STEP RESULT: The wizard saves your changes and closes.

Assigning a User Role to an Existing User

User roles are assigned to users when you create or add a user.

NOTE: At any given time, ZENworks Patch Management must have at least one user assigned
the Administrator role.

1. In the Users tab, select the user profile that will be assigned the user role.
2. Click Edit User Details.

STEP RESULT: The Edit User Wizard opens.
Figure 8-13: Edit User Wizard - User Information Page

Edit User TechPubs:

Full Mame: |Technica| Publications User |
office Phone: |555.555.1234 |
Cell Phone: |s55.555.4321 |
Pager: |s55.555.5678 |
E-mail: |techpuhs@techpuhs.com |
Description: |Technica| Fublications User |
Rale: |Administrator v|
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3. Edit the user as defined in Editing User Profiles on page 236, changing the role as desired.
4, Click Finish to save your selections.
5. Click Close to exit the Edit User Wizard.

Disabling User Roles

You can disable any non-system role, allowing you to continue maintaining the role within
ZENworks Patch Management but restricting its assignment to any users.

You cannot disable the system defined User Roles (Administrator, Manager,
Operator, and Guest).

From the Users page, select the Roles tab.

Ensure the page filter (Status) is not set to Disabled.

1

2

3. Click Update View to populate the tab.
4 Select the role or roles to disable.

5

Click Disable.
RESULT:

The role is disabled.

NOTE: If you disable a role that is assigned to a user, the user will be able to log on to the Patch
Management Server, but will be unable to view any pages.

Enabling User Roles

You can enable, edit, and delete disabled roles. Disabled user roles appear with a gray
background in the list of user roles on the User Management page.

From the Users view, select the Roles tab.

Ensure the page filter (Status) is setto A11 or Disabled.
Click Update View to populate the tab.

Select the disabled role or roles to enable.

Click Enable.

RESULT:

a M 0D -

The roles are re-enabled.
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Deleting User Roles

Removing a role deletes the role and its data from the Patch Management Server database.

order to remove a role, it must first be disabled. You cannot delete a system role.

1

2.
3.
4

5.

From the Users view, select the Roles tab.
Ensure the Status filter is setto 211 or Disabled.
Click Update View to populate the tab.

Select the role or roles to delete.

NOTE: You cannot delete Enabled User Roles or the system defined User Roles
(Administrator, Manager, Operator, and Guest).

Click Delete.

RESULT:
The disabled User Role is deleted.

CAUTION: If you delete a role that is assigned to a user, the user will be able to log on to the

Patch Management Server, but will be unable to view any pages.
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9 Configuring Default Behavior

Configuration options provide you a means to define the default behavior and administer the
Patch Management Server. This chapter provides information on configuring and managing

ZENworks Patch Management.

About the Options Page

The Options page is available by clicking Options on the main toolbar. The page comprises
six management and configuration views as individual tabs.

Viewing Configuration Options

Configuration options are viewable from the Options page.

1. From the Main menu, select Options.

STEP RESULT: The Options page displays with the Subscription Service tab as the

default view.
Figure 9-1: Configuration Options

Novell, ZENworks.

Home Wulnerabilities Deployments Devices Groups Users

Reports

Server Date and Time: 5/8/2007 4:01:13 PM (UTC-07:00)

Options Help About  Log Out

Subscription Seruice” Praducts || Configuration ||

E-Mail

Policies Support |

Subscription Service Information

Subscription Replication Status: Sleeping

Subscription Service History

Last Subscription Poll: 5/8/2007 3:00:07 PM  Subscription Communication Interval: 1 nay 5t | 1500 % (24-hour)

Account ID: &£A14AA03-BFAF-4241-A1F2-1374CARTE247

Subscription Host: novell.patchlinksecure.net: 443

Type Status Start Date 5top Date Duration Successful ~
Vulnerabilities Completed 5/8/2007 3:00:07 PM 5/8/2007 2:01:10 PM £3 (secs) True = |
Licenses Completed 5/8/2007 2:00:04 PM 5/2/2007 2:00:07 PM 2 (secs) True L=
Yulnerabilities Completed S/TF2007 2:00:49 PM S/T/2007 2:01:09 PM 20 [secs) True
Licenses Completed 5/7/2007 3:00:45 PM 5/7/2007 3:00:47 FM 2 [secs) True
Vulnerabilities Completed 5/7/2007 2:00:09 PM 5/7/2007 2:00:38 PM 29 (zecs) True
Licenses Completed 5/7/2007 3:00:06 PM 5/7/2007 3:00:08 PM 2 (secs) True
Vulnerabilities Completed 5/6/2007 3:01:06 PM S5/6/2007 3:01:33 FM 27 (zecs) True
Licenses Completed 5/6/2007 2:01:01 PM S5/6/2007 2:01:04 PM 2 (secs) True 3
. Administrator Save Update Mow | Reset | Configure | Export
2. Select a tab to view the desired Patch Management Server details.
EE ER
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Viewing Subscription Service Information

The Subscription Service page allows you to modify the Subscription Communication
interval, initiate a standard or full replication, configure the subscription service, and view
Subscription Service history and status information.

Figure 9-2: Subscription Service Tab

Novell. ZENworks.

Server Date and Tirme: 5/2/2007 4:01:13 PM (UTC-07:00)

Horme Wulnerabilitiez Deployments Dewvices Groups Users Reports  Options Help About Log Out

Subscription Service Froducts Configuration Folicies E-Mail Support

Subscription Service Information
Last Subscription Poll: 5/3/2007 2:00:07 PM  Subscription Communication Interval: 3 pay ot 15:00 » (24-hour)

Subscription Replication Status: Sleeping Subscription Host: novell patchlinksecure. net: 443

Account ID: £A14AA03-BFAF-4341-A1F8-1374CABTEZ47

Subscription Service History

Type Status Start Date Stop Date Duration Successful ~
Vulnerabilities Cempleted 5/8/2007 3:00:07 PM 5/8/2007 3:01:10 PM 53 (secs) True
Licenzas Completed 5/2/2007 3:00:04 PM 5/2/2007 3:00:07 PM 3 (secs) True
Wulnerabilities Completed S5/7/2007 2:00:49 PM S5/7/2007 2:01:09 PM 20 (zecs) True
Licenses Completed 5/7i2007 3:00:45 PM S/TF2007 2:00:47 PM 2 [secs) True
Wulnerabilities Completed 572007 3:00:03 PM 572007 3:00:38 PM 29 (zecs) True
Licenzes Completed 5/7/2007 3:00:06 PM 5/7/2007 3:00:08 PM 2 (secs)  True
\.-'uln_erab_ili_ties Comp_leted 5,-"6,-"2_00?_3:__01:_06 P _5,-"6!-"2007_ 3:01:33 PM 2?_(sech True
Licenses Completed 562007 3:01:01 PM 562007 3:01:04 PM 3 (secs) True 3
. Administrator Save Update Now Reset Configure Export

Patch Management Agents gather a list of software, hardware, services and patches
installed on each agent within the network. With this detailed information, the Patch
Management Server generates a complete analysis of your network to identify the patches,
hot fixes, service packs and updates of importance to your network.

The Patch Management Server connects to the Global Subscription Server (GSS) once
daily to download a series of vulnerability definitions and packages.

Table 9-1: Subscription Service Tab Page Functions

Button Function
Save Saves changes made to the subscription communication interval.
Update Now Initiates replication of the Patch Management Server with the Global

last replication.

Subscription Server. This option retrieves the changes made since your
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Button Function

Reset Resets the replication status and initiates a complete replication with the
Global Subscription Server.

NOTE: Once you click Reset, a confirmation window opens stating the replication
status has been reset and you can choose whether to initiate the replication
process by clicking OK, or wait until a later time, by clicking Cancel.

Configure Opens the Subscription Service Configuration page.

Export The Export button allows you to export subscription data to a comma
separated value (. csv) file. For additional information refer to Exporting
Data on page 17.

Subscription Service Information

The Subscription Service Information section provides a summary of the configuration
settings and status of the subscription service.

Table 9-2: Subscription Service Information

Information Description

Date and time of the last successful contact with Patch
Management Server.

Last Subscription Poll

Subscription
Replication Status

Current replication status. Replication ensures that the Patch
Management Server remains current with the latest
vulnerability, package, and license information.

Account ID

Passed to the Global Subscription Server and validates the
request. The account ID is created by the Patch Management
Server when it registers with the Global Subscription Server.

Subscription
Communication
Interval

Time frame for connecting to the Global Subscription Server
and retrieving updates.

NOTE: If you modify the Subscription Communication Interval you
must save the changes by clicking Save on the Action Menu.

Subscription Host

URL and port of the Global Subscription Server.
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Subscription Service History

The Subscription Service History section displays a list of subscription activity and update

records.
Field Description
Type Defines the type of task, the available types include:
+ Licenses - Verifies the validity of your Patch Management Server
license.
* Vulnerabilities - Downloads the current vulnerabilities according to
the subscription type defined for the account.
+ Packages - Downloads the current packages based upon the
vulnerabilities selected for deployment.
Status The status of the task. While the task is active, the process begins with
astatus of Initializing Replication, followed by downloads.
When the task is finished, the status is Completed.
Start Date The date and time the task started.
Stop Date The date and time the task completed.
Duration Indicates the duration of the task. This is shown in seconds or minutes.
Successful Confirms communication settings between your Patch Management
Server and the Global Subscription Server.

Subscription Service Configuration

The Subscription Service Configuration page allows you to perform the following actions:

. View your current status.

. Define your proxy.

. Define communication settings.
. Set the user interface language.

u mm
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. Enable or disable enhanced content.

Figure 9-3: Subscription Service Configuration

[\l Subscription Service Configuration

Service| | Languages| | Content|

[ staws Py
Service Status: Running Address: I:I
Last Checked: 4/7/2008 4:30 PM
Port:

Next Check: 4/8/2008 4:30 PM

Authenticated
User Name: ’7

Password:
Confirm Password:

Communication

Logging Level: Retry Limit:

M use sSL Retry Wait: (secs)

[JEenable Bandwidth Throttling Connect Timeout: (secs)
’— Kbytes per second Command Timeout: (secs)

BSAFE" Save Cancel Apply

The following table describes the available functions in the Subscription Service
Configuration window.

Table 9-3: Subscription Service Configuration Functions

Button Function

Restart Stops and restarts the Global Subscription Server. This button is located
on the Service tab.

Save Saves any changes to the database, then closes the Subscription
Service Configuration window.

Cancel Closes the Subscription Service Configuration window without saving
changes.
Apply Saves changes to the database, without closing the Subscription

Service Configuration window.
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Accessing the Configuration Page

The Subscription Service Configuration page allows you to view and define your Patch
Management Server communication settings.

1. Select the Options tab.

STEP RESULT: The Configuration Options window opens with the Subscription Service
tab displaying as the default.

2. Click Configure.
STEP RESULT: The Subscription Service Configuration window opens.
Figure 9-4: Subscription Service Configuration Page

i3 Subscription Service Configuration

Service| | Languages| | Content|

Service Status: Running Address: I:I
Last Checked: 3/25/2008 6:00 PM
Part: I

MNext Check: 3/26/2008 6:00 PM

Authenticated
User Name: I

Password: I
Confirm Password: I

Logging Level: Retry Limit:
[use ssL Retry Wait: (secs)
[JEnable Bandwidth Throttling Connect Timeout: (secs)
I— Kbytes per second Command Timeout: (secs)

BSAFE. Save Cancel Apply
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Subscription Service Status

The following table describes the fields within the Status area of the Subscription Service
Configuration window’s Service tab.

Field

Description

Service Status

The current status of the local Subscription Service’s communication
with the Global Subscription Server.

Last Checked The last date and time the local Subscription Service contacted the
Global Subscription Server.
Next Check The next scheduled date and time for the local Subscription Service

to contact the Global Subscription Server.

Subscription Service Proxy Configuration

The following table describes the fields within the Proxy area of the Subscription Service
Configuration window’s Service tab.

Table 9-4: Subscription Service Proxy Field Descriptions

Field Description

Address Uses the defined proxy address when connecting to the Global
Subscription Server.

Port Uses the defined proxy port when connecting to the Global
Subscription Server.

Authenticated When using an authenticated proxy, you must provide a valid
user name.

User Name When using an authenticated proxy, you must provide a valid
user name.

Password The password associated with the defined proxy user.

Confirm Password

=
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Subscription Service Communication Settings

The following table describes the fields within the Communication area of the
Subscription Service Configuration window’s Service tab.

Table 9-5: Subscription Service Communication Field Descriptions

Field

Description

Logging Level

The level of detail recorded to the Subscription Service Log.
Options include: bebug, Info, Warn, Error, and Fatal.

Use SSL

Enable SSL for use when communicating with the Global
Subscription Server.

Enable Bandwidth
Throttling

Enables the Kilobytes per second field, allowing you to set the
maximum bandwidth used when communicating with the Global
Subscription Server.

__Kbytes per second

The maximum Kbytes per second used when communicating
with the Global Subscription Server.

Retry Limit The number of times the Patch Management Server attempts to
establish a connection with the Global Subscription Server.
Retry Wait The number of seconds between retries.

Connect Timeout

The number of seconds before a connection will be considered
unsuccessful (when the connection time-outs, it will be retried
based upon the Retry Limit and Retry Wait values).

Command Timeout

The seconds of inactivity before a command will be considered
unsuccessful.

Setting the Vulnerability and Package Languages

The Subscription Service Configuration window’s Languages tab displays the various
vulnerability and package languages available.

1.

Select the Options tab.

STEP RESULT: The Configuration Options window opens with the Subscription

Service

Click Configure.

tab displaying as the default.

STEP RESULT: The Subscription Service Configuration window opens.
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3. Select the Languages tab.

STEP RESULT: The Subscription Service Configuration window’s Language tab
displays.

Figure 9-5: Subscription Service Configuration Language Tab

i Subscription Service Configuration

Service Languages| | Content|

[ chinese-CHS [JFrench [OKaorean
[Jchinese-cHT [Jcerman [Jprortuguese-PTB
[outch [O1talian [Jspanish

English [Jiapanese [Jswedish
[Finnish

BSAFE’ Save Cancel Apply

4. Select the check box corresponding to the language that you want to display.
5. Click Apply.
6. Click Save.

Configuring Enhanced Content

The Subscription Service Configuration window allows you to enable, disable, and export
enhanced content. Enhanced content streamlines the manner in which applicable updates
are detected by applying vendor tools to detect available and applicable updates.

=
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Enabling Enhanced Content

Enabling Enhanced Content streamlines the manner in which applicable updates are detected
by ZENworks Patch Management.

1. Select the Options tab.

STEP RESULT: The Configuration Options window opens with the Subscription
Service tab displaying as the default.

2. Click Configure.
STEP RESULT: The Subscription Service Configuration window opens.
3. Select the Content tab.
STEP RESULT: The Subscription Service Configuration window’s Content tab displays.
Figure 9-6: Subscription Service Configuration Content Tab

Subscription Service Configuration

Service | | Languages| | Content|

IMPORTANT: Firewall settings may need to be modified in order to fully enable enhanced
content. For more information including a list of required URLs, please review the release
notes or visit our support website for the most up-to-date list.

(® Enable Enhanced Content
O Disable Enhanced Content

Content URL Status

www.dovnload.windowsupdate.com True

lumension True

BSAFE’ Save Cancel Apply

Select the Enable Enhanced Content option.
Click Apply.
Click Save.

u e
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Disabling Enhanced Content

The following procedure will walk you through disabling the Enhanced Content functionality of
ZENworks Patch Management.

1.

Select the Options tab.

STEP RESULT: The Configuration Options window opens with the Subscription
Service tab displaying as the default.

Click Configure.
STEP RESULT: The Subscription Service Configuration window opens.

Select the Content tab.
STEP RESULT: The Subscription Service Configuration window’s Content tab displays.

Select the Disable Enhanced Content option.
Click Apply.
Click Save.

Exporting Enhanced Content Data

Enhanced Content data can be exported to a . csv file using the following procedure.

1.

Select the Options tab.

STEP RESULT: The Configuration Options window opens with the Subscription
Service tab displaying as the default.

Click Configure.
STEP RESULT: The Subscription Service Configuration window opens.

Select the Content tab.
STEP RESULT: The Subscription Service Configuration window’s Content tab displays.

Click Export.
STEP RESULT: A File Download dialog opens.

Click Open to open the . csv file containing the export data.
Click Save to save the . csv file containing the export data.

Click Cancel to return to the Content tab, canceling the file export.
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Verifying Subscription Licenses

The Products page allows you to view, validate and export license information. The page
provides a summary of all product, third-party software, and plug-in component licenses that
are part of your patch management activities. This information is updated as part of the daily
replication with the Global Subscription Server.

Figure 9-7: Products Tab

Novell, ZENworks.

Server Date and Time: 5/8/2007 3:59:50 PM (UTC-07:00)

Home Vulnerabilities Deployments Dewices Groups Users Repaorts Options Help About  Log Out

A

Subscription Products || Configuration || Palicies || E-Mail || Suppart

Product Information

Total Non-Expired Licenses: 10 Licenses In Use: 3 Licenses Available: 7
Description Purchase Date Vendor Effective Date Expiration Purchasec =
m‘fa”gz::ewnfks s 8/1/2006 5:00:0.., Novell 8/2/2001 5:00:0,., 8/8/2007 5:00:0... 10
b
:“ Adrninistrator Validate Export
Table 9-6: Products Tab Page Functions
Button Function
Validate Initiates a license replication that searches for any changes to your license
data.
Export Exports license data to a comma separated value (. csV) file. For
additional information refer to Exporting Data on page 17.
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Product Information

The Product Information section provides a summary of license availability and usage.

Table 9-7: License Availability

License Description
License In Use The total number of licenses in use by registered agents.
License Available The total number of licenses available for use.
Total Non-Expired The total number of licenses active and available for use. This
Licenses number represents a sum of available licenses.

License summary information is presented according to license group. A license group is
defined as a block of licenses purchased at a time. For example, you may have 3 license
groups comprising 500 total licenses with a group of 300 licenses purchased initially, and
two additional groups of 100 licenses each added during subsequent quarters.

The license group information includes the following information.

Table 9-8: License Group Information

Field Description
Description The license name or description.
Purchase Date The date the license group was purchased.
Vendor The source of the license. Click the vendor name to open a

Web browser to the vendor’s home page.

Effective Date The date the license(s) went into effect. This is the first day that
the licenses were valid, not necessarily the installation date.

Expiration The date the license(s) expires.

Purchased The number of licenses in this group.

=
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Default Configuration

The Patch Management Server Configuration page lets you establish, modify and export
the Deployment Defaults, Agent Defaults (Default Agent Policy), ISAPI Communication, and
User Interface settings.

Figure 9-8: Configuration Tab

Subscription Products Configuration Policies E-Mail Support
Deployment Defaults Set your deployment defaults
Concurrent Maxirmum number of Deployments that can run simultaneously (Deployment Limit) 500

Maxirmum number of Discover Applicable Update System tasks that can be run simultaneously (Dau) 500
Maximurm nurnber of Reboot tasks that can be run simultanscusly |5

Maxirmum number of Simultaneous mandatory baseline deployments |80

Consecutive Maxirnum nurnber of times = depl will be can I 42
Agent Defaults Set your Agent defaults
Communication  Agents should be shown Offline when inactive for |3 Hours | set to 0 (zera) to disable

Agent Unigueness Based On; | Device Hame &

Notification Defaults [] User notification windew should aluays be on top
Manual Installstion (Max 256 Chars):

This package will be downloaded ~
and made available for your
adwinistrator to install. e

171 characters left,
May Rebaok (Max 256 Chare):

This deployment MAY need to ~
reboot your computer, dependent
upon various configuration v

110 characters left,
Legscy Agents have a Netificstion Timeout of |2 mings)
Legacy Agents have a Snooze Duration of |80 min(z)

DAU (Discover Applicable Updates) should be run after Subscription Replication

DAL (Discover Applicable Updates) should be run every 26 Hours
Absentee Agent Deletion Delete Abrentee Agent sfter |0 Days. Setto O (zero) to disable
User Interface Set the Default behaviar of your User Interface Elements

Display 25 Rows Per Page
Password Expiration Notification should be displayed in [0 Days. Set ta 0 (zera) to disable
Cache Timeout: |5 Minutes (values 5-99)

Hew should Deployment Wizard Start Tires be displayed?

O Agent Local Time (Deploy at local time for each individual node)

® agent UTC Time (Deploy at UTC time for each invidividual node)

ISAPI Communication These settings determine how the Agent communicates with the Server

Concurrent Agent Limit
(@) 5QL Default (64 threads)

() Custorn Setking (5 to 256 threads) threads
Connection Timeout

(&) Default (30 seconds)

() Custorn Setking (5 to 300 seconds) rec(s)

Command Timeout
(@ Default (60 seconds)

() custom Setting (5 to 900 seconds) secs)

u e
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Button

Function

Save Saves any changes made on this page.

CAUTION: If you make any changes, you must click Save to save those changes. If
you do not click Save, the system will return to the last saved settings when you
navigate away from the Configuration page.

17.

Export Allows you to export the configuration information to a comma separated
value (. csv) file. For additional information refer to Exporting Data on page

Configuring Deployment Defaults

The Deployment Defaults area establishes the global deployment limitations.

Figure 9-9: Configuration Tab - Deployment Defaults

Deployment Defaults Set your deployment defaults

Concurvent Masxiraurn number of Deployrnents that can run simmultaneously (Deplayrnent Lirmit) [500

Masiraum nurn ber of Discaver Applicable Update Systern tasks that can be run simultanscusly (DALY [S00

Maxirmurm number of Reboot tasks that can be run simultaneously |5

Maxirnurm number of Simultanecus mandatory baseline deploymeants |50

Consecu tive Maxirnum number of fimes a deployment will be consecutively attampted |2

NOTE: You can define deployment notification recipients on the E-Mail Notification tab.

Table 9-10: Deployment Defaults

Deployment Setting

Description

Concurrent

Maximum number of Deployments that
can run simultaneously (Deployment
Limit)

The maximum amount of agents that can
receive simultaneous deployments.

Maximum number of Discover
Applicable Update System tasks that
can be run simultaneously (DAU)

The maximum number of agents that can
receive the DAU System Task at the same
time.

Maximum number of Reboot tasks that
can be run simultaneously

The maximum number of agents that can
receive a simultaneous deployment requiring a
reboot.
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Deployment Setting

Description

Maximum number of Simultaneous
mandatory baseline deployments

The maximum number of agents that can
receive simultaneous mandator baseline
deployments.

Consecutive

Maximum number of times a
deployment will be consecutively
attempted

The number of failed deployment attempts
permitted before Update Server disables the
deployment. However, this does not apply to
mandatory baseline deployments.

Configuring Agent Defaults

Agent defaults allows for establishing default behavior for the deployment agent.

Figure 9-10: Configuration Tab - Agent Defaults

Agent Defaults Set your Agent defaults

Communication Agents should be shown Offline whean inactive for |2 Hours | Setto O (zero) to disable

Agent Uniqueness Based <n:

Device Name

Notification Defaults [ user Motification window should always b= on top

Manual Installation (Max 256 Chars):
This package will be downloaded -~
and made available for wour
administrator to install. ~

171 characters left,

May Reboot (Max 256 Chars):

This deployment MAY need to -~

reboot your computer,

dependsnt

upon various configuration v

110 characters left,

Legacy Agents have a Motification Timeout of |2 min(s)

Legacy Agents have a Snooze Duration of |50 minis)

DAl (Discover Applicable Updates) should be run after Subscription Replication

DAl (Discover Applicable Updates) should be run every |26 Hours

Absentee Agent Deletion Delete Absentee Agent after |0
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Agent communication settings are defined in the Communication section of the
Configuration page. The following table describes the fields within this section.

Table 9-11: Agent Communication Settings

Field

Description

Agents should be
shown Offline when
inactive for

Configures a time interval (defined in minutes, hours or days)
that must elapse before an agent is considered to be offline.
Agents are noted as being offline when they have not
communicated with Patch Management Server for the defined
period of time. If an agent is disabled or uninstalled it does not
appear as offline. When disabled, an agent is considered offline
after failing to connect to the Patch Management Server after
two of its communication intervals.

Agent Uniqueness
Based On

Defines the Agent Uniqueness method used to identify agents.
Options are:

* Instance - Validates using instanced validation. Instanced
validation, when determining agent uniqueness, uses logic
which does not rely upon the device name.

« Device Name - Validates based on the device name.

Notification Defaults

Applies to deployments where a notification is required. The behavior defined in this section
may be overridden within a Agent Policy or on a per-deployment basis using the

Deployment Wizard.

Table 9-12: Agent Notification Defaults

Field

Description

User Notification
window should always
be on top

Selection of this option will force all notification windows to
display on top of other windows.

Manual Installation

Edit and display a message advising the user that the package
still requires installation. (Maximum of 256 characters.)

Default Deployment
Message

Edit and display the default message advising the user that a
deployment is about to begin. (Maximum of 256 characters.)
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Field

Description

May Reboot

Edit and display a message advising the user that the computer
may be rebooted. (Maximum of 256 characters.)

Default Reboot
Message

Edit and display the default message advising the user that the
computer requires a reboot. (Maximum of 256 characters.)

Legacy Agents have a
Notification Timeout

Time allotment for the notification window to display for pre-6.3
agents.

Legacy Agents have a
Snooze Duration

Maximum time allotment the agent can be set to snooze for
pre-6.3 agents.

Discover Applicable Updates

Applies to events which can initiate a Discover Applicable Updates (DAU) task.

Table 9-13: Agent Discover Applicable Updates Defaults

Field

Description

Should be run after
Subscription
Replication

Select this option if you want the Discover Applicable Updates
(DAU) task to run after your local subscription server
communicates with the Global Subscription Server.

Should be run after
Agent detects inventory
change

Select this option if you want the DAU task to run when the
agent detects changes to Inventory.

Absentee Agent Management

The Absentee Agent option allows for removing an agent that has failed to communicate

with the server.

Table 9-14: Absentee Agent Settings

Field

Description

Delete Absentee Agent
after

Removes uncommunicative agents after the set time frame.
Runs, daily at 12:30 AM. If set to zero, this function is disabled.
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Configuring User Interface Defaults

The User Interface default settings allow you to define the initial user experience for your
users.

Figure 9-11: Configuration Tab - User Interface Defaults

User Interface Set the Default behaviar of vour User Interface Elemants

Display 25 Rows Per Page

FPazsword Expiration Motification should be dizplayed in [0 Cays, Setto 0 (zerc) to disable
Cache Timeout: |5 Minutes [(values 5-99)

How should Deployment Wizard Start Times be displayed?

O mgent Local Tirme [Deplay at lacal ime for 2ach individual nade)

& Agent UTC Time (Deploy at UTC time for each invidividual node)

Table 9-15: User Interface Defaults

Field Description
Display _ Rows Per Allows you to set the default number of rows [25, 50, 100, 200,
Page 500, or 1000] displayed within Patch Management Server. The

setting applies to users who have not set their own parameters.

Password Expiration Allows you to define when users will start receiving warnings
Notification should be regarding when their password will expire.
displayed in _ days

Cache Timeout Allows you to define the maximum amount of time in minutes
before the data grid will refresh (updated from the database).

How should » Agent Local Time - Sets the deployment wizard to default to
Deployment Wizard the agent local time.

Start Times be + Agent UTC Time - Sets the deployment wizard to default to
displayed? UTC time.

Activate Automatic IP Automatically groups agents by IP Group.
Collection Grouping

NOTE: Patch Management Server default security settings prohibit the use of any browser other than
Internet Explorer 6 SP 1 and above. If you need to remove this restriction, and disable the enhanced
security settings available with IE 6 SP1, refer to Knowledgebase Article #390

=
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Customizing Row Values

The Customize Row Values page allows you to define the amount of rows you want to
display when using Patch Management Server.

1. On the Configuration page, click Modify.
STEP RESULT: The Customize Row Values window opens.
Figure 9-12: Customize Row Values

=

?
Customize Row Values

Customize Row \l'alues|

Set Default value
® 25
@] a0
@] 100
@] 200
@] 500
o 1000

2. If needed, type a new row value in the Value field.

3. Set the default value by selecting the desired Set Default radio button.
4, Click OK.

RESULT:
The custom row values and default setting is saved, and the Customize Row Values
window closes.

Configuring ISAPI Communication Settings

Patch Management Server supports the Internet Server API (ISAPI) communication
settings for the Internet Information Server (IIS).

Figure 9-13: Configuration Tab - ISAPI Communication Settings

ISAPI Communication These settings determine how the Agent cormmunica tes with the Server

Cancurrern: + Agent Lirmit
&) soL Default (54 threads)

) Custorn Setting (S to 256 threads) l:l threads

Connection Timeout
(®) Default (320 secon dsl

() Custorn Setting (S to 300 secon ds3 I:l secis]

(&) Default (60 secon EEN
) Custorn Setting (S to 900 seconds) [50 | sec(s)

u e
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Concurrent Agent Limit
Defines the maximum number of threads used by ZENworks Patch Management.

Table 9-16: Concurrent Agent Limit

Field Description
SQL Default (64 Select to enable the recommended thread count for a SQL
threads) Server implementation.
Custom Setting Select to define a custom (between 5 and 256) thread count.

Connection Timeout
The time (in seconds) before an ISAPI thread expires (times out).

Table 9-17: Connection Timeout

Field Description
Default Select to set the Connection timeout to the default value of 30
seconds.
Custom Setting Select to define a custom (between 5 and 300 seconds) timeout
setting.

Command Timeout
The time (in seconds) before an ISAPI command expires (times out).

Table 9-18: Command Timeout

Field Description
Default Select to set the Command timeout to the default value of 30
seconds.
Custom Setting Select to define a custom (between 5 and 900 seconds) timeout
setting.
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Working With Agent Policy Sets

Agent Policies are the key element in defining agent behavior. Agent Policies consist of the
rules for communicating with the Patch Management Server and define settings such as
communication interval, deployment notification options, reboot notification options, logging
levels, discovery mode, and hours of operation.

Agent policies are assigned to agents by assigning Agent Policy Sets to Device Groups. The
policy values are then assigned to the agents based upon their group membership. When
agents or groups are assigned conflicting policies, the conflict resolution rules found under
Defining Agent Policy Conflict Resolution on page 282 are applied. Any agent that does not
have all of the policies defined by it's various group memberships will have any missing
policy values defined by the Global System Policy.

The Agent Policies Sets page allows you to define the behavior of the Update Agent. Click
Options in the tool bar and then click the Policies tab.

Figure 9-14: Agent Policy Set Tab

Server Date and Time: 5/8/2007 3:57:03 PM (UTC-07:00)
Home Wulnerabilities Deployments Dewices Groups Users Reports Options Help About Log Out

Subscription | | Products | | Configuration | | Policies | | E-Mail | | Support |

[ Action AgentPolicy SetName "

H O B x 15 Minute Communication Interval
& |:|/’ Global System Policy

= [ B x <ne Hour Communication Interval

Total: 3 IIl of 1 Pages Rows PerPage: |

2 Adrninistrator Create Delete Export
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The following functions are available when using Policy Sets.

Table 9-19: Policy Sets Page Functions

Button Function

Create Creates a new Agent Policy Set.

Delete Deletes an existing Agent Policy Set.

Export Exports policy data to a comma separated value (. csv) file. For additional
information refer to Exporting Data on page 17.

Table 9-20: Policy Sets Column Functions

Icon Name Function

EI’} Edit Edits the associated Agent Policy Set.

Delete Deletes the associated Agent Policy Set.

®

Viewing Agent Policy Summary Information

Expanding an Agent Policy set listing displays information regarding each policy as
illustrated in the following figure.

Figure 9-15: Agent Policies

Subscription Products Configuration Policies E-Mail Support

[] Action Agent Policy Set Name + @

B[O # Global System Policy

Name Value Description
Solicy Set Name Global System Indicatss the unique name of the policy sat

Solicy Set Typs System cates the typs of polic em or User Defined)
Description The settings defined within the Global System Policy ars used to

Craatad By System

Indicates the name of the
Last Modified On Indicates the date that the
Maximum Transfer Rate o Indicates the maximum bz,

Minimum File Size 100 Indicates the smallest
Agent Scan Mode o Defines the Agents De

Scheduling Frequency 26 Indicates the number of hours bet. g ¥

Deployment: User May Cancel N Indicates whether the user can cancel 2 deployment
Always On Top N will remzin the
Deployment: Deploy within s
Deployment: User May Snooze ¥
Resums Intzrrupte loads 1 Indicates whether resumable ¢
Legacy Agent End Tims 12:00 AM The time of day the
Fast Path Interval [s] Indicates the inter.
Fast Path Servers Indicates the avail
Friday Hours of Operation Always On Defines the agents Hours of Operation (HOP] for Friday

nloads zre enabled

=nt should stop running 2nd checki

configurzble in Minutes, Hours, and D
Fast Path routes

Dounlozd via HTT2 0 Downlosd packages using HTT <2 of whether HTTES is ..

Communication Interval 15 Indicates the time period betw communication attempt...

Communication Intervzl Type M Indicates the definition of = ti M = Minutes, H = Hours, ..
Always On Defines the agents Hours of Operation [HOP] for Monday

0 =nt Listenzr port (0 = Diszble

5

Total: 1

=
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Creating a Policy Set

The Create a Policy Wizard allows you to create and add a policy set to the Patch
Management Server.

1. Open the Agent Policy Sets page (Options > Policies).
2. Click Create.

STEP RESULT: The Create a Policy Set window opens.
Figure 9-16: Create a Policy Set

Policy Set Information

b

=l policy Set Details
* Policy Set Name

Policy Set Description

=l communication
Logaing Level

Agent Scan Made
Communication Interval

Agent Listener Port

User May Cancel

Scheduling Frequency

= FastPath Servers
Fast Path Interusl

Servers
= Bandwidth Throttling
Maxirmurmn Transfer Rate

Minirmum File Size

Another Mew Policy

Another new Policy Set

Mone
Hormal

15 minute(s)

o
Inventory Collection Options
Resume Interrupted Downloads True

Hours of Operation
Legacy Agent Start Time 12:00 &M
Legacy Agent End Time 12:00 AM

= Deployment Notification Defaults

True
User May Snooze True
Deploy within 45 Minutes
Always On Top False

= Reboot Notification Defaults

Usar May Cancel True

User May Snooze True
Reboot Within 5 Minutes

= Discover Applicable Updates (DAUY

26 Hours

0 minute(s)

0 KBps

100 KB

* Indicates a required value
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3. In the Policy Set Information tab, click within the fields to activate the options.
The following table lists and describes the available agent policies.

Table 9-21: Agent Policy Set Descriptions

Name

Description

Policy Set Details

Policy Set The name designated to the policy. Limited to 256 characters.
Name

Policy Set The description attributed to the policy.

Description

Communication

Logging Level

The agent logging level. Levels include:
* None - Only errors are logged and recorded.

+ Basic Information - Captures all errors and basic system and usage
information.

+ Detailed - Captures all errors and the major system actions.
+ Debug - Captures all errors and system actions.

Agent Scan
Mode

The mode in which the Discover Applicable Updates task runs. Levels
include:

+ Fast Scan - Always run in Fast mode, performs the discovery faster
but uses more resources.

+ Initial Only - Performs the first discovery scan in Fast mode and
subsequent scans in Normal mode.

* Normal - Always run in normal mode, performs the scan using the
least amount of resources.

Communication
Interval

The interval (in minutes, hours or days) between each communication
between the agent and server.

Agent Listener
Port

When contacted on this port, the agent will respond with the current
version and initiate communication with server.A value of 0 (zero) turns
the agent listener off.

=
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Name Description
Inventory Launches the Select Inventory Collection page, allowing the
Collection selection of which inventory values to record during collection.
Options
Resume When enabled, the agent will resume interrupted downloads at the
Interrupted point of interruption.
Downloads
Hours of Launches the Edit Agent Policy Set page. Hours of Operation is
Operation based on Agent local time and allows for further definition of the Agent

start and end times. This page may contain a Legacy Agent Hours of
Operation if the appropriate box was checked in the Configuration
Defaults Communications Section.

Download via
HTTP

Download packages using HTTP regardless of whether HTTPS is used
for agent to server communication.

Legacy Agent Relates to Hours of Operation settings. Identifies when the agent can
Start Time begin communication.

Legacy Agent Relates to Hours of Operation settings. Identifies when the agent must
End Time suspend communication.

Deployment Notifi

cation Defaults

User May User can cancel the deployment.

Cancel

User May User can snooze the deployment.

Snooze

Deploy within Snooze or cancel the deployment time window, in minutes. When the

defined Offset has elapsed, the deployment will automatically occur.

Always on Top

Selection of this option keeps this window on top of all other windows
until the recipient acknowledges the notification by selecting a valid
option (Snooze, Cancel, Deploy, or Reboot).

Reboot Notification Defaults
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Name Description
User May User can cancel the reboot.
Cancel
User May User can snooze the reboot.
Snooze
Reboot Within Snooze or cancel the reboot time window, in minutes. When the

defined Offset has elapsed, the reboot will automatically occur.

Discover Applicable Updates (DAU)

Scheduling Defines how often the agent must perform a Discover Applicable
Frequency Updates (DAU). The value here indicates the maximum amount of time
between scans.

FastPath Servers

FastPath The time interval between agent and server communication. The
Interval interval can be defined in minutes, hours, or days.
Servers Provides a listing of the Fastpath servers the agents can use when

communicating with server.

Bandwidth Throttling

Maximum Defines the maximum amount of bandwidth used when downloading
Transfer Rate packages to an Agent. A setting of zero (0) will disable Bandwidth
Throttling.
Minimum File The smallest file size which will be impacted by Bandwidth Throttling.
Size
4, Click Save to save the agent policy set as defined.
EE EHE
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Editing a Policy Set

The Edit a Policy Setwizard allows you to modify an agent policy and the policies behavior.

1. Select the Agent Policy Set you wish to edit.

2. Select the Edit icon to the left of the policy.

STEP RESULT: The Edit a Policy Set window opens.

Figure 9-17: Edit

a Policy Set

Policy Set Information

b

=l policy Set Details
* Policy Set Name

Policy Set Description

=l communication
Logaing Level

Agent Scsn Made
Cemmunication Interual

Agent Listener Part

Inventary Collection Options
Resume Interrupted Downloads
Hours of Operaticn

Legacy Agent Start Time

Legacy Agent End Time

User May Cancel
User May Snooze
Deploy within
Always On Top

= Reboot Notification Defaults

User May Cancel
User May Snooze

Reboot Within

Scheduling Frequency

= FastPath Servers
Fast Path Interusl

Servers
= Bandwidth Throttling
Maxirmurmn Transfer Rate

Minirmum File Size

Another Mew Policy

Another new Policy Set

Mone

Morrnal

15 minute(s)
o

o

True

o
12:00 AM

12:00 AM

= Deployment Notification Defaults

45 Minutes

False

True
True

5 Minutes

= Discover Applicable Updates (DAUY

26 Hours

0 minute(s)

Com )

0 KBps

100 KB

* Indicates a required value

3. Edit the policy set as desired.

Refer to Creating a Policy Set on page 270 for details regarding the available policy
options.

4. Click Save to save your changes.
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Deleting a Policy Set

You can delete a policy at any time. Deleting a policy will delete the policy from the database
and any groups associated to the policy are automatically associated to the default policy.

1.
2.

Click Options.

In the Options page, click Policies.
STEP RESULT: The Policies tab is displayed.

Figure 9-18: Agent Policy Sets

5.

Novell. ZENworks:

Server Date and Time: 5/8/2007 3:57:03 PM (UTC-07:00)
Home Wulnerabilities Deployments Dewices Groups Users Reports Options Help About Log Out

Subscription | | Products | | Configuration | | Policies | | E-Mail | | Support |

[ Action AgentPolicy SetName "

H [0 @ 3 15 Minute Cormmunication Intereal
& B Global System Policy

= [ B x <ne Hour Communication Interval

Total: 3 = IIl of 1 Pages | Rows PerPage: |
. Administrator Create I__De_le_Ee I__Fil!_f_'f |

-

Select the policy to remove by selecting the checkbox to the left of the policy.
Click Delete.
STEP RESULT: A Delete Confirmation dialog opens.

Click Yes to acknowledge the deletion.

RESULT:

The policy is deleted from the system.
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Defining Inventory Collection Options

The Select Inventory Collection page allows you to chose the inventory items collected by
the Discover Applicable Updates (DAU) task.

Figure 9-19: Inventory Collection Options

Select Inventory Collection

>

[“] Inventory Collection Options:
[“] allow use of WMI during inventory collection

[“lHardware [“] other
[l usk controllers [l 08 serial number {requires WMI)
[“]10E aTa/ATAPI controllers [¥] wirtual Machines
Other hardware devices Device serial number {requires WMI)
[l processars [¥] Device manufacturer and madel {may use WHMI}
[luse storage devices [l Device asset tag {requires WHMI}
[ etwark adapters and MAC address {may use WMI) [l user - last logged on
Physical RAM - armount System uptime {may use WMI}
System devices [¥] custam import from file {may use WMI)
Non-PIug and Play drivers
Locally attached drives, total and free space
[Fluse devices
[l 103 information 58 |
Sound, video, and game controllers

Button Function
Reset Resets the window, returning to the previous settings.
OK Closes the window (saving changes).
Cancel Cancels all changes and closes the window.

Setting Inventory Collection Options
The following procedure will walk you through setting the inventory collection options.

1. Open Create/Edit Policy Set.
STEP RESULT: The Create/Edit a Policy Set window opens.

2. Scroll to the Inventory Collection area, and click Define.
STEP RESULT: The Select Inventory Collection window opens.
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3. Select and define the inventory options.

Table 9-22: Inventory Collection Options

Inventory Option Description
Inventory Collection Deselecting this option will deselect all inventory collection
Options options.
Allow use of WMI Required if WMI data will be gathered. Deselecting this option
during inventory will deselect all inventory options which require WMI.
collection
Hardware Deselecting this option will deselect all Hardware inventory
options.
USB Controllers Scan for data regarding USB Device inventory (from
... \Enum\USB).
IDE ATA/ATAPI Scan for data regarding IDE ATA/ATAPI controllers.
Controllers
Other Hardware Scan for system device data.
Devices
Processors Scan for processor data.
USB Storage Devices Scan for data regarding USB device inventory (from
. . . \Enum\USBSTOR).
Network Adapters and Scan for data regarding network adapters.
MAC Addresses (may
use WMI)
Physical RAM - amount | Scan the devices physical RAM.
System Devices Scan the Windows Registry for additional hardware information.
Non-Plug and Play Scan for data regarding non-Plug and Play drivers.
drivers
Locally attached drives, | Scan for data regarding disk drives.
total and free space
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Inventory Option

Description

USB Devices

Scan for data regarding USB devices.

BIOS Information

Scan for BIOS data.

Sound, Video, and
Game Controllers

Scan for data regarding sound, video, and game controllers.

OS Serial Number
(requires WMI)

Scan for the Operating System serial number.

Virtual Machines

Scan to determine if device is a virtual machine.

Device Serial Number
(requires WMI)

Scan for the device serial number.

Device Manufacturer
and Model (may use
WMI)

Scan for the device manufacturer and model.

Device Asset Tag
(requires WMI)

Scan for the device’s asset tag.

User - Last Logged On

Scan for last logged in user and time.

System Uptime (may
use WMI)

Scan for and return the time since last reboot (system uptime).

Custom import from file
(may use WMI)

Scan for a file containing custom inventory data. For additional
information refer to Using Custom Inventory on page 143.

Services Scans for a listing of Windows services (not applicable for
Windows 9x or ME).
Software Scans for a listing of installed software.
4. Click OK.
RESULT:
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The Inventory Collection Options window closes, saving your changes.

CAUTION: Changes made to the Inventory Collection Options will not be saved until you have
selected Save on the originating page.

Defining Agent Hours of Operation

Agent communication can be enabled or disabled to restrict agent communication with the
Patch Management Server to a specific time range only.

NOTE: Hours of Operation is based on the Agent’s local time.

Figure 9-20: Agent Hours of Operation
Hours Of Operation

Agent Hours Of Operation Agent Communication: [B] Enabled [l Disabled

@ £ @

Sunday

Monday

Tuesday
Wednesday

Thursday
Friday

Saturday

Table 9-23: Hours of Operations Page Functions

Button Function
Reset Resets the previous Hours of Operations settings, leaving the page open for
edit.
OK Closes the window, saving your changes.
Cancel Cancels all changes and closes the window.

Setting An Hours of Operation Policy

1. Open Create/Edit Policy Set.
STEP RESULT: The Create/Edit a Policy Set window opens.
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2. Scroll to the Hours of Operation area, and click Define.
STEP RESULT: The Hours of Operation window opens.

3. Click the Day and Hour combinations during which you want to restrict agent
communication.

. All toggles all agent communication.

. The day unit toggles the entire day.

. The time unit toggles 30 minute increments across all days.
4. Click OK.
RESULT:

The Hours of Operations window closes, saving your changes.

CAUTION: Changes made to the Hours of Operations will not be saved until you have selected
Save on the originating page.

Defining FastPath Servers

The Fastpath functionality will allow for the redirection of an agent from the Patch
Management Server to a Fastpath Server (or any caching proxy server) based upon the
fastest route.

Table 9-24: FastPath Server Fields

Field Description
Communication The time interval between each check by fastpath to determine the
Interval fastest communication path back to the Update Server. A setting of

zero (0) will disable the use of Fastpath Servers.

Servers A listing of the available Fastpath servers.

Adding and Editing FastPath Servers

1. Open Create/Edit Policy Set.
STEP RESULT: The Create/Edit a Policy Set window opens.

u e
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2. Scroll to the FastPath Servers area, and click Modify.
STEP RESULT: The Edit FastPath Servers window opens.
Figure 9-21: Edit FastPath Servers Window

?
= Edit FastPath Servers '

FastPath Servers

| dd url Port |
Mo FastPath Servers Assigned

3. Click the Add link (or Edit icon).
STEP RESULT: The Add FastPath Server dialog opens.
Figure 9-22: Add FastPath Server Dialog

?
] Add FastPath Server '

Add FastPath Server

URL: | |

Port: | |

[ suthenticated

User Mame: |

Password: I
Confirm Password: I
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Provide the following data about your FastPath server.

Url - The Url should be added in the http://servername format.
Port - The port on which your FastPath server operates.

Authenticated - Select this option if the FastPath server requires authentication.
Enables the User Name and Password fields.

User Name - If your FastPath server requires authentication, provide a valid user
name.

Password / Confirm Password - Enter the password associated with the defined
user name.

Click OK.
STEP RESULT: The FastPath server data is saved and the Add FastPath Server dialog

closes.

Click Save.
STEP RESULT: The Edit FastPath Server window closes.

Defining Agent Policy Conflict Resolution

When a group is assigned conflicting policies, those policies must be validated, and any
conflicting policies resolved. The policies are resolved in the following order:

1)

Group Policies - The conflicting policy sets assigned to a group are resolved prior to
attempting to resolve the agent policies. The following rules apply:

a)

b)

Any directly assigned policies, with conflicting values, are resolved as defined in the
Agent Policy Conflict Resolution Rules on page 283.

If a group has inherit policies turned on, it will receive the resultant (after conflict
resolution) policies assigned to it's parent. Any policy values that are not directly
assigned to the group, but are inherited from the group’s parent, are assigned to the
group.

NOTE: If inherit policies is turned off, only directly assigned policies are considered
and this step is skipped.
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2)  Agent Policies - After resolving the group policies, the conflicting policies assigned to an
agent (via it's group membership) are resolved. The following rules apply:

a) Theresultant policies of all groups to which the agent is a member are resolved as
defined in the Agent Policy Conflict Resolution Rules on page 283.

b)  Any policy values that have not been defined via the agent’s group membership are
populated based upon the policy settings defined in the Global Policy Set.

NOTE: The policy settings defined in the Global Policy Set are only used to fill the
empty agent policy values. Therefore, conflict resolution rules do not apply to the
Global Policy Set.

Agent Policy Conflict Resolution Rules

Table 9-25: Agent Policy Conflict Resolution

Policy Setting Resolution

Logging Level The agent will use the most verbose Logging Level.
(Debug > Detailed > Basic Information > None)

Agent Scan Mode The agent will use the fastest Agent Scan Mode.
(Fast Scan > Initial Scan > Normal Scan)

Communication The agent will use the shortest Communication Interval.
Interval
Agent Listener Port If any group has an Agent Listener port defined (not zero), the

agent listens on the highest defined port value.

Inventory Collection The agent will use an all inclusive set of Inventory Collection
Options options.

Resumable Downloads | If any group is not using Resumable Downloads, the agent will
not use Resumable Downloads.

Hours of Operation If any group is not using Hours of Operation, the agent will not
use Hours of Operation. However, if all groups are using Hours
of Operation, the agent will use an all inclusive setting. The on
value takes precedence during this operation.

User May Cancel The agent will use True.
Deployment
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Policy Setting Resolution
User May Snooze The agent will use True.
Deployment
Deployment Within n The agent will use the smallest Deploy Within value.
Minutes
Always on Top The agent will use True
User May Cancel The agent will use True
Reboot
User May Snooze The agent will use True
Reboot
Reboot Within n The agent will use the smallest Reboot Within value.
Minutes
Discover Applicable The agent will use the longest possible DAU frequency.
Updates (DAU)
Scheduling Frequency
FastPath Interval The agent will use the shortest FastPath interval.
FastPath Servers The agent will use all of the defined FastPath servers.
Maximum Transfer Rate | The agent will use the smallest transfer rate.
Minimum File Size The agent will use the smallest file size.

| ]|
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The E-Mail Notification page lets you configure system alerts to help in monitoring your
Patch Management Server. You can enter any number of e-mail addresses and then assign
the particular alert types that you want each recipient to receive. This page also allows you

to define the trigger levels for individual alerts.
Figure 9-23: E-Mail Notification Tab

Subscription Products Configuration Folicies E-Mail Notification Support
E-Mail Motifications
Law Law Law Up-
Systermn | Storage |Available| Coming

Mew
O Vulnerabilities Registrations

O

Alert Thresholds

Low System Disk Space:

Alert When Below 1025

Low Storage Disk Space:

Mew Agent |Subscription Deployment| Disk Disk | License | License | License
Failure Failure Space | Space | Count |Expiration Expiration|Motification Address
Technical. Publications@TechPubs.com

Outgoing Mail Server (SMTP): |mail. TechPubs.com
Low Available License Count:

MB. Check Disk Space Every |q Days % Alert When Below |25 Licenses.,
Upcoming License Expiration:

MB. Check Disk Space Every |q Days % Alert When Days Remaining Are Below |gg

Alert When Below 100

The following table describes the functions available on the E-Mail Notification tab.

Table 9-26: E-Mail Notification Page Functionality

Button Function

Create Creates a new e-mail notification.

Save Saves the changes made to e-mail notification.
NOTE: Be sure to click Save after making any changes. If you do not click Save,
the system will revert to the last saved settings when you navigate away from the
E-Mail page.

Delete Deletes the selected e-mail address from the notification list. Once
deleted, the entry cannot be restored.
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Button Function
Export Exports a list of e-mail notification addresses and settings to comma
separated value (. csv) file format. For additional information refer to
Exporting Data on page 17.
Test Sends a test e-mail message to the selected e-mail address(es).

Defining E-Mail Notification

The following options can be defined for each e-mail address included in the notification
address column. Notification trigger levels (default values) for disk space, checking
intervals, and license data are defined in the Alert Thresholds section.

Table 9-27: E-Mail Notification Column Descriptions

Column Name

Description

New Vulnerabilities

Alerts when a new vulnerability becomes available for
deployment.

New Agent
Registrations

Alerts when an agent registers with the Patch Management
Server.

Subscription Failure

Alerts when any subscription task (download) fails.

Deployment Failure

Alerts when a deployment fails.

Low System Disk Space

Alerts when the free disk space, on the Patch Management
Server, falls below the defined minimums.

Low Storage Disk
Space

Alerts when the available storage space, on the Patch
Management Server, falls below the defined minimums.

Low Available License
Count

Alerts when the number of licenses available to the Patch
Management Server falls defined minimums.

Up-Coming License
Expiration

Alerts when licenses will expire within the defined time frame.

License Expiration

Alerts when a license expires.
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Column Name Description

Notification Address The e-mail address that receives notifications. Must be a validly
formatted e-mail address (hame@domain.tld); the system does
not, however, validate the actual address.

Outgoing Mail Server The mail host used by your Patch Management Server for
(SMTP) sending e-mail messages.

Defining E-Mail Alert Thresholds

Alert thresholds allow you to define the limits that trigger various alerts (notifications).
Trigger limits are available for system disk space, storage disk space and license
information.

Table 9-28: E-Mail Notification Alert Threshold Definitions

Alert Threshold Definition

Low System Disk Space | Alert is generated if the system disk space on the Update
Server drops below the defined level. The level is measured in
Megabytes (MB) and must be a whole number between 1 and
9,999 MB (9.765 GB).

Low Storage Disk Alert is generated if the storage drive disk space on the Update
Space Server drops below the defined level. The level is measured in
Megabytes (MB) and must be a whole number between 1 and

9,999 MB (9.765 GB).

Check Disk Space Represents the schedule that the thresholds are checked. This
Every __ Interval is defined in units of minutes, hours or days. The interval must
be defined as a whole number between 1 and 99.

Low Available License Alert is generated if the number of available licenses drops

Count below the defined level. The level is measured in units of
available licenses, and must be a whole number between 1 and
999.

Up-Coming License Alert is generated if licenses will expire within the defined days.

Expiration The level is measured in units of days to expiration, and must

be defined as a whole number between 1 and 99.
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Sending a Test E-Mail

On the Options page, click E-Mail

test message.
3. Click Test.

RESULT:

In the Current E-Mail Notifications section, select the e-mail address(es) to receive the

A confirmation message informs you that the test message was sent.

Technical Support Information

Clicking on the Support tab causes the Technical Support page to be displayed. The
Technical Support page is a view-only page that provides a variety of system data
pertaining to the Patch Management Server environment. It also provides links to contacting

support.
Figure 9-24: Technical Support Tab

Novells ZENworks:

Server Date and Time: 5/8/2007 2:58:26 PM (UTC-07:00)

Non-Expired Licenses:z 10
Licenses Available: 7

Licenses In Use: 3

Subscription Service ID:

Component Yersion Information
0% Version: 5.2.3730

MNET ¥ersion:

Nowell Support Information

Last Connected with Movell: 5/2/2007 2:00:07 PM

3207d385-8800-4df1-a0e7-c54f129fhadz

05 Service Pack: Service Pack 1
IIS ¥ersion: £,0,2720,12320
1.1.4222,2200

® Access Product Knowledge Base

Horme Vulnerabilities Deployments Devices Groups Users Reports Options Help About Log Out
Subscription | | Products | | Configuration | | FPaolicies | | E-Mail | |Technical Support
Server Information
MName: TP-PATCHMGR Yersion: £.4.2,1029
Serial Number: 934DAZ5F-93153753 URL: tp-patchmgr.lab.com
N Microsoft Windows Server 2003, Last Agent
Operating System: [ 7% "0F 2 0 c““““am: S/SFZ007 3:56:43 PM

Installation Date: 4/23/2007 12: 35:00 PM

Storage Volume Free .\ _ . o5y Jug 176 Bytes
Space:

System Root Free

Space:

Total Agents

Registered:

i = 6,221,746,176 Bytes

3

MDAC ¥ersion: 2.82.1830.0 | More

S0L File ¥ersion: 9.00,Z042,00

SOL Yersion: Microsoft SQL Server 2005 -
9.00.3042.00 (Intel X86) Feb 9
2007 22:47:07 Copyright (<)
1988-2005 Microsoft Carparation
Express Edition on Windows NT 5.2
(Build 37901 Service Pack 1)

® Access Product Web Site

- Administrator

05 Packs

Export
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The following table describes the Action Menu functions of the Technical Support page.

Button Function
OS Packs Regenerates and synchronize the relevant information for each of the
Operating Systems supported by your Patch Management Server.
Export Exports a list of support information and settings to comma separated
value (. csV) file format. For additional information refer to Exporting
Data on page 17.

Server Information

This section provides general notes regarding the Patch Management Server. The
information is not editable.

Table 9-29: Server Information Field Descriptions

Field

Description

Name

The name of the computer on which Patch Management Server is
installed.

Serial Number

The serial number used by this server.

Operating System

The operating system installed and running on the Patch
Management Server machine.

Last Connected

The date and time the system last made a connection with the Global

with Novell Subscription Server.

ZENworks

Non-Expired Total number of active licenses.

Licenses

Licenses Number of licenses that can be used to register devices with this
Available Patch Management Server.

Licenses in Use

Number of licenses being used by agents.

Subscription
Service ID

The ID assigned to the Patch Management Server upon its
registration with the Global Subscription Server.
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Field Description
Version The version number of the Patch Management Server installed.
URL The URL assigned to this Patch Management Server.
Last Agent The date and time an Agent last made a connection to the Patch
Connection Management Server.

Installation Date

The date Patch Management Server was installed.

Storage Volume
Free Space

The amount of free disk space on your storage volume.

System Root Free
Space

The amount of free disk space on your system volume.

Total Agents
Registered

The total number of agents registered with this Patch Management
Server.

Replication
Service Version

The version of the local Global Subscription Server.

Component Version Information

This section identifies the basic component software and services running on the Patch
Management Server. The information is not editable.

Table 9-30: Component Version Information Field Description

Field

Description

OS Version

Additional operating system information (typically the version
number).

OS Service Pack

Service pack information, if available, regarding your operating
system.

IS Version The version of Internet Information Server (11S) running on the
system.
.NET Version The .NET Framework versions installed on the server.
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Field Description

MDAC Version The Microsoft Data Access Components (MDAC) version.Click

More... to view a detailed list of MDAC product and file versions.

SQL File Version The SQL Server version installed on the server.

SQL Version Detailed SQL Server version information.

Support Information
This section provides links to the Novell Support team.

Table 9-31: Support Information Link Descriptions

Link

Description

Contact Technical
Support

Sends an e-mail to the Novell technical support team.

Access Product
Knowledge Base

Accesses the Novell Knowledge Base.

Access Product
Web Site

Accesses the Novell Web site.

Ask a Question

Sends a support question to the Novell technical support team via
e-mail.

Request a Patch

Sends a patch request to the Novell technical support team via
e-mail.

Request a Feature

Sends a feature request to the Novell technical support team via
e-mail.

Provide Product
Feedback

Sends product input to the Novell technical support team via e-mail.

- 291 -




CONFIGURING DEFAULT BEHAVIOR

u e
- - 292 -



ZENWORKS PATCH MANAGEMENT USER GUIDE

1 0 Using the Agent

When installed on a device, the Agent scans that device for vulnerabilities and
communicates the results of the scan to your Patch Management Server. The results
returned to Patch Management can be viewed at any time, even if the workstation is
disconnected from your network. The scan results are used, by ZENworks Patch
Management, to determine a vulnerability’s applicability for each device. If a vulnerability is
applicable, ZENworks Patch Management will display the device as Not Patched.

After installing the Patch Management Agent, there is generally, no additional user
interaction required at the device.

About the Agent for Pre Windows Vista

The agent is responsible for retrieving device data, uploading the device data to Patch
Management Server, and deploying vulnerabilities to the device.

Viewing the Pre Windows Vista Agent

1. Go to Start > Settings > Control Panel.
2. Select ZENworks Patch Management.

RESULT:
The Novell Agent Control Panel opens with the Deployment tab selected by default.

NOTE: When opening the Patch Management Agent, the Control Panel must be displayed in
the Windows Classic View. Viewing the Control Panel in Category View will not display the

Agent.
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Deployment Tab

The Deployment tab is comprised of four functional areas.

Figure 10-1: Agent Initial Window

Novell ZENworks Patch Management Agent [ %]
Deplayment | petection | Praxies | Abaut |
Patch Management Server: http: fftp-patchmgr Nove"
Deployment Agent Status: Starked -
—Agent Information
Last Checked Time: 5/8/2007 1:32:02 PM
Mext Checked Time: 5/8/2007 1:47:02 PM
Logging Level: Mone
Agenk Listener Paork: 1]
—Log Operations Agent Operations
‘Wiew Agent Log Check Now |
Clear Agent Log | Restark Agent |
OF I Cancel | Apply |

Server Information and Status

The following table displays the Patch Management Server location and the communication

status:

Table 10-1: Server Information - Deployment Tab

Field

Description

Patch Management
Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the ZENworks Patch Management
service on the local device.
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Agent Information

The following table describes the information in the Agent Information area of the
Deployment tab:

Table 10-2: Agent Information

Field Description

Last Checked Time When the agent last communicated with the Patch
Management Server.

Next Checked Time Next scheduled time when the agent will contact the
ZENworks Patch Management Server.

Logging Level The agent’s current logging level. As defined in “Customizing
and Administering Agent Policy Sets” on page 257.

Agent Listener Port The port on which the agent will listen for communication. 0 =
Disabled. Defined in “Customizing and Administering Agent
Policy Sets” on page 257.

Log Operations

The following table describes the log operations:

Table 10-3: Log Operations

Use To
View Agent Log View the Agent’s activity log.
Clear Agent Log Clear the contents of the agent log.

Viewing the Agent Log
Perform the following procedure to view the agent log.
1. Click View Agent Log.

RESULT:
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The Agent Log (ZENworks Patch Management Agent.log)Opens.

Figure 10-2: Agent Log

‘ [P ZENworks Patch Management Agent.log - Notepad o ] |

File Edit Format Wew Help

2006/08,28 14 :16:21.
2006/08/28 14:16:24.
2006/08,28 14 :16:2a.
20060828 14:16:35.
2006/08,28 14:16:35.

|

O,HttpsSession:topen: to host: http:/  tp_novell [Htt;l
,O,HttpsSession:iopen: to host: http:/tcp_novell upd:
0826, 0,Request to registersunregister an agent. [AgentTh
0, agenttregister agent returned (00 success [AgentT
0,Exiting AgentThread::registeragent [agentThread.c

Clearing the Agent Log

Perform the following procedure to clear the agent log.

1. Click Clear Agent Log.

STEP RESULT: The clear confirmation message dialog box opens.
Figure 10-3: Clear Agent Log Message

2. Click Yes.

RESULT:

Control Panel Message [ <]

\?/ Are you sure you wank to clear this log file?

The system clears the Agent Log.

Agent Operations

The following table describes the Agent Operations area:

Table 10-4: Agent Operations on the Deployment tab

Use To
Check Now Cause the Agent to contact the Patch Management Server.
Restart Agent Restarts the ZENworks Patch Management service.
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Initiating Communication Between the Agent and Patch Management Server

Complete the following procedure to initiate communication between the Patch Management
Agent and the Patch Management Server.

1. Click Check Now.
RESULT:

The agent initiates communication with the Patch Management Server and checks for any
pending tasks or deployments and the Last Checked Time is updated to reflect the current
time.

Restarting the Agent

Complete the following procedure to restart the Agent.

1. Click Restart Agent.
2. The Agent restarts.
RESULT:

The Deployment Agent Status field confirms that the Agent is restarting by displaying
Restarting, and then Started when complete.

Detection Tab
The Detection tab is comprised of four functional areas.

Figure 10-4: Detection Tab

Deployment  Detection |Pr0xies I About I

Patch Management Server: http: fftp-patchmgr

Novell

Deployment Agent Status: Starked

—Agent Information
Last Detection Time: 5/8/2007 11:16:52 AM

Detection Status: Done

—Log Operations —————————————————— Agent Operations

View Detection Log
Detect ASAP |
Clear Detection Log |

OF I Cancel | Apply |
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Server Information and Status

The following table displays the Patch Management Server location and the communication

status:

Table 10-5: Server Information - Detection Tab

Field

Description

Patch Management
Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the ZENworks Patch Management
service on the local device.

Agent Information

The following table describes the information in the Agent Information area of the

Deployment tab:

Table 10-6: Agent Information - Detection Tab

Field

Description

Last Detection Time

The last time the Discover Applicable Updates (DAU) task
ran.

Detection Status

The status of the DAU task.

Log Operations

The following table describes the Log Operations area:

Table 10-7: Log Operations - Detection Tab

Use

To

View Agent Log

View the Detection log.

Clear Agent Log

Clear the Detection log.
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Viewing the Detection Log

Complete the following procedure to view the Detection Log.
1. Click View Detection Log.

RESULT:

The Detection Log opens.

Figure 10-5: View Detection Log

E& Z2ENworks Patch Management Detection Agent.log - Notepad - |I:I|i|
File Edit Format Wiew Help
EO06/08/2% 14:12:36.0420,0,5tarting Detection Agent fJ

2006/08/29 14:12:56.0467, 0, System Configuration

2006/08/29 14:12:56. 0576, 0, AQent ID = 17C28A9A-803A-49EF-A893-156921812E08
2006/08/29 14:12:56.063%9,0, Account ID = 934DA35F-0000-0010-8000-931537532E
2008/08,/29 14:12:556.0811,0, Agent Install Path = C: \Program Files“PatchLink
20060829 14:12:56.0842,0, Base Aagent version = 6.3.2.4

2006/08,/29 14:12:56. 0889, 0, Detection Agent version = &. 3 2.470

2006/08/29 14:12:56. 0934, 0, PLUS wversion = §.3.2.470

2006/08/29 14:12:56.0967,0, AgentCenter wWeb Service version = 3

2006/08/29 14:12:57.0076, 0, Active options
2006,/08,/2% 14:12:57.02%5,0, Detection Agent Character sSet = MBCS -

| H oz

Clearing the Detection Log

Complete the following procedure to clear the Detection Log.

1. Click Clear Detection Log.
STEP RESULT: The Clear confirmation message dialog box opens.
Figure 10-6: Clear Agent Log Message

::’/ Are you sure you wank to clear this log file?

2. Click Yes.
RESULT:

The system clears the Detection Log.
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Agent Operations
The following table describes the Agent Operations area:

Table 10-8: Agent Operations

Use To

Detect ASAP Causes the agent to start a Discoverable Applicable Updates
task as soon as possible.

Prompting the Agent to Detect Vulnerabilities Immediately

Complete the following procedure to prompt the Agent to detect vulnerabilities immediately.
1. Click Detect ASAP.

RESULT:

The Agent starts the Discover Applicable Updates task. The Last Detection Time field
reflects the current time.

Proxies Tab

The Proxies tab allows you to configure proxy settings for communication with the Patch
Management Server.

Figure 10-7: Proxies Tab

Deployment: I Detection  Proxies |Ab0ut I

Patch Management Server: http: fitp-patchmgr

Deployment Agent Status: Starked Nove' I“
Deployment Agent Proxy Information
™ Enable Proxy I~ | suthenticated
SErVEr: I Fart: I
Usernare: I Password: I

B BSAFE

OF I Cancel Apply
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The following table displays the Patch Management Server location and the communication

status.

Table 10-9: Server Information - Proxies Tab

Field Description
Patch Management The URL of the ZENworks Patch Management Server the
Server agent is registered against.

service on the local device.

Deployment Agent Status | Indicates the current status (started, stopped, working,
waiting, or restarting) of the ZENworks Patch Management

Configuring Proxy Settings

Complete the following procedure to configure proxy settings.

1. Select Enable Proxy.
STEP RESULT: The Server and Port fields become active.

Type the server's URL address in the Server field.
Type the port in the Port field.

If you are using an Authenticated proxy, select Authenticated.

STEP RESULT: The Username and Password fields become active.

Figure 10-8: Proxy Tab
x|

Deployment: I Detection  Proxies |Ab0ut I

Patch Management Server: http: fitp_novell NOVEII
Deployment Agent Status: Started -
Deployment Agent Proxy Information
V¥ Enable Proxy [V autherticated
Server: Itp_novellserver Port: ID
Username: IUser Password: I*******

OF I Cancel Apply

5. Type the username in the Username field.
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6. Type the password in the Password field.
7. Click OK.
STEP RESULT: The confirmation dialog box opens.

Figure 10-9: Proxy Change Confirmation
5

( P | Applying these configuration changes will cause a restart of the default agent.
W Do you wank ko continue?

8. Click Yes.
RESULT:

The proxy information is saved.

About Tab

The About Tab displays information regarding the Agent and its associated ZENworks Patch
Management Server.

Figure 10-10: About Tab

Deployment: I Detection I Prosies About |

Patch Management Server: http: fftp-patchmgr
Deployment Agent Status: Started Nove' I“
Version Information
Client Agent: 6.4.2.214
Detection Agent: 6.4.2.214
Patch Management Server: 6.4,2.1029
Control Panel: 6.4.2.214
Motification Manager: 6.4.2.214

OF I Cancel Apply
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Server Information and Status

The following table displays the Patch Management Server location and the communication
status:

Table 10-10: Server Information - About Tab

Field Description
Patch Management The URL of the ZENworks Patch Management Server the
Server agent is registered against.

Deployment Agent Status | Indicates the current status (started, stopped, working,
waiting, or restarting) of the ZENworks Patch Management
service on the local device.

Version Information

The following table describes the Version Information are for the About tab:

Table 10-11: Version Information

Field Description
Client Agent Version number of the Patch Management Agent.
Detection Agent Version number of the Detection Agent.
Patch Management Version number of the ZENworks Patch Management Server.
Server
Control Panel Version number of the Control Panel.
Notification Manager Version number of the Notification Manager.
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User Interaction During a Deployment

After you create a deployment within the Patch Management Server, the agent can retrieve
the deployment from the server. When the agent receives a deployment, if a deployment
notification was enabled and a user is logged into the device, the Novell ZENworks Desktop
Deployment Manager displays on the Device screen.

Figure 10-11: Novell ZENworks Desktop Deployment Manager - Pending Deployment

Novell ZENworks Patch Management Desktop Deployment Manager

The download and installation of the patch: MS 282010
Microsoft Jet 4.0 Service Pack 7 (SP7) is ready to begin, I
wou require any additional infarmation, please contact your
Movell ZEMworks Patch Management administrator,

NOVEH PATCHLINE

III This software update must begin by to

S ar:

An icon is also visible in the taskbar.

Figure 10-12: Novell ZENworks Desktop Deployment Manager Icon

M 149 pm

Beginning the Deployment

Complete the following procedure to begin a deployment.
1. Click Install.
RESULT:

The Agent starts the deployment.

Delaying a Deployment

Complete the following procedure to delay a deployment.

1. Select a time frame from the Snooze for drop-down list.
2. Click Snooze.
RESULT:

The deployment is delayed for the selected duration.

- 304 -



USING THE AGENT

Canceling a Deployment
Complete the following procedure to cancel a deployment.

1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to do
S0).

STEP RESULT: A confirmation dialog box displays, confirming your choice.
2. Click Yes.
RESULT:

The deployment is cancelled.

NOTE: If the deployment is part of a mandatory baseline, the Patch Management Server will
redeploy the patch until it is installed on the device.

User Interaction During a Reboot

If the agent must reboot the device, a user is logged into the device, and reboot notification
was enabled, the Novell ZENworks Desktop Deployment Manager will displays on the
Device screen.

Figure 10-13: Novell ZENworks Desktop Deployment Manager - Pending Reboot

Novell ZENworks Patch Management Desktop Deployment Manager

nstallation of the patch: M3 252010
Microsoft Jet 4.0 Service Pack 7 (SP7), it is now necessary to
reboot wour device. IF you require any additional infarmation,
please contact your Movell ZEMworks Patch Management
administratar,

Novell.

S ar:

An icon is also visible in the taskbar.

Figure 10-14: Novell ZENworks Desktop Deployment Manager Icon

N 142 Pm
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Rebooting Immediately
Complete the following procedure to reboot immediately.
1. Click Reboot.
RESULT:

The Agent reboots the device.

Delaying a Reboot

Complete the following procedure to delay a reboot.

1. Select a time frame from the Snooze for drop-down list.
2. Click Snooze.
RESULT:

The reboot is delayed for the selected duration.

Canceling the Reboot
Complete the following procedure to cancel reboot.
1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to

cancel reboots).
STEP RESULT: A confirmation dialog box displays, confirming your choice.

2. Click Yes.
RESULT:

The reboot is cancelled.

About the Patch Management Agent for Mac

The Patch Management Agent for Mac is a graphical user interface application for Apple OS
X. The agent is responsible for uploading device data to the TBD and retrieving
vulnerabilities.

Viewing the Agent

Complete the following procedure to view the Agent.

1. Click System Preferences.
2. Click Patch Management Agent Control Panel.

RESULT:
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The Novell Agent Control Panel opens. The Deployment tab is the default.

Deployment Tab

The Deployment tab is comprised of three functional areas.

Figure 10-15: Agent Deployment Tab

Information

Update Server:
Proxy Server:
Proxy Port:
Agent Version:
Agent Status:
Install Directory:
Last Checked:

Next Check:

Results:

[ Deployment

Detection |

Diagnostics

10.19.1.86 Logging Level: None
None
Agent Listener Port: 0
None
6.4185 | Trim Logs | | Archive Logs |
| View Agent Log | | Clear Agent Log |
JUsers/jeffrey.rivers
None | View Error Log | | Clear Error Log |
None
Start Agent | | Stop Agent | | Restart Agent

USING THE AGENT

EEIN BSAFE’
Server Information
The following table displays server information:
Table 10-12: Server Information Displayed in the Mac Agent
Field Description

Patch Management
Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Proxy Server

The URL of the proxy server, if a proxy server is configured.

Proxy Port

configured.

The port used by the proxy server, if a proxy server is
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Field

Description

Agent Version

The version number of the Patch Management Agent.

Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the Patch Management Agent service
on the local device.

Install Directory

The directory in which the Patch Management Agent is
installed.

Last Checked

The time at which the agent last communicated with the
ZENworks Patch Management Server.

Next Checked

The next scheduled time when the agent will contact the
ZENworks Patch Management Server.

Diagnostics Information

The following table displays the Patch Management Agent diagnostics information and log

operations:

Table 10-13: Diagnostics Information

Field

Description

Logging Level

The logging level performed by the Patch Management
Agent. Valid values for this field are: None, Basic Info,
Detailed, and Debug.

Agent Listener Port

The port that the Patch Management Agent uses to connect
to the ZENworks Patch Management Server.

Trim Logs

Reduces the size of the error, agent, and detect log files.
Oldest entries are deleted and the file is truncated at 100,000
lines.

Archive Logs

Archives log files. The location of the archive appears in the
Results field.

View Agent Log

Opens a text file containing the agent activity log.

Clear Agent Log

Clears the agent activity log.
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Field Description
View Error Log Opens a text file containing the agent error log.
Clear Error Log Clears the agent error log.
More Information Displays agent configuration information, usage information,
and excerpts of the agent activity and error logs in the
Results field.

Results

The Results field shows the results of the Patch Management Agent activities performed
on the Deployment tab.

Detection Tab

The Detection tab allows you to perform detection operations and view the detection log.
The Detection tab is comprised of two areas:

Figure 10-16: Agent Detection Tab

I Deployment | Detection |

Status:

Running the detection task from this control panel will
produce a log file called "detect.log” that contains the

results of the task. It will also refresh with the current data

on this computer.

View Detect Log

Clear Detect Log

Results:

EEIN BSAFE
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Agent Detection Operations
The following table displays the Patch Management Agent detection and log operations:

Table 10-14: Diagnostics Information

Field Description
Status The status of the Discover Application Updates (DAU) task. A
summary of the status appears below this field.
Detect Now Performs the DAU operation.
View Detect Log Opens a text file containing the DAU activity log.
Clear Detect Log Clears the DAU activity log.
Results

The Results field shows the results of the Patch Management Agent activities performed
on the Detection tab.

Refreshing the Agent Information

Refreshing the Patch Management Agent information updates the information that appears
on the Patch Management Agent’s Deployment tab.

Click System Preferences.

2. Click Patch Management Agent Control Panel.
STEP RESULT: The Novell Agent Control Panel opens.

3. Click Refresh.

Starting the Agent

Starting the Patch Management Agent activates the agent and initiates a connection attempt
between the Patch Management Agent and the configured ZENworks Patch Management
Server.

Click System Preferences.

2. Click Patch Management Agent Control Panel.

STEP RESULT: The Novell Agent Control Panel opens. The Deployment tab is the
default.

3. Click Start Agent.
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Stopping the Agent

Stopping the Patch Management Agent deactivates the agent and terminates any
connection between the Patch Management Agent and ZENworks Patch Management
Server. The Agent will automatically restart after a reboot.

1. Click System Preferences.

2. Click Patch Management Agent Control Panel.

STEP RESULT: The Novell Agent Control Panel opens. The Deployment tab is the
default.

3. Click Stop Agent.

Restarting the Agent

Restarting the Patch Management Agent stops and then restarts the Patch Management
Agent, then initiates a connection attempt between the Patch Management Agent and
ZENworks Patch Management Server.

Click System Preferences.

2. Click Patch Management Agent Control Panel.

STEP RESULT: The Novell Agent Control Panel opens. The Deployment tab is the
default.

3. Click Restart Agent.
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User Interaction During a Deployment

After you create a deployment within ZENworks Patch Management Server, the agent can
retrieve the deployment from the server. When the agent receives a deployment, if a
deployment notification was enabled and a user is logged into the device, the Novell
ZENworks Desktop Deployment Manager displays on the Device screen.

Figure 10-17: Novell ZENworks Desktop Manager - Pending Deployment
i 800 UEate Agent Motification

DEPLOYMENT DETAILS: The download and installation of the patch:
Apple 2005-09-13 Java 1.3.1 and 1.4.2 Release 2 is ready to
begin. If you require any additional information, please contact
your administrator.

ISSUED BY: ADMINISTRATOR

Gk ok ok ok ok ok k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok k%

YOUR SYSTEM ADMINISTRATOR REQUIRES THAT THIS PATCH BE INSTALLED
ON THIS SYSTEM BY: 03/27/2008 14:44:38

Gk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok k%

( Install ) ( Snooze ) [ until 1 minute from now |+i

Beginning the Deployment
Complete the following procedure to begin a deployment.
1. Click Install.
RESULT:

The Agent starts the deployment.

Delaying a Deployment
Complete the following procedure to delay a deployment.
1. Select a time frame from the drop-down list.
2. Click Snooze.

RESULT:

The deployment is delayed for the selected duration.
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Canceling a Deployment
Complete the following procedure to cancel a deployment.

1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to
cancel deployments).

STEP RESULT: A confirmation dialog box displays, confirming your choice.
2. Click Yes.
RESULT:

The deployment is cancelled.

NOTE: If the deployment is part of a mandatory baseline, the Patch Management Server will
redeploy the patch until it is installed on the device.

User Interaction During a Reboot

If the agent must reboot the device, a user is logged into the device, and reboot notification
was enabled, the Novell ZENworks Desktop Deployment Manager will displays on the
Device screen.

Figure 10-18: Novell ZENworks Desktop Deployment Manager - Pending Reboot
806 Update Agent Notification 1

DEPLOYMENT DETAILS: To complete the installation of the patch:

Task - Reboot System, it is now necessary to reboot your device.

If you require any additional information, please contact your

PatchLink Update administrator. |

ISSUED BY: PATCHLINK I
|
|
|
|
|

B R R R R T T R

YOUR SYSTEM ADMINISTRATOR REQUIRES A REBOOT
ON THIS SYSTEM BY: 03/28/2008 15:55:56

B R R R R R T R

(" Reject ) ("Reboot ) ( Snooze ) | until 1 minute from now 3!

Rebooting Immediately
Complete the following procedure to reboot immediately.
1. Click Reboot.
RESULT:

The Agent reboots the device.
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Delaying a Reboot

Complete the following procedure to delay a reboot.

1. Select a time frame from the drop-down list.
2. Click Snooze.
RESULT:

The reboot is delayed for the selected duration.

Canceling the Reboot
Complete the following procedure to cancel a reboot.

1. Click Reject (if Reject is not available, your Administrator has disabled your ability to
cancel a reboot).

STEP RESULT: A confirmation dialog box displays, confirming your choice.
2. Click Yes.
RESULT:

The reboot is cancelled.

About the Patch Management Agent for Linux/Unix

The Linux/Unix Agent is a command line based application that does not have a user
interface. While you are in the root directory, inside the Patch Service program, type:

user\local\patchagent \readme

Refer to the following commands to complete tasks within these agents:

Table 10-15: LUMN Agent Commands

Command Description
info General information about the Agent.
status Status of the Agent process.
daustatus Status of the Discover Applicable Updates task.
detect Starts the detection task.
stop Stop the Agent process.
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Command Description

restart Stop and start the Agent process.

patchdirectory Sets the directory where patches will be temporarily
downloaded.

setmacro Specifies the macro definitions that should be used by the
agent.

archivelogs Archives the Agent logs so that they can be sent to Novell.

proxysetup Set p your proxy server.

clearAgentLog Clears the Patch Management Agent error log file.

clearErrLog Clears the Patch Management Agent detection log file.

help Displays the patch server script usage information.

About Patch Management Agent for Windows Vista

The following section describes the Microsoft Vista Agent and its components.
Viewing the Agent

1. Go to Start > Settings > Control Panel.
STEP RESULT: The Control Panel opens.

2. Select Security.
STEP RESULT: The Security Panel opens.

3. Select Patch Management Agent.

RESULT:
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The Agent Control Panel opens.

Figure 10-1: Agent Control Panel

Vulnerability Scan:

Novell. ZENworks

The Deployment Service is
updates have been installed.

policies, and all

Status

Last scan:
Update schedule:

Definition date:

Agent Core version:

Mot Available

Ewvery 15 minutes

7/12/2007 10:55 AM

6.4.2.240 installed on 7/2/2007
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The Home page is comprised of the following functional areas.

Figure 10-20: Vulnerability Detection Page

M Vulnerability Detection

Agent Control Panel Home

® Vulnerability Detection

Deployment

Patch Management Server

([E=3[Eem| )

Vulnerability Detection

wr

Displays this computers reporting status of inventory and compliance
to the updats server,

Detection Status

ey e The Last Vulnerability Detection was performed on:  5/8/2007 2:4%:21 PM
Notification Manager Current Vulnerability Detection Status: Done
Agent Operations
Perform Vulnerability Detection Mow
Detection Log
View the Detection Log
g Clear the Detection Log
Version: 5.4.2.214
. Compliance - Displays whether your computer is compliant with corporate policies. The
available values are as follow:
Table 10-16: Computer Compliance Status
Status Description Displays

Compliant Green (Service

is running and ) o

Vulnerability Scan: - Deployment Service is Running Your computer meets orate policies, and all

the PatCh ‘ N u;aizsminstalled onyourcm‘:tiutel:'. % i i

Management

Agent is idle)
Unable to Red (Service is
Determine not running)
compliance Critical Deployment Service is Stopped the agent is ofline.
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Status Description Displays
Not Yellow (Service
. . . (| Your computer not is compliant with corp policies.
Compliant is running and ;
the Patch Vulnerability Scan:  Deployment Service is Running your computer requires a reboot to finish installing
updates.
Management '

Agent is busy)

Unable to Blue (Service is | s  __

Contact running and the (. ¥ourcomputar ias ot been able to contact the management server.

Server Patch | Critical Deployment Service is Running the agent is in an unknown state.
Management

Agent is offline
or unknown)

. Active Scan Statistics - Only displays after clicking the Scan button. The Active Scan
Statistics section will start a scan if one is not already active, and displays the Scan Type,
Start Time, Duration, and Status.

NOTE: The scan Start Time and Duration values are only populated if you started the
Scan. If the Scan was running prior to you clicking the Scan button, the exact start time
duration are unknown.

. Status - Provides general Agent status values. Including the Last Scan, the Update
Schedule (as defined by the Communication Interval), the scan Definition Date, and the
Agent Version.
Tools and Settings
The Tools and Settings page is comprised of links to the following:

. Proxy Settings - The Proxy Settings link opens the Proxy Settings page, allowing you to
view or modify the agent’s current proxy configuration.

. Logging - The Logging link opens the Log Files page, allowing you to view or clear the
Agent log files.

. Notification Manager - The Notification Manager link opens the Notification Manager
page, allowing you to define the Notification Manager behavior.

. Management Server - The Management Server link opens the Server Settings page.

u e
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Proxy Settings

The Proxy Settings page allows you to override the server provided proxy settings for
communication with the Patch Management Server.

Figure 10-21: Proxy Settings

”N Proxy Settings

€ & vome ? Novell. ZENworks.

Q Proxy Settings

Server provided proxy settings

Server Port Authenticated

There are no server assigned proxies. -

[T] Override the server provided proxy configuration.

Client defined proxy settings. L")
Prowy Server Address: I Type server name or IP address here
Proxy Server Port:
S5L Enabled: @ Yes O No L4
Proxy Authentication -5

[C] Enter your proxy authentication credentials

Username: | Type user name here >

BSAFE’ (@ save |

Configuring the Proxy Settings

Complete the following procedure to configure proxy settings.

1.

o~ 0N

Select Override the Server Provided Proxy Settings.

STEP RESULT: The Proxy Server Address, Proxy Server Port and SSL Enabled fields
become active.

Type the proxy server’s address in the Proxy Server Address field.
Type the port in the Proxy Server Port field.
If your proxy uses https, select the SSL Enabled field.

If you are using an Authenticated proxy:
a. Select Enter proxy authentication credentials.
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STEP RESULT: The Username, Password, and Retype Password fields become

active.
b. Type the username in the Username field.
C. Type the password in the Password and Retype Password fields.
6. Click Save.
RESULT:

The proxy information is saved.

Logging
The Log Files page, provides buttons to view and clear the Agent log files.

Figure 10-22: Log Files Page

Novell. ZENworks.

—
== LogFiles

Name Date Modified Size
Agent Panel 7/12/2007 10:55:24 AM  5.66 KB
Agent Deployment  1/1/0001 12:00:00 AM OB
Agent Inventory 7/12/2007 10:55:56 AM 3.08 KB
Agent Detection 1/1/0001 12:00:00 AM OB

Viewing a Log File

Complete the following procedure to view a log file.

1. If desired, click the Name, Date Modified, or Size column heading to sort the log files.

2. Click the View button to open the Log Detail page.

u e
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Clearing a Log File

Complete the following procedure to clear the log file.

1. If desired, click the Name, Date Modified, or Size column heading to sort the log files.

2. Click the Truncate button to clear the log.
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Log Detail Page

The Log Detail page displays the Name, Size, last Updated date, and log contents. From the
Log Detail page, you can search the log contents, change to a single page, or facing pages view,
and refresh.

Notification Manager

The Notification Manager page is comprised of the Notification Settings area, which
provides the following information.

Figure 10-23: Vista Agent Notification Manager Page
lf‘ M) Home (@) scan [v () Toos 2 [v Novell. ZENworks.

———| Notification Manager
T
Motification Settings

Motification Manager Version: 1.0.2747.30732

[T Always show icen in system tray,

Table 10-17: Notification Manager Page - Field Descriptions

Field Description

Notification Manager Version Displays the version of the Notification Manager.
For use by Technical Support.

Always Show Icon in System When selected will force the Notification Manager icon
Tray to display in the Windows System Tray area.
| ]
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Management Server
The Server Settings page is comprised of the Patch Management Server Settings area
which provides the following information.

Figure 10-24: Vista Agent Server Settings Page

N Management Server

Novell. ZENworks.

Patch Management Server Settings

Patch Management Server: http://tp-patchmgr:80,
Patch Management Server Version: 6.4.2.1298

Agent Center Version: 3

Table 10-18: Server Settings Page - Field Descriptions

Field Description

Patch Management Server | Provides the version of the Patch Management Server that
Version this agent is registered against.

Open Patch Management A link that, when clicked, will open the Patch Management
Server Server in a web browser.

Agent Center Version Provides the associated Agent Center version.
For use by Technical Support.
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User Interaction During a Deployment

After you create a deployment within the Patch Management Server, the agent can retrieve
the deployment from the server. When the agent receives a deployment, if a deployment
notification was enabled and a user is logged into the device, the Novell ZENworks Desktop
Deployment Manager displays on the Device screen.

Figure 10-25: Novell ZENworks Desktop Deployment Manager - Pending Deployment

N New Updates Are Now Available for Your System

Your computer system administrator has deployed the following update for your system

The download and installation of the patch: MS07-021 930178 (Vista) Vulnerabilities in
CSRSS is ready to begin. If you require any additional information, please contact your
MNovell ZENworks Patch Management administrator.

ADMINISTRATOR

Remind me in: [Select An Item v]

This update must be installed by Wednesday,
May 02, 2007 11:52 AM |__install Now _ | [ Cancel l

Beginning the Deployment
Complete the following procedure to begin a deployment.
1. Click Install Now.
RESULT:

The Agent starts the deployment.

Delaying a Deployment
Complete the following procedure to delay a deployment.

1. Select a time frame from the Remind me in drop-down list.

RESULT:

The deployment is delayed for the selected duration.

n (T
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Canceling a Deployment
Complete the following procedure to cancel a deployment.
1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to do
S0).
STEP RESULT: A confirmation dialog box displays, confirming your choice.
2. Click Yes.
RESULT:

The deployment is cancelled.

NOTE: If the deployment is part of a mandatory baseline, the Patch Management Server will
redeploy the patch until it is installed on the device.

User Interaction During a Reboot

If the agent must reboot the device, a user is logged into the device, and reboot notification
was enabled, the Novell ZENworks Desktop Deployment Manager will displays on the
Device screen.

Figure 10-26: Novell ZENworks Desktop Deployment Manager - Pending Reboot

Restart your computer to finish installing important
updates.

To complete the installation of the patch: MS07-017 925902 (Vista)
Vulnerabilities in GDL, it is now necessary to reboot your device. If you require
any additional information, please contact your Novell ZENworks Patch
Management administrator.

Restarting in: 29 min, 30 sec

Remind me in: [Sele{t An ltem ']

Restart now ] [ Cancel ]

Rebooting Immediately
Complete the following procedure to reboot immediately.
1. Click Restart Now.
RESULT:

The Agent reboots the device.
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Delaying a Reboot
Complete the following procedure to delay a reboot.
1. Select a time frame from the Remind me in drop-down list.
RESULT:

The reboot is delayed for the selected duration.

Canceling the Reboot
Complete the following procedure to cancel reboot.
1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to

cancel reboots).
STEP RESULT: A confirmation dialog box displays, confirming your choice.

2. Click Yes.
RESULT:

The reboot is cancelled.
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A Patch Management Server Reference

This section contains reference information pertaining to your Patch Management Server.

Server Security

There are multiple layers of security for ZENworks Patch Management. These layres
include:

Web Site Authentication

Internet Information Services (lIS) controls authentication in to the ZENworks Patch
Management web site, which means the operating system itself is validating users and
their passwords.

Web Site Encryption via SSL

SSL provides an encrypted wrapper around all web communication to and from the
product. Therefore installing ZENworks Patch Management with SSL will provide another
level of protection.

User (Security) Roles

Every feature, page and action throughout ZENworks Patch Management has been
assigned to a series of Access Rights. These access rights combine together to form a
user role. Roles also contain a list of devices and device groups. Regardless of how a user
is authenticated, the access and permissions are defined solely by the ZENworks Patch
Management Administrator.

NOTE: ZENworks Patch Management default security settings prohibit the use of any browser
other than Internet Explorer 6 SP 1 and above. If you need to remove this restriction, and disable
the enhanced security settings available with IE 6 SP1, refer to the Novell Knowledgebase .

Server Error Pages

The ZENworks Patch Management Server provides several distinct error pages. these
pages are:

. Access Denied - This page is displayed whenever a users fails to provide valid
credentials when accessing the Patch Management Server or they attempt to access an
area to which they do not have access.

. Internal Server Error - This page is displayed whenever an unspecified internal error
occurs. In most cases, closing the browser window and restarting your task will resolve
the issue.

. Refresh User Data - This page is displayed whenever the current session expires, such

as when there has been an extended period of inactivity.
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. Requested Page Not Found - This page is displayed whenever a user attempts to

navigate to an address that does not exist on the server. Links are provided to common

sections of the server to assist the user in returning to their desired location.

. System Component Version Conflict - This page is displayed whenever a system
component version is detected. To ensure optimal behavior the system components of
ZENworks Patch Management are checked every time a user logs in. If a conflict is
detected, tis page identifies the component(s) that caused the conflict.

NOTE: ZENworks Patch Management will also send a notification e-mail to the ZENworks

Patch Management Administrator when a conflict occurs.

. Cache Expired - This page is displayed whenever the user session expires. Usually the

result of an extended period of inactivity.

. Unsupported Browser Version - This page is displayed whenever a user attempts to
open the Patch Management Server with an unsupported browser.

WinInet Error Codes

ZENworks Patch Management uses Microsoft’s Winlnet API for communication between
the Agents and Server. When this communication fails, the error codes returned are WinInet
error codes. The following table defines the most common error codes.

NOTE: Refer to Microsoft Knowledgebase article #193625 for additional Winlnet error code

descriptions.

Table A-1: Winlnet Error Code Descriptions

WinInet Error

Error is 12007. . Host=1109 HTTP
Error=0

Agent Error Description Code Description
Head failed: Head request failed. 12002 The internet connection timed
Error is 12002. . Host=1116 HTTP out.
Error=0
Head failed: Head request failed. 12031 The connection with the server
Error is 12031. . Host=1109 HTTP has been reset.
Error=0
Head failed: Head request failed. 12007 The server name could not be

resolved.
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As a Web based application using Internet Information Services (1IS), ZENworks Patch
Management users HTTP status codes. While many of the status codes are informational
only, the following table defines a few of the common error codes.

Table A-2: HTTP Status Codes

Code

Description

HTTP 401.1 - Login failed

Logon attempt was unsuccessful (likely due to invalid
user name or password).

NOTE: ZENworks Patch Management will display a custom
error page (as defined under Server Error Pages on page 327
instead of the default HTTP 401.1 - Logon failed error page.

HTTP 403.4 - SSL required

You must use HTTPS instead of HTTP when access
this page.

HTTP 403.9 - Too many users

The number of connected users exceeds the defined
connection limit.

HTTP 404 - Not found

The requested file cannot be found.

NOTE: ZENworks Patch Management will display a custom
error page (as defined under Server Error Pages on page 327
instead of the default HTTP 404 - Not Found error page.

Device Status Icons

The following table defines agent (device) status and associated icons.

Table A-3: Device Status Icons

Active Pending Description
N/A The agent is currently working on a deployment (animated
57 icon).
The agent is idle, and has pending deployments.
o &
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Active Pending Description
The agent is offline.
L] &
The agent is sleeping due to its Hours of Operation settings.
LE—? |’§?
- .
This agent has been disabled.
E C

&

The agent is offline and is in a Chain status (can accept
chained deployments only after reboot).

W |

e

The agent is offline and is in a Reboot status (can accept no
more deployments until after it reboots).

The agent is in a Chain status (the agent can accept

e &0 chained deployments only until after a reboot).
The agent is in a Reboot status (the agent can accept no
R ) more deployments until after it reboots).
The agent is in a Chain status (the agent can accept
@!?J @@' chained deployments only until after a reboot) and is
sleeping due to its Hours of Operation settings.
The agent is in a Reboot status (the agent can accept no
e ol more deployments until after it reboots) and is sleeping due
to its Hours of Operation settings.
Unable to identify the agent status.
&
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B Securing Your Patch Management Server

This appendix identifies the various options available when securing your Patch
Management Server.

Secure Your Server With SSL

Secure Sockets Layer (SSL) is a protocol used to secure data transmitted over the internet.
SSL support is included in browsers, web servers, and operating systems so that any type
of client and server can use authenticated and encrypted communications over private as
well as public networks. ZENworks Patch Management always uses SSL when
downloading vulnerability data and packages from the Global Subscription Server.
Additionally, SSL can be used when transmitting data between the Patch Management
Server and Patch Management Agents by enabling SSL during the installation of ZENworks
Patch Management. This process involves obtaining a SSL certificate (.CER), and installing
the certificate during the installation. Refer to the ZENworks Patch Management 6.4 SP2
Server Installation Guide for details regarding installing with SSL enabled.

Use Secure Passwords

Worm attacks frequently try to log in with weak and commonly used passwords. For secure
passwords, the Department of Defense standard of 12 characters with alpha, numeric,
punctuation and mixed case characters all included in a password is recommended.

Turn Off File and Printer Sharing

The ZENworks Patch Management Server should not be used as a file or print server.
Additionally, an intruder can exploit a Windows networking share. Therefore, File and Printer
Sharing for Microsoft Networks should be disabled.

Turning Off File and Printer Sharing

1. From within the Windows Control Panel, select the Network Connections icon.
2. Open the Local Area Connection.

1
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3. Click Properties.
STEP RESULT: The Local Area Connection Properties window opens.

Figure B-1: Local Area Connection Properties

- Local Area Connection Properties E|rz|

General | Advanced

Connect using:

| ES IntellR) PROA00VE Metwork Conne
Thiz connection uzes the following items:
% Client for Microsoft Metworks »~

EVMware Bridge Protocol

=

=105 Packet Scheduler b
< ¥
[ Install... ] [ Uningtall

[rescription

Allows other computers to access resources on your computer
uzing a Microsoft network.

Show icon in notification area when connected
Motify me when thiz connection has limited or no connectivity

[ (] 8 ][ Cancel ]

4, Select File and Printer Sharing for Microsoft Networks.

cAuTioN: Do not uninstall Client for Microsoft Networks because it is required by both
Microsoft SQL Server and Internet Information Server.

5. Click Uninstall.
6. Click OK.
RESULT:

File and Printer Sharing for Microsoft Networks is no longer enabled.

Put Your Server Behind a Firewall

Since the ZENworks Patch Management Server receives its patch updates from the Global
Subscription Server (GSS), there is no need to allow access from the Internet into the Patch
Management Server. However, access to the GSS must be specified in your Firewall
configuration.
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Turn Off Non-Critical Services

The default installation of Microsoft Windows has most features and services active.
Therefore, there are a number of services that can be turned off (e.g.: RPC, Remote
Registry, etc.) to reduce the risk of outside attacks. Although Novell does not encourage this
type of lock down, it can be an effective method to reduce the risk of hacker attacks. The
following services are required to run ZENworks Patch Management:

World Wide Web Publishing Service
IIS Admin Service
MSSQLSERVER

ZENworks Patch Management

Lock Down Unused TCP and UDP Ports

Preventing network traffic on various unused and vulnerable TCP and UDP ports should be
completed through the use of a firewall. However, if a firewall is not available or additional
machine level locking is desired, TCP and UDP ports can be locked down as a function of
the network connection.

Locking Unused Ports

1.
2.

From within the Windows Control Panel, select the Network Connections icon.

Open the Local Area Connection.
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3.

On the Local Area Connection Status General tab, click Properties.
STEP RESULT: The Local Area Connection Properties window opens.

Figure B-2: Local Area Connection Properties

4.

- Local Area Connection Properties

General | Advanced
Connect using:
| ES IntellR) PRO/100VE Network Conrection |
Thiz connection uzes the following items:
EQDS Packet Scheduler »~
%= AEGIS Protocol (IEEE 802.1%) v2.21.0
Internet Pratocal [TCP/AP) =
b
< | &
[rescription
Transmission Control Protocal/Intemet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.
Show icon in notification area when connected
[ (] 8 ] [ Cancel

Select the Internet Protocol (TCP/IP) protocol.
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5. Click Properties.
STEP RESULT: The Internet Protocol (TCP/IP) Properties window opens.

Figure B-3: Internet Protocol (TCP/IP) Properties

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get |P settings assigned automatically if vour network. supports
this capability. Otherwize, you need to ask your network, administrator for
the appropriate IP settings.

(O Uze the following IP address:

(&) Obtain DNS server address automatically
(O Use the following DNS server addresses:

]
]

[ Ok H Cancel ]

6. In the General tab, click Advanced...
STEP RESULT: The Advanced TCP/IP Settings window opens.

Select the Options tab.
Select TCP/IP Filtering.
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9. Click Properties.
STEP RESULT: The TCP/IP Filtering window opens.

Figure B-4: TCP/IP Filtering

TCP/IP Filtering

Enable TCP/IP Filtering [/l adapters)

O Pemit &l ) Pemit &l @ Permit Al
(%) Permit Only O Permit Oply O Permit Only
TCP Parts UDP Ports IP Pratocols

Remave

[ (] 8 ][ Cancel ]

10. Enable the Enable TCP/IP Filtering (All Adapters) option.
11.  Select the Permit Only TCP Ports option.

12.  Add TCP ports 443 and 80 to the listing of permitted ports.

a. Click Add...
STEP RESULT: The Add Filter window opens.

Type 443 in the TCP Port field.

Click OK.
STEP RESULT: The Add Filter window closes.

d. Repeat steps a, b, and ¢ to add port 80.

NOTE: No other ports are required, although you may want to enable additional
ports to allow DNS, TS, or VNC.

13. Select the Permit Only UDP Ports option, leaving the UPP Ports window blank since no
UDP ports are required.

14. Close the open windows.
AFTER COMPLETING THIS TASK:

With all ports locked (except for ports 80 and 443), it will be necessary to add entries to your
Proxy or HOSTS file for the necessary Novell websites and the Global Subscription Server.
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Apply All Security Patches

Apply all applicable Microsoft Security Patches to ensure that the server remains protected
against all known security threats. Be sure to apply the most recent patches for IIS, SQL
Server, and Windows Server 2003.
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C Working With the Content Update Tool

With the advent of subscription support, some software manufacturers require a
subscription to download software patches and updates. Due to this subscription model
some vulnerabilities retrieved from the Global Subscription Server cannot include the
vendor’s patch. It is the Content Update Tool that will allow you to associate these
vulnerabilities with the patches you download from the vendor. By associating these patches
with the vulnerability details retrieved from the Global Subscription Server, you can continue
to use the power and convenience of ZENworks Patch Management when maintaining your
network.

Content Update Tool System Requirements

Supported Operating Systems
The Content Update Tool is supported on the following operating systems:
. Microsoft Windows Server™ 2003 Standard Edition with SP1 or higher.
. Windows Server 2003 Enterprise Edition with SP1 or higher.

Hardware Requirements

The computer on which the Content Update Tool is run, must meet the following minimum
hardware requirements:

. 512 MB of RAM.
. 50 MB of free Disk Space.

. 1 GHz Processor.

NOTE: The actual RAM and Disk Space requirement will vary depending upon the size of the
imported patches.

Other Requirements

In order to use the Content Update Tool, the following requirements must also be met:

. ZENworks Patch Management Server 6.4 SP2.

. An active network connection to your Patch Management Server.
. Microsoft Windows Installer 2.0
. Local / Domain Administrator or equivalent access.

. Administrator (Admin) rights to ZENworks Patch Management.
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An active Internet connection.

Installing the Content Update Tool

The Content Update Tool is available as a download from the Agent Installers page of your
ZENworks Patch Management Server.

Downloading the Content Update Tool

Prior to installing the Content Update Tool, you must download the tool from your ZENworks
Patch Management Server Agent Installers page.

1.

o ok~ WD

Log on to the target computer as the local administrator (or a member of the
LOCAL ADMINS group).

Launch your web browser.

Type your Update Server URL in your web browser’s Address field and press Enter.
Type your user name in the User name field.

Type your password in the Password field.

Click OK.
STEP RESULT: The ZENworks Patch Management Server Home page opens.

Select Devices.
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Click Install.
STEP RESULT: The Agent Installers page opens.

Figure C-1: Agent Installers Page

10.

11.

RESULT:

Agent Installers

Server Information
Serial Number: E38A2B2F- Bz1=C4E?|jj

URL: http:(TP-TECHPUBS [3f1
http:4/10.19.1.86 [

Single Agent Installer for pre-Windows Vista
Download: o0 131 5

For a =ingle inztallatio
[+ Operating Systems
# Requirements

[HInstallation Hotes
moare infarmation 3t e Patenilink Uipdate Forum

Single Agent Installer for pre-Windows Vista (x64)
Download: no10.12.1.3600m A4 M5

Fer a =single |n=ta||at|cn cfth= gsnt on a local computer
[+ Operating Systems

# Requirements

[HInstallation Hotes
moare infarmation 3t e Patenilink Uipdate Forum

Single Agent Installer for Windows Vista
Download: no10.12.1.3600m

For a =ingle |n=ta||at|cn cfth=
[+ Operating Systems
Requirements

entona Icc:al ccmput=r

Single Agent Installer for Wi
Download: nepi10 181 860owniosdy

Version:6.5.0.0

Version:
Releaze Date: 1/1/1900

Version:
Releaze Date: 1/1/1900

Version:
Releaze Date: 1/1/1900

Version:
Releaze Date: 1/1/1900

v

In the File Download dialog box, click Save.
STEP RESULT: The Save As window opens.

Cloze

The ContentUpdateTool.msi file is saved to the specified location.
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Installing the Content Update Tool

Having downloaded the installer, you can now install the Content Update Tool.

1. From the downloaded location, select the ContentUpdateTool .ms1i file to extract the
Content Update Tool Installation Wizard.

STEP RESULT: The Content Update Tool Tool Welcome page opens.
2. Click Next.
STEP RESULT: The License Agreement page opens.
3. If you agree with the license agreement select the | Agree option.
Click Next.
STEP RESULT: The Select Installation Folder page opens.

Figure C-2: Content Update Tool - Select Installation Folder Page
0]

Select Installation Folder N

The inztaller will install ZEMworks Patch bManagement Content Update Tool to the following folder.

Ta inztall in this folder, click "Mext". To install to a different folder, enter it below or click “Browse™.

Folder:

C:\Program Files'PatchLink \Content Update Toolk Browse... |
Dizk Cost... |

Install ZEMworks Patch kanagement Content Update T ool for pourzell, or for anyone who uzes
thiz computer:

Cancel | < Back | Mest » I

5. If a different installation folder is required:
a. Click Browse...

b. Select a new folder and click Save.
STEP RESULT: The Select Folder window closes, returning to the Select
Installation Folder page with the new path displayed.

6. If you want all users of this computer to have access to the Content Update Tool select
Everyone.
7. Click Next.

STEP RESULT: The Confirm Installation page opens.
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9. Click Close to exit the wizard.

Using the Content Update Tool

The Content Update Tool is a wizard-based utility that will guide you through the process of
associating your ZENworks Patch Management vulnerability definitions with vendor

supplied patches.

The Configuration Page

The Configuration page contains the configuration settings required to communicate with
your ZENworks Patch Management Server and the Global Subscription Server. You must
provide the configuration details, for the Patch Management Server Tab, Proxy Server Tab,
and Options Tab before you can continue.

The following table defines the Update Server tab configuration options.

Table C-1: Content Update Tool - Server Tab Configuration Options

Field

Description

Server Name

The name of your Patch Management Server.

Serial Number

The Patch Management Server serial number.

The following table defines the Proxy Server tab configuration options.

Table C-2: Content Update Tool - Proxy Server Tab Configuration Options

Field

Description

Use Proxy

Select if a proxy is required during the communication between
the Content Update Tool and your Patch Management Server.
Selecting this option will enable the Proxy Server and Port
fields.

Proxy URL

The proxy server’s name.
Do notinclude the http:// or https:// prefix.

Port

The proxy server’s port.
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Field Description
Authenticated Proxy Select if the defined proxy requires a user name and password.
Selecting this option will enable the Username and Password
fields.
Username The user name used when connecting via the defined proxy.
Password The password associated with the defined user name.

The following table defines the Options tab configuration options.

Table C-3: Content Update Tool - Options Tab Configuration Options

Field Description

Use SSL Select to use SSL during communication with your Patch
Management Server.
Should only be enabled if your Patch Management Server is

using SSL.

Log Errors Select to enable error logging.

Product Information Displays the Content Update Tool version and copyright
information.

NOTE: The first time you use the Content Update Tool you must define the configuration options.
The configuration details are then saved to the

C:\Program Files\Novell\Content Update Tool\ContentUpdate.xml file and will
be pre-populated the next time you load the Content Update Tool.

Using the Content Update Tool

1. Select Start > Programs > Novell ZENworks > ZENworks Content Update Tool 6.4
SP-2 to start the Content Update Tool.

STEP RESULT: The Welcome page opens.

| [T
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2. Click Next.
STEP RESULT: The Configuration page opens.

Figure C-3: Content Update Tool - Configuration Page
E 10X

Configuration

Update Server | Prosy Serverl Dptionsl

Server Mame |TECHPUBS
Serial Mumber |355855385-89558585

Exit Back | Mext I

./ Ready

3. Select the Server tab and set the configuration options.

Table C-4: Content Update Tool - Server Tab Configuration Options

Field Description
Server Name The name of your Patch Management Server.
Serial Number The Patch Management Server serial number.

4. Select the Proxy Server tab and set the configuration options.

Table C-5: Content Update Tool - Proxy Server Tab Configuration Options

Field Description

Use Proxy Select if a proxy is required during the communication between
the Content Update Tool and your Patch Management Server.
Selecting this option will enable the Proxy Server and Port
fields.

Proxy URL The proxy server’s name.
Do not include the http://or https:// prefix.
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Field Description

Port The proxy server’s port.

Authenticated Proxy Select if the defined proxy requires a user name and password.
Selecting this option will enable the Username and Password
fields.

Username The user name used when connecting via the defined proxy.

Password The password associated with the defined user name.

5. Select the Options tab and set the configuration options.

Table C-6: Content Update Tool - Options Tab Configuration Options

Field Description

Use SSL Select to use SSL during communication with your Patch
Management Server.
Should only be enabled if your Patch Management Server is

using SSL.

Log Errors Select to enable error logging.

Product Information Displays the Content Update Tool version and copyright
information.

6. Click Next.
STEP RESULT: The Vulnerability Selection page opens.

Select a vendor, or type a search string, in the Search field.
Select a vulnerability impact in the Impacts field.

To limit the results to only those vulnerabilities that are applicable to devices managed by
your Patch Management Server, select the Only show applicable content option.

10. To limit the results to only those vulnerabilities that have not already been cached, select
the Only show vulnerabilities not cached option.

n (T
- - 346 -



1.

WORKING WITH THE CONTENT UPDATE TOOL

Click Search.
STEP RESULT: The vulnerabilities grid will display the results of your search.

Figure C-4: Content Update Tool - Vulnerability Selection Page

12.

l_IZENworks Patch Management Content Update Tool 10l =|
Yulnerabilities Impacts
Imozilla j |<Search All lmpacts> j Search |
Manufacturer: Mozila Website: it/ v, moazilla.org | S e e e
Yulnerabilities: 24 Signatures: 24 LY 28

Iv Only show vulnerabilities not cached

Select | Yulnerability o
[T |Mozila Firefox 1.5 [Fresh Install]

[T |Mozila Firefox 1.5.0.1 [Fresh Install

[T | Mozilla Firefox 1.5.0.3 (Fresh Install) i

Description

|»

Firefox 1.5.0.2 15 a stability-and-secunity update, releazed 2006-04-13. Tt also mcludes a number of low-
risk fizes for other types of bugs and the following enhancements:

s Meed an easy way to slap/disablefturn off the Import Wizard (profile migration) on first startup (when no

s mfila ammieta |
Update Server Proxy Server . ’—I
techpubs techpubs-pro=y Exit | Back | Mext

\f Ready

Select the desired vulnerabilities by selecting (or de-selecting) the checkboxes in the
Selected column.

When selecting vulnerabilities, the following reference fields are available:

. Manufacturer - The manufacturer of the currently selected vulnerability.
. Website - The manufacturer’'s website.
. Vulnerabilities - The total number vulnerabilities from the selected manufacturer.
. Signatures - The total number of signatures from the selected manufacturer.
. Description - A description of the currently selected vulnerability.
EE EE
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13. Click Next.

STEP RESULT: The vulnerability metadata will be downloaded from the Global
Subscription Server and the Package Selection page will open when the
download is complete.

Figure C-5: Content Update Tool - Package Selection Page

llZENworks Patch Management Content Update Tool 10l =|
Signatures
Statuz | Signature Filename Local Filename |

(’3 Mozilla Firefox 1.0.6 [Fresh |... |Firefox Setup 1.0.6.e...
(’3 Mozilla Firefox 1.0.7 [Fresh |... |Firefox Setup 1.0.7-... o

IE:\Temp _I

¥ Search Subdirectories

Update Server Proxy Server 5
techpubs techpubs-prosy Exit Back Irnport

14. To perform an automatic selection of the package components:

a. Type, or browse to (using the ellipsis button), the target search directory.
b. If desired, select the Search Subdirectories option to include any sub-folders in
the search.

c. Click Search.
STEP RESULT: Files that are an exact match to the vulnerabilities metadata
(including filename, file size, checksum, etc.) will be automatically
selected.

NOTE: When you perform an automatic selection the Content Update Tool will attempt to
associate the selected vulnerabilities with files found in the defined search directory. If the
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automatic selection is unable to find all of the necessary packages, you must either repeat
the search using a different directory, or manually select the package components.

The following status icons are displayed in the Status column.

Table C-7: Package Status Icons

Icon

Status Definition

The green check indicates that the package component file has been found and is
consistent with the vulnerability definition.

_5 The yellow caution indicates that the package component file has been found but it
) is not consistent with the vulnerability metadata.
%) The red X indicates the package component file has not been found.

15. To manually select the package components:

NOTE: Solaris patches downloaded from Sun must be renamed to a . zip file extension
prior to selection and import.

a.
b.

Within the results grid, select the ellipsis button associated with the signature.
Browse to and select the desired file.

NOTE: The name of the file you select must match the filename defined in the
vulnerability metadata (as displayed in the Filename column).

Click Open to select the file and return to the Package Selection page.

16. Click Import to begin the package import.

CAUTION: Although the Content Update Tool will allow you to force an import when the
package is not an exact match to the vulnerability definition, this practice is discouraged.
Possible reasons for the package not matching include file corruption and tampering.
Additionally, if you choose to perform the import although the package is not an exact
match to the vulnerability definition, the text *User Modified* will be added as a prefix to
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the vulnerability name and a listing of what properties failed to match will be added to the
beginning of the vulnerability description.

STEP RESULT: The package components are uploaded to your Patch Management Server
and the Summary Report page will open when complete.

Figure C-6: Content Update Tool - Summary Report Page

l_IZENworks Patch Management Content Update Tool - |EI|1|
Summary -l

Date: 9/26/2006 4:49:14 PM
User: TechPubs

Computer: TechPubs0l

Server: techpubs

Mozilla Firefox 1.0.6 {Fresh Install)

| Filename | size [Status
|Firef0>< Setup 1.0.0.exe |48?64?2 |Success

Mozilla Firefox 1.0.7 {Fresh Install)

| Filename | size |Status
|Firef0>< Setup 1.0.7-enu.exe |48?8136 |Success

Eit Start Over | Lloze I

\-{ Ready

17. Click Close to exit the wizard.
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D Creating a Disaster Recovery Solution

The most important part of an effective disaster recovery solution is having a current and valid
backup. You can create backups either manually or as part of a Database Maintenance Plan.

NOTE: This appendix applies to Microsoft SQL Server 2005 and requires the Microsoft SQL
Server Management Studio. The Management Studio is available by upgrading to SQL Server
2005 Standard or Enterprise or as a download from the Microsoft Download Center.

Preparing Your Database

The installation of ZENworks Patch Management sets your database to a recovery model
of Simple. Touse Transaction Logs, and thus increase the quality of your disaster recovery
solution, you should change the recovery model to Full.

Changing the Database Recovery Model
1. Open the Microsoft SQL Server Management Studio (Start > Programs > Microsoft
SQL Server 2005 > SQL Server Management Studio).
Log into your database server.

Expand your server group, server, and database folder until you see the PLUS database.
Right-click on the PLUS database.

=
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5. Select Properties.
STEP RESULT: The Database Properties window opens.
Figure D-1: Database Properties

. Database Properties - PLUS H=E3
; L i ‘S Script = m Help
2 General
7 Files =
2 Filegroups s £ =
1= Options E Backup
ﬁj Pemissions Last Database Backup Mone
12 Extended Properties Last Databaze Log Backup MNone
12 Minaring El Database
= Transaction Log Shifing [T .
Statug Mormal
Owrier 3
D ate Created 2/28/2006 12:05:50 PM
Size 204.50 MB
Space Available 1.71 MB
Mumber of Users 5
E Maintenance
Collation SOL_Latind_General CP1_Cl_&5
Server
TP_EMERALD
Connection:
TP_EMERALD Administrator
¢ View connection properties
Name
Feady The name of the databaze.
()3 I Cancel |
4

6. Select Options within the Select a page field.
STEP RESULT: The Options page opens.

In the Recovery model field, select Full.
Click OK.
STEP RESULT: The changes are saved and the Database Properties window closes.

9. Repeat forthe PLUS Staging database (and the PLAMS and PLUS Reports databases
if they exist).

AFTER COMPLETING THIS TASK:

You must create a backup, of each database, before any Transaction logs will be created.
Refer to Creating a Database Backup on page 353 to create a one-time backup of your
database.
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Creating a Manual Solution

While a Maintenance Plan will allow you to automate the backup of your databases and

transaction logs, you can also create and restore individual backups using the SQL Server
Management Studio.

Creating a Database Backup

The most important part of an effective disaster recovery technique is having a current and valid
backup.

1. Open the Microsoft SQL Server Management Studio (Start > Programs > Microsoft
SQL Server 2005 > SQL Server Management Studio).

Log into your database server.

Expand your server group, server, and database folder until you see the PLUS database.
Right-click on the PLUS database.

1
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5. Select Tasks > Backup...
STEP RESULT: The Back Up Database window opens.

Figure D-2: Back Up Database

S Script = u Help

= General
&4 Optiores

Source
Database: I PLUS LI
Fecovery model: ISIMPLE

Backup type: I Full

Backup component:

' Database

€ Files and filegroups: I . |

Backup set
Mame: IF'LUS-FuII [atabaze Backup

Description: I

Backup set will expire:

& After ID ﬁ days
C On | 4s257/2007 =1
Destination
?Eme\?ggﬁ\;gﬂ Back up to: * Disk 1 Tape
Connection: C:\Program Files\Microsoft SOL ServerMSS0L18MSSOLAE ackupityB ackup.t

¢ View connection properties

TP-7SERVER'Administrator 2 :
Bemove |

LEontents
Feady
| 1 B
()3 | Cancel |

4

6. Ensure that the Source values are set as follows:
. Database: PLUS
. Recovery model: Full

NOTE: If the Recovery model is not set to Full, refer to Changing the Database Recovery
Model on page 351.

. Backup Type: Full
. Backup Component: Database

7. Define the backup set Name, Description, and when the Backup set will expire.
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Define your backup Destination settings.
a. Select either the Disk or Tape option.
b. Define the destination Folder.

NOTE: For performance reasons, it is recommended that you create your database
backup in a directory that is not on the same physical drive as your database.

Select Options within the Select a page field.
STEP RESULT: The Options page displays.

Figure D-3: Back Up Database - Options

10.

1.
12.
13.

. ck Up Database - PLUS H=E3
tapa ; Script = Lﬁ Help
2 General
4 Dptions :
= Ovenwrite media
% Back up to the existing media sst
' pAppend to the existing backup set
" Ovepwite all existing backup sets
[ Check media set name and backup set expiration
Media set name: I
" Back up to a new media set, and erase all existing backup sets
Mew media set name: |
Mew media set description: I ﬂ
Fieliability
I
™ Peiform checksum before witing to media
m I™ Continue oremar
Server Tranzaction log
TPHvSERVER
. € Truneate the trarsaction log
Connection:
TP-Mv'SERVER \Administrator - .
€7 Back up the tail of the log, and leave the database irthe restoring state
¢ View connection properties
Tape drive
0QIEss I Unload the tape after backup
Feady I™ | Fewind the tape before unloading

()3 I Cancel |

4

Select whether to Backup up to the existing media set or Back up to a new media set,
and erase all existing backup sets as is appropriate for your organization.

Select the Verify backup when finished option to ensure a valid backup.
Click OK.

Repeat forthe PLUS Stagingdatabase (and the PLAMS and PLUS Reports databases
if they exist).
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Restoring a Database Backup

Another important part of an effective Disaster Recovery Solution is having a process defined in
which to restore your database backup.

1. Open the Services Management Console (Start > Settings > Control Panel >
Administrative Tools > Services).

Select and right-click the ZENworks Patch Management service.
Select Stop, to stop the ZENworks Patch Managementservice.
Select and right-click the World Wide Web Publishing Service.
Select Stop, to stop the World Wide Web Publishing Service.

Open the Microsoft SQL Server Management Studio (Start > Programs > Microsoft
SQL Server 2005 > SQL Server Management Studio).

Log into your database server.

@ o~ w DN

Expand your server group, server, and database folder until you see the PLUS database.
Right-click on the Databases folder.

u e
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15.
16.
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CREATING A DISASTER RECOVERY SOLUTION

Select Restore Database...
STEP RESULT: The Restore Database window opens.

Figure D-4: Restore Database
' Restore Database - H=E3

5. S Script ~ Lj Help
2 General
&4 Optiores

Destination for restore

Select or type the name of a new or existing databaze for your restore operation,

To database: || LI
To a point ir time; IMost recent possible |

Source for restore

Specify the source and location of backup sets to restore,

' From database: I j

" From device: I _I

Select the backup sets to restore:
Restare | M ame | Compaonent | Typel Server I Database | Position | First LSN | Last LSM |

Server
TP_EMERALD

Connection:
TP_EMERALD Administrator

¢ View connection properties

Feady
«| | i
()3 I Cancel |
4

In the To database field, type or select the database you need.

NOTE: Specifying a new name for the database automatically defines the database files
restored from the database backup.

Select From device and click the ellipses button.
STEP RESULT: The Specify Backup window opens.

Click Add.
STEP RESULT: The Locate Backup File window opens.

Locate and select your backup (. bak) file.

Click OK.

Click OK to return to the Restore Database window.

Select your backup within the Select the backup sets to restore field.
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18. Select Options within the Select a page field.
STEP RESULT: The Options page will display.
Figure D-5: Restore Database - Options

' re Database - PLUS H=E3
e ;;B Script - l;} Help
2 General
A [t
= SRens Fiestore options
V' Ovenwrite the existing database
[" Preserve the replication settings
™ Prompt before restoring each backup
[ Restrict access to the restored database
Fiestore the database files as:
Original File Mame Festore As
FLUS [Data C:\Program Files\Microsoft SOL ServersM... |
FLUS_Log C:\Program Files\Microsoft SOL Serverih... e
Fecovery state
‘o Leave the databaze ready to uge by rolling back uncommitted tranzactions, Additional
Server: tranzaction logs cannot be restored. [RESTORE 'WITH RECOVERY]
TP_EMERALD
Connection: B r Leave the database non-operational, and do not rall back uncommitted ransactions. Additional
TP_EMERALD Administrator trangaction logs can be restored [RESTORE 'WITH NORECOVERY]
¢ View connection properties
r Leave the databaze in read-only mode. Undo uncommitted tranzactions, but save the undo
actions in a standby file so that recovery effects can be reversed (RESTORE WITH STANDEY)
Feady
Standby files: |

Cancel |

4

19. Ensure the Overwrite the existing database option is selected.

20. Verify, and correct if necessary, the directory path within the Restore the database files
as field.

21. Ensure the Leave the database ready to use... option is selected.
22. Click OK to begin the database restoration.
23. Repeat for the PLUS Staging database.

24. Restart the ZENworks Patch Management and World Wide Web Publishing Service
services.
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Creating an Automated Solution

A Maintenance Plan allows you to create an automated backup and schedule the backup to
occur as frequently as your organizational needs dictate. Maintenance Plans allow you to
define your back up options as well as which databases and transaction logs to include.

NOTE: If you have not already done so, you should change your Database Recovery Model to
FULL before continuing. Refer to Changing the Database Recovery Model on page 351 for
additional details.

Creating a Maintenance Plan

The following procedure will walk you through the process of creating an automated Database
Maintenance Plan for your PLUS and PLUS Staging databases.

PREREQUISITE

Prior to creating a Maintenance Plan you must upgrade your database server to Microsoft
SQL Server 2005 Standard or Microsoft SQL Server 2005 Enterprise, install SSIS (SQL
Server Integration Services), and set the SQL Server Agent startup type to Automatic.

1. Open the Microsoft SQL Server Management Studio (Start > Programs > Microsoft
SQL Server 2005 > SQL Server Management Studio).
Log into your database server.

Expand your server group, server, and database folder until you see the Maintenance
Plans folder.

4, Right-click on the Maintenance Plans folder.

1
- 359 - EE EE



CREATING A DISASTER RECOVERY SOLUTION

5. Select Maintenance Plan Wizard.
STEP RESULT: The SQL Server Maintenance Plan Wizard opens.
Figure D-6: SQL Server Maintenance Plan Wizard

I Maintenance Plan Wizard 1 =]

» SQL Server Maintenance
Plan Wizard

Thiz wizard helpz pou create a maintenance plan that SOL
Server Agent can run on a regular basis. With thiz wizard
you can perform routine database administration tasks such

as:

» Check databaze integrity

® Perform index maintenance

P » Update databaze statistics
» Perform databaze backups
Thiz wizard will create maintenance plans that can be
edited in S0L Server Management Studio. Edit
maintenance plans to add new tasks or define worklow
among the tasks.

[T Do not show this starting page again.

Einish Cancel |

Help < Back |

4

6. Click Next.
STEP RESULT: The Select a Target Server page opens.

7. Define the maintenance plan Name, Description [optional], target Server, and
Authentication method.

8. Click Next.

STEP RESULT: The Select Maintenance Tasks page opens.
9. Select the following maintenance tasks:

. Check Database Integrity

. Clean Up History [optional]

. Back Up Database (Full)

. Back Up Database (Transaction Log)

10. Click Next.
STEP RESULT: The Select Maintenance Task Order page opens.
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Set the tasks to execute in the following order:
. Check Database Integrity

. Back Up Database (Full)

. Back Up Database (Transaction Log)
. Clean Up History [optional]

Click Next.

STEP RESULT: The Define Database Check Integrity Task page opens.

Click the Database drop-down.

a. Select the These databases option.

b. Select the PLUS and PLUS Staging databases.
C. Click OK.

Ensure that the Include indexes option is selected.
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15. Click Next.
STEP RESULT: The Define Back Up Database (Full) Task page opens.
Figure D-7: Define Back Up Database (Full) Task

I Maintenance Plan Wizard - TP_EMERALD =
Define Back Up Database (Full) Task

Configure the maintenance tazk.

Y

Databazes: Specific databazes d
Backup type: Full j
Backup component

% [atabase

£ Files and filegroups: |
Destination

Back up to: * Disk " Tape

(" Back up databases across one or more files:

Al

Femove |
Cartents |

IF backup files exish: IAppend ;I

' Create a backup file for every database

V¥ Create a sub-directory for each database

Falder: |D:\M550L B ackup I

Backup file extenzion Ibak

Help | < Back | Mest » I FEiristy ] Cancel |

4

16. Click the Database drop-down.
a. Select the These databases option.

b. Select the PLUS and PLUS Staging databases.
C. Click OK.
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Define your Back up Destination settings.
a. Select either the Disk or Tape option.

b. Select to Create a backup file for every database.
C. Select to Create a sub-directory for each database.
d. Define your destination Folder.

NOTE: For performance reasons, it is recommended that you create your database
backup in a directory that is not on the same physical drive as your database.

e. Ensure the Backup file extension is set as bak.
f. Select Verify backup integrity.
Click Next.

STEP RESULT: The Define Back Up Database (Transaction Log) Task page opens.

Click the Database drop-down.

a. Select the These databases option.

b. Select the PLUS and PLUS Staging databases.

C. Click OK.

Define your Back up Destination settings.

a. Select either the Disk or Tape option.

b. Select to Create a backup file for every database.
C. Select to Create a sub-directory for each database.
d. Define your destination Folder.

NOTE: For performance reasons, it is recommended that you create your database
backup in a directory that is not on the same physical drive as your database.

e. Ensure the Backup file extension is set as trn.
f. Select Verify backup integrity.
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21. Click Next.

STEP RESULT: If the Clean Up History option was selected, the Define Cleanup History
Task page opens. Otherwise the Select Plan Properties page will open.

Figure D-8: Define Cleanup History Task
I Maintenance Plan Wizard - TP_EMERALD =
Define Cleanup History Task

Configure the maintenance tazk.

Sy

Select the historical data to delete:

T

V' SOL Server Agent job history
¥ Maintenance plan history
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4

22. If the Clean Up History option was selected, define the Cleanup History Task options.
a. Ensure that Backup and restore history is selected.
b Ensure that SQL Server Agent job history is selected.
C. Ensure that Maintenance plan history is selected.
d

Define the Remove historical data older than setting as appropriate for your
organization.

e. Click Next.
STEP RESULT: The Select Plan Properties page will open.
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23. If desired, click Change... to open the New Job Schedule page and define the

maintenance plan schedule.
Figure D-9: New Job Schedule
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Enter a Name for the schedule.
Select a Schedule type.

Define the Daily frequency.
Define the Duration.
Click OK.

@ "0 oo TP

Ensure that Enabled is selected.
Define the Occurrence frequency (Daily, Weekly, or Monthly) and options.

STEP RESULT: The changes are saved and the New Job Schedule page closes.

24. Click Next.

STEP RESULT: The Select Report Options page opens.

25. Set your desired reporting options.
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26. Click Next.
STEP RESULT: The Complete the Wizard page opens.

27. Click Finish to complete the wizard.
AFTER COMPLETING THIS TASK:

You must now establish a backup procedure which will archive all of your backup files and
the contents of the Patch Management Server storage directory on a regular basis. This
can be done through the use of any file backup utility.

u e
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E Wworking With the Distribution Point

The Distribution Point, based upon the Apache HTTP Server 2.2.3 open source product,
provides remote package caching to a network. Through the use of the Distribution Point,
agent communication can be redirected from the primary Patch Management Server to a
local web-cache server. This appendix defines the procedures for installing, configuring, and
managing the Distribution Point.

Distribution Point System Requirements

Supported Operating Systems
The Distribution Point is supported on the following operating systems:
. Microsoft® Windows Server™ 2003, Standard Edition
. Windows Server 2003, Enterprise Edition
. Windows Server 2003 R2, Standard Edition
. Windows Server 2003 R2, Enterprise Edition

NOTE: For additional operating system support details refer to http://httpd.apache.org.

Hardware Requirements

The computer on which the Distribution Point is installed, must meet the following minimum
hardware requirements:

. 256 MB RAM.
. 5 GB of free disk space.

. A LAN connection.

NOTE: For additional requirements details refer to http://httpd.apache.org.

Installing the Distribution Point

The Distribution Point is available as a download from the Agent Installers page of your
ZENworks Patch Management Server.

=
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Downloading the Distribution Point

Prior to installing the Distribution Point, you must download the tool from your ZENworks Patch
Management Server Agent Installers page.

1. Log on to the target computer as the local administrator (or a member of the
LOCAL ADMINS group).

Launch your web browser.

Type your Patch Management Server URL in your web browser’s Address field and press
Enter.

Type your user name in the User name field.
Type your password in the Password field.

Click OK.
STEP RESULT: The ZENworks Patch Management Server Home page opens.

7. Select Devices.
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8. Click Install.

STEP RESULT: The Agent Installers page opens.

Figure E-1: Agent Installers Page
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9. From the Agent Installers window, select the Distribution Point download link.

STEP RESULT: The File Download dialog box opens.

10. Inthe File Download dialog box, click Save.
STEP RESULT: The Save As window opens.

11.  Specify the location to save the DistributionPoint.msi file, and click Save.

RESULT:

The DistributionPoint.msi file is saved to the specified location.
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Installing the Distribution Point

Having downloaded the installer, you can now install the Distribution Point.

1.

electthe distributionpoint.msi file to start the Distribution Point Installation
Wizard.

STEP RESULT: The Welcome page opens.

Click Next.
STEP RESULT: The License Agreement page opens.

If you agree to the license terms, select the | accept the terms in the license agreement
option.

Click Next.

STEP RESULT: The Destination Folder page opens.

If a different installation path is required:

a. Click Change.
STEP RESULT: The Save As window opens.

Browse to and select a new path.
Click Save.
STEP RESULT: The Save As window closes, returning to the Destination Folder
window with the new path selected.
Click Next.
STEP RESULT: The Cache Folder page opens.
If a different cache location is required:

a. Click Change.
STEP RESULT: The Save As window opens.

Browse to and select a new path.

Click Save.
STEP RESULT: The Save As window closes, returning to the Cache Folder window
with the new path selected.

Click Next.
STEP RESULT: The ZENworks Patch Management Server Information page opens.

Type the Patch Management Server URL and Serial Number in their respective fields.

Click Next.
STEP RESULT: The Server Information page opens.
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11.  Enter the following information.

Field Description

Network Domain The DNS domain in which your Distribution Point is
registered (MyDomain.com).

Server Name The full DNS name of the server on which you are
installing the Distribution Point
(ServerName.MyDomain.com).

Administrator’s Email Address The Distribution Point Administrator’s (or
Webmaster’s) e-mail address.

Port The port on which the Distribution Point will monitor
incoming traffic. (Default = 80)

12. Click Next.
STEP RESULT: The Ready to Install page opens.

13. Click Install to begin the installation.
14. Click Finish to exit the wizard.

Configuring the Distribution Point

During the installation of the Distribution Point, the custom installer configures the files in the
conf subdirectory, based upon your environment and responses. It is recommended that
you do not alter these settings. Doing so may disable your Distribution Point and could
require re-installation.

CAUTION: Reinstallation of the Distribution Point will not overwrite any of the configuration files
in the conr subdirectory. The new file is appended with a . default extension. The
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configuration file must be manually updated by referencing and copying the settings in the
.default file into your . conf file.

Table E-1: Configurable Distribution Point Directives

process will serve before
exiting. A value of 0 indicates
the process will never exit.

Directive Name Usage Default Value
ThreadsPerChild value The Maximum number of 100
connections the Distribution
Point can handle at one time.
MaxRequestsPerChild value | The number of requests a child | 0

ServerRoot path

The Distribution Point
installation path.
Defined during installation

<Program Files>
/Apache Software
Foundation
/Apache2.2/

Listen value

The ports on which the
Distribution Point monitors
incoming traffic.

Defined during installation

80

ServerAdmin value

The Distribution Point
Administrator’s e-mail address.
Defined during installation

ServerName value

The Distribution Point’s
Hostname (includes port if the
Distribution Point was not
installed on port 80).

Defined during installation

DocumentRoot path

The directory that forms the

main document tree which is
visible from the web.

Uses the install path defined
during installation

<Program Files>
/Apache Software
Foundation
/Apache2.2/htdocs

ErrorLog path

The location defining the
Distribution Point Error Logs.

logs/errro.log
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Directive Name Usage Default Value
LogLevel value The indicator that controls error | Warn
logging.
ProxyRequests value The indicator that defines On

whether forward (standard)
proxy requests are enabled.

CacheRoot path

The directory root where cache
files are stored.
Defined during installation

<Program Files>
/Apache Software
Foundation

/ApacheZ.2/cache

CacheMaxFileSize value The maximum file size (in bytes) | 100000000000
that will be cached.

CacheMinFileSize value The minimum file size (in bytes) | 1
that will be cached.

CacheEnable type URL The storage type and URLs to disk /disk’

cache.

http://patchlink-1

CacheDirLevels value

The number of subdirectory
levels in the cache.

3

CacheDirLength value

The number of characters in the
subdirectory names.

CacheDisable URL

The function that disables
caching of the specified URLs.

http://security.
update.server
/update-1ist/

1. Due to Apache using Unix-style names internally, forward slashes must be used (/) instead of

backslashes (\) when identifying filenames within a directive.

TIP: If additional details are required regarding the Distribution Point (Apache HTTP Server
Version 2.2.3), refer to the Directive Quick Reference and other online documentation published
by the Apache Software Foundation.

1
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