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GroupWise System Administration

Asa GroupWise® system administrator, it is your responsibility to keep your GroupWise system
running smoothly for your GroupWise users. This GroupWise 6.5 Administration Guide provides
a wealth of information to help you accomplish this task. This System section provides an
overview of the GroupWise administration tool, ConsoleOne®, and its capabilities. It summarizes
administrative tasks that affect your GroupWise system as a whole and provides links to more
specialized instructions.

The following sections of the Administration Guide detail the eDirectory™ objects where
GroupWise information is stored. Instructions are provided for creating and managing all
GroupWise object types.

+ “Domains” on page 107

+ “Post Offices” on page 145

+ “Users” on page 187

+ “Resources” on page 221

+ “Distribution Lists, Groups, and Organizational Roles” on page 235

* “Libraries and Documents” on page 261

The following sections of the Administration Guide detail the GroupWise software components
that make your GroupWise system run. Instructions are provided for configuring, monitoring, and
optimizing each software component.

+ “Post Office Agent” on page 415

* “Message Transfer Agent” on page 555
+ “Internet Agent” on page 659

* “WebAccess” on page 803

* “Monitor” on page 901

The following additional sections of the Administration Guide provide supporting details and
background information:

+ “Databases” on page 339
¢ “Security” on page 1031
¢ “Client” on page 963
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ConsoleOne Administration Tool

GroupWise® is administered using ConsoleOne®, a Java*-based tool for managing your network
and its resources. When you create your GroupWise system, GroupWise snap-ins are added to
your ConsoleOne installation and GroupWise objects are created in Novell® eDirectory™. As you
manage your GroupWise system, you use ConsoleOne to create additional GroupWise objects,
modify GroupWise object properties, and so on.

IMPORTANT: Because the GroupWise snap-ins to ConsoleOne are required in order to work with GroupWise
objects, you cannot use other network management tools, such as Novell iManager, to administer your
GroupWise system. Also, you should not use older network management tools, such as NetWare
Administrator, to administer your GroupWise system, unless your GroupWise system includes legacy
gateways that require such tools to administer the corresponding Gateway objects and their properties.

Because GroupWise is a cross-platform product, you might have components of your GroupWise
system located on NetWare® servers, Linux servers, and Windows* servers. You can run
ConsoleOne on Windows or Linux to manage GroupWise domains and post offices located on any
of these platforms.

+ “ConsoleOne on Windows” on page 35
+ “ConsoleOne on Linux” on page 36

NOTE: For a GroupWise system on NetWare, you cannot run ConsoleOne to administer GroupWise at
the NetWare server console. The GroupWise Administrator snap-ins to ConsoleOne do not run in that
environment.

ConsoleOne on Windows

You can run ConsoleOne on Windows on any Windows machine that meets the requirements
listed in “GroupWise Administration Requirements” in the GroupWise 6.5 Installation Guide.

+ “Installing ConsoleOne on Windows” on page 35

+ “Starting ConsoleOne on Windows” on page 36

Installing ConsoleOne on Windows

When you create your initial GroupWise system using the GroupWise Installation program
(install.exe) on Windows, the GroupWise snap-ins to ConsoleOne are installed to the ConsoleOne
installation on that machine. If necessary, you can install ConsoleOne itself to the machine where
you are running the GroupWise Installation program. You are also given the opportunity to copy
the GroupWise snap-ins to ConsoleOne into a GroupWise software distribution directory for later
use.

After you have set up your GroupWise system, you can use the GroupWise Installation program
to install ConsoleOne and the GroupWise snap-ins from the GroupWise 6.5 Administrator CD or
you can run admin\install.exe to install the snap-ins from the software distribution directory to
additional locations as needed.
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Starting ConsoleOne on Windows

When you install ConsoleOne, a ConsoleOne icon is automatically created on your Windows
desktop for starting ConsoleOne.

ConsoleOne on Linux

You can run ConsoleOne on Linux on any Linux machine that meets the requirements listed in
“GroupWise Administration Requirements” in the GroupWise 6.5 Installation Guide.

+ “Installing ConsoleOne on Linux” on page 36

+ “Starting ConsoleOne on Linux” on page 36

Installing ConsoleOne on Linux

When you create your initial GroupWise system using the GroupWise Installation program
(install) on Linux, ConsoleOne should already be installed before you begin. Linux ConsoleOne
is available on the Novell Downloads page (http://download.novell.com/index.jsp).

After ConsoleOne is installed, the GroupWise Installation program on Linux installs the
GroupWise snap-ins to ConsoleOne to the ConsoleOne installation on that machine. You are also
given the opportunity to copy the GroupWise Administration RPM into a GroupWise software
distribution directory for later use.

After you have set up your GroupWise system, you can use the GroupWise Installation program
to the GroupWise snap-ins from the GroupWise 6.5 Administrator CD or you can install the
GroupWise Administration RPM from the admin subdirectory of the software distribution
directory to install the snap-ins to additional locations as needed.

Starting ConsoleOne on Linux

36

1 In a terminal window, become root by entering su and the root password.
2 Enter the following command:

/usr/ConsoleOne/bin/ConsoleOne
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GroupWise View

When administering GroupWise® in ConsoleOne®, you can use the standard Novell®
eDirectory™ View or you can use the GroupWise View. The following sections discuss the
GroupWise View and how to use it:

+ “eDirectory View vs. GroupWise View” on page 37
* “GroupWise Object Icons” on page 38

* “Customizing the GroupWise View” on page 40

¢ “Searching in the GroupWise View” on page 42

¢ “Performing Administrative Tasks from the GroupWise View” on page 42

NOTE: The ConsoleOne images used in the guide show ConsoleOne on Windows. ConsoleOne on Linux
displays slightly differently but provides substantially the same functionality.

eDirectory View vs. GroupWise View

The eDirectory View displays the GroupWise objects in their contexts in the eDirectory tree, as
shown in the following example.

E@novell Consoletne =0O] x|
File Edit View Tools Help
] =] @ i
Hapm e s 2eealdeslol
& My Warld Console View
=% NDS &y Groupiise Administrat
E"?" G\ _TREE 82 Help Desk
[‘—]i% Prova & User1
SR Groupyise & Users
- Dublin & User?
#1-ER DublinPo @ Conference Room 2012
w-Ga Facilites @ Dublin
B orem @ Orem
B Provo ® Provo
-3 Research @ SanJose
- Sales G DublinPo
- @ san Jose Ta Facilities
- Support B Research
-5y Security % Sales
-8 Groupwise Systern G Support
[l Usera
il DublinPO Library
il Research Lilrary
18 items 5
iUser User 1. GroupWise. Provo i‘l’ree: G _TREE

The GroupWise View filters out all non-GroupWise objects and shows how the GroupWise
objects relate to each other in the GroupWise system, as shown in the following example.
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In the left pane, all Domain objects are displayed under the GroupWise system, and all Post Office
objects are subordinate to the domains where they reside. You can select the GroupWise system,
a domain, or a post office in the left pane and then use the GroupWise Object list (located on the
tool bar) to display associated objects (Users, Resources, Message Transfer Agents, and so forth)
in the right pane. In the above example, the GroupWise System is selected in the left pane, the
GroupWise Object list is set to Users, so the right pane is displaying all users in the entire
GroupWise system.

GroupWise Object Icons

The following table lists all the GroupWise objects that are displayed in the eDirectory View or
GroupWise View in ConsoleOne.

Icon GroupWise Object Additional Information

Eﬂ GroupWise System Represents the GroupWise system you are currently
connected to. The GroupWise system’s name is displayed in
the lower left corner of the ConsoleOne window.

Primary Domain Represents the system’s primary domain. To ensure
consistency, all replication of GroupWise information to the
GroupWise domain and post office databases takes place
through the primary domain. For additional information, see
“Domains” on page 107.

Secondary Domain Represents any additional domains, other than the primary,
created in the GroupWise system. For additional information,
see “Domains” on page 107.

Current Domain Represents the domain to which ConsoleOne is currently
connected. For information about changing the current
domain, see “Connecting to a Domain” on page 123.

External Domain Represents a domain from another GroupWise system.

é e o @

Non-GroupWise Domain Represents all or part of a non-GroupWise system.
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GroupWise Object

Additional Information

o & B 6 F|E

® ©

Post Office

External Post Office

User

External Entity

External User

Resource

External Resource

Distribution List

Group

Organizational Role

Library

Nickname

Message Transfer Agent

Represents a collection of user accounts (mailboxes). For
additional information, see “Post Offices” on page 145.

Represents a post office in an external GroupWise system or
a non-GroupWise system.

Represents an eDirectory user who has been given a
GroupWise account on a post office. For additional
information, see “Users” on page 187.

Represents a non-eDirectory user who has been given a
GroupWise account on a post office. For additional
information, see “Users” on page 187.

Represents a user in an external GroupWise system or a non-
GroupWise system.

Represents a conference room or some other resource that
can be scheduled by users. For additional information, see
“Resources” on page 221.

Represents a resource that belongs to an external GroupWise
system or a non-GroupWise system.

Represents a group of users or resources that can all be
addressed by using the distribution list's name. For additional
information, see “Distribution Lists, Groups, and
Organizational Roles” on page 235.

Represents an eDirectory group. eDirectory groups, like
distribution lists, can be addressed by using the group’s name.
Any members of the group who have GroupWise accounts
receive the message. For additional information, see
“Distribution Lists, Groups, and Organizational Roles” on
page 235.

Represents an eDirectory organizational role. eDirectory
organizational roles, like distribution lists, can be addressed
by using the organizational role’s name. Any members of the
role who have GroupWise accounts receive the message. For
additional information, see “Distribution Lists, Groups, and
Organizational Roles” on page 235.

Represents a collection of documents. For additional
information, see Chapter 21, “Document Management
Services Overview,” on page 263.

Represents an additional address associated with a user,
resource, or distribution list. For additional information, see
“Users” on page 187, “Resources” on page 221, or
“Distribution Lists, Groups, and Organizational Roles” on
page 235.

Represents a Message Transfer Agent (MTA) associated with
a domain. For additional information, see “Message Transfer
Agent” on page 555.

GroupWise View 39



Icon GroupWise Object Additional Information

ﬁ Post Office Agent Represents a Post Office Agent (POA) associated with a post
office. For additional information, see “Post Office Agent” on
page 415.
{P Gateway Represents a method of linking to another e-mail system or

transport. For additional information, see the GroupWise
gateway guides.

Customizing the GroupWise View

You can change the column display, order, and width to customize the GroupWise View.

Changes are preserved from one ConsoleOne session to the next. In addition, your last view is
persistent from session to session. For example, if you last used the Distribution Lists view, the
next time you start ConsoleOne and open the GroupWise View, the Distribution Lists view is
displayed. If the last-used view is not applicable (for example, you had the Gateways view open
and when the new ConsoleOne session starts you select a Post Office object), the GroupWise View
defaults to the Users view.

¢ “Changing the Column Display and Order” on page 40
¢ “Changing the Column Widths” on page 41

Changing the Column Display and Order

For each view (Users, Distribution Lists, Gateways, Post Offices, and so forth), you can determine
which columns are displayed and the order in which they are displayed.

1 Select GroupWise System in the left (tree) pane, then select the view (for example, Users).
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ntemt & Userz 3 User Sales Provo
EHQ Orem @ Userd 4 User Sales Pravo
- @G Faciiies 3 Users 5 User Research Pravo
Egm 3 User6 6 User Support San Jose
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EJa Suppart
E
[roven |Prav [wewDocisysiroval

2 [fyou are changing the Users view, select which view (ID Sort, User Name Sort, First Name
Sort, or Last Name Sort) you want to change.

The Users view allows you to sort by ID, user name, first name, or last name. Each of these
is treated as a separate Users view for which you can determine the column display and order.
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3 Click the View menu > Edit Columns to display the Select GroupWise View Columns dialog
box.

¥ select GroupWise Yiew Columns

Selected Calumns Available Fields

4,

le 1T AccountID |

Last Name Admin Defined 1 Cancel
Given Mame Adrin Defined 10 Help |
Post Office Mame Admin Defined 11

Damain Narne Admin Defined 12

Admin Defined 13

Admin Defined 14 [
Admin Defined 15

Admin Defined 16

Adrin Defined 17

Admin Defined 18

Admin Defined 19

Admin Defined 2

Admin Defined 20

Adrnin Defined 3

Armin Dafinad A

EXES

i

4 To add a column, select the column in the Available Fields list, then click the left arrow to add
it to the Selected Columns list.

8 To determine the display order, select a column in the Selected Columns list, then click the up
arrow and down arrow to move it to the desired position.

6 To remove a column, select the column in the Selected Columns list, then click the right arrow
to add it to the Available Fields list.

7 When you are finished, click OK to save your changes.

Changing the Column Widths

You can change column widths in a view by dragging the right or left edge of the column label.
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Searching in the GroupWise View

You can search for a specific entry in a view. The search is performed on the first column. For
example, if the Resources view is displayed, you can search for a specific resource based on its
object ID. If the Users view (with Last Name Sort selected) is displayed, you can search for a
specific user based on the user’s last name.

With the Users view, if you have First Name Sort or Last Name Sort selected, you can search for
a complete user name (both first and last name) by using a comma as a delimiter between the
names. A space after the comma is optional.

For example, if the User view displays first names in the first column and last names in the second

column, you can type John,Smith to go directly to that user name. If the columns were reversed,
you could use Smith,John.

To perform a search:
1 Change to the view you want to search.
2 Seclect the first entry in the view.
3 Type the text to search for.

As you type text, a text box appears in the lower-right corner of the GroupWise View.
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Performing Administrative Tasks from the GroupWise View

42

You can perform many GroupWise administrative tasks from the GroupWise View as well as from
the eDirectory View. For example, you can:

¢ Create new objects.

*

Modify the properties of an object.

+ Move, rename, or delete an object from the GroupWise system.

*

Use the GroupWise utilities, system operations, and diagnostic options on the Tools menu.

In addition, external objects must be created and managed in the GroupWise View because they
are, by definition, external to eDirectory and have no eDirectory context. For example, if you
install the GroupWise Internet Agent and want to simplify addressing for your users by adding the
Internet as a non-GroupWise domain, you would need to perform the task in the GroupWise View.
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System Operations

The GroupWise® system operations in ConsoleOne® allow you to perform various tasks to
maintain and optimize your GroupWise system. The following sections provide information about
the system operations included on the Tools menu (Tools menu > GroupWise System Operations):

+ “Select Domain” on page 43

+ “System Preferences” on page 44

+ “eDirectory User Synchronization” on page 49
¢ “Admin-Defined Fields” on page 50

¢ “Pending Operations” on page 51

¢ “Addressing Rules” on page 52

¢ “Time Zones” on page 52

¢ “External System Synchronization” on page 55
* “Software Directory Management” on page 57
+ “Restore Area Management” on page 61

+ “Internet Addressing” on page 61

* “Trusted Applications” on page 62

+ “LDAP Servers” on page 63

NOTE: If the majority of the items on the GroupWise System Operations menu are dimmed, you are
connected to a secondary domain in a GroupWise system where Restrict System Operations to Primary
Domain has been selected under System Preferences. For more information, see “System Preferences” on
page 44.

Select Domain

By default, ConsoleOne must be connected to a GroupWise domain in order for you to administer
your GroupWise system. Being connected to a GroupWise domain ensures that information is
replicated not only in Novell® eDirectory™ but also in the GroupWise domain and post office
databases.

You can be connected to any domain in the GroupWise system. As shown in the following
example, the domain to which you are connected is indicated by a plug on the domain’s icon. In
addition, the connected domain is listed at the bottom of the ConsoleOne window.
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Some administrative tasks require you to be connected to a specific domain while others do not.
In general, operations that create new GroupWise objects or delete GroupWise objects require you
to be connected to the domain where the object resides. ConsoleOne uses the domain’s UNC path
(Domain object > Group Wise tab > Identification page) to automatically connect you to the correct
domain if possible; otherwise, you must manually connect to the domain. Operations that simply
modify the properties of an existing object do not require you to be connected to the object’s
domain.

NOTE: When you connect to a domain on a Linux server, a UNC path is still used but, because it is a Linux
server, the first item in the UNC path is interpreted as the Linux server’s hostname, followed by the path to the
domain directory.

To change the domain to which you are connected:

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > Select Domain.

¥ GroupWise Administrator x|

Domain Path:

[ncwisysiprove J=|

Enter a valid path to & domain database and click K, of click
Cancel to continue

Cancel

2 Browse to and select the domain directory, then click OK to connect to the domain.

NOTE: You can also connect to a domain by right-clicking the domain in the GroupWise View and selecting
Connect.

System Preferences
You can use the GroupWise system preferences to configure the defaults for several GroupWise
system settings, including:

* Whether to assign the required eDirectory and file system rights to users when you create their
GroupWise accounts. By default, rights are assigned automatically.

* Whether to use the fully distinguished name or common name for a user’s network ID. By
default, the fully distinguished name is used.
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¢ The domain to assign as the default domain for any messages whose address cannot be
resolved. By default, no domain is assigned.

¢ Whether your GroupWise system allows Busy Search and status tracking information to be
returned to users on external GroupWise systems. By default, information is not returned.

+ Whether to create a nickname (representing the object’s old address) when moving an object
from one post office to another. By default, nicknames are not automatically created.

¢ On Linux, the mount directory where ConsoleOne can find mount points for mounted file
systems where domains and post offices are located.

To change the system preferences:

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > System Preferences.

I GroupWise System Preferences x|

Set access rights automatically:

Wihen creating or modifying objects, for network 1D use:

[v Display Dir<ML warnings

| Defautt Passward Admin Lockout Settings
Routing Options External Access Rights

[ When creating a GroupWise user

& Full Distinguished Nams

 Common Name

| Qancell Help |

The GroupWise System Preferences dialog box contains the following tabs:

*

Admin Preferences: Controls how rights are assigned and what network ID format is
used when creating new GroupWise users.

Routing Options: Controls default message routing for your GroupWise system.

External Access Rights: Controls the access that users on external GroupWise systems
have to your GroupWise users’ information.

Nickname Settings: Controls what happens when you move a user from one post office
to another.

Default Password: Assigns a default password for new GroupWise user accounts.

Admin Lockout Settings: Controls access to the GroupWise administration functions in
ConsoleOne.

Linux Settings (Linux Only): Establishes the mount directory where ConsoleOne can
find mounted file systems where domains and post offices are located.

2 Click the Admin Preferences tab to modify any of the following options:
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Gruupwise System Preferences ZI

Mickname Setlinas | Default Password Admin Lockout Settings
i Admin Preferences 3 Routing Options External Access Rights

Setaccess rights automatically:
[ 'When creating a Groupwise user

wihen creating or moditying objects, for network D use:
' Full Distinguished Nams
 Common Mame

[v Display Dit<ML warnings

| Qancell Help |

Set Access Rights Automatically: Users require specific eDirectory and file system rights in
order to use GroupWise (see Chapter 86, “GroupWise User Rights,” on page 1067). Select
this option to automatically grant these rights when creating a GroupWise account for users.

Appropriate eDirectory object rights enable the GroupWise client to log in to the user’s post
office without prompting the user for the post office location (IP address, UNC path, or
mapped drive.)

Appropriate file system rights enable the GroupWise client to directly access the post office
directory rather than use client/server access.

When Creating or Modifying Objects, For Network ID Use: Select Full Distinguished
Name (for example, paul.engineering.ny) when users’ mailboxes reside on a NetWare® 4.1x
server (or higher) and users have an eDirectory connection to the server where the post office
resides.

Select Common Name (for example, paul) under the following circumstances:
¢ The users’ mailboxes reside on a NetWare 3.1 server.

¢  Theusers’ mailboxes reside on a NetWare 4.1x server but users have a bindery emulation
connection to the server where the post office resides.

¢ Users’ GroupWise IDs are different from their NetWare IDs.

Display DirXML Warnings: The DirXML® Driver for GroupWise provides data integration
between GroupWise users and groups in eDirectory. For example, you can have an e-mail
account automatically created as soon as an employee is hired. The same driver can also
disable an e-mail account when a user is no longer active.

If you are using the DirXML Driver for GroupWise, some GroupWise operations that you
perform in ConsoleOne® require you to take preliminary actions with the driver. For
example, if you recover a deleted account, you need to stop the driver before recovering the
account and restart it after the operation is complete.

This option enables you to receive a warning message whenever you perform a GroupWise
operation in ConsoleOne that is affected by the DirXML driver. The warning message
includes instructions about the actions you need to take with the driver before continuing with
the GroupWise operation. If you are using the DirXML Driver for GroupWise, we strongly
recommend that you enable this option. If you are not using the driver, you can disable the
option to avoid receiving unnecessary messages.

3 Click the Routing Options tab to modify any of the following options:
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I GroupWise System Preferences x|

Mickname Settings Default Password
Admin Preferences Routing Options

Admin Lockout Settings
External Access Rights

Default Routing Domain

[ @ clear

-
[~ MTAs send directly to other Groupi¥ise systems

Ok | Qancell Help |

Default Routing Domain: If a domain’s MTA cannot resolve a message’s address, the
message is routed to this default domain’s MTA. The default domain’s MTA can then be
configured to handle the undeliverable messages. This might involve routing the message to
another GroupWise domain or to an Internet address (by performing a DNS lookup). Browse
to and select the GroupWise domain you want to use as the default routing domain.

Force All Messages to this Domain: This option applies only if you select a default routing
domain. Select this option to force all messages to be routed through the default routing
domain regardless of the links you have configured for your GroupWise system’s domains.

MTASs Send Directly to Other GroupWise Systems: Select this option if you want all MTAs
in your GroupWise system to perform DNS lookups and route messages out across the
Internet. If you deselect this option, you can designate individual MTAs to perform DNS
lookups and route messages to the Internet.

4 Click the External Access Rights tab to modify any of the following options:

I8 GroupWise System Preferences x|

Mickname Settings | Default Password | Admin Lockout Settinas
Admin Preferences | Routing Options External Access Rights

[ Allow external status tracking

0K | 9ance|| Help |

Allow External Busy Search: Select this option to enable users in other GroupWise systems
to perform Busy Searches on your GroupWise users’ Calendars.

Allow External Status Tracking: Select this option to enable users in other GroupWise
systems to receive message status information (such as whether a message has been delivered,
opened, and so on) when messages arrive in your GroupWise system.

5 Click the Nickname Settings tab to modify any of the following options:
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Gruupwise System Preferences ZI
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Auto-create on User Mave
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—

Ok | Qancell Help |

Auto-Create on User Move: A nickname is an alternative address that can be associated with
a user. Whenever you move a user, GroupWise can automatically create a nickname with the
user’s old name and old post office. This enables messages sent to the old name to be
automatically forwarded to the user’s new address. Select whether or not you want
GroupWise to never create nicknames, always create nicknames, or prompt you during the
move process.:

Expire After: This option applies only if you selected Always or Prompt. If you want the
nickname to be automatically removed after a period of time, specify the time period (in days).
Valid values range from 1 to 365 days. A setting of 0 indicates that the nickname will not be
automatically removed after the specified time period.

Click the Default Password tab to modify any of the following options:

Gruupwise System Preferences 1'
Admin Preferences | Routing Ontions | External Access Rights
Mickname Settings Default Password Admin Lockout Settings

Default password for new users: ||

0K | 9ance|| Help |

Default Password for New Users: Specify the default password you want assigned to new
GroupWise user accounts.

Click the Admin Lockout Settings tab to modify any of the following options:

Ernupwise System Preferences ﬂ
Admin Preferences | Routing Options | External Access Riohts
Mickname Settings | Default Password Admin Lockout Settings

[ Restrict System Operations to Primary Domairé

[ Lock Out Older Groupwise Administration Snaping

Minimurm Snapin Release Version gx):

Minimum Snapin Release Date

oK | gance|| Help |

Restrict System Operations to Primary Domain: Enable this option to allow an
administrator to perform system operations (Tools menu > GroupWise System Operations)
only when he or she is connected to the primary domain. All operations, except Select

GroupWise 6.5 Administration Guide



Domain, Pending Operations, and Restore Area Management are unavailable when connected
to a secondary domain.

Lock Out Older GroupWise Administration Snap-Ins: Enable this option to prevent
administrators from using older GroupWise ConsoleOne snap-ins for accessing GroupWise
objects in eDirectory. You can override these system lockout settings for individual domains
(Domain object > GroupWise tab > Admin Lockout Settings page).

There are four GroupWise snap-ins to ConsoleOne, one for general administration, one for
Internet Agent administration, and two for WebAccess administration. The ability to lock out
older GroupWise snap-ins starts with GroupWise 6.5.

In the Minimum Snap-In Release Version (x.x.x) field, specify the version number of the
oldest GroupWise snap-ins that can be used to administer your GroupWise system.

In the Minimum Snap-in Release Date, select the date of the oldest GroupWise snap-ins that
can be used to administer your GroupWise system.

You can specify the minimum version, the minimum date, or both. If you specify both
minimums, any administrator using snap-ins that are older than both minimums cannot use
the GroupWise snap-ins. However, such an administrator can still run ConsoleOne for other
purposes but must update the GroupWise snap-ins before GroupWise administration features
are available again.

8 On Linux, click the Linux Settings tab to specify the mount directory.

GroupWise System Preferences

Linux Mount Directory:
[ 1=

Enter a walid path 10 the mount directory and click OK, or click
Cancel to cantinue.

Mount Directory: Specify the mount directory where ConsoleOne can find mounted file
systems where domains and post offices are located.

GroupWise databases can be located on Linux servers, NetWare servers, or Windows servers.
In the Linux mount directory, you create directories that have the same names as the servers
that are mounted to those mount points. You do this for each server where a domain or post
office is located that you want to access from ConsoleOne.

GroupWise administrators can have different mounts points depending on the workstation or
server where they are running ConsoleOne. The mount directory information is stored in a
user-specific preferences file (.consoleone/SnapinPrefs.ser in each GroupWise
administrator’s home directory).

9 Click OK to save the changes.

eDirectory User Synchronization

For user information to be displayed in the GroupWise Address Book, it must be stored not only
in eDirectory but also in the GroupWise domain and post office databases. If you add or modify
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user information using an installation of ConsoleOne with the GroupWise Administrator snap-in,
the GroupWise Administrator snap-in adds the user information to the GroupWise databases.
However, if you add or modify user information using a ConsoleOne installation that is not
running the GroupWise Administrator snap-in, the user information is not changed in the
GroupWise databases. This is also true if you add or modify user information using NetWare
Administrator, NETADMIN, or NWDS API.

To ensure that the user information stored in the GroupWise databases is always synchronized
with the user information in eDirectory, you can set up eDirectory user synchronization. For
detailed information see “Using eDirectory User Synchronization” on page 598.

Admin-Defined Fields

eDirectory includes user information that is not associated to GroupWise user fields. For example,
a User object includes Postal Address fields named "City," "State," and "Zip Code." By default,
these fields are not included as GroupWise fields. However, you can use the Admin-Defined
Fields feature to map eDirectory user fields to GroupWise fields so that they can be displayed in
the GroupWise Address Book.

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > Admin-Defined
Fields to display the Administrator-Defined Fields dialog box.

I Administrator-Defined Fields x|
Current Field Mappings: oK |
GroupWise field eDirectory Property
Adimin Defined 1 < ﬂl
Admin Defined 2 =unuseds=
Adrmin Defined 3 <unuseds=
Admin Defined 4 =unused=
Adrmin Defined 5 <unuseds=
Admin Cefined & =unused»
Admin Defined 7 <unuseds=
Adrmin Defined 8 <unuseds>
Adrin Defined 8 =unuseds=
Admin Defined 10 <unuseds=
Admin Defined 11 =unused=
Adrmin Defined 12 <unuseds=
Admin Defined 13 =unused»
Admin Defined 14 <unuseds=
Admin Defined 15 <unuseds>
Admin Defined 16 =unuseds=
Admin Defined 17 <unuseds=
Admin Defined 18 =unused= [l
Adrmin Defined 19 <unuseds= =
Bidenin Picficed A0 v e

2 Sclect an Admin-definable field (for example, Admin Defined 1), then click Edit to display
the Select eDirectory User Property dialog box.

Select eDirectory User Property 5'
User Properties
accessCardMumber =
assistantPhone Cancel
businessCategory
carlicense Help
City
city
o
company
costCentar
costCenterDescription
creatorsharne
departmenthumber
Description
displayMame
employeeStatus
employeeType
Full Hame
Generational Qualifier =
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3 Seclect the eDirectory user property that you want to map to the GroupWise field, then click
OK to create the mapping.

4 Repeat Step 2 and Step 3 to map additional fields.
5 When finished, click OK to close the Administrator-Defined Fields dialog box.

6 To use the field in the GroupWise Address Book, see “Determining Fields, Field Order, and
Sort Order for the Address Book™ on page 81.

Pending Operations

Pending operations are the results of administrative operations, such as adding GroupWise objects
and modifying GroupWise object properties, that have not yet been permanently written to the
appropriate GroupWise databases. While operations are pending, GroupWise data is not in a
stable, consistent state.

For example, you can maintain any domain’s objects you have administrative rights over.
However, because a secondary domain owns its own objects, any operation you perform from the
primary domain on a secondary domain’s objects must be validated by the secondary domain.
While the operation is being validated, the Pending Operations dialog box displays object details
and the pending operation.

While the operation is pending, the object is marked Unsafe in the primary domain database. The
Operation field in the dialog box displays the pending operation. An unsafe object can have other
operations performed on it, such as being added to a distribution list; however, the object record
is not distributed to other domains and post offices in the system until it is marked Safe.

All pending operations require confirmation that the operation was either successfully performed
or could not be performed. If the operation was successful, the pending operation is removed from
the list, the record is marked in the database as Safe, and the record is distributed to all other
domains and post offices in your system. If the operation could not be performed, the pending
operation remains in the list where you can monitor and manage it.

+ “Viewing Pending Operations” on page 51
+ “Retrying a Pending Operation” on page 51

+ “Cancelling a Pending Operation” on page 52

Viewing Pending Operations

1 In ConsoleOne, connect to the domain whose pending operations you want to view (see
“Select Domain” on page 43), then click the Tools menu > GroupWise System Operations >
Pending Operations.

While an operation is being validated, the Pending Operations dialog box displays the object
and the operation waiting completion and confirmation.

2 For more detailed information, select the pending operation, then click View.

Retrying a Pending Operation

1 Make sure the agents are running for the domain and/or post office where the operation must
take place.

2 In the Pending Operations dialog box, select the pending operation, then click Retry.
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Cancelling a Pending Operation

1 In the Pending Operations dialog box, select the pending operation, then click Undo.

Addressing Rules

You can use the Addressing Rules feature to configure GroupWise so that users can enter

shortened forms of e-mail addresses. For more information, see Chapter , “Addressing Rules,” on
page 97.

Time Zones

When you create a domain or post office, you select the time zone in which it is located. This
ensures that GroupWise users in other time zones receive Calendar events and tracking
information adjusted for local time.

The time zone list includes predefined definitions for each time zone. Most time zones include
multiple definitions to account for different locations within the time zone. Each time zone
definition allows you to specify the Daylight Saving Time dates and bias (1 hour, 30 minutes, etc.).

You can modify existing time zone definitions, add new definitions, or delete definitions.
+ “Modifying a Time Zone Definition” on page 52
¢ “Adding a Time Zone Definition” on page 53

¢ “Deleting a Time Zone Definition” on page 55

Modifying a Time Zone Definition

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > Time Zones.

Cunfigure Time Zones

Time Zones Cloze

nca, Monrovia =
(GMT) G dean Tite; Dublin, Edinburgh, Lisban, Lm'uju d
(GMT+01:00) Amsterdarn, Betlin, Bern, Rome, Stockholm, Vient
(GMT+01.00) Belgrade, Bratislava, Budapest, Ljubljana, Frague
(GMT+01:00) Brussels, Copenhagen, Madrid, Paris, Vilnios
{GMT+01:00) Sarajevo, Skopje, Sofija, Warsaw, Zagreb
(GMT+0Z:00) Athens, Istanbul, Minsk Help
(GMT+02:00}) Bucharest
(GMT+02:00) Cairo

[GMT+02:00) Harare, Pretoria ~
4| | »

Daylight Saving Tirme

Edit..

Delete

ddddd,

Start DaterTime:  Last Sunday of March at 2:00 Ahd
End DaterTime: Last Sunday of Octoher at 3:00 Ak

2 Sclect the time zone to modify, then click Edit to display the Edit Time Zone dialog box.
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Edit Time Zone

Time Zane Name: (GMT+02:00) [thens, Istanbul, Minsk oK

Offset from GMT: 2 ::Ihours I 0 ::Iminutes Cancel
Abbreviation: |GTH Help

[v Observe Daylight Savings Time

i

StatDay. |Last =] [Sunday x| of [March =l at [2008M

Last Day: |Last LI |Sunday LI of |0ct0ber LI at |3:DDAM

Bias I 1 ::Ihnura 1} ::Iminutea

3 Modify any of the following fields:

Time Zone Name: Provide a name for the time zone definition (for example, some of the
major cities in the time zone). We suggest you include a reference (+ or -) to GMT, for
example (GMT-07:00). The time zone list is sorted by the GMT offset.

Offset from GMT: Enter the hours and minutes that the time zone is offset from Greenwich
Mean Time. The offset from GMT keeps your different locations synchronized. For example,
if a conference call is scheduled for 4:00 p.m. June 1 in Salt Lake City, the call would appear
on a schedule in Adelaide at 8:30 a.m. June 2. If you are in the western hemisphere (west of
the Greenwich Meridian and east of the International Date Line) be sure the hour offset is
negative (-). If you are in the eastern hemisphere (east of the Greenwich meridian and west of
the International Date Line) be sure the hour offset is positive.

Abbreviation: Enter an abbreviation for the time zone. For example, the abbreviation for
Atlantic Standard Time could be AST; the abbreviation for Atlantic Daylight Time could be
ADT.

Observe Daylight Saving Time: If the time zone observes daylight saving time, click the
Observe Daylight Saving Time box, then fill out the remaining fields:

¢ Start Day: Select the day and time that daylight saving time starts.
¢ Last Day: Select the day and time that daylight saving time ends.

¢ Bias: Select the number of hours and minutes that the clock changes at the daylight saving
time start day, such as1 hour or 1 hour 30 minutes.

4 Click OK to save the changes.

Adding a Time Zone Definition

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > click Time Zones.
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Configure Time Zones

Time Zones
(GMT) Casablanca, Monrovia j

Clase

o

Mean Time; Dublin, Edinburgh, Lishon, Londd

(GMT+01:00) Amsterdarn, Betlin, Bern, Rome, Stockholm, Vient
{GMT+01:00) Belgrade, Bratislava, Budapest, Ljiubljana, Prague
(GMT+01:00) Brussels, Copenhagen, Madrid, Paris, Vilnios
(GMT+01:00) Sarajevo, Skopje, Sofija, Warsaw, Zagreh
(GMT+02:00) Athens, Istanbul, Minsk Help
(GMT+02:00) Bucharest

(GMT+02:00) Cairo

(GMT+02:00) Harare, Pretoria ~|
4| | »

Daylight Saving Tirme

Edit..

Delete

ddddl,

Start DaterTime:  Last Sunday of March at 2:00 Ahd
End DaterTime: Last Sunday of Octoher at 3:00 Ak

2 Click Add to display the Add Time Zone dialog box.

H¥ Add Time Zone x|

Time Zane Name: (GMT) | 0K I
Offset from GMT: 0 ::I hours I 0 ::I minutes Cancel |
Ahbreviation: Help |

[~ Observe Davlight Savings Time

StartDay: [First | [Sunday ] of [2pril =l at [ooem

Last Day: |Last LI |Sunday LI of |0ct0ber LI at |2:DDAM

Bias I 1 ::Ihnura i} ::Iminutea

3 Fill in the following fields:

Time Zone Name: Provide a name for the time zone definition (for example, some of the
major cities in the time zone). We suggest you include a reference (+ or -) to GMT, for
example (GMT-07:00). The time zone list is sorted by the GMT offset.

Offset from GMT: Enter the hours and minutes that the time zone is offset from Greenwich
Mean Time. The offset from GMT keeps your different locations synchronized. For example,
if a conference call is scheduled for 4:00 p.m. June 1 in Salt Lake City, the call would appear
on a schedule in Adelaide at 8:30 a.m. June 2. If you are in the western hemisphere (west of
the Greenwich Meridian and east of the International Date Line) be sure the hour offset is
negative (-). If you are in the eastern hemisphere (east of the Greenwich meridian and west of
the International Date Line) be sure the hour offset is positive.

Abbreviation: Enter an abbreviation for the time zone. For example, the abbreviation for
Atlantic Standard Time could be AST; the abbreviation for Atlantic Daylight Time could be
ADT.

Observe Daylight Saving Time: If the time zone observes daylight saving time, click the
Observe Daylight Saving Time box, then fill out the remaining fields:

¢ Start Day: Select the day and time that daylight saving time starts.
¢ Last Day: Select the day and time that daylight saving time ends.

¢ Bias: Select the number of hours and minutes that the clock changes at the daylight saving
time start day, such as1 hour or 1 hour 30 minutes.

4 Click OK to add the definition to the time zone list.
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Deleting a Time Zone Definition

When you delete a time zone from the list, you can no longer select it for a domain or post office.
To delete a time zone:

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > Time Zones.

¥ Configure Time Zones

Time Zones

(GMT) Casablanca, Monrovia =

(GMT) G ich Mean Time; Dublin, Edinburgh, Lishon, Lond j dd
(GMT+01:00) Amsterdarn, Berlin, Bern, Rome, Stockholm, Vienr
(GMT=+01:00) Belgrade, Bratislava, Budapest, Liubljana, Prague
(GMT+01:00) Brussels, Copenhagen, Madrid, Paris, vilnius Delete
(GMT+01.00) Sarajevo, Skopje, Sofija, Warsaw, Zagreb
(GMT+02:003 Athens, Istanbul, Minsk Help
(GMT+02:00) Bucharest

(GMT+02:00) Cairg

(GMT+02:00) Harare, Pretoria A
| | »

Daylight Saving Time

Clase

Edit.

dddd

Start DaterTime:  Last Sunday of March at 2:00 AM
End DatefTime:  Last Sunday of October at 3:00 Ant

2 Select the time zone to remove from the list, click Delete, then click Yes to confirm the
deletion.

External System Synchronization

The External System Synchronization feature lets you automatically synchronize information
between your system and an external GroupWise system connected to your system (for
information about connecting GroupWise systems, see “Connecting to GroupWise 5.x and 6.x
Systems” in the GroupWise 6.5 Multi-System Administration Guide). This simplifies message
addressing by enabling your users to select the other system’s users from the Address Book.
Otherwise, your users are required to enter the recipient’s full address (userID.post_office.domain
or user@host).

IMPORTANT: The External System Synchronization feature exists in GroupWise 5.x and 6.x only. Therefore,
you can use it to synchronize information between 5.x and 6.x systems only. You cannot use it to synchronize
information between 6.x and 4.x or 3.x systems.

External System Synchronization lets you control what information (domains, post offices, users,
resources, and distribution lists) you send to the external system and what information you want
to accept from the external system. Any user, resource, and distribution list information you
receive from the external GroupWise system is displayed in the system Address Book.

External synchronization must be set up in both GroupWise systems before it can work properly.

To set up synchronization so that all future Address Book changes are propagated to external
GroupWise systems:

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > External System
Synchronization to display the External System Synchronization dialog box.
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External System Synchronization il

E:xternal GroupWise Systems Clnse

Narne | Description External Domain |
Add |
Edit |

Reguest |
Help |

2 Click Add to display the Add External GroupWise System dialog box.

(8 Add External GroupWise System

x|
External Systermn kame |:|

Desctiption: Cancel |

Help

External Dormain:

3
Send to External Systern Receive from External Systerm
[ Domaing [ Domaing
[ Fost Offices [ Fost Ofices
[ Users [ Users
[ Resources [ Resources
[ Distribution Lists [ Distribution Lists

3 Fill in the following fields:

External System Name: Enter the name of the external GroupWise system. The name needs
to match the actual name of that GroupWise system.

Description: If desired, enter a description for the external system. This is an optional field.

External Domain: Click the External Domain (globe) icon to display a list of the external
domains defined in your GroupWise system. Select the external domain that belongs to the
external GroupWise system with which you are synchronizing information.

Send to External System: Select the information (Domains, Post Offices, Users, Resources,
and Distribution Lists) you want sent to the external GroupWise system during
synchronization. Only the information that your system owns is sent. For example, if you’ve
connected to another GroupWise system and its information is contained in your GroupWise
system as external domains, post offices, users, resources, and distribution lists, that
information is not sent.

A user, resource, or distribution list from your system is added to the external GroupWise
system only if its domain and post office exist in the external system (as an external domain
and post office in that system). Because of this, you’ll want to make sure that the Domains
and Post Offices options are selected as well as the desired Users, Resources, and Distribution
Lists options. After the initial synchronization takes place, the domains and post offices exist
in the external system. You can then choose not to send domain and post office information.
However, if you add domains or post offices or change the information for your existing
domains and post offices, that information is not sent to the external system until you select
Domains and Post Offices again.

Receive from External System: Select the information (Domains, Post Offices, Users,
Resources, and Distribution Lists) you are willing to receive from the external GroupWise
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system. As with sending information, a user, resource, or distribution list is added to your
system only if its domain and post office exist as an external domain and post office in your
system. Therefore, you should make sure to select the Domains and Post Offices options for
at least the initial synchronization.

4 Click OK to add the external GroupWise system to the list of external systems you are
synchronizing information with.

External System Synchronization il
External GroupWise Systems Close |
Narne | Description External Domain |

Movell Movell, Inc. Pravo

Edit |
Delete |
Reguest |
Help |

8 Click Close to save your changes.

After External System Synchronization is configured in both GroupWise systems, the two systems
exchange information. After the initial synchronization, any time domain, post office, user,
resource, or distribution list information in one system changes, the new information is sent to the
other system (provided that information is flagged to be sent).

Software Directory Management

The Software Directory Management feature lets you manage GroupWise software distribution
directories. A software distribution directory is simply an image of the Group Wise 6.5 CDs located
on a network server. From this network location, you can distribute the GroupWise client software
to users or install additional GroupWise software such as the Message Transfer Agent, Post Office
Agent, Internet Agent, WebAccess, and Monitor.

When you install GroupWise, one software distribution directory is created automatically. Using
Software Directory Management, you can create new software distribution directories, update
existing software distribution directories, or delete existing software distribution directories.

+ “Creating a Software Distribution Directory” on page 57
+ “Updating a Software Distribution Directory” on page 59
+ “Deleting a Software Distribution Directory” on page 60

To view the structure and contents of a software distribution directory, see “Software Distribution
Directory” in GroupWise 6.5 Troubleshooting 3: Message Flow and Directory Structure.

Creating a Software Distribution Directory
1 Make sure the directory you want to use as the software distribution directory exists.

All distribution subdirectories (\admin, \agents, \client, and so forth) will be created under this
directory.

2 Click the Tools menu > GroupWise System Operations > Software Directory Management to
display the Software Distribution Directory Management dialog box.
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Software Distribution Directory Management

Software Distribution Directories: Close
Narne UNG Fath |
Movell WGWDOCISYSigrpwiselsoftware Create

Edt
Delpte
Updete

Help

LR

Desctiption:

The Software Distribution Directories list includes all software distribution directories
defined in your GroupWise system.

3 Click Create to display the Create Software Distribution Directory dialog box.

I Create Software Distribution Directory x|

une

Description:

Cancel |

Help

rLocation
UME Path:

| =]
AppleTalk Path {optional)

Unix Path {optional):

[ Copy software fram:

& Software Distibution Directon:

[raaven |

= Path;

| L

4 Fill in the following fields:

Name: Enter a name to identify the software distribution directory within your GroupWise
system. For example, whenever you create a post office, you associate it with a software
distribution directory. The software distribution directory’s name, not its location, appears in
the list of directories from which you can select. The name can include any characters; there
are no restrictions.

Description: Enter an optional description for the software distribution directory. You might
want to use this description to indicate the software version or to give other pertinent
information.

Location: In the UNC Path field, enter the location where you want to create the software
distribution directory. If you specify a path to a directory that does not exist, ConsoleOne
creates the directory for you. The UNC path is also used by GroupWise software (running on
Windows* workstations) to locate the software distribution directory when necessary. If you
have GroupWise software running on Macintosh* or UNIX* workstations, you can use the
optional AppleTalk* Path and UNIX Path fields to specify the directory location from the
perspective of the Macintosh and UNIX workstations.
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NOTE: On Linux, a Linux Path field is provided instead of the UNIX Path field for use by the GroupWise
Cross-Platform client on Linux.

Copy Software From: Select this option to copy GroupWise software to the new directory,

then choose from the following source locations:

¢ Software Distribution Directory: If you want to copy software from an existing software
distribution directory, select this option, then select the software distribution directory.
All directories are copied.

¢ Path: If you want to copy software from a location, such as the GroupWise 6.5 CDs, that
is not defined as a software distribution directory in your GroupWise system, select this

option, then browse for and select the correct path.

5 Click OK to create the software distribution directory and add it to the list.

Software Distribution Directory Management

Software Distribution Directories:

Mame

Movell

Desctiption:
For post offices in the Development damain

URC Path I
(Tt Cigysi iselsoftware
WEWDOC\SYSwrpwisels oftware

Close
Create

Edit...

Delete
Update

Help

diddi

6 Click Close to exit the dialog box.

Updating a Software Distribution Directory

1 Click the Tools menu > GroupWise System Operations > Software Directory Management to
display the Software Distribution Directory Management dialog box.

Software Distribution Directory Management

Software Distribution Directaries:

MNarme

UNG Path |

Movell

Descri

plion:

NGWDOCISYSigrpwiselsoftware

Close

Create.

pLLERE

Help

The Software Distribution Directories list includes all software distribution directories

defined in your GroupWise system.

2 Seclect the software distribution directory to update, then click Update to display the Update
Software Distribution Directory dialog box.
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¥ update Software Distribution Directory x|

o]

= Cancel |
[raven =l -

-

I L

[~ Force auto-update check by GroupWise components

3 Fill in the following fields:

Update by Copying From: Select this option, then choose from the following source
locations:

¢ Software Distribution Directory: If you want to copy software from an existing software
distribution directory, select this option, then select the software distribution directory.
All files and subdirectories are copied.

¢ Path: If you want to copy software from a location, such as the GroupWise 6.5 CDs, that
is not defined as a software distribution directory in your GroupWise system, select this
option, then browse for and select the correct path.

Force Auto-Update Check by GroupWise Components: This option causes the GroupWise
Post Office Agent (in client/server access mode) or the GroupWise client (in direct access
mode) to check the software distribution directory for a new version of the GroupWise client;
if a new version is found, the next time a user starts the GroupWise client, he or she is
prompted to update the client software.

The Force Auto-Update Check by GroupWise Components option is automatically selected
when you select the Update by Copying From option. If you don’t select the Update by
Copying From option, you can still select this option and then click OK. This forces an auto-
update check of the client software version, but the software distribution directory’s files are
not updated.

To determine the current client software version in ConsoleOne, click Tools > GroupWise
Diagnostics > Record Enumerations to display a list of records types in the domain database.
From the drop-down list, select Areas by ID, select a software distribution directory, then
click Info to list detailed information about the software distribution directory. Check the
Software Version field to determine the GroupWise client software version.

4 Click OK to update the directory’s software.

Deleting a Software Distribution Directory

60

When you delete a software distribution directory, the directory is removed from the file system
and no longer appears in the list of software distribution directories. Any post office that was
assigned to that software distribution directory defaults to the first directory in the list.

To delete a software distribution directory:

1 Click the Tools menu > GroupWise System Operations > Software Directory Management to
display the Software Distribution Directory Management dialog box.
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Software Distribution Directory Management

Sofware Distribution Directories: Close
Marne UNG Path |
Morvell WGINDOCISYSigrpwise\aoftware Create.

diARd,

Help

Description:

The Software Distribution Directories list includes all software distribution directories
defined in your GroupWise system.

2 Select the directory to delete, click Delete, then click Yes to confirm the deletion.

Restore Area Management

A restore area is a location you designate to hold a backup copy of a post office so that you or
GroupWise client users can access it to retrieve mailbox items that are unavailable in your live
GroupWise system. The Restore Area Management feature lets you manage your GroupWise
system’s restore areas.

Detailed information for using restore areas is provided in “Restoring Deleted Mailbox Items” on
page 381. Information about backing up post offices is provided in “Backing Up a Post Office” on
page 375.

Internet Addressing

By default, GroupWise uses a proprietary address format consisting of a user’s ID, post office, and
domain (userID.post_office.domain). However, if you have the GroupWise Internet Agent
installed (see “Internet Agent” on page 659), GroupWise also supports native Internet-style
addressing consisting of a username and Internet domain name
(username@lInternet_domain_name).

You use the Internet Addressing feature to do the following:

¢ Define Internet domain names for your GroupWise system. You can have one or more domain
names (for example, novell.com, gw.novell.com, and support.novell.com).

¢ Set up the default Internet address format for use when displaying user addresses in the
GroupWise Address Book and sent messages. There are six formats that can be assigned at
the system, domain, post office, or user level. In addition, there is a free-form format that can
be used at the user level.

+ Designate the address formats that can be used to address messages to your GroupWise users.
There are five possible formats to choose from. You can allow all five formats, or only one.

* Specify the default Internet Agent to be used when sending messages from your GroupWise
system to the Internet. This becomes your system’s default Internet Agent for outbound
messages sent from all domains; however, if you have multiple Internet Agents, you can
override this setting by assigning Internet Agents at the domain level.

For detailed information about Internet addressing, see Chapter , “Internet-Style Addressing,” on
page 87.
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Trusted Applications

Trusted applications are third-party programs that can log into Post Office Agents (POAs) in order
to access GroupWise mailboxes. Trusted applications might perform such services as virus
scanning or content filtering within your GroupWise system, relying on Message Transfer Agents
(MTAs) for message transport. The Trusted Application feature allows you to edit and delete
trusted applications that are available in your GroupWise system.

For information about creating and installing trusted applications, search for Group Wise Trusted
Application API at the Novell Developer Kit (NDK) Web site (http://developer.novell.com/ndk).

+ “Editing a Trusted Application” on page 62
¢ “Deleting a Trusted Application” on page 63

Editing a Trusted Application

You can edit a trusted application’s description, IP address, port, and SSL settings.

1 Click the Tools menu > GroupWise System Operations > Trusted Applications to display the
Configure Trusted Applications dialog box.

I8 configure Trusted Applications x|

Trusted Applications: Close |

Trusted Application 1

Trusted Application 10

Trusted Application 2

Trusted Application 3

Trusted Application 4

Trusted Application 5

Trusted Application 6

Trusted Application 7

Trusted Application 8

Tructad &nnlicatinon G _'I

2 In the Trusted Applications list, select the application you want to edit, then click Edit.

Edit Trusted Application ZI
Mame Trusted Application 1
Description: Trusted application far authentication number 1

[~ Requires S5L

[~ Provides Message Retention Service

TCPIP Address }www.novell.com:1235 |£I

0K | Qance\l Help |

3 Modify any of the following fields:
Name: This field displays the trusted application’s name. You cannot change the name.
Description: Enter a description for the trusted application.

Requires SSL: Select this option to require a secure (SSL) connection between the trusted
application and MTAs or POAs.

Provides Message Retention Service: Select this option if the purpose of the trusted
application is to retain GroupWise user messages by copying them from GroupWise
mailboxes (user databases) into another storage medium.
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Turning on this option only defines the trusted application as a Message Retention Service
application. In order for GroupWise mailboxes to support message retention, you must turn
on the Enable Message Retention Service option in the GroupWise Client Options (Tools
menu> GroupWise Utilities> Client Options > Environment > Retention). You can enable
individual mailboxes, all mailboxes in a post office, or all mailboxes in a domain by selecting
the appropriate object (User, Post Office, or Domain) before selecting GroupWise Client
Options. For more information, see Chapter 74, “Setting Defaults for the GroupWise Client
Options,” on page 973.

For information about the complete process required to use a trusted application for message
retention, see Chapter 33, “Retaining User Messages,” on page 387.

TCP/IP Address: If you want to restrict the location from which the trusted application can
run, enter the IP address of the server from which the application can run. To do so, click the
Edit (pencil) button, then enter the IP address or DNS hostname of the trusted application’s
server.

If you want to allow the trusted application to be run from any server, do not enter an IP
address or DNS hostname.

For information about how the POA handles trusted application processing of message files, see
“Configuring Trusted Application Support” on page 466.

Deleting a Trusted Application

1 Click the Tools menu > GroupWise System Operations > Trusted Applications to display the
Configure Trusted Applications dialog box.

Configure Trusted Applications

Trusted Applications:
Trusted Application 1

Trusted Application 10

Trusted Application 2 Delete |

Trusted Application 3

Trusted Application 4 Help |
Trusted Application 5

Trusted Application 6

Trusted Application 7

Trusted Application 8

Trustad &nmnlicatinn O j

2 In the Trusted Applications list, select the application you want to delete, click Delete, then
click Yes to confirm the deletion.

LDAP Servers

The LDAP Servers feature lets you define the LDAP servers you want used for LDAP
authentication to GroupWise mailboxes.

For information about defining LDAP servers, see “Providing LDAP Server Configuration
Information” on page 461.

For information about using LDAP for user authentication to GroupWise mailboxes, see
“Providing LDAP Authentication for GroupWise Users” on page 461.
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GroupWise Utilities

The GroupWise® utilities in ConsoleOne® are used to perform various maintenance and
configuration tasks for your GroupWise system. The following sections provide information about

the system utilities included on the Tools menu (Tools menu > GroupWise System Utilities):

*

*

*

“Mailbox/Library Maintenance” on page 66
“System Maintenance” on page 66
“Backup/Restore Mailbox™ on page 66
“Recover Deleted Account” on page 66
“Client Options” on page 66

“Expired Records” on page 67

“Email Address Lookup” on page 67
“Synchronize” on page 67

“User Move Status” on page 68

“Link Configuration” on page 68
“Document Properties Maintenance” on page 68
“Import” on page 68

“Export” on page 71

“New System” on page 72

“GW / eDirectory Association” on page 73

In addition to the system utilities included on the Tools menu in ConsoleOne, GroupWise includes
the following standalone utilities:

*

*

*

“GroupWise Check Utility (GWCheck)” on page 78

“GroupWise Target Service Agent (GWTSA)” on page 78
“GroupWise Backup Time Stamp Utility (GWTMSTMP)” on page 78
“GroupWise Database Copy Utility (DBCOPY)” on page 78
“GroupWise Generate CSR Utility (GWCSRGEN)” on page 79

GroupWise Utilities

65



Mailbox/Library Maintenance

You can use the Mailbox/Library Maintenance utility to check the integrity of and repair user/
resource, message, and library databases, and to free disk space in post offices.

For detailed information and instructions, see Chapter 27, “Maintaining User/Resource and
Message Databases,” on page 353, Chapter 28, “Maintaining Library Databases and Documents,”
on page 359, and Chapter 30, “Managing Database Disk Space,” on page 367.

System Maintenance

You can use the System Maintenance utility to check the integrity of and repair domain and post
office databases.

For detailed information and instructions, see Chapter 26, “Maintaining Domain and Post Office
Databases,” on page 345.

Backup/Restore Mailbox

You can use the Backup/Restore Mailbox utility to restore an individual user’s Mailbox items from
a backup copy of the post office database.

For detailed information and instructions, see Chapter 32, “Restoring GroupWise Databases from
Backup,” on page 379.

Recover Deleted Account

If you have a reliable backup procedure in place, you can use the Recover Deleted Account utility
to restore recently deleted user and resource accounts from the backup version of the GroupWise
primary domain database. After the account has been re-created, you can then restore the
corresponding mailbox and its contents to complete the process. Membership in distribution lists
and ownership of resources must be manually re-established.

For complete instructions, see “Recovering Deleted GroupWise Accounts” on page 384.

Client Options

66

You can use the Client Options utility to set the default options (preferences) for the GroupWise

client. You can set options at the domain, post office, or user level. Options set at the domain level
apply to all users in the domain, and options set at the post office level apply to all users in the post
office. If you don’t want users to change options, you can lock the options.

NOTE: The GroupWise Cross-Platform client does not yet support all of the client options that can be set in
ConsoleOne.

For detailed information and instructions, see Chapter 74, “Setting Defaults for the GroupWise
Client Options,” on page 973.
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Expired Records

You can use the Expired Records utility to view and manage the GroupWise user accounts that
have an expiration date assigned to them.

For detailed information and instructions, see Chapter , “Removing GroupWise Accounts,” on
page 215.

Email Address Lookup

Synchronize

You can use the Email Address Lookup utility to search for the GroupWise object (User, Resource,
Distribution List) that an e-mail address is associated with. You can then view the object’s
information.

1 In ConsoleOne, click the Tools menu > GroupWise Utilities > Email Address Lookup to
display the Email Address Lookup dialog box.

¥ Email Address Lookup x|

Enter an ermail address to look up and press search.

Email Address: |
DomainMame | Post ofice Name ObjectiD | ObjectType |

[ T[0T

2 In the Email Address field, enter the e-mail address. You can enter the username only (for
example, jsmith) or the entire address (for example, jsmith@novell.com).

3 Click Search.
All objects whose e-mail address match the one you entered are displayed.

4 [f desired, select an object, then click Info to see details about the object.

GroupWise automatically replicates information (domain, post office, user, resource, and so forth)
to all domain and post office databases throughout your GroupWise system. This ensures that the
information in each database is synchronized.

Situations might occur, however, that result in information not being replicated to all domain and
post office databases. If you think that some information has not been replicated correctly, you can
cause the information to be replicated again so that it becomes synchronized throughout your
entire GroupWise system. For example, if you notice that a user’s information is incorrect in the
Address Book, you can synchronize that user’s eDirectory User object so that his or her
information is replicated to all domain and post office databases again.

For detailed information and instructions, see Chapter 29, “Synchronizing Database Information,”
on page 363.
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User Move Status

You can use the User Move Status utility to track progress as you move users from one post office
to another. Using the User Move Status utility, you can:

+ List users that are currently being moved and filter the list by domain, post office, and object.
* View the current status of the move for each object and see any errors that have occurred.

+ Immediately retry a move where some of the information on the user inventory list failed to
arrive at the destination post office. By default, the POA retries automatically every 12 hours
for seven days to move all the information included on the user inventory list.

+ Stop the POA from continuing its automatic retries.
+ Restart (from the beginning) a move that has stopped before successful completion.

+ Refresh the list to display current move status and clear completed moves from the list.

For more information, see “Monitoring User Move Status™ on page 203.

Link Configuration

GroupWise domains and post offices must be properly linked in order for messages to flow
throughout your GroupWise system. You can use the Link Configuration utility to ensure that your
domains and post offices are properly linked and to optimize the links if necessary. For detailed
information and instructions, see Chapter 10, “Managing the Links between Domains and Post
Offices,” on page 131.

Document Properties Maintenance

Import

Each document stored in the GroupWise Document Management Services (DMS) has properties
associated with it. These properties identify the document, determine its disposition (archive,
delete, keep), set its level of security, and provide information for locating it in searches. Certain
document properties are standard in GroupWise. You can also customize DMS for your
organization by defining additional properties. For detailed information and instructions, see
“Customizing Document Properties” on page 306.

NOTE: On Linux, Document properties maintenance is not available in ConsoleOne.

The GroupWise Import utility reads an ASCII-delimited text file created by the GroupWise Export
utility or by a third-party export, and creates Novell® eDirectory™ and GroupWise objects with
attributes from the file. The Import utility supports most eDirectory classes (including extensions)
and GroupWise classes. You can specify the delimiters, eDirectory contexts, and file field
positions to use during import.

An important use of the Import utility is to give GroupWise accounts to new or existing eDirectory
users.

IMPORTANT: The Import utility is not included on the GroupWise 6.5 CDs. You can download the Import/
Export utility from TID 2960897 in the Novell Support Knowledgebase (http://support.novell.com/search/
kb_index.jsp). To install the Import/Export utility, follow the instructions provided with the download. The Import/
Export utility is not available for use on Linux.

To import objects into GroupWise, the following conditions must be met:
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* You must create an ASCII-delimited text file by using the GroupWise Export utility or
another export utility.

+ The destination context for each eDirectory object must already exist. The GroupWise Import
utility supports creating organizational units. If a large portion of a tree needs to be
reconstructed to support the objects, you can import organizational units before importing the
objects.

To import objects into GroupWise:

1 In ConsoleOne, select the eDirectory tree to which the objects will be imported, click the
Tools menu > GroupWise Utilities > Import to display the GroupWise Import dialog box.

x

GroupWise Import

(+ NDS Groupise Class! | = & |
" GroupWise Class:

Cancel
Barent: Import File:
[ a1 O | b |

Attributes: File Fields:

Delimiters...

| = Mandatory attibute Configuration

Starting Destination Context:

Load...

™ Skip the first line: of the import file Save...

il

2 If you have previously defined and saved a configuration file, click Load to fill in the fields
from the configuration files, then click Run to perform the import.

or
Fill in the fields in the Import Dialog box.

NDS/GroupWise Class: Select this option to import objects belonging to an eDirectory class
or to a GroupWise-related eDirectory class. Choose the class from the list.

GroupWise Class: Select this option to import objects belonging to a GroupWise class not
represented in eDirectory. Choose external user, external domain, external post office,
Document-Version, or Lookup Entry from the list

Parent: If you are importing objects that belong to a GroupWise-related eDirectory class or
a GroupWise-only class, the parent attribute is required unless:

¢ The class is the eDirectory User class, in which case the object can be optionally
associated with GroupWise by specifying a value here.

¢ The value is in the import file and is explicitly imported by your positioning the NGW:
Post Office attribute in the File Fields list box, explained below. In this case, if the value
obtained from the file is blank, the Post Office field value, if any, is used.

Import File: Specify the full path and file name of the ASCII text file.

Attributes / File Fields: This list displays the attributes of the selected class. Move the
attributes to correspond to the fields in the ASCII text file to the File Fields list.
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3

4

Some attributes are marked with an exclamation point (!), indicating that a value for that
attribute must exist for a successful import. The import also requires a value for either the
object name or distinguished name.

Starting Destination Context: Specify the destination eDirectory context for the objects to
be imported. If DN or Context from Root is selected as an import field, the value in this field
is ignored because both DN and Context from Root specify the destination context.

An imported object’s position in the tree can be constructed in a flexible manner using the
Context from Root, Context from Starting, DN, and Object Name class attribute fields and the
Starting Destination Context field. The following combinations are valid:

DN Each object's name and context are found in this field value.

Object Name + Each object name in the Object Name field is added to the context
Starting Destination entered in Starting Destination Context.

Context

Object Name + Each object name in the Object Name field is added to the context
Context from Starting +  obtained by concatenating the value in the Context from Starting field
Starting Destination and the value entered in Starting Destination Context.

Context

Object Name + Each object name in the Object Name field is added to the context
Context from Root read from the Context from Root field.

Skip the First Line of the Import File: This directs the import to skip the first line if it
contains the attribute names.

Delimiters: Accept the defaults shown or change the delimiters to match those used by the
export file. For more information, see “Delimiters” on page 70.

For convenience, save the configuration for later user. See “Loading or Saving a
Configuration File” on page 70.

Click Run to perform the import.

An import.log file is created in the same directory as the import file and contains a list of the
imported objects.

Loading or Saving a Configuration File

Delimiters

An import or export configuration can be saved and loaded, saving you the trouble of manually
filling in the fields for multiple imports or exports. A configuration saved from an export can be
loaded for an import, helping ensure that the file field positions, for example, correspond for both
the import and export.

Delimiters are used in ASCII text files to separate items that represent fields and records in
imported or exported data.

Default delimiters are associated with each delimiter type. A delimiter can be set to None, but if
s0, and the export encounters a condition requiring a delimiter, the export reports an error.

Between Fields: This delimiter is placed between each field.
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Export

Around Each Field: Use this delimiter to indicate the beginning and end of each field.
After Each Record: This delimiter is placed at the end of each record.

Between Values (Multi-Value Fields): Use this delimiter to separate the values in a multi-valued
field. For example, an attribute such as "Group Membership" can have one or more values. Each
Group Membership value is delimited by the multi-value field delimiter.

Between Elements (Multi-Element Values): Use this delimiter to separate the elements of a
multi-element value. For example, an attribute having the syntax of SYN OBJECT_ACL has
three elements: the protected attribute name, the subject name, and the privileges.

Before Literal Characters: When you import an ASCII file created by a third-party export
program, precede each literal character that is also a delimiter with the Before Literal Characters
delimiter. If you use the Around Each Field delimiter, you do not need to precede literal characters
within the field with the Before Literal Character delimiter.

The GroupWise Export utility reads eDirectory and GroupWise object information from
GroupWise databases and creates an ASCII-delimited text file containing the object attributes. The
Export utility supports most eDirectory classes (including extensions) and GroupWise classes.
You can specify the delimiters, eDirectory contexts, and file field positions during export.

IMPORTANT: The Export utility is not included on the GroupWise 6.5 CDs. You can download the Import/
Export utility from TID 2960897 in the Novell Support Knowledgebase (http://support.novell.com/search/
kb_index.jsp). To install the Import/Export utility, follow the instructions provided with the download. The Import/
Export utility is not available for use on Linux.

To export objects from GroupWise:

1 In ConsoleOne, select the eDirectory tree that contains the GroupWise objects you want to
export, click the Tools menu > GroupWise Ultilities > Export to display the GroupWise Export
dialog box.

x

GroupWise Export

(+ DS /Grouphwice Class! |
" GroupWise Class:

3] | =2
Cancel

Barent: Ezpart File:

| C| | |t |

Attributes: File Fields:

Delimiters...

| = Mandatory attibute Configuration

Starting Context:
[IFoct] =
™ Export from subordinate contexts Load. .

™" Put attribute names in first line

™ Create file in WordPeifect farmat

il

Save..

2 [fyou have previously defined and saved a configuration, click Load to fill in the fields from
the configuration file, then click Run to perform the export.

or
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Fill in the fields in the Export dialog box.

NDS/GroupWise Class: Select this option to export objects belonging to an eDirectory class
or to a GroupWise-related eDirectory class. Choose the class from the list.

GroupWise Class: Select this option to export objects belonging to a GroupWise class not
represented in eDirectory. Choose external user, external domain, external post office,
Document-Version, or Lookup Entry from the list.

Parent: If you are exporting objects that belong to a GroupWise-related eDirectory class or a
GroupWise-only class, and that class has a parent attribute, post office, or domain, this field
allows you to export objects having only the parent attribute value you enter. The object
selection process is still subject to the values in Starting Context, explained below, and the
Export from Subordinate Contexts check box.

Export File: Specify the full path and file name of the ASCII text file.

Attributes / File Fields: This list displays the attributes of the selected class. Move the
attributes to correspond to the fields in the ASCII text file to the File Fields list.

Some attributes are marked with an exclamation point (!), indicating that a value for that
attribute must exist.

Starting Context: Specify the eDirectory context from which to begin the export. If the
Export from Subordinate Contexts list box is checked, objects belonging to contexts
subordinate to the context entered here is also exported.

Export from Subordinate Contexts: Check this box to cause objects in subordinate contexts
to be exported. If this box is left unchecked, only those objects in the immediate Starting
Context context are exported.

Put Attribute Names in First Line: Check this box to direct the export to put the attribute
names as a comment in the first line of the export file.

Create the File in WordPerfect Office Notebook Format: If you use this option, you might
also want to check Put Attribute Names in First Line to permit WordPerfect* to display the
attribute names for each merge field.

Delimiters: Accept the defaults shown or change the delimiters. For more information, see
“Delimiters” on page 70.

3 Click Run to perform the export.

New System

72

You can use the New System utility to create a new GroupWise system.

The process for creating a new GroupWise system is similar to the process of creating your initial
GroupWise system (see “Installing a Basic GroupWise System” in the Group Wise 6.5 Installation
Guide), except that you don’t install the software from the GroupWise 6.5 or GroupWise 6.5 for
Linux CDs. Instead, during creation of the new system, you are asked to specify an existing
software distribution directory to use in the new system. If you don’t want to share software
distribution directories between systems, you should create a new distribution directory. For
information about creating software distribution directories, see “Software Directory
Management” on page 57.
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Check eDirectory Schema (Linux Only)

GroupWise systems include GroupWise-specific objects that are not available in eDirectory until
the eDirectory schema for your eDirectory tree has been extended for these objects. Schema
extension takes place automatically when you create a GroupWise system using the GroupWise
Setup Advisor. In the Linux version of ConsoleOne, you can check an eDirectory tree to determine
whether its schema has been extended for GroupWise.

In the Linux version of ConsoleOne:

1 Select a tree to check.

2 Click Tools > GroupWise Utilities > Check eDirectory Schema.

If the eDirectory tree has not yet been extended for GroupWise, the eDirectory Schema
Extension dialog box lists the changes that are required for GroupWise.

aDirectory Schema Extension .g Eo-—x]

The eDirectory schema for the selected tree is not properly
modified for use with GroupWise.

eDirectory Schema Changes
Add Attribute: NGW: Carbon Copy Member =
Add Attribute: NGW: Blind Copy Member
Add Attribute: NGW: GroupWise 1D

Add Attribute: NGW: Location

Add Attribute: NGW: Language

Add Attribute: NGW: Type

Add Attribute: NGW: Time Zone ID

Add Attribute: NGW: File ID

Add Attribute: NGW: Version

Add Attribute: NGW: Network Type

4]

Would you like to update the eDirectory schema at this
time?

| Yes [ Mo || Hew |

3 Click Yes to extend the schema for GroupWise so that you can create GroupWise objects in

the selected tree.
or

Click No if you decide you do not want to be able to create GroupWise objects in the selected
tree.

If the schema of the tree has already been extended for GroupWise objects, a messages notifies
you of this and you can immediately create new GroupWise objects in the selected tree.

GW / eDirectory Association

The GW / eDirectory Association menu includes the following options:

*

*

*

*

“Graft GroupWise Objects” on page 74

“Invalid Associations” on page 74

“Associate Objects” on page 76

“Disassociate GroupWise Attributes” on page 77
“Convert External Entity to User” on page 77

“Convert User to External Entity” on page 78
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Graft GroupWise Objects

You can use the Graft GroupWise Objects utility to create GroupWise objects in the eDirectory
tree from the information in your GroupWise domain database. The utility creates Domain, Post
Office, and Gateway objects as well as User, Resource, and Distribution List objects. When
grafting GroupWise user information from the GroupWise database into eDirectory, you can
create a new User object and assign the GroupWise user information (account) to the User object,
or you can match the GroupWise user information to an existing User object.

Grafting GroupWise objects from the GroupWise database into eDirectory can be useful in the
following situations:

+ The GroupWise database includes information that is not included in eDirectory.

+ You want to move GroupWise information (domains, post offices, gateways, users, or
resources) from one eDirectory tree to another.

To graft GroupWise objects:
1 In ConsoleOne, select a container in the eDirectory view.

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Graft
GroupWise Object to display the Graft GroupWise Objects dialog box.

I8 Graft GroupWise Objects x|

Graft GroupWise Objects

Novell
This advisor helps you create GroupWise ohjects in eDirectory
from the infarmation in the GroupWise directory (domain
) database).
-
=P Wihich Groupyise objects do you wantto graft?
=7 % Domains, post offices, and gateways

( WUsers, resources, distribution lists, and libraries

|N9 > Cancel | Help |

3 Follow the on-screen prompts. If you need information about a dialog box, click the Help
button.

Invalid Associations

74

Normally, a GroupWise object in eDirectory points to corresponding information in the
GroupWise domain database. In turn, the information in the GroupWise domain database points
back to its corresponding object in eDirectory.

Occasionally, a situation might arise where information in the GroupWise domain database no
longer points to the same eDirectory object that points to it. This results in an invalid association
between the information in the two directories.

You can use the Invalid Associations utility to correct invalid associations between information in
the GroupWise domain database and eDirectory.
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To check for invalid associations:

1 In the eDirectory View in ConsoleOne, select the container whose objects you want to check
for invalid associations (for example, an Organization, Organizational Unit, Domain, or Post
Office).

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Invalid
Associations to display the Invalid Associations dialog box.

I Invalid Associations x|
. —
I I I

Belaw is a list ofthe invalid associations of GroupwWise. Selectthe eDirectory
ohject(s) to disassociate or delete.

hject in guestion Il - Grouptiise object Il - Linked to object

Cirerm CORP_TREE/Crem.novell
GWDOC_TREEFacilities...|Orem Facilities CORP_TREE/Facilities.n

The objectin column | has anh invalid association to the Groupwise objectin
column Il. The GroupWWise object is currently associated to the abject in column Il

Disassociate | Celete | Cancel | Help |

The dialog box lists each invalid association for the objects in the selected container. The
dialog box fields are described below:

¢ Object in Question (Column I): This field lists the eDirectory object that has an invalid
association to a GroupWise object. The eDirectory object points to the GroupWise object
listed in column II, but the GroupWise object, according to the GroupWise domain
database, does not point back to the eDirectory object.

¢+ GroupWise Object (Column II): This field lists the GroupWise object to which the
eDirectory object listed in column I is associated.

¢ Linked to Object (Column III): This field lists the eDirectory object to which the
GroupWise object listed in column II has a valid association.

3 To remove the invalid association by disassociating the eDirectory object in Column I with
the GroupWise object in Column II, select the association, then click Disassociate.

4 To remove the invalid association by deleting the eDirectory object listed in Column I, select
the association, then click Delete.
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Associate Objects

You can use the Associate Objects utility to associate GroupWise information with an eDirectory
object.

For example, if you delete a user’s eDirectory account but not his or her GroupWise account, the
user’s GroupWise information is retained as a GroupWise External User object in the GroupWise
database and can be viewed in the GroupWise View. You can then associate the GroupWise
External User object with another eDirectory User object. In essence, you are moving the
GroupWise information from one eDirectory User object to another.

In some circumstances, it is possible for the link between an eDirectory User object and its
GroupWise information to be lost. If this occurs, the GroupWise information, which still exists in
the GroupWise database, appears as a GroupWise External User object in the GroupWise View.
You can use the Associate Objects utility to reassociate the GroupWise information with the
eDirectory User object.

The Associate Objects utility can be used to associate the following objects:
+ GroupWise User or External User objects with eDirectory User objects

* GroupWise External Entity objects with eDirectory External Entity objects

Associating GroupWise User or External User Objects with eDirectory User Objects

76

To associate a GroupWise User or External User object with an eDirectory User object:

1 In the GroupWise View in ConsoleOne, select the GroupWise User or External User object
you want.

or
In the eDirectory View, select the eDirectory User object you want.

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Associate
Objects.

3 Ifyou selected a GroupWise User or External User object in Step 1, select the eDirectory User
object you want to associate with it.

or

If you selected an eDirectory User object in Step 1, select the GroupWise User object you
want to associate with it.

4 Click OK to create the association.

If the eDirectory User object is already associated with another GroupWise object, you
receive a warning message indicating this. If you continue, the eDirectory User object is
associated with the selected GroupWise object and its association with the other GroupWise
object removed.

If the GroupWise User or External User object is already associated with another eDirectory
User object, you receive a warning message indicating this. If you continue, the GroupWise
User object is associated with the selected eDirectory object and its association with the other
eDirectory object removed.
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Associating GroupWise External Entity Objects with eDirectory External Entity Objects

To associate a GroupWise External Entity object with an eDirectory External Entity object:

1 In the GroupWise View in ConsoleOne, select the GroupWise External Entity object you
want.

or
In the eDirectory View, select the eDirectory External Entity object you want.

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Associate
Objects.

3 If you selected a GroupWise External Entity object in Step 1, select the eDirectory External
Entity object you want to associate with it.

or

If you selected an eDirectory External Entity object in Step 1, select the GroupWise External
Entity object you want to associate with it.

4 Click OK to create the association.

If the eDirectory External Entity object is already associated with another GroupWise object,
you receive a warning message indicating this. If you continue, the eDirectory External Entity
object is associated with the selected GroupWise object and its association with the other
GroupWise object removed.

If the GroupWise External Entity object is already associated with another eDirectory
External Entity object, you receive a warning message indicating this. If you continue, the
GroupWise External Entity object is associated with the selected eDirectory object and its
association with the other eDirectory object removed.

Disassociate GroupWise Attributes

You can use the Disassociate GroupWise Attributes utility to disassociate GroupWise information
from an eDirectory User object. This results in two separate eDirectory objects:

+ The User object, which no longer includes any GroupWise information.

+ A GroupWise External User object, which represents the user’s record in the GroupWise
database and is displayed only in the GroupWise View. The External User object allows the
user to continue to have access to GroupWise and also enables you to graft the user record to
another eDirectory User object. For more information, see “Graft GroupWise Objects” on
page 74.

To disassociate the GroupWise attributes from an eDirectory User object:
1 In ConsoleOne, select the User object whose GroupWise attributes you want to remove.

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Disassociate
GroupWise Attributes.

Convert External Entity to User

You can use the Convert External Entity to User utility to convert a GroupWise External Entity
object to an eDirectory User object.

1 In ConsoleOne, select the GroupWise External Entity object that you want to convert to an
eDirectory User object.
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2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Convert
External Entity to User.

3 Click Yes to confirm that you want the conversion performed.

Convert User to External Entity

You can use the Convert User to External Entity utility to convert a User object to a GroupWise
External Entity object.

1 In ConsoleOne, select the User object that you want to convert to an GroupWise External
Entity object.

2 Click the Tools menu > GroupWise Utilities > GW / eDirectory Associations > Convert User
to External Entity.

3 Click Yes to confirm that you want the conversion performed.

GroupWise Check Utility (GWCheck)

GroupWise Check is a standalone version of the ConsoleOne Mailbox/Library Maintenance
utility. Like the Mailbox/Library Maintenance utility, GroupWise Check checks and repairs
GroupWise user, message, library, and resource databases. However, in addition to checking post
office, user, and library databases, it also checks users’ remote, caching, and archive databases.

For information about using GroupWise Check, see “GroupWise Check” on page 391.

GroupWise Target Service Agent (GWTSA)

The GroupWise Target Service Agent (GWTSA) works with software backup programs to provide
reliable backups of a running GroupWise system.

For information about using the GroupWise Target Service Agent, see “GroupWise Target Service
Agent” on page 399.

GroupWise Backup Time Stamp Utility (GWTMSTMP)

The GroupWise Backup Time Stamp utility (GWTMSTMP) can be used to place a time stamp on
a GroupWise user database to indicate the last time the database was backed up. If a user deletes
an item from his or her mailbox and purges it from the Trash, the item is only deleted from the
user’s database if the time stamp shows that the item would have already been backed up.
Otherwise, the item remains in the user’s database until the database is backed up, at which time
it is deleted from the working database.

For information about using the GroupWise Backup Time Stamp utility, see “GroupWise Time
Stamp Utility” on page 405.

GroupWise Database Copy Utility (DBCOPY)

The GroupWise Database Copy utility (DBCOPY) copies files from a live GroupWise system to
a static location for backup. During the copy process, DBCOPY prevents the files from being
modified, using the same locking mechanism used by other GroupWise programs that access
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databases. This ensures that the backed-up versions are consistent with the originals even when
large databases take a substantial amount of time to copy.

For information about using the GroupWise Database Copy utility, see “GroupWise Database
Copy Utility” on page 412.

GroupWise Generate CSR Utility (GWCSRGEN)

To provide secure communication through an SSL (Secure Socket Layer) connection, the
GroupWise Agents (MTA, POA, and Internet Agent) require access to a server certificate and
private key.

You can use the GroupWise Generate CSR utility (GWCSRGEN) to generate a Certificate Signing
Request (CSR) file and a Private Key file.

The CSR file, which is BASE64 encoded, contains the information required for a Certificate
Authority (CA) to issue you a server certificate. This server certificate, when paired with the
private key generated by the GroupWise Generate CSR utility, enables GroupWise agents to use
SSL connections.

For information about SSL and certificates, see “Server Certificates and SSL Encryption” on
page 1041.
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GroupWise Addressing

+ “Address Book” on page 81

+ “Internet-Style Addressing” on page 87
¢ “Addressing Rules” on page 97

* “Wildcard Addressing” on page 100

Address Book

The GroupWise® Address Book contains information about all the addressable objects (users,
resources, and distribution lists) that have been defined for your GroupWise system. Using the
Address Book, GroupWise users can address items (messages, appointments, and so forth) or look
up information about a user, resource, or distribution list.

You can determine how information is displayed in the Address Book, control the visibility of
users, resources, and distribution lists in the Address Book, and update information when it gets
out of sync. The following sections provide details:

+ “Determining Fields, Field Order, and Sort Order for the Address Book™ on page 81
+ “Controlling Object Visibility in the Address Book™ on page 86
+ “Updating Address Book Information” on page 87

NOTE: In addition to the administrator-controlled changes you can make to the Address Book, GroupWise
users can make individual changes such as creating personal address books, sharing personal address
books, and accessing LDAP address books. For information about the Address Book functionality available to
users, see:

- “Using the Address Book” in the GroupWise 6.5 Windows Client User Guide

- “Using the Address Book” in the GroupWise 6.5 WebAccess Client User Guide

- “Using the Address Book” in the GroupWise 6.5 Cross-Platform Client User Guide

Determining Fields, Field Order, and Sort Order for the Address Book

The GroupWise Address Book is configured to display specific user fields such as Given Name
and Last Name, but you can add additional fields or delete the default fields. You can also
determine the order in which the fields appear in the Address Book and select whether the
addresses is sorted by first name/last name or last name/first name.

The GroupWise Address Book is configured at the domain level, which means that you can have
different fields, field order, or sorting order for the Address Book in different domains.

The Address Book configuration you establish for a domain becomes the default configuration.
However, users can change which fields are displayed, change the field order, and change the
address sort order. However, they cannot add fields that you have not added at the domain level.
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The following sections provide instructions for adding and deleting Address Book fields, changing
the default sort order of the Address Book, and changing the default order of the fields in the
Address Book:

+ “Adding Fields to the Address Book™ on page 82

¢ “Changing the Default Sort Order” on page 83

¢ “Changing the Default Field Order” on page 83

¢ “Removing Fields from the Address Book™ on page 84

¢ “Preventing the User Description Field from Displaying in the Address Book™ on page 85

Adding Fields to the Address Book

Adding a field makes the field available in the Address Book. However, individual users can
determine which available fields they want to display.

1 In ConsoleOne®, right-click the Domain object whose Address Book you want to modify,
then click Properties.

2 Click GroupWise > Address Book to display the Address Book page.

Properties of Provo 5'
%Gmupwise ~ | nos Rights I Cther I Rights to Files and Folders I
Lpddress Book, !
Sort address book by [First Mame, Last Mame =
Address Book Fields: Awailable Fields:
Given Mame (required) AccountID
Last Marne (required) Distinguished Narne
Phone Middle Initial
Object 1D Fersanal Title
Past Office Mame ﬂ Qualifier
Dornain Narme
Department ﬂ
Title
Metwork ID
File 1D
Fax

iKY

Edit LakEe] Map Additional Fields
*Administrator-defined field
[~ Do Mot Display User Comments
Page Options Loje I Cancel | fatalal | Help |

The Address Book Fields list shows all fields that are displayed by default in the Address
Book.

The Available Fields list shows additional predefined GroupWise user fields that can be added
to the Address Book. Novell® eDirectory™ also includes user information that is not
associated to GroupWise user fields. For example, a User object includes Postal Address
fields named "City," "State," and "Zip Code." By default, these fields are not included as
GroupWise fields. However, you can use the Map Additional Fields button to map eDirectory
user fields to GroupWise fields so that they can be displayed in the GroupWise Address Book.

3 To add a field that is not displayed in the Available Fields list, click Map Additional Fields,
select an unmapped Admin-defined field, click Edit, select the eDirectory property to map to
the Admin-defined field, then click OK twice to add it to the Available Fields list.

4 In the Available Fields list, select the field you want to add to the Address Book, then click
the left-arrow to move it to the Address Book Fields list.
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The field is added to the bottom of the list. The Address Book displays the fields in the order
they are listed.

5 If necessary, select the field, then use the up-arrow and down-arrow to move the field to the
appropriate location in the list.

6 If the field is an Administrator-defined field and you want to change how the field is labeled
in the Address Book, select the field, click Edit Label, enter a new label in the Address Book
Label field, then click OK.

Administrator-defined fields are marked with an asterisk (*). You can only edit an
Administrator-defined field that is in the Address Book Fields list.

7 When you are finished, click OK (in the Address Book page) to save your changes.

Changing the Default Sort Order

The sort order determines how addresses in the Address Book are sorted. The sort order you
establish becomes the default for the Address Book and remains in effect until individual users
change it.

The preset default sort order for the Address Book is First Name/Last Name. You can change the
default sort order to Last Name/First Name.

1 In ConsoleOne, right-click the Domain object whose Address Book you want to modify, then
click Properties.

2 Click GroupWise > Address Book to display the Address Book page.

Properties of Provo 5E x|

{GroupWise ~ | NOS Rights ~ | Other | Rights o Files and Folders |

iAddress Book |

Sort address book by [First Mame, Last Mame =l
Address Book Fields: Availahle Fields:

Given Name (reguired) Account ID

Last Name {required) Distinguished Mame

Phone Middle Initial

ObjectID Personal Title

Post Office Mame - | Qualifier

Dornain Mame

Department -» |
Title

Metwark 1D
File ID
Fax

]3]
4| Map Additional Fields

*Administrator-defined field
[~ Do Mot Display User Comments

Page Options... | cancel | | mew |

3 In the Sort Address Book By list, select the sort order you want to be the default.
4 Click OK to save your changes.

Changing the Default Field Order

The field order determines the order in which the GroupWise fields are displayed in the Address
Book. The field order you establish becomes the default for the Address Book and remains in
effect until individual users change the order.

GroupWise Addressing 83



1 In ConsoleOne, right-click the Domain object whose Address Book you want to modify, then
click Properties.

2 Click GroupWise > Address Book to display the Address Book page.

Properties of Provo x|

1| NDs Rights + | Cther I Rights to Files and Folders I

Sort address book by: |FirslName, Last Mame LI
Address Book Fields: Awailable Fields:

Given Marne {reqguired) Account D

Last Marme (required) Distinguished Narne

Phone Middle Initial

Ohject 1D FPersanal Title

Post Office Narne iI Qualifier

Domain Name

Depattrment =» |
Title

Metwark 1D
File ID
Fax

8

EditLate] Map Additional Fields

*Administrator-defined field
[~ Do Mot Display User Comments

Pane Options... 6]5¢ I Cancel | Anply | Help |

3 Inthe Address Book Fields list, select a field whose position you want to change, then use the
up-arrow and down-arrow to move the field to its new position.

4 Repeat Step 3 until you’ve established the field order you want.
5 Click OK to save your changes.

Removing Fields from the Address Book

If there are fields in the Address Book that are not used or that you don’t want displayed to users,
you can remove them.

1 In ConsoleOne, right-click the Domain object whose Address Book you want to modify, then
click Properties.

2 Click GroupWise > Address Book to display the Address Book page.
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Properties of Provo

{GroupWise ~ || NDS Rights = | Gther | Rights 1o Files and Folders |
i Address Book

Sart address ook by: |First Name, Last Name =l
Address Boak Fields: Available Fields:

Given Name (reguired) Account ID

Last Mame {required) Distinguished Mame

Phone Middle Initial

Ohject 1D Personal Title

Past Office Mame - | Qualifier

Dormain Mame

Department -» |
Title

Metwark 1D
File ID
Fax

]3]
4| Map Additional Fields

*Administrator-defined field
[ Do Mot Display User Comments

Page Options... | cancel | | mew |

3 Inthe Address Book Fields list, select the field you want to remove, then click the right-arrow
to move the field to the Available Fields list.

The fields in the Available Fields list are not displayed in the Address Book.
4 Repeat Step 3 to remove additional fields you don’t want to use.

5 Click OK to save your changes.

Preventing the User Description Field from Displaying in the Address Book

The GroupWise Address Book provides detailed user information as well as e-mail addresses. A
user’s detailed information includes a comments field that displays the information stored in the
User object Description field (User object > General tab > Identification page). If you have
included information in the Description field that you don’t want displayed in the GroupWise
Address Book, you can prevent the field’s contents from being displayed.

TIP: To view a user’s detailed information, including the comments field, in the Address Book, select the user’s
address, then click the View menu > Details.

To prevent the user description from appearing the Address Book:

1 In ConsoleOne, right-click the Domain object whose Address Book you want to modify, then
click Properties.

2 Click GroupWise > Address Book to display the Address Book page.
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3 Enable the Do Not Display User Comments option.

Properties of Provo x|
{GroupWise ~ || NDS Rights = | Gther | Rights 1o Files and Folders |
i Address Book
Sart address ook by: |First Name, Last Name =l
Address Boak Fields: Available Fields:
Given Name (reguired) Account ID
Last Mame {required) Distinguished Mame
Phone Middle Initial
Ohject 1D Personal Title
Fost Office Name - | Qualifier
Darnain Name
Department -» |
Title
Metwark 1D
File ID
Fax
8]
Ediblate! Map Additional Fields
*Administrator-defined field
[ Do Mot Display User Gornrments
Page Options... (0]3¢ I Cancel | Apply Help

4 Click OK to save your changes.

Controlling Object Visibility in the Address Book

An object’s visibility determines which post office databases the object’s information is
distributed to. A post office’s users can only see an object’s information in the Address Book if
the object’s information has been distributed to its post office.

Visibility applies to the following objects: user, external user, external entity, resource, external
resource, distribution list, eDirectory group, eDirectory organizational role, and nickname.

IMPORTANT: Unlike the other objects listed above, nicknames that have been distributed to a post office do
not actually appear in the post office’s Address Book. Users must type the nickname’s address in the message
rather than select it from the Address Book.

You can choose from the following visibility levels:

+ System: The object is visible in every post office Address Book throughout the system; if

external system synchronization is turned on, it is also available for distribution to other
GroupWise systems. This is the default for users, external users, resources, external resources,
external entities, and nicknames.

¢ Domain: The object is visible only in the Address Book of the post offices located in the

object’s domain.

+ Post Office: The object is visible only in the Address Book of the object’s post office. This is

the default for distribution lists, groups, and organizational roles.

+ None: The object is not visible in the Address Book of any post offices.

For information about setting visibility, see:

¢ “Changing a User’s Visibility in the Address Book™ on page 212

*

*

*

*
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“Changing a Resource’s Visibility in the Address Book™ on page 232

“Changing a Distribution List’s Visibility in the Address Book” on page 246
“Changing a Group’s Visibility in the Address Book™ on page 253

“Changing an Organizational Role’s Visibility in the Address Book™ on page 257



Updating Address Book Information

Each post office database includes all the information displayed in the GroupWise Address Book.
By keeping the information on the post office, the post office’s users have quick access to it.
Whenever changes are made in eDirectory that affect Address Book information, the information
is replicated to each domain database and each post office database.

If information in a post office’s Address Book is out-of-date or missing, you can synchronize the
missing information with eDirectory or rebuild the post office database to update the information.

The following sections provide details:
¢ “Synchronizing Information” on page 87

¢ “Rebuilding the Post Office Database” on page 87

Synchronizing Information

The information for each object (user, resource, distribution list, and so forth) in the GroupWise
Address Book is contained in eDirectory. When an object’s information is incorrect in a post
office’s Address Book, you can synchronize the object’s information in the Address Book with the
information stored in eDirectory. This causes the correct information to be replicated to each
domain and post office database in the GroupWise system. For information about how to do this,
see Chapter 29, “Synchronizing Database Information,” on page 363.

Rebuilding the Post Office Database

If the post office Address Book is missing a lot of information, or you are having other difficulties
with information in the Address Book, you might want to rebuild the post office’s database. This
causes all information to be replicated to the post office database from the domain database. For
information about rebuilding a post office database, see “Rebuilding Domain or Post Office
Databases” on page 349.

Internet-Style Addressing

By default, GroupWise® uses a proprietary address format consisting of a user’s ID, post office,
and domain (userID.post_office.domain). However, if you have the GroupWise Internet Agent
installed (see “Internet Agent” on page 659), GroupWise also supports native Internet-style
addressing consisting of a username and Internet domain name (for example,
userID@Internet_domain_name).

Internet-style addressing is the preferred addressing format if you are connected to the Internet,
because with Internet-style addressing, users have the same address within the GroupWise system
as they do outside the GroupWise system. For example, if John Smith’s address at Novell® is
jsmith@novell.com, this address can be used by users within the GroupWise system and users
external to the system.

The following sections provide information to help you plan, set up, and troubleshoot any
problems that might occur:

¢ “Planning Internet Addressing” on page 88
+ “Setting Up Internet Addressing” on page 91

GroupWise Addressing 87



Planning Internet Addressing

The following sections help you prepare to set up Internet-style addressing on your GroupWise
system:

+ “Internet Agent Requirement” on page 88

+ “Internet Agents Used for Outbound Messages™ on page 88
¢ “Internet Domain Names” on page 88

¢ “Preferred Address Format” on page 89

+ “Allowed Address Formats™” on page 91

* “Override Options” on page 91

Internet Agent Requirement

Internet addressing requires you to have the GroupWise Internet Agent installed in your
GroupWise system. The Internet Agent connects your GroupWise system to the Internet. To install
the Internet Agent, see “Installing the GroupWise Internet Agent” in the Group Wise 6.5
Installation Guide.

Internet Agents Used for Outbound Messages

Each domain in your GroupWise system must be assigned an Internet Agent for outbound
messages. A domain’s assigned Internet Agent handle all outbound messages sent by the domain’s
users.

If your GroupWise system includes only one Internet Agent, that Internet Agent must be assigned
to all domains and will be used for all outbound messages.

If your GroupWise system includes multiple Internet Agents, you must decide which Internet
Agent you want to be responsible for outbound messages for each domain. You must select one
Internet Agent as your system’s default Internet Agent, but you can override the default at each
domain.

Internet Domain Names

88

You must associate at least one Internet domain (novell.com, gw.novell.com, support.novell.com,
or so forth) with your GroupWise system. These Internet domains need to exist in the domain name
service (DNS).

After you have associated Internet domains with your GroupWise system, all users in your system
can be addressed using any of the domains (for example, jsmith@novell.com,
jsmith@gw.novell.com, and jsmith@support.novell.com). The addresses can be used both
internally and externally.

Preferred Internet Domain Name

You must assign each GroupWise user a preferred Internet domain. GroupWise uses the preferred
Internet domain name when constructing the e-mail address that are displayed in the GroupWise
Address Book and in the To field of sent messages.

To make this process easier, GroupWise lets you assign a preferred Internet domain to be used as
the default for your GroupWise system (for example, novell.com). The system’s preferred Internet
domain is applied to all users in your GroupWise system. However, you can override the system’s
preferred Internet domain at the domain, post office, or user level, meaning that different users
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within your GroupWise system can be assigned different preferred Internet domains. For example,
users in one domain can be assigned gw.novell.com as their preferred Internet domain while users
in another domain are assigned support.novell.com.

Preferred Address Format

You must choose a preferred address format for your GroupWise users. GroupWise uses the
preferred address format, along with the preferred Internet domain, to construct the e-mail
addresses that are published in the GroupWise Address Book and in the To field of sent messages.

GroupWise supports the following address formats:

userID.post_office.domain@internet_domain_name
userID.post_office@internet_domain_name
userlD@internet_domain_name
firstname.lastname@internet_domain_name
lastname firstname@internet_domain_name
firstinital lastname@internet_domain_name

As with the preferred Internet domain, you must assign a preferred address format to be used as
the default for your GroupWise system. The system’s preferred address format is applied to all
users in your GroupWise system. However, you can override the system’s preferred address
format at the domain, post office, and user/resource level.

The following sections explain some of the advantages and disadvantages of each address format:
* “userID.post_office.domain@internet domain_name” on page 89
+ “userID.post_office@internet_domain_name” on page 89
¢ “userID@internet domain_name” on page 90
+ “firstname.lastname@internet_domain_name” on page 90
+ “lastname.firstname@internet_domain_name” on page 90

* “firstinitial lastname@jinternet_domain_name” on page 90
userlD.post_office.domain@internet_domain_name

Advantages
¢ Reliable format. GroupWise guarantees that each address is unique.

¢ Identical usernames can be used in different post offices.

Disadvantages
¢ Addresses tend to be long and hard to remember.

+ Addresses might change over time as users are moved from one post office to another.
userlD.post_office@internet_domain_name

Advantages
+ Guarantees uniqueness if all your post offices have unique names.

+ Identical usernames can be placed in different post offices.
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Disadvantages
+ Addresses tend to be long and hard to remember.

+ Addresses might change over time as users are moved from one post office to another.
userlD@internet_domain_name

Advantages
+ Addresses are short and easy to remember.

+ Backwards-compatible with previous versions of GroupWise. (Users won’t need to update
their business cards.)

¢ Addresses do not change as users are moved.

Disadvantages
¢ Because GroupWise cannot guarantee unique user IDs, the system administrator is
responsible for guaranteeing that the first and last names are unique.

firstname.lasthame@internet_domain_name

Advantages
¢ Addresses are intuitive and easy to remember.

+ Addresses do not change as users are moved.

Disadvantages

+ Because GroupWise cannot guarantee unique first and last names, the system administrator is
responsible for guaranteeing that the first and last names are unique.

+ Probability of conflicts increases if any user’s first and last names match any GroupWise
domain or post office name, if any two users have the same first and last names, or if any two
users have the opposite first and last names (such as James Dean and Dean James).

lastname.firstname@internet_domain_name

Advantages
+ Addresses are intuitive and easy to remember.

¢ Addresses do not change as users are moved.

Disadvantages

+ Because GroupWise cannot guarantee unique first and last names, the system administrator is
responsible for guaranteeing that the first and last names are unique.

+ Probability of conflicts increases if any user’s first and last names match any GroupWise
domain or post office name, if any two users have the same first and last names, or if any two
users have the opposite first and last names (such as James Dean and Dean James).

firstinitial lastname@internet_domain_name

Advantages
+ Addresses are intuitive and easy to remember.

+ Addresses do not change as users are moved.
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Disadvantages

+ Because GroupWise cannot guarantee unique first initials and last names, the system
administrator is responsible for guaranteeing that firstinitial lastname addresses are unique.

Allowed Address Formats

Override Options

The preferred Internet domain and preferred address format apply to user addresses as displayed
in the GroupWise Address Book or sent messages.

The allowed address formats, on the other hand, determine which address formats are accepted by
the Internet Agent. There are five possible allowed formats:

userlD.post_office@internet_domain_name
userlD@jinternet_domain_name

firstname.lastname@internet _domain_name
lastname firstname@internet_domain_name
firstinital lastname@jinternet_domain_name

If you select all five formats, the Internet Agent accepts messages addressed to users in any of the
formats. For example, John Peterson would receive messages sent using any of the following
addresses:

jpeterson.research@novell.com
jpeterson@novell.com
john.peterson@novell.com
peterson.john@novell.com
jpeterson@novell.com

You must designate the allowed address formats to be used as the default formats for your
GroupWise system. The system’s allowed address formats are applied to all users in your
GroupWise system. However, you can override the system’s allowed address formats at the
domain, post office, and user/resource level.

For example, assume you have two John Petersons with userIDs of jpeterson and japeterson. The
userID.post_office and userID address formats do not cause message delivery problems, but the
firstname.lastname, lastname.firstname, and firstinitial lastname address formats do. To
overcome this problem, you could disallow the three problem formats for these users at the user
level.

In spite of the best planning, some e-mail addresses do not fit the rules and are not processed
correctly. You can handle such addresses by overriding the regular address processing, as
described in “Overriding Internet Addressing Defaults” on page 94.

Setting Up Internet Addressing

The following sections help you to set up Internet addressing:
+ “Installing the Internet Agent” on page 92
+ “Enabling Internet Addressing” on page 92
¢ “Overriding Internet Addressing Defaults” on page 94
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Installing the Internet Agent

Before you can set up Internet addressing, you must install the GroupWise Internet Agent. If you
have not already installed the agent, see “Installing the GroupWise Internet Agent” in the
GroupWise 6.5 Installation Guide.

Enabling Internet Addressing

1 In ConsoleOne, click the Tools menu > GroupWise System Operations > Internet Addressing.

H¥ Internet Addressing

Preferred Address format:

Blnternet damain hame

x|
.
[ Enahble "First Initial Last Wame" matching for incoming mail I Came) |

Help

rAllowed Address Format:
[¥ UserlD Post Oficeg@intemet domain name
¥ UserlD@internet domain name
[¥ Last Mame.First Mame@internet domain name
[~ First Mame Last Mame@internet domain name

I First Initial Last Name@internet domain name

rInternet Daomain Name

Create
Edit

Delete

L

Set Freferred

Internet Agent for outbound SMTPIMIME messages:
Provo. GifIA |

Mote: You must choose a default Internet Agent before you can define
Internet Domain narmes

2 In the Internet Agent for Outbound SMTP/MIME Messages list, select the Internet Agent to
use as the default Internet Agent for your system.

By default, each domain uses this Internet Agent for outbound messages sent by users in the
domain. If you have multiple Internet Agents in your GroupWise system, you can override the
default setting at the domain level. For more information, see “Domain Overrides” on

page 94.

3 To define an Internet domain, click Create to display the Internet Domain Name dialog box.

Internet domain name: 5]
Internet Domain hame
Description: Cancel |

Help

4 Enter the Internet domain you want to define in your GroupWise system, then click OK to add
it to the list of Internet domains.

8 Repeat Step 3 and Step 4 for each Internet domain you want to define.

When you’ve finished, all Internet domains you want to define should be listed in the Internet
Domain Names box.
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H¥ Internet Addressing

Preferred Address format:
|UserD@internet domain name =l

x|
ok |
[ Enahble "First Initial Last Name" matching for incoming mail Came) |

Help

Allowed Address Formats
¥ UserlD Post Officeg@lnternet domain narne
I UserlD@internet domain narne
| Last Name First Mame@internet domain narme
I First Name Last Mameg@lnternet domain name

["] First Initial Last Name@internet domain name

Intetnet Domain Names

¢ novell.com

ow.novell.com )
Edit

Celete

Ll

Internet Agent for outbound SMTPIMIME messages:
Provo. GifIA |

Mote: You must choose a default Internet Agent before you can define
Internet Domain narmes

The preferred Internet domain is indicated by a check mark. This is the Internet domain name
that is used when GroupWise constructs a user’s preferred e-mail address. A preferred e-mail
address is the address that is published in the system address book and in the To field of sent
messages. You can override the preferred Internet domain name at the domain, post office,
and user/resource levels. For more information, see “Overriding Internet Addressing
Defaults” on page 94.

If the Internet domain you want to be the default preferred domain for your GroupWise system
is not already selected, select the desired Internet domain, then click Set Preferred Name.

In the Preferred Address Format list, select your system’s default Internet address format.

This is the format that is used when displaying addresses in the GroupWise Address Book and
in a message’s From box if it is not overridden at a lower level. For a list of the available
addressing formats and their respective advantages and disadvantages, see “Preferred Address
Format” on page 89.

You can override the preferred address format at the domain, post office, and user/resource
levels. For more information, see “Overriding Internet Addressing Defaults™ on page 94.

If desired, turn on the Enable "First Initial Last Name" Matching for Incoming Mail option.

This option allows the Internet Agent to resolve addresses for incoming messages by
performing "first initial last name" lookups on the username portion of the address. When
doing so, the Internet Agent uses the first letter of the username as the first initial and the
remainder of the username as the last name. It then resolves the address to any GroupWise
users whose Last Name field (in their eDirectory User object record) contains the last name
and whose Given Name field starts with the first initial.

For example, if the recipient’s address is jpeterson@novell.com, the first initial would be J
and the last name would be Peterson. The address would resolve to the user whose Last Name
field is Peterson and Given Name field starts with J. If more than one user’s given name starts
with J (for example, John and Janice), the message is undeliverable.

This option is useful if you want to be able to use the UserID@Internet domain name format
but your userIDs do not really reflect your users’ actual names (for example, John Peterson’s
user ID is 46789 so his address is 46789@novell.com). In this case, you could publish users’
addresses as their first initial last name (for example, jpeterson@novell.com) and enable this
option so that the Internet Agent resolves the addresses to the appropriate users.
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9 Inthe Allowed Address Formats list, select the address formats that you want to be supported
for incoming messages. GroupWise will deliver a message to the recipient if any of the
allowed formats have been used in the address.

You can override the allowed address formats at the domain, post office, and user/resource
levels. For more information, see “Overriding Internet Addressing Defaults” on page 94.

10 Click OK to save your changes.

If you changed the preferred address format, you are prompted to update the Internet e-mail
address (General tab > Identification page > E-Mail Address field) for all affected users. The
Internet e-mail address is the address returned in response to LDAP queries to eDirectory. It
is recommended that you allow this update; however, performing it for the entire GroupWise
system might take a while.

At this point, Internet addressing is enabled.

Overriding Internet Addressing Defaults

94

All domains, post offices, and users/resources in your GroupWise system inherit the defaults
(Internet Agent for outbound messages, preferred Internet domain name, preferred address format,
and allowed address formats) you established when enabling Internet addressing for your system.
However, if desired, you can override these defaults for individual domains, post offices, or users/
resources.

¢ “Domain Overrides” on page 94
* “Post Office Overrides” on page 95

+ “User/Resource Overrides” on page 96

Domain Overrides

At the domain level, you can override all Internet addressing defaults assigned to your GroupWise
system.

1 In ConsoleOne, right-click a Domain object, then click Properties.

2 Click GroupWise > Internet Addressing.

Properties of Provo : x|

NDS Rights | Cther | Rights to Files and Folders |

i Intermet Addressing

Ovetride | Preferred Address format
[ |User\D@\memeI domain name ;I
Defined at: hovell

Allowed Address Formats

C ¥ UsermFPost Office@internet dormain nanme

¥ UserDiginternet dormait narme:

¥ Last iame First amea@internet domain name
¥ First iame.Last ame@internet domain name
O/ Firstnitial Last Marmeirtermet dam ain narme

Defined at: Maovell

Internet damain name

'ml Inovell.com -

Defined at: Movell
[0 Forincarming mail, teciplents ate known exclusive!ly by this [nterm et domain narme
Internet Agent for outhound SMTPMMIME messages:

C IProvo.GWIA -
Defined at: Movell

Page Options... (0]3¢ I Cancel Apply Help
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3 To override one of the options, select the Override box, then select the option you prefer for
this domain.

If you need additional information about any of the fields, click Help.

4 Click OK to save the changes.

If you changed the preferred address format, you are prompted to update the Internet e-mail
address (General tab > Identification page > E-Mail Address field) for all affected users. The
Internet e-mail address is the address returned in response to LDAP queries to eDirectory. We
recommend that you allow this update; however, performing it for an entire GroupWise
domain might take a while.

Post Office Overrides

At the post office level, you can override the preferred Internet domain name, preferred address
format, and allowed address formats the post office has inherited from its domain. You cannot
override the Internet Agent that is assigned to handle outbound messages.

1 In ConsoleOne, right-click a Post Office object, then click Properties.
2 Click GroupWise > Internet Addressing.

Properties of Research EI

{Groupwise | MDS Rights = | Gther | Rights to Files and Folders |
i Intermet Addressing

Override Preferred Address farmat;

[ |User\D@\memeI domain name ;I
Defined at: Novell
Allowed Address Formats
[
=
|7
=
-

Defined at: Maovell

Internet damain name
[ Inovell.com e
Defined at: Movell

-

Page Options... | cancel | | mew |

3 To override one of the options, select the Override box, then select the option you prefer for
this post office.

If you need additional information about any of the fields, click Help.
4 Click OK to save the changes.

If you changed the preferred address format, you are prompted to update the Internet e-mail
address (General tab > Identification page > E-Mail Address field) for all affected users. The
Internet e-mail address is the address returned in response to LDAP queries to eDirectory. We
recommend that you allow this update; however, performing it for an entire GroupWise post
office might take a while.
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User/Resource Overrides

At the user and resource level, you can override the preferred Internet domain, preferred address
format, and allowed address formats that the user/resource has inherited from its post office. You
cannot override the Internet Agent that is assigned to handle outbound messages.

1 In ConsoleOne, right-click a User or Resource object, then click Properties.

2 Click GroupWise > Internet Addressing.

Properties of User 1 = x|
{GroupWise  ~ i| General -| Restrictions vI Membershigs | Security Equal Ta Me | Lagin Script | 1o Rights | [<]»]
internet Addressing |

Overtide Preferred Address format;
[C | |useriD@internet darnain name =l
I @internet domain name
Defined at. Navell
Allowed Address Formats
L [
I
7
|7
-
Defined at: Movell
Internet damain name
(I Inovell.com ¥
Defined at: Movell
-
Page Options | cancel | | pew |

3 To override one of the options, select the Override box, then select the option you prefer for
this user or resource.

At the user and resource level, the preferred address format can be completely overridden by
explicitly defining the user portion of the address format (user@Internet domain name). The
user portion can include any RFC-compliant characters (no spaces, commas, and so forth).

For example, if you’ve selected First Name.Last Name@Internet domain name as your
system’s preferred address format and you have two John Petersons, each on a different post
office in your system, you would end up two users having the same address
(John.Peterson@novell.com). You could use this field to differentiate them by including their
middle initials in their address (John.S.Peterson@novell.com and

John.A .Peterson@novell.com).

If you need additional information about any of the fields, click Help.
4 Click OK to save the changes.

If you changed the preferred address format for a user, you are prompted to update the user’s
Internet e-mail address (General tab > Identification page > E-Mail Address field). The
Internet e-mail address is the address returned in response to LDAP queries to eDirectory. We
recommend that you allow this update.

Nickname Overrides

At the nickname level, you can override the preferred Internet domain, preferred address format,
and allowed address formats that the user/resource has inherited from its post office. You cannot
override the Internet Agent that is assigned to handle outbound messages.
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1 In the GroupWise View of ConsoleOne, select Nicknames in the GroupWise Object list.
2 Right-click a nickname, then click Properties.
3 Click GroupWise > Internet Addressing.

Overricle Preferred Address format:

iy =]
Preferred EMail I

@lInternet domsain name
Mot Definecd

Alloyed Address Formats
u [¥ UserlD Post Officer@internst domain name
¥ UserD@internet domain name

¥ Lazt Marme First Mame@@lnternet domsin narme:
[ Fitst Mame Last Mameg@internet domait narme
¥ Firzt Inttisl Last Mame@lnternet domsin harme:
Mot Defined

Internet domain name:
u - I
Mot Defined

Page Qptions... | O | Cancel I Apply, | Help I

4 To override one of the options, select the Override box, then select the option you prefer for
this nickname.

5 Click OK to save the changes.

If you changed the preferred address format for a nickname, you are prompted to update the
user’s Internet e-mail address (General tab > Identification page > E-Mail Address field). The
Internet e-mail address is the address returned in response to LDAP queries to eDirectory. We
recommend that you allow this update.

For more information about nicknames, see “Creating a Nickname for a User” on page 213.

Addressing Rules

Addressing rules let you search for text in an address and replace it with other text. Most
addressing rules are used in conjunction with GroupWise® gateways to simplify addressing
syntax. For specific details, see your GroupWise gateway guide. For an example of an addressing
rule used with the Internet Agent, see “Creating a Customized Addressing Rule” on page 700.

Addressing rules are created at the system level and enabled by domain.
¢ “Creating an Addressing Rule” on page 98
¢ “Enabling an Addressing Rule” on page 99

If you are using Internet-style addressing (see Chapter , “Internet-Style Addressing,” on page 87),

any addressing rules that include an (@ in the search string and a colon (:) in the replacement string
is ignored.
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Creating an Addressing Rule

1 In ConsoleOne®, click the Tools menu > GroupWise System Operations > Addressing Rules.

o
Addressing Rules 0K
Mew
— Cancel
—I Help
| B

2 Click New to display the New Addressing Rule dialog box.

@ New Addressing Rule

Description: I

Name Lancel

il

Search String: I Help
Replace With |

Test Rule
Enter an address and click Test.

Test address:

Results

|

3 Fill in the following fields:

Description: Enter a short description for the rule. The description is what appears when the
rule is listed in the Addressing Rules dialog box.

Name: Enter the name you want to use for the rule.

Search String: Enter the text string that determines which addresses the rule is applied to.
You can use an asterisk as a wildcard to represent one or more characters. For example, if you
want the rule to apply to all addresses with JSmith as the userID, enter jsmith.*.* (the first
asterisk represents the post office and the second represents the domain).

Replace With: Enter the replacement text. You can use variables (%1, %2, and so forth) to
reference the wildcard text used in the search string. For example, if you use two wildcards in
the search string, you could use two variables (%1 and %2) to insert the matched wildcard text
into the replacement string. %1 (replace string 1) replaces the first wildcard in the search
string, %2 replaces the second wildcard, and so on. The replacement variables must be placed
in the string according to the order required for the explicit address, not according to their
numerical order (for example, %2 could come before %1).

Using the jsmith.*.* example, assume that you want to replace jsmith with jjones. You would
enter jjones.%1.%2. The resulting addressing would include the same post office and domain
but a different userID.

4 If desired, you can test the rule on an address. To do so, enter an address in the Test Address
dialog box (the address does not have to be real) > click Test to see the results.
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5 Click OK to add the rule to the list.

The rule is automatically enabled, which means that it is available for use. To apply it to a
domain, however, you need to enable it in the domain. For instructions, see “Enabling an
Addressing Rule” on page 99.

6 If necessary, select the rule, then use the up-arrow and down-arrow to move the rule to the
position in which you want it executed.

Addressing rules are executed in the order they are listed. When an addressing rule is applied
to an address, no further addressing rules are applied.

7 When you are finished creating rules, click OK to close the Define Addressing Rules dialog
box.

Enabling an Addressing Rule

After you create an addressing rule, you need to enable it in the domains where you want it applied.

1 In ConsoleOne, right-click the Domain object, then click Properties.

Properties of Provo x|

GroupWise ~ | NDS Rights ~ | Cther | Rights to Files and Folders |

llertification
Domain: Pravo
Desctiption
UNEC Path: [ncgsvaiprov il
Language [Engiisn - us =
Domain Type Primary
Time Zane [r@niT-07:00) Mountain Time (US & Canada) =]
Database Version: B
Metwark Type: INUVE” Metware j
Administratar. I ‘EE:l Clear
Page Options 0K Cancel Apply Help

2 Click GroupWise > Addressing Rules.

The list displays all addressing rules that have been made available in the system. However,
an addressing rule does not apply to the domain until you enable it.
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Properties of Provo x|

{GroupWise | NDS Righis = | Ciher | Rights to Fies and Folders |
i Addressing Rules

Addressing rules used by this domain:
[T Addressing Rule 1

Page Options... ok | cancel | appy | pew |

3 Click the check box in front of an addressing rule to enable it.

4 When you are finished enabling rules, click OK to save your changes.

Wildcard Addressing

Wildcard addressing enables users to send items to all users in a post office, domain, GroupWise®
system, or connected GroupWise system by inserting asterisks (*) as wildcards in e-mail
addresses.

You can limit wildcard addressing to a specific level (post office, domain, system) or allow
unlimited wildcard addressing. The default is to limit the wildcard addressing to post office only,
meaning that a user can use wild card addressing to send to all users on his or her post office only.
You can change the default for individual users, post offices, or domains.

When using wildcard addressing, the sender only sees whether the item was delivered to a domain,
post office, or system (by viewing the item’s properties). The properties do not show the individual
usernames or additional statuses. Recipients can reply to the sender only. Reply to All is
unavailable.

+ “Setting Wildcard Addressing Levels” on page 100
* “Wildcard Addressing Syntax” on page 102

Wildcard addressing cannot be used for assigning shared folders or shared address books, granting
proxy rights, performing busy searches, or sending routing slips.

Setting Wildcard Addressing Levels

By default, wildcard addressing is enabled at the post office level for all users in your GroupWise
system. You can change the level (post office, domain, or system) or disable wildcard addressing.

Wildcard addressing levels can be applied to a single user, to all users in a post office, or to all
users in a domain.

To set wildcard addressing defaults:
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1 In ConsoleOne®, select a Domain, Post Office, or User object.

2 Click the Tools menu > Group Wise Utilities > Client Options to display the GroupWise Client
Options dialog box.

GroupWise Client Options

1P %

L= *
Enviraniment Send &I

Security Date and Time

3 Click Send to display the Send Options dialog box.

Send Options: User 1 3 x|
gend Options | wail| appt| Task| Note | Sscurity| Disk Spacs tami
Cl an
[Farmal = & | [ Espiration date o} |
ater[ 0 =] dave
- Priority
" High o} |
i+ Standard [ Delay delivery & |
® Ly For| O é’ days
[ Reply requested & | ildcard Addressing
& yihen conyenient [Lirnited to post office =] |o |
£ it I 1] é’ days:
[¥ Molify recipients d‘
[~ Allow use of "Replyto all* in rules [ Gonyert attachments &
[¥ Allow use of "Internet mail® tracking [ Allow rephy rules 1o loop o}
Restare Default Settings
Cancel | Help |

4 In the Wildcard Addressing list, select from the following options:
¢+ Not Allowed: Select this option to disable wildcard addressing.

¢ Limited to Post Office (Default): Select this option to limit wildcard addressing to the
user’s post office. The user can use wildcard addressing to send items to users in his or
her post office only.

¢ Limited to Domain: Select this option to limit wildcard addressing to the user’s domain.
The user can use wildcard addressing to send items to users in his or her domain only.

¢ Limited to System: Select this option to limit wildcard addressing to the user’s
GroupWise system. The user can use wildcard addressing to send items to all users in his
or her system only. This excludes external users (users from other systems) who have
been added to your GroupWise address book.

¢ Unlimited: Select this option to allow unlimited use of wildcard addressing. The user can
use wildcard addressing to send to all users (including external users and non-visible
users) defined in the GroupWise address book.

5 Click OK to save the changes.
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Wildcard Addressing Syntax

The following table shows the syntax that must be used when using wildcard addressing to send

items.

WildCard Addressing Setting

To send an item to...

Type in the To field...

Limited to Post Office

All users in your post office

*

Limited to Domain

All users in your post office
All users in your domain

All users in another post office in your
domain

* post_office

Limited to System

All users in your post office
All users in your domain

All users in another post office in your
domain

All users in a post office in another
domain

All users in another domain

All users in your GroupWise system

* post_office

*.post_office.domain

*.domain

* Kk *

Unlimited

All users in your post office

All users in your domain

All users in a different post office in your

domain

All users in a post office in another
domain. You can also use this for
external post offices and external
domains.

All users in a another domain. You can
also use this for external domains.

All users in the GroupWise address
book (all users in the same system, all
external users, and all non-visible
users)

* post_office

*.post_office.domain

*.domain

* kK
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Multilingual GroupWise Systems

GroupWise® is a multilingual e-mail product that meets the needs of users around the world. The
following sections provide guidance if your GroupWise system includes users that speak a variety
of languages:

¢ “Client Languages” on page 103
¢ “Administration Languages” on page 104
+ “International Character Considerations” on page 104

¢ “Multi-Language Workstations” on page 105

Client Languages

You can run the GroupWise client in the following languages:

Arabic Hungarian
Czech Italian
Chinese - Simplified Japanese
Chinese - Traditional Korean
Danish Norwegian
Dutch Polish
English Portuguese
Finnish Russian
French Spanish
German Swedish
Hebrew

Users can select the languages they want when they install the GroupWise client. If users have
access to the GroupWise client media, they can choose from all languages. If users are installing
from a software distribution directory, they can choose from the languages you installed in the
software distribution directory, as described in “GroupWise Languages” in “Installing a Basic
GroupWise System” in the GroupWise 6.5 Installation Guide. The maximum disk space required
to store all the GroupWise software components for one language is approximately 500 MB.

By default, the GroupWise client starts in the language of the operating system, if it is available.
If the operating system language is not available, the next default language is English. When
starting the GroupWise client, you can use the /I startup switch to override the English default and
select an interface language from those that have been installed.
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The online help available in the GroupWise clients is provided in all languages into which the
client software is translated. The GroupWise client user guides available from the GroupWise
clients and on the GroupWise Documentation Web site are translated only into the administration
languages. If you try to access a user guide from a client that is running in a language into which
the user guide has not been translated, you can select any of the available languages.

Administration Languages

You can run the GroupWise Installation program, administer your GroupWise system in
ConsoleOne®, and run the GroupWise agents in the following languages:

English
French
German
Spanish

Portuguese

All available administration languages are automatically installed.

When you select a language for a domain, it determines the sorting order for items in the
GroupWise Address Book. This language becomes the default for post offices that belong to the
domain. You can override the domain language at the post office level if necessary.

For example, if you set the domain and post office language to English-US, the Address Book
items are sorted according to English-US sort order rules. This is true even if some users in the
post office are running non-English-US GroupWise clients such as German or Japanese. Their
client interface and Help files are in German or Japanese, but the sort order is according to English-
US standards.

By default, the agents start in the language selected for the domain. If that language has not been
installed, the agents start in the language used by the operating system. If that language has not
been installed, the agents start in English-US.

The POA also includes language-specific files in all client languages so that information returned
from the POA to the GroupWise client, such as message status and undeliverable messages, is
displayed in the language of the GroupWise client rather than the language in which the POA
interface is being displayed.

International Character Considerations

GroupWise client users have complete flexibility in the characters they use in composing
messages. Accented characters used by various European languages and double-byte characters
used by various Asian and Middle Eastern languages are all acceptable in the GroupWise client
and can even be combined in the same message text.

As an administrator, the only limitation you need to be aware of is that double-byte Asian and
Middle Eastern characters should not be used in directory names and filenames within your
GroupWise system. This limitation is based on operating system capabilities. You should also not
use double-byte characters in passwords. You are free to use double-byte characters in GroupWise
usernames, domain names, post offices names, and so on.
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Multi-Language Workstations

If GroupWise users receive messages in multiple languages, their workstations need to be
configured to handle the character sets used by these languages.

On Windows XP:
1 From the Control Panel, double-click Regional and Language Options, then click Languages.

2 [f you receive messages in Arabic, Hebrew, or other complex languages, select Install Files
for Complex Script and Right-to-Left Languages.

3 If you receive messages in Chinese, Japanese, or other similar languages, select Install Files
for East Asian Languages

4 Click OK to install the required language files.
On Windows 2000:
1 From the Control Panel, double-click Regional Options.

2 Seclect the languages you want to use on the workstation, then click OK to install the required
language files.

On Linux and Macintosh workstations, if users see the correct characters at the operating system
and desktop levels, they see the correct characters in GroupWise as well.
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