XI I IMonitor

Chapter 65, “Starting the Monitor Agent,” on page 903

Chapter 66, “Configuring the Monitor Agent,” on page 909

Chapter 67, “Using the Monitor Agent Console,” on page 927

Chapter 68, “Configuring the Monitor Application,” on page 941

Chapter 69, “Using the Monitor Web Console,” on page 947

Chapter 70, “Comparing the Monitor Agent Consoles,” on page 953

Chapter 71, “Creating a PQA File for the Monitor Web Console,” on page 955
Chapter 72, “Using Monitor Agent Switches,” on page 957
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Starting the Monitor Agent

Detailed instructions for installing and starting the GroupWise® Monitor Agent for the first time
are provided in “Installing GroupWise Monitor” in the GroupWise 6.5 Installation Guide. This
section presents some additional Monitor Agent startup information.

+ “Starting the Linux Monitor Agent” on page 903
+ “Starting the Windows Monitor Agent” on page 905

Starting the Linux Monitor Agent

+ “Starting the Linux Monitor Agent Manually” on page 903
+ “Starting the Linux Monitor Agent Automatically” on page 904

+ “Stopping the Linux Monitor Agent” on page 904

Starting the Linux Monitor Agent Manually

You do not need to be logged in as root to start the Monitor Agent.
1 Make sure you are logged in as root.

2 Make sure you know the path to a domain directory where a domain database (wpdomain.db)
is located or the IP address of a server where the MTA is running.

3 Change to the GroupWise agent bin directory.
cd /opt/novell/groupwise/agents/bin
4 Use one of the following commands to start the Monitor Agent:

./gwmon --home /domain_directory &
./gwmon --ipa IP address --ipp port number &

A message indicates that the Monitor Agent is polling the domain you specified. The Monitor
Agent does not have a --show switch to provide a user interface.

You can also start the Monitor Agent using its startup script (/etc/initd/grpwise-ma).
5 View the following URL to verify that the Monitor Agent is running:
http://localhost:8200
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Status | Preferences | Link Trace | Link Cenfiguration | Heports | Log

System | Problems

UpTime: 0d 13 h 30 m

N Status Status Duration
T ¢ nomal 0d0h4Tm
T ¥ nomal Dd0h4a7m
T ¢ nomal 0d13hsm

T @ ot Listening 0413130 m

Hame Type Closed Links Queued Platform Version
Development.Provol POA RIS RIS MNLkA B.5a (7/A10/2003)
Provol MTA [ 0 MNLM 6.5a (7/10/2003)
Provo3d MTA 0 0 LINUX 651 (04/29/2004)
Eesearch.Provod PO& [N & [N & 7

Status information for the agents in your GroupWise system is displayed.

Starting the Linux Monitor Agent Automatically

If you selected Launch Monitor Agent on System Startup in the Monitor Agent Installation
program, your system was configured so that the Monitor Agent would start automatically. The
Monitor Installation program always creates a grpwise-ma startup script in /etc/init.d for starting
the Monitor Agent. To enable automatic startup, the Monitor Installation program creates
symbolic links named S99grpwise-ma in the rc3.d and rc5.d directories so that the Monitor Agent
can load on startup into runlevel 3 or 5, depending on the configuration of your Linux system.

When the grpwise-ma script runs and starts the Monitor Agent, it reads the Monitor Agent
configuration file (monitor.xml) in /opt/novell/groupwise/agents/share to check for configuration

information.

Stopping the Linux Monitor Agent

204

NOTE: If you started the Monitor Agent as root, then you must be logged in as root in order to stop it.

When you start the Monitor Agent with the grpwise-ma startup script, you can also use the script

to stop it.

1 Change to the /etc/init.d directory.

2 To stop the Monitor Agent,

./grpwise-ma stop

enter the following command:

3 To confirm that the Monitor Agent has stopped, enter the following command:

./grpwise-ma status

When you start the Monitor Agent manually (without using the grpwise-ma script), use the

standard Linux kill command to stop it.

1 Determine the process ID of the Monitor Agent.

ps -eaf | grep gwmon

The PIDs for all gwmon processes are listed.

2 Kill the first gwmon process in the list.

kill first process ID

It might take a few seconds for all gwmon processes to terminate.

3 Repeat the ps command to verify that the Monitor Agent stopped.
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Starting the Windows Monitor Agent

+ “Starting the Windows Monitor Agent Manually” on page 905
+ “Starting the Windows Monitor Agent Automatically” on page 905
+ “Stopping the Windows Monitor Agent” on page 906

Starting the Windows Monitor Agent Manually

In Windows, click Start > Programs > GroupWise Monitor > GroupWise Monitor. You might
also want to create a desktop icon for it.

The Monitor Agent console appears.

b: GroupWise Monitor [_ ]

Configuration  Wiew Actions Reports Log Help
Status I Status Duration I Narme | Type | Up Tirne I Closed | Queusd | Flatform
¥ Momal 0d2h24m Development... POA  2d2Th24.. M N2 MLk
¥ Nomal OdZh2dm Provol MTa  2dZ1h24. 2 363 NLM
¥ Nomal Od2h2dm Provol.GWwla  Gwia 0d3h12m M M2 NLM
¥ Nomal 0d2h2dm Provo2 MT&  0dOh2m 2 108 NT/2
6 Mot Listening 0d2h24m Provo2 GWWIA  GWIA  Unknown RE) A8 ?
A NoAddiess 0d2h24m Provad MTA  Unknown 0 ?
EANoAddess 0dZh24m Provad MTA  Unknown 0 ?
¥ Momal 0d2h24m Sales.Provo2 PDA  0d3h12m  MéA N NT/2..
¥ Nomal OdZh2dm WEBACESAP.. WE. 0d3h12Zm M4 M2 NLM
659 Mot Listening 0d2h24m WEBACESAP... WE.. Unknown Mid NA& ?

|Net Poll: 25 secands [ [ [HTTP: 8200 |gents: 10

If the Monitor Agent console does not appear, see “Monitor Agent Problems” in GroupWise 6.5
Troubleshooting 2. Solutions to Common Problems.

Starting the Windows Monitor Agent Automatically

To start the Monitor Agent automatically whenever you restart the Windows server, you can add
the Monitor Agent program to the Windows Startup group.

1 In Windows NT, click Start > Settings > Taskbar > Start Menu Programs > Add.

or

In Windows 2000, click Start > Settings > Taskbar & Start Menu > Advanced > Add.
Browse to the directory where you installed the Monitor Agent.

Double-click gwmon.exe.

Click Next.

Select the Startup folder, provide a name for the shortcut, then click Finish.

o g h WO N

If possible, restart the server to verify that the Monitor Agent starts when you log in.
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Stopping the Windows Monitor Agent

At the Monitor Agent console:
1 Click File > Exit.
or

Close the window where the Monitor Agent is running.

Understanding the Monitor Agent Consoles

The Monitor Agent offers three consoles:
+ “Monitor Agent Console” on page 906
+ “Monitor Agent Web Console” on page 906
+ “Monitor Web Console” on page 907

For a comparison of the capabilities of the three consoles, see Chapter 70, “Comparing the Monitor
Agent Consoles,” on page 953

Monitor Agent Console

The Monitor Agent console is available for the Windows Monitor Agent but not for the Linux

Monitor Agent.
& GroupWise Monitor =] 3
Configuration iew pActions HReporte Log Help
Em Carporate Mail Status Status Duration | Name Type | Up Time Closed ... | Queusd | Platform
14239 Nefware Agents (2] A tiomsl 0d0hEm Development.. PO&  2d18R1Z. N/A Nt MM
| NetWare Gateways [2] o’ Nomal 0d0hGm Pravol MT& 2d18h12. 1 M5 NLM

B £ Windows Agents [2]
@ﬁ Windows Gatewayps [2]

|Next Pell: 193 seconds [ [ [HTTP: 8200 |Agents: 2

All agent configuration tasks can be performed at the Monitor Agent console, but some reports are
not available.
Monitor Agent Web Console

The Monitor Agent Web console is platform-independent and can be viewed at the following
URL:

http://Web_server_address:8200
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Status | Preferences | Link Trace | Link Cenfiguration | Heports | Log

System | Problems

UpTime: 0d 13 h 30 m
N Status Status Duration Hame Type Closed Links Queued Platform Version

r WM Od0hd47m Development.Provol POA MAA MAA LK B.5a (7/A10/2003)
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To create the Monitor Agent Web console display, your Web server communicates directly with
the Monitor Agent to obtain agent status information. You must be behind your firewall to use the
Monitor Agent Web console. Because the Linux Monitor Agent does not have a console on the
server where it runs, you use the Monitor Agent Web console in its place on Linux.

Several Monitor features are available at the Monitor Agent Web console that are not available at
the Monitor Agent server console or the Monitor Web console. These are summarized in Chapter
70, “Comparing the Monitor Agent Consoles,” on page 953.

Monitor Web Console

The Monitor Web console is also platform-independent and can be viewed at the following URLSs:

Linux: http://network_address/gwmon/gwmonitor
Windows: https://network_address/servlet/gwmonitor

GroupWiseg Monitor

-~ & corporate Mail [2] Monitored agents for "Corporate Mail.NetWare Agents" group
4 Ne“:’&g‘m [2]  Total: 2 Displayed: 1 - 2
b wiindows Agents [2
H Refresh | Selectall | Clear [Pretlem | [ Suspend | [ Resume | [Mave ][
All
Create . 5
Name Status Status Duration Up Time  Type
Rename
Move [~ (@ Proval Marmal 0 d0h &4 m 2d19h 54 m MTA

Delete
Refresh
Help

[T (@ Dewvelopment.Proval Mormal O doh 54 m 2d19h84m POa

To create the Monitor Web console display, your Web server communicates with the Monitor
Application (a component of your Web server), which then communicates with the Monitor Agent
to obtain agent status information. This enables the Monitor Web console to be available outside
your firewall, while the Monitor Agent Web console can be used only inside your firewall.

The Monitor Web console is divided into the Agent Groups window on the left and the Agent
Status window on the right. Using the Agents Groups window, you can create and manage agent
groups the same as you can at the Monitor Agent server console.

The Monitor Web console does not include some features that are available at the Monitor Agent
server console and the Monitor Agent Web console. These are summarized in Chapter 70,
“Comparing the Monitor Agent Consoles,” on page 953.
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Configuring the Monitor Agent

The default configuration of the GroupWise® Monitor Agent is adequate to begin monitoring
existing GroupWise agents (POAs, MTAs, Internet Agents, and WebAccess Agents). You can
also customize the configuration to meet your specific monitoring needs.

On Windows, you configure the Monitor Agent at the Monitor Agent console on the Windows
server where the Monitor Agent is running.

5: GroupWise Monitor [_TO] ]
Configuration  Yiew Actions Beports Log Help
=-£7] Corparate Mail Status Status Duration | Mame Type | Up Time Closed ... | Gueusd | Platform
= Netwlare Agerts (2] v [ Jevelopment.. POA  2d18h12. N/ N NLM

i [0 Netwiare Gateways [2] ¥ Homal 0d0h5m Provel MT4  2d1Bh12. 1 M5 NLM
-] Windows Agents [2]

€90 Windaws Gateways [2]

[Mest Pall. 153 seconds [ [ HTTR. 8200 [Agerts: 2

On Linux, similar functionality is available in your Web browser at http://localhost:8200.

Status | Preferences | Link Trace | Link Cenfiguration | Heports | Log

System | Problems

UpTime: 0d 13 h 30 m
N Status Status Duration Hame Type Closed Links Queued Platform Version

r WM Od0hd47m Development.Provol POA MAA MAA LK B.5a (7/A10/2003)
r WM Od0hd47 m Praoval MTA B 1} LR B.5a (7/A10/2003)
r WM Od13ham Provod MTA 0 0 LIMNUX 651 (04/29/2004)
T @uotlistening 0d13h30m  ResearchProvod  POA  N/A e 7

The following topics help you customize the Monitor Agent for your specific needs:
+ “Selecting Agents to Monitor” on page 910
¢ “Creating and Managing Agent Groups” on page 912
¢ “Configuring Monitoring Protocols” on page 914
¢ “Configuring Polling of Monitored Agents” on page 917
+ “Configuring E-Mail Notification of Agent Problems” on page 918
+ “Configuring Audible Notification of Agent Problems” on page 922
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+ “Configuring SNMP Trap Notification of Agent Problems” on page 923

¢ “Configuring Authentication and Intruder Lockout for the Monitor Web Console” on
page 924

* “Configuring Proxy Service Support for the Monitor Web Console” on page 925
* “Configuring Monitor Agent Log Settings” on page 925

Selecting Agents to Monitor

By default, the Monitor Agent starts monitoring all GroupWise agents (POAs, MTAs, Internet
Agents, and WebAccess Agents) in your GroupWise system, based on the information from a
domain database (wpdomain.db). You might not want to continue monitoring all agents. And as
your GroupWise system grows, you might want to monitor additional agents.

+ “Filtering the Agent List” on page 910

+ “Adding All Agents on a Server” on page 911
¢ “Adding All Agents on a Subnet” on page 911
¢ “Adding an Individual Agent” on page 911

+ “Removing Added Agents” on page 912

Filtering the Agent List
You can configure the Monitor Agent to stop and start monitoring selected agents as needed.
At the Windows Monitor Agent console:
1 Click Configuration > Filter.
or

On Linux, click Preferences > Filter.

Filtered Out Monitared ,D—KI
T —————
AccauningPloves Development. Proval
M anufacturing. Pravol Prowol Cancel
>3 add 5> | Provol Gw/lA
Prowo2 Help
Provo2 G4
Add All | Sales.Provo2
WEBALEEA ProvoT Agent Types
\WEBACESA Prove? T
v POA
<< Remove <ﬂ
¥ Gl
Fiemove Al | v Webbocess
¥ Gateway

The Filtered Out list displays all agents that are not currently being monitored.

2 Seclect one or more agents in the Monitored list, then click Remove to move them to the
Filtered Out list.

3 Click OK.

Agents in the Filtered Out list are not monitored and do not appear at the Monitor Agent console
nor at the Monitor Web console. To start monitoring a filtered-out agent, move it back to the
Monitored list.
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Adding All Agents on a Server

If you add a new server to your GroupWise system or want to monitor agents in a different
GroupWise system, you can easily start monitoring all the agents running on that server.

At the Windows Monitor Agent console:
1 Click Configuration > Add from Server.
or

On Linux, click Preferences > Add Agents.

Add from Machine

Enter the machine address ok

_ |
[l Cancel |
e

Help

2 Type the IP address of the new server, then click OK.

All GroupWise agents on the new server are added to the list of monitored agents.

If the server is part of your local GroupWise system, you can simply restart the Monitor Agent and
it picks up all new agents in your system.

Adding All Agents on a Subnet

If you add several new servers to your GroupWise system or want to monitor agents in a different
GroupWise system, you can easily start monitoring all the agents running on the same subnet.

At the Windows Monitor Agent console:
1 Click Configuration > Add from Network.
or

On Linux, click Preferences > Add Agents.

Add from Network

Enter the subnet oK

[
[l Cancel |
o]

Help

2 Type the subnet portion of the IP addresses of the new servers, then click OK.

All GroupWise agents on the subnet are added to the list of monitored agents.

If the servers are part of your local GroupWise system, you can simply restart the Monitor Agent
and it picks up all new agents in your system.

Adding an Individual Agent

You can start monitoring an individual agent anywhere in your GroupWise system or another
GroupWise system.

At the Windows Monitor Agent console:
1 Click Configuration > Add Agent.
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or

On Linux, click Preferences > Add Agents.

Add Agent
Enter the address of the new Agent,
fdress || Cancel |
Port l— Help |

2 Type the IP address of the server where the agent runs.
3 Type the port number the agent listens on.
4 Click OK.

The agent is added to the list of monitored agents.

Removing Added Agents
To stop monitoring agents that you have manually added to the Monitor Agent’s configuration:

At the Windows Monitor Agent console:
1 Click Configuration > Remove Agents.
or
On Linux, click Preferences > Remove Agents.
2 Seclect the agents you want to remove, then click Remove.

3 Click OK.

Creating and Managing Agent Groups

You might find it convenient to group related agents together for monitoring purposes. Initially,
all agents are in a single group with the same name as your GroupWise system.

Agent groups are displayed on the left side of the Monitor Agent console. When you select an
agent group, the monitored agents in the group and their status information are listed on the right
side of the Monitor Agent console.

b4 GroupWise Monitor [_ 0]
Configuration Wiew Actions Heports Log Help
Status I Statug Diuration I Name | Type | Up Time I Clozed ... I [ueued | Platform

¥ Nomal 0d2h24m Development.... PO&  2d21h24.. N (P ML
v Nomal Od2h2dm Provol MTA  2dz2ih2d. 2 363 LK
¥ Nomal 0d2h24m ProvolGWwlA  GWIA 0d3h1Zm N M2 NLK
¥ Nomal OdZh2dm Provo2 MT&  0dOh2Zm 2 108 NT/2..
@ Mot Listening 0d2h24m Provo2. GWwa GWwla  Unknown Mid NAA ?
@ MoAddress 0d2h2dm Provod MTA  Unknown 0 ?
@ MoAddress 0d2h2d4m Prowod MTA  Unknown 0 ?
¥ Momal 0d2h24m Sales.Provo2 PDA  0d3h12m  Méa NAA NT/2..
7 Nomal Od2h2dm WEBACERAP.. WE. 0d3hi12m M AR LK
@ Mot Listening 0d2h24m WEBACERAP... “WE.. Unknown Md N ?

Next Pall: 25 seconds HTTF: 8200 Agents: 10
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You can create additional groups and subgroups as needed to make monitoring similar agents
easier. You might want to create agent groups based on geographical areas, on administrative
responsibilities, or on agent configuration similarities. The number of agents in the group is

displayed to the right of the group name in the agent groups window.

4% GroupWise Monitor

[-[O] =]

Configuration  Wiew Actions Reports Log Help

-3 Corporate Mail
143 Netware dgents (2]
£ Netware Gateways [2]
=} -E7 Windows Agents [2]
6] Windows Gateways [2]

Status Status Duration | Name Type | Up Time Closed Gueued | Platform
' dlomal 0d0h5m ent. g
¥ Nomal OdOh5m Proval MT&  2d18h12. 1 345 HLM

[Nert Pall: 193 seconds [

[HTTP: 8200 |gents: 2

In addition, by creating agent groups, you can provide configuration settings for monitoring just
once for all agents in each group, rather than having to provide them individually for each agent

in your GroupWise system.

+ “Creating an Agent Group” on page 913

+ “Managing Agent Groups” on page 913

* “Viewing Your Agent Group Hierarchy” on page 914

¢ “Configuring an Agent Group” on page 914

NOTE: On Linux, perform these tasks in the Monitor Web console.

Creating an Agent Group

At the Windows Monitor Agent console:

1 Right-click the folder where you want to create the agent group, then click Create.

2 Type a name for the group, then click OK to create a new folder for the agent group.

The group name must be unique within its parent group.

3 Click a folder containing agents that you want to add to the new group.

4 Drag and drop agents into the new group as needed.

5 Click the new group to view its contents.

You can nest groups within groups as needed.

Managing Agent Groups

Managing agent groups is easy:

+ To rename an agent group, right-click the agent group, click Rename, type the new name, then

press Enter.

+ To move an agent group, drag and drop it to its new location.
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+ To delete an agent group, right-click the agent group, then click Delete. A group must be
empty before you can delete it.

Viewing Your Agent Group Hierarchy

When you create nested groups, you can choose how much of the hierarchy you want displayed:

* You can open and close groups manually by clicking the plus and minus icons beside each
folder.

* To expand your entire group hierarchy, click View > Expand Tree.

+ To collapse your entire group hierarchy, click View > Collapse Tree.

You can also decide, when viewing the agents in a group, whether you want to view just the agents
in the currently selected group or the agents in subgroups as well. By default, only the agents in
the selected folder are listed in the agent window. Right-click an agent group, then click Show
Subgroup Agents to display the contents of nested groups along with the selected group.

4 GroupWise Monitor [_ 1]
Configuration Wiew Actions Heports Log Help
m [1.10] Status I Statug Diuration I Name | Type | Up Time I Clozed ... I [ueued | Platform
Er 20 Metware Agents (2] ¥ Momal Odzh4lm Development.... POD&  2d21 h44.. Méa WA MLM
|0 Netware Gateways 2]  Namal DdZh#lm  Provel MTA  2d21h44. 2 B3I NLM
EHER Windows Agents 21 Whomd  Dd2hdim  PovelGwls  Gwld 0dZh3zm N4 NA NLM
B0 Windows Gateways 2] s o Ddznatm Provor MTA  0dOhzm 2 e NI/
659 Mot Listening 0d2hdlm Provo2 GWI& Gwld  Unknown Mid NA& ?
59 Mo addiess 0dZhdlm Provod MTA  Unknown 0 ?
A NoAddess 0dZh#im Provad MTA  Unknown 0 ?
¥ Momal 0dZ2hdlm Sales.Provo2 PDA  0d3h32m  Méa NAA NT/2..
7 Nomal DdZhdlm WEBACESAP.. WE.. 0d3h3Zm M N4 NLbd
@ Mot Listening 0d2h41m WEBACERAP... “WE.. Unknown Md N ?

|Next Poll: 229 seconds [ [ [HTTP: 8200 |Agents: 10

Numbers in brackets beside each group indicate the number of agents in the selected group and the
total number displayed

Configuring an Agent Group

Configuring

Configuration settings for monitoring can be set for each monitored agent individually, for each
agent group, or for all monitored agents collectively. You can establish default configuration
settings for all agents by setting them on the root agent group that is named the same as your
GroupWise system. Those default settings can be inherited by each subgroup that you create
thereafter if you select Apply Options to Subgroups. Those default settings can be overridden by
establishing different settings for an agent group or for an individual agent if you deselect Use
Parent Options.

Monitoring Protocols

By default, the Monitor Agent uses HTTP to communicate with the agents it monitors, whenever
HTTP is available. If HTTP is not available, the Monitor Agent changes automatically to SNMP.

GroupWise 6.x agents and gateways as well as the GroupWise agents provided with the
GroupWise 5.5 Enhancement Pack can be monitored using HTTP. Agents dating from GroupWise
5.5 and earlier, as well as 5.5-level GroupWise gateways, must be monitored using SNMP.
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+ “Configuring the Monitor Agent for HTTP” on page 915
¢ “Configuring the Monitor Agent for SNMP” on page 916

Configuring the Monitor Agent for HTTP
You can customize how the Monitor Agent communicates with your Web browser.

At the Windows Monitor Agent console:
1 Click Configuration > HTTP.
or

On Linux, click Preferences > Setup, then scroll down to the HTTP Settings section.

HTTP Configuration E
HTTP Status: Rurning
HTTP Refresh 300 = seconds Cancel |
HTTP Part I

o B = Hep |

[ Open anew window when viewing agents

[~ Authentication

I™ Require authentication to browse G bonitas

Uszer name
Password
Password Confirm
Intruder Lockout Count [ -

minutes

JATT

Intruder Lockout Period — [5)

Intruder Lockout Status Mot Locked

Clear Lockaut

2 Modify the HTTP settings as needed:

HTTP Refresh: Specify the number of seconds after which the Monitor Agent sends updated
information to the Monitor Web console. The default is 300 seconds (5 minutes).

HTTP Port: Specify the port number for the Monitor Agent to listen on for requests for
information from the Web console. The default port number is 8200.

Open a New Window When Viewing Agents: Select this option to open a new Web browser
window whenever you display an agent Web console. This enables you to view the Monitor
Web console and an agent Web console at the same time, or to view two agent Web consoles
at the same time for comparison.

3 Click OK to put the new HTTP settings into effect.
4 Click Configuration > Poll Settings.
or

On Linux, click Preferences > Setup, then scroll down to the HTTP Settings section.
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Group Poll Settings - Corporate Mail MefWare Agents E

I Lse Parent Poling Options
Fall Cycle I:"'DD 3: seconds Cancel |
~HTTP Hep |

HTTF User Mame I

HTTP Password I

[ SHMP

30 _:| seconds

Humber of Retries 2 _:I

SMMP Community Stings IDuth

Time-out

Comma separated list of cammunity strings

I Force poling through SHEP

™ Apply options to subgroups

5 Fill in the following fields:

Poll Cycle: Specify the number of seconds after which the Monitor Agent polls all monitored
GroupWise agents for updated information.

By default, the Monitor Agent starts 20 threads to poll monitored agents. You can use the /
pollthreads startup switch to adjust the number of threads.

By default, the Monitor Agent communicates with other GroupWise agents by way of XML.
However, if XML is unavailable, the Monitor Agent automatically uses SNMP instead. Prior
to the GroupWise 5.5 Enhancement Pack, GroupWise agents did not support XML, so the
Monitor Agent must use SNMP to monitor these older agents. If you need to monitor older
agents, see “Configuring the Monitor Agent for SNMP” on page 916.

If all monitored agents in the group require the same username and password in order to
communicate with the Monitor Agent, you can provide that information as part of the Monitor
Agent’s configuration.

HTTP User Name: Provide the username for the Monitor Agent to use when contacting
monitored agents in the group for status information.

HTTP Password: Provide the password, if any, associated with the username specified in the
field above.

NOTE: On Linux, the HTTP User Name and HTTP Password fields are not available. However, you can
use the --httpagentuser and --httpagentpassword startup switches on the command line when you start
the Monitor Agent to achieve the same functionality.

If the monitored agents use different usernames and passwords, you are prompted to supply
them when the Monitor Agent needs to communicate with the monitored agents.

6 Click Apply Options to Subgroups if you want subgroups to inherit these settings.
7 Click OK to put the specified poll cycle into effect.

Configuring the Monitor Agent for SNMP

The Monitor Agent must use SNMP to communicate with GroupWise agents that date from earlier
than the GroupWise 5.5 Enhancement Pack. You can customize how the Monitor Agent
communicates with such older agents and how it communicates with SNMP monitoring and
management programs.

At the Windows Monitor Agent console:
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1 Click Configuration > Polling.
or

On Linux, click Preferences > Setup, then scroll down to the SNMP Settings section.

Group Poll Settings - Corporate Mail. MefWare Agents [ x]
Pall Cpcle |3UU 3: seconds Cancel |

CHTTP Hep |
HTTF User Mame I

HTTF Password I

~SMMP

Time-out 0 = seconds
Murmber of Retries |2 =i

SNMP Commuity Stings IDUH\C

Comma separated list of community strings

™ Force poling through SHEP

™ Apply options to subgroups

2 Specify the number of seconds after which the Monitor Agent polls all monitored GroupWise
agents for updated information using SNMP.

3 In the SNMP box, modify the SNMP settings as needed:

Time Out: Specify the number of seconds the Monitor Agent should wait for a response from
servers where GroupWise agents run.

Number of Retries: Specify how often the Monitor Agent should try to contact the servers
where GroupWise agents run.

SNMP Community Strings: Provide a comma-delimited list of community strings required
to access the servers where GroupWise agents run.

Force Polling through SNMP: Select this option to use SNMP polling instead of the default
of XML polling when contacting servers where agents in the group run.

4 Click Apply Options to Subgroups if you want subgroups to inherit these settings.
5 Click OK to put the new SNMP settings into effect.

6 Make sure the GroupWise agents you want to monitor using SNMP are enabled for SNMP.
See “Setting Up SNMP Services for the POA” on page 499 and “Setting Up SNMP Services
for the MTA” on page 627. The same instructions can be followed for all GroupWise 5.x and
6.x agents.

Configuring Polling of Monitored Agents

By default, the Monitor Agent polls all monitored agents every five minutes. You can adjust the
poll cycle as needed.

At the Windows Monitor Agent console:
1 Select the root agent group to set the poll cycle default for all monitored agents.
or

Select any agent group to set the poll cycle for the agents in the selected group.
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or
Select any agent to set the poll cycle for that individual agent.
2 Click Configuration > Poll Settings.
or

On Linux, click Preferences > Setup, then scroll down to the HTTP Settings section.

I 5= Pareni Poling Options
Poll Cycle l@ seconds Cancel |
—HTTP Hep |
HTTF User Mame I
HTTP Password I
~SHMP
Time-out 30 _:| seconds

Humber of Retries 2 _:I

SMMP Community Stings IDuth

Comma separated list of cammunity strings

I Force poling through SHEP

™ Apply options to subgroups

Unless you selected the root agent group, Use Parent Notification Options is selected and all
options are dimmed. Deselect Use Parent Notification Options to set up e-mail notification for
an agent group.

3 Increase or decrease the poll cycle as needed, then click OK.

Configuring E-Mail Notification of Agent Problems

The Monitor Agent can notify you by e-mail when agent problems arise.
+ “Configuring E-Mail Notification” on page 918
+ “Customizing Notification Thresholds” on page 920

Configuring E-Mail Notification

You can configure the Monitor Agent to notify one or more users by e-mail if an agent goes down.
You can also receive e-mail confirmation messages showing that the Monitor Agent itself is still
running normally.

At the Windows Monitor Agent console:
1 Select the root agent group to set up e-mail notification defaults for all monitored agents.
or
Select any agent group to set up e-mail notification for the agents in the selected group.
or
Select any agent to set up e-mail notification for that individual agent.

2 Click Configuration > Notification.
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or

On Linux, click Preferences > Setup to display the Notify settings.

ation - Corporate Mail. Net'w are Agents
0K I
Notification List
Motification List I Cancel
Comma zeparated list of ugers to notify =
Test Notifiy
Mail Domain Mame I
Help |
Relay Address |
" Send SNMP Traps
¥ Play Saund Sounds |
Motification Event

¥ Agent Down

¥ Server Dawn

¥ Thieshold Exceeded Threshalds
Minimum threshold level for notification IUnknown -

¥ State returns to Nomal

Repeat Notification After |75 _Ij minutes

™ Periodic: Monitor Confimation
Confirm every |1 _|::' minutes

™ Apply options to subgroups

Unless you selected the root agent group, Use Parent Notification Options is selected and all
options are dimmed. Deselect Use Parent Notification Options to set up e-mail notification for
an agent group or an individual agent.

3 Specify one or more e-mail addresses or pager addresses to send notifications to.
4 Specify the Internet domain name of your GroupWise system.

5 I[f the mail system to which e-mail notification is being sent performs reverse DNS lookups,
specify the IP address or hostname of a server to relay the notification messages through.

The Monitor Agent should relay e-mail notifications through a server that has a published
DNS address.

6 Click Test Notify to determine if the Monitor Agent can successfully send to the addresses
specified in the Notification List field.

A message informs you of the results of the test. If the test is successful, a test message arrives
shortly at each address. If the test is unsuccessful, double-check the information you provided
in the Notification List, Mail Domain Name, and Relay Address fields.

7 Select the events that you want to trigger e-mail notification messages.
¢+ Agent down
¢ Server down
¢ Threshold exceeded
¢ State returns to normal

If you want to be notified of more specific states, see “Customizing Notification Thresholds”
on page 920.

8 Sclect the amount of time that you want to elapse before repeat e-mail notifications are sent.
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9 To monitor the Monitor Agent and assure it is functioning normally, select Periodic Monitor
Confirmation, select the number of minutes between Monitor Agent e-mail confirmation
messages.

10 Click OK to save the e-mail notification settings.

Customizing Notification Thresholds

To refine the types of events that trigger e-mail notification messages, you can create your own
thresholds that describe very specific states. Using thresholds, you can configure the Monitor
Agent to notify you of problem situations peculiar to your GroupWise system.

At the Windows Monitor Agent console:
1 Click Configuration > Notification.

2 Make sure that notification has been properly set up as described in “Configuring E-Mail
Notification” on page 918.

3 Click Thresholds.
or
On Linux, click Preferences > Thresholds.
Group Thresholds - Corporate Mail. NetwWare Agents HE

MTA |PDA I GWIAI W'ebAccsssI Gatawaysl

™ Use Parent Thresholds

Threshold Expression | State | Severity | Apply ta subgroups |
Delete Thleshuldl
Mumber of messages in admin queues.
Ewpression lmtaADAQEnunl j |= j I b ity Thlesholdl
e sl =] [psfnesiee ] Al Thiesheld |

[ Apply threshold to subgroups

™ Owvenwrite sl threshalds in subaroups

oK I Cancel I Help I

The tabs at the top of the dialog box enable you to create a separate threshold for each type of
GroupWise agent.

4 Sclect the type of agent to create a threshold for.
5 In the Expression field, select a MIB variable.

GroupWise agent MIB files are located in the \agents\snmp directory of your GroupWise
software distribution directory or GroupWise 6.5 Administrator CD. The MIB files list the
meanings of the MIB variables and what type of values they represent. The meaning of the
MIB variable selected in the Expression field is displayed above the field.

6 Seclect an operator from the drop-down list.
7 Type the value to test for.

8 In the State field, select an existing state.
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Icon State

Id Unknown

4 Normal

() Informational
A Marginal

@ Warning

' Minor

v Maijor

9 Critical

or
Create a new state:
8a Click Define State
or
On Linux, click Preferences > States.
8b Type a name for the new state.
8c Sclect a severity level.
8d Provide instructions about how to handle the new state.

8e Click Close to save the new state.

State Definition
State [ Severiy [ - | [ |
@ Unknawn Unknawn
¥ Nomal Mormal
0 Informational Informational
,&Malgimal Marginal ==
@Wam\ng Warning Remove Statel
? tinor binor
? M ajor ajor
A Pt [
State Mame: Severity

| Unknown =] Add State |

Suggestions to include with the notification for this state

=
;I Help |

9 Click OK to create the new threshold.

10 Repeat Step 3 through Step 9 for each type of agent that you want to create a customized state
for.

11 Make sure Threshold Exceeded is selected in the Notification Events box.

12 Click OK to save the new notification settings.
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Configuring Audible Notification of Agent Problems

If the server where the Monitor Agent runs is located where someone can respond immediately to
a GroupWise agent problem, you can configure the Monitor Agent to produce a different sound
according to the nature of the problem.

NOTE: Audible notification is not available on Linux.
At the Windows Monitor Agent console:
1 Select the root agent group to set up audible notification defaults for all monitored agents.
or
Select any agent group to set up audible notification for the agents in the selected group.
or
Select any agent to set up audible notification for that individual agent.

2 Click Configuration > Notification.

Group Motification - Corporate Mail. NetWare Agents

sz Parent Nebiication Uptiong [ o |
Motification List I c |
ancel
Comma separated list of users to notify
Test Motifiy
tail Diomain Mame I
Help

Relay Address I

™ Send SNMP Traps

¥ Play Sound Sanmik |

Hatification E vent:

¥ Agent Down

¥ Server Down

¥ Thieshold Exceeded Thresholds
Minimum threshold level for natification IUmkann -

[V State returns to Nomal

Repeat Notification After |T5 _l;‘ minutes

[™ Periodic Monitor Confirmation
Confiim svery [ _|::' mirutes

™ Apply options to subgroups

Unless you selected the root agent group, Use Parent Notification Options is selected and all
options are dimmed. Deselect Use Parent Notification Options to set up notification for an
agent group or individual agent.

3 Select Play Sound, then click Sounds.

Sound Options
Choose the ‘WY files that will play when the following events occur
Sever Down | Eirowse: | Cancel |
Agent Down | Eirowse. | HEIP_I
Sever Up I Browse, |
Agent Up | Erowse. |
Threshhold Exceeded | Erowse. |
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4 For each event, browse to and select a sound file to provide auditory notification for each type
of event for the selected agent group.

The Monitor Agent launches the default media player for whatever type of sound file you
select. Basic sound files are available in the c:\winnt\media directory.

5 Click OK to return to the Notification dialog box.

6 Sclect notification events and other notification settings as described in “Configuring E-Mail
Notification of Agent Problems” on page 918.

7 Click OK to save the audible notification settings.

Configuring SNMP Trap Notification of Agent Problems

The Monitor Agent can throw SNMP traps for use by the Management and Monitoring component
of Novell® ZENworks® for Servers, ManageWise®, or any other SNMP management and
monitoring program.

At the Windows Monitor Agent console:

1 Select the root agent group to set up SNMP trap notification defaults for all monitored agents.
or
Select any agent group to set up SNMP trap notification for the agents in the selected group.
or
Select any agent to set up SNMP trap notification for that individual agent.

2 Click Configuration > Notification.
or

On Linux, click Preferences > Setup to display the Notify settings.

Group Motification - Corporate Mail. Net'\Ware Agents

I~ ilise Parent Notification Options ,Tl
Maotification List I
= Cancel
Comma separated list of users to notify E———
est Natifiy
Mail Domain Mame | |
Help
Relay Address I
[ Send SNMP Traps
v Play Sound T |
MNotification Evert

¥ Agent Down

¥ Server Down

[V Threshold Exceeded Thresholds
Minimum threshold level for notification IUnkann 2

[V State returns to Nomal

Fiepeat Notification After |15 _I;‘ minutes

™ Periodic Manitor Confimation
Confirm gvery |1 _I; minutes

[~ Apply options to subgroups

Unless you selected the root agent group, Use Parent Notification Options is selected and all
options are dimmed. Deselect Use Parent Notification Options to set up notification for an
agent group or individual agent.
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3 Select Send SNMP Traps, then click OK.

4 Make sure that the Monitor Agent is properly configured for SNMP, as described in
“Configuring the Monitor Agent for SNMP” on page 916.

Configuring Authentication and Intruder Lockout for the Monitor
Web Console

Accessing GroupWise agent status information from your Web browser is very convenient.
However, you might want to limit access to that information. You can configure the Monitor Agent
to request a username and password before allowing users to access the Monitor Web console. In
addition, you can configure the Monitor Agent to detect break-in attempts in the form of repeated
unsuccessful logins.

NOTE: To limit access on Linux, use the --httpmonuser and --httpmonpassword startup switches on the
command line when you start the Monitor Agent. The intruder lockout functionality is not available on Linux.

At the Windows Monitor Agent console:
1 Click Configuration > HTTP.

HTTP Configuration [ x]
HTTP Status: Running
HTTF Refresh 300 = seconds Cancel |
HTTP Part 9200 _I:: Help |

™ Open anew window when viewing agents

~Authentication

™ Require authentication to browse G Manitof

Uzer name
Pazsword
Password Confirm

Intuder Lockout Count— [1)

JJTT

Intiuder Lockout Periad — [5 rhinLtes

Intruder Lockout Status Mot Locked

Clear Lockout

2 In the Authentication box, select Require Authentication to browse GW Monitor.
3 Fill in the fields:

User Name: Provide a username for the Monitor Agent to prompt for when a user attempts
to access the Monitor Web console.

Password: Provide a password for the Monitor Agent to prompt for when a user attempts
access. Repeat the password in the Password Confirm field.

To provide additional security for the Monitor Web console, use the /httpssl and /httpcertfile
startup switches when starting the Monitor Agent.

Intruder Lockout Count: Specify the number of failed attempts the Monitor Agent should
allow before it stops prompting the potentially unauthorized user for a valid username and
password.

Intruder Lockout Period: Specify the number of minutes that must elapse before the user
can again attempt to access the Monitor Web console.
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Configuring

Configuring

If a valid user gets locked out of the Monitor Web console, you can use Clear Lockout to grant
access before the intruder lockout period has elapsed.

4 Click OK to put the authentication settings into effect.

Proxy Service Support for the Monitor Web Console

By default, the Monitor Agent and Monitor Web console are not configured to support browser-
based access to the Monitor Agent through a firewall. If you require this functionality, you need
to enable the Monitor Agent and Monitor Web console to support proxy service.

1 In a text editor, open the Monitor Application configuration file (gwmonitor.cfg)

On Linux, the default location is /opt/novell/groupwise/agents/gwmonitor. On Windows, the
default location is c:\novell\gwmonitor

2 Locate the following line:
Provider.GWMP.Agent .Http.level=basic
3 Change it to:
Provider.GWMP.Agent .Http.level=full

The BASIC setting restricts use of the Monitor Web console to within a firewall, while the
FULL setting allows use of the Web console both inside and outside a firewall. A third setting,
NONE, disables use of the Web console.

4 Save and exit the Monitor Application configuration file.
5 Start the Monitor Agent with the /proxy startup switch.

The /proxy switch must be used on the command line or in a script or batch file. The Monitor
Agent does not use a startup file for switches.

Without proxy service support enabled, the Monitor Web console, after it gets a GroupWise
agent’s address from the Monitor Agent, communicates directly with the GroupWise agent. This
process, however, does not work when communicating through a firewall.

With proxy service support enabled, all communication is routed through the Monitor Agent and
Monitor Application (on the Web server). As long as the Web server can be accessed through the
firewall, the Monitor Web console can receive information about all GroupWise agents that the
Monitor Agent knows about.

Monitor Agent Log Settings

The Monitor Agent writes to two different types of log files. Event log files record error messages,
status messages, and other types of event-related messages. History log files record dumps of all
MIB values gathered during each poll cycle. Log files can provide a wealth of information for
resolving problems with Monitor Agent functioning or agent monitoring.

At the Windows Monitor Agent console:
1 Click Log > Log Settings.
or

On Linux, click Log.
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i Log Settings [ x|
LogFile Path  [Fgyesree Browse. |

—Event Log Settngs——————————————— Cancel |
I asimurm lag file age: i Days Help |

Maximum log disk space: |1024 KBytes

i~ Histary Log Settings

b asimum log file age: 7 Days

Manirnurn log disk space: [1024  KBytes

2 Fill in the fields:

Log File Path: Specify the full path of the directory where the Monitor Agent writes its log
files. On Linux, the default directory is /var/log/novell/groupwise/gwmon. On Windows, the
default is the GroupWise Monitor installation directory (typically c:\gwmon).

Maximum Event Log File Age: Specify the number of days you want Monitor Agent event
log files to remain on disk before being automatically deleted. The default event log file age
is 7 days.

Maximum Event Log Disk Space: Specify the maximum amount of disk space for all
Monitor event log files. When the specified disk space is used, the Monitor Agent overwrites
existing Monitor Agent event log files, starting with the oldest. The default is 1024 KB of disk
space for all Monitor Agent event log files.

Maximum History Log File Age: Specify the number of days you want Monitor Agent
history log files to remain on disk before being automatically deleted. The default history log
file age is 7 days.

Maximum History Log Disk Space: Specify the maximum amount of disk space for all
Monitor history log files. When the specified disk space is used, the Monitor Agent overwrites
existing Monitor Agent history log files, starting with the oldest. The default is 1024 KB of
disk space for all Monitor Agent history log files.

3 Click OK to put the new log settings into effect.
4 To view existing event logs, click View > View Log Files.

5 To view existing history log files, click Log > View History Files.
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Using the Monitor Agent Console

The GroupWise® Windows Monitor Agent console displays GroupWise agent status on the server
where the Monitor Agent runs. On Linux, similar information can be displayed in a Web browser.

+ “Monitoring Agents at the Monitor Agent Console” on page 927
* “Generating Reports” on page 931

* “Measuring Agent Performance” on page 935

Monitoring Agents at the Monitor Agent Console

Initially, the Monitor Agent console lists all monitored GroupWise agents, along with their
statuses.

NOTE: On Windows, agents and agent groups are displayed at the Monitor Agent console. On Linux, agents
groups are displayed only at the Monitor Web console.

52 GroupWise Monitor [_]O]
Configuration  Yiew Actions Beports Log Help
Status | Status Duration | Mame | Type | Up Time | Closed ... | Queued | Platform
¥ Nomal 0d2h24m Development.... PO&  2d2Th24.. M4 NA MLH
¥ Nomal 0d2h2dm Proval MTA  2d21h2d. 2 363 NLM
¥ Homal 0d2h24m Provol GWIA  GWIA 0d3h12m M4 M2 NLM
v Nomal Od2h2dm Provo2 MTA  0dOh2m 2 108 NT/2..
@ Mot Listening 0d2h24m Provo2 G, G4 Unknown Md N ?
@ Moéddess 0d2h24m Provod MTA  Unknown 0 7
659 Mo addiess 0d2h24m Provod MTA  Unknown 0 ?
¥ Nomal 0d2h24m Sales. Provo2 PDA  0d3h12m  Mdb N/A NT/2
¥ Homal 0d2h24m WEBACEEAP.. WE. 0d3hi12m  MHiA M2 NLM
@ Mot Listening 0d2h24m WEBACERAP... “WE.. Unknown RE NAA ?
[Mest Pall. 25 seconds [ [ HTTF. 8200 |tgerts: 10

After you create agent groups, as described in “Creating and Managing Agent Groups” on
page 912, the agents in each group are displayed when you select a group.
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5: GroupWise Monitor [_TO] ]

Configuration  Yiew Actions Beports Log Help

=-£7] Corparate Mail Status Status Duration | Name Tppe | Up Time Closed ..
= Netwlare Agerts (2] ®Jticmal 0d0hSm en 12, N/
| [0 Netware Gateways [2] W Momal Dd0hSm Proval MT&  2d1Bhi2. 1 345 HLM
=7 Windows Agents [2]
907 Windows Gateways [2]

Queued | Platform

[Mest Pall. 153 seconds [ [ HTTR. 8200 [Agerts: 2

You can display many types of monitoring information at the Monitor Agent console.
+ “Viewing All Agents” on page 928
+ “Viewing Problem Agents” on page 928
+ “Viewing an Agent Console” on page 929
+ “Viewing an Agent Web Console” on page 930
+ “Polling the Agents for Updated Status Information” on page 930

Viewing All Agents

After you have separated your agents into groups, you can still view all agents in your GroupWise
system in a single list.

At the Windows Monitor Agent console:
1 Right-click the root agent group, then click Show Agent Subgroups.

4 GroupWise Monitor H=
Configuration iew pActions HReporte Log Help
EEXET Corporie - SN T Sl Do || Rems [ Type [UpTime | Closed .. | Queued | Platform
12 Netware Agerts (2] 1 Normal 0d2hdlm  Development . POA  2d21h4d. N/ N/A NLM
o[ Netware Galeways 7] o Namal DdZhd#lm  Provel MTA  2d21h44. 2 63 NLM
B0 Windows Agents [2] ¥ Nomal  DdZhélm  ProvelGWiA  GWIA 0d3h32m N N NLM
B QO Windows Gateways 2] | s Qdzhéim Pove MT4 0d0h2m 2 08 NTA2.
@ Mot Listening 0d2h41m Provo2. Gwla Gwila  Unknown Mt Mo 7
59 Mo addiess 0d2hdlm Provad MTA  Unknown 0 ?
59 Mo addiess 0dZhdlm Provod MTA  Unknown 0 ?
¥ Momal 0d2hd4lm Sales.Provo2 PDA  0d3h32m Mdb N2 NT/2
¥ Namal 0dZh#tm  WEBACEBAP. WE. 0d3h32m N NJA NLM
@ Mot Listening 0d2h41m WEBACERAP... “WE.. Unknown M N2 ?
|Next Pell: 229 seconds [ [ HTTP: 8200 |Agents: 10

You can use the Show Agent Subgroups feature on any group that contains nested subgroups.

Viewing Problem Agents

In a single agent group or in a group with subgroups shown, you can filter the list to show only
those agents whose status is not Normal.
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At the Windows Monitor Agent console:
1 Click View > Problem Agents.
or

On Linux, click Problems.

!ﬁ GroupWise Monitor M=l &3
Configuration  Wiew Actions Beports Log Help
=458 Corparate Mail [0, 5] Status Status Duration | Mame: Type | Up Time Closed Queued | Platform
EE Metw/are Agents [2] Y

Vo d0h z ?
D MetwarsGateways 2 ANt stening Dd0h38m  WEBACER&P.. WE. Urknown N R
[=-E] Windows Agents [2]

R Windows Gateways [2]

|Nest Poll 88 seconds I |HTTP: 8200 |Agents: 2

Only problem agents are now displayed. If you leave the Monitor Agent with only problem
agents displayed, many groups might appear empty because all agents have a status of
Normal.

2 To view all monitored agents again, click View > All Agents.
or

On Linux, click System.

Viewing an Agent Console
An active agent console displays on each server where a GroupWise agent is running. You can
display a similar agent console from the Windows Monitor Agent console.
NOTE: This feature is not available on Linux.

1 Right-click an agent, then click Agent Console.

i Provol - GroupWise MTA [Groupwise Monitor) |_[O] %]
File  Configuration
Prowvol Mormal Up Time: 2 Dayz 18Hiz 48 Minz
- Statu Statistic:
Total  Closed Total 10 Minutes
Damains 2 1} Routed E7E 0
Post Offices 2 1 Undeliverable 350 0
Gateways 2 o Emors 0 0

¥ {Queue Watched

Facility I Count | Type I Status
Manufacturing 346 Post Office Closed
Provol 0 Domain Open
Development 0 Post Office Open
GWIA, 0 Gateway Open
WEBACERS, 0 Gateway Open
Prowo2 0 Domain Open

You cannot control the agent from the Monitor Agent like you can at the actual agent console, but
you can gather status information about the monitored agent.
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Viewing an Agent Web Console

An agent Web console can be displayed anywhere you have access to a Web browser and the
Internet. You can launch an agent Web console from the Windows Monitor Agent console.

1

Right-click an agent, then click Agent Web Console.

or

On Linux, click the domain or post office link.

CJ5 Users 0
User Connections 0
Physical Connections u]
Priority Queues 0
Maormal Queues 0
GWCheck Auto Queues 0
GWCheck Scheduled GQueues ]

hread Status

C/2 Handler Threads B 0
Message Warker Threads B 0
GWCheck YWorker Threads 0 0
Message Transfer Status Open

C/3 Requests

C/2 Requests Pending
Users Timed Out

Rules Executed

Users Delivered

Messages Files Processed
Messages Undelivered
Problem Messages

Lsers Deleted

Statuses Processed

cooo dJooooom

For information about the agent Web consoles, see the GroupWise agent documentation:

*

*

*

*

“Using the POA Web Console” on page 489
“Using the MTA Web Console” on page 617
“Monitoring the Internet Agent through the Web Console” on page 742

“Monitoring the WebAccess Agent through the Web Console” on page 879

Polling the Agents for Updated Status Information

By default, the Monitor Agent polls the monitored agents every five minutes. You can change the
default poll cycle, as described in “Configuring Polling of Monitored Agents” on page 917 The
time remaining until the next poll cycle is displayed in the lower left corner of the Monitor Agent
console.

You can also manually poll monitored agents:

*

*

To poll all agents, click Action > Poll All Agents.

or

On Linux, click Poll.

To poll a specific agent, right-click the agent, then click Poll Agent.
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*

To stop polling a specific agent (for example, because the server it runs on is awaiting repairs),
right-click the agent, then click Suspend Polling. You can specify a time interval for the agent
to be suspended, after which polling resumes automatically. By suspending polling, you
prevent repeat notifications for a problem that is already being addressed.

The suspended agent’s status is listed as Suspended, accompanied by the same icon used for
the Unknown status 2.

To restart regular polling of an agent for which polling was suspended, right-click the agent,
then click Resume Polling.

Generating Reports

You can generate reports on demand at the Monitor Agent console to help you manage message
flow throughout your GroupWise system.

*

*

*

*

Link Trace Report

“Link Trace Report” on page 931

“Link Configuration Report” on page 932
“Environment Report” on page 933
“User Traffic Report” on page 933

“Link Traffic Report” on page 934
“Message Tracking Report” on page 934

“Performance Tracking Report” on page 935

A link trace report enables you to follow the path a message would take between two GroupWise
domains. A link trace report includes a list of all the domains through which a message would need
to pass, along with their current status, link type, address, and number of messages currently

queued in each domain. If any domain along the link path is closed, an error message is displayed.

If a message fails to arrive at its destination, this report can help you pinpoint its current location,
so you can resolve the problem and get messages flowing smoothly again.

At the Windows Monitor Agent console:

1

Click Reports > Link Trace.

or

On Linux, click Link Trace.

Select a starting domain and a target domain.

If you want to trace the path back, which is the route status messages will take, select Trace
Return Path.

Click Trace.
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Link Trace [ x]

Starting Domain Target Damain

10vD Proreal o
Frova2 Prova2 ase |
Prova3 Provod

Prevod

Help |

[ Trace Retun Path

Status I Damain | Mext Link | Link Type I Address | Link. Status | Queued

& Momal Provol Prova2 TCRAP 137.65.47.94:71... Open 1]
& Momal Provo2 Provod TCRAP Closed 2
4 | |

If any domain in the path is closed, an error message displays so you know where the problem
is occurring.

5 When you are finished tracing links, click Close.

Link Configuration Report

A link configuration report enables you to list the links from one or more GroupWise domains to
all other domains in your GroupWise system. This helps you identify inefficient link paths, loops,
and unreachable domains. All domains must be open to obtain an accurate link map of your
GroupWise system.

At the Windows Monitor Agent console:
1 Make sure all domains in your GroupWise system are open.

You cannot obtain an accurate link map of your GroupWise system if any domains are closed.
For assistance with closed domains, see “Message Transfer Agent Problems” in GroupWise
6.5 Troubleshooting 2: Solutions to Common Problems.

2 Click Reports > Link Configuration
or
On Linux, click Link Configuration
3 Select All Agents
or

Select a specific agent from the drop-down list.

4 Click Run
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Link Configuration E
& All Agents
" Selected Agent IP,O\,-D1 j Close
Help
Source I [Diestination | Links I
¥ Provo2 Prowol Prova2, Proval
¥ Provo2 Provod Prova2, Prova3
¥ Provo2 Provod Prova2, Provod
¥ Provol Provo2 Provol, Prove2
¥ Provol Provo3 Proval, Prova3
¥ Provol Prowod Provol, Pravo2, Provod
29 Provo3 Provo? Provo3 - Read Failed
€3 Provod Prova2 Prorsod - Read Failed

The list shows what domains a message would pass through to travel from the domain in the
Source column to the domain in the Destination column. If a domain displays as closed, it
means that the Monitor Agent could not contact the MTA for the domain or that a loop was
detected in the link configuration.

8 When you are finished checking links, click Close.

Environment Report

An environment report lists all monitored agents, along with each agent’s location, version, IP
address, port number, and operating system information. For NetWare® agents, the server name,
CLIB version, TCP/IP version, Novell eDirectory™ version, and the number of packet receive
buffers are also listed.

At the Monitor Agent console:
1 Click Reports > Environment.
2 Scroll through the displayed information for your own use.
or

Click Send, type your e-mail address, type one or more e-mail addresses to send the
environment report to, then click Send.

3 Click OK to close the Environment Report dialog box.

User Traffic Report

A user traffic report enables you to determine how many messages a user has sent outside his or
her post office. The user traffic report lists all messages sent by a specified user during a specified
date/time range, along with date, time, and size information for each message. You can also
generate a user traffic report for all users whose messages pass through a selected domain.

In order for the information to be available to generate a user traffic report, you must configure the
MTA to perform message logging. See “Enabling MTA Message Logging” on page 603.

At the Monitor Agent console:
1 Click Reports > User Traffic.
2 Seclect the user’s domain or the domain you want to generate a user traffic report for.

3 Type the GroupWise user ID that you want to create a report for.
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or

Leave the field blank to create a report for all users whose messages pass through the selected
domain.

4 [f you want to restrict the report to a particular time interval, specify start and end dates and
times.

5 Click Run.

6 After the results are displayed, click Save, provide a filename for the report, select the format
for the report, then click OK.

Reports can be saved in comma-separated or tab-separated format to meet the needs of the
program you plan to use to display and print the report. For example, you could bring the data
into a spreadsheet program. If needed, you can include column headings to create an initial
line in the output file that labels the contents of each column.

7 When you are finished generating user traffic reports, click Close.

Link Traffic Report

A link traffic report enables you to determine how many messages are passing from a selected
GroupWise domain across a specified link. The link traffic report lists the total number and total
size of all messages passing through the link during each hour or half hour of operation.

In order for the information to be available to generate a link traffic report, you must configure the
MTA to perform message logging. See “Enabling MTA Message Logging” on page 603.

At the Monitor Agent console:
1 Click Reports > Link Traffic.
2 Seclect the source domain of the link.

The list includes all domains that the Monitor Agent uses XML to communicate with. If the
Monitor Agent must use SNMP to communicate with a domain, that domain is not included
in the list.

3 Select the other end of the link, which could be another domain, a post office, or a gateway.

4 [f you want to restrict the report to a particular time interval, specify start and end dates and
times.

5 Click Run.

6 After the results are displayed, click Save, provide a file name for the report, select the format
for the report, then click OK.

Reports can be saved in comma-separated or tab-separated format to meet the needs of the
program you plan to use to display and print the report. For example, you could bring the data
into a spreadsheet program. If needed, you can include column headings to create an initial
line in the output file that labels the contents of each column.

7 When you are finished generating link traffic reports, click Close.

Message Tracking Report

A message tracking report enables you to track an individual message through your GroupWise
system. The message tracking report provides information about when a message was sent, what
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queues the message has passed through, and how long it spent in each message queue. If the
message has not been delivered, the message tracking report shows where it is.

In order for the information to be available to generate a message tracking report, you must
configure the MTAs in your GroupWise system to perform message logging. See “Enabling MTA
Message Logging” on page 603.

In addition, you need to determine the message ID of the message. Have the sender check the Sent
Item Properties of the message in the GroupWise client. The Mail Envelope Properties field
displays the message ID of the message; for example, 3ADSEDEB.31D : 3 : 12763.

At the Monitor Agent console:
1 Click Reports > Message Tracking.
2 Type the message ID of the message to track.

You can obtain the message file ID in the GroupWise client. Open the Sent Items folder, right-
click the message, click Properties, then check the Mail Envelope Properties field for the
message file ID; for example, 3A75BAB9.FF1 : § : 31642.

3 Sclect the domain where you want to start tracking.
4 Click Track.

5 When you are finished generating message tracking reports, click Close.

Performance Tracking Report

Before you can run a performance tracking report, you must configuration the Monitor Agent for
performance tracking. See “Measuring Agent Performance” on page 935.

Measuring Agent Performance

To test the performance of the agents in your GroupWise system, you can send performance test
messages from a specially configured Monitor domain to target domains anywhere in your
GroupWise system. The Monitor Agent measures the amount of time it takes for replies to return
from the target domains, which lets you ascertain the speed at which messages flow through your
GroupWise system.

Perform the following steps to set up agent performance testing:
+ “Setting Up an External Monitor Domain” on page 935
+ “Selecting an MTA to Communicate with the Monitor Agent” on page 936
+ “Configuring the Monitor Agent for Agent Performance Testing” on page 937
* “Viewing Agent Performance Data” on page 938
* “Viewing an Agent Performance Report” on page 938

+ “Receiving Notification of Agent Performance Problems” on page 938

Setting Up an External Monitor Domain

Before you can use the GroupWise Performance Testing dialog box to configure and enable
GroupWise performance testing, you must create a specially configured Monitor domain and

Using the Monitor Agent Console 935



select an MTA to receive performance test messages from the Monitor Agent. The Monitor Agent
uses an external GroupWise domain as part of measuring performance.

In ConsoleOne®:
1 Create an external GroupWise domain.

For information about external GroupWise domains, see “Creating an External Domain” in
“Connecting to GroupWise 5.x and 6.x Systems” in the GroupWise 6.5 Multi-System
Administration Guide. By creating an external domain, you enable the Monitor Agent to
approximate the round-trip time for e-mail messages to travel to recipients and for status
messages to travel back to senders.

Create External GroupWise Domain

Domain narme: (6]

Domain Datahase Location {optionaly Cancel

il

Help
Time Zane

|:aMT-07:00) Mauntain Time (US & Canada)
Yarsion:
B

E1 )

Kl

Link To Domain
[Pravot

Kl

[ Create another domain

2 Name the external domain to reflect its role in your GroupWise system.

For example, you could name it GW Performance Tester. It does not matter which domain
you link the external domain to.

3 Continue with “Selecting an MTA to Communicate with the Monitor Agent” on page 936.

Selecting an MTA to Communicate with the Monitor Agent

936

The Monitor Agent needs to send its performance testing messages to a specific MTA in your
GroupWise system. It does not matter which MTA you decide to use. It could be the MTA for the
domain to which the external Monitor domain is linked.

In the Link Configuration Tool in ConsoleOne:

1 Configure the outbound link from the selected MTA to the external Monitor domain to be a
TCP/IP link.

Edit Domain Link

Description How Provol connects to GW Perfarmance Tester 0K T
Link Type: ID\rect b Cancel |
- Setting o |

Protocal: [rcrip =

IPAddress: | MTFort | A ssheduing..|

[ Cverride
Maximum send message size: I 0 ::I MBiytes
Delay message size I 0 ::I MBytes
Transfer Pull Info... External Link Info... |

2 Click the pencil icon to provide the IP address of the server where the Monitor Agent runs.
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3 Specify a unique port number for the MTA to use to communicate with the Monitor Agent.
Click OK twice to finish modifying the link.
4 Exit the Link Configuration Tool to save the new link configuration information.

5 Continue with “Configuring the Monitor Agent for Agent Performance Testing” on page 937.

Configuring the Monitor Agent for Agent Performance Testing

After you have created an external Monitor domain and configured a link from it to an MTA, you
are ready to configure the Monitor Agent for performance testing.

At the Windows Monitor Agent console:
1 Click Configuration > Performance Testing.
or

On Linux, click Preferences > Setup, then scroll down to the Performance Testing section.

Group¥ise System Performance
D'omain name for Grouptyise Monitar d i I
TCPAP listen port for Maonitar Cancsl
Diomain bo send messages to Im Help

Send peffarmance messages every In minutes

™ Enable GroupWise Performance Testing

Send performance messages to
Al Agents
= Filtered Agents

2 Fill in the fields:

Domain Name for GroupWise Monitor: Select the external Monitor domain that you
configured for system performance testing.

You might need to restart the Monitor Agent in order to see the new Monitor domain in the
drop-down list.

TCP/IP Listen Port for Monitor: Specify the port number where you configured the MTA
to communicate with the Monitor Agent.

Domain to Send Messages To: Select the domain where the specially configured MTA is
running.

The Monitor Agent directs all performance test messages to the selected domain. From there,
the MTA transfers the performance test messages to the agents whose performance is being
measured.

Send Performance Messages Every: Specify in minutes the time interval for the Monitor
Agent to send performance test messages.

Enable GroupWise Performance Testing: Select this option to turn on performance testing.
Deselect this option when you have finished your performance testing.

Send Performance Messages To: Select All Agents to send performance test messages to all
domains in your GroupWise system. Select Filtered Agents to send performance test
messages only to the agents currently listed at the Monitor Agent console.

3 Click OK to put the performance testing settings into effect.
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4 Continue with “Viewing Agent Performance Data” on page 938.
or

Continue with “Receiving Notification of Agent Performance Problems” on page 938.

Viewing Agent Performance Data

The information gathered by the Monitor Agent through performance test messages is recorded in
the Monitor history log.

At the Monitor Agent console:
1 Click Log > View History Files.
2 Seclect a history log file > click View.

Viewing an Agent Performance Report

A performance testing report enables you to measure how long it takes messages to travel through
your GroupWise system. The performance testing report lists each domain that a performance test
message was sent to, when it was sent by the Monitor Agent, and the number of seconds between
when it was sent and when the Monitor Agent received a response from the tested agent.

At the Monitor Agent Console:
1 Click Reports > Performance Testing.

2 Sclect All Domains to generate a performance testing report for all domains in your
GroupWise system.

or
Select one domain to generate a performance testing report for it.

3 Click Run to generate the performance testing report.

Receiving Notification of Agent Performance Problems

If you want the Monitor Agent to notify you if system performance drops to an unacceptable level,
you can create a threshold to check the mtaLastResponseTime and mtaAvgResponseTime MIB
variables. The average response time is a daily average that is reset at midnight. See “Customizing
Notification Thresholds™ on page 920 for setup instructions.

Assigning Responsibility for Specific Agents

If multiple GroupWise administrators manage the agents throughout your GroupWise system, you
can assign a contact for each agent. Or, in a helpdesk environment, a person can be assigned to an
agent when a problem occurs. The person assigned to the agent can record notes about the
functioning of the agent which are then available to other administrators.

At the Windows Monitor Agent console:
1 Right-click an agent in the agent status window, then click Agent Details.
or

On Linux, click the agent status link.
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Development.Provol Details

Narme Development. Praval
Type POA

Address 133456799

Fort 1677

State Normal

Poll Type =ML

|
Cancel
MIB Yalues

Help

Thresholds

Suggestions

Asgigned ta

Notes

2 In the Assign To field, type the name of the GroupWise administrator who is responsible for

this agent.

The name is displayed to the right of the agent status in the status window of the Monitor

Agent console and the Monitor Web console.

3 In the Notes box, type any comments you might have about the agent.

If a problem with the agent occurs, the Thresholds box and the Suggestions box displays
helpful information about the problem if you have set up customized thresholds, as described
in “Customizing Notification Thresholds” on page 920.

4 Click OK to save the information about who is assigned to the agent.
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Configuring the Monitor Application

During installation, the GroupWise® Monitor Application is set up with a default configuration.
However, you can use the information in the following sections to optimize the Monitor
Application configuration:

+ “Modifying Monitor Application Environment Settings” on page 941
* “Modifying Monitor Application Log Settings” on page 942
+ “Adding or Removing Service Providers” on page 944

+ “Modifying Monitor Application Template Settings” on page 945

Modifying Monitor Application Environment Settings

Using ConsoleOne®, you can modify the Monitor Application’s environment settings. The
environment settings determine such things as the location where ConsoleOne stores the Monitor
Application’s configuration file and how long the Monitor Application maintains an open session
with an inactive user.

1 In ConsoleOne, use the Console View to browse to the Monitor Application object (named

GroupWiseMonitor).
Novell ConsoleOne _I- _ID il
File Edit Wiew Tools Help
™ = )
relpmle(alal 2lvele|Hweo|
& My warld Console View
EIQ NDS & Provol
E!---?-' CORP_TREE & Provo2
=] ‘% Prova Qa Accounting
8 Accounting Q}‘J Manufacturing
=4 Groupiiise RED
-5 Accounting %Sales
L’h Manufacturing ﬁ manufacturing Library
"® Provot B Groupwisemanitor
"® ProvoZ £ ManitorProvider
@ JaReD
Qﬁl Sales
°E Manufacturing
-8 R&D
=78 Sales
[ security
-8 Groupwise System
aitems 5

[Tree: CORP_TREE

|User: LTanaka R&D.Prava

The Monitor Application object is not available in the GroupWise View.

2 Right-click the Monitor Application object, then click Properties to display the Environment
page.
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Properties of GroupWiseMonitor x|
{Application = || NDS Rights = | Gther |
i Environment
Caonfiguration File: IlIPFN—GWISYS'LNnveH‘lgwmnnimngwmnnitnr iy (|
Logout URL: |
Page Options... Cancel Help

3 Modify the fields as needed:

Configuration File: The Monitor Application does not have access to Novell® eDirectory®
or the GroupWise domain database (wpdomain.db). Therefore, ConsoleOne writes the
application’s configuration information to the file specified in this field. By default, this is the
gwmonitor.cfg file located in the Monitor Application’s home directory (novell\gwmonitor at
the root of the Web server). On Linux, the gwmonitor.cfg file is located in the /opt/novell/
groupwise/gwmonitor directory.

In general, you should avoid changing the location of the file. If you do change the location
of'the file, you need to make sure to modify the gwmonitor.cfg path in the servlets.properties
file, located in the novell\servletgateway\servlets directory on a Windows server or the Java
servlet directory on a NetWare® or UNIX server. If you do not, the Monitor Application
continues to look for its configuration information in the old location. On Linux, do not
change the location of the gwmonitor.cfg file.

Logout URL: By default, if users are required to log in to the Monitor Web console, they are
returned to the login page when they log out. If desired, you can enter the URL for a different

page.
4 Click OK to save the changes.

Modifying Monitor Application Log Settings
The Monitor Application logs information to log files on disk. You can control the following
logging features:
+ The type of information to log
+ How long to retain log files
¢ The maximum amount of disk space to use for log files

* Where to store log files

The Monitor Application creates a new log file each day and each time it is restarted (as part of the
Web server startup). The log file is named mmddmon.nnn, where mm is the month, dd is the year,
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and nnn is a sequenced log file number (001 for the first log file of the day, 002 for the second, and
so forth).

To modify the log settings:

1 In ConsoleOne, browse to and right-click the Monitor Application object (named
GroupWiseMonitor), then click Properties.

2 Click Application > Log Settings.

Propetties of GroupWiseMonitor x|

Log File Path: |\\PRV—GW\sys\Nuve\\\gwmunilumugs (I |
Maximum Log File Age: I 7 ::I days
Maximum Log Disk Space I 1024 ::I KBytes

Logaing Level: [Harmal =l
Loog Language |Eng|ish LI
Log Time Format |H mm:ss LI
Example. 10:20:07
Page Options Cancel Help

3 Modify the log settings as needed:
Log File Path: Specify the path to the directory where you want to store the log files.

By default, the log files are stored in the novell\gwmonitor\logs directory at the root of the
Web server. On Linux, the log files are stored in the /var/log/novell/groupwise/gwmon
directory.

Maximum Log File Age: Specify the number of days you want to retain the log files. The
Monitor Application retains the log file for the specified number of days unless the maximum
disk space for the log files is exceeded. The default age is 7 days.

Maximum Log Disk Space: Specify the maximum amount of disk space you want to use for
the log files. If the disk space limit is exceeded, the Monitor Application deletes log files,
beginning with the oldest file, until the limit is no longer exceeded. The default disk space is
1024 KB.

Logging Level: There are four logging levels: None, Normal, Verbose, and Diagnostic. None
turns logging off; Normal displays warnings and errors; Verbose displays Normal logging
plus information messages and user requests; and Diagnostic displays all possible
information. The default is Normal logging. Use Diagnostic only if you are troubleshooting a
problem with Monitor.

The verbose and diagnostic logging levels do not degrade Monitor Agent performance, but
log files saved to disk consume more disk space when verbose or diagnostic logging is in use.

Log Language: Select the language in which you want information written to the log files.
The list contains many languages, some of which the Monitor Application might not support.
If you select an unsupported language, the information is written in English.
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Log Time Format: Choose from the following formats to use when the Monitor Application
records dates and times in the log files: HH:mm:ss:SS, MM/dd: H:mm:ss.SS, or dd/MM.:
H:mm:ss.SS. H and HH represent hours, mm represents minutes, ss and SS represent seconds,
MM represents months, and dd represents days.

4 Click OK to save the log settings.

Adding or Removing Service Providers

The Monitor Application receives requests from Monitor Web console users and then passes the
requests to the appropriate service provider. The service provider fills the requests and returns the
required information to the Monitor Application. The Monitor Application merges the information
into the appropriate template and displays it to the user.

To function properly, the Monitor Application must know which service providers are available.
The Monitor service provider communicates with the Monitor Agent to fill Monitor Web console
requests. The Monitor service provider is installed and configured at the same time as the Monitor
Application.

You can disable the Monitor service by removing the Monitor service provider. If you’ve created
new service providers to expose additional services through GroupWise Monitor, you must define
those service providers so that the Monitor Application knows about them.

To define service providers:

1 In ConsoleOne, right-click the Monitor Application object (named GroupWiseMonitor), then
click Properties.

2 Click Application > Services.

The Provider List displays all service providers that the Monitor Application is configured to
use.

Properties of GroupWiseMonitor

DllBa‘llI]l:lm;” NDS Rights I Cther I

Provider List:

MonitarProvider. GroupWise Provo

Add | |

Page Options... Cancel Help

3 Choose from the following options:

Add: To add a service provider to the list, click Add, browse to and select the service
provider’s object, then click OK.
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Edit: To edit a service provider’s information, select the provider in the list, then click Edit.
Delete: To remove a service provider from the list, select the provider, then click Delete.

4 Click OK to save the changes.

Modifying Monitor Application Template Settings

When the Monitor Application receives information from a service provider, it merges the
information into the appropriate Monitor template before displaying the information to the
Monitor Web console user. Using ConsoleOne, you can modify the Monitor Application’s
template settings. The template settings determine such things as the location of the templates, the
maximum amount of server memory to use for caching the templates, and the default template
language.

1 In ConsoleOne, browse to and right-click the Monitor Application object (named
GroupWiseMonitor), then click Properties.

2 Click Applications > Templates to display the Templates page.

Propetties of GroupWiseMonitor x|

Locations

Template Path: |11F' RY-GWisysiavaljavaiservietsicominovelllgwmonitoriternplate s | |

Java Package: Icum.nuve\l.gwmuniturtemp\ales

Images URL: llcomfnoveIIIgwmommrnmages

Applets URL: |

Help URL: llcum.l’nuveII.l’ngumturfheIp

Caching

[+ Enable template caching

Cache Size: 1024 ﬁ KBytes
Uset Interface
Default Languzage: [Enaglish A

Define Uset Interfaces

Page Options... Cancel Help

3 Modify the fields as needed:

Template Path: Select the location of the template base directory. The template base
directory contains the subdirectories (simple, frames, hdml, and wml) for each of the
templates provided with GroupWise Monitor. If you create your own templates, you need to
place the templates in a new subdirectory in the template base directory.

On a NetWare® server with the Novell Servlet Gateway, the default installation directory is
java\servlets\com\novell\gwmonitor\templates.

On a Windows server with the Novell Servlet Gateway, the default installation directory is
novell\java\servlets\com\novell\gwmonitor\templates.

On a NetWare or Windows server with Tomcat, the default installation directory is
tomcat_dir\webapps\ROOT\web-inf\classes\com\novell\gwmonitor\templates.

On a Linux server with Tomcat, the default installation directory is /var/opt/novell/tomcat/
webapps/gw/WEB-INF/classes/com/novell/gwmonitor/templates.
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Java Package: Specify the Java package that contains the template resources used by the
Monitor Application. The default package is com.novell.gwmonitor.templates.

Images URL: Specify the URL for the GroupWise Monitor image files. These images are
merged into the templates along with the GroupWise information. This URL must be relative
to the Web server’s document root directory. On NetWare and Windows, the default relative
URL is com\novell\gwmonitor\images. On Linux, the default relative URL is /gw/com/
novell/gwmonitor/images.

Applets URL: The Monitor Application does not currently use applets.

Help URL: Specify the URL for the GroupWise Monitor Help files. The default installation
directory is the com\novell\gwmonitor\help directory under the Web server’s document root
directory.

Enable Template Caching: To speed up access to the template files, the Monitor Application
can cache the files in memory. Select this option to turn on template caching.

Cache Size: Select the maximum amount of memory, in kilobytes, you want to use when
caching the templates. The default cache size, 1024 KB, is sufficient to cache all templates
shipped with GroupWise Monitor. If you modify or add templates, you can turn on Verbose
logging on the Monitor Application object Log Settings page to view the size of the template
files. Using this information, you can then change the cache size appropriately.

Default Language: Select the language to use when displaying the initial Monitor Web
console page.

Define User Interfaces: GroupWise Monitor supports Web browsers on many different
devices (for example, computers and wireless telephones). Each device supports specific
content types such as HTML, HDML, and WML. When returning information to a device’s
Web browser, the Monitor Application must merge the information into a set of templates to
create an interface that supports the content type required by the Web browser.

GroupWise Monitor ships with several predefined user interfaces. These interfaces support
Web browsers that require HTML, HDML, and WML content types. Click the User Interface
button to view, add, modify, or delete user interfaces.

4 Click OK to save the new template settings.
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Using the Monitor Web Console

The Monitor Web console displays GroupWise® agent status anywhere a browser and a
connection to the Internet are available.

+ “Displaying the Monitor Web Console” on page 947

* “Monitoring Agents at the Monitor Web Console” on page 947
¢ “Managing Links” on page 950

* “Searching for Agents” on page 951

Displaying the Monitor Web Console

1 Make sure that your Web server is running.
2 To display the Monitor Web console, enter the Monitor URL in your Web browser:

Linux: http://network_address/gwmon/gwmonitor
Windows: https://network_address/servlet/gwmonitor

where network_address represents the IP address or hostname of the server where the Monitor
Agent is running.

GroupWises Monitor

- & corporate mail [2] Monitored agents for "Corporate Mail.NetWare Agents” group
b MetWare Agents [2]  Tgtal: 2 Displayed: 1 - 2
b Windows Agents [2
] pofresh | Selectall | Clear [ Problem | [ Suspend ] [ Resume | [Move] [
all
Create -
Name Status Status Duration Up Time  Type
Rename
Move [C @ Provot Mormal 0d0hS4m 2d19h 54 m MTA
Delete [" (@ Development.Provol Mormal ¢ dOh54m 2d19h 54 m POA
Refresh
Help

Monitoring Agents at the Monitor Web Console

The Monitor Web console lists all GroupWise agents that the Monitor agent is polling for status
information.
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GroupWises Monitor

- & corporate mail [2] Monitored agents for "Corporate Mail.NetWare Agents” group
b MetWare Agents [2]  Tgtal: 2 Displayed: 1 - 2
b Windows Agents [2]

Delete

Refresh

Help

Refresh | Selectall | Clear [ Problem | [ Suspend ] [ Resume | [Move] [
all
Create
Name Status Status Duration Up Time  Type
Rename
Move [C @ Provot Mormal 0d0hS4m 2d19h 54 m MTA

[" (@ Development.Provol Mormal ¢ dOh54m 2d19h84m POA

Features of the Monitor Web console are available on buttons at the top of the Monitor page.

Feature

o] el [ @] Y] @] g
o
=

Problems

Link Trace

Link Configuration

Global Options

States

Search

Click an agent group to display all monitored agents in the group. Click the Problem button to

display only those agents whose status is other than Normal in the agent group. Click the Problems

icon to display all agents in your GroupWise system whose status is other than Normal.

Click the status of an agent to display agent status details.

Click an agent in the list to open its agent Web console. For information about the agent Web
consoles, see “Viewing an Agent Web Console” on page 930.

Click Refresh to update the agent status information. To modify the default poll cycle, see
“Configuring Polling of Monitored Agents” on page 917.

Changing Monitor Agent Configuration Settings at the Monitor Web

Console

Some Monitor Agent configuration settings can be changed at the Monitor Web console.

1 To change settings that apply to a particular agent group, click the agent group, then click

Options.
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GroupWises Monitor

« % corporate Mail [2] Group Options for "Corporate Mail.NetWare Agents™
b NetWare Apents [Z]
b Windows Agents [2] Thiz group iz inheriting these options from its parent "Corporate Mail®

Motification Options

Eicoly Notification List: |
Fi
EnaTE Threshold Exceeded: @ vas Mo
Move
o tainirnurn Threshold: IUnkann 'I
elete
Befresh Motification Repeat Time [minutes): |15
Help SNMP Settings
Poll Cycle (seconds): |3EIEI
Data Time Out: ISD
Number of Retries: |2
Community String: |pub|\c
Force ShiP Polling: ©ves @ Mo

™ &pply options to subgroups

2 Set the options as needed, then click Apply.

For information about the options, see the following sections that describe this functionality
for the Windows Monitor Agent console:

¢ “Configuring E-Mail Notification of Agent Problems” on page 918
¢ “Configuring Polling of Monitored Agents” on page 917
¢ “Configuring the Monitor Agent for SNMP” on page 916

3 To change settings that apply to the Monitor Agent itself, rather than to a group of monitored
agents, click the Global Options icon.

GroupWise, Monitor

Global Options m
- ® comorate vail [2]

b MetWware Agents [2]
b windows Agents [2]

Motification Options

Domain: |
Create Relay: I
= p— Send SMiP Traps: ©ves @ No
e Notify Agent Down:  ves " No
Delete Matify Server Down; © ves O No
Refresh
Help HTTP Settings

Browser Refresh Rate: |EDD

Log Settings
tax Event Log Size: |1DE4

Mayx Event Log Age: |?
Max History Log Size: |1DE4
tax History Log Age: I?

4 Sect the global options as needed, then click Apply.

For information about the options, see the following sections that describe this functionality
for the Windows Monitor Agent console:

¢ “Configuring E-Mail Notification of Agent Problems” on page 918
¢ “Configuring SNMP Trap Notification of Agent Problems” on page 923

*

“Configuring the Monitor Agent for HTTP” on page 915

*

“Configuring Monitor Agent Log Settings” on page 925
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Managing Links

The Monitor Web console can help you manage links throughout your GroupWise system.
¢ “Tracing a Link at the Monitor Web Console” on page 950

+ “Checking Links Configuration at the Monitor Web Console” on page 950

Tracing a Link at the Monitor Web Console

When you trace a link, you follow the path a message would take when travelling between two
GroupWise domains. If a message fails to arrive at its destination, this feature helps you pinpoint
its current location, so you can resolve the problem and get messages flowing again.

At the Monitor Web console:
1 Click the Link Trace icon.

GroupWises Monitor
Link Trace

PHEEES @

- & Corporate Mail [2]

Link Trace Report
b MetWWare Agents [2]
» Windows Agents [2]  Source Domain: Prowvil vl
Destination Domain: Prowvod 'I

Rename

Maove

Delete
Refresh
Help

2 Sclect a source domain, select a destination domain, then click Trace.

GroupWiseg Monitor
Link Trace o=|[s =
ez R IR
~ (® Corporate Mail [2] Link Trace Report
b MetWware Agents [2]
» Windows Agents [2]  Source Domain: Provial vl
Destination Domain: Prowvod 'I
Gt
Fename
Move
el Define Link
hisfich Status Domain MextLink Link Type Address Link Status
Help
@ Normal  Provol Provo2 TCRAP 137.65.47.94:7100 Open
@ Mormal ProvoZ  Provod TCR{IP Elocked

If any domain in the path is closed, the link trace shows where the problem is occurring.

Checking Links Configuration at the Monitor Web Console

When you check link configuration, you list the links from a GroupWise domain to all other
domains in your GroupWise system. This helps you identify inefficient link paths, loops, and
unreachable domains.

At the Monitor Web console:

1 Make sure all domains in your GroupWise system are open.
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You cannot obtain an accurate link map of your GroupWise system if any domains are closed.
For assistance with closed domains, see “Message Transfer Agent Problems” in Group Wise

6.5 Troubleshooting 2: Solutions to Common Problems.

2 Click the Link Configuration icon.

GroupWiseg Monitor
Link Configuration

SFFEEEN (&

- @Curgurﬂle Mail [2]
b MNetWare Agents [2]
b Windows Agents [2]

Create

Rename

Move

Delete
Refresh
Help

Link Configuration Report

Damain; IPrDvoT x

3 Select a domain from the drop-down list.

4 Click Run.

GroupWise, Monitor
Link Configuration

OHmERR @

- @Curgurate Mail [2]
b MetWware Agents [2]
b windows Agents [2]

Create

Fename

Move

Delete
Refresh
Help

Link Configuration Report

Domain; Prowial 'I

Link Yerification

Source Path

Provol Provol --> Provo2
Proval Prowol --» Provo3
Proval Provol --> Provo2 --» Provod

Destination
Provaz
Provo3

Provod

The list shows what domains a message would pass through to travel from the domain in the

Source column to the domain in the Destination column.

Searching for Agents

If you monitor a large number of agents, the list displayed in the Monitor Web console can become
very long. You can easily search for an individual agent or for a group of related agents.

At the Monitor Web console:
1 Click the Search icon.
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GroupWises Monitor
Search

AR
- ® Corporate Mail [2]

b MetWWare Agents [2]
b Windows Agents [2] AgentName:l

Create Agentyiew: @ problem Agents 7 Monitored Agents  © all Agents
Rename
Move AgentType: [T wTa [ pos [0 Gwia [~ wesacc [ PAGER
Delete Casme Tapr [ Fax [ Tas [~ GATEwWAY
Refresh Mxa00  [Tx25 [ EXCH&NGE ™ other
Help
sort By: MNare 'I

2 Type the name of an agent.
or
Select Problems to list all agents whose status is other than Normal.
or
Select one or more types of agent to list.
3 Select the number of instances you want listed at one time.
4 Click Search.

The results display on the Search page with the same functionality as is available on the
regular Monitor Web console pages.
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Comparing the Monitor Agent Consoles

Many aspects of agent monitoring are available in one or more of the Monitor Agent consoles. The
table below summarizes agent monitoring features and where they are available.

Windows

Monitor Agent Monitor Agent Monitor
Task Console Web Console Web Console
Selecting Agents to Monitor Yes Yes No
Creating and Managing Agent Groups Yes No Yes
Viewing All Agents Yes Yes Yes if not in

groups

Viewing Problem Agents Yes Yes Yes
Viewing an Agent Console Yes No No
Viewing an Agent Web Console Yes Yes Yes
Searching for Agents No No Yes
Assigning Responsibility for Specific Agents  Yes Yes Yes
Configuring the Monitor Agent for HTTP Yes Yes Yes
Configuring the Monitor Agent for SNMP Yes Yes Yes
Configuring Polling of Monitored Agents Yes Yes Yes
Configuring E-Mail Notification of Agent Yes Yes Yes
Problems
Configuring Audible Notification of Agent Yes No No
Problems
Configuring SNMP Trap Notification of Yes Yes Yes
Agent Problems
Configuring Authentication and Intruder Yes Authentication: Yes  No
Lockout for the Monitor Web Console Intruder Lockout: No
Configuring Monitor Agent Log Settings Yes Yes Yes
Generating Reports Yes Yes Yes
Link Trace Report Yes Yes Yes
Link Configuration Report Yes Yes Yes
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Environment Report

User Traffic Report

Link Traffic Report
Message Tracking Report

Performance Tracking Report

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No
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Creating a PQA File for the Monitor Web
Console

You can use the GroupWise® Monitor Installation program on Windows to create a Web Clipping
Application (PQA), also referred to as a Palm Query Application, to enable Palm OS device users
to log in to the Monitor Web console.

The Web Clipping Application, named gwmon.pqa, includes the URL required to connect to your
GroupWise Monitor installation, a Login page, an About Novell GroupWise page, and the images
used when displaying the Monitor Web console on the Palm OS device.

To create a gwmon.pqa file:

1 Ifyou’ve already created another gwmon.pqa file that you want to keep, make sure it is not in
the Web server’s doc_root_directory\com\novell\gwmonitor\palm\en directory. The
Installation program overwrites any gwmon.pqa file in the directory.

2 At a Windows workstation, run setup.exe /pqa from the \admin\monitor directory on the
GroupWise 6.5 Administrator CD or the GroupWise software distribution directory

3 Select the language for the Installation program, then accept the License Agreement to display
the following dialog box.

Groupwise Monitor Application: Web Server Information

The Monitor application must be installed to a\web server.
N Ove I I Specify the type of Web server where pou want to install the
applications, and then select the ‘Web server's roat directory.

& Netscape Enterprise Server for Netw/are

€ Apache ‘wWeb Server for NetwWare
€ Metscape FastTrack/Enterprise Server for Windows

 Microsoft Intemet Information Server (I1S) for Windaws
WT/2000 Server

" Apache Web Server for UNIX Solaris

Path to the Web server's root directony:

Iz:\novonyx\sultespul

Biowse... |
Inslallat\onﬁuidal < Back I Mest > I Cancel |

4 Sclect the type of Web server where the Monitor Web console is installed, make sure the path
to the Web server’s root directory is correct, then click Next.
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GroupWise Monitor Application: Web Server Information

Enter the URL that will be used to access Grouptise
N OVe I I onitor from your Palm Query &pplication [POA).

Erample:
hittp: #/my.dnsname.com

o
hitp: 44123 4567 89

URL:

Ihllp A prv-gw. provo.novell.com

Installation G uide | < Back I Mest > I Cancel I

5 Specify the URL you want included in the .pqa file. For example:
http://groupwise.novell.com

The Installation program automatically appends /servlet/gwmon to the URL so that users are
directed to the Monitor Web console login page. For example, using the URL above, the
Installation program would create the following URL in the gwmon.pqa file:

http://gwroupwise.novell .com/servlet/gwmon

As you determine the URL, keep in mind the following:

¢ Ifthe Web server uses SSL, you should change http to https.

¢ Ifyou are using a proxy server, you need to enter the proxy server’s address.

+ The Web clipping proxy server (gateway) does not currently support challenge and
response authentication. Therefore, you need to ensure that the Web server is not
configured to require basic challenge and response authentication, or at least is
configured not to require this authentication for the URL defined in the gwmon.pqa file.

6 Click Next to create the .pqa file, then click Finish.

The gwmon.pqa file is created in the Web server’s
doc _root_directory\com\novell\gwmonitor\palm\en directory. You can distribute it to your Palm
OS device users just as you would any other .pqa file.
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/help

Using Monitor Agent Switches

GroupWise® Monitor Agent startup switches must be used on the command line when you start
the Monitor Agent, or in a script or batch file created to start the Monitor Agent. The Monitor

Agent does not have a startup file for switches.

Linux Monitor Agent

Windows Monitor Agent

--help

--home
--httpagentpassword
--httpagentuser
--httpcertfile
--httpmonpassword
--httpmonuser
--httpport

--httpssl

--ipa

--ipp

--lang

--log

--pollthreads

--proxy

/help

/home
/httpagentpassword
/httpagentuser
/httpcertfile
/httpmonpassword
/httpmonuser
/httpport

/httpssl

lipa

lipp

/lang

/log

/pollthreads

/proxy

Displays the Monitor Agent startup switch Help information. When this switch is used, the

Monitor Agent does not start.

Linux Monitor Agent

Windows Monitor Agent

Syntax: --help

/help
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/home

Specifies a domain directory, where the Monitor Agent can access a domain database
(wpdomain.db). From the domain database, the Monitor Agent can determine which agents to
monitor, what usernames and passwords are necessary to access them, and so on.

Linux Monitor Agent Windows Monitor Agent

Syntax: --home /directory /home-[svA][vol:]\dir
/home-\\svrA\voldir
/home-[drive:|\dir
/home-\\svisharename\dir

Example: --home /gwsystem/provo2 /home-\provo2
/home-mail:\provo2
/home-server2\mail:\provo2
/home-\\server2\mail\provo2
/home-\provo2
/home-m:\provo2
/home-\\server2\c\mail\provo2

See also /ipa and /ipp.

/httpagentpassword

Specifies the password for the Monitor Web console to prompt for before allowing GroupWise
agent status information to be displayed in your Web browser. Do not use an existing Novell
eDirectory password because the information passes over the insecure connection between your
Web browser and the Monitor Agent. See “Configuring Authentication and Intruder Lockout for
the Monitor Web Console” on page 924.

Linux Monitor Agent Windows Monitor Agent
Syntax: --httpagentpassword unique_password /httpagentpassword-unique _password
Example: --httpagentpassword AgentWatch /httpagentpassword-AgentWatch

See also /httpagentuser.

/httpagentuser

Specifies the username for the Monitor Web console to prompt for before allowing GroupWise
agent status information to be displayed in your Web browser. Providing a username is optional.
Do not use an existing eDirectory username because the information passes over the insecure
connection between your Web browser and the Monitor Agent. See “Configuring Authentication
and Intruder Lockout for the Monitor Web Console” on page 924.

958 GroupWise 6.5 Administration Guide



Linux Monitor Agent Windows Monitor Agent

Syntax: --httpagentuser unique_username /httpagentuser-unique_username

Example: --httpagentuser MonWebConsole /httpagentuser-MonWebConsole

See also /httpagentpassword.

/httpcertfile

Specifies the full path to the public certificate file used to provide secure SSL communication
between the Monitor Agent and the Monitor Web console displayed in your Web browser. See
“Configuring Authentication and Intruder Lockout for the Monitor Web Console” on page 924.

Linux Monitor Agent Windows Monitor Agent

Syntax: --httpcertfile /dir/file /httpcertfile-[drive:\dinfile
/httpcertfile-\\svAsharename\din\file

Example: --httpcertfile /certs/gw.crt /httpcertfile-\ssl\gw.crt
/httpcertfile-m:\ssi\gw.crt
Inttpcertfile-\\server2\c\ssl\gw.crt

See also /httpssl.

/httpmonpassword

Specifies the password for the Monitor Web console to prompt for before allowing a user to

display the Monitor Web console. Do not use an existing Novell® eDirectory™ password because
the information passes over the insecure connection between your Web browser and the Monitor
Agent. See “Configuring Authentication and Intruder Lockout for the Monitor Web Console” on

page 924.
Linux Monitor Agent Windows Monitor Agent
Syntax: --httpmonpassword unique_password  /httpmonpassword-unique_password
Example: --httpmonpassword Watchlt /httpmonpassword-Watchlt

See also /httpmonuser.

/httpmonuser

Specifies the username for the Monitor Web console to prompt for before allowing a user to
display the Monitor Web console. Providing a username is optional. Do not use an existing
eDirectory username because the information passes over the insecure connection between your
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Web browser and the Monitor Agent. See “Configuring Authentication and Intruder Lockout for
the Monitor Web Console” on page 924.

Linux Monitor Agent Windows Monitor Agent
Syntax: --httpmonuser unique_username /httpmonuser-unique_username
Example: --httpmonuser MonAdmin /httpmonuser-MonAdmin

See also /httpmonpassword.

/httpport

Sets the HTTP port number used for the Monitor Agent to communicate with your Web browser.
The default is 8200; the setting must be unique. See “Configuring the Monitor Agent for HTTP”

on page 915.
Linux Monitor Agent Windows Monitor Agent
Syntax: --httpport port_number /httpport-port_number
Example: --httpport 8201 /httpport-9200

/httpssl

Sets the availability of secure SSL communication between the Monitor Agent and the Monitor
Web console displayed in your Web browser. Valid values are enabled and disabled. See
“Configuring Authentication and Intruder Lockout for the Monitor Web Console” on page 924.

Linux Monitor Agent Windows Monitor Agent
Syntax: --httpssl setting Ihttpssl-setting
Example: --httpssl enabled /httpssl-enabled

See also /httpcertfile.

lipa

Specifies the network address (IP address or DNS hostname) of a server where an MTA is running.
The Monitor Agent can communicate with the MTA to obtain information about agents to monitor.

Linux Monitor Agent Windows Monitor Agent

Syntax: --ipa network_address lipa-network_address
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lipp

llang

Linux Monitor Agent Windows Monitor Agent

Example: --ipa 172.16.5.19 lipa-172.16.5.20
--ipa server2 lipa-server3

See also /ipp.

Specifies the TCP port number associated with the network address of an MTA with which the
Monitor Agent can communicate to obtain information about agents to monitor. Typically, the
MTA listens for service requests on port 7100.

Linux Monitor Agent Windows Monitor Agent
Syntax: --ipp port_number lipp-port_number
Example: --ipp 7110 lipp-7111

See also /ipa.

Specifies the language to run the Monitor Agent in, using a two-letter language code as listed
below. You must install the Monitor Agent in the selected language in order for the Monitor Agent
to display in the selected language.

Linux Monitor Agent Windows Monitor Agent
Syntax: --lang code /lang-code
Example: --lang de Nlang-fr

The table below lists the valid language codes. Contact your local Novell sales office for
information about language availability.

Language Language Language Language

Code Code
Arabic AR Hungarian MA
Czechoslovakian Cs Italian IT
Chinese-Simplified CS Japanese NI
Chinese-Traditional CT Korean KR
Danish DK Norwegian NO
Dutch NL Polish PL

Using Monitor Agent Switches 961



llog

/pollthreads

/proxy

Language Language Language Language

Code Code
English-United States us Portuguese-Brazil BR
Finnish SuU Russian RU
French-France FR Spanish ES
German-Germany DE Swedish SV
Hebrew HE Turkish TR

Specifies the full path of the directory where the Monitor Agent writes its log files. On Linux, the
default directory is /var/log/movell/groupwise/gwmon. On Windows, the default is the GroupWise
Monitor installation directory (typically c:\gwmon). See “Configuring Monitor Agent Log
Settings” on page 925.

Linux Monitor Agent Windows Monitor Agent

Syntax: --log /dirfile Nlog-[drive:]\dinfile
llog-\\svAsharename\dir\file

Example: --log /opt/novell/groupwise/agents/logs /log-\gw\logs
/log-m:\gw\logs
Nlog-\\server2\c\gw\logs

Specifies the number of threads that the Monitor Agent uses for polling the agents for status
information. Valid values range from 1 to 32. The default is 20. See “Configuring Polling of
Monitored Agents” on page 917.

Linux Monitor Agent Windows Monitor Agent
Syntax: --pollthreads number /pollthreads-number
Example: --pollthreads 10 Ipollthreads-32

Routes all communication through the Monitor Agent and the Monitor Application (on the Web
server). As long as the Web server can be accessed through the firewall, the Monitor Web console
can receive information about all GroupWise agents that the Monitor Agent knows about. Without
/proxy, the Monitor Web console cannot communicate with the GroupWise agents through a
firewall. See “Configuring Proxy Service Support for the Monitor Web Console” on page 925.

Linux Monitor Agent Windows Monitor Agent

Syntax: --help /help
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