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About This Guide

This ZENworks 11 SP2 Patch Management Reference includes information to help you successfully
install a Novell ZENworks 11 SP2 Patch Management system. The information in this guide is
organized as follows:

¢ Chapter 1, “What’s New in ZENworks 11 SP2,” on page 9

¢ Chapter 2, “Getting Started with ZENworks 11 SP2 Patch Management,” on page 13

¢ Chapter 3, “Patch Management Overview,” on page 17

¢ Chapter 4, “Using Patch Management,” on page 25

¢ Chapter 5, “Using the Patch Management Tab,” on page 57

¢ Chapter 6, “Using the Deploy Remediation Wizard,” on page 79

¢ Chapter 7, “Using Mandatory Baselines,” on page 111

¢ Chapter 8, “Patch Management for a Device,” on page 121

¢ Chapter 9, “Patch Management for a Device Group,” on page 133

¢ Chapter 10, “License Behaviour of ZPM,” on page 139

¢ Chapter 11, “ZENworks Reporting Server - BOE Reports,” on page 143

¢ Chapter 12, “Best Practice with ZENworks 11 SP2 Patch Management,” on page 183

¢ Appendix A, “Troubleshooting Patch Management,” on page 187

¢ Appendix B, “Documentation Updates,” on page 199

Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation
ZENworks 11 SP2 is supported by other documentation (in both PDF and HTML formats) that you

can use to learn about and implement the product. See the ZENworks 11 SP2 documentation Web site
(http://www.novell.com/documentation/zenworks112).
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1.1.2

What's New in ZENworks 11 SP2

The following sections describe the new features and enhancement in Novell ZENworks 11 SP2:

¢ Section 1.1, “Subscription Download,” on page 9
¢ Section 1.2, “Email Notification,” on page 11
¢ Section 1.3, “Deployment Options,” on page 11

¢ Section 1.4, “Patch Management License,” on page 12

Subscription Download
The following sections provide more information on the new features in the subscription download
page:

¢ Section 1.1.1, “Platform to Download,” on page 9

¢ Section 1.1.2, “RPM Dependency,” on page 9

¢ Section 1.1.3, “Download Location For Patch Content,” on page 10

¢ Section 1.1.4, “Select Vendors To Use In The System,” on page 10

Platform to Download

A new platform has been added to the ZENworks 11 SP2 which is the Mac platform.

This new option will enable you to select the operating system platform for Mac which was not
present in the previous version. Now you can select the Mac check box, for Mac patches to be
downloaded, as shown in the following image:

Figure 1-1 Mac Checkbox

¥ wac

RPM Dependency

The RPM package manager (RPM) is a new feature which will only be enabled when you select the
operating system platform for Linux. Now you can select the Linux check box, then you can select the
Resolve all RPM Dependencies to download all the patches, as shown in the following image;

What's New in ZENworks 11 SP2
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Figure 1-2 RPM Dependency

#

Subscription Download
Select the platforms to download

[ M Linux I Mac

RPM dependency
Mote: This option is performance intensive.

¥ Resolve all RPM dependencies

The check box should only be selected if you want to resolve all the root level dependency as it is very
time consuming and performance intensive. It will download all the RPM that are required to patch
the particular vulnerabilities.

This is an improvement compared to the previous version. By default it will only download the RPM
files required at the top level unless you select the check box to resolve the RPM dependencies.

1.1.3 Download Location For Patch Content

Another new feature that was added is the Download location for patch content. For Linux systems
there is not always enough disk space allocated, now you can select the files to be downloaded to the
Bundle content directory.

By default it will automatically use ZPM Directory but if you wish to download it to the Bundle
content directory just select the radio button.

Figure 1-3 Download location for patch content

Download location for patch content
&+ ZpM directory
" Bundle content directory

1.1.4  Select Vendors To Use In The System

ZENworks 11 SP2 prompts the user to download only the necessary updates when doing a
subscription update. Basically it will only download any new files that are available.

By default the selection is All, but if necessary you can select the particular vendor or bundles that
you want to download by selecting the individual check boxes as shown in the following image:

Figure 1-4 Select vendors to use in the system

Select vendors to use in the system.

Mote: All new patches from vendors not selected will be disabled.

@ all

_ Selected
Adobe Systems, Inc Apple Citrix Systems, Inc Macromedia Mcafee, Inc
Microsoft Corp. Mozilla Novell PatchLink Corporation | |RealMetworks, Inc
Skype Sun Microsystems || Symantec Corporation || Trend Micro VMware

winZip Computing Inc
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1.2

1.3

Email Notification

ZENworks 11 SP2 has a new feature that allows the users to test if the email server has been

configured correctly or not. The user can enter the email addresses to the required fields and then
select the Send test email button, which will send a mail to the user.

This new feature will help prevent patch subscription failure. There was previously no option to test
whether the email had been configured correctly. The notification process is shown below:

Figure 1-5 Send Test Email

Configuration » Email Motification B2

Email Hotification

Setup email notifications to be delivered when new patches are discovered.

»

Email Motification

Mote: The SMTP settings are configured in the log settings section. Separate multiple email addresses with cormmas.

Fram: I
To: |
ce: |
Send test email
Ok Apply Reset Cancel

This email notification page allows you to configure the email notification options when the patch
management server detects a new patch. The next time the patch management server detects a new
patch, the recipients will receive an email informing them of the same.

Deployment Options

ZENworks 11 SP2 has a new feature that allows the users to see a message that appears when a it
needs to reboot or install.

The administrator can specify the amount of time to allocate to users after this pop-up, before the
system will reboot or install, as shown in the following image:

Figure 1-6 Deployment Options

Deployment Options #
Time to snooze agent popup |12{] % Seconds
DK Apply Reset Can !.::_e..l

A message will pop up in the bottom right hand corner of the screen.

What's New in ZENworks 11 SP2 11



12

1.4

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.
Apply Enables you to save the changes made to the page.
Reset Enables you to reset the selected options.

Cancel Enables you to cancel the last action performed.

Patch Management License

ZENworks 11 SP2 now allows the users to add 5 new serial numbers whereas the previous version
allowed the user to add only 1 Serial number.

In the image below we can see there are 2 serial numbers that have been added:

Figure 1-7 Multiple patch management license

Patch Management License #

@ getlvate product

Product Subseription Serial lumber:

Comparny harme 1
Email address

! Dasctivate product
Account id ABET1C242-CR0n-40F 7 -8A64-0T2814FBDEY, OE469F1C-6180-4588E-800A-7 34 DEFF8235F
Total Hon-Expired Licenses 80
| Description Status Serkal Humbar Vandor Expiration Purchased
| Movell ZEHwarks Patch Management Walid BT8R F4F-541 53759 Hovell 94BA1Z12:00 Ak 50
7] Movel, ZEMworks Patch Managament walid BE4DAZZA-BEOIZBTA Novell 1283121200 AW 10

G T ]
The user cannot add an invalid serial number and expect it to show up. Only a valid serial number
will show up on this page.

If you enter an invalid serial number then you will only be able to enter 3 serial numbers every 10
minutes, as shown in the following image:

Figure 1-8 Entering invalid serial number will allow you to try 3 licenses every 10 minutes.

A Error: Only 3 licenses can be entered within a 10 minute period.

ZENworks 11 SP2 Patch Management Reference



2.1

2.2

Getting Started with ZENworks 11 SP2
Patch Management

Patch Management is a fully integrated feature of Novell ZENworks 11 SP1 that provides the same
agent-based patch, vulnerability patch, and compliance management solution that was used in prior
versions.

The ZENworks Server schedules a Discover Applicable Updates (DAU) task for all ZENworks
managed devices (servers and workstations) and compiles information on the operating system,
hardware, and software.

The results of the scan are sent to the ZENworks Server and can be viewed anytime in the Patches
section under the Patch Management tab or in the Devices tab even if a workstation is disconnected
from your network.

Based on the above information, it is determined whether the patches are applicable for each device.
If applicable, the ZENworks Adaptive Agent performs another scan by using the patch fingerprints
incorporated into each patch to determine the device’s patch status (Patched or Not Patched) in
relation to that patch. The results of the scan are posted under the Patch Management tab of the
ZENworks Control Center, for review by an administrator.

After patch status is established, the ZENworks administrator can deploy the desired patch to each
applicable device on the network.

The following features are included in ZENworks 11 SP1 Patch Management:

¢ Section 2.1, “Downloading Patches,” on page 13

¢ Section 2.2, “Deploying a Patch,” on page 13

*

Section 2.3, “Setting a Baseline,” on page 14

*

Section 2.4, “Dashboard,” on page 14

*

Section 2.5, “Patch Download Status,” on page 15

*

Section 2.6, “Patch Wizard,” on page 15

Downloading Patches

Before you start downloading a patch, configure the downloading options in the Configuration tab.
For more information, see Section 4.4, “Configuring Subscription Download Details,” on page 39.

Deploying a Patch

To deploy a patch, you can use the Deploy Remediation Wizard. For more information, see
Chapter 6, “Using the Deploy Remediation Wizard,” on page 79.

Getting Started with ZENworks 11 SP2 Patch Management 13



2.3 Setting a Baseline

To set a baseline, you must ensure that a group of devices is protected and that all the devices in the
group are patched consistently. For more information, see Chapter 7, “Using Mandatory Baselines,”
on page 111.

2.4 Dashboard

The Dashboard tab contains graphs that allow users a direct overview of the devices in the network.
For more information, see Section 5.2, “Dashboard,” on page 58.

Figure 2-1 Dashboard Page

Patches Dashboard Status

Dashboard
Patch Compliance @ d. v line C iance @
(=) Monthly () Daily (past 30 days)
100
a0
o
5 &0 Campliant
g 1
iy 100%
L 4o
o
20 Mo Baseline
20
o Zow :;n compliant
Jan-08 Feb-02  Mar-02  Apr-02  May-02 Jun-02  Jul-08  Aug-02 0%
Time
Graph Data Graph Data
Patch Compliance By Device ry; Time Since Last Agent Refresh ry;
compliant < 48 hrs
1 450
33.33% 25.71%
< 24 hrs
300
17.149%
Mon Compliant
1 = 72 hrs
100% 100
5.719%
< 72 hrs
00
51.42%
Graph Data Graph Data
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2.5

2.6

Patch Download Status

The Status page consists of the system and cache statuses, which show the overall patch information.
For more information, see Section 5.3, “Status,” on page 61.

Figure 2-2 Status Page

Patches Dashboard Status

Status #
Hame Status
Signature Download Camplete
Last Signature Download Time APri02i2009 09:45:24
Bundle Download In Progress
Last Patch Download Apri02/2009 09:45:29
Murnber of Failed Download|(s) 9
Murnber of Patches Queued for Caching 103
Mumber of Active Patches 1268
Murnber of New Patches(less than 30 days) 77
Latest Patch Released On AP0 #2009 00:00:00

¥

Cache Status

Hame Status = Error Detail {if any)
Adobe APSE09-03 APSEOR-04 Reader (English) 9.1 Security Update for Windows [Rev
2) Queued
F-Secure Anti-wirus DEF File (March 25, 200%) Queued
ME09-007 Security Update for Windows 2000 [KE360225) Queued
MS09-008 Security Update for wWindows 2000 [KE961063) Queued
Symantec Morton &ntivirus Def files x88 version [March 30, 2009] Queued
ME09-008 Security Update for windows Server 2008 [KE261063) Queued
MS05-008 Security Update for Windows Server 2003 [KB241064) Queued
MS0B-052 Security Update for wWindows Server 2003 [KE238484) Queued
MS09-008 Security Update for windows Server 2003 [KBP61063) Queued
Adobe APSE09-03 APSBO9-04 Reader 7.1.1 Security Update for Windows [all
Languages) Quzner
B | 1-100f 112 shom 10 * items

Patch Wizard

The Patch Wizard allows you to create custom patches and add them to the Patch Management
System. For more information, see “Patch Creation” on page 68

Getting Started with ZENworks 11 SP2 Patch Management 15
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3.1

Patch Management Overview

Novell ZENworks 11 SP2 Patch Management is a part of the ZENworks 11 SP2 product line that
provides a fully integrated version of leading patch and patch management solutions for medium
and large enterprise networks. Patch Management enables customers to easily translate their
organizational security patch policies into automated and continuous protection against more than
90% of vulnerabilities that threaten today’s enterprise networks. By providing the most accurate and
timely vulnerability assessment and patch management available, Patch Management ensures that
policy measurement and security audits are a true representation of network security status.

¢ Section 3.1, “Product Overview,” on page 17

¢ Section 3.2, “Patch Management Process,” on page 18

*

Section 3.3, “Features of Patch Management,” on page 19

*

Section 3.4, “Supported ZENworks Server and Agent Environments,” on page 20

Product Overview

Patch Management is a fully integrated feature of the ZENworks 11 SP1 suite that provides the same
agent-based patch, vulnerability patch, and compliance management solution that was used in prior
stand-alone versions such as ZENworks Patch Management 6.4.

Patch Management provides rapid patch remediation, allowing you to proactively manage threats by
automating the collection, analysis, and delivery of patches throughout your heterogeneous
enterprise to secure end points.

The ZENworks Server has a Web-based management user interface known as ZENworks Control
Center. Its Patch Management feature allows you to monitor and maintain patch compliance
throughout the entire enterprise. The ZENworks 11 SP1 Primary Server can deploy a ZENworks
Adaptive Agent on every client system in the target network, ensuring that all systems are protected
with the latest security patches, software updates, and service packs.

The Patch Management feature stays current with the latest patches and fixes by regular
communication with the ZENworks Patch Subscription Network through a secure connection. After
the initial 60-day free trial period, the Patch Management feature requires a paid subscription to
continue its daily download of the latest patch and vulnerability information.

When a new patch is released into the ZENworks Patch Subscription Network, it is downloaded
automatically to the ZENworks Server and an e-mail is sent to the administrator. When the
administrator logs in to the ZENworks Control Center, the list of devices and the new patches that
require deployment can easily be viewed along with the description and business impact. At this
time, the administrator can choose to deploy the patch to a device or disregard the patch.

Patch Management Overview 17



3.2 Patch Management Process

The following process map demonstrates how patch information is communicated between the
ZENworks Server and the ZENworks Adaptive Agent:

Figure 3-1 Process Map

The agent
scans the
device by using
a DAU task

* :
The agent

sends the
results to the

sener

The scan
results are
viewed in the
Patch
Management tah

The

vulnerabilities
are determined
for each device

T

The server
deploys the
patches to the
agent

The agent
applies the
patches to the
device

The patch detection cycle begins each day at the ZENworks Server where a Discover Applicable
Updates (DAU) task is scheduled for all ZENworks managed devices (servers and workstations).

For all patches in the DAU task, the ZENworks Adaptive Agent performs patch detection by using
the patch fingerprints incorporated into each individual patch, which determines the status (Patched,
Not Patched, or Not Applicable) of that patch.

18 ZENworks 11 SP2 Patch Management Reference



3.3

The results of the patch detection scan are sent to the ZENworks Server and can be viewed anytime in
the Patches section under the Patch Management tab or in the Devices tab, even if a workstation is
disconnected from your network.

After completion of the patch detection cycle, the ZENworks administrator can deploy the desired
patches to each applicable device on the network.

Features of Patch Management

Patch Management has the world's largest repository of automated patches, including patches for all
major operating systems and various third-party applications. Patch Management features an agent-
based architecture, patch package pre-testing, highly scalable software, and easy-to-use features that
allow customers to patch 13 times faster than the industry average.

Its patented Digital Fingerprinting Technology provides a highly accurate process for patch and
vulnerability assessment, remediation and monitoring —leaving no systems open to attack.
Remediation is fast and accurate with wizard-based patch deployments, support for phased rollouts,
rapid verification of patch installations, and more. Patch Management continuously monitors end
points to ensure that they achieve patch compliance quickly and then stay patched over time.

With Patch Management, you can be sure that your systems are effectively patched and compliant for
successful IT and regulatory audits. Patch Management creates a Patch Fingerprint Profile that
includes all missing patches for that machine, ensuring the continued compliance of each end point.
Each end point is then continually monitored to make sure it stays patched. Administrators can also
establish a mandatory baseline to automatically remediate end points that do not meet defined patch
levels, which is a key aspect of regulatory compliance. In addition, because many organizations need
to demonstrate patch compliance, Patch Management provides standard reports that document
changes and demonstrate progress toward internal and external audit and compliance requirements.

The following table describes the important features of Patch Management:

Table 3-1 Patch Management Features

Feature Description

Patented multi-platform patch management Enables security of all operating systems and
applications within heterogeneous networks, including
Windows (32-bit and 64-bit) and Linux distributions.
US Pat #6999660.

World's largest automated patch repository Provides the largest repository of tested patches to
support all major operating systems and applications
used in the enterprise.

Extensive pre-testing Reduces the amount of development and testing
required prior to patch deployment.

Agent-based architecture Protects laptop and mobile devices that are often
disconnected from the network, and reduces network
bandwidth usage.

Automatic notifications Distributes e-mail alerts directly to administrators for
proactive security and administrative management.

Patch fingerprint accuracy Ensures the highest level of accuracy in the detection
of security patches.

Patch Management Overview 19
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Feature Description

Multi-patch deployments Delivers multiple patches to multiple computers in one
distribution to increase IT productivity.

Flexible application reporting Audits and reports on the status of the organization's
security.
Policy-based administration Ensures that all systems meet a mandatory baseline

policy, which is a key aspect of regulatory compliance.

3.4 Supported ZENworks Server and Agent Environments

Patch Management supports the following environments in which you can install the ZENworks
Primary Server and Satellite Server software:

Table 3-2  Supported Primary Server and Satellite Server Environments

Platform Version

SUSE Linux Enterprise Server (SLES) SLES 10 SP2 x86
SLES 10 SP2 x86_64
SLES 10 SP3 x86
SLES 10 SP3 x86_64
SLES 11 x86
SLES 11 x86_64
SLES 11 SP1 x86
SLES 11 SP1 x86_64

Novell Open Enterprise Server Linux (OES-Linux) OES 2 SP2 x86
OES 2 SP2 x86_64
OES 2 SP3 x86
OES 2 SP3 x86_64

Microsoft Windows Server Windows Server 2003 SP2 Standard x86
Windows Server 2003 SP2 Standard x86_64
Windows Server 2003 SP2 Enterprise x86
Windows Server 2003 SP2 Enterprise x86_64
Windows Server 2008 SP1 Standard x86
Windows Server 2008 SP1 Standard x86_64
Windows Server 2008 SP1 Enterprise x86
Windows Server 2008 SP1 Enterprise x86_64
Windows Server 2008 SP2 Standard x86

Windows Server 2008 SP2 Standard x86_64
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Platform

Version

Red Hat Enterprise Linux (RHEL)

Windows Server 2008 SP2 Enterprise x86
Windows Server 2008 SP2 Enterprise x86_64
Windows Server 2008 R2 Standard x86
Windows Server 2008 R2 Standard x86_64
Windows Server 2008 R2 Enterprise x86
Windows Server 2008 R2 Enterprise x86_64
RHEL 5.3 x86

RHEL 5.3 x86_64

RHEL 5.4 x86

RHEL 5.4 x86_64

RHEL 5.5 x86

RHEL 5.5 x86_64

Table 3-3 Supported ZENworks Satellite Server Environments

Platform

Version

Microsoft Windows

Windows XP SP2 x86

Windows XP SP3 x86

Embedded XP SP3

Windows XP Tablet PC Edition (SP2)
Windows Vista x86 Enterprise
Windows Vista x86_64 Enterprise
Windows Vista x86 Business
Windows Vista x86_64 Business
Windows Vista x86 Ultimate
Windows Vista x86_64 Ultimate
Embedded Vista

Windows Vista SP1 x86 Enterprise
Windows Vista SP1 x86_64 Enterprise
Windows Vista SP1 x86 Business
Windows Vista SP1 x86_64 Business
Windows Vista SP1 x86 Ultimate
Windows Vista SP1 x86_64 Ultimate

Embedded Vista SP1
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Platform

Version

Windows Vista SP2 x86 Enterprise
Windows Vista SP2 x86_64 Enterprise
Windows Vista SP2 x86 Business
Windows Vista SP2 x86_64 Business
Windows Vista SP2 x86 Ultimate
Windows Vista SP2 x86_64 Ultimate
Embedded Vista SP2

Windows 7 x86 Enterprise

Windows 7 x86_64 Enterprise
Windows 7 x86 Professional
Windows 7 x86_64 Professional
Windows 7 x86 Ultimate

Windows 7 x86_64 Ultimate

The following environments support installation of the ZENworks agent:

Table 3-4 Supported Agent Environments

Platform

Version

Microsoft Windows Server

Windows Server 2003 SP2 Standard x86
Windows Server 2003 SP2 Standard x86_64
Windows Server 2003 SP2 Enterprise x86
Windows Server 2003 SP2 Enterprise x86_64
Windows Server 2008 SP1 Standard x86
Windows Server 2008 SP1 Standard x86_64
Windows Server 2008 SP1 Enterprise x86
Windows Server 2008 SP1 Enterprise x86_64
Windows Server 2008 SP2 Standard x86
Windows Server 2008 SP2 Standard x86_64
Windows Server 2008 SP2 Enterprise x86
Windows Server 2008 SP2 Enterprise x86_64
Windows Server 2008 R2 Standard x86
Windows Server 2008 R2 Standard x86_64
Windows Server 2008 R2 Enterprise x86

Windows Server 2008 R2 Enterprise x86_64

ZENworks 11 SP2 Patch Management Reference



Platform

Version

Microsoft Windows

SUSE Linux Enterprise Desktop (SLED)

SUSE Linux Enterprise Server (SLES)

Windows XP SP2 x86

Windows XP SP3 x86

Embedded XP SP3

Windows XP Tablet PC Edition (SP2)
Embedded Vista

Windows Vista SP1 x86 Enterprise
Windows Vista SP1 x86_64 Enterprise
Windows Vista SP1 x86 Business
Windows Vista SP1 x86_64 Business
Windows Vista SP1 x86 Ultimate
Windows Vista SP1 x86_64 Ultimate
Embedded Vista SP1

Windows Vista SP2 x86 Enterprise
Windows Vista SP2 x86_64 Enterprise
Windows Vista SP2 x86 Business
Windows Vista SP2 x86_64 Business
Windows Vista SP2 x86 Ultimate
Windows Vista SP2 x86_64 Ultimate
Embedded Vista SP2

Windows 7 x86 Enterprise

Windows 7 x86_64 Enterprise
Windows 7 x86 Professional
Windows 7 x86_64 Professional
Windows 7 x86 Ultimate

Windows 7 x86_64 Ultimate

SLED 10 x86

SLED 10 x86_64

SLED 11 x86

SLED 11 x86_64

SLES 10 SP2 x86

SLES 10 SP2 x86_64

SLES 10 SP3 x86

SLES 10 SP3 x86_64
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Platform Version

SLES 11 x86

SLES 11 x86_64
SLES 11 SP1 x86
SLES 11 SP1 x86_64

Novell Open Enterprise Server Linux (OES- OES 2 SP2 x86

Linux)
OES 2 SP2 x86_64
OES 2 SP3 x86
OES 2 SP3 x86_64
Red Hat Enterprise Linux (RHEL) RHEL 4.6 x86

RHEL 4.6 x86_64
RHEL 4.7 x86
RHEL 4.7 x86_64
RHEL 5.3 x86
RHEL 5.3 x86_64
RHEL 5.4 x86
RHEL 5.4 x86_64
RHEL 5.5 x86

RHEL 5.5 x86_64
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Using Patch Management

Novell ZENworks 11 SP1 Patch Management provides current information about your subscription
status and allows you to activate and configure your subscription.

The following sections further introduce you to the capabilities of Patch Management:

*

*

*

Section 4.1, “Viewing Subscription Service Information,” on page 26

Section 4.2, “Configuring the Schedule for Discover Applicable Update Bundles,” on page 28

Section 4.3, “Configuring HTTP Proxy Details,” on page 37

Section 4.4, “Configuring Subscription Download Details,” on page 39

Section 4.5, “Configuring Patch Subscription Credentials,” on page 42

Section 4.6, “Configuring Mandatory Baseline Settings,” on page 46

Section 4.7, “Configuring Email Notification Details,” on page 48

Section 4.8, “Configuring Patch Dashboard and Trending Behavior,” on page 50

Section 4.9, “Patch Management Licensing,” on page 52

Configuration Registration

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

System Information

Asset Inventory

Asset Management

System Updates

Locations Subscriptions
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4.1 Viewing Subscription Service Information

1 Click the Configuration tab in the left panel.
The Configuration page appears as shown in the following figure:
2 Click Patch Management.

Eight links — Subscription Service Information, Schedule Discover Applicable Update Bundles, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles Distribution,
Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials, Mandatory Baseline
Settings, Email Notification, Dashboard and Trending, and Deployment Options—are displayed:

Configuration Registration System Information Asset Inventory Assel Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

» € ¢l ¢ & €« €|« € »

Calegory Description

Subscription Service Information Wiew subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DaU Bundle to be configured on when to install fingerprints.
Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints,

Configure Hitp Prosy Configure HTTP Promy for access to the Internet patch subscription
Subscription Download Canfigure subscription download options

Patch Subseription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.

Email Motification Setup email notifications to be delivered when new patches are discovered.

Dashboard and Trending Configure Patch Dashboard and Trending behavior

3 Click the Subscription Service Information link.

The Subscription Service Information page appears, as shown in the following figure:

Configuration » Subscription $ervice Information ==
Subscription Service Information

Wiewy subzcription log and update subscription zettings

Subscription Service Information ES
Start the Subscription Service Service Running
Last Subscription Poll 11/10/09 1012 PM
Subscription Replication Status Complete
Subscription Host novell.patchlink, com
Subscription Communication Interval{Every Day at)

|Resel ZEHNworks Patch M. Setting: |
Subscription Service History R

Type Status Start Date End Date Duration Successful Error Detail {if any)
Licenses Complete  11/10/09 10:29 PM 1171009 10:29 P 00:00:00 false
Bundles In Progress 11710709 10:07 P4 01:30:55 true
Patches Complete T1A10F09 10212 PM 11710509 10:23 PM 00:11:25 true

Apply Reset
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The Subscription Service Information page displays all the information about your subscription,
including the status. You can also update your subscription settings on this page.

You can refresh the subscription information by clicking the Action drop-down list on the
Subscription Information page and selecting the Refresh option, as shown in the following figure:

The following table describes each status item featured on the Subscription Service Information page:

Status Item

Definition

Start the Subscription Service

Last Subscription Poll
Subscription Replication Status

Subscription Host

Subscription Communication Interval
(Every Day at)

Reset ZENworks Patch Management
Settings

Enables you to select a server from multiple servers in your
management zone. You select a server from the drop-down list and
click the Start button to start the subscription service.

+ After the subscription service starts running, the Start button
reads Service Running.

¢ |If there are multiple ZENworks Servers in your management
zone, you can select any one of them to be the Patch
Management Server.

The Patch Management Server selected will download new patches

and updates daily, so it should have good connectivity to the Internet.

NOTE: Selecting the Patch Management Server can be done only
once per zone in this release.

The date and time of the last successful update.
The latest status of the process of patch subscription replication.

The DNS name of the Patch Management licensing server (http://
novell.patchlink.com).

The time at which the ZENworks Server will communicate with the
ZENworks Patch Subscription Network to retrieve new patches and
updates.

Enables you to set all Patch Management settings, including
deployments, back to the default state.

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.

Apply Enables you to save the changes made to the Subscription Communication Interval.
Reset Enables you to reset the replication status and initiate a complete replication with the

ZENworks Patch Subscription Network.

Update Now Initiates replication of the ZENworks Server with the ZENworks Patch Subscription
Network and forces an immediate download of the patch subscription.

Cancel Enables you to cancel the last action performed.
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4.2

The Subscription Service History section displays the activity log of the subscription activities. The
following table describes each item featured in this section.

Item Definition

Type Subscription type defined for your account: Patches (Subscription Replication),
Bundles (Subscription Replication), and Licenses.

Status Status of the replication. When replication begins, the status reads In Progress.
When replication ends, the status reads Complete.
NOTE: If the replication process is interrupted, the status reads Resetting. This
indicates that the replication process has continued from the point where it was
interrupted.

Start Date The date and time when replication started.

End Date The date and time when replication ended.

Duration The length of time the replication has been going on.

Successful Indicates whether the replication was successful or not. True indicates

Error Detail (if any)

successful replication and False indicates incomplete or failed replication.

Details of any error encountered during the patch download process.

Configuring the Schedule for Discover Applicable Update
Bundles

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration
Management Zone Settings
Content

Device Management

Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management

Endpoint Security Management
Service Desk Management

Patch Management

System Information

Asset Inventory Asset Management System Updates Locations Subscriptions

Q€€ KK (K| »
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2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles, Configure HI'TP Proxy, Subscription Download, Patch
Subscription Credentials, Mandatory Baseline Settings, Email Notification, and Dashboard and
Trending):

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

AR R 4R S R X AR SE 4K S5 45

Category Description

subscription Service Informatior Wiew subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints.

Configure Hitp Prowy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Configure subscription download options

Pateh Subseription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.,

Email Notification Setup email notifications to be delivered when new patches are discovered.
Dashboard and Trending Configure Patch Dashboard and Trending behavior

3 Click the Schedule Discover Applicable Update Bundles link. The Schedule Discover Applicable
Update Bundles page appears:

Configuration »  Schedule Discover Applicable Update Bundles Install =2 ¥
Schedule Discover Applicable Update Bundles Install

This will allowe the DAL Bundle to be configured on when to install fingerprints.

Schedule
& Run DAU on refresh
() Select a schedule to launch DAU on patch devices

»

Schedule Type:

Start Datefs]: *

Run event every year
[J process immediately if device unable to execute on schedule

Select when schedule execution should start:
Start immediately at Start Time
Start at a random time between Start and End Times

Start Time: : End Time: | :|
Use Coordinated Universal Time [ Current UTC 8140 AM)
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Configuration >  Schedule Discover Applicable Update Bundles Distribution L

Schedule Discover Applicable Update Bundles Distribution X

Thiz will allow the DAL Bundle to be configured on when to distribute fingerprints,

Schedule
(& Distribute DAU on Launch

»

() Select a schedule to distribute the DAU content

Schedule Type:

Start Date(s):

Fun event every year

Start Time:

[ process immediately if device unable to execute on schedule

Select when schedule execution should start:
Start immediately at Start Time
Start at a random time between Start and End Times

Use Coordinated Universal Time [ Current UTC 8:43 AM)

End Time:

OK

Cancel

The Schedule Discover Applicable Update Bundles page enables you to configure DAU
schedules for the devices in your network. You can decide when to run the DAU on network
devices as well as specify when to distribute bundle content through the DAU.

The following table describes the main options on the Schedule Discover Applicable Update

Bundles page:

Iltem

Description

Run DAU on refresh

Lets you initiate DAU action when the Agents on the managed
devices are refreshed.

Select a schedule to launch DAU on Lets you specify a schedule when the DAU will run.

patch devices

Distribute DAU on launch

Lets you deploy bundle content immediately.

Select a schedule to distribute the DAU  Lets you specify a schedule when DAU bundles will be

content

distributed to devices.

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.
Apply Enables you to save the data entered in the text fields.
Reset Enables you to reset the data entered in the text fields.
Cancel Enables you to cancel the last action performed.
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If you decide to set a schedule for running the DAU and distributing bundle content, you will

need to select a schedule type as follows:

Schedule Type:
Date Speci

Recurring

Patch Management offers two types of schedules to determine when a DAU is run and bundle

content is distributed.

¢ Select Date Specific to schedule the deployment to your selected devices according to the

selected date.

¢ Select Recurring to start the deployment on the selected day at a selected time, repeat the

deployment every day/week/month, and if defined, end on a specific date.

The following sections provide more information on schedule types:

¢ Section 4.2.1, “DAU Schedule: Date Specific,” on page 31
¢ Section 4.2.2, “DAU Schedule: Recurring,” on page 32

DAU Schedule: Date Specific

When you select Date Specific, the selected DAU Schedule section appears as shown in the following

figure:

Figure 4-1 DAU Schedule Section for the Date Specific Schedule Type

Schedule Type:
Date Specific hd

Start Date(s]: ©

[ Run event BYery year
[ process immediately if device unable to execute on schedule

select when schedule execution should start:
@ start immediately at Start Time
O Start at a random time between Start and End Times

Start Time:| 1 % [:| 00 & | am End Time: :
[Cuse coordinated Universal Time [ Current UTC 8:15 &k )

Use this page to set the following options:

¢ Start Date: Enables you to pick the date when you need to start the desired action. To do so, click
the & icon to open the calendar and pick the date. To remove the selected date, click the [ icon.

¢ Run event every year: Ensures that the desired action starts on a selected date at a selected time,

repeats every year, and if defined, ends on a specific date.

¢ Process immediately if device unable to execute on schedule: Ensures that the desired action

starts immediately if the device could not execute on the selected schedule.

Using Patch Management

31



¢ Select when schedule execution should start: There are two options to enable you to select the
start time of the schedule execution namely:

¢ Start immediately at Start Time: Deactivates the End Time panel and starts the action at the
start time specified. In this option, you must set the start time in the Start Time panel:

Start Time: |1 "l ;IDD v|

¢ Start at a random time between Start Time and End Times: Activates the End Time panel
next to the Start Time panel. You can specify the end time and the start time so that the
action occurs at a random time between them. The End Time panel appears as follows:

End Time: |1 v| ;IDD "l

In both time panels, the first drop-down list enables you to select the hour, the second drop-
down list enables you to select the minute, and the third drop-down list enables you to select am
and pm.

Selecting the Use Coordinated Universal Time check box enables you to schedule the desired action
at the same time, regardless of time zone differences. Coordinated Universal Time (UTC), also
known as World Time, Z Time, or Zulu Time, is a standardized measurement of time that is not
dependent upon the local time zone. Deselecting UTC schedules the distribution at the local
time.

4.2.2 DAU Schedule: Recurring

When you select Recurring, the selected DAU Schedule section appears as shown in the following
figure:

Figure 4-2 DAU Schedule Section for the Recurring Schedule Type

schedule Type:
|Recumng j

& When a device is refreshed

I” Delay execution after refresh: lU_ Days |0 | Hours |0 minotes

" Days of the week
Sun Mon Tue Wed Thu Fri Sat

[ A A A R R
Start Time: |1 = (00 =
More Options

 Monthly

@ Day of the month: IW_
© Last day of the month

rIFlrst =] [Sunday 'I
Start Time: |1 = |00 =

hore Options

 Fixed Interval

lU_ wanths lU_ Weeks lU— Days lU_ Hours lU— Minutes
Start Date: [10/265/2011 Start Time: |1 ~| .|00|=

hore Options

== Back Next == Cancel

In this page, you can set the following options for a recurring deployment:

¢ “When a Device Is Refreshed” on page 33
¢ “Days of the Week” on page 34
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¢ “Monthly” on page 35

+ “Fixed Interval” on page 36

When a Device Is Refreshed

This option enables you to schedule a recurring deployment whenever the device is refreshed. In this
option, you can choose to delay the next deployment until after a specific time.

To set the delay, select the Delay execution after refresh check box as shown in the following image, and
specify the days, hours, and minutes of the time to delay the deployment:

Figure 4-3 Delay Execution After Refresh Check Box

¥ Delay execution after refresh: !U Days | 0 Hours | 0 Minutes

NOTE: The device is refreshed based on the settings in the Device Management tab under the
Configuration tab. Click the Device Refresh Schedule link under the Device Management tab to open the
page displaying the option for either a Manual Refresh or Timed Refresh. Alternatively, you can refresh
the device by selecting a device under the Devices tab and clicking the Refresh Device option under the
Quick Tasks menu.
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Days of the Week

This option enables you to schedule the deployment on selected days of the week:

Figure 4-4 Weekly Options - Default

& Days of the week

*
Sun Mon Tue Wed Thu Fri  3at

r - - O 0K

Start Time: |1 'l ;IEIEI 'l

dore Options

¢ To set the day of deployment, select the Days of the week button, select the required day of the

week, and set the start time of deployment.

If you click the More Options link, additional deployment options appear as shown in the

following figure. Click the Hide Options link to hide the additional deployment options and

show only the default deployment options:

@ Days of the week
*
Sun Mon Tue Wed Thu Fri  $at

r oo -0 K-

Start Time: |1 vI ;IEID 'I

Hide Options
™ Process immediately if device unable to execute on schedule
[ Use Coordinated Universal Time [ Current UTC 8:19 AM |
™ Start at a random time between Start and End Times

End Time: |1 'I ;IDD 'I

7 Restrict schedule execution to the following date range;

Start Date: |1E|f25f2011
End Date: |1E|f25f2011

Selecting the Use Coordinated Universal Time check box enables you to schedule the deployment
of all devices at the same time, regardless of time zone differences. Coordinated Universal Time
(UTC), also known as World Time, Z Time, or Zulu Time, is a standardized measurement of

time that is not dependent upon the local time zone. Deselecting UTC schedules the
distribution at local time.

Selecting the Start at a random time between Start Time and End Times check box activates the End
Time panel in addition to the Start Time panel. You can specify the end time and the start time so

that the deployment occurs at any random time between the start and end times.

The Restrict schedule execution to the following date range option enables you to schedule a

recurring deployment at the selected time, repeat the deployment on the days specified, and, if
defined, end at the specific time. This option also enables you to restrict the deployment to the
period between the start date and the end date. To set this option, select the Restrict schedule
execution to the following date range check box and click the [ icon to open the calendar and pick a

start date or end date. Click the Close button when you have finished selecting the date.
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Monthly

This option enables you to specify the monthly deployment options:

Figure 4-5 Monthly Options — Default

& Monthly

& Day of the month: I1
" Last day of the maonth

. IFirSt = ISunday =l
Start Time: |1 'I ;IEIEI *I

dare Options

¢ In the Monthly deployment option, you can specify the following:

¢ Days of the month: Enables you to schedule the deployment on a specific day of the
month. You can specify any number between 1 and 31.

¢ Last day of the month: Enables you to schedule the deployment on the last day of the
month.

¢ Particular days of the month: Enables you to schedule the deployment on specific days of
every month. The valid options for the day are first, second, third, fourth, and fifth. The
valid options for the weekday are Sunday through Saturday. To select one particular day of
the month, use the drop-down arrows. An example is shown as follows.

@ [second x| |Sunday x|

To select an additional day of the month, click the & icon and use the drop-down arrows in
the second row shown as follows.

 |Second Sunday hd =]

~{|Monday =] =]

NOTE: To remove a particular day from the list, click the [=] icon.
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If you click the More Options link, additional deployment options appear as shown in the
following figure. Clicking the Hide Options link hides the additional deployment options
and shows only the default deployment options:

= Monthly

& Day of the manth: |1_
" Last day of the maonth

o |First =l |Sunday =l
Start Time: |1 'I ;IDEI vI

Hide Optians
™ Process immediately if device unable to execute on schedule
™ Use coordinated Universal Time | Current UTC 8:19 Ak |
I start at a random time between Start and End Times

End Tirme: |1 vl ;IDD vl

¥ Restrict schedule execution to the following date range:

Start Data: |1E|f25f2011
End Date: I1Df25f2lj11

NOTE: The Restrict schedule execution to the following date range option enables you to
schedule a recurring deployment at the selected time, repeat the deployment on the days
specified, and, if defined, end on the specific time. This option also enables you to restrict
the deployment to the period between the Start Date and the End Date. To set this option,
select the Restrict schedule execution to the following date range check box and click the [E] icon
to open the calendar and pick a start date or end date. Click the Close button when you have
finished selecting the date.

Fixed Interval

This option enables you to schedule a recurring deployment that runs after a fixed duration on a
regular basis. You can choose the number of months, weeks, days, hours, and minutes of the interval
and the start date for the deployment schedule, as shown in the following figure:

Figure 4-6 Fixed Interval Deployment Options - Default

' Fixed Interval

IU_ Maonths IU_ Weeks IU_ Days ID_ Hours ID_ Minutes
Start Date: [10/25/2011 Start Time: [1 =] 00 =]

tore Optians
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If you click the More Options link, additional deployment options appear as shown in the following
figure. Clicking the Hide Options link hides the additional deployment options and shows only the

default deployment options:
Figure 4-7 Fixed Interval Options - All

# Fixed Interval

ID_ tanths ID_ Weeks ID_ Days ID_ Hours ID_ tinutes
Start Date: [1025/2011 Start Time: [1 =] :[00 =]

Hide Options
7 Process immediately if device unable to execute on schedule
[T use Coordinated Universal Time
7 Restrict schedule execution to the following date range:

[ioz52011 [1 & oo

[ Current UTC 8119 AM)

End Date: End Time:

Configuring HTTP Proxy Details

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations
Management Zone Settings
Content

Device Management

Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management

Endpoint Security Management
Service Desk Management

Patch Management

Subscriptions

2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles Distribution,
Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials, Mandatory Baseline
Settings, Email Notification, Dashboard and Trending, and Deployment Options): Schedule Discover

Applicable Update Bundles,

Configuration Registration System Information Asset Inventory Asget Management System Updates Locations Subseriptions

Management Zone Settings
Content
Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory
Reporting Services
hsset Management
Endpoint Security Management
Service Desk Management
Patch Management

Calegory Description

tion Service Informatior View subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints,
Configura Http Proy
Subscription Download

Patch Subscription Credentials
tandatory Baseline Settings
Email Motification

Canfigure HTTP Proxy for access to the Internet patch subscription
Configure subscription download options

Configure the credentials for each of the Subscription providers

Set global values for how mandatory baseline installs will behave.

Setup email notifications to be delivered when new patches are discovered.

Dashboard and Trending Configure Patch Dashboard and Trending behavior

Using Patch Management
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Configuration Registration System Information Asset Inventory Asget Management System Updates Locations Subseriptions

Management Zone Settings
Content
Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Managament
Inventory
Reporting Services
hsset Management
Endpoint Security Management
Service Desk Management
Patch Management

Calegory Description

LA AR AR SR AK 3K K 4K JK JE 45 2

Subseription Service Informatior View subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints,

Configure Hitp Prowy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Configure subscription download options

Patch Subscription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings Set global values for how mandatory baseline installs will behave.

Email Motification Setup email notifications to be delivered when new patches are discovered,
Dashboard and Trending Configure Patch Dashboard and Trending behavior

Click the Configure HTTP Proxy link. The Proxy Server Details page appears:

Configuration » Configure Http Proxy

Configure Http Proxy 5>§|

Configure HTTP Proxy for access to the Internet patch subscription

»

HTTP Proxy Server Details
Proxy Host I

Port |

[~ Requires Authentication?

User Name I

Password |

Confirm Password I

T—BK‘: Apply Reset ]_ Cancel

The Proxy Server Details page enables you to configure an HT'TP proxy for access to Internet
patch subscriptions. The HTTP proxy server allows Patch Management to download the
subscription service over the Internet.

The following table describes each field on the Proxy Server Details page:

Item Description

Proxy Host The proxy address used to connect to the ZENworks Patch
Subscription Network.

Port The proxy port used to connect to ZENworks Patch
Subscription Network.

Requires Authentication Selecting this check box ensures that the Proxy server can be
used only after user authentication. If you select the check
box, the User Name and Password fields are enabled.

User Name User’s name used for authentication.

Password User’s password used for authentication.
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Item Description

Confirm Password User’s password for confirmation.

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.
Apply Enables you to save the data entered in the text fields.
Reset Enables you to reset the data entered in the text fields.
Cancel Enables you to cancel the last action performed.

4.4 Configuring Subscription Download Details

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles
Distribution, Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials,
Mandatory Baseline Settings, Email Notification, Dashboard and Trending, and Deployment
Options):

Configuration Registration System Information Asset Inventory Assel Management System Updates Locations Subscriptions

Management Zone Settings
Content
Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory
Reporting Services
Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

Calegory Description

subscription Service Informatior Wiew subscription log and update subscription settings

Schedule Discover Apolicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAU Bundle to be configured on when to distribute fingerprints,

Configure Hitp Prosy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Canfigure subscription download options

Patch Subscription Credentials Configure the credentials for each of the subscription providers

Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.

Email Notification Setup email notifications to be delivered when new patches are discovered.
Dashboard and Trending Configure Patch Dashboard and Trending behavior

Using Patch Management

KR« & KKK« »

& 4

»| ® «



3 Click the Subscription Download link to display the Subscription Download Options page:

Configuration » Subscription Download BE v
Subscription Download

Configure subscription download options

»

Subscription Download

Selact the platforms to download
Mwindows [ClLinux [ mac

RPM dependency

Mote: This option is performance intensive.

Resolve all RPM dependencies

Choose Windows your language options

These languages are for Operating Systems prior to Vista and other third party patches. For the best
performance results select only the languages used by your organization.

English [Clportuguese (Brazil) [CTFrench [T italian [T German

[T] sapanese [CIkorean [C] Traditional Chinese [CI simplified Chinese [[THong Kong
Chinese

[T] spanish [Tl putch [C] swedish [CTFinnish [T czech

[T panish [CIHungarian [CI Norwegian [CIRussian [T polish

[T Portugese (Portugal)

Select the option below to combine all languages into each Discover Applicable Updates Assignment. (Not Recommended)

[7] Mix Multiple Languages

Specify whether to use a secure channel when communicating with the Patch Subscription
SSL

Specify whether patch bundle content will automatically replicate to other servers
[T] cache patch bundles to satellite servers

[T cache patch bundles to primary servers

Download location for patch content
@ ZPM directory

© Bundle content directory

Select vendors to use in the system.
Mote: All new patches from vendors not selected will be disabled.

@ All

@ selected
Adobe Systems, Inc Apple Citrix Systems, Inc Macromedia mcafee, Inc
Microsoft Corp. Maozilla Movell PatchLink Corporation || RealMetworks, Inc
Skype Sun Microsystems || Symantec Corporation || Trend Micro VMware

WinZip Computing Inc

The Subscription Download Options page allows you to configure the subscription download
options for the Patch Management Server. You can select the languages that are used within your
network to ensure that you only download the patches that are most applicable for your
organization. The next time patch replication occurs, only those patches specific to the selected
languages are downloaded, thereby saving download time and disk space on your Patch
Management Server.
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NOTE: Novell does not recommend selecting all languages because each language can represent
hundreds of patches. Downloading unnecessary languages can result in thousands of unused
patch definitions within your ZENworks Primary Server database that would then need to be
disabled in the Patch Management tab.

EXPECTED RESULTS: From version ZCM 11.1 onwards, the administrators are allowed to select
the Primary servers that should receive the patch bundles compared to the forced rollout to all
servers in prior releases.

The following table describes each option on the Subscription Download Options page:

Item Description

Select the platforms to download Enables you to select the operating system platform for
which you want to download patches. For example, if you
select the Windows check box, only Windows patches are
downloaded.

Choose Windows your language options Enables you to select the language of patches you want to
download. For example, if you select the French check
box, only French language patches are downloaded.

Mix Multiple Languages Enables you to combine all languages into each Discover
Applicable Updates Assignment (not recommended).

SSL Enables you to turn secured downloading of patch list
information on or off. The recommended setting is On.

Cache patch bundles to satellites Enables you to cache patch bundles to the servers or
workstations that are managed by Primary Servers.

Cache patch bundles to primary servers Enables you to cache patch bundles to Primary Servers
only.

IMPORTANT: Customers with larger network environments should select both Cache Patch
Bundles to Satellites and Cache Patch Bundles to Primary Servers for optimal distribution of patches
and the daily Discover Applicable Updates task within their environment. Not selecting these
options could cause very slow and inefficient delivery of these patch bundles within a highly
distributed WAN environment.

Within an enterprise network environment, the customer usually installs more than one
ZENworks 11 SP2 Primary Server. Although only one of these servers can be used to download
patches, every Primary Server has a cache of patch bundle content for distribution to the agents
that are closest to it within the zone. Thus, when an agent wants to get a bundle, it can get the
bundle directly from its closest Primary Server rather than the Primary Server where the patches
were downloaded.

In addition, the satellites that are installed within the customer network can also serve as a cache
for bundle content. If an agent is at a remote branch office with a satellite, it can get its content
directly from the satellite rather than the Primary Server where patches were downloaded.

The following table describes the action of each button on the page:

Button Action
OK Enables you to go back to the Configuration page.
Apply Enables you to save the changes made to the page.
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Button Action

Reset Enables you to reset the selected options.

Cancel Enables you to cancel the last action performed.

Best practices recommendations for using the patch subscription:

¢ Customers should always disable patches that they no longer require, because this minimizes
the volume of patch scan data stored each day, as well as the time taken to scan each of the
endpoint devices.

¢ We highly recommend that customers cache only the patches they need. When a patch is cached
to the Primary Server where patches are downloaded, it needs to be copied to all Primary
Servers and satellites within the zone. Downloading all patches wastes space and bandwidth
within the ZENworks 11 SP2 content distribution network.

4.5 Configuring Patch Subscription Credentials

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management

Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management

Endpoint Security Management

Service Desk Management

LR IR IR IR IR IR AR AR AR AR A

Patch Management
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2 Click Patch Management to display the eight links (Subscription Service Information, Schedule

Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles
Distribution, Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials,
Mandatory Baseline Settings, Email Notification, Dashboard and Trending, and Deployment

Options):
Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content
Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory
Reporting Services
Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

Category Description

subscription Service Informatior Wiew subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints.

Configure Hitp Prowy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Configure subscription download options

Patch Subscription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.,

Email Notification Setup email notifications to be delivered when new patches are discovered.
Dashboard and Trending Configure Patch Dashboard and Trending behavior

3 Click the Patch Subscription Credentials link. The Patch Subscriptions Credentials page appears.

Configuration »  Patch Subscription Credentials L]

Patch Subscription Credentials

Configure the credentials for each of the Subscription providers

Patch Subscription Credentials
RedHat Metwork Credentials

~

|

SUSE Network Credentials

|
oK Cancel

The Patch Subscription Credentials page allows you to specify the network credentials associated

with Linux subscription providers such as Red Hat and SUSE. Credentials are stored in the

A AR A AR A AR A K 45 3K 4 52

Credential Vault and are used by actions and tasks that require authentication to access a particular
resource. If you do not specify the patch subscription credentials, you cannot successfully download

and install patches for your Red Hat and SUSE servers and agents.

To configure the credentials for a subscription provider:

1 Click [&]next to the provider whose credentials you want to specify. The following window
appears:
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RedHat Network Credentials x

Look in:
/ | B
Mame filter: Items of type:
4 Al Types v
Hame Type
&£ [ credentials Folder

1-1af1 show 25w items

OK Cancel

2 Click the arrow next to the Credentials option to display the list of available credentials for that
subscription provider.

3 Click the desired credential. Click OK to confirm credential selection.

The window closes and the Patch Subscription Credentials page displays the selection.

The Patch Subscription Credentials page also contains the following buttons:

Button Action

OK Takes you back to the Configuration page.
Apply Saves the changes made to the page.
Reset Resets the selected options.

Cancel Cancels the last action.

45.1 Adding a Credential

The Credential Vault stores the credentials used by Novell ZENworks 11 SP2 actions and tasks that
require authentication to access a particular resource.

For example, if you want to create a third-party Imaging bundle by using the image files stored in a
shared-network image repository that requires authentication, you can add a credential that includes
the login name and password for the repository in the credential vault. During the creation of the
third-party Imaging bundle, you can specify the credential name to access the repository.
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You can use ZENworks Control Center to add credentials to the Credential Vault as follows:

1 In ZENworks Control Center, click the Configuration tab.

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

&«

Management Zone Settings

«

Server Hierarchy

&«

Administrators

Roles

«

«

User Sources

&«

Licenses

Credential Vault

New ~ (G

Folder: /Credentials

el »

Credential Hame = Login Hame Description

Mo ftems available,

2 In the Credential Vault panel, click New > Credential to display the Add Credential dialog box.

Add Credential

Credential Name:

|| :

Login Mame:

Password:

Reenter Password:

Description:

L]

Fields marked with an asterisk are required.

| oK || cancel |

3 Fill in the fields.
If you need help, click the Help button.
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4.6 Configuring Mandatory Baseline Settings

1 Click the Configuration tab in the left panel to display the Configuration page:
Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management

Patch Management

2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles
Distribution, Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials,
Mandatory Baseline Settings, Email Notification, Dashboard and Trending, and Deployment
Options):

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content
Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory
Reporting Services
Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

Category Description

subscription Service Informatior View subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DaU Bundle to be configured on when to install fingerprints

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints.

Configure Hitp Proxy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Configure subscription download options

Patch Subscription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings Set global values for how mandatory baseline installs will behave.

Email Motification Setup email notifications to be delivered when new patches are discovered,
Dashboard and Trending Configure Patch Dashboard and Trending behavior

ZENworks 11 SP2 Patch Management Reference
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3 Click the Mandatory Baseline Settings link to open the Mandatory Baseline Settings page.

Configuration » Mandatory Baseline Settings =
Mandatory Baseline Settings

Set global values for how mandatory baseline installs will behave.

»

Mandatory Baseline Settings

" Modify mandatary baseline reboot and deployment behavior

Popup text

Options Yes Mo

Suppress Reboot [l

Allow User to cancel &

Time to show dialog before reboot o @& 120 %

Allow User to snooze & © I':' Days I 2 " Hours |0 Minutes
I oK I I Apply I I Reset I I Cancel I

The Mandatory Baseline Settings page allows you to completely control deployment of mandatory
baseline patches. For example, you can decide whether or not to automatically reboot the machine
when a baseline patch is applied. The page also enables you to set global options for installation of
mandatory baseline patches.

The page displays the following options:

¢ Enable auto reboot of mandatory baseline: Select this option to enable an automatic reboot of
the machine when a mandatory baseline patch is applied.

NOTE: The auto reboot option is not applied to patches that do not require rebooting after
installation.

¢ Popup text: The text of the popup window that appears before patch installation completes and

the computer reboots.

¢ Description text: The text of the notification message.

Using Patch Management
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¢ Options: When you define auto reboot options, you can specify whether to use the values in the
default settings or the custom settings. There are four options:

¢ Suppress Reboot: Allows the user to prevent rebooting after installation of a patch.
¢ Allow User to cancel: Allows the user to cancel the reboot process.

¢ Time to show dialog before reboot: The time in seconds for users to choose whether to
reboot the machine after installation of a patch.

¢ Allow User to snooze: This option allows the user to snooze the reboot.

The page also contains the following buttons:

Button Action

OK Takes you back to the Configuration page.
Apply Saves the changes made to the page.
Reset Resets the selected options.

Cancel Cancels the last action.

4.7 Configuring Email Notification Details

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management

Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management

Endpoint Security Management

Service Desk Management

LR IR IR IR IR IR AR AR AR AR A

Patch Management
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2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles
Distribution, Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials,
Mandatory Baseline Settings, Email Notification, Dashboard and Trending, and Deployment
Options):

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

A AR S AR AR AR SR AR AR

Category Description

Subscription Service Informatior View subscription log and update subscription settings

Schedule Discover Applicable Update Bundles [nstall This will allow the DAU Bundle to be configured on when to install fingerprints.

Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints.

Configure Hitp Prowy Configure HTTP Proxy for access to the Internet patch subscription
Subscription Download Configure subscription download options

Patch Subscription Credentials Configure the credentials for each of the Subscription providers
Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.,

Email Notification Setup email notifications to be delivered when new patches are discovered.

Dashboard and Trending Configure Patch Dashboard and Trending behavior

3 Click the Email Notification link to open the Email Notification page.

Configuration *  Email Hotification (===
Email Notification X

Setup email notifications to be delivered when new patches are discovered.

»

Email Motification

Mote: The SMTP settings are configured in the log settings section. Separate multiple email addresses with commas.

From: |
To: |
ce: |
Send test email
Ok Apply Reszat Cancel

The Email Notification page allows you to configure the email notification options when the
Patch Management Server detects a new patch. You can decide which email address is used to
send notifications as well as specify the recipients. The next time the Patch Management Server
detects a patch, the recipients will receive an email informing them of the same.

The following table describes each option on the Email Notification page:

Item Description

From The email address the notification will be sent from.

To The email address the notification will be sent to.

Cc The email address the notification will be carbon-copied to.
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TIP: You can add multiple email addresses in the To and Cc fields. Separate each address with a
comma.

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.

Apply Enables you to save the changes made to the page.

Reset Enables you to reset the selected options.

Cancel Enables you to cancel the last action performed.

Send test email Enables you to send a test email. For more information, see Section 1.2,

“Email Notification,” on page 11

4.8 Configuring Patch Dashboard and Trending Behavior

1 Click the Configuration tab in the left panel to display the Configuration page:
Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management

AR AR IR IR IR IR AR AR AR AR A

Patch Management
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2 Click Patch Management to display the eight links (Subscription Service Information, Schedule
Discover Applicable Update Bundles Install, Schedule Discover Applicable Update Bundles
Distribution, Configure HTTP Proxy, Subscription Download, Patch Subscription Credentials,
Mandatory Baseline Settings, Email Notification, Dashboard and Trending, and Deployment
Options):

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

Management Zone Settings
Content

Device Management
Discovery and Deployment
Event and Messaging
Infrastructure Management
Inventory

Reporting Services

Asset Management
Endpoint Security Management
Service Desk Management
Patch Management

A AR S AR AR AR SR AR AR

Category Description

subscription Service Informatior Wiew subscription log and update subscription settings

Schedule Discover Applicable Update Bundles Install This will allow the DAU Bundle to be configured on when to install fingerprints.
Schedule Discover Applicable Update Bundles Distribution This will allow the DAL Bundle to be configured on when to distribute fingerprints.
Configure Hitp Prowy Configure HTTP Proxy for access to the Internet patch subscription

Subscription Download Configure subscription download options

Patch Subscription Credentials Configure the credentials for each of the Subscription providers

Mandatory Baseline Settings set global values for how mandatory baseling installs will behave.,

Email Notification Setup email notifications to be delivered when new patches are discovered.
Dashboard and Trending Configure Patch Dashboard and Trending behavior

3 Click the Dashboard and Trending link to open the Dashboard and Trending page.
Configuration » Dashboard and Trending ==

Dashboard and Trending

Configure Patch Dazhboard and Trending behavior

Dashboard and Trending -3
Dashboard Update Interval(Every Day af] | 03:00 +

Days to store data in database 90 v

Criticalities to include &

[ critical
Crecommended
Chinforrmational

O software Installer

0K Cancel

The Dashboard and Trending page allows you to configure the patch Dashboard and trending
behavior for the Patch Management Server, according to the patch criticality status. You can
decide the time when the Dashboard receives daily updates. This page also enables you to
specify the number of days the Patch Management Server database stores Dashboard and
trending information.
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The following table describes each option on the Dashboard and Trending page:

Item Description

Dashboard Update Interval (Every Day The time at which the patch Dashboard retrieves updates.

at)

Days to store data in database Enables you to specify for how many days the database stores
Dashboard information.

Criticalities to include Lets you select the impact status of patches for which Dashboard

information will be collected. Depending on the impacts you
select, the Patch Compliance by Device Dashboard report will
display the data.

If you want to turn off data collection for the dashboard, select 0 days in the Days to store data in
database field. Alternatively, you can turn off data collection from the command line as follows
Stop all ZENworks services.

Copy the jar <zenworks_home>/1ib/java to backup the existing one.

Open a command prompt window and type zenloaderw. Press Enter.

A dialog opens. Click the Java tab. Scroll down to the Java Options text box.

At the end of the text area, type zpm.dashboard. turnOff=true.

o 01 A W N P

Restart ZENworks services.

The following table describes the action of each button on the page:

Button Action

OK Enables you to go back to the Configuration page.
Apply Enables you to save the changes made to the page.
Reset Enables you to reset the selected options.

Cancel Enables you to cancel the last action performed.

4.9 Patch Management Licensing

1 Click the Configuration tab in the left panel to display the Configuration page:

Configuration Registration System Information Asset Inventory Asset Management System Updates Locations Subscriptions

«

Management Zone Settings

«

Server Hierarchy

«

Administrators

Roles

&«

&«

User Sources

&«

Licenses

Credential Yault

«
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2 If necessary, expand the Licenses section:

»

Licenses

Product Licensing

Product/Component Hame License State Expiration Date

ZEMworks 11 Patch #anagement Active

Asset Inventory for UnixfLinux Evaluation Thursday, tay 13, 2010 10:35:21 PM GMT -07:00

ZEMNworks 11 Asset Management Evaluation Thursday, shay 13, 2010 10:35:23 PM GMT-07:00

Asset Inventory for Windows/ Mac Deactivated

ZEMwaorks Endpoint Security Management Evaluation Thursday, thay 13, 2010 10:35:23 PM GMT-07:00

ZENworks 11 Configuration dManagement Evaluation Thursday, shay 13, 2010 10:35:25 PM GMT-07:00

4| »[1-501¢ show 5 = items

3 Click ZENworks 11 SP2 Patch Management.

»

Patch Management License

@ pctivate product

Product Subscription Serial Number: | |

Company Name | |

Erail Address | |

O Deactivate product

Account Id

Total Mon-Expired Licenses

Description Status Yendor Expiration Purchased

Mo ftems available.

The Patch Management License page allows you to view and verify the patch management
subscription for the ZENworks Primary Server. The page also allows you to activate or renew your
paid subscription if it has expired, and provides a summary of all subscription elements that are part
of your patch management activities. This information is updated after each replication with the
Patch Management Subscription Service.

IMPORTANT: If you are upgrading from a prior version of Patch Management, you can use your
existing Patch Management subscription serial number after your Patch Management 10.1 server has
been uninstalled.
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Patch Management offers the following licenses:

Table 4-1 Patch Management Licenses

License Type Description

Trial Denotes trial access to all features of Patch
Management for 60 days.

Extended Trial Denotes continued access to some Patch
Management features after the initial 60-day trial, up to
12 months since ZENworks service is installed.

Valid Denotes a valid subscription license.

Trial Expired Denotes that the initial 60-day trial period or the
extended trial period has ended, depending on the
license in use earlier.

License Expired Denotes expiry of the current Patch Management
license.

Depending on the type of license you use, Patch Management functionalities are enabled as follows:

¢ Trial: All Patch Management capabilities are free to use.

¢ Extended Trial: During this license period, only Windows devices have Patch Management
support. You can only download new patches released by Microsoft and run DAU for those
patches. Patches that were cached previously will have their content cleared so you cannot
deploy them. Other features disabled are patch caching, remediation, generation of reports, and
the ability to set mandatory baseline patches. In addition, a message appears, asking you to
purchase a Patch Management license.

¢ Valid: All Patch Management functions are available.

¢ Trial Expired: After the trial ends, the Server will not download any new patches. All Patch
Management functionalities are disabled and you will receive a message asking you to purchase
a Patch Management license.

¢ License Expired: After the license expires, the Server will not download any new patches.
However, you can continue to use all Patch Management features on the patches downloaded
prior to license expiry.

Patch Management provides a 60-day free trial period. You do not need to enter a serial number
unless you have purchased the product or the 60-day free trial has expired.

To continue using the patch management features of the ZENworks Control Center after your 60-day
free trial has ended:

1 Enter a valid subscription serial number for Patch Management along with the company name
and e-mail address.

2 Revalidate the subscription serial number.

The license record is now valid, and displays its description, purchase date, vendor, effective date,
and expiration date.

To validate the serial number and obtain the authorization to download patches, the Primary Server
on which patch subscription is being downloaded must have port 443 (HTTPS) access to https://
novell.patchlink.com/update.
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The Patch Management content distribution network is a global cache infrastructure with many
servers. Downloading patches from this network requires port 80 (HTTP) access to http://
novell.cdn.lumension.com/novell/baretta.xml. For security reasons, it is also recommended that SSL
access to the internet should be allowed. The SSL option is enabled by default and downloads the
lists of patches from a secure and trusted site.

You should use nslookup to discover the local IP address for your nearest content distribution node.
The content distribution network has over 40,000 cache distribution servers worldwide, plus multiple
redundant cache servers in each geographic location. It is important to allow access to a range of

addresses through the firewall.

The following table describes each field on the Subscription Serial Number page:

Table 4-2 Patch Management License Items

Item

Definition

Activate product

Deactivate product

Product Subscription Serial Number
Company Name

Email Address

Account ID

Total Non-Expired Licenses

Description

Status

Vendor

Expiration

Purchased

Activates the patch management service. The Patch Management tab
is restored in the main panel and the Patch Management section is
restored in the Configuration panel.

Deactivates the patch management service. The Patch Management
tab is removed from the main panel and the Patch Management
section is removed from the Configuration page.

Patch Management license number (serial number).
Name of the company that Patch Management Service is registered to.

E-mail address that you can use for receiving alerts and for future
communications.

Key created by the ZENworks Server, which is passed to the Patch
Management Subscription Service and used to validate the update
request.

Total number of active licenses. Each registered device requires one
license.

The description of the license or the name of the license.

Status of license verification. When verification begins, the status
reads Initializing Verification. When replication ends, the status reads
Completed.

The source where the license was purchased.

The date the licenses expire. Typically, licenses expire one calendar
year from the date of purchase.

The total number of licenses purchased with the product.

The Patch Management serial number can be entered only once. When you have entered the serial
number, you can verify the license by clicking the Action drop-down list on the Patch Management
License page and selecting Verify License. To start the license verification process, click Apply.
Automatic verification of the license happens every day with the replication process.

Figure 4-8 Verify License option
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To start the license verification process, click Apply.

Figure 4-9 Verify License message box

Verify License

Werification Complete,

Ok

The Verify License message box indicates that the verification of the subscription license is complete or
the license has expired.

NOTE: You can check the resultant license verification status under the Subscription Service History
panel on the Subscription Service Information page. When verification begins, the status column
reads Initializing Verification. When verification ends, the status column reads Completed. The
Successful column indicates whether the verification was successful or not. True indicates successful
verification and False indicates incomplete or failed verification.

The following table describes the action of each button on the Patch Management License page:

Table 4-3  Buttons on the Patch Management License Page

Button Action

OK Enables you to go back to the Configuration page.
Apply Enables you to start the license verification process.
Reset Enables you to reset the data entered in the text fields.
Cancel Enables you to cancel the last action performed.
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5.1

Using the Patch Management Tab

The Patch Management page is where the majority of Novell ZENworks 11 SP2 Patch Management
activities are performed. This page lists all patches across all systems registered to the ZENworks
Server. The page displays the name, description, impact, and statistics of the patches.

The following sections provide more information on the Patches page:

¢ Section 5.1, “Viewing Patches,” on page 57

¢ Section 5.2, “Dashboard,” on page 58

¢ Section 5.3, “Status,” on page 61

¢ Section 5.4, “Using the Patches Page,” on page 62

¢ Section 5.5, “Patch Management BOE Reports,” on page 77

Viewing Patches

A patch consists of a description, signatures, and fingerprints required to determine whether the
patch is applied or not patched. A patch also consists of associated patch bundles for deploying the
patch.

The Patches page displays a complete list of all known patches reported by various software vendors.
After they are reported and analyzed, the patches are registered for distribution to your ZENworks
Server through the ZENworks Patch Subscription Network. The ZENworks Adaptive Agent should
be installed on each device to check for known patches. A patch bundle called Discover Applicable
Updates (DAU) is then assigned to run on each device on a daily basis to scan for known patches.
This task returns the results that are displayed on the Patches page. The results are presented in a
table of patch status. The total number of patches is displayed below the table in the bottom left
corner.

To view the patches in Patch Management, click the Patch Management tab on the left panel, as shown
in the following figure:

Figure 5-1 Patch Management Tab
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5.2

The patches are displayed, as shown in the following figure:

Figure 5-2  Patches Listed on the Patches Page
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Patches
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Patch Name

MS11-075 Security Update for Windows XP (KB2564958)
MS11-077 Security Update for Windows XP (KB2567053)

890830 Windows Malicious Software Removal Tool - October 2011
KB890830)

M511-080 Security Update for Windows Server 2003 (KB2592799)

M511-081 Cumulative Security Update for Internet Explorer 7 for

Windows Server 2003 (KB2586448)

M511-075 Security Update for Windows Server 2003 (KB2564958)
M511-078 2604930 2572073 2572075 Security Update for .NET

Framework 2.0 5P2 and 3.5 5P1 (All Languages)

M511-077 Security Update for Windows Server 2003 (KB2567053)

M511-081 Cumulative Security Update for Internet Explorer 6 for

Windows XP (KB2586448

M511-080 Security Update for Windows XP (KB2592799)

Adobe Flash Player 11.0.1.152 (Other Browsers) for Windows
(Full/Upgrade) (All Languages)

Adobe Flash Player 11.0.1.152 (Internet Explorer) for Windows
(Full/Upgrade) (All Languages)

Adobe AIR 3.0.0.4080 for Windows (Full/Upgrade) (All Languages

Morzilla Firefox (English) 3.6.23 for Windows (Full/Upgrade) (See
Notes)

Mozilla Firefox (English) 7.0 for Windows (Full/Upgrade) (See Notes)

Adobe Flash Player 10.3.183.10 (Internet Explorer) for Windows
(Full/Upgrade) (All Languages)

M511-071 Security Update for Windows Server 2003 (KB2570947)

MS 2616676 Update for Untrusted Certificates for Windows XP and
Windows Server 2003 (See Mote)

M511-071 Security Update for Windows XP (KB2570947)

Mozilla Firefox (English) 6.0.2 for Windows (Full/Upgrade) (See Notes)

MS 2607712 Update for Untrusted Certificates for Windows XP and
Windows Server 2003

2570791 Update for Windows Server 2003 (KE2570791)

2570791 Update for Windows XP (KB2570791)

M511-062 Security Update for Windows XP (KB2566454)

Adobe Shockwave Player 11.6.1.629 for Windows (Full/Upgrade) (All
Languages
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I” Include Disabled
Impact

I Critical

¥ Recommended
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¥ Software Installers
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NOTE: The Patches page downloads and displays patches only for the operating systems that are
running on your managed devices. This process prevents wastage of bandwidth and disk space
required to store thousands of unneeded patches in the ZENworks Primary Server database. If you
connect a device running a previously undetected operating system, you must initiate replication
again so that the Patch Management Server downloads patches for that operating system.

Dashboard

The Dashboard addresses operational, management, and compliance reporting needs with a
graphical dashboard and four standard reports that document patches, patch deployments, patch
status, trends, inventory and more, at individual machine or aggregated levels. This provides a
unified view to demonstrate progress toward internal and external audit and compliance
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requirements. Clicking a dashboard report will display more information about that report in tabular
form. You can update the dashboard by clicking the Update Dashboard Report button in the Action
menu of the Patch Management tab.

The dashboard reporting thread captures daily statistics concerning the overall percentage of enabled
patches that are actually patched on a given day. It will take at least 24 hours for the initial dashboard
reports to be generated.

NOTE: To use patch management effectively, customers should disable the patches that are irrelevant
to their environment, so that the daily compliance statistics are based only on patches relevant to
their network of devices, giving the percentage of enabled patches actually applied on a given day.

Following is an illustration of the Dashboard page:
Figure 5-3 Dashboard Page
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+ Patch Compliance: Displays the monthly/daily trend of overall compliance for each patch
impact category.

Patch Management best practices recommend that an organization should monitor compliance
over time to ensure that the intended patches are deployed regularly and the patch management
solution is being used correctly. Mouse over the trend lines to see the actual calculated
percentages for each impact category (Critical, Software, or Optional). Detailed information that
shows the individual patched/not patched totals per patch is seen on the Patches tab of Patch
Management.

¢ Monthly/Daily: Time period for the compliance trend data.
¢ Critical Patched: Percentage of Critical patches that are applied.
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¢ Optional Patched: Percentage of Recommended and Informational patches that are
applied.

¢ Software Patched: Percentage of Software patches that are applied

¢ Mandatory Baseline Compliance: Displays the percentage of device groups that are currently
in mandatory baseline compliance.

Establishing a mandatory baseline policy allows the administrator to auto-deploy patches to
device groups quickly and easily, and to ensure that known vulnerabilities do not return when a
new computer is purchased or re-imaged. Each group is only evaluated as being in mandatory
baseline compliance if all enabled baseline patches for that group are currently in a patched
status for all group member devices.

¢ Status: Compliant, Non-Compliant, or No Baseline.
¢ Group Count: Number of groups in each state.

¢ Patch Compliance By Device: Displays the overall patch compliance of the devices that Patch
Management is monitoring.

Each device is evaluated as compliant only if it has a patched status for all of the active patches
currently available within Patch Management. Patches that are not applicable should always be
disabled within Patch Management so that this metric can be tracked only on the relevant
patches for the managed network of devices.

¢ Status: Compliant or Non-Compliant.
+ Device Count: Total number of devices in each state.

+ Time Since Last Agent: Displays the elapsed time since the last DAU cycle for all managed
devices within the network.

Within a patch management system, it is vital to ensure that all devices are regularly scanned for
missing patches. Even with a regular daily DAU cycle, it is very likely that some laptops or
workstations are offline during any given day.

¢ Elapsed Time: <24 hrs, <48 hrs, <72 hrs, > 72 hrs.

¢ Device Count: Total number of devices in each category.

The following table describes the action of each button on the page:

Button Name Action

Graph Displays the details graphically.

Data Displays the details in tabular form.

Zoom Control Enlarges or reduces a single graph into the full page size or restores it to the original
size.

Update Dashboard Refreshes the Dashboard page to show the updated information.

Report

When you click the 44 button, the corresponding graph is in full page size mode; when you click the

|%) button, the corresponding graph is restored to its former size.
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5.3 Status

This page displays the download status for patches and bundles in table form, and also displays the
details of patch caching and queuing status.

¢ Section 5.3.1, “Status,” on page 61
¢ Section 5.3.2, “Cache Status,” on page 61

5.3.1 Status

Table 5-1 Status Table Items

Item Name Item Status

Signature Download Indicates whether downloading of the signature has finished or is in progress.

Last Signature Download Indicates the last time the local server contacted and downloaded the signature from

Time the Patch Subscription server.
Bundle Download Indicates whether the patch bundle download is finished or is in progress.
Last Patch Download Indicates the last time the local server contacted and downloaded a patch from the

Patch Subscription server.

Number of Failed Indicates the number of patches that failed to download from the Patch Subscription
Download(s) server.

Number of Patches Indicates the number of patches that are queued for download from the Patch
Queued for Caching Subscription server.

Number of Active Indicates the number of patches that are available for download from the Patch
Patches Subscription server.

Number of New Patches Indicates the number of patches that have been uploaded to the Patch Subscription
(less than 30 days) server in the last 30 days and are available for download.

Latest Patch Released  Indicates the time when the latest patches were released.
On

5.3.2 Cache Status

Table 5-2 Cache Status Table Column Headings

Iltem Definition

Name The name of a patch.

Status Whether the patch has been successfully downloaded.

Error Detail (if any) Details of any error that occurred during the download process.
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5.4

541

Using the Patches Page

The following sections provide more information on the Patches page:

¢ Section 5.4.1, “Patches,” on page 62

¢ Section 5.4.2, “Patch Information,” on page 73

¢ Section 5.4.3, “Searching for a Patch,” on page 74
¢ Section 5.4.4, “Patch Management,” on page 76

Patches

This section of the Patches page provides the following information about patches:

¢ Name of the patch

¢ Total number of patches available
¢ Impact of the patch

¢ Statistics of the patch

¢ Date when the patch was released

This section features the Action menu, which enables you to perform any of the five actions related to
patches: Deploy Remediation, Enable, Disable, Update Cache, and Update Dashboard Report. For more
information on these actions, see “Action Menu Items” on page 72.

The section also features the show items drop-down list that enables you to select the number of items
to be displayed in this section, as shown in the following image:

Figure 5-4 Show Items Drop-Down List

show 10 * items

The following sections explain the information on the Patches page:

¢ “Patch Name” on page 63

¢ “Total Patches Available” on page 63

¢ “Patch Impacts” on page 63

¢ “Patch Statistics” on page 64

¢ “Patch Release Date” on page 68

¢ “Sorting of patches by released date” on page 68

¢ “Patches released within the last 30 days are displayed in bold font” on page 68
¢ “Patch Creation” on page 68

¢ “Patch Deletion” on page 71

¢ “Action Menu Items” on page 72
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Patch Name

This is the name that identifies a patch. This name typically includes the vendor or manufacturer of
the patch, the specific application, and version information.

An example of a patch name is shown as follows. It indicates that Adobe is the vendor, Acrobat
Reader is the application, and 6.0.6 is the version information:

Figure 5-5 Example of a Patch Name

Adobe Acrobat Reader 6.0.6 Undate

¢ All Microsoft security patches are titled with their Microsoft Security Bulletin number in the
format MS0Ox-yyy, where Ox indicates the year the patch was released and yyy indicates the
sequential number of the released patch. These patches are critical and must be installed as soon
as possible.

¢ Names of all Microsoft non-security patches include the Knowledge Base (KB) article number.
These patches can be installed at your discretion.

¢ The names of Microsoft service packs and third-party patches do not usually contain a KB
number, and never a Microsoft Security Bulletin number. Test these service packs thoroughly to
ensure that they have the expected results.

For more information on the naming conventions for patches, refer to Comprehensive Patches and
Exposures (CVE) (http://cve.mitre.org/), which is a list of standardized names for patches and other
information exposures. Another useful resource is the National Patch Database (http://nvd.nist.gov/),
which is the U.S. government repository of standards-based patch management data.

Total Patches Available

The total number of patches that are available for deployment is displayed in the bottom left corner
of the table. In the following figure, the total number of available patches is 979:

Figure 5-6 Show Items Drop-down List

1-100f 979

Patch Impacts

The type of patch defined on the basis of the severity of the patch; the type can be Critical,
Recommended, Informational, or Software Installers. Each impact is described as follows:

¢ Critical: Novell has determined that this type of patch is critical, and should be installed as soon
as possible. Most of the recent security updates fall in this category. ZENworks Server
automatically downloads and saves the patches that have critical impact.

¢+ Recommended: Novell has determined that this patch, although not critical or security related,
is useful and should be applied to maintain the health of your computers. You should install
patches that fall into this category.

¢ Software Installers: These types of patches are software applications. Typically, this includes
software installers. The patches show Not Patched if the application has not been installed on a
machine.

¢ Informational: This type of patch detects a condition that Novell has determined is
informational. Informational patches are used for information only. There is no actual patch to
be installed.
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Patch Management impact terminology for its patch subscription service closely follows the vendor
impact terminology for patch criticality. Each operating system has a vendor-specific impact rating
and that impact is mapped to a Novell rating as described in this section. Patch Management,
following the recommendations of Lumension Security, increases or steps up the severity of the
impact rating. For example, Microsoft classifications for Critical, Important, and Moderate patches
are all classified as Critical by Novell.

The following table lists the mapping between Novell and Microsoft patch classification terminology:

Table 5-3 Novell and Microsoft Patch Impact Mapping

Novell Patch Impacts Windows Other

Critical Critical Security NA
Important
Moderate

Recommended Recommended NA
Low

Example: Microsoft Outlook 2003 Junk E-
mail Filter Update

Software Installers Software Distribution Adobe 8.1 software installer

Example: Microsoft Windows Malicious
Software Removal Tool (Virus Removal)

Informational NA NA

Source: Lumension Security

Patch Statistics

Patch statistics show the relationship between a specific patch and the total number of devices (or
groups) within ZENworks Server that meet a specific status. The patch statistics appear in two
columns on the far right side of the Patches page. Each column status is described as follows:

¢ Patched: Displays a link indicating the total number of devices to which the corresponding
patch has been applied.

Clicking this link displays a page that lists the patched devices, in alphabetical order.

If a patch does not support uninstallation, the Remove option in the Action menu is disabled.
Patched Hot Patched Information
2
D Device Hame Last Contact Platform DHS IP Address

wp-professional-agent May-27-2010 Windows HP-Professional-Sgent 192,168.1.147

The Patched page provides the following information about the devices to which a patch has
been applied.
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Iltem

Definition

Device Name

Last Contact

Platform
DNS

IP Address

The name of the device registered with Novell
ZENworks 11 SP2 Patch Management to which the
patch is to be deployed.

The last time the device contacted the Patch
Management Server.

The operating system of the device.
The name of the DNS server.

The IP address of the device.

You can uninstall the patch by using the Remove option in the Action menu.

patch has not been applied.

Clicking this link displays a page that lists these devices, in alphabetical order.

Patched Mot Patched Information

Not Patched: Displays a link indicating the total number of devices to which the corresponding

#

[ pevice Hame

MEW-ZEM-5E v er

Man-27-2010 Windows

Last Contact  Platform DHS IF Address

The Not Patched page provides the following information about the devices to which a patch

has been applied.

MEW-ZCM-SERVER 192,168.1.150

Iltem

Definition

Device Name

Last Contact

Platform
DNS

IP Address

The name of the device registered with Novell
ZENworks 11 SP2 Patch Management to which the
patch is to be deployed.

The last time the device contacted the Patch
Management Server.

The operating system of the device.
The name of the DNS server.

The IP address of the device.

You can deploy the patch to these devices by using the Deploy Remediation option in the Action

menu.

¢ Information: The Information page displays detailed information for a selected patch.

Using the Patch Management Tab

65



Patched Hot Patched

Property Hame
Name

Impact
Status
VYendor

Released On

VYendor Product ID

Information

»

Details

890830 Windows Malicious Software Removal Tool - November 2009 (KB890830)
Software Installer

Enabled

Microsoft Corp.

2009-117-10 00:00:00,0

windows Vista, Windows 2000, Windows XP,Windows Server 2003, Datacenter
Edition, Windows Server 2008, Windows 7

LSAC(v2)

after the download, this tool runs one time to check your computer for infection by
specific, prevalent malicious software [including Blaster, Sasser, and Mydoom) and helps
refnowe any infection that is found. If an infection is found, the tool will display a status

Description report the next time that you start vour computer, A new version of the tool will be
offered every month. If you want to manually run the tool on wour computer, you can
download a copy from the Microsoft Download Center, or you can run an online version
from microsoft.com, This tool is not a replacerment for an antivirus product, To help
protect your computer, you should use an antivirus product,

Number of Devices Patched 0

Humber of Devices Not Patched 2

Number of Devices Mot Applicable ©

You can view the following information for a patch:

Property Name

Definition

Name

Impact

Status

Vendor
Released on
Vendor Product ID

Description

Number of Devices Patched

Number of Devices Not Patched

Number of Devices Not Applicable

The name of the patch.

The impact of the patch as determined by Novell.
See Patch Impacts.

Status of the patch; can be Enabled, Disabled
(Superseded) or Disabled (By User).

The name of the vendor.
The date the patch was released by the vendor.
The ID number given to the product by the vendor.

The description of the patch; includes detailed
information concerning the defect or issue resolved
by this patch, deployment notes, and the
prerequisites for deployment.

The number of devices to which the patch has been
applied.

The number of devices to which the patch has not
been applied.

The number of devices to which the patch does not
apply.
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The patches shown in the Patches page have different icons indicating their current status. The
following table describes the icons for each patch:

Table 5-4 Patch Icons

Patch Icon Significance

Indicates the patches that are disabled.

Disabled patches are hidden by default. Use the Include Disabled filter in the Search panel to
show these items.

Indicates that only the fingerprint information for the patch has been brought down from the
ZENworks Patch Subscription Network. This icon represents the patches that are not cached.

Indicates that a download process for the bundles associated with the selected patch is pending.

Indicates that a download process for the bundles associated with the selected patch has started.

This process caches those bundles on your ZENworks Server.

Indicates that the fingerprints and remediation patch bundles that are necessary to address the
patch have been cached in the system. This icon represents the patches that are cached and
ready for deployment.

Indicates that an error has occurred while trying to download the bundle associated with the
selected patch.
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Patch Release Date

The date the patch was released by the vendor is displayed in columnar form. The latest released
patches are displayed in bold font and the released date is displayed under the Released On column.

Sorting of patches by released date

Clicking the Released On column lets you sort patches by their release date.

Patches released within the last 30 days are displayed in bold font

All the patches released in last 30 days are displayed in bold font.

Patch Creation

The Patches section features a Patch Wizard, which enables you to create custom patches for your
devices. The wizard assists in selecting patch bundles and modifying patch details.

When you select the New menu item on the Patches page, the Patch Wizard appears as shown in the
following figure:

Figure 5-7 Patch Wizard

Patch Wizard
N Step 1: Patch Wizard

Select the bundle to be added into the Patch sanagement system,

Hame

Cancel

The following sections provide more information on each step of the wizard:

¢ “Add Patch Bundle” on page 68
¢ “Modify Patch Details” on page 70

¢ “Export Patches Summary” on page 71

Add Patch Bundle

Adding a bundle to the existing Patch Management System is the first step in creating a patch using
the Patch Wizard.

To add one or more bundles to a patch:

1 Click the New menu item on the Patches page to open the Patch Wizard.
2 Click the |&]icon. The following window appears:
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Browse For Folder

Look in:
E v
Mame filter: Items of type:
|”1 | |AIITypes V|
Hame Type
£ [ Bundles Folder
4| r1-10f1 show 75+ items
OK | | Cancel

Click the arrow next to the Bundles option to display the available bundles in the ZPM folder.
Click the arrow next to a vendor to display the available bundles of that vendor.
Click the desired bundle.

Click OK to confirm bundle selection.

~N o 0o b~ W

The window closes and the Select Bundles page displays the selection.

NOTE: You can associate only one bundle with a patch.

After selecting the bundle to add to the patch, click the Next button to modify the patch details. Click
Cancel to exit the wizard.
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Modify Patch Details

The Modify Details page allows you to add information relevant to the created patch. Modifying
patch details is the second step in creating a patch using the Patch Wizard.

Figure 5-8 Modify Patch Details

Patch Wizard
&% Step 2: Patch Wizard

thodify the details of the pateh,

MName Movvell Linux 2008-11-22 SLE 10 %36 Security update
Impact Fecommended h
Vendor Custam

Yendor Product ID
Requires Reboot  []

Description Patch data do not remove: Patch
Remediation Bundle

<< Back Cancel

You can modify the following information for a patch:

Property Name Definition

Name The name of the patch.

Impact The impact of the patch as determined by Novell. See
Patch Impacts.

Vendor The name of the vendor.

Vendor Product ID The ID number given to the product by the vendor.

Requires Reboot Whether a reboot is required after patch deployment

Description The description of the patch; includes detailed

information concerning the defect or issue resolved by
this patch, deployment notes, and the prerequisites for
deployment.

Click the Next button to open the Export Patches Summary page. Click the Back button to return to
the previous page. Click Cancel to exit the wizard.
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Export Patches Summary

The Export Patches Summary page of the Patch Wizard displays the summary of the patch creation

you have scheduled in the previous steps. Summarizing the important points of the creation is the
last and third step in creating a patch.

Figure 5-9 Export Patches Summary

Patch Wizard
€N Step 3: Export Patches Summary

The selected bundle will show up as 'Saftware Installer’ patch after it's created. &pplicability of the new patches
will be based upon the bundle system requirements.

Patch Hame

PatchCompatibilityActions

| ==pBack | [CTHnish T | Cancel |

The Export Patches Summary page displays the name of the patch.

Click the Finish button to complete the process of creating a patch. Click the Back button to return to
the previous page. Click Cancel to exit the wizard.

NOTE: After creating a new patch, you cannot immediately deploy it to any devices. This is because
the Patch Management Server does not recognize the patch yet. To enable deployment, perform a
subscription update after the new patch is created.

Patch Deletion

The Patches section enables you to remove patches from the Patch Management System.

To delete a patch:

1 Select the check boxes for the patches you want to delete and click the Delete menu item.

A message appears, asking you to confirm patch deletion.

Delete Patches

Deleting patches will delete all bundles associated with the selected patches until the
next subscription update. Are you sure wou want to delete the selected patches?

| Yes | | Ho |

2 Click Yes to confirm the deletion. Click No to return to the Patches page.

Choosing to delete patches also removes all the bundles associated with the selected patches from the

Patch Management System. Performing a subscription update adds the deleted bundles to the Patch
Management System.
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Action Menu ltems

The Patches section also features an Action menu, which enables you to perform one of five actions on
the patches listed on the page. The following figure shows the five options in the Action menu:

Enable
Dizable

Update Cache

Update Dazhboard Report

The Action menu consists of the following five options:

¢ Deploy Remediation: Enables you to deploy a patch. To use this option, select the check boxes
for the patches you want to deploy and select Deploy Remediation from the Action menu options
to open the Deploy Remediation Wizard. For more information, see Chapter 6, “Using the
Deploy Remediation Wizard,” on page 79.

¢ Enable: Allows you to enable a disabled patch.

¢ Disable: Allows you to disable a patch. To use this option, select the check box for the desired
patch and select Disable. The selected patch is removed from the list.

Disabling a patch also disables all the bundles associated with it.

¢ Update Cache: Initiates the download process for the bundles associated with the selected patch
and caches those bundles on your ZENworks Server.

The remediation patch bundles must be cached before they are installed on the target device.
To use this option:

¢ Select one or more patches in the patches list.

¢ In the Action menu, click Update Cache.

The patch icon changes to k. While the download is in progress, the icon changes to (.
When caching is complete, the color of the patch icon changes to green. This indicates that
the patch remediation is ready to be deployed.

You can sort the patches in ascending and descending alphabetical order. To sort, click the arrow
in the column heading Patch Name as shown below.

Figure 5-10 Patch Name Column

Patch Hame +

¢ Update Dashboard Report: Enables you to update the dashboard report with the latest
statistics.

NOTE: To know when a patch was downloaded, view the Message Log panel for that patch in the
Bundles section.
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5.4.2

Patch Information

You can view detailed information for a selected patch in the Patch Information section. Clicking the

name of a patch displays the details of that patch.

For example, if you select the patch called Windows Malicious Software Remouval Tool- February 2009
(KB890830) from the list of patches, the Patch Information section displays the result of a patch analysis
for the selected patch, as shown in the following figure:

Figure 5-11 Patch Information for a Selected Patch

Patch Information X

Description LSAC[v2)

Name Windows Malicious Software Removal Tool - February 2009 (KB390830)
Impact Software Installer

Status Enabled

Vendor wicrosoft Corp.

Released On 2009-02-12 00:00:00.0

Vendor Whndows Wista, Windows 2000, \Windows XP,Windows Server 2003, Datacenter
Product ID  Edition,Windows Server 2008

After the download, this tool runs one time to check your computer far infection by
specific, prevalent malicious software [including Blaster, Sasser, and Mydoom) and

helps rernove any infection that is found. If an infection iz found, the toolwill display a
status report the next time that wou start your cornputer. & new version of the tool will
be offered every month. If you want to manually run the tool on your computer, you can
download & copy from the ticrosoft Download Center, or you can run an online version
from microsoft.corm, This tool is not a replacernent for an antivirus product. To help
protect your computer, you should use an antivirus product,

Requires No

Reboot

Supports  No
Uninstall

The following table defines each property name in the Patch Information section:

Table 5-5 Property Names in the Patch Information Section

Property Name

Definition

Name
Impact

Status

Vendor
Released on
Vendor Product ID

Description

Requires Reboot

Supports Uninstall

The name of the patch.

The impact of the patch as determined by Novell. See Patch Impacts.

Status of the patch; can be Enabled, Disabled (Superseded), or
Disabled (By User).

The name of the vendor or manufacturer.
The date the patch was released by the vendor.
The ID number given to the product by the vendor.

The description of the patch; it includes the advantages of deploying
the patch and the prerequisites for deployment.

Whether a reboot is required after patch deployment

Whether the patch supports an uninstall after installation
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5.4.3 Searching for a Patch

The Search section on the Patches page offers extensive search and data filtering options that allow
you to search for specific patches and filter result sets based on the status and impact of the patches.
Searching and filtering can be performed independently of each other or can be combined to provide
extensive drill-down capabilities. The following figure shows the Search section:

Figure 5-12  Search Section on the Patches page

@ Search »

Patch Hame

Search Reset

Status

[l patched

[#Imot patched
[FInat applicable
[linclude Disabled
Impact

[ critical

[¥] Recommended
[linformational

[ software Installers

Platform:

Linux A
¥endor:

All v
Cache Status:

All v

To search for a patch:

Type all or part of the patch name in the Patch Name text box.
Select the desired check box under Status and Impact.

Select the platform in the Platform drop-down list.

Select the vendor in the Vendor drop-down list.

Select the cache status in the Cache Status drop-down list.
Click Search.

o 01 A W N P

NOTE: Click Reset to return to the default settings.
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The following table describes the result of selecting each filter option under Status:

Table 5-6 Status Filters in Search

Status Filter

Result

Patched

Not Patched

Not Applicable

Include Disabled

Search results include all the patches in the patch list that have been
applied to one or more devices.

Search results include all the patches in the patch list that have not
been applied to any device.

Search results include all the patches in the patch list that do not apply
to the device.

Search results include all the patches in the patch list that have been
disabled by the administrator.

The following table describes the result of selecting each filter option under Impact:

Table 5-7 Impact Filters in Search

Impact Filter Result

Critical Search results include all the patches in the patch list that are classified as
Critical by Novell.

Recommended Search results include all the patches in the patch list that are classified as
Recommended by Novell.

Informational Search results include all the patches in the patch list that are classified as

Software Installers

Informational by Novell.

Search results include all the patches in the patch list that are classified as
Software Installers by Novell.

Table 5-8 Vendor Filters and Cache Status Filter in Search

Filter

Result

Vendor

Cache Status

Platform

Search results include all the patches relevant to the vendor in the patch
list.

Search results include all the patches relevant to their cache status on the
local server.

Search results include all the patches relevant to the operating system in
the patch list.
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5.4.4

Patch Management

The following sections provide more information on the different options in the Patch Management
pane:

¢ “Deploy Remediation” on page 76

¢ “Export Patches” on page 76

¢ “View Patch” on page 77

Deploy Remediation

This option enables you to deploy a patch. To use this option, select the check boxes for the patches
you want to deploy and click the Deploy Remediation link to open the Deploy Remediation Wizard.
For more information, see Chapter 6, “Using the Deploy Remediation Wizard,” on page 79.

Export Patches

Details such as the status and impact of all patches can be exported into a comma-separated value
(CSV) file. You can choose to save the file in a different file format after opening it from the download

option.
1 Click the Export Patches link in the left pane.

This exports all data results, not just selected results. However, some data might not export or
translate into.csv format in a readable format.

2 In the Export Patches dialog box, click Export.

Export Patches

Enter File Mame

| Export | | Close

3 In the File Download dialog box, select from the available options:

¢ Open: Creates the file and opens it in your Web browser. From the browser, you can save to
a variety of file formats, including CSV, XML, text, and numerous spreadsheet applications.

* Save: Creates the file and saves it to a local folder. The file is saved in Microsoft Office Excel
CSV format. The file is named ZPMPatchesList.csv by default.

76 ZENworks 11 SP2 Patch Management Reference



5.5

¢ Cancel: The report is not created or saved.

A I B | C [ o | E
| 1 |[#Status Patch MName Impact Patched C/Not Patche
| 2 |Active Adohe Acrohat Reader B.0.2 update Critical 0 0
| 3 |Active Adobe Acrobat Reader 6.0.3 Update Critical 1] 0
| 4 |Active Adobe Acrobat Reader 6.0.4 Update Critical 0 1]
| & |Active Adobe Acrobat Reader 8.0.5 Update Critical 0 1]
| B |Active Adobe Acrobat Reader 8.0.6 Update Recommended 0 1]
| 7 |Active Adobe Acrobat Reader 7.0.1 Update Critical 0 1]
| B |Active Adobe Acrobat Reader 7.0.2 Update Critical 0 1]
| 9 |Active Adobe Acrobat Reader 7.0.5 Update (SEE NOTES) Critical 1] 0
| 10 |Active Adobe Acrobat Reader 7.0.7 Update (SEE NOTES) Critical 1] 0
| 11 |Active Adobe Acrobat Reader 7.0.8 (Update) (Rev 4) Critical 1] 0
| 12 |Active Adobe APSBOE-07 Drearmweaver Senver Behavior SQL Injection vulnerability Critical 1] 0
| 13 |Active Adobe APSBO7-12 Flash Player 9.0.r47 for FireFox (Upgrade) (Al Languages) Critical o 0
| 14 |Active Adobe APSBO7-12 Flash Player 9.0.147 for IE (Upgrade) (All Languages) (Rev 3) Critical a 2
| 15 |Active Adobe APSBO7-12 Flash Player 9.0.t47 for IE (Upgrade) (All Languages) (Rev 3) Critical a 1}
| 16 |Active Adobe APSB07-12 Flash Player 9.0.r47 for Netscape (Upgrade) (All Languages) (Rev 2) Critical 1] 0
|17 |Active Adobe APSBO7-12 Flash Player 9.0.r47 for Netscape (Upgrade) (All Languages) (Rev 2) Critical 1] 0
| 18 |Active Adobe APSBO7-13 Photoshop ©53 Update for Windows Critical 1] 0
| 19 |Active Adobe APSBO7-20 Flash Player 9.0.r115 for IE (Upgrade) (Al Languages) Critical 1] 0
| 20 |Active Adobe APSBO7-20 Flash Player 9.0.r115 for IE (Upgrade) (Al Languages) Critical 1] 2
| 21 |Active Adobe APSBOS-01 Contribute C53 update FLYFlayer_Progressive. swi file for Windows Critical 1] 0
22 |Active Adobe APSBOE-01 Drearmweaver C33 update FLVPlayer_Progressive. swf file for Yindows Critical 1] 0

View Patch

Select a patch and click the View Patch link to display a page that provides details for that patch. The
page provides three tabs as follows:

¢ Patched: Displays the patched devices for that patch.
¢ Not Patched: Displays all the devices that are not patched for that patch.

¢ Information: Displays detailed information for that patch.

Patch Management BOE Reports

Business Objects Enterprise (BOE) reports are available to customers who install ZENworks
Reporting Services (ZRS) inside ZENworks 11 SP2. The following predefined reports are included for
Patch Management:

¢ Mandatory Baseline Details: Displays the applicable device names and patch statuses for the
patches within the selected mandatory baseline. This report also helps you to monitor and
communicate the compliance level for mandatory patches in the environment.

¢ Mandatory Baseline Summary: Displays the applicable device names and patch statuses for the
patches. It also displays the criticality and the percentage of patched and not patched devices.

¢ Vulnerability Analysis: Displays the criticality level for patches that are applicable in an
enterprise. It also displays the number of devices applicable to the patch, and the percentage of
patched devices. This report is designed to assist in showing adherence to various compliances
that require a level of patching efforts.

NOTE: On a Linux server, the Vulnerability Analysis and the Mandatory Baseline Summary
reports display blank columns even though the reports have data. To view the data, modify the
reports and set the text color to black in the Formatting toolbar, then save the reports. You need
to do this only once.

¢ Patch Assessment Report: Displays the patches released by vendors, and the number of
patched, not patched, and not applicable devices.

¢ Patch Release Report: Displays the number of patches released by vendors. The details section
displays the patch name and percentage patched by impact and vendor.
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+ Top 10 Not Patched Critical Patches: Displays the 10 most critical patches that have not been
applied to any device.

¢ Patch Bundle Assignment Summary

¢ Summary Report: Displays the patched, not patched, not applicable, and patch percentage
statuses by bundle name and patch name.

¢ Detail Report: Displays the devices, device patch status, and deployment state by Bundle
and Patch.

¢ Patch Analysis

¢ Dashboard: Displays the patch status by vendor for the selected deployment status and
impact.

¢ Detail Page: Displays the patch name, release date, impact, deployment state, and patch
status.

¢ Patch Detail Report: Displays the devices and patch status for the selected vendors, patches,
impact, and patch status.
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Using the Deploy Remediation Wizard

The Deploy Remediation Wizard provides an interface to create or edit patch deployment schedules
for multiple recipients or devices. The wizard assists in selecting devices, scheduling deployment of
patches, and if required, setting recurrence.

You can access the Deploy Remediation Wizard from the Devices or Patch Management tab.

If you select multiple patches in the Deployment Remediation Wizard, the wizard automatically
selects all the applicable devices and packages. If any device is selected, the wizard automatically
selects all patches that are applicable for that device. If a group is selected, the wizard includes all
patches applicable for the devices in that particular group.

The following sections provide more information on each step of the wizard:

¢ Section 6.1, “Creating a Deployment Schedule,” on page 79
¢ Section 6.2, “Confirm Devices,” on page 80

¢ Section 6.3, “License Agreement,” on page 83

¢ Section 6.4, “Remediation Schedule,” on page 83

¢ Section 6.5, “Deployment Order and Behavior,” on page 91
¢ Section 6.6, “Remediation Options,” on page 92

¢ Section 6.7, “Advanced Remediation Options,” on page 93
¢ Section 6.8, “Pre Install Notification Options,” on page 95

¢ Section 6.9, “Distribution Schedule,” on page 98

¢ Section 6.10, “Notification and Reboot Options,” on page 104
¢ Section 6.11, “Choose Deployment Name,” on page 107

¢ Section 6.12, “Choose Deployment Name,” on page 108

¢ Section 6.13, “Deployment Summary,” on page 108

6.1 Creating a Deployment Schedule

To create a deployment schedule for a patch for one or more devices:

1 Click the Patch Management tab and select the patch that you want to deploy to one or more
devices.

2 Select Deploy Remediation from the Action menu on the Patches page, as shown in the following
figure. Alternatively, you can click the Deploy Remediation link in the Patch Management pane on
the left side of the Patches page:

Update Cache
Update Dashboard Report
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6.2

Confirm Devices

The Confirm Devices page allows you to select and confirm the devices for which you need to
schedule a deployment. Confirming the device is the first step in scheduling a deployment for a
selected patch.

Figure 6-1 Confirm Devices Page

Patches
&N Step 1: Confirm Devices

Remedies will be deployed to the following devices. Please deselect any devices that should not
be patched.

& All non-patched devices
() Select applicable devices
" Select devices, folders and groups

Deploy to all devices that are not patched

Hext »> Cancel

The page indicates the total number of devices to which the selected patch will be deployed. In the
following example, two devices will receive the patch:

Figure 6-2 Total Number of Devices

1-2o0f2
You can choose the total number of items to be displayed on the page by using the show items drop-
down list:

Figure 6-3 Show Items

1 Select the devices for deployment, then click the Next button to open the License Agreement
page.
2 Select one of the following options to determine the devices to which the patches are to be
deployed.
¢ Choose All non-patched devices to deploy the patch to those devices that are in a non-
patched state, then continue with Section 6.2.1, “Confirm Devices: All Non-patched
Devices,” on page 81.

¢ Choose Select applicable devices to deploy the patch to specific devices, then continue with
Section 6.2.2, “Confirm Devices: Select Applicable Devices,” on page 81.

¢ Choose Select devices, folders and groups to deploy the patch to specific devices, folders, or
groups that are in a non-patched state. Then, continue with Section 6.2.3, “Confirm Devices:
Select Devices, Folders, and Groups,” on page 82.
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6.2.1

6.2.2

Confirm Devices: All Non-patched Devices

Selecting this option deploys the patch to all the devices that are not patched. This option is enabled

by default.

Confirm Devices: Select Applicable Devices

When you select Select applicable devices, the Confirm Devices page appears as shown in the following

figure:

Figure 6-4 Confirm Devices Page for the Select Applicable Devices Type

Patches
N Step 1: Confirm Devices

Remedies will be deployed to the following devices. Please deselect any devices that should not be patched.

" All non-patched devices
= Select applicable devices
" Select devices, folders and groups

[~ Device Hame
¥ Zk3erZzeml

¥ xpagent
1-20f2

Last Contact Patform DHS IP Address
Oct-24-2011 wwindows 2K3ERZzcm . symbio.com 172.16.46.168

Oct-24-2011 Windows  xpagent.symbio.com  172.16.46.158

show 25 ~ items

== Back

Cancel

Selecting this option deploys the patch to the devices you select from the devices list. You can deploy

a patch to a device regardless of its existing patch status, which can be patched or not patched.

NOTE: If you deploy a patch from the Patch Management page, the list of devices that appears is

based on the patch Status filter you choose.

Table 6-1 Confirm Devices Page Column Headings

Column Heading

Description

Device Name

Last Contact
Platform
DNS

IP Address

The name of the device.

The name of the device registered with Novell ZENworks 11 SP2 Patch
Management to which the patch is to be deployed.

The status of the device when they were last contacted.
The operating system of the device.
The name of the DNS server.

The IP address of the device.

Using the Deploy Remediation Wizard

81



6.2.3 Confirm Devices: Select Devices, Folders, and Groups

When you select Select devices, folders and groups, the Confirm Devices page appears as shown in the
following figure:

Figure 6-5 Confirm Devices Page for the Select Devices, Folders and Groups Type
Patches
N Step 1: Confirm Devices

Remedies will be deployed to the following devices. Please deselect any devices that should not
be patched.

3 All non-patched devices
(3 Select applicable devices
(® Select devices, folders and groups

Hame InFolder ¥

Mg ftems selected, click add to select ftems

<< Back E Hext == i Cancel

To select a device, folder, or group for deployment:

1 Click the Add menu item on the Confirm Devices page. The following window appears:

Look in: selected:
|.-" "l 1 |Remove Hame Folder
MName filter: Items of type:
|’1 | |AIITypes vl
Hame Type
£ ([ Devices Folder
A r1-10m1 show 25 > items
Select all O Items Selected Rermove All
0K | | Cancel |

2 Click the arrow next to the Devices option on the left side of the window to display the available
devices, folders, and groups.

3 Click the desired device to add it to the Selected panel on the right side of the window.
or
To remove a device from the panel, click the Delete button in the Remove column for that device.

4 Click OK to confirm device selection.
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6.3

6.4

The window closes and the Confirm Devices page displays the selection.

You can remove a device from the list by selecting it and clicking the Remove menu item.

License Agreement

The License Agreement page displays all the third-party licensing information associated with the
selected patches. Accepting or declining the license agreement of the patch is the second step in
scheduling a deployment for a selected patch.

Figure 6-6 License Agreement Page

Patches
&N Step 2: License Agreement

Please review all the license agreements below, You must accept all of the licenses before you will be able to proceed to the
next step.

Required license lists Accept Decline

wiindows salicious Software Removal Tool - Februany 2009 [KBE90&30] O O]
License Agreement

Cancel

Select Accept for the license agreements you want to accept. To view the license agreement details,
click the name of the patch.

NOTE: All license agreements must be accepted before the deployment wizard allows you to
proceed.

Click the Next button to open the Remediation Schedule page. Click the Back button to return to the
previous page. Click Cancel to exit the wizard.

Remediation Schedule

The Remediation Schedule page allows you to select how a patch is scheduled and deployed for
selected devices. Setting various deployment options for a selected patch is the third step in
scheduling a deployment for the selected patch.

Figure 6-7 Remediation Schedule Page

Patches
&N Step 3: Remediation Schedule

Please select the schedule for deployment of remediation to your selected devices

Schedule Type:

Mo j

<= Back Mt == Cancel
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To start setting the remediation schedule, you need to select the schedule type. Patch Management
offers three types of schedules to determine when the patches are actually applied to the target
device:

¢ Select Now to schedule the deployment to your selected devices immediately after you complete
all the steps in the Deployment Remediation Wizard.

¢ Select Date Specific to schedule the deployment to your selected devices according to the selected
date.

¢ Select Recurring to start the deployment on the selected day at a selected time, repeat the
deployment every day/week/month, and if defined, end on a specific date.

By default, the Device Refresh Schedule is set to twice a day. For testing and demonstration purposes,
you could increase the frequency to once every five to fifteen minutes.

The following sections provide more information on schedule types:

¢ Section 6.4.1, “Remediation Schedule: Now,” on page 84
¢ Section 6.4.2, “Remediation Schedule: Date Specific,” on page 85

¢ Section 6.4.3, “Remediation Schedule: Recurring,” on page 86

6.4.1 Remediation Schedule: Now

When you select Now, the Remediation Schedule page appears as shown in the following figure:

Figure 6-8 Remediation Schedule Page for the Now Schedule Type

Patches
¢N Step 3: Remediation Schedule

Please select the schedule for deplovment of remediation to ywour selected devices

Schedule Type:

XTI |

== Back MNext == Cancel

In this page, you can directly schedule deployment after completing the remaining steps in the
Deployment Remediation Wizard.
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6.4.2

Remediation Schedule: Date Specific

Patches
¢N Step 3: Remediation Schedule

Please select the schedule for deployrment of remediation to vour selected devices

schedule Type:

Date Specific j

When you select Date Specific, the Remediation Schedule page appears as shown in the following
figure:

Figure 6-9 Remediation Schedule Page for the Date Specific Schedule Type

Start Datefs]: © |

"' Run event every year
[T Process immediately if device unable to execute on schedule

Select when schedule execution should start:

& Start immediately at Start Time
' Start at a random time between Start and End Times

Start Time: |1 'I ;IDD 'l End Time: |1 'I ;IDD 'l

[ Use Coardinated Universal Time [ Current UTC 8:08 &AM

Use this page to set the following deployment options:

== Back Hext == Cancel

¢ Start Date: Enables you to pick the date when you need to start the deployment. To do so, click

the [ icon to open the calendar and pick the date. To remove the selected date, click the [= icon.

¢ Run event every year: Ensures that the deployment starts on a selected date at a selected time,

repeats every year, and if defined, ends on a specific date.

¢ Process immediately if device unable to execute on schedule: Ensures that the deployment

starts immediately if the device could not execute on the selected schedule.

start time of the schedule execution namely:

¢ Select when schedule execution should start: There are two options to enable you to select the

¢ Start immediately at Start Time: Deactivates the End Time panel and starts the deployment
at the start time specified. In this option, you must set the start time in the Start Time panel:

Start Time: |1 'I ;IIIIEI vl

¢ Start at a random time between Start Time and End Times: Activates the End Time panel
next to the Start Time panel. You can specify the end time and the start time so that the

deployment occurs at a random time between them. The End Time panel appears as follows:

End Time: |1 v| ;IDD 'l
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In both time panels, the first drop-down list enables you to select the hour, the second drop-
down list enables you to select the minute, and the third drop-down list enables you to select am
and pm.

Selecting the Use Coordinated Universal Time check box enables you to schedule the deployment
of all devices at the same time, regardless of time zone differences. Coordinated Universal Time
(UTC), also known as World Time, Z Time, or Zulu Time, is a standardized measurement of
time that is not dependent upon the local time zone. Deselecting UTC schedules the
distribution at the local time.

Click the Next button to open the Deployment Order and Behavior page. Click the Back button to
return to the previous page. Click Cancel to exit the wizard.

6.4.3 Remediation Schedule: Recurring

When you select Recurring, the Remediation Schedule page appears as shown in the following figure:

Figure 6-10 Remediation Schedule Page for the Recurring Schedule Type

Schedule Type:
|Recurrmg j

& When a device is refreshed
™ Delay execution after refresh: |1 Days |0 Hours |0 mainutes

" Days of the week
Sun Mon Tue Wed Thu Fri  Sat

rerrerr rrre

Start Time: |1 =] ;|00 =
Mare Options
 Monthly

@ Day of the month: h_
© Last day of the maonth

rlFlrst =| | Sunday 'I
Start Time: |1 = |00 =

hore Options

 Fixed Interval

lU_ wonths lU_ Weeks lU— Days lU_ Hours lU— Minutes
Start Date: [10/265/2011 Start Time: |1 ~| .|00|=

hore Options

NOTE: By default, the bundle install frequency is set to Install once per device. For a recurring
deployment, change it to Install always.

To change the schedule:

1 Click the Actions tab for the particular patch bundle assignment.
2 Click Options. This opens the Install Options window.

3 Select Install always and click OK.

4 Click Apply.

In this page, you can set the following options for a recurring deployment:

¢ “When a Device Is Refreshed” on page 87
¢ “Days of the Week” on page 88
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¢ “Monthly” on page 89

¢ “Fixed Interval” on page 90

When a Device Is Refreshed

This option enables you to schedule a recurring deployment whenever the device is refreshed. In this
option, you can choose to delay the next deployment until after a specific time.

To set the delay, select the Delay execution after refresh check box as shown in the following image, and
specify the days, hours, and minutes of the time to delay the deployment:

Figure 6-11 Delay Execution After Refresh Check Box

¥ Delay execution after refresh: !U Days | 0 Hours | 0 Minutes

NOTE: The device is refreshed based on the settings in the Device Management tab under the
Configuration tab. Click the Device Refresh Schedule link under the Device Management tab to open the
page displaying the option for either a Manual Refresh or Timed Refresh. Alternatively, you can refresh
the device by selecting a device under the Devices tab and clicking the Refresh Device option under the
Quick Tasks menu.
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Days of the Week

This option enables you to schedule the deployment on selected days of the week:

Figure 6-12 Weekly Deployment Options - Default

& Days of the week

*
Sun Mon Tue Wed Thu Fri  3at

r - - O 0K

Start Time: |1 'l ;IEIEI 'l

dore Options

¢ To set the day of deployment, select the Days of the week button, select the required day of the

week, and set the start time of deployment.

If you click the More Options link, additional deployment options appear as shown in the

following figure. Click the Hide Options link to hide the additional deployment options and

show only the default deployment options:

@ Days of the week
*
Sun Mon Tue Wed Thu Fri  $at

r oo -0 K-

Start Time: |1 vI ;IEID 'I

Hide Options
™ Process immediately if device unable to execute on schedule
[ Use Coordinated Universal Time [ Current UTC 8:19 AM |
™ Start at a random time between Start and End Times

End Time: |1 'I ;IDD 'I

7 Restrict schedule execution to the following date range;

Start Date: |1E|f25f2011
End Date: |1E|f25f2011

Selecting the Use Coordinated Universal Time check box enables you to schedule the deployment
of all devices at the same time, regardless of time zone differences. Coordinated Universal Time
(UTC), also known as World Time, Z Time, or Zulu Time, is a standardized measurement of

time that is not dependent upon the local time zone. Deselecting UTC schedules the
distribution at local time.

Selecting the Start at a random time between Start Time and End Times check box activates the End
Time panel in addition to the Start Time panel. You can specify the end time and the start time so

that the deployment occurs at any random time between the start and end times.

The Restrict schedule execution to the following date range option enables you to schedule a

recurring deployment at the selected time, repeat the deployment on the days specified, and, if
defined, end at the specific time. This option also enables you to restrict the deployment to the
period between the start date and the end date. To set this option, select the Restrict schedule
execution to the following date range check box and click the [ icon to open the calendar and pick a

start date or end date. Click the Close button when you have finished selecting the date.
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Monthly

This option enables you to specify the monthly deployment options:

Figure 6-13 Monthly Deployment Options — Default

& Monthly

& Day of the month: I1
" Last day of the maonth

. IFirSt = ISunday =l
Start Time: |1 'I ;IEIEI *I

dare Options

¢ In the Monthly deployment option, you can specify the following:

¢ Days of the month: Enables you to schedule the deployment on a specific day of the
month. You can specify any number between 1 and 31.

¢ Last day of the month: Enables you to schedule the deployment on the last day of the
month.

¢ Particular days of the month: Enables you to schedule the deployment on specific days of
every month. The valid options for the day are first, second, third, fourth, and fifth. The
valid options for the weekday are Sunday through Saturday. To select one particular day of
the month, use the drop-down arrows. An example is shown as follows.

@ [second x| |Sunday x|

To select an additional day of the month, click the & icon and use the drop-down arrows in
the second row shown as follows.

 |Second Sunday hd =]

~{|Monday =] =]

NOTE: To remove a particular day from the list, click the [=] icon.
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If you click the More Options link, additional deployment options appear as shown in the
following figure. Clicking the Hide Options link hides the additional deployment options
and shows only the default deployment options:

= Monthly

& Day of the manth: |1_
" Last day of the maonth

o |First =l |Sunday =l
Start Time: |1 'I ;IDEI vI

Hide Optians
™ Process immediately if device unable to execute on schedule
™ Use coordinated Universal Time | Current UTC 8:19 Ak |
I start at a random time between Start and End Times

End Tirme: |1 vl ;IDD vl

¥ Restrict schedule execution to the following date range:

Start Data: |1E|f25f2011
End Date: I1Df25f2lj11

NOTE: The Restrict schedule execution to the following date range option enables you to
schedule a recurring deployment at the selected time, repeat the deployment on the days
specified, and, if defined, end on the specific time. This option also enables you to restrict
the deployment to the period between the Start Date and the End Date. To set this option,
select the Restrict schedule execution to the following date range check box and click the [E] icon
to open the calendar and pick a start date or end date. Click the Close button when you have
finished selecting the date.

Fixed Interval

This option enables you to schedule a recurring deployment that runs after a fixed duration on a
regular basis. You can choose the number of months, weeks, days, hours, and minutes of the interval
and the start date for the deployment schedule, as shown in the following figure:

Figure 6-14 Fixed Interval Deployment Options - Default

' Fixed Interval

IU_ Maonths IU_ Weeks IU_ Days ID_ Hours ID_ Minutes
Start Date: [10/25/2011 Start Time: [1 =] 00 =]

tore Optians
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If you click the More Options link, additional deployment options appear as shown in the following
figure. Clicking the Hide Options link hides the additional deployment options and shows only the

default deployment options:

Figure 6-15 Fixed Interval Deployment Options - All

# Fixed Interval

ID_ tanths ID_ Weeks ID_ Days ID_ Hours ID_ tinutes
Start Date: [1025/2011 Start Time: [1 =] :[00 =]

Hide Options
7 Process immediately if device unable to execute on schedule
[T use Coordinated Universal Time
7 Restrict schedule execution to the following date range:

End Date:  [107252011 EndTime: 1 00K

[ Current UTC 8119 AM)

6.5 Deployment Order and Behavior

The Deployment Order and Behavior page of the Deploy Remediation Wizard enables you to set the
order and behavior for each deployment schedule. Setting the order and behavior of deployment for
a selected patch is the fourth step in scheduling a deployment for a selected patch.

Figure 6-16 Deployment Order and Behavior Page

Patches
N Step 4: Deployment Order and Behavior

Choose the deployment Order and Behavior

FI Package Hame Order Reboot =
F B90830 Windows Malicious Software Removal Mo v
Tool - December 2009 [KBEES0830) -

<< Back Hext »> Cancel

The Deployment Order and Behavior page features the following:

¢ Package Name: The name of the patch that has been selected for deployment.

¢ Order: The order of execution of the deployment. The arrow appearing next to the column
heading enables you to sort in ascending or descending order.

* Reboot: The reboot settings applicable for the corresponding patch.

The following table describes the actions of the various buttons in the Deployment Order and
Behavior page:

Table 6-2 Buttons in the Deployment Order and Behavior Page

Button Action

Moves the patch to the top of all non-chained deployments

e
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6.6

Button Action

Moves the patch up one place
- Moves the patch down one place

w Moves the patch to the bottom of the listing

NOTE: Chained patches can be moved only after removing their chained status.

Click the Next button to open the Remediation Options page. Click the Back button to return to the
previous page. Click Cancel to exit the wizard.

Remediation Options

The Remediation Options page enables you to select the required remediation option for each
deployment schedule. Setting the remediation options for a selected patch is the fifth step in
scheduling a deployment for a selected patch.

NOTE: The Advanced option enables you to specify individual patch flags for each remediation.

Figure 6-17 Remediation Options Page

Patches
N Step 5: Remediation Options

Please select the desired remediation option. To specify individual patch flags for each
remediation, use the Advanced option,

O suto Reboot [silent install with optional reboot)
O Mo Reboot [silent install, never reboot)

=l advanced [individually set all possible deployment options)

<< Back Hext == Cancel

The following table describes the functionality of each option available in the Remediation Options
page:

Table 6-3 The Remediation Options

Remediation Option Functionality
Auto Reboot (silent install with Automatically sets all possible patches to deploy with QChain enabled.
optional reboot) Allows the administrator to set the patch deployment flags as desired,

using the default QChain (http://articles.techrepublic.com.com/5100-
10878_11-1048774.html) and reboot settings defined for each patch.

No Reboot (silent install, never reboot) Automatically sets all possible patches to deploy with QChain enabled.
All necessary reboots must be performed manually.
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6.7

Remediation Option Functionality

Advanced (individually set all possible Allows the administrator to set the patch deployment flags as desired,
deployment options) using the default QChain and reboot settings defined for each patch.

Click the Next button to open the Advanced Remediation Options page. Click the Back button to
return to the previous page. Click Cancel to exit the wizard.

Advanced Remediation Options

The Advanced Remediation Options page enables you to set patch flags for each remediation. Setting
the patch flags for a selected patch is the sixth step in scheduling a deployment for the selected patch.

The icons displayed on the page represent the patch flags that can be set for each package.
Figure 6-18 Advanced Remediation Options Page

Patches
€N Step 6: Advanced Remediation Options
Select the appropriate patch flags for each remediation. Please refer ta the online help for more information.

Patch Hame: PO

Sun Java JRE 1.6.0_29 for Windows (Full/Upgrade) [All Languages) [See hotes) | R

The following table describes the functionality of each icon on the Advanced Remediation Options
page:

Table 6-4 The Advanced Remediation Options Page

Icon Name Functionality

& Uninstall Uninstalls the packages.

©] Force Shutdown Forces all applications to close if the package causes a reboot.

@ Do Not Back Up Does not back up files for uninstalling.

% Suppress Reboot Prevents the computer from rebooting after installation of the
package.

& Quiet Mode Sets the installer to function in quiet mode. Quiet mode suppresses
any user interfaces (if a user is logged in) during the remediation.

@ Unattended Setup Installs the packages in the Unattended Setup mode.

o List Hot Fixes Returns a list of the hot fixes installed on the target computers.

TN Force Reboot Forces the computer to reboot regardless of package requirements.
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Icon

Name

Functionality

@

® o @

D »

N

7]

Reboot is Required

Chain Packages

Suppress Chained Reboot

Repair File Permissions

Download Only

Suppress Notification

Debug Mode

Do Not Repair Permissions

May Reboot

Multi-User Mode

Single-User Mode

Restart Service

Do Not Restart Service

Reconfigure

Do Not Reconfigure

Indicates that this package requires a reboot prior to completing the
installation.

Selecting this option reboots the device even if the specific bundle
does not require a reboot.

Sets the package as chainable (if the package supports chaining).

This option cannot be modified in this release; the package is
always installed with the “chain” option.

Suppress the reboot, allowing other chained packages to be sent
following this package

You should suppress the final reboot for all chained packages, then
send a reboot deployment when all packages are finished.

Repairs file permissions after package installation.

Distributes the package without running the package installation
script.

Suppresses any user notifications during installations.

Runs the package installation in debug mode.

Suppresses the repair of filename permissions after the reboot.

Allows the package to force a reboot if required.

Performs the installation in Multi-User mode.

Performs the installation in Single-User mode.

Restarts the service following the deployment.

Does not restart the service following the deployment.

Performs the system reconfigure task following the deployment.

Does not perform the system reconfigure task following the
deployment.

NOTE: Depending on the type of patch you select, the icons displayed in Table 6-4 on page 93
change dynamically, so you might not be able to select some of the options described in the table.

Click the Next button to open the Pre Install Notification Options page. Click the Back button to
return to the previous page. Click Cancel to exit the wizard.
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6.8

Pre Install Notification Options

The Pre Install Notification Options page of the Deploy Remediation Wizard allows you to define
whether users receive any notification when patches are downloaded and installed, and to customize
the notification. Setting the notification and allowing users to cancel options is the seventh step in
scheduling a deployment for a selected patch.

Figure 6-19 Pre Install Notification Options Page

Patches
N Step 7: Pre Install Motification Options

Select Pre Install Motification Options

Define Pre Install Options

(® Use values assigned to system variables or defaults

() Owverride Settings

Motify Users of Patch Install
Prampt before download

Prompt before install

Popup text

Description text

Options Yes No
Allow User to cancel
Time to show dialog before
install Seconds
Allow User to snooze Danys Haours hinutes
<< Back Hext > Cancel

The page provides the following options:
¢ Notify Users Of Patch Install: Select this option to notify the user prior to the installation of the
patch. There are two options:

¢ Prompt before download: Select this option to notify the user when the patch download
process begins.

For eg. select Prompt before download and change the text in the Popup text as PBD and
the Description text as PBD Description. Then refresh the agent and then we will see this
pop up box that was selected.
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¢ Prompt before install: Select this option to notify the user when the patch installation
process begins.

For eg. select Prompt before install and change the text in the Popup text as PBI and the
Description text as PBI Description. Then refresh the agent and then we will see this pop up
box that was selected.
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¢ Popup Text: The text of the popup window that appears before patch installation or patch
download begins.

¢ Description Text: The text of the notification message.

¢ Use values assigned to system variables or defaults: Select this option to use the default
settings for each agent. This option disables all other installation and notification options.

TIP: System variables or defaults are defined to configure the agent settings at the system level
in the properties file, such as pre-install notification options. If the Use values assigned to system
variables or defaults option is selected, the settings for the current agent are taken directly from
system variables or defaults; otherwise, the settings customized by the user take effect only for
the current agent.
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The following table describes system variables or defaults for pre-install notification options:

System Variable Variable Value

Notify Users of Patch Install Not selected

Prompt before download Not selected

Prompt before install Selected

Popup text There are important patches that need to be applied to

your device. Click here to install patches now.

Description text The download and installation of patches is ready to
begin. If you require any additional information, please
contact your Novell ZENworks Patch Management
administrator.

Allow User to cancel No
Time to show dialog before install No

120 seconds
Allow User to snooze Yes

0 Days 2 Hours 0 Minutes

¢ Override Settings: Select this option to use the settings chosen by users for each agent.
Selecting this option enables all other notification options and enables you to edit the default
settings.

¢ Options: When defining installation options, you can specify whether to use the values in the
default settings (the Use values assigned to system variables or defaults check box) or the custom
settings. There are three options:

+ Allow User to cancel: Allows the user to cancel the installation.

¢ Time to show dialog before install: The time in seconds for users to choose whether to
download and install patch.

¢ Allow User to snooze: This option allows the user to snooze the installation.

NOTE: Even if you choose to snooze the installation, the pop-up window continues to
appear every few seconds until you proceed with or cancel the installation.

Click the Next button to proceed to the Notification and Reboot Options Distribution Schedule page.

Click the Back button to return to the previous page. Click Cancel to exit the wizard.
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6.9

6.9.1

Distribution Schedule

The Distribution Schedule page of the Deployment Remediation Wizard allows you to determine
when a patch will be distributed to and installed on the devices. Setting a distribution schedule is the
eighth step in scheduling a deployment for a selected patch.

Figure 6-20 Distribution Schedule Page

Patches
N Step B: Distribution Schedule

Pleasze select the diztribution schedule for devices

Schedule Type:
1

Date Specific
Fiecurring

<< Back Hext > Cancel

To start setting the distribution schedule, you need to select the schedule type. Patch Management
offers three types of schedules to determine when the patches are actually distributed to the target
device:

¢ Select No Schedule to schedule the distribution to your selected devices immediately after you
complete all the steps in the Deployment Remediation Wizard.

¢ Select Date Specific to schedule the distribution to your selected devices according to the selected
date.

¢ Select Recurring to start the distribution on the selected day at a selected time, repeat the
deployment every day/week/month, and if defined, end on a specific date.

By default, the Device Refresh Schedule is set to twice a day. For testing and demonstration purposes,
you could increase the frequency to once every five to fifteen minutes.

The following sections provide more information on schedule types:

¢ Section 6.9.1, “Distribution Schedule: No Schedule,” on page 98
¢ Section 6.9.2, “Distribution Schedule: Date Specific,” on page 99
¢ Section 6.9.3, “Distribution Schedule: Recurring,” on page 100

Distribution Schedule: No Schedule

When you select Now, the Distribution Schedule page appears as shown in the following figure:
Figure 6-21 Distribution Schedule Page for the No Schedule Type

Patches
N Step 8: Distribution Schedule

Please select the distribution schedule for devices

Schedule Type:
‘Mo Schedule v

<< Back Hext == Cancel
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6.9.2

In this page, you can directly schedule distribution after completing the remaining steps in the

Deployment Remediation Wizard.

Distribution Schedule: Date Specific

When you select Date Specific, the Distribution Schedule page appears as shown in the following

figure:

Figure 6-22 Distribution Schedule Page for the Date Specific Schedule Type

Patches
N Step 8: Distribution Schedule

Please select the distribution schedule for devices

Schedule Type:
 Date Specific s

start Date(s): *

O run event every year
O process immediately if device unable to execute on schedule

Select when schedule execution should start:
® Start immediately at Start Time
O start at a random time between Start and End Times

Start Time: |1 |00 ¥ End Time: ;
[use coordinated Universal Time | Current UTC 10:19 &84 ]

<< Back Hext >

Use this page to set the following deployment options:

Cancel

¢ Start Date: Enables you to pick the date when you need to start the distribution. To do so, click
the [ icon to open the calendar and pick the date. To remove the selected date, click the [= icon.

¢ Run event every year: Ensures that the distribution starts on a selected date at a selected time,

repeats every year, and if defined, ends on a specific date.

¢ Process immediately if device unable to execute on schedule: Ensures that the distribution

starts immediately if the device could not execute on the selected schedule.

¢ Select when schedule execution should start: There are two options to enable you to select the

start time of the schedule execution namely:

¢ Start immediately at Start Time: Deactivates the End Time panel and starts the distribution
at the start time specified. In this option, you must set the start time in the Start Time panel:

Start Time: |1 'I ;IIIIEI vl

¢ Start at a random time between Start Time and End Times: Activates the End Time panel
next to the Start Time panel. You can specify the end time and the start time so that the

distribution occurs at a random time between them. The End Time panel appears as follows:

End Time: |1 v| ;IDD 'l
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In both time panels, the first drop-down list enables you to select the hour, the second drop-
down list enables you to select the minute, and the third drop-down list enables you to select am
and pm.

Selecting the Use Coordinated Universal Time check box enables you to schedule the distribution to
all devices at the same time, regardless of time zone differences. Coordinated Universal Time
(UTC), also known as World Time, Z Time, or Zulu Time, is a standardized measurement of
time that is not dependent upon the local time zone. Deselecting UTC schedules the
distribution at the local time.

6.9.3 Distribution Schedule: Recurring

When you select Recurring, the Distribution Schedule page appears as shown in the following figure:
Figure 6-23 Distribution Schedule Page for the Recurring Schedule Type

schedule Type:
|Recumng j

& When a device is refreshed

I Delay execution after refresh: |1 Days |0 Hours |0 minutes

" Days of the week
Sun Mon Tue Wed Thu Fri Sat
| A e e A A

Start Time: |1 = «|00 =
More Options
 Monthly

@ Day of the month: l'\_
 Last day of the month
Start Time: m ;lﬂ

hiore Options

 Fixed Interval

lU_ tonths lU_ Weeks lU— Days lU_ Hours lU— Minutes
Start Date: [10/25/2011 Start Time: |1 |00«

hiore Options

== Back Next =2 Cancel

In this page, you can set the following options for a recurring deployment:

¢ “When a Device Is Refreshed” on page 100
¢ “Days of the Week” on page 101

¢ “Monthly” on page 102

¢ “Fixed Interval” on page 103

When a Device Is Refreshed

This option enables you to schedule a recurring distribution whenever the device is refreshed. In this
option, you can choose to delay the next distribution until after a specific time.

To set the delay, select the Delay execution after refresh check box as shown in the following image, and
specify the days, hours, and minutes of the time to delay the distribution:

Figure 6-24 Delay Execution After Refresh Check Box

¥ Delay execution after refresh: ’U_ Days | 0 Hours | 0 Minutes
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NOTE: The device is refreshed based on the settings in the Device Management tab under the
Configuration tab. Click the Device Refresh Schedule link under the Device Management tab to open the
page displaying the option for either a Manual Refresh or Timed Refresh. Alternatively, you can refresh
the device by selecting a device under the Devices tab and clicking the Refresh Device option under the
Quick Tasks menu.

Days of the Week

This option enables you to schedule the distribution on selected days of the week:

Figure 6-25 Weekly Distribution Options - Default

& Days of the week

*
Sun Mon Tue Wed Thu Fri Sat

rrO Ko -0 K-

Start Time: |1 v| :IEIEI *l

dore Options

¢ To set the day of distribution, select the Days of the week button, select the required day of the
week, and set the start time of distribution.

If you click the More Options link, additional distribution options appear as shown in the
following figure. Click the Hide Options link to hide the additional distribution options and show
only the default distribution options:

* Days of the week
*
Sun Mon Tue Wed Thu Fri  Sat

r oo r-K K-

Start Time: m ;IE,
Hide Optians
[ Process immediately if device unable to execute on schedule
[T Use Coordinated Universal Time [ Current UTC 819 &AM
7 start at a random time between Start and End Times
End Time: m ;IE,

™ Restrict schedule execution to the following date range:

Start Date: |1DQEQD11
End Date: |1DQEQD11

Selecting the Use Coordinated Universal Time check box enables you to schedule the distribution to
all devices at the same time, regardless of time zone differences. Coordinated Universal Time
(UTCQ), also known as World Time, Z Time, or Zulu Time, is a standardized measurement of
time that is not dependent upon the local time zone. Deselecting UTC schedules the
distribution at local time.
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Selecting the Start at a random time between Start Time and End Times check box activates the End
Time panel in addition to the Start Time panel. You can specify the end time and the start time so
that the distribution occurs at any random time between the start and end times.

The Restrict schedule execution to the following date range option enables you to schedule a
recurring distribution at the selected time, repeat the distribution on the days specified, and, if
defined, end at the specific time. This option also enables you to restrict the distribution to the
period between the start date and the end date. To set this option, select the Restrict schedule
execution to the following date range check box and click the B icon to open the calendar and pick a
start date or end date. Click the Close button when you have finished selecting the date.

Monthly

This option enables you to specify the monthly distribution options:

Figure 6-26 Monthly Distribution Options — Default

* Monthly

& Day of the month: |1
" Last day of the manth

O |First =] [Sunday =]
Start Time: |1 'I ;IEIEI vI

dore Options

¢ In the Monthly distribution option, you can specify the following:

¢ Days of the month: Enables you to schedule the distribution on a specific day of the
month. You can specify any number between 1 and 31.

¢ Last day of the month: Enables you to schedule the distribution on the last day of the
month.

¢ Particular days of the month: Enables you to schedule the distribution on specific days of
every month. The valid options for the day are first, second, third, fourth, and fifth. The
valid options for the weekday are Sunday through Saturday. To select one particular day of
the month, use the drop-down arrows. An example is shown as follows.

@ |second x| |Sunday x|

To select an additional day of the month, click the E icon and use the drop-down arrows in
the second row shown as follows.

& |second x| [Sunday x| [=]
First > | | Monday jhd IE‘

NOTE: To remove a particular day from the list, click the =] icon.
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If you click the More Options link, additional distribution options appear as shown in the
following figure. Clicking the Hide Options link hides the additional distribution options
and shows only the default distribution options:

= Monthly

& Day of the manth: |1_
" Last day of the maonth

o |First =l |Sunday =l
Start Time: |1 'I ;IDEI vI

Hide Optians
™ Process immediately if device unable to execute on schedule
™ Use coordinated Universal Time | Current UTC 8:19 Ak |
I start at a random time between Start and End Times

End Tirme: |1 vl ;IDD vl

¥ Restrict schedule execution to the following date range:

Start Data: |1E|f25f2011
End Date: I1Df25f2lj11

NOTE: The Restrict schedule execution to the following date range option enables you to
schedule a recurring distribution at the selected time, repeat the distribution on the days
specified, and, if defined, end on the specific time. This option also enables you to restrict
the distribution to the period between the Start Date and the End Date. To set this option,
select the Restrict schedule execution to the following date range check box and click the [E] icon
to open the calendar and pick a start date or end date. Click the Close button when you have
finished selecting the date.

Fixed Interval

This option enables you to schedule a recurring distribution that runs after a fixed duration on a
regular basis. You can choose the number of months, weeks, days, hours, and minutes of the interval
and the start date for the distribution schedule, as shown in the following figure:

Figure 6-27 Fixed Interval Distribution Options - Default

' Fixed Interval

IU_ Maonths IU_ Weeks IU_ Days ID_ Hours ID_ Minutes
Start Date: [10/25/2011 Start Time: [1 =] 00 =]

tore Optians
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6.10

If you click the More Options link, additional distribution options appear as shown in the following

figure. Clicking the Hide Options link hides the additional distribution options and shows only the
default distribution options:

Figure 6-28 Fixed Interval Distribution Options - All

# Fixed Interval

ID_ tanths ID_ Weeks ID_ Days ID_ Hours ID_ tinutes
Start Date: [1025/2011 Start Time: [1 =] :[00 =]

Hide Options

7 Process immediately if device unable to execute on schedule
[T use Coordinated Universal Time
7 Restrict schedule execution to the following date range:

End Date:  [107252011 EndTime: 1 00K

[ Current UTC 8119 AM)

Click the Next button to open the Notification and Reboot Options page. Click the Back button to
return to the previous page. Click Cancel to exit the wizard.

Notification and Reboot Options

The Notification and Reboot Options page of the Deploy Remediation Wizard allows you to define
whether users receive notification of patch deployments and reboots, and to customize the

notification. Setting the notification and reboot options is the ninth step in scheduling a deployment
for a selected patch.

Figure 6-29 Notification and Reboot Options Page

Patches
€N Step 9: Motification and Reboot Options

Select Notification and Reboot Options

Define Reboot Options

@ Use values assigned to system variables or defaults

" Override Settings

7 Watify Users

Popup text

Imwportant patches have heen installed. In j
order for these patches to he applied a

reboot is reqguired. Please click here to
reboot now.

Description text

To cowmwplete the installation of patches on j
your computer, it is now necessary Lo

reboot. If you regquire any additional
information, please contact your Hovell
ZENworks Patch Management administrator.

Options Yes No
Suppress Reboot (ol o
&

e
Time to show dialog before reboot o & |120 % seconds
®

« IU_ Days |2_ Hours lU_ winutes

Allove User to cancel

Allov User to snooze

== Back Nexd == Cancel

The page provides the following options:

¢ Notify Users: Select this option to notify the user when patch installation completes.
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¢ Popup Text: The text of the popup window that appears before patch installation completes and
the computer reboots.

¢ Description text: The text of the notification message.

¢ Use values assigned to system variables or defaults: Select this option to use the default
settings for each agent. This option disables all other reboot notification options.

The following table describes system variables or defaults for notification and reboot options:

System Variable Variable Value
Notify Users Selected
Popup text Important patches have been installed. In order for these

patches to be applied a reboot is required. Please click
here to reboot now.

Description text To complete the installation of patches to your computer,
it is now necessary to reboot. If you require any
additional information, please contact your Novell
ZENworks Patch Management administrator.

Suppress Reboot No
Allow User to cancel No
Time to show dialog before reboot No

120 seconds

Allow User to snooze Yes

0 Days 2 Hours 0 Minutes

¢ Override Settings: Select this option to use the settings chosen by users for each agent. Selecting
this option enables all other notification options and enables you to edit the default settings.

For eg. Select this option and customize the settings by changing the Popup text to “Custom
Reboot Popup text” and the Description text to “Custom Reboot Description text”. Also change
the options settings as shown in the figure below.

Define Reboot Options

Use values assigned to system variables or defaults
@ Override Settings

V] Notify Users

Popup text

Custom Reboot Popup text

Description text

Custom Reboot Description text

Options Yes No
suppress Reboot °
Allow User to cancel @

Time to show dialog before reboot @ 80 Seconds

Allow User to snooze @ 0 Days 0 Hours 2  Minutes

A popup text will be displayed when the reboot will be required as shown in the figure below.

Using the Deploy Remediation Wizard 105



Reboot Required

Custom Reboot Popup text

1 minutes remaining

© 1989-2005 Havell, Inc. AN righls ress roed N Ove I |

A popup will be displayed containing the customized description as shown in the figure below.

Reboot Required b_<|

Custom Reboaot Description text

T 1989-2005 Novel, Inc. A8 rights reserved Nove”

Rebaat will proceed in 79 seconds

Snooze | Ok | Cancel |

¢ Options: When defining reboot options, you can specify whether to use the values in the default
settings (the Use values assigned to system variables or defaults check box) or in the custom settings.
There are four options:

¢ Suppress Reboot: Prevents a reboot even if the patch bundle requires a reboot.
+ Allow User to cancel: Allows the user to cancel the reboot.

¢ Time to show dialog before reboot: The time in seconds that allows user to choose
whether to reboot after installation of a patch.

+ Allow User to snooze: Allows the user to snooze the reboot.

NOTE: Even if you choose to snooze the reboot, the pop-up window continues to appear
every few seconds until you proceed with or cancel the reboot.

Click the Next button to proceed to the Deployment Summary page. Click the Back button to return to
the previous page. Click Cancel to exit the wizard.
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6.11 Choose Deployment Name

The Choose Deployment Name of the Deploy Remediation Wizard lets you customize the name of
the deployment you have scheduled. Setting a deployment name is the tenth step in scheduling a
deployment for a selected patch.

Figure 6-30 Choose Deployment Name Page

Patches
N Step 10: Choose deployment name

Creates deployrment using the name chosen here

Deployment Mame *
Folder: *
/BundiesfzPM

Description:

Fields marked with an asterisk are required,

<< Back Cancel

The page provides the following options:

¢ Deployment Name: The name you give to the deployment.
¢ Folder: The location where the deployment is saved. The default location is /Bundles/ZPM.
¢ Description: The description of the scheduled deployment.
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6.12 Choose Deployment Name

The Choose Deployment Name of the Deploy Remediation Wizard lets you customize the name of
the deployment you have scheduled. Setting a deployment name is the tenth step in scheduling a
deployment for a selected patch.

Figure 6-31 Choose Deployment Name Page

Patches
% Step 10: Choose deployment name

Creates deployment using the name chosen here

Deployrment Name
Folder: *
/Bundles/ZPM

Description:

Fields marked with an asterisk are required.

<< Back Cancel

The page provides the following options:

¢ Deployment Name: The name you give to the deployment.
¢ Folder: The location where the deployment is saved. The default location is /Bundles/ZPM.
¢ Description: The description of the scheduled deployment.

6.13 Deployment Summary

The Deployment Summary page of the Deploy Remediation Wizard displays the summary of the
deployment you have scheduled in the previous steps. Summarizing the important points of the
deployment is the last step in scheduling a deployment for a selected patch.

Figure 6-32 Deployment Summary Page

Patches
N Step 9: Deployment Summary

Please review summary and then press finish,

Property Hame Details

Schedule Event

Total selected packages 3

Order Package Hame Reboot
1 &dobe APSBOT-12 Flash Player 8.0,r47 for |E (Upgrade] [all Languages] [Rev 3] Mo

2 Adobe APSBOE-11 Flash Player 9.0.r124 for FireFox [Rev 2] Mo

3 &dobe APSBOT-20 Flash Player 8.0.r115 for IE [Upgrade] [All Languages) Mo

<< Back Finish Cancel
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Figure 6-33 Deployment Summary Page

Patches
% Step 11: Deployment Summary

Please review summary and then press finish,

Property Hame Details
Deployment Name AdobePatch
Delviery Schedule Mo Schedule

Deployment Schedule Moy
Total selected packages 2
Order Package Hame Reboot

Adobe Flash Player 10.2,152.26 [Other Browsers) for Windows

1 [Full/Upgrade) (&l Languages)

Mo

<< Back Cancel

The Deployment Summary page displays the following details about the deployment you have
scheduled:

¢ Schedule: The schedule selected for the deployments as defined on the Remediation Schedule
page.
+ Total Selected Packages: The total number of patches selected for deployment.

¢ Order: The order of deployment of the patches as defined on the Deployment Order and
Behavior page.

¢ Package Name: The name of the patch you have selected for deployment.

+ Reboot: The reboot setting of the selected patch as defined in the Deployment Order and
Behavior page.

¢ Deployment Name: The name of the deployment as defined on the Choose Deployment Name
page.

¢ Delivery Schedule: The schedule selected for distribution of patches as defined on the
Distribution Schedule page.

¢ Deployment Schedule: The schedule selected for the deployments as defined on the
Remediation Schedule page.

+ Total Selected Packages: The total number of patches selected for deployment.

¢ Order: The order of deployment of the patches as defined on the Deployment Order and
Behavior page.

¢ Package Name: The name of the patch you have selected for deployment.

¢ Reboot: The reboot setting of the selected patch as defined in the Deployment Order and
Behavior page.

Click the Finish button to complete the process of scheduling the deployment of a selected patch.
Click the Back button to return to the previous page. Click Cancel to exit the wizard.
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7.1

Using Mandatory Baselines

Establishing a mandatory baseline ensures that a group of devices is protected and that all devices in
the group are patched consistently.

¢ Section 7.1, “About Mandatory Baselines,” on page 111
¢ Section 7.2, “Working with Mandatory Baselines,” on page 115

About Mandatory Baselines

A mandatory baseline is a user-defined compliance level for a group of devices. If a device falls out of
compliance, a mandatory baseline ensures that the device is patched back into compliance.

IMPORTANT: Mandatory baselines are an automatic enforcement method based on the most recent
discovery scan results, so there is no control over the deployment time or order for patches applied in
this manner. Unless a stringent Content Blackout Schedule is in effect, do not apply mandatory
baselines to groups of mission-critical servers or other devices where unscheduled patch
deployments would disrupt daily operations.

The Content Blackout Schedule panel lets you define times when content (bundles, policies,
configuration settings, etc.) will not be delivered to the devices.

When a mandatory baseline is created or modified:
¢ The ZENworks Server automatically schedules a daily Discover Applicable Updates (DAU) task
for all devices in that group.

¢ Every few hours, depending on the results of the DAU task, the ZENworks Server determines
the devices that are applicable and out of compliance (based upon the patches added to the
baseline).

¢ Necessary bundles, as defined in the baseline, are then deployed as soon as possible for each
device.

¢ After patches have been deployed, it might be necessary to reboot those devices for them to be
detected as patched.

The baseline function does not auto-reboot devices that have been patched.

NOTE: Some patches, such as MDAC and IE, require both a reboot and an administrator level login
to complete. If these or similar patches are added to a baseline, the deployment stops until the login
occurs.

The following sections provide more information on mandatory baselines:

¢ Section 7.1.1, “Viewing Mandatory Baselines,” on page 112

¢ Section 7.1.2, “Using the Mandatory Baseline Page,” on page 114
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7.1.1 Viewing Mandatory Baselines

1 Click the Devices tab in the left panel.
A page displaying the root folders for each type of device appears, as shown in the following

figure:
Discovered Inventoried . Managed

Devices Q) Search o
e i ick Tasks = Advanced Search

[] Hame = Type Name:
[] (3 Servers (Details) Folder | |

[ (€3 wWorkstations (Details) Folder Type:
e - | 1
<|>|1-zuf2 show 25w items |AIITypes v

The Servers folder is the root folder for all managed servers and the Workstations folder is the root
folder for all managed workstations in the network.

2 Click the Servers or Workstations link.

A list of server or workstation groups classified on the basis of their operating systems appears.
The following figure shows a list of server groups:

Devices > Servers

Devices
New - <
|:| Status Hame = Type Operating System Last Contact Retired
O = windows 2000 Servers  Dynamic Server Group
O = Windows Server 2003 Dynarnic Server Group
O T windows Server 2008 Dynamic Server Group
O = windows Server 2008 B2 Dynamic Server Group
O %i. A zcmserver Server win2003-se-5p1-x86 2:00 P
a| b [1-50r5 show 25 ¥ items
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3 On the Servers or Workstation page (in this case, it is the Servers page), select any group.
A page displaying the general details of the group and the members in the group appears. The
following figure shows such a page that appears when a Dynamic Server Group called Windows
Server 2003 is selected:

Devices » Servers » Windows Server 2003 ==

T4 Windows Server 2003

Summary Relationships Details Patches
General ~
Object type: Dynamic Server Group
GUID: 534d5e223ch9506393534092864097b3
Description: (Edit Windows Server 2003 Group
Members &
Hame In Folder
R zpms2kasspi /Devices/ Servers
Rossx /Devicess Servers
4] ]1-20r2 show & v items
Members Change Log #
Date Added Removed
Feb 18 2 o
4 [ r]1-1011 show 5 v items

4 Click the Patches tab.

The patches applicable to the member devices of the selected group are displayed. If the selected
group is Windows Server 2003, the Patches tab displays all the patches applicable to the member
devices within the group Windows Server 2003, as shown in the following figure:

Dewices » Servers > Windows Server 2003 == 1

¥ Windows Server 2003

Summary Relationships Details Patches
Patches &
; &) Search b2
|:| Patch Hame = Impact Patched Hot Patch Mame
Patched I i
L |
I Adobe Acrobat Reader 7.0.8 Software Installer 0 ) | Search || Reset |
¥ &dobe Acrobat Reader 7.0.9 software Installer o] i Status
O Adobe Acrobat Reader 8.1 Software Installer 0 1; [ patched
] :E\Edn;ne ;’-‘A.EPSBOB 11 Flash Player 9.0.r124 for C e o i I Mot Patched
IE (Rev 2] I Mot &pplicable
E] Adobe Reader [English] 9.1 for Windows T 5 ; Ol include Disabled
FullfUpgrade i =
Impact
[# &dobe Reader 8.1.2 for Windows (Rev 3 Software Installer o] 1 »
Ll Critical
Adobe Reader 8.1.3 for Windows [Rew 2 Software Installer 4] 1
[ ] = G Recormmended
¥ Citrix [CA Win32 Client - w10.1 [all
) .
Languages) Software Installer %) 1 Informational
v
] Citrix Presentation Server Client Package Ci ¥ i soitware Installers
10,200 (Al Languages) - - Vendor | ALL V|
Citrix Xendpp Plugin 11.000 [All L
Il ;er;xmizs op Plugin [ anguages) T o i Cache Status | ALL het |
jomee Hintos] Mandatory Baseline
| Internet Explorer 7 Blocker Toolkit [SEE S e B i : @ all Patches
MOTES i

O Bazeline Only
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A patch that has been assigned to the baseline (also called the mandatory baseline patch) has the
icon @ displayed next to its name, as shown in the above figure.

Alternatively, you can view the baseline patches by using the Search panel on the Patches page to
search for mandatory baseline patches.

For detailed information on Patches and Patches Information panels, refer to Chapter 5, “Using the
Patch Management Tab,” on page 57.

7.1.2 Using the Mandatory Baseline Page

You can use the Search panel on the Mandatory Baseline page to view the baseline patches.

The Search panel on the Device Group Patches page, as shown in Figure 7-1, enables you to search for
mandatory baseline patches. The Search panel also enables you to search for other patches based on
the status and impact of the patches.

Figure 7-1 Mandatory Baseline Search

@) Search »

Patch Mame

Search Reset
Status
[CIpratched
[“IMot Patched
[Inot applicable
include bisahled
Impact
[ Critical
[#l Recommended
[Flinformatianal
[Fl saftware Installars
Vendor | ALL 4
Cache Status | ALL v
Mandatory Baseline
@ all patches
O Baseline only

You can search for the mandatory baseline patches based on the following filter options:

¢ All Patches: Displays all patches, including mandatory baseline items.
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1.2

¢ Baseline Only: Displays only those patches that are marked as “mandatory baseline” for the
group.

Working with Mandatory Baselines

The Action menu on the Device Group Patches page enables you to perform various actions
concerning mandatory baseline patches. The Action menu options also assist you in managing and
deploying patches in a consistent and uniform manner across groups. The following figure shows the
various menu options that help you work with mandatory baselines:

Figure 7-2  Action Menu Items

Disable

Update Cache

hssign to Baseline
Remaowe from Baseline
Export

Recalculate Baseline

¢ The Deploy Remediation option enables you to deploy a patch. To use this option, select the check
boxes for the patches you want to deploy and select Deploy Remediation from the Action menu
options to open the Deploy Remediation Wizard.

¢ The Enable option allows you to enable a disabled patch.

¢ The Disable option enables you to disable a patch. To use this option, select the check box for the
required patch and select Disable. The selected patch is removed from the list.

¢ The Update Cache option initiates a download process for the bundles associated with a selected
patch and caches those bundles on your ZENworks Server. See Section 7.2.3, “Using Update
Cache,” on page 118.

¢ The Assign to Baseline option enables you to assign a baseline to a patch. For more information,
see Section 7.2.1, “Assigning or Managing a Mandatory Baseline,” on page 116.

¢ The Remove from Baseline option enables you to remove a patch from a baseline. See Section 7.2.2,
“Removing a Mandatory Baseline,” on page 117 for more information.

¢ The Export option enables you to export details such as the status and impact of selected patches
into a comma-separated value (CSV) file. You can choose to save the file in a different file format
after opening it from the download option.

¢ The Recalculate Baseline option enables you to start the thread that normally runs automatically
about every four hours, which, in turn, creates baseline deployments to the relevant devices
without waiting for four hours.

The following sections provide more information on mandatory baselines:

¢ Section 7.2.1, “Assigning or Managing a Mandatory Baseline,” on page 116
¢ Section 7.2.2, “Removing a Mandatory Baseline,” on page 117

¢ Section 7.2.3, “Using Update Cache,” on page 118
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Assigning or Managing a Mandatory Baseline

Mandatory baselines can be applied only to groups, and each group can have only one mandatory
baseline applied to it. However, a single device can be a member of multiple groups, each of which

could have a different mandatory baseline.
To create or manage a mandatory baseline:

1 Click the Devices tab in the left panel.

A page displaying the root folders for each type of device appears, as shown in the following

figure:
Discovered Inventoried Managed

Devices ¢ Search »
Advanced Search

[ Hame = Type Name:
[0 (2 Servers (Details) Folder | |

[ (32 Workstations (Details) Falder Type:
| |
4| b [1-20t2 show 25 v items. | | All Types ¥

The Servers folder is the root folder for all managed servers and the Workstations folder is the root
folder for all managed workstations in the network.

2 Click the Servers or Workstations link.

A list of server or workstation groups classified on the basis of their operating systems appears.
The following figure shows a list of server groups:

Devices > Servers

Devices
New ~ =

|:| Status Hame = Type Operating System Last Contact Retired

O T windows 2000 Servers  Dynamic Server Group
O = windows Server 2003 Dynamic Server Group
O = windows Server 2008 Dynamic Server Group
O = Windows Server 2008 B2 Dynamic Server Group
O %zﬁ A zcmserver Server win2003-se-spl-x86 2:00 P4

<|>|1—50f5 show 25 + items

3 On the Servers or Workstation page (in this case, it is the Servers page), select any group.
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A page displaying the general details of the group and the members in the group appears. The
following figure shows such a page that appears when a Dynamic Server Group called Windows
Server 2003 is selected:

Devices » Serwers > Windows Server 2003

T Windows Server 2003

Summary Relationships Details Patches
General #
Object type: Dynamic Server Group
GUID: 5a34d5e223ch 35063935340 9286409703
Description: (Edit Windows Server 2003 Group
Members A
Hame: In Folder
R zpms2kassp /Devices/ Servers

B oo /Devices/ Servers
4] r]1-2012 show 5 v items
Members Change Log &
Date Added Removed

Feb 18 2 [

A r]1-10t1 show 5 v items

4 Select the required patch and choose Assign to Baseline from the Action menu. An icon appears
next to the patch, indicating that it has been assigned to the baseline.

After a patch has been assigned to the baseline, the following process takes place:

1. The ZENworks Server automatically schedules a daily Discover Applicable Updates task for all
devices in that group.

2. Every few hours, depending on the results of the DAU task, the ZENworks Server determines

the devices that are applicable and out of compliance (based upon the patches added to the
baseline).

3. Necessary bundles, as defined in the baseline, are deployed as soon as possible for each device.

4. After patches have been deployed, it might be necessary to reboot those devices for them to be
detected as patched.

NOTE: The baseline function does not auto-reboot devices that have been patched.

7.2.2 Removing a Mandatory Baseline

1 Click the Devices tab in the left panel to display the Devices page, which shows the root folders
for each type of device:

Discovered Inventoried Managed
Devices (2 Search %
€ [ advanced Search
[] Hame = Type r_~lame: ¥
[ [3 Servers (Details Folder :
[ [3 Workstations (Details) Folder Type: :
4| r[1-2012 show 25 v items| | | All Types |

The Servers folder is the root folder for all managed servers and the Workstations folder is the root
folder for all managed workstations in the network.
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2 Click the Servers or Workstations link.

A list of server or workstation groups classified on the basis of their operating systems appears.
The following figure shows a list of server groups:

Dewvices > Servers

Devices
News ~ ]
|:| Status Hame = Type Operating System Last Contact Retired
O = Windows 2000 Servers  Dynamic Server Group
| = Windows Server 2003 Dynarnic Server Group
O = windows Server 2008 Dynamic Server Group
O = windows Server 2008 B2 Dynamic Server Group
O %Zr. M zomserver Server win2003-se-5p1-x86 2:00 PM
4] b]1-50f5 show 25 v items

3 On the Servers or Workstation page (in this case, it is the Servers page), select any group.

A page displaying the general details of the group and the members in the group appears. The
following figure shows such a page that appears when a Dynamic Server Group called Windows
Server 2003 is selected:

Devices » Serwers » Windows Server 2003 .

T Windows Server 2003

Summary Relationships Details Patches

General &
Object type: Dynamic Server Group

GUID: 5a4d5e223ch 95063935348 92864097 h3

Description: (Edit Windows Zerver 2003 Group

Members E
Hame: In Folder

R zpms2kassm /Devices/ Servers

ﬂ 00 /Devicas/ Servers

4] r]1-2012 show 5 v items
Members Change Log E3
Date Added Removed
Feb 18 2 o

4 r]1-1011 show 5 v items

4 Select the mandatory baseline item (the patch that has been assigned to baseline) and select the
Remove from Baseline option from the Action menu.

The patch is removed from the baseline.

NOTE: The Remove from Baseline menu option is enabled for a patch only if the patch has been added
to the baseline.

7.2.3 Using Update Cache

118

The Action menu Update Cache option (see Figure 7-2 on page 115) initiates a download process for
the bundles associated with a selected patch and caches those bundles on your ZENworks Server.

NOTE: The remediation bundles must be cached before they are installed on the target device.
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To update caching of patch data:

1 In the Patches list, select one or more patches.
2 In the Action menu, click Update Cache.

The icon changes to 4. While the download is in progress, the icon changes to 3. When the
caching is complete, the color of the patch icon changes to green. This indicates that the patch
remediation is ready to be deployed.
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8 Patch Management for a Device

Device patches are the patches associated with a selected device (a server or a workstation). The
patches listed for a specific device are the ones that are applicable only for that device. The following
sections describe device patch information for Novell ZENworks 11 SP2 Patch Management:

¢ Section 8.1, “Accessing the Patches Tab for a Device,” on page 121
¢ Section 8.2, “Using the Patches Tab for a Device,” on page 124

8.1 Accessing the Patches Tab for a Device

To view the patches for a specific server device:

1 Click the Device tab on the left panel.

A page displaying the root folders for each type of device appears, as shown in the following

3
Advanced Search

figure:
Discovered Inventoried Managed
Devices (2 Search
[ Hame = Type Name:
[0 (3 servers [Details Folder |
[ (3 workstations (Details) Folder Type:
4] b[1-202 show 25 v items| | | All Types

The Servers folder is the root folder for all managed servers and the Workstations folder is the root

folder for all managed workstations.
2 Click the Servers link.

A list of server groups classified on the basis of their operating systems appears, as shown in the

following figure:
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Dewvices * Servers

Devices
Mewr ~ S
|:| Status Hame = Type Qperating System Last Contact Retired
] = windows 2000 Servers  Dynamic Server Group
O = wiindows Server 2003 Dynamic Server Group
] = windows Server 2008 Dynamic Server Group
O = windows Server 2008 RZ Dynamic Server Group
] %ZL., A zcmserver Server win2003-se-sp1-x86 2:00 P4
4| »[1-50r5 show 25 v items

You see the following icons on the Servers page:

Icon Status

- Message Status: Normal
Device Status: Bundle and policy enforcement successful

Message Status: Warning

=

Device Status: Bundle and policy enforcement successful
- Message Status: Error
2
) Device Status: Bundle and policy enforcement successful
@x Message Status: Error

Device Status: Bundle and/or policy enforcement failed on one or more bundles
or policies.

Devices can also be found by searching. The following filters are available:

Filter Item Result

Name Searches for devices with a particular name.

Type Searches for devices of a specific type.

Operating System Searches for devices running a particular operating system.

Message Status Searches for devices that display a particular message status.

Compliance Status Searches for devices based on their compliance status, such as Yes or
No.

Device Status Searches for devices based on the device status.

Include subfolders The search is also executed in the subfolders.
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3 Click the required group (Server or Dynamic Server Group) to view details of the group and the
members of the group. Alternatively, you can click the managed device.

A page displaying details about the managed device or member is displayed, as shown in the
following figure, where the name zpms2k3ssp1 for the managed device is an example. The
network administrator decides the name of the managed device.

Devices » Servers » zpmsZk3sspl

R zpms 2k 3ssp1

Summary Inventory Relationships Settings Content Statistics Patc hes
General A
Alias: zpmszkIsspl
Host Name: zpms2k3sspl
IP Address: 172.16.11.134
Last Full Refresh: 9:42 &M
Last Contact: 1:42 PM
ZEMworks Configuration Management Version: 10.2.00
ZENworks Asset Management Version: 10.2.0.16026
ZEMworks Patch Management Version:
ZENworks Agent Version: 10.2.0.16030
ZEMworks Agent Status: @
Operating System: ticrosoft Windows Server 2003 5.2 1 3790
Humber of errors not acknowledged: 1
Number of warnings not acknowledged: o]
Primary User: No user sources confisured
Owner: (Edit)
Serial Number (Edit) bEb246af5b22ddoE8sT4fadefcrTecdac
GUID: b5b246af5b22dd98974 fadafor Tecdac
Department: (Edit)
Site: (Edit)
Location: (Edit)
4 Click the Patches tab to display the patches associated with the server device:
Devices » Servers » zpms2Zk3Isspl 29 v
R zpmis2k3sspl
Summary Inventory Relationships Settings Content Statistics Patches
Patches -

g

@
w
&
4
=
=
¥

[F Patch Hame = Impact Patched Patch Name
[0 [ adobe Acrobat Reader 6.0.2 update Critical No ‘ |
F Adobe Acrobat Reader 6.0.3 Update Critical Mo
[0 [48 Adobe acrobat Reader 6.0.4 Update Critical Mo Status
O Adobe Acrobat Reader 6.0.5 Update Critical Mo patched
O Adobe Acrobat Reader 6.0.6 Update Recommended Mo Mot Patched
(] Adobe Acrobat Reader 7,001 Update Critical Mo [ hat &pplicable
O Adobe Acrobat Reader 7.0.2 Update Critical Mo Include Disabled
¥ Adobe Acrobat Reader 7.0.5 Update [SEE NOTES) Critical Mo Impact
O dobe Acrabat Reader 7.0.7 Update [SEE NOTES] Critical Mo Critical
v
(il Adobe Acrobat Reader 7.0.8 (Update] [Rev 4] Critical Mo Recommended
: — " - [infarmational
O Adobe APSBOG-0T Drearnweaver Server Behavior SQL Injection vulnerability Critical Mo
Software Installers
F Adobe APSBOT-12 Flash Player 9.0.r47 for FireFox (Upgrade] (Al Languages) Critical Mo
O Adobe APSBOT-12 Flash Player 3.0.r47 for IE [Upgrade) [&ll Languages] [Rev 3) Critical Mo
ALL
O Adobe APSBOT-12 Flash Playver 8.0.r47 for Netscape (Upgrade) (A1l Languages) [Rev 2] Critical Mo Cache Status
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8.2

8.2.1

8.2.2

Using the Patches Tab for a Device

¢ Section 8.2.1, “Patches,” on page 124

¢ Section 8.2.2, “Patch Name,” on page 124

¢ Section 8.2.3, “Total Number of Patches Available,” on page 125
¢ Section 8.2.4, “Patch Impacts,” on page 125

¢ Section 8.2.5, “Patch Statistics,” on page 126

¢ Section 8.2.6, “Action Menu Items,” on page 126

¢ Section 8.2.7, “Searching Patches,” on page 127

¢ Section 8.2.8, “Patch Information,” on page 129

¢ Section 8.2.9, “Workstation Device Patches,” on page 130

Patches

This section of the Patches page provides the following information about patches:

¢ Name of the patch
¢ Total number of patches available
¢ Impact of the patch
¢ Statistics of the patch
This section features the Action menu, which enables you to perform any of the following actions

related to patches: Deploy Remediation, Enable, Disable, Scan Now, Update Cache, and Export. For more
information on these actions, see Section 8.2.6, “Action Menu Items,” on page 126.

The Patches section also features the show items option that enables you to select the number of items
to be displayed in this section:

Figure 8-1 Show Items drop-down List

Patch Name

The patch name typically includes the vendor or manufacturer of the patch, the specific application,
and version information.

An example of a patch name is shown in the following figure, where patch name is given, Adobe is
the vendor, Acrobat Reader is the application, and 6.0.6 is the version information:

Figure 8-2 Example of a Patch Name

Adobe Acrobat Reader 6.0.6 Undate
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8.2.3

8.2.4

Total Number of Patches Available

The total number of available patches is displayed in the bottom left corner of the table. In the
following example, there are 979 patches available:

Figure 8-3 Total Number of Patches

1- 10 of 979

Patch Impacts

Based on the release date and impact, a patch can be classified as Critical, Recommended,
Informational, or Software Installers:

¢ Critical: Novell has determined that this type of patch is critical, and should be installed as soon
as possible. Most of the recent security updates fall into this category. ZENworks Server
automatically downloads and saves the patches that have critical impact.

¢+ Recommended: Novell has determined that this patch, although not critical or security related,
is useful and should be applied to maintain the health of your computers. Therefore, Novell
recommends that you implement patches that fall in this category.

¢ Informational: This type of patch detects a condition that Novell has determined as
informational. Informational patches are used for information only. There is no actual patch to
be installed.

¢ Software Installers: These types of patches are software applications. Typically, they include
installers. The patches show Not Patched if the application has not been installed on a machine.

Patch Management impact terminology for its patch subscription closely follows the vendor impact
terminology for patch criticality. Each operating system has a vendor-specific impact rating and that
impact is mapped to a Novell rating as described in this section. Patch Management, following the
recommendations of Lumension Security, increases or steps up the severity of the impact rating. For
example, Microsoft classifications for “Critical,” “Important,” and “Moderate” patches are all
classified as “Critical” by Novell.

The following table lists the mapping between Novell and Microsoft patch classification terminology:

Table 8-1 Novell and Microsoft Patch Impact Mapping

Novell Patch Impacts Windows Other

Critical Critical Security NA
Important
Moderate

Recommended Recommended NA
Low

Example: Microsoft Outlook 2003 Junk E-
mail Filter Update

Software Installers Software Distribution Adobe 8.1 software installer

Example: Microsoft Windows Malicious
Software Removal Tool (Virus Removal)
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8.2.5

8.2.6

Novell Patch Impacts Windows Other

Informational NA NA

Source: Lumension Security

Patch Statistics

Patch statistics show the relationship between a specific patch and the selected device. The patch
statistics appear in the Patched column on the far right side of the Patch page. This column indicates
whether the selected device has been successfully patched or not. If the device has been patched, this
column shows Yes; if the device has not been patched, this column shows No.

Action Menu ltems

The Action menu on the Patches page for a selected device consists of the following six options:

Figure 8-4 Action Menu

Drizable
Update Cache
Export

¢ Deploy Remediation: Enables you to deploy a patch. To use this option, select the check box for
the patch you want to deploy and select Deploy Remediation to open the Deploy Remediation
Wizard.

¢ Enable: Allows you to enable a disabled patch. To use this option, select it from the Action menu.

¢ Disable: Enables you to disable a patch. To use this option, select the check box for the required
patch and select Disable. The selected patch is removed from the list.

NOTE: Disabling a patch also disables all the bundles associated with it.

¢ Update Cache: Initiates a download process for the bundles associated with the selected patch
and caches those bundles on your ZENworks Server.

NOTE: The remediation bundles must be cached before they are installed on the target device.

To use this option:
1. Select one or more patches in the patches list.
2. In the Action menu, click Update Cache.

The patch icon changes to k. While the download is in progress, the icon changes to (.
When the caching is complete, the color of the patch icon changes to green. This indicates
that the patch remediation is ready to be deployed.

¢ Export: Enables you to export the details such as the status and impact of selected patches into a
comma-separated value (CSV) file. You can choose to save the file in a different file format after
opening it from the download option.
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8.2.7

Searching Patches

The Search section on the Patches page offers extensive search and data filtering options that allow
you to search for specific patches and filter result sets based on the status and impact of the patches.
Searching and filtering can be performed independently of each other or can be combined to provide
extensive drill-down capabilities. The following figure shows the Patch Search section:

Figure 8-5 Search Section on the Patches Page

@, Search »

Patch Mame

Search Eecet

Status

Patched

Mot Patched

Mot &pplicable
Include Disabled
Impact

Critical
Recommended
Informational
software Installers

Vendor | ALL v

Cache Status | ALL “

To search for a patch:

1 Type all or part of the patch name in the Patch Name text box.
2 Select the desired check box under Status and Impact.

3 Select the vendor in the Vendor drop-down list.

4 Select the cache status in the Cache Status drop-down list.

5 Click Search.

Clicking Reset enables you to return to the default settings.

The following table describes the result of selecting each filter option under Status:

Table 8-2 Status Filters in Search

Status Filter Result

Patched Search results include all the patches in the patch list that have been
applied to one or more devices.

Not Patched Search results include all the patches in the patch list that have not
been applied to any device.

Not Applicable Search results include all the patches in the patch list that do not
apply to the device.

Include Disabled Search results include all the patches in the patch list that have been
disabled by the administrator.
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The following table describes the result of selecting each filter option under Impact:

Table 8-3 Impact Filters in Search

Impact Filter Result

Critical Search results include all the patches in the patch list that are
classified as Critical by Novell.

Recommended Search results include all the patches in the patch list that are
classified as Recommended by Novell.

Informational Search results include all the patches in the patch list that are
classified as Informational by Novell.

Software Installers Search results include all the patches in the patch list that are
classified as Software Installers by Novell.

Table 8-4 Vendor Filters and Cache Status Filter in search

Filter Result

Vendor Search results include all the patches relevant to the vendor.

Cache Status Search results include all the patches that have been cached, not
been cached, or whose caching process has failed on the local
server.
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8.2.8

Patch Information

You can view detailed information for a selected patch in the Patch Information section. Clicking the
name of a patch displays the details of that patch.

For example, if you select the patch called Adobe Acrobat Reader 6.0.6 Update from the list of patches,
the Patch Information section displays the result of a patch analysis for the selected patch, as shown in

the following figure:

Figure 8-6 Patch Information for a Selected Patch

Patch Information X

2K3EM

for their platform.

Requires Yes
Reboot

Supports fes
Uninstall

Hame Adobe Acrobat Reader 6.0.6 Update
Impact Recomrmended

Status Enabled

Vendor Adobe systerns, Inc

Released On 2007-01-16 00:00:00.0

Vendor Windows ZKSPO, Windows 2KSP1, WHndows 2ZKSP2,\Windows 2ZKSP3, Windows
Product I ZKSP4,Windows XPSPO, Windows XPSP1,Windows XPSPZ,Windows ZK3SP0, Windows

Description This patch release addresses several security vulnerabilities including a cross-site
scripting [¥SS5) vulnerability in Adobe Reader 6.0.5 and earlier versions that could allow
remote attackers to inject arbitrary JavaScript into a browser session. Additional
vulnerabilities have been identified in these versions of Reader that could allow an
attacker who successfully exploits thern to take control of the affected swstem. 1t is
recornmended that users update to the most current version of Adobe Reader available

Mote: An error code 1603 would be sent back to the PLUS to show that uninstall has
failed because the application is in use during the the deployment.

The following table defines each property name in the Patch Information section:

Table 8-5 Property Names in the Patch Information Section

Property Name

Definition

Name

Impact

Status

Vendor
Released on
Vendor Product ID

Description

Requires Reboot

The name of the patch.

The impact of the patch as determined by Novell. See Section 8.2.4,
“Patch Impacts,” on page 125.

Status of the patch; can be Enabled, Disabled (Superseded) or Disabled
(By User).

The name of the vendor or manufacturer.
The date the patch was released.
The ID number given to the product by the vendor.

The description of the patch; it includes the advantages of deploying the
patch and the prerequisites for deployment.

Whether a reboot is required after patch deployment.
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8.2.9

Property Name Definition

Supports Uninstall Whether the patch supports uninstallation.

Workstation Device Patches

To view the patches for a specific workstation device:

1 Click the Workstation link on the Devices page.

A list of workstation groups classified on the basis of their operating systems appears, as shown
in the following figure:

Devices » Workstations

Devices
MNew - =
|:| Status Hame = Type Operating System Last Contact Retired
O & Windows 2000 Workstations Dynarnic Workstation Group
O S windows 7 Workstations DIynamic Warkstation Group
O S windows Vista Workstations  Dynarnic Workstation Group
L S windows XP wiorkstations  Dynarnic Workstation Group
O %ZH d wZ2adxpsp2 Workstation winxp-pro-sp2-x86 2:41 P
4| »|1-505 show 25 v items

You see the following icons on the Workstations page:

Icon Status

Message Status: Normal

e

Device Status: Bundle and policy enforcement successful
m Message Status: Warning
&
Device Status: Bundle and policy enforcement successful
- Message Status: Error
s
Device Status: Bundle and policy enforcement successful
Message Status: Error
&

Device Status: Bundle and/or policy enforcement failed on one or more bundles
or policies.

Devices can also be found by using Search (see section “Filter Item” on page 122).

Click the required group (Workstation or Dynamic Workstation Group) to view the details of the
group and its members.
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3 Click the required member or workstation device.

A page displaying the member’s details is displayed. The following figure shows the page

displaying details for the workstation device w2adxpsp2:
Devices ¥ Workstation: » wladxpsp2

] w2adxpsp2

Summary Inventory Relationships Settings Content Patches

General S
Alias: wZadupspz

Host Name: W2AdXPsp2

IP Address: 172.16.11.49

Last Full Refresh: 1:28 P

Last Contact: 1:28 P

ZEMworks Agent Version: 10.2.0.16030

ZENworks Agent Status: @

Operating System: wicrosoft Windows XP Professional 5.1 2 2600
Humber of errors not acknowledged: 0

Mumber of warnings not acknowle dged: 0

Primary User: No user sources configured

Owner: (Edit)

Serial Mumber (Edit) d69e308e2fd9e341 8f328200eb15a0 3

GUID: d69e308e2fd9e3418f828206eb15a03e

Department: (Edit)
Site: (Edit)
Location: (Edit)

4 Click the Patches tab.

The patches associated with the workstation device appear as shown in the following figure:

Devices » Servers » zpmsZk3sspl

R zpms2k3ssp1
Summary Inventory Relationships Settings Content Statistics Patches

Patches

9
w
&
k!
=
=

Patch Hame =
Adobe Acrobat Reader 6.0.2 update
(3 adobe scrobat Reader 6.0.3 Update
Adobe Acrobat Reader 6.0.4 Update
Adobe Acrobat Reader 6.0.5 Update

Adobe Acrobat Reader 6.0.6 Update

Adobe Acrobat Reader 7.0.1 Update
Adobe Acrobat Reader 7.0.2 Update
Adobe Acrobat Reader 7.0.5 Update [SEE NOTES)
Adobe Acrobat Reader 7.0.7 Update [SEE NOTES)

Adobe Acrobat Reader 7.0.8 [Update] [Rev 4]

Adobe APSBOS-0F Drearnweaver Server Behavior SQL Injection vulnerability

Adobe APSBOT-12 Flash Player 9.0.r47 for FireFox (Upgrade] (all Languages)

Adobe APSBOT-12 Flash Player 9.0.r47 for IE [Upgrade] (All Languages) (Rev 3)

I o o s

Adobe APSBOT-12 Flash Player 9.0.r47 for Netscape [Upgrade) (Al Languages) (Rev 2)

[==-1

T

»

Impact Patched Patch Name
Critical Mo ‘ |
Critical Ko
Critical Mo Status
Critical Mo patched
Recommended Mo Mot Patched
Critical Ha Mot Applicable
Critical No [l Include Disabled
Critical Nao Impact
Critical Mo Critical
v
Critical No Recommended
- Informational
Critical Mo
Software Installers
Critical Mo

i Vendor __ALL -
Critical Mo

Critical Mo Cache Status
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9 Patch Management for a Device Group

9.1

¢ Section 9.1, “Using the Patches Tab within a Server Group,” on page 133
¢ Section 9.2, “Using the Patches Tab within a Workstation Group,” on page 135

Using the Patches Tab within a Server Group

This view displays the patches applicable to the member devices of the selected server group.

1 Click the Devices tab on the left panel.

A page displaying the root folders for each type of device appears, as shown in the following

figure:
Discovered Inventoried Managed

Devices (2 Search »
Advanced Search

[ wHame Type Name:

[0 (3 servers [Details Folder |

[] (3 workstations (Details) Folder Type:

[ b [1-20r2 show 25w items| | | All Types ¥

Device group patches refers to the patches that have been assigned to members of the server group or
the workstation group of devices in the network and displays the status of each patch for the devices.
This view displays only the patches applicable to the member devices of the selected group.

The Servers folder is the root folder for all managed servers and the Workstations folder is the root

folder for all managed workstations in the network.
2 Click the Servers link.

A list of server groups classified on the basis of their operating systems appears, as shown in the

following figure:
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Devices

O

Devices

» Servers

Hew ~

|:| Status Hame =

= windows 2000 Servers

= wiindows Server 2003

Type Qperating System Last Contact Retired

Dynamic Server Group

Dynamic Server Group

= windows Server 2008 Dynamic Server Group

%o M zcmserver

O
O
O
(

4| »[1-50r5

= windows Server 2008 RZ Dynamic Server Group

Server win2003-se-sp1-x86 2:00 P4

show 2R = items

3 Click the required group (Server or Dynamic Server Group).

A page displaying the general details of the group and the members in the group appears. The
following figure shows the page that appears when the Windows Server 2003 type is selected:

Devices » Servers » Windows Server 2003

T4 Windows Server 2003
Summary Relationships Details

General

Object type:
GUID:
Description: (Edit)

Members

Hame
R zoms2kasspi

B

4] ][1-2012

Members Change Log
Date
Feb 18

4] r]1-1011

4 Click the Patches tab.

Patches

»

Dynamic Server Group
Ba34d5eZ2 3chP006393534e92864097 03
Windows Serwver 2003 Group

»

In Folder
/Devices/ Servers
/Devicess Servers
zhow & items
#®
Added Removed

2 a

show &« items
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The patches applicable to the member devices of the selected group are displayed. If the selected
group is Windows Server 2003, the Patches tab displays all the patches applicable to the member
devices within the group Windows Server 2003, as shown in the following figure:

Devices » Servers » Windows Server 2003 v

T4 Windows Server 2003

Summary Relationships Details Patches
Patches EY
D Patch Hame = Impact Patched Hot Patched Patch Hame
O Adobe APSEDE-11 Flash Plaver 2.0.r124 for |E [Rev 2] Software Installer 0 2
.
Fl Adobe Reader 9.0 for Windows [Fullf Upgrade] [Rev 2] software Installer 0 2
O Citrix Presentation Server Client Package 10,200 [all Languages) Software Installer 0 2 Status
Patched
Fl Citrix Xendpp Plugin 11.000 (Al Languages] [See Motes) Software Installer 0 2 atche
] Mot Patched
] thacromedia Flash Playver 7.0.r19 for IE software Installer 0 1 D wat Applicab
ot Applicable
thacromedia Flash Player 7.0.r61 for IE Software Installer 0 1
0@ - - [include Disabled
it dia Flash Pl 7.0.r63 for IE Softw. Install a 1
O m acromedia Flash Player ré3 for oftware Installer Q 1 Impact
[ (9 macromedia Flash Player 8.0.r22 for IE software Installer 0 1 ) Critical
O m g‘lllcrosoft [English] XhL Paper Specification Essentials Pack 1.0 [Rev coftware Installer o 2 [#] Recommended
: . . Informatianal
F] ticrosoft [Englishs sAUI) Excel Viewer 2003 Software Installer 0 2 <oftware Installers
O microsoft [Englishs 8UL Word Wiewer 2003 Software Installer 0 2 Vendor
Fl microsoft (WET Framewark 1.0 [Rev 2] software Installer 0 1
Cache Status
O tiicrosoft WET Frarmework 2.0 SP1 [See Wotes] [Rev 3] Critical 0 2
. Mandatory Baseline
Fl miicrosoft \WET Framework 3.5 [Rev 3] Software Installer 0 2 ®
All Patches
O microsoft JMET Framewark 3.5 SP1 jAll Languages) [See Motes] software Installer 0 2 Ogaceline ont
aseline Only
O tozilla Firefox [English] 3.0 for Windows [Fullf Upgrade] [Rew 2] Software Installer o 2

For information on the features of the Device Group Patches page for the selected server group,
see “About Mandatory Baselines” on page 111.

9.2 Using the Patches Tab within a Workstation Group

This view displays the patches applicable to the member devices of the selected workstation group.

1 Click the Devices tab on the left panel.
A page displaying the root folders for each type of device appears
2 Click the Workstations link.
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A list of workstation groups classified on the basis of their operating systems appears, as shown
in the following figure:

Devices » Workstations

Devices
Mew ~ o
|:| Status Hame = Type Operating System Last Contact Retired
O S windows 2000 Workstations  Dynarnic Warkstation Group
Ld & windows 7 Waorkstations Dynarmic Workstation Group
O < windows Vista Wiorkstations Dynarnic Workstation Group
L S windows P workstations  Dynarnic Warkstation Group
O éi. a w2adupsp2 Wiorkstation winxp-pro-sp2-x86 2:41 P

4| »|1-505 show 25 v items
3 Click the required group (Workstation or Dynamic Workstation Group).

A page displaying the general details of the group and the members in the group appears. The
following figure shows the page that appears when the Dynamic Workstation Group called
Windows XP Workstations is selected:

Devices » Workstations » Windows XP Workstations

% Windows XP Workstations

Summary Relationships Details Patches

General &
Object type: Dynamic Workstation Group

GUID: 97454fc02e74818341333932a8094605

Description: (Edit Windows XP Workstation Group

Members E
Hame In Folder

[} up-p-sp3-001 {Devicesf Waorkstations

(] w2adxpsp2 fDevicess Workstations

<‘>|1-2012 show & items
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4 Click the Patches tab.

The patches applicable to the member devices of the selected group are displayed. If the selected
group is Windows XP Workstations, the Patches tab displays all the patches applicable to the
member devices within the group Windows XP Workstations, as shown in the following figure:

Devices > Workstations > Windows XP Workstations

%% Windows XP Workstations
Summary Relationships Details

Patches

==

F Patch Hame 2

O #dobe Acrobat Reader 6.0.2 update
F Adobe Acrobat Reader 6.0.2 update
L] Adobe Acrobat Reader 6.0.2 update
O Adobe Acrobat Reader 6.0.2 update
O Adobe Acrobat Reader 6.0.3 Update

[ &dobe Acrobat Reader 6.0.3 Update

(] Adobe Acrobat Reader 6.0.3 Update

O Adobe Acrobat Reader 6.0.3 Update

O Adobe Acrobat Reader 6.0.4 Update

F Adobe Acrobat Reader 6.0.4 Update

O Adobe Acrobat Reader 6.0.4 Update

F Adobe Acrobat Reader 6.0.4 Update

Adobe Acrobat Reader 6.0.5 Update

Adobe Acrobat Reader 6.0.5 Update

Adobe Acrobat Reader 6.0.5 Update

ooono

Adobe Acrobat Reader 6.0.5 Update

Impact

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critica

Critica

Critica

Critica

Critica

L
L
L
L
Critical
L
Critical

L

Critica

Patched

1= 1o 10 12 1S 19 18 1o 1S 10 19 1S 19 10 1S 1D

Mot Patched

[E=20N =" = E R K e i Fee o o K K O K = = = = [ =

Patch Name

\ |
Status

Patched

Mot Patched

[ Hat applicable
[#l1nelude Disabled
Impact

Critical
Recommended

[l nformational
Software Installers

Vendor _ALL v
Cache Status

Mandatory Baseline
@ all Patches

O Baseline Only

For information on the features of the Device Group Patches page for the selected workstations

group, see “About Mandatory Baselines” on page 111.
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10.1

10.2

License Behaviour of ZPM

This chapter describes the various ZPM license states and the functionalities available in the various
states. The following sections describe the possible License states in Novell ZENworks 11 SP2:

¢ Section 10.1, “ZCM Only State,” on page 139

¢ Section 10.2, “Trial State,” on page 139

¢ Section 10.3, “Trial Expired State,” on page 140

¢ Section 10.4, “Licensed State,” on page 141

¢ Section 10.5, “License Expired State,” on page 141

ZCM Only State

ZPM will be in the ZCM only state when the state is in trial/valid ZCM. The license of the ZPM does
not affect this state.

The capabilities that are supported:
¢ Patches: Only the Microsoft patch scanning is supported and Microsoft patches will be
downloaded.

¢ Scan result: The DAU is assigned to run on each device on a daily basis to scan for known
patches. This task returns the results that are displayed on the Patches page. The results are
presented in a table of patch status.

NOTE: When the user tries to perform any of the ZPM functionality a red error message will be
displayed.

Trial State

ZENworks 11 SP2 allows the ZPM to have two(2) active trial states which are mentioned below:

¢ Keyless trial: During the installation when you select the “Activate ZPM” button it enables the
keyless trial. It can be disabled during the installation and can be enabled at any later stage while
using the application. This will allow 60 day full functionality trial of the ZPM.

¢ Key based trial: During the installation a valid license key of ZPM trial subscription can be
entered or at any later stage while using the application. All the functionality of the ZPM will be
allowed during this evaluation period.

NOTE: Only Microsoft patch scanning is allowed of ZPM. Enabling the ZPM trial will allow the
application to function as a full functioning product. Also to use the ZPM the ZCM does not have to
be licensed.
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Figure 10-1 Activate ZPM during Installation

=151

ZEMworks Licensing

€9 Introduction Enter the license key for one or more of the productis) vou wish to

Q Installation Type activate.

@ Enter Management fone ...

0 Specify Server Options

O Pre-Installation Summary FENworks 11 Patch Management Services =
O Installing... W Activate ZF M

() Post-Installation Options

License Key .
() Installation Cormplete Y I

FCompany Mame :I

*E-Mail Address :|

| £
Novell: ZENworks |

*Required fields for & hor-evallation llicense

[nstallamawhere

Cancel Help Previous |

The capabilities that are supported:

¢ ZPM functionality: This will allow you to perform all the security, patch and configuration
management tasks.

¢ Patches: Patches of all the platforms and vendors will be supported for scanning and
downloading.

NOTE: If trial has been used then it will request the user to purchase the subscription after it has
expired.

10.3 Trial Expired State

The ZPM reports this state in the following cases:
¢ Keyless trial expires: Activating the ZPM without a key will allow ZPM to run in keyless trial,
after the 60 day trial the keyless trial will expire.

¢ Key based trial expires: Once you enter a valid trial key the ZPM will be activated as a key
based trial. Once the license of the trial key has expired it will behave as an expired key based
trial.

When the ZPM trial state expires after the alloted period it returns to “ZCM Only State”. See
Section 9.1, “Using the Patches Tab within a Server Group,” on page 133.
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10.4

10.5

Licensed State

ZPM in licensed state is not hindered by the license state of ZCM. The ZPM needs to be active and it

should have a valid ZPM license to continue in this state.
In a licensed ZPM all the functions work as mentioned below:
¢ ZPM functionality: This will allow you to perform all the security, patch and configuration

management tasks.

¢ Patches: Patches of all the platforms and vendors will be supported for scanning and
downloading.

¢ Scan result: The DAU is assigned to run on each device on a daily basis to scan for known
patches. This task returns the results that are displayed on the Patches page. The results are
presented in a table of patch status.

License Expired State

When the ZPM license expires the functionality of the ZPM will behave in the same manner as
“ZCM-Only State. See Section 9.1, “Using the Patches Tab within a Server Group,” on page 133.

In a license Expired ZPM, the limitations of the ZPM are mentioned below:

¢ Patches: It will revert to supporting Microsoft patch scanning only, and Microsoft patches will

be downloaded.

NOTE: The Administrator will be able to review the patches that were cached. The cached

patches can be used for deployment, but no new patch subscription will be downloaded until

the license is renewed.

The bundles or patches that were downloaded before the license expired will not be disabled nor

deleted.
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ZENworks Reporting Server - BOE
Reports

The following sections describe the Reports features in Novell ZENworks 11 SP2:

¢ Section 11.1, “Viewing Baseline Report,” on page 143

¢ Section 11.2, “Viewing Bundle Deployment Summary,” on page 145

¢ Section 11.3, “Viewing Critical Patch Status Report,” on page 147

¢ Section 11.4, “Viewing Device Patch Status By Vendor,” on page 149

¢ Section 11.5, “Viewing Mandatory Baseline By Patch,” on page 154

¢ Section 11.6, “Viewing Mandatory Baseline Details,” on page 157

¢ Section 11.7, “Viewing Mandatory Baseline Summary,” on page 158

¢ Section 11.8, “Viewing Patch Analysis,” on page 159

¢ Section 11.9, “Viewing Application Discovery Not Deployed,” on page 164

¢ Section 11.10, “Viewing Application Discovery Not Run in Specified Time,” on page 165
¢ Section 11.11, “Viewing Patch Assessment Report,” on page 168

¢ Section 11.12, “Viewing Patch Bundle Deployment Status,” on page 170

¢ Section 11.13, “Viewing Patch Deployment Summary,” on page 172

¢ Section 11.14, “Viewing Patch Detail Report,” on page 174

¢ Section 11.15, “Viewing Patch Release Report,” on page 176

¢ Section 11.16, “Viewing Patch Tuesday Summary Report,” on page 178

¢ Section 11.17, “Viewing Top 10 Not Patched Critical Status Report,” on page 180

11.1 Viewing Baseline Report

A patch needs to be assigned as mandatory baseline on a device. In the Baseline report an entry will
be made. These are the steps to view the Baseline report:

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZEMworks Reporting Server

ZEMworks Reporting Server Infovicw
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, mandatory Baseline Details, Mandatory Baseline

Summary and Patch Analysis):

Novell. ZENworks

& Home | DocumentList | Open - | Send To ~ | Dashboards - Help | Preferences | Log Out
F x
L& & | New - » | Organize - | Actions = carch title - 2l u 4 of 2+
22N add - | Org Acti Search title - [ | [1 Jof2+ » M
=gl Title * Last Run . Type Owner Instances
B 55y Favorites *  Application Discovery Mot Deploye Wweh Intelligence Repc Administrator 1]
L 1oy
Public Folders ¥ Application Discovery Mot Run in & e Intelligence Repc Administrator o
B [ hovell ZENworks Reports
: I custom Reparts ¥ Baseline Report Weh Intelligence Repe Administrator 1]
. B2 predefined Reports
I Asset Managerment * Bundle Deployment Surmmary Web Intelligence Repc Administrator 1]
I Bundles and Policies
| Discovered Devices ¥ Critical Patch Status Report web Intelligence Repc Administrator o
| EndPoint Security _
Fatch IManagerment ¥ Device Patch Status By Yendor Weh Intelligence Repc Administrator 1]
I User Reports
I ZENworks Standard Templates~ * Mandatory Baseline By Patch web Intelligence Repc Administrator 1]
; B [ ZEMworks System
BB Report Corversion Todl ¥ Mandatory Baseline Details Web Intelligence Repc Administrator o
¥ Mandatory Baseline Summary Web Intelligence Repe Administrator o
¥ Ppatch Analysis Weh Intelligence Repc Administrator 1]

Total: 17 objects

3 Click on the Baseline Report link. The Baseline Report appears:

Novell. ZENworks

&3 Home | Document List | Open - | Send To + | Dashboards - Help | Preferences | Log Out
BF x

% 85| 9

Weh Intelligence - Baseline Report
o Document + Wiew + | (2] T3 43| @ A A
Document Summary -

55 Print

& RefreshData =X | [f Track 7 Y

=/ General

Documert  Baseline

name: Report

Creatar: Administrator

Last Administrator

mociifie! by !

Description

Keyeoris:

Document  English (United

locale: States)

Creation  August 17, 2010

date: 1:02:02 AM
GMT+08:00 I

Last refresh March 6, 2012 #

date: 12:58:05 PM b
GMT+06:00

Baseline Report

Windows Server 2003

symbio-8bb14ed1.symbiodk.com

Patch Device Status

Adobe Flash Player 11.1.102 62 (Other Browsers) for Windows (FullilUpgrade) (Al Languages) Patched

=/ Document Properties
Enhanced  Off
wiewing
moe:
Refreshon On
oper:
Permanent  Off
regional
formatting
Use query  Off

il =
Always  On S K | _’l_l

'@.’3:1 o= B =] 24 ‘ E] Baseline Report

Refresh Date: March 6, 2012 12:58:05 PM GMT+06:00

Discussions i
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The following table describes the main information displayed on the Baseline Report page:

Iltem

Description

Device group name

Agent Name

Patch Name

Patch Status

Device group name should display the group name to which

the device belongs to.

Device name should display the agent name.

The Patch name will be displayed to let the user know which

patch were assigned.

Displays any of the following states of the patches (Patched,

Not Patched or Not Applicable)

11.2  Viewing Bundle Deployment Summary

The steps to view the Bundle Deployment Summary report are shown below.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZENworks Reporting Server

ZEMworks Reporting Server Infoview

»

2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks

&3 Home | DocumentList | Open ~ | Send To » | Dashboards -

r B | & | New - Add - | Organize - | Actions -

Eal Title *
Iy Favorites ¥ application Discovery Mot Deploved
= B 1rbox

B public Folders
B[ novell ZEMworks Rep
-~ Custom Reports
. B[ predefined Repor
1 Agset Manage
£ Bundles and P
H Discovered De
1 EndPaint Secu
[ Patch Manage
o 5 User Reports
H ZENworks Stal
#[ ZENworks Sys
=2 Report Conversion To

] —| i

Discussions

Searchtte - |P

Last Run / Type
web Intelligence Report

! Application Discovery Not Run in a Specified Time Wb Intslligence Report

% Bassline Report
¥ Critical Patch Status Report

¥ Device Patrh Status By Vendor
¥ Mandatory Baseline By Patch
¥ Mandatory Baseline Details

¥ Mandatory Baseline Summary

¥ Patch Analysis

Web Intelligence Report

Web Intelligence Report

Web Intelligence Report

Web Intelligence Report

Web Intelligence Report

‘Web Intelligence Report

Web Intelligence Report

Owner

Adrinistrator

Adrministrator

Administrator

Administrator

Administrator

Administrator

Administrator

Administrator

Administrator

Administrator

Help | Preferences | Log Out

F x

¢ 4 [ Jof2+ » M

Instances

Total: 17 ohjects
*
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3 Click on the Bundle Deployment Summary link. The Bundle Deployment summary is displayed:

Novell. ZENworks

& Home | Document List | Open » | Send To » | Dashboards - Help | Preferences | Log Out
F x

) Document ~ view - | [F] 15 [ 43 | @ 44 Jas r M & RefreshData 3¥ | [T Track F7y 9% | & | &H | O
]l B i A . B . = || o

Document Summary

=

= General 1) . .
Bomect - Bund Patch Bundle Assignment Detail
Mame: Deployment

Summany
Creator: Administrator
ot e Adobe Shockwave XP and Server
mociifiet by
E:j:;fr‘:‘; Adobe Shockwave Player 11.6.4.634 for Windows {FullUpgrade) {all Languages)2145920980
Document  English (United
locale: States)
Creation  Apri 8, 2009 symbio-Shh14ed1 Patched
date: 4:18:29 AM I

GMT+08:00 symbio-ab7 402 Patched
Last refresh March 6, 2012 -
date: 24514 PM |

GMT+06:00

Assigned Device Name Patch Device Status

= Document Properties
Enhanced  Off
viewing
mode;
Refreshon O
open:
Permanent  Off
regional
formatting:

Use query  OFf &
crill =1 | | ¥

Eom=em : 5 ! signme | 21 Paten Bundie assignment petal |

=

Refresh Date: March 6, 2012 2 45:14 PR GMT+06:00

Discussions F

Displays only the devices on which the patch bundle has been deployed. The following table
describes the main information displayed on the Baseline Report page:

Item Description

Deployment name Deployed patch bundle should display same name as the
patch that was deployed.

Patch Name The Patch name will be displayed to let the user know which
patch were assigned to the device.

Assigned Device Name The name of the devices for which the patch were deployed is
displayed.
Patch Device Status Displays the state of the patches for the devices (Patched, Not

Patched or Not Applicable)
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4 Click on the Patch Bundle Assignment Summary link displayed below. The Patch Bundle
Assignment Summary is displayed:

Novell. ZENworks

&5 o | Document List | Open - | Send To - + - Holgn | Prefisecis | Log Out

F ox
‘¢ Ducument = View = | (] 15 B | 9 [ jne»u = RefreshCaln 0 | iy Track | &3
[ — | =]
=

= Genersl =1 .
Oncument Patch Bundle Assignment Summary N
e [ Sre—— b
Sumimary
Crestor  Administraon Adobe Shockwave XP and Server
Lnent Asministrofoe
ki by
Dascipie: Depynzt Patch Bueut Palchud N Pechont Ha
Kmpwercs Adobe Shockwave Player 11.6.4.634 for Windows (Fulllipgrade) (All Languages) 21 45920960 a a (]
Document  Enghet (Urided
locde Slales)
Creation Aged 0, 2005
e 418 AM
CMTW0E D0 e
Lot relresh March B, 2012 8 -
ate: ZAE1A PN
TG00

= Ducurmend Propes ties
Erbwnced  On
e =
el
Refreshon On
et
Permanent O
Frgional
nmatting
Useguery 911 -
e |
i |7 |

A 7] :m "_ » | =] Pateh Ramdie Assignment Summary | = 1 |

Fmireah Dite: Mk £, 200 3 24514 PM GMTA08 06

dscusslons 2

The following table describes the main information displayed on the Baseline Report page:

Item Description

Deployment Name The deployment name given when the patches were being
deployed.

Deployed Patch Bundle The Patch name of the deployed patch will be displayed.

Patch Status Displays the total number of the patches deployed and in
which states they are in (Patched, Not Patched or Not
Applicable)

11.3  Viewing Critical Patch Status Report

When critical patches are assigned to the devices, the status can be viewed here. The steps to view the

Critical Patch Status report are as follows:
1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZEMworks Reporting Server

ZEMworks Reporting Server Infovicw

ZENworks Reporting Server - BOE Reports
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Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks

&3 Home | Document List | Open - | Send To - | Dashboards -~ Help | Preferences | Log Out
F X
D B & | New v Add ~ | Organize - | Actions + e - | ol
B Al Title * Last Run  Type Owner Instances
= My Favarites ¥ spplication Discovery Mot Deployed Weh Intelligence Report Administrator o
i Elinbox
= Fublic Folders & Application Discovery Mot Run in a Specified Time ‘Web Intelligence Report Administrator 0
EF [ Novel| ZENwarks Rep
+I5 custom Reports @ Bassline Report weh Intelligence Report Administrator o
=11 Fredefined Repor
1 pgzet Manage ¥ Bundle Deployment Summary weh Intelligence Report Adrministrator 0

= Bundles and P

- 21 EndPaint Secu
(= Patch Manage  *  Device Patch Status By Yendar Wweb Intelligence Report Administrator 0
-0 User Reports
7 ZEMworks Star ® Mandatory Baseline By Patch ‘Web Intelligence Report Administrator 1)
B[ ZEMworks Sys
% (1 Report Conversion Te. | Mandatory Baseling Details web Intelligence Report Adrministrator 0
¥ Mandatory Baseline Surnmary Web Intelligence Report Administrator 0
*  Patch Analysis Web Intelligence Report Administrator 0
1 [ i}

Total: 17 ohjects
=

Discussions
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3 Click on the Critical Patch Status Report link. The critical patch status report is displayed:

#; Homa | DocumentList | COpen - | Send To - | Oa ] Help  Prafersnces  Log Cut
Wk tnteelligene: - Uritical Patch Status Report aFxx

+ Document = view = | [ 1y ¥ @ [t ne o m i RetrashDeta =5 | [y Track 7 | E| %
- J-l® £ W A- & -|F - B o

e Critical Patch Status Report N

S Overall Pateh Status

Document  Critical Patch Summary

N Stetus Report

Cresce Administratne FoniT £
st ockfesd Ackinisrshor P"'I“;‘m Mot Pt chueed 128
B .

Deacripton: [ZE2 Y Mot Applicable 1640
Fipwons:
Document  Erghsh (Unded Palcthwed
locoi: Stotez) 16.44%
Cresion  Segtember 14,
date: 01014242 A
T 0800
Last refresh March 6, 2012
A0 S2 P
CMT0E 00
[ Doewment Propertics
Ebaced  Off Adobe Systems, Inc: 158 Patched Percentage: 100 %
]
LR -
Redreshon On i Patciued Mot Patchid Mol Applicable Froor Tl Divices
|Adobe Acrobat ProiSad 01,3 for Windows (Update) (Al Languapes) L] ] 2 o 2
Permarend Off |
L] |Adobe Acrobat Reader 7.0.3 Update u u 2 ] 1
':’."!""\" L) e Acrabat Readar 7 07 Update (SEE NOTES) o o o 0 T
Ay o0 abie APSBOE-OT Dirvaarmwsiveer Server Bubinior S0 Injeclion winerability ] ] 7 [ b
merge
NN |Addubie APSBAT-13 Photoshop GE3 Updae for Windaws ] ] 2 [ 7
Trck dain G | =
chearge |0t APSEDT-20 Flash Plaver 9.0, 15 for IE (Uipgrade} (Al Lanquages) ] ] z [ z
Autopaste On |
reterence |Adobie APSENG-01 Contribute £33 update FLVPlaver_Progressive.swi file for Windows ] ] 2 o ¥
et on |
rodresh; |Adoba APSEOG-01 Dreamweaver ¢S update FLVPIayer_Prograssive swifia for ] ] z o z
Query o |Windows
Hhriing. |Adobe APSEUE-11 Flash Player 8.0.r 24 for Netscape (Jpgrade) (Al Languages) (] (] 2 1] z -
af | |
’E Hym e es = | I5] Critieal Paten Saatus Repart
Redresh Dot March 6, 2012 406052 P GMT +0600
Discusskons. x

Displays the total summary of the patch status. Displays the results of all the Patched, Not
Patched, Not Applicable, Error and Total Devices.

11.4  Viewing Device Patch Status By Vendor

The steps to view the Device Patch Status By Vendor report are shown below.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZEMworks Reporting Server

ZEMworks Reporting Server Infovicw
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Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks

& Home | DocumentList | Open = | Send To = | Dachboards - Help | Preferences | Log Out
F X
|j | @ | New - add - | Organize ~ | Actions ~ Soaniiblel |GG R
E-all Title * Last Run Type Owner Instances
My Favorites #  Application Discovery Mot Deployed \ireb Intelligence Report Administrator o
Eb 1oy
=12 public Folders ¥ Application Discovery Mot Run in a Specified Time Wb Intelligence Report Administrator 0
2 [ Movell ZENworks Rep
I Custom Reports | | Baseline Report web Intelligence Report Administator o

B2 Predefined Repor

L agset Manage *  Bundle Deployment Summary Wteb Intelligence Report Administrator o

) Bundles and P
[ Discoverad e ¥ Critical Paich Stahus Report Wieb Intelligence Report Administrator 0
# [ EndPaint Secu
* Patch Manage

User Reports |
] ZEMworks Star ® | Mandatory Baseline By Patch web Intelligence Report Administrator 0

I ZEMworks Sys

[ Repart Conwersion T ¥ Mandatory Baseline Details ‘b Intelligence Report Administrator o
* Mandatory Baseline Surmmary \ieb Intelligence Report Adrainistrator 0
¥ Patch Analysis wieh Intelligence Report Adrinistrstor 0
I [ i
Total: 17 ohjects
Discussions &
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3 Click on the Device Patch Status By Vendor link. Device patch status by vendor prompt box

appears:

Reply to prompts before running the guery.

Enter walue(s) for Patch Impact:
Enter Releaszed On(Start):
Enter Released OniEnd);

R 2R 25 BE 2

Enter walue(s) for Patch Vendor:

Enter walue(s) for Patch Device Status:

Type values here

Refresh Yalues ﬂ

Patch Wendor
Microzoft Carp.
Apple

Maowvell

Adobe Systems, Inc
Wi are
Realtetworks, Inc
Zun Microzystems

hdarch B, 2012 5:47:15 Phd GMWT+0E:00

Erter vour search pattern here

|44 -

(7) More Informstion

Enter value(s) for Patch Yendor:

Zelect or type the values you want to return to reports for each prompt displayed here.

Fun Guery | | Cancel
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Choose Enter value(s) for the respective fields: under Prompts message box. Click Refresh

values Refreshvalues . and select the information for which report is to be generated and click
the (2} button. Fill details in the prompt box and as shown in the figure below:

Prompts
Reply to prompts before running the query.

L' Enter wvalue(s) for Patch Yendor, Adobe Systems, Inc;Mozilla

Enter wvalue(s] for Patch Impact. Software Installer;informational;Recommended;Criti...
Erter Releszed OnlStart): 9592002 12:00:00 AM

Enter Releszed OnlEnd) 3312012 12:00:00 AM

Erter valuel(=) for Patch Device Status: Detecting;Error;Hot Applicable;Hot Patched;Patched vI

Enter value(s) for Device Hame:
symbio-Shbd 4241

NASA Y5959

| |
Refresh values Fa

Device Hame

symbio-Shbd 4e41
symbio-aB7 4092

March &, 2012 4:45:19 PW GhT+06:00
Enter your search pattern here | ﬁﬂ -

|‘3 Currently-zelected values in listhox

symbio-Shi 4ed41

Run Query ] | Cancel

Click Run Query button.
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4 The report is generated for each device in order of vendor, patches are shown in alphabetical
order, as displayed below:

Novell. ZENworks

& Home | Docurment List | Open + | Send To - | Dashboards - Help | Preferences | Log Out
Web Intelligence - Device Patch Status By Vendor. [+ 3
4 Document - view ~ | (2] 15| 44 | © 4d4fi_Jer M = RefreshData =% | [1p Track 7 0% | i | BE | O
=
Device Patch Status By Vendor N
symbio-Sbb14ed1 Applicable Paich Status

Patched| Not Patched| Not Applicable
fAdobe Systems, In T 0 161 Patichid,
10

Adobe Systems, Inc: 158

Not Applicable: 151

[Patch Name Released On Is Patch Enabled? Patch Impact
Adnbe Acrobat ProjStd 8.1.3 for windows (Update) Al Languages) 1114708 YES Critical
Adobe Acrobat Reader 7.0.3 Update B/1EB/05 YES Critical
Adobe Acrobat Reader 7.0.7 Update (SEE NOTES) 2/8I06 YES Critical
Adobe APSBOB-07 Dreamweaver Server Behavior SQL Injection vulnerability 5/8i06 YES Critical
Adobe APSB07-13 Photoshop ©83 Update far windows ooy YES Critical
Adnbe APSBOT-20 Flash Player 9.0.¢116 for |E (Upgrads) (A1l Languages) 12018007 YES Critical =n
Adobe APSB08-01 Contribute CS3 update FLYPlayer_Progressive swifile for Windows 11608 YES Critical
Adobe APSB08-01 Dreamweaver CS3 Update FLVPlayer_Prograssive. swifile for windows 11608 YES Critical
Adnbe APSB0S-11 Flash Player 9.0.r124 for Netscape (Upgrads) (Al Lahguages) 44808 YES Critical
Adobe APSB08-03 APSBOG-04 Reader (English) 8.1 Security Update for Windows (Rev 2) 3nomoa YES Critical
Adobe APSB08-07 Acrobat ProiStd 8.1 6 for Windows (Update) (Al Languages) BMEB0G YES Critical
=] Deuice Patch Status By Vendor |
Refresh Date: March 8, 2012 5:11:00% PM GMWT-+06:00
Discussions -

The following table describes the main information displayed on the Device Patch Status By
Vendor Report page:

Item Description

Agent name Device name should display the agent name.

Vendor Displays the name of the Vendor of the patch.

Patched Displays the total number of successful patches for the

respective vendor.

Not Patched Displays the total number of patches which were not patched
for the respective vendor.

Not Applicable Displays the total number of the patches that are not
applicable to the agent.

Released On Displays the date of the patch it was released on.

Is Patch Enabled? Displays the enabled status of the patch; the types can be Yes
and No.

Patch Impact Displays the severity of the patch; the type can be Critical,

Recommended, Informational or Software Installers.
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11.5 Viewing Mandatory Baseline By Patch

154

ZENworks Reporting Server

ZEMworks Reporting Server Infoview

A patch needs to be assigned as mandatory baseline on a device. These are the steps to view the
Mandatory Baseline By Patch report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to

display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks

B all

1[5 py Favorites
- inbox
- Public Folders
Bl [ Mowell ZENwarks Rep

15 Custam Reports
=1 Fredefined Repor
B[] asset Manage
! Bundles and P
~! Discovered De
I EndPoint Secu
= Patch Manage
-2 User Reports
“ L] ZENwiorkes Star
[ ZENworks Sys
' Report Conversion To

KT I [}

Discussions

#; Home | Document List | Open - | Send To ~ | Dashboards ~

[C & @ New ~ Add - | Organize ~ | Actions ~

Title
¥ Application Discovery Not Deployed

¥ Application Discovery Mot Run in a Specified Time

¥ Baselne Report

¥ Bundle Deployment Surmrmary

w Critical Patch Status Repart

¥ Device Patch Status By Yendor

Last Run

Searthtite - |4

/ Type
wieh Intslligence Report

wieb Intelligence Report

wieb Intelligence Report

web Intelligence Report

wweb Intelligence Report

\web Intelligence Report

Help | Preferences | Log Out

¥ Mandatory Baseline Details

¥ Mandatory Baseline Summary

¥ Patch Analysis
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wieb Intelligence Report

wieb Intelligence Report

wieb Intelligence Report

F X
44 of2+ ¥ M

Owner Instances
Adrministrator o

Adrministrator o

Adrministrator o

Adrministrator o

Adrministrator o

Administrator a

Administrator

Administrator o

Administrator o

Administrator o

Total: 17 ohjects
*



3 Click on the Mandatory Baseline By Patch link. A prompt window opens up.

Choose Enter value(s) for Group Name: field under Prompts message box

L ]

Click Refresh values FRefreshValues e and select the Group name for which report is to be

generated and click the

Prompts

Feply to prompts before running the gquery.

indows Server 2003

button. Click Run Query button.

Refresh Walues ¥

Group Hame

March 7, 2012 11:18:42 Ah GMT+06:00

Enter your search pattern here

|44 -

[ ‘? Currently-zelected values in listhox

Enter value(s) for Group Hame:
Windowes Server 2003

Windows Server 2003

Run Guety ] | Cancel
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The Mandatory Baseline by Patch report appears:

Novell

#% Homo | DocumontList | Open - | Send 1o » | Dahboacds - Help  Froferances  Loq Cut

Mieb inteligence ;. Mandatpry Rasehne Uy Patch .. i+ B

v Documend - View | G 15 44| 9 T_]n kb i FetieshData 3% | [7r Track &) 9

2 «m o WA B-IE R | |
Bk ey, | it ctet i b skt semgies sepons tnes
O it =

| = General =

Counerd Mandatury
e Baswlineg

P Mandatory Baseline By Patch N
Crestor. Administrator
Lot Adnmiredralor

Lol Windows Server 2003 {4)

it el Ak AR 31ILAHEN for Winduws (FulblUpagrade) (800 Languages]
Crontion  Auguet17,

Eallwore bodale  Adobe Sydene b Rubmsed 190041 Fostled Y2 Cachend YFS Padched 1
| Hostna 5 Patch Device Statuls e
Last refreshiech ¥, 2002 by Bkl 4ud1 syrbio bkt dwdl swnbiodioom Mut Palched Winidows
dabe: 1Z012PM

CMTe05 00

g o Adube Flash Playes 1110262 (Other Browsers) for Windows: (FullUpgrade) (810 Languages)

h
Enbancod - Gl [FESaltemn kudales _Audobs Syslems ke Rednsnd 21507 Esbinel YFS  Cochd YES  Padcht |

e ] Patch Device Statulrs Type
Fadiion:tn amibin- Dokl dud | yrrebic-Obb | dud | syrbiodk com Putched Winduw
opert i

Peemanont O
e
“::d.u M5 IR (M52 007) Microsolt Anli-Cross Site Scripting Liboary V82,1 (A1 Lanquages) (See Notes) (Bew 7]

Use query  C1F 2
it Sarllwrn buslaler Micrimofl Cinpy Rennd 11103 Eosbleed VES  Cochend VES  Palched

Newmys O [ Host

ki, wymbiv-0ub1 4ud| sy bk | Led ! symbiodiceom Nul Palched Windows
Track data Cit
Ao updsle Oy MS 2616676 Update for Unirusted Ceriificates for Windows XP and Windows Server 2003 {See Note)
refrercs
ot oy Cribical Microsort Corp. Fieleasedt G341 Erbledt YES  Cached: VES Polched O

retresh [Hostmame NHE Patrh Device Stabu (S Type

o =1
seipping | symblo-Sob14edl svmblo-9bb14edi svmblodk com Mot Patched Windows _Ij
4 b

Eiim=n3 2 |_ =] Manastory Basetine Uy Patch
Refresh Date: March D, 20012120212 PM GMT+06:00

Disaumenine, -

The following table describes the main information displayed on the Mandatory Baseline By
Patch report page:

Iltem Description

Group name Device group name should display the group name to which
the device belongs to.

Patch Name The Patch name will be displayed to let the user know which
patch were assigned.

Criticality Displays the severity of the patch; the type can be Critical,
Recommended, Informational or Software Installers.

Vendor Displays the name of the Vendor of the patch.

Released On Displays the date of the patch it was released on.

Enabled Status Displays the enabled status of the patch; the types can be Yes
and No.

Cached Status Displays the cached status of the patch; the types can be Yes
and No.

Patched The number of the device patched.

Host name The name of the device registered with Novell Zenworks 11

Patch Management to which the patch is to be deployed.
DNS The domain name of the agent.

Patch Device Status Displays the status of the patch; the types can be Patched, Not
Patched and Not Applicable.
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Item Description

OS Type The OS of the agent where the patch was assigned.

11.6  Viewing Mandatory Baseline Details

The Mandatory Baseline Details will display the device group name and device name on which
mandatory baseline patch has been applied. These are the steps to view the Mandatory Baseline
Details.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZEMworks Reporting Server

ZEMworks Reporting Server Infovicw

2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENwo

&5 Home | DocumentList | Open = | Send To = | Dachboards ~ Help | Preferences | Log Out
F X
D B @ New - Add - | Organize - | Actions « searchtitle «[ 10| 4 4 [ Jofa+ » M
B all Title Last Run / Type Owner Instances
¥ 5 Wy Favorites ¥ application Discovary Not Deployed wieh Intelligance Report administrator 0
Einbox
B Public Folders ¥ application Discovery ot Run in a Specified Time ‘web Intelligence Repart Administrator ]

-2 Novell ZENwarks Rep
~I custom Reports %1 Baseline Report web Intelligence Report Adrministrator 0

redefined Repar

“ psset Manage  * Bundle Deployment Summary ‘Web Intelligence Report Administrator 0
“ [ Bundles and P

- Discowered De * Critical Patch Status Report Web Intelligence Report Administrator 1)
1 EndPaint Secu

[ PafthManage * Device Patth Status By Yendor Web Infelligence Report Administrator 0

~ 15 User Reparts
-] ZEMworks Star * Mandatory Baseline By Patch web Intelligence Report Administrator 1}

= ZEMworks Sys
Bl [ Report Conversion Te

¥ Mandatory Baseline Summary Web Intelligence Report Adrministrator (1)

*  Patch Analysis Web Intelligence Report Adrministrator 0

T IS | i

Total: 17 objects
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3 Click on the Mandatory Baseline Details link. The Mandatory Baseline Details is displayed:

Mandatory Baseline Details N

Device Group Name Criticality Device Name Patch Device

Status

Windows Server 2003 Software Installer  Adobe Flash Player 11.1.102.62 {Other Browsers) for symbio-9hb14edq Patched
Windows (FullilUpgrade) (All Languages)
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The following table describes the main information displayed on the Mandatory Baseline Details

page:

Item Description

Device Group Name Device group name should display the group name to which
the device belongs to.

Criticality Displays the severity of the patch; the type can be Critical,
Recommended, Informational or Software Installers.

Name The name of the patch.

Device Name The name of the device registered with Novell Zenworks 11
Patch Management to which the patch is to be deployed.

Patch Device Status Displays any of the following states of the patches (Patched,

Not Patched or Not Applicable)

11.7  Viewing Mandatory Baseline Summary

The Mandatory Baseline Summary will display the patches assigned as mandatory baseline on a
device. These are the steps to view the Mandatory Baseline Summary.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZENworks Reporting Server

ZEMworks Reporting Server Infoview

2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks

#; Home | Document List | Open - | Send To - | Dashbnards - Help | Preferences | Log Out
F X
F | & | New - Add - | Organize + | Actions ~ Soacnees  [MSUNWENEGT  hio ke
= all Title * Last Run  Type Dwner Instances
([ my Favorites | application Discovery Not Deployed web Intelligence Report Adrministrator 0
- nbox
[0 public Folders w  application Discovery Not Run in a Specified Time Web Intelligence Report Adrministrator o
Bl [ Nowell ZENwarks Rep
H Custorm Reparts  # Baseline Report web Intelligence Report Adrministrator o
=1 Fredefined Repor
B2 psset Manage * Bundle Deployment Summary Wb Intelligence Report Adrninistrator o
Bundles and P
Discovered De ® Critical Patch Status Report web Intelligence Report Adrninistrator o
EncPoint Secu
(Z patch Manage | *  Device Patch Status By Yendor \web Intelligence Report Administrator 0
User Reports
ZENworks St ®  Mandatory Baseline By Patch wieb Intelligence Report Administrator 0

12 ZEMwarks Svs

) Report Corversion T Mandatory Baseline Details wwieh Intelligence Report Adrministrator 0

Administrator

¥ Patch Analysis wwieb Intelligence Report Administrator i

KT I I}

Total: 17 ohjects
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3 Click on the Mandatory Baseline Summary link. The Mandatory Baseline Summary appears:

Mandatory Baseline Summary N

Total

Vulnerability Name Released On  Criticality Group Name Applicable  Devices Patched Mot Patched
Adobe Flash Player 11.1.102.62 (Other ananz Software Windows Server 2003 1 1 1 0
Browsers) for Windows (FulllUpgrade) Installer

[All Languages)

The following table describes the main information displayed on the Mandatory Baseline
Summary page:

Iltem Description

Vulnerability Name The Patch name will be displayed to let the user know which
patch was assigned as mandatory baseline.

Released On The date on which the patch was released on.

Criticality Displays the severity of the patch; the type can be Critical,
Recommended, Informational or Software Installers.

Group Name Device group name should display the group name to which
the device belongs to.

Applicable Displays the total number of device for which it is applicable.

Devices Displays the total number of devices available.

Patched Displays the total number of device for which it is patched.

Not Patched Displays the total number of device for which it is not patched.

11.8 Viewing Patch Analysis

A patch needs to be assigned as mandatory baseline on a device. In the Baseline report an entry will
be made. These are the steps to view the Baseline report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZEMworks Reporting Server

ZEMworks Reporting Server Infoview

»

ZENworks Reporting Server - BOE Reports 159



160

2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline

Summary and Patch Analysis):

Novell. ZENworks

& Home | DocumentList | Open - | Send To ~ | Dashboards -

|7- & & | New - Add - | Organize - | Actions -

B all
B 5 py Favorites I
- E rrbox
B2 Public Folders g ]

B [ hovell ZENworks Reports

|  custom Reports ¥
. B I Predefined Reparts

! m | Agset Management »

Bundles and Palicies
| Discovered Devices ’
- EndPoint Security

Patch Management ¥

- User Reports
I= ZENworks Standard Templates ™

s

i B ZENworks System
B 1 Report Conversion Tool

Help | Preferences | Log Out

Search title = |

| £

Title * Last Run

Application Discovery Mot Deploye

Application Discovery Mot Run in £

Baseline Report

Burndle Deployment Summary

Critical Patch Status Report

Device Patch Status By Vendor

Mandatory Baseline By Patch

Mandatory Baseline Details

Mandatory Baseline Surmmary

Patch &nalysis
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. Type Owner
Web Intelligence Repc Administrator

web Intelligence Repc Administrator

Weh Intelligence Repe Administrator

Web Intelligence Repc Administrator

web Intelligence Repc Administrator

Weh Intelligence Repc Administrator

web Intelligence Repc Administrator

Web Intelligence Repc Administrator

Wweb Intelligence Repc Administrator

Wweb Intelligence Repc Administrator

F X
4 [t Jof2+ » M

Instances

1]

Total: 17 objects



3 Click on the Patch Analysis link. A prompt window opens up. Choose Enter value(s) for the

respective fields: under Prompts message box. Click Refresh values Refreshvales & and select

the information for which report is to be generated and click the [} button. Fill details in the
prompt box and as shown in the figure below:

Prompts x

Reply to prompts befare running the query.

W Deployed? YES;HO

Software Installer;informational;Recommended; Criti...

Enter value(s) for Patch Impact:

| Software Installer
Refresh Yal = Infarmational
EIresn Vales e Recommended
Dim_LOV_Value? Critical
[EMPTY _&LUE] Hnknaswn
Software Installer
Informational
Recommencded
Critical
Urknowen
March &, 2012 6:03:03 P GMT+0E:00
| |84 -

| ‘? Currently-zelected values in listhox

[EMPTY _WALUE]

Fun Giuery l | Cancel

Click Run Query button.
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4 The report is generated for all the available patches in vendor order, as shown below:

Novell

& Home | DocumentList | Open ~ | Send To ~ | Dashboards -
web Intelligence - Patch Analysis
ol Document ~ View « | [ 15 48 | @

Help | Preferences | Log Out
e BEX
W w85 | Q

“ RefreshData % | [y Track

Discussions
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locale:
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Click the “Patch Analysis” at the bottom panel of the page we can see the details of the patches
according to the preferences that we had selected in the prompt box:
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The following table describes the main information displayed on the Patch Analysis page:

Item Description
Vendor Displays the name of the Vendor.
Patch Name The name of the patch.

Released Date

Criticality

Applicable

Patched

Not Patched

% Patched

Displays the date of the patch it was released on.

Displays the severity of the patch; the type can be Critical,
Recommended, Informational or Software Installers.

Displays the total number of agent for which they are
applicable.

Displays the total number of successful patches for the
respective vendor.

Displays the total number of patches which were not patched
for the respective vendor.

Percentage of the agents that has been patched.
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11.9 Viewing Application Discovery Not Deployed

When Application Discovery has not been deployed the relevant items can be viewed here. These are

the steps to view the Application Discovery Not Deployed report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZENworks Reporting Server

»

ZEMworks Reporting Server Infoview

Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):

Novell. ZENworks
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Mandatory Baseline Summary Web Intelligence Repc Administrator 1]
Fatch analysis weh Intelligence Repc Administrator o
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3 Click on the Application Discovery Not Deployed link.

4 The report is generated for all the available patches in device order, as shown below:
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The following table describes the main information displayed on the Application Discovery Not

Deployed page:

Item Description

Device Name Displays the name of the Device.

OS Name The name of the Operating System.
ZenWorks Agent Version Displays the name of the ZenWorks Agent.
Last Contact Shows the date of the last contact.

11.10 Viewing Application Discovery Not Run in Specified Time

The steps to view the Application Discovery Not Run in Specified Time report are shown below.
1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZENworks Reporting Server

ZEMworks Reporting Server Infoview

»
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Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the ten links (Application Discovery Not Deployed, Application Discovery Not Run in a
Specified Time, Baseline Report, Bundle Deployment Summary, Critical Patch Status Report, Device
Patch Status By Vendor, Mandatory Baseline By Patch, Mandatory Baseline Details, Mandatory Baseline
Summary and Patch Analysis):
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3 Click on the Application Discovery Not Run in Specified Time link. The Specify Time prompt

box appears:

Reply to prompts before running the guery.

Enter value:

Y for Patch \endor:

Enter walue(s) for Patch Impact:

Enter Releaszed On(Start):

Enter Released OniEnd);

Enter walue(s) for Patch Device Status:

R 2R 25 BE 2

Type values here

Refresh Yalues ﬂ

Patch Wendor
Microzoft Carp.
Apple

Maowvell

Adobe Systems, Inc
Wi are
Realtetworks, Inc
Zun Microzystems

hdarch B, 2012 5:47:15 Phd GMWT+0E:00

Erter vour search pattern here

|44 -

(7) More Informstion

Enter value(s) for Patch Yendor:

Zelect or type the values you want to return to reports for each prompt displayed here.

| Fun Guery | |

Cancel

Choose Enter value(s) for the respective fields: under Prompts message box. Click Refresh

L

values Refreshvalues e and select the information for which report is to be generated and click

the [[3} button.

Click Run Query button.
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4 The report is generated for each device, as displayed below:
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Patched
10

Released On Is Patch Enabled? Patch Impact
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SIAI06 YES Critical
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121807 YES Critical F
11608 YES Critical
TBI08 YES Critical
4/BI08 YES Critical
3M10/09 YES Critical

B B0A YES Critical

N

=] Device Patch Status By Vendor ‘

Refresh Date: March 8, 2012 5:11:03 P GMT-+08:00

Discussions -
The following table describes the main information displayed on the Device Patch Status By
Vendor Report page:
Item Description
Device Name Displays the name of the Device.
OS Name The name of the Operating System.
ZenWorks Agent Version Displays the name of the ZenWorks Agent.
Last Contact Shows the date of the last contact.
11.11 Viewing Patch Assessment Report
The Patch Assessment Report shows all released patches and their impact. These are the steps to
view the Patch Assessment report.
1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:
ZENworks Reporting Server F

168

ZEMworks Reporting Server Infoview
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch
Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):
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Total: 17 objects
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3 Click on the Patch Assessment Report link.

4 The report is generated for all the available patches in vendor order, as shown below:
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The following table describes the main information displayed on the Patch Assessment Report

page:

Item Description

Vendor Displays the name of the Vendor of the patch.
Released Patches Shows all released patches.

Patch Impact Details the impact of each patch

11.12  Viewing Patch Bundle Deployment Status

The Patch Bundle Deployment Status Report shows all released patch bundles and their status. These
are the steps to view the Patch Bundle Deployment Status report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZEMworks Reporting Server

ZEMworks Reporting Server Infoview

»
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch
Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):
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3 Click on the Patch Bundle Deployment Status link.

4 The report is generated for all the available patches in vendor order, as shown below:
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The following table describes the main information displayed on the Patch Bundle Deployment
Status Report page:

Item Description

Admin Initiated Remediation Bundle Displays the name of the remediation bundle.
Deployed Patch Bundle Shows all released patch bundles.

Event Type Details the event type.

Event Status Details the current status of the event.

11.13 Viewing Patch Deployment Summary

The Patch Deployment Summary Report shows all released patch bundles and their status. These are
the steps to view the Patch Bundle Deployment Status report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZENworks Reporting Server

ZEMworks Reporting Server Infoview

»
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch
Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):
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3 Click on the Patch Deployment Summary link.

4 The report is generated for all the available patches in numerical order, as shown below:
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The following table describes the main information displayed on the Patch Deployment

Summary Report page:
Item Description
Patch Name Displays the name of the Patch.

Patched / Not Patched / Not Applicable /  Details whether the patch has been deployed.

Error
Total Devices Displays the total devices deployed to.
% Patched Shows the percentage of patched devices.

11.14  Viewing Patch Detail Report

174

The steps to view the Patch Detail report are shown below.
1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

ZEMworks Reporting Server

ZEMworks Reporting Server Infoview

»
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch

Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):

Novell. ZENworks
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3 Click on the Patch Detail link. The Specify Time prompt box appears:

Reply to prampts before running the guery.

for Patch Wendor:

Erter walu
Enter walue(s) for Patch Impact:

Enter Released OnlStart):

Enter Relessed On(End):

Enter walue(s) for Patch Device Status:

+F 4 43

Enter value(s) for Patch Yendor:

Type values here |

Refresh Values ﬂ

Patch Wendor
Microsoft Corp. -
Apple
Mowel
Adobe Systems, Inc
Whiware
Realetworks, Inc
Sun Microsystems -
March B, 2012 54715 Phl GhT+08:00
|3 -

Enter wour search pattern here

(7)) More Information

Select or type the values you want to return to reparts for each prompt displayed here.

Run Giuery | | Cancel
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Choose Enter value(s) for the respective fields: under Prompts message box. Click Refresh

values Refreshvalues . and select the information for which report is to be generated and click

the [[3} button.

Click Run Query button.

4 The report is generated for each patch, as displayed below:
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Adohe APSB0S-11 Flash Plaver 9.0.r124 for Netscape (Upgrade) (All Languages) 41808 YES Critical

Adobe APSB0S-03 APSBOS-04 Reader (English) 8.1 Security Update for Windows (Rev Z) 31009 YES Critical

Adobe APSB0S-07 Acrobat ProiStd 8.1 8 for Windows (Update) (Al Languages) BMED9 YES Critical

2| Device Patch Status By Vendor |
Refresh Date: March 8, 2012 5:11:03 i GMWT+06:00

Discussions o

The following table describes the main information displayed on the Patch Detail Report page:

Item Description

Patch Name Displays the name of the Patch.

Patched / Not Patched / Not Applicable /  Details whether the patch has been deployed.

Error
Total Devices Displays the total devices deployed to.
% Patched Shows the percentage of patched devices.

11.15 Viewing Patch Release Report
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The steps to view the Patch Release report are shown below.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZENworks Reporting Server

ZEMworks Reporting Server Infoview
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch

Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):

Novell. ZENworks

& Home | DocumentList | Open = | Send To = | Dachboards -

Help | Preferences | Log Out
F X

[C@® | @ | New - add ~ | Organize - | Actions ~ Searchte =[]0 | W <[ _Jofz+ b
E-all Title * Last Run Type Owner Instances
(55 My Favor ites #  Application Discovery Mot Deployed \ieb Intelligence Report Administrator o
Eb 1oy
=12 public Folders ¥ Application Discovery Mot Run in a Specified Time Wb Intelligence Report Administrator 0
2 [ Movell ZENworks Rep
I Custom Reports | | Baseline Report web Intelligence Report Administator o
B2 Predefined Repor
9 [) Agset Manage ' Bundle Deployment Summary wieb Intelligence Report Administrator 0
+ I pundles and P
|| Discovered De. ¥ Critical Patch Status Report wieb Intelligence Report administrator 0

#- [ EndPoint Secu
* Patch Manage

User Reports |

1 ZEhworks Star ® | Mandatory Baseline By Patch Web Intelligence Report Administrator 0
I ZEMworks Sys
[ Repart Conwersion T ¥ Mandatory Baseline Details \ieb Intelligence Report Administrator a
* Mandatory Baseline Surmmary \ieb Intelligence Report Adrainistrator 0
¥ Patch Analysis wieh Intelligence Report Adrinistrstor 0
Al i
Total: 17 ohjects
Discussions &

3 Click on the Patch Release link. The prompt box appears:

Reply to prampts before running the guery.

for Patch Wendor:

Erter walu
Enter walue(s) for Patch Impact:

Enter Released OnlStart):

Enter Relessed On(End):

Enter walue(s) for Patch Device Status:

+F 4 43

Enter value(s) for Patch Yendor:

Type values here |

Refresh Values ﬂ

Patch Wendor
Microsoft Corp. -
Apple
Mowel
Adobe Systems, Inc
Whiware
Realetworks, Inc
Sun Microsystems -
March B, 2012 54715 Phl GhT+08:00
|3 -

Enter wour search pattern here

(7)) More Information

Select or type the values you want to return to reparts for each prompt displayed here.

Run Giuery | | Cancel
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Choose Enter value(s) for the respective fields: under Prompts message box. Click Refresh

values Refreshvalues . and select the information for which report is to be generated and click

the [[3} button.

Click Run Query button.

4 The report is generated for each patched device in order of Vendor, as displayed below:

Novell. ZENworks

& Home | Docurment List | Open + | Send To - | Dashboards - Help | Preferences | Log Out
Web Intelligence - Device Patch Status By Vendor. [+ 3
4! Document - view - | (] 15| 48 | © 4afi_Jer M S RefreshData =X | [Tp Track 7 G| 52 | 8H | O
- - 7 A-|&-|H|#-L- = i | &
=
Device Patch Status By Vendor N
symbio-Sbb14ed1 Applicable Paich Status

Patched| Not Patched| Not Applicable
fidobe Systems, In T 0 161 Rachod,
10

Adobe Systems, Inc: 158

Not Applicable: 151

Patch Name Released On Is Patch Enabled? Patch Impact
Adnbe Acrobat ProjStd 8.1.3 for windows (Update) Al Languages) 1114708 YES Critical
Adobe Acrobat Reader 7.0.3 Update B/E/05 YES Critical
Adobe Acrobat Reader 7.0.7 Update (SEE NOTES) 2/8i06 YES Critical
Adobe APSBOB-07 Dreamweaver Server Behavior QL Injection vulnerability 519108 YES Critical
Adobe APSB07-13 Photoshop €83 Update far Windows ooy YES Critical
Adobe APSBO7-20 Flash Player 9.0.r11 5 for |E {Upgrade) (Il Languages) 1201 8I07 YES Critical =
Adobe APSB08-01 Contribute CS3 update FLYPlayer_Progressive swifile for Windows 11Ei08 YES Critical
Adobe APSB08-01 Dreamweaver C83 update FLVPlayer_Progressive swf file for Windows 11808 YES Critical
Adohe APSB0S-11 Flash Plaver 9.0.r124 for Netscape (Upgrade) (All Languages) 41808 YES Critical
Adobe APSB0S-03 APSBOS-04 Reader (English) 8.1 Security Update for Windows (Rev Z) 31009 YES Critical
Adobe APSB0S-07 Acrobat ProiStd 8.1 8 for Windows (Update) (Al Languages) BMED9 YES Critical
2| Device Patch Status By Vendor |
Refresh Date: March 8, 2012 5:11:03 i GMWT+06:00
Discussions o

The following table describes the main information displayed on the Patch Release Report page:

Item Description
Patch Device Status Displays the status of the device.
Device Name Shows the name of the device.

11.16 Viewing Patch Tuesday Summary Report
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The steps to view the Patch Tuesday Summary report are shown below.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZEMworks Reporting Server

ZEMworks Reporting Server Infoview

ZENworks 11 SP2 Patch Management Reference



2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch

Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):

Novell. ZENworks

& Home | DocumentList | Open = | Send To = | Dachboards -

Help | Preferences | Log Out
F X

[C@® | @ | New - add ~ | Organize - | Actions ~ Searchte =[]0 | W <[ _Jofz+ b
E-all Title * Last Run Type Owner Instances
(55 My Favor ites #  Application Discovery Mot Deployed \ieb Intelligence Report Administrator o
Eb 1oy
=12 public Folders ¥ Application Discovery Mot Run in a Specified Time Wb Intelligence Report Administrator 0
2 [ Movell ZENworks Rep
I Custom Reports | | Baseline Report web Intelligence Report Administator o
B2 Predefined Repor
9 [) Agset Manage ' Bundle Deployment Summary wieb Intelligence Report Administrator 0
+ I pundles and P
|| Discovered De. ¥ Critical Patch Status Report wieb Intelligence Report administrator 0

#- [ EndPoint Secu
* Patch Manage

User Reports |

1 ZEhworks Star ® | Mandatory Baseline By Patch Web Intelligence Report Administrator 0
I ZEMworks Sys
[ Repart Conwersion T ¥ Mandatory Baseline Details \ieb Intelligence Report Administrator a
* Mandatory Baseline Surmmary \ieb Intelligence Report Adrainistrator 0
¥ Patch Analysis wieh Intelligence Report Adrinistrstor 0
Al i
Total: 17 ohjects
Discussions &

3 Click on the Patch Tuesday Summary link. The Specify Time prompt box appears:

Reply to prampts before running the guery.

for Patch Wendor:

Erter walu
Enter walue(s) for Patch Impact:

Enter Released OnlStart):

Enter Relessed On(End):

Enter walue(s) for Patch Device Status:

+F 4 43

Enter value(s) for Patch Yendor:

Type values here |

Refresh Values ﬂ

Patch Wendor
Microsoft Corp. -
Apple
Mowel
Adobe Systems, Inc
Whiware
Realetworks, Inc
Sun Microsystems -
March B, 2012 54715 Phl GhT+08:00
|3 -

Enter wour search pattern here

(7)) More Information

Select or type the values you want to return to reparts for each prompt displayed here.

Run Giuery | | Cancel
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Choose Enter value(s) for the respective fields: under Prompts message box. Click Refresh

values Refreshvalues . and select the information for which report is to be generated and click

the button.

Click Run Query button.

4 The report is generated for each patch, as displayed below:

Novell. ZENworks

& Home | Docurment List | Open + | Send To - | Dashboards - Help | Preferences | Log Out
web Intelligence - Device Patch Status By Vendor. [+ 3
4! Document - view - | (] 15| 48 | © 4afi_Jer M S RefreshData =X | [Tp Track 7 G| 52 | 8H | O
=
Device Patch Status By Vendor N
symbio-Sbb14ed1 Applicable Paich Status

Patched| Not Patched| Not Applicable
fidobe Systems, In T 0 161 Rachod,
10

Adobe Systems, Inc: 158

Not Applicable: 151

Patch Name Released On Is Patch Enabled? Patch Impact
Adnbe Acrobat ProjStd 8.1.3 for windows (Update) Al Languages) 1114708 YES Critical
Adobe Acrobat Reader 7.0.3 Update B/E/05 YES Critical
Adobe Acrobat Reader 7.0.7 Update (SEE NOTES) 2/8i06 YES Critical
Adobe APSBOB-07 Dreamweaver Server Behavior QL Injection vulnerability 519108 YES Critical
Adobe APSB07-13 Photoshop €83 Update far Windows ooy YES Critical
Adobe APSBO7-20 Flash Player 9.0.r11 5 for |E {Upgrade) (Il Languages) 1201 8I07 YES Critical =
Adobe APSB08-01 Contribute CS3 update FLYPlayer_Progressive swifile for Windows 11Ei08 YES Critical
Adobe APSB08-01 Dreamweaver C83 update FLVPlayer_Progressive swf file for Windows 11808 YES Critical
Adohe APSB0S-11 Flash Plaver 9.0.r124 for Netscape (Upgrade) (All Languages) 41808 YES Critical
Adobe APSB0S-03 APSBOS-04 Reader (English) 8.1 Security Update for Windows (Rev Z) 31009 YES Critical
Adobe APSB0S-07 Acrobat ProiStd 8.1 8 for Windows (Update) (Al Languages) BMED9 YES Critical

I [=1 Device Patch Status By Vendor

Refresh Date: March 8, 2012 5:11:03 Pt GWT+05:00

Discussions o

The following table describes the main information displayed on the Patch Tuesday Summary
Report page:

Item Description

Patch Name Displays the name of the Patch.

Patched / Not Patched / Not Applicable /  Details whether the patch has been deployed.
Error

Total Devices Displays the total devices deployed to.

11.17 Viewing Top 10 Not Patched Critical Status Report

180

The Top 10 Not Patched Critical Status Report shows the most critical patches that are not deployed .
These are the steps to view the Top 10 Critical Status report.

1 Click the ZENworks Reporting Server InfoView below the ZENworks Reporting Server:

»

ZEMworks Reporting Server

ZEMworks Reporting Server Infoview
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2 Click Novell ZENworks Reports, then click Predefined Reports and then click Patch Management to
display the links, then select Page 2, there should be 7 titles visible: (Patch Assessment Report,
Patch Bundle Deployment Status, Patch Deployment Summary, Patch Detail Report, Patch
Release Report, Patch Tuesday Summary and Top 10 Not Patched Critical Status):

Novell. ZENworks

& Home | DocumentList | Open - | Send To ~ | Dashboards - Help | Preferences | Log Out
F x
|7- & & | New - Add - | Organize - | Actions - Search title = | [Fe ] of2+ » M
B all Title * Last Run . Type Owner Instances
? S My Favorites Application Discovery Mot Deploye Wweh Intelligence Repc Administrator 1]
- E rrbox
B2 Public Folders Application Discovery Mot Run in e Intelligence Repc Administrator o
B [ hovell ZENworks Reports
: I Custom Reports Baseline Report Weh Intelligence Repe Administrator 1]
. B2 Predefined Reports
B [ psset Management Bundle Deployment Surmrmary Web Intelligence Repc Administrator 1]
< Bundles and Paolicies
I Discovered Devices Critical Patch Status Report web Intelligence Repc Administrator o
B [ EndPoint Security
i Fatch IManagerment Device Patch Status By Vendor Weh Intelligence Repc Administrator 1]
- User Reports
I ZENwarks Standard Templates Mandatory Baseline By Patch web Intelligence Repc Administrator 1]
; B [ ZEMworks System
B Report Corversion Tool Mandatory Baseline Details Web Intelligence Repc Administrator o
Mandatory Baseline Surmmary Wweb Intelligence Repc Administrator o
Patch &nalysis Wweb Intelligence Repc Administrator 1]

Total: 17 objects
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3 Click on the Top 10 Not Patched Critical Status Report link.

4 The report is generated for all the available patches in numerical order, as shown below:

&} Home | DocumentList | Open ~

Weh Intelligence - Patch Analysis

& Document - View - | [2] 5| 43

Send To ~ | Dashboards -

"] Afi Jasr m

8 7 U |A-|&-|H|f5- L~

Help | Preferences | Log Out
[+

| & RefreshData = | [fp Track 7 O | @ | EH | O

Document Summary
3 Print

= General =
Documert  Pateh Analysi
neme:
Creator Administrato
Lest mociified Administrator
by
Deseription:
Keywords:
Documert  English (United
locslz:
Creation date; April 7, 2009 2
Lesst refrest March 8, 2012
date

= Document Properties
Erhanced  Off
viewing
mode:
Refreshon  On
open
Permanent  Off
regional
formatting
Usecuery  Off
il
Always  On
merge
dimensions:
Trackdata  Off
changes
Auto-updet On
reference
data on
refresh
Query off
stripping:

= Prompts
* Deployed? YESHO

Patch Analysis Dashboard

Overall Patch Summary

Patch Device Status Device Count

Patched 128
Mot Patched 488

Adobe Systems, Inc

N

Not Patched
79.09%

Patched
2091%

Patch Device Status Device Count

Patched 41
Mot Patched 56

Not Patched

Patched
4227%

| of]

| [Z] Pateh Dashboard B[P

Discussions

Refresh Date: March 8, 2012 6:14:07 Pt GWT-+08:00

=

The following table describes the main information displayed on the Top 10 Not Patched Critical
Status Report page:

Item

Description

Patch Name

Patch Impact

Displays the name of the patch.

Details the severity of the patch status

ZENworks 11 SP2 Patch Management Reference



Best Practice with ZENworks 11 SP2
Patch Management

Patch Management is a fully integrated feature of Novell ZENworks 11 SP2 that provides the same
agent-based patch, vulnerability patch, and compliance management solution that was used in prior
versions.

It is recommended that all moderate to large-size organizations should be using enterprise patch
management tools for the majority of their computers. Even small organizations should be migrating
to some form of automated patching tool. Widespread manual patching of computers is becoming
ineffective as the number of patches that need to be installed grows and as attackers continue to
develop and exploit code more rapidly. Only uniquely configured computers and other computers
that cannot be updated effectively through automated means, such as many appliance-based devices,
should continue to be patched manually.

The ZENworks Server schedules a Discover Applicable Updates (DAU) task for all ZENworks
managed devices (servers and workstations) and compiles information on the operating system,
hardware, and software.

The results of the scan are sent to the ZENworks Server and can be viewed anytime in the Patches
section under the Patch Management tab or in the Devices tab even if a workstation is disconnected
from your network.

Timely patching of security issues is generally recognized as critical to maintaining the operational
availability, confidentiality, and integrity of information technology (IT) systems. However, failure to
keep operating system and application software patched is one of the most common issues identified
by security and IT professionals. New patches are released daily, and it is often difficult for even
experienced system administrators to keep abreast of all the new patches and ensure proper
deployment in a timely manner. Most major attacks in the past few years have targeted known
vulnerabilities for which patches existed before the outbreaks. Indeed, the moment a patch is
released, attackers make a concerted effort to reverse engineer the patch swiftly (measured in days or
even hours), identify the vulnerability, and develop and release exploit code. Thus, the time
immediately after the release of a patch is ironically a particularly vulnerable moment for most
organizations due to the time lag in obtaining, testing, and deploying a patch.

It is highly recommended that before any Patch management takes place, that within your company
or organization you set up a Patch and Vulnerability Group (PVG) to manage the patching process.
This group should be concerned with the Patching and Vulnerability operation across the
organization, and should therefore be an exclusive group with ties to your security, asset
management and network control groups.

The PVG should be specially tasked to implement the patch and vulnerability management program
throughout the organization. The PVG is the central point for vulnerability remediation efforts, such
as OS and application patching and configuration changes. Since the PVG needs to work actively
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12.1

12.2

with local administrators, large organizations may need to have several PVGs; they could work
together or be structured hierarchically with an authoritative top-level PVG. The duties of a PVG
should include the following:

1. Inventory the organization’s IT resources to determine which hardware equipment, operating
systems, and software applications are used within the organization.

2. Monitor security sources for vulnerability announcements, patch and non-patch remediations, and
emerging threats that correspond to the software within the PVG’s system inventory.

3. Prioritize the order in which the organization addresses remediating vulnerabilities.
4. Create a database of remediations that need to be applied to the organization.

5. Conduct testing of patches and non-patch remediations on IT devices that use standardized
configurations.

6. Oversee vulnerability remediation.

7. Distribute vulnerability and remediation information to local administrators.

8. Perform automated deployment of patches to IT devices using enterprise patch management tools.
9. Configure automatic update of applications whenever possible and appropriate.

10. Verify vulnerability remediation through network and host vulnerability scanning.

11. Train administrators on how to apply vulnerability remediations.

Testing Patches

Before you start downloading a patch, configure the downloading options in the Configuration tab.
For more information, see Section 4.4, “Configuring Subscription Download Details,” on page 39.

It is important that your PVG determines a strategy for testing patches before release, this will vary
from organization to organization, but should be in line with your current security policies. How you
decide to test your patches before deployment will depend on your current architecture and policy.
In some organizations it may be required to review your policies in order to effectively use this
method.

However, it is highly recommended that patches are tested prior to deployment.

Deploying Patches in a Controlled Way

To deploy a patch, you can use the Deploy Remediation Wizard. For more information, see
Chapter 6, “Using the Deploy Remediation Wizard,” on page 79.

Patches are released frequently, and it is possible to automate the entire release process by using the
deployment settings. Whilst this may suit some smaller companies, in a large organization with
multiple platforms and sites, we recommend that the PVG designs a strategy for deployment. Each
patch for each software update will behave differently, which is why it is necessary to control the
process. For example, some software will require a reboot after updating, and although Zenworks 11
SP2 can manage this process on your behalf, your PVG should determine the details of this, and be
aware of any other software or processes which are running, or patches that are being installed
concurrently. The Best Practice recommendation for controlling these processes is to used a phased
approach.
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12.3

12.4

Implementing patch management tools in phases allows process and user communication issues to
be addressed with a small group before deploying the patch application universally. Most
organizations deploy patch management tools first to standardized desktop systems and single-
platform server farms of similarly configured servers. Once this has been accomplished,
organizations should address the more difficult issue of integrating multi-platform environments,
nonstandard desktop systems, legacy computers, and computers with unusual configurations.
Manual methods may need to be used for operating systems and applications not supported by
automated patching tools, as well as some computers with unusual configurations; examples include
embedded systems, industrial control systems, medical devices, and experimental systems. For such
computers, there should be a written and implemented procedure for the manual patching process,
and the PVG should coordinate local administrator efforts

Setting a Baseline

To set a baseline, you must ensure that a group of devices is protected and that all the devices in the
group are patched consistently. For more information, see Chapter 7, “Using Mandatory Baselines,”
on page 111.

It is also highly recommended that the customer does NOT deploy all patches using mandatory
baseline. A s stated above, some patches can require a reboot, if an attempt was made to deploy all
patches via the baseline, without being aware of the consequences of each individual patch, then
your system could become unstable, or the patch updating process could be compromised.

It is of vital importance that this method is discussed by the PVG, and a suitable strategy is agreed
upon. Industry recommendations are to use a standardized configuration to manage IT resources.

Monitoring

Patch and vulnerability metrics fall into three categories: susceptibility to attack, mitigation response
time, and cost, which includes a metric for the business impact of program failures. The emphasis on
patch and vulnerability metrics being taken for a system or IT security program should reflect the
patch and vulnerability management maturity level. For example, attack susceptibility metrics such
as the number of patches, vulnerabilities, and network services per system are generally more useful
for a program with a low maturity level than a high maturity level. Organizations should document
what metrics will be taken for each system and the details of each of those metrics. Realistic
performance targets for each metric should be communicated to system owners and system security
officers. Once these targets have been achieved, more ambitious targets can be set. It is important to
carefully raise the bar on patch and vulnerability security to avoid overwhelming system security
officers and system administrators.

Organizations should consistently measure the effectiveness of their patch and vulnerability
management program and apply corrective actions as necessary.
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Troubleshooting Patch Management

The following sections contain detailed explanations of the error messages you might receive or
problems you might encounter when using Novell ZENworks 11 SP2 Patch Management.

¢ Section A.1, “Patch Management Issues,” on page 187

¢ Section A.2, “Configuration Issues,” on page 191

¢ Section A.3, “Error Codes,” on page 191

A.1 Patch Management Issues

+ “Patches are unavailable because of the CDN switch to Akamai for ZENworks Patch
Management” on page 187

¢ “No patches are shown in the Patches tab” on page 189

¢ “Patches do not seem to be deployed on the target device” on page 190

¢ “The Cancel button disappears in the Reboot Required dialog box” on page 190

¢ “Superseded patches are shown as NOT APPLICABLE” on page 190

¢ “Patch deployment might not start when scheduled” on page 190

¢ “Microsoft System Installer (MSI) might need to be updated for some patches” on page 191
¢ “Remediation of Linux patches displays an error on the SLES 11 SP1 agent” on page 191

Patches are unavailable because of the CDN switch to Akamai for ZENworks
Patch Management

Source: ZENworks 11 SP2; Patch Management.

Explanation: In the week of 18 February 2008, the hosting infrastructure for the patch content
Web site used by ZENworks 11 SP2 Patch Management was migrated to Akamai
as the new host provider. This switch was done through a global DNS change.

Action: Follow the steps below:

1 Open access to the following Web sites:
¢ PLHOST licensing servers (https://novell.patchlink.com)
¢ Akamai patch download (http://novell.cdn.lumension.com)
¢ Microsoft patch Web site (http://www.download.windowsupdate.com)

2 Turn off SSL Download on the Configuration page (see “Configuring
Subscription Download Details” on page 39).
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3 Test your connectivity to the new hosting provider from your ZENworks
Primary Server that the Patch Management feature is currently running on:

¢ Ping test:

Log in to the server console, and launch a command prompt or shell
window:

ping novell.cdn.lumension.com

If your server is able to connect to the Akamai hosting network without
a problem, you see a response similar to the one shown below:

Pinging al533.g.akamai.net [12.37.74.25] with 32 bytes of
data: Replyfrom 12.37.74.25:
bytes=32 time=14ms TTL=55

Reply from12.37.74.25: bytes=32 time=14ms TTL=55

Reply from12.37.74.25: bytes=32 time=14ms TTL=55

Reply from12.37.74.25: bytes=32 time=13ms TTL=55

Ping statistics for 12.37.74.25: Packets:
Sent =4, Received=4, Lost =0 (0% loss),

Approximate round trip times in milli-seconds: Minimum =

13ms, Maximum = 14ms, Average = 13ms

The ping command shows you the address of the nearest AKAMAI
server to your current location.

If you receive the following message:

Ping request could not find host novell.cdn. lumension.com.
Please check the name and try again.

The firewall administrator needs to open access to the Akamai network
for both ping and HTTP (TCP port 80) traffic.

NOTE: Ping test is a simple way to establish that a server has a route
available to reach the server, it is not used by Patch Management in
normal operations.

Ping (ICMP) may be blocked by your corporate firewall, or the server
may need to pass through a proxy to reach the hosting provider: In
these circumstances the Ping test will fail, so other tests will be needed.

Browser test:

Using a Web browser, type in the following URL:

http://novell_cdn. lumension.com/novell/pulsar._xml
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The browser should display formatted output from the Web site, as
shown in the figure below:

— <sub>
— =05 name="Windows">
— =arch name="g58">
— <lang name="English">
<Ist> windowsfzB6/enfapplications 1st </1st>
=lst= windowsfz86/enfsoftware st </1st=>
<lst ver="¥P" spack="3"> windows/zBb/enfzpap3 Lot </lst>
<lst ver="¥P" spack="2" legacy="Y"> windows/zB6/enzpsp2 lst </lst>
<lst ver="¥F" spack="1" legacy="1"> windows/z86/enzpsp1 lst </lst>
<Ist ver="2000" spack="4"> windows/z86/en2lkspd lst </lst>
<lst ver="2000" spack="3" legacy="1"> windows/z86/en2lsp 3 Ist </1st>
<lst ver="2003" spack="2"> windows/z36/en/2k 3sp 2. 1st </1st>
<lst ver="2003" spack="1" legacy="T"> windows/z86/en/2k 3sp 1 15t </lst>
<Ist ver="2003" spack="0" legacy="T1"> windows/z86/en/2k 2sp0 15t </lst>
<lst ver="VISTA" spack="0" legacy="1"> windows/z86/enfvistasp( lst <ilst>
<Ist ver="VISTA" spack="1"> windowsfzBt/enfvistasp 1 1st </1st>
<flang=

If your browser cannot access the XML file, you experience a browser
timeout and receive some kind of error message. If the ping test
succeeds and the browser test fails, this indicates that the firewall
administrator has limited access to the Akamai network, but that the
HTTP (TCP port 80) is blocked.

The license server is still using the same address as in ZENworks Patch
Management 6.4. If you want to enter a serial number to register your
Patch Management usage, you need to leave the IP addresses of our
old servers in your firewall rules.

NOTE: The server needs to use a proxy to get to the outside world, and
the browser isn't configured for the same proxy, then the test in the
mentioned would fail.

+ Firewall information for ZENworks 11 SP2:

ZENworks 11 SP2 Patch Management license replication goes to the
following servers:

206.16.247.2
206.16.45.34
Port 443

ZENworks 11 SP2 Patch Management content replication goes to the
following DNS name:

http://novell ._cdn. lumension.com/novell

To find out what IP your specific server is using, ping
novell .cdn. lumension.com from several machines and enter the
applicable address range into your firewall rules.

No patches are shown in the Patches tab
Source: ZENworks 11 SP2; Patch Management.

Possible Cause: The server has just been installed.
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Action: You need to start the patch subscription download, and then wait twenty
minutes or more for patches to be downloaded automatically from
novell.patchlink.com.

Patches do not seem to be deployed on the target device

Source: ZENworks 11 SP2; Patch Management.

Possible Cause: The ZENworks administrator hasn’t deployed the patches into the applicable
devices in the ZENworks server, or the patches have been deployed in the server
but the device refresh schedule hasn't been triggered in the ZENworks adaptive
agent.

Actions: Check to see if the Device Refresh Schedule option is set as Manual Refresh or Timed
Refresh on the Configuration tab, and wait for the specified interval.

The Cancel button disappears in the Reboot Required dialog box

Source: ZENworks 11 SP2; Patch Management.

Explanation: When two or more patches are deployed, if the Allow User to Cancel option is set
as No on the Pre Install Notification Options page and the Notification and
Reboot Options page of the server, the Cancel button disappears in the Reboot
Required dialog box for all patches of the agent.

Action: None necessary.

Superseded patches are shown as NOT APPLICABLE

Source: ZENworks 11 SP2; Patch Management.

Explanation: In earlier releases of Patch Management, a patch showed its status as PATCHED
or NOT PATCHED, regardless of whether the patch was new or outdated. This
often caused many more patches to show as NOT PATCHED than were actually
necessary for deployment to a given target device. This issue has been addressed
in many of the new advanced content patches provided with ZENworks 11 SP2:

¢ When a patch is superseded, it is automatically disabled.

¢ If the patch is re-enabled and detected, in most cases the patch shows as
NOT APPLICABLE because it has been replaced by a more recent patch.

Although this is inconsistent with the behavior of earlier versions of Patch
Management, this change is an improvement because only the patches that
currently need to be installed are reported or analyzed on each device.

Action: None necessary.

Patch deployment might not start when scheduled

Source: ZENworks 11 SP2; Patch Management.

Possible Cause: If the deployment schedule type includes both the Recurring and Process
Immediately If the Device Is Unable to Execute options, when the device becomes
active, the deployment of the patch does not start on the first of its scheduled
recurring dates. However, the patch is deployed when the next recurring date
occurs.

ZENworks 11 SP2 Patch Management Reference



A.2

A3

Action:

Instead of selecting a recurring schedule, select a date-specific schedule so that
the patch is applied when the device becomes active.

Microsoft System Installer (MSI) might need to be updated for some patches

Source:

Explanation:

Action:

ZENworks 11 SP2; Patch Management.

Deployment of certain .NET patches might require that the latest MSI is
installed. Otherwise, you might receive errors when deploying those patches.

Prior to deploying .NET patches, verify whether an MSI version is a prerequisite.
If necessary, create a bundle to deploy the latest MSI (version 3.1 or later) to your
systems. MSIs are available from Microsoft (http://www.microsoft.com/
downloads/details.aspx?familyid=889482fc-5{56-4a38-b838-
de776fd4138c&displaylang=en).

Remediation of Linux patches displays an error on the SLES 11 SP1 agent

Source:

Explanation:

Possible Cause:

Action:

ZENworks 11 SP2; Patch Management

On a SUSE Linux Enterprise Server (SLES) 11 SP1 x86, when you apply some
patches, though they get applied successfully, an error is reported in the bundle
system.

This is a reporting error, related to patches that have java dependencies.

In the jexec script installed by the sun/oracle java rpm in the /etc/init.d folder,
after the # Required-Start: $local_fs line, add the following line: # Required-Stop.

Configuration Issues

¢ “Deploying patches with Auto Reboot causes the device to shut down” on page 191

Deploying patches with Auto Reboot causes the device to shut down

Source:

Possible Cause:

Action:

ZENworks 11 SP2; Patch Management.

Trying to deploy patches with auto-reboot might shut down the machine instead
of rebooting. It might also fail to report patch results to the ZENworks Server.

Perform reboots with a Quick Task rather than using the Auto Reboot option.

Error Codes

¢+ “ERROR CODE: ERR =40" on page 193

¢+ “ERROR CODE: PPX_ERROR_ARCHIVE_EXTRACT =2" on page 193

¢+ “ERROR CODE: PPX_ERROR_PACKAGE_ARCHIVE_INITIALIZE = 8" on page 193
¢ “ERROR CODE: PPX_ERROR_EXTRACT_FILE = 20" on page 193

¢+ “ERROR CODE: PPX_ERROR_PACKAGE_REIMPORT = 40" on page 193

¢+ “ERROR CODE: PPX_ERROR_EXPIRED_LICENSE_KEY = 27" on page 193

¢+ “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on page 193
¢ “ERROR CODE: PPX_ERROR_PATCH_OPEN_FAILURE = 3" on page 193
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192

“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:

page 194

“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:

“ERROR CODE

page 196

“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:

“ERROR CODE

PPX_ERROR_PATCH_BAD_GUID =4" on page 194
PPX_ERROR_PATCH_MANY_APPLICABLE_SIGNATURES = 5" on page 194
PPX_ERROR_PATCH_OPEN_FAILURE = 6" on page 194
PPX_ERROR_PATCH_BAD_GUID =7" on page 194
PPX_ERROR_PATCH_OPEN_FAILURE = 9” on page 194
PPX_ERROR_PATCH_BAD_GUID = 10" on page 194
PPX_ERROR_PATCH_OPEN_FAILURE = 11” on page 194
PPX_ERROR_PATCH_BAD_GUID = 12" on page 194
PPX_ERROR_SIGNATURE_PREREQ CACHE_EXHAUSTED = 13” on

PPX_ERROR_PATCH_OPEN_FAILURE = 14" on page 194
PPX_ERROR_PATCH_BAD_GUID = 15" on page 195
PPX_ERROR_FINGERPRINT_EXPRESSION_SYNTAX = 16" on page 195
PPX_ERROR_FINGERPRINT_FILEROOT_UNSUPPORTED = 17" on page 195
PPX_ERROR_FINGERPRINT_TYPE_UNSUPPORTED = 18" on page 195
PPX_ERROR_SCRIPT_BAD_FILEHANDLE = 19" on page 195
PPX_ERROR_WMI_FINGERPRINT_UNSUPPORTED = 22" on page 195
PPX_ERROR_JAVASCRIPT_UNSUPPORTED = 23" on page 195
PPX_ERROR_MISSING_PREREQ_SIGNATURE = 25" on page 195

: PPX_ERROR_INVALID_PREREQ_LANGUAGE = 26" on page 195
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:

PPX_ERROR_INVALID_ROOT_HKEY = 21" on page 195
PPX_ERROR_FINGERPRINT_INVALID_SYSINFO = 31" on page 196
PPX_ERROR_FINGERPRINT_EXPRESSION_MISSING_VARIABLE = 32" on

PPX_ERROR_FINGERPRINT_FILESCAN_UNSUPPORTED = 34" on page 196
PPX_ERROR_FINGERPRINT_WMI_ERROR = 35" on page 196
PPX_ERROR_RELEVANCE_SCRIPT_SYNTAX = 36" on page 196
PPX_ERROR_ENTITLED_FILE_INVALID =41" on page 196

: PPX_ERROR_ENTITLED_FILE_MISSING = 28" on page 196
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:
“ERROR CODE:

PPX_ERROR_ENTITLED_FILE_BAD_CHECKSUM = 29” on page 196
PPX_ERROR_ENTITLED_FILE_WRONG_SIZE = 30" on page 197
PPX_ERROR_OUT_OF_MEMORY = 24" on page 197
PPX_ERROR_PACKAGE_MKDIR_FAILURE = 33" on page 197
PPX_ERROR_UNKNOWN” on page 197

41” on page 197

142" on page 197

143” on page 198

144” on page 198

145” on page 198

“OTHER ERROR CODES” on page 198
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ERROR CODE

Source:
Possible Cause:

Action:

ERROR CODE

Source:
Possible Cause:

Action:

ERROR CODE

Source:

ERROR CODE

Source:

ERROR CODE

Source:

ERROR CODE

Source:

Possible Cause:

Action:

ERROR CODE

Source:
Possible Cause:

Action:

ERROR CODE

Source:

: ERR =40

ZENworks 11 SP2; Patch Management.

The patch file cached to the ZCM Server is corrupt.
Try rec aching the patch to the ZCM Server.

: PPX_ERROR_ARCHIVE_EXTRACT =2
ZENworks 11 SP2; Patch Management.

Extraction of the .cab file or its contents fails.

Follow the steps below.

1 Make sure that CABARC runs on the endpoint where the error message
appears.

2 Check the available disk space on the endpoint.
3 Re-cache the patch to the ZCM Server.

4 If the issue persists, contact Novell Support.

: PPX_ERROR_PACKAGE_ARCHIVE_INITIALIZE =8
See “ERROR CODE: PPX_ERROR_ARCHIVE_EXTRACT =2” on page 193.

. PPX_ERROR_EXTRACT FILE =20
See “ERROR CODE: PPX_ERROR_ARCHIVE_EXTRACT = 2" on page 193.

: PPX_ERROR_PACKAGE_REIMPORT = 40
See “ERROR CODE: PPX_ERROR_ARCHIVE_EXTRACT =2” on page 193.

: PPX_ERROR_EXPIRED_LICENSE_KEY =27
ZENworks 11 SP2; Patch Management.

The .plk license file you are using is outdated or has expired. This error code
might also appear if the license file is erased or did not get decrypted properly.

Ensure that you have the latest System Update installed.

: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1
ZENworks 11 SP2; Patch Management.

You might encounter any of these error codes if a patch has bad metadata.

Contact Novell Support.

: PPX_ERROR_PATCH_OPEN_FAILURE = 3

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on
page 193.
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ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

PPX_ERROR_PATCH_BAD GUID =4

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on

page 193.

PPX_ERROR_PATCH_MANY_APPLICABLE_SIGNATURES =5

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on

page 193.

PPX_ERROR_PATCH_OPEN_FAILURE = 6

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_PATCH BAD GUID =7

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1"

page 193.

PPX_ERROR_PATCH_OPEN_FAILURE =9

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_PATCH_BAD GUID =10

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_PATCH_OPEN_FAILURE = 11

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1"

page 193.

PPX_ERROR_PATCH BAD GUID = 12

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_SIGNATURE_PREREQ CACHE_EXHAUSTED =
See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1"

page 193.

PPX_ERROR_PATCH OPEN_FAILURE = 14

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1"

page 193.
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ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

ERROR CODE:

Source:

PPX_ERROR_PATCH_BAD GUID =15

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_FINGERPRINT_EXPRESSION_SYNTAX =16

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

on

on

PPX_ERROR_FINGERPRINT_FILEROOT_UNSUPPORTED =17

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_FINGERPRINT_TYPE_UNSUPPORTED = 18

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_SCRIPT BAD_FILEHANDLE = 19

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_WMI_FINGERPRINT_UNSUPPORTED = 22

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_JAVASCRIPT_UNSUPPORTED =23

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_MISSING_PREREQ_ SIGNATURE =25

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_INVALID_PREREQ LANGUAGE = 26

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.

PPX_ERROR_INVALID ROOT_HKEY =21

See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED = 1"

page 193.
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ERROR CODE: PPX_ERROR_FINGERPRINT_INVALID_SYSINFO =31

Source: See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1” on
page 193.

ERROR CODE: PPX_ERROR_FINGERPRINT_EXPRESSION_MISSING_VARIABLE
=32

Source: See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on
page 193.

ERROR CODE: PPX_ERROR_FINGERPRINT_FILESCAN_UNSUPPORTED = 34

Source: See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on
page 193.

ERROR CODE: PPX_ERROR_FINGERPRINT_WMI_ERROR =35

Source: See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1” on
page 193.

ERROR CODE: PPX_ERROR_RELEVANCE_SCRIPT_SYNTAX = 36

Source: See “ERROR CODE: PPX_ERROR_VARIABLE_CACHE_EXHAUSTED =1" on
page 193.

ERROR CODE: PPX_ERROR_ENTITLED_FILE_INVALID =41
Source: ZENworks 11 SP2; Patch Management.

Possible Cause: These error codes indicate possible problems in bundle distribution. The ZCM
server might not be able to access a third-party Web site where bundles are
located.

Action: Follow the steps below.

1 Check your Internet connection and firewall settings.

2 Check that the ZCM Server can access a third-party Web site such as the
Microsoft Download Center (http://www.microsoft.com/downloads/en/
default.aspx).

3 Download patches from the third-party Web site.
4 Recache the downloaded patches.

ERROR CODE: PPX_ERROR_ENTITLED_FILE_MISSING = 28

Source: See “ERROR CODE: PPX_ERROR_ENTITLED_FILE_INVALID = 41" on
page 196.

ERROR CODE: PPX_ERROR_ENTITLED_FILE_BAD_CHECKSUM = 29

Source: See “ERROR CODE: PPX_ERROR_ENTITLED_FILE_INVALID =41" on
page 196.
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ERROR CODE

Source:

ERROR CODE

Source:

Possible Cause:

Action:

ERROR CODE

Source:
Possible Cause:

Action:

ERROR CODE

Source:

Possible Cause:

Action:

ERROR CODE:

Source:

Possible Cause:

Action:

ERROR CODE:

Source:

Possible Cause:

Action:

PPX_ERROR_ENTITLED FILE. WRONG_SIZE = 30

See “ERROR CODE: PPX_ERROR_ENTITLED_FILE_INVALID =41" on
page 196.

PPX_ERROR_OUT_OF MEMORY = 24
ZENworks 11 SP2; Patch Management.

This error arises when there is a deficiency in system resources, such as
insufficient disk space, low available memory, and so on.

Check the available disk space and memory, then verify that it is sufficient to
meet the ZCM Server and Agent requirements.

PPX_ ERROR_PACKAGE_MKDIR_FAILURE =33
ZENworks 11 SP2; Patch Management.

The user has insufficient permissions to carry out the specified action.

Check whether you have appropriate system rights or permissions.

PPX_ERROR_UNKNOWN
ZENworks 11 SP2; Patch Management.

This error is a a general exception. If logging is enabled, the error is recorded in
the . log file.

Follow the steps below:

1 Open a support ticket with Lumension.

2 Contact Novell Support.

41
ZENworks 11 SP2; Patch Management.

This error code implies that ZENworks Patch Management was unable to
perform patch remediation. This error occurs when deployment of a different
version of the same patch is in progress.

Wait for the previous deployment to complete, then deploy the patch again.

142

ZENworks 11 SP2; Patch Management.

The selected patch requires certain prerequisites before the patch can be
deployed. This error can also occur when package files for a patch are
unavailable.

Contact Novell Support and report the patch name. This is most likely a bad
patch.

Troubleshooting Patch Management
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ERROR CODE:

Source:

Possible Cause:

Action:

ERROR CODE:

Source:

Possible Cause:

Action:

ERROR CODE:

Source:

Possible Cause:

143
ZENworks 11 SP2; Patch Management.

This error is a a general exception. If logging is enabled, the error is recorded in
the . log file.

Follow the steps below:

1 Redeploy the patch.

2 If the error persists, file an incident report with Novell.

144
ZENworks 11 SP2; Patch Management.

This error code appears if there are errors in the patch deployment script. If
logging is enabled, the error is recorded in the . log file.

File an incident report with Novell.

145

ZENworks 11 SP2; Patch Management.

The script failed to open the registry. This issue is most probably associated with
timing.

Action: Deploy the patch again.

OTHER ERROR CODES
Source: ZENworks 11 SP2; Patch Management.
Action: Contact Novell Support.

ZENworks 11 SP2 Patch Management Reference



B.1

Documentation Updates

This section contains information on documentation content changes that were made in this
ZENworks Patch Management Reference after the initial release of Novell ZENworks 11.2 Patch
Management. The information can help you to keep current on updates to the documentation.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following date:

¢ Section B.1, “July 02, 2012: Update for ZENworks 11 SP2 (11.2.1),” on page 199

July 02, 2012: Update for ZENworks 11 SP2 (11.2.1)

Updates were made to the following sections:

Location Update

Section 1.1, “Subscription Download,” on page 9 Added new section.
Section 5.4.1, “Patches,” on page 62 Added new section.
Section 1.1.2, “RPM Dependency,” on page 9 Added new section.
Section 1.1.3, “Download Location For Patch Added new section.

Content,” on page 10

Section 1.1.4, “Select Vendors To Use In The System,” Added new section.

on page 10
Section 1.2, “Email Notification,” on page 11 Added new section.
Section 1.3, “Deployment Options,” on page 11 Added new section.

Section 1.4, “Patch Management License,” on page 12 Added new section.
Section 5.1, “Viewing Patches,” on page 57 Changed graphic.

Section 5.1, “Viewing Patches,” Figure 5-2 on page 58 Added missing graphic.

Section 5.2, “Dashboard,” on page 58 Changed graphic.
Section 5.4.1, “Patches,” on page 62 The text of Patch Release Date was added on page
58.

Section 5.4.1, “Patches,” “Patch Wizard” on page 68 Changed graphic.
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Location

Update

Section 6.2.2, “Confirm Devices: Select Applicable
Devices,” on page 81

Section 6-1, “Confirm Devices Page Column
Headings,” on page 81

Section 6.4, “Remediation Schedule,” on page 83

”

Section 6.4.2, “Remediation Schedule: Date Specific,
on page 85

Section 6.4.3, “Remediation Schedule: Recurring,” on
page 86

Section 6.4.3, “Remediation Schedule: Recurring,”
“Weekly Deployment Options - Default” on page 88

Section 6.4.3, “Remediation Schedule: Recurring,”
“Monthly Deployment Options — Default” on page 89

Section 6.4.3, “Remediation Schedule: Recurring,”
“Fixed Interval Deployment Options - Default” on
page 90

Section 6.4.3, “Remediation Schedule: Recurring,”
“Fixed Interval Deployment Options - All” on page 91

Section 6.7, “Advanced Remediation Options,” on
page 93

Section 6.9, “Distribution Schedule,” on page 98

Section 6.12, “Choose Deployment Name,” on
page 108

Section 10.1, “ZCM Only State,” on page 139
Section 10.2, “Trial State,” on page 139

Section 10.3, “Trial Expired State,” on page 140
Section 10.4, “Licensed State,” on page 141

Section 10.5, “License Expired State,” on page 141

Changed graphic.

The text in the table for Status information was
changed.

Changed graphic.

Changed graphic. Changed graphic of the start time
and end time.

Changed graphic.

Changed graphic.

Changed graphic.

Changed graphic.

Changed graphic.

Changed graphic.

Added new section.

Added new section.

Added new section.
Added new section.
Added new section.
Added new section.

Added new section.
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