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CHpra ) Sk,

2.2 iHH) 2k
A LU S 2 o) s i 3 B 45 2% 22 Active Directory IXENFEF o TG 3SR BN FLFE 2 11T,
T E LU S0

o TEMRANM B 2235 Active Directory X&) F2EF Shim

o WP g 4 )

2.2.1 {EWEAME 4% Active Directory K% F5 /7 Al Shim

Active Directory JRZ 27 Shim DAZUE— M52 371 Windows P& FizdT. HZ&, AFFZEAE
B[R — T L 2% Metadirectory 5|4 A g FEe R L 17 o] L 5 2RI 3R 3 F2)7 Shim 4y
BTk, XA AT DL AN oL B 03, B @ N A m R 4

PRI 222 7 ZEff e WR BN Shim [12¢%8 7. i L FEAT 1dentity Manager JIT7E [ [7]—
AL (Metadirectory 5% Fl1 Identity Vault f7 FiZ 5L L) 2225 0K 5 FE)¥ Shim, W
Identity Manager ¥4 B 424 FH 9K Zh L Shime WG REAE Y — G HH5IHL 22 Bk sh e
Shim, U2 FHZE FEE AR 7

FERFRPT S, K LIAHIR I s IR SRR P A B o TS ILER 4 5 “iCEL Active Directory
WKARE” A5 31 0T .
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A Hh 22 3
A Windows 3547 1] 2% 7] LA A& 2% Identity Vault. Metadirectory 5] % FIIK S FL o
B o241 J7% - PrAAE AR L

Identity Vault ]
ﬂ Metadirectory 5| & J

<( Active Directory IRF1i2 5 ]

Active Directory IR 132 FF Shim ]

o B E%

Active Directory ]

WO B 1 A A BT A A AR T QE//\ XA RE = BCE, Ak Identity Manager
F1 Active Directory < [A]ANFFAE W 4422 38

{HAE, R H 25 L& 3% Identity Vault F1 Metadirectory 5135288 ndas thilas i s A 1 3%, IF
EAiﬁj@%ﬁ%ﬂ%fﬂfjﬂ PR P XU o EH T3 il 85 7E Microsoft B HR A 3845 SCEEITE ],

SRR AT L, V22 N S e (P T, DL A sl il 8 B A DG X
|34

HAE Windows [z 45 %% iz f2 2 %%

Al IS Active Directory 4% fil g8 7E AL B THA ML _F223¢ Tdentity Vault. Metadirectory 5|4l
IRENRET o A HH R BC B AN 75 B 378 ) 2% b 22 25T Identity Manager K14

2-2 5% 2 - Active Directory FIIRENFET Shim TEA Rk 25 4% 1

Identity Vault

/ Metadirectory 5|
( Active Directory )> il - J
Active Directory X2 F )

145 1 22 V\Qé]ioggs Active Directory BEz1#2 5% Shim

TR ) SRS AS FOVAEI s LIsAT IR sh R, W EAR AW ST

7t Windows FlIH. & V& [ Imfe 4 dk

Al LATE Active Directory 38425 I 2 e e FE e R e e MIBR BN A2 )T Shim, (H 75 ELAEMMT 1 e
245 12245 1dentity Vault FIl Metadirectory 5%,

2-3 Ji % 3 - Active Directory. TFEEFEFRE T FIKBNFRST Shim 15— G k%4 b

( i \ Identity Vault )
(Actlve Directory IR #1F2FF Shim ﬂ I i<( Metadirectory 5| & ]

Active Dlrectory ey NetWare. Linux. Actlve Directory EIZEJJ?;W)
UNIXB;Windows AR %% 22
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4 Identity Vault F1 Metadirectory 5% (Identity Manager) AN & 7E— #1152 Windows S FF i1
ERA b2 e ny, MR ER A5 ).

J7 %2 M7 % 3 BCE ] DLHERRAE S il 8% L 7K 24K Identity Vault Fl1 Metadirectory 5128 FT - 1E 1
PR BERE M o

7t Windows Ji 1 il 554 b1 f e ¢

WERXFEHEEK, JF HAR RS g R BRI, AT DA = iR 55 2 il & .

Bl 2-4 FFE4- =S

Identity Vault )

Metadirectory
5| &
¢ % Active Directory ) ( I% Iz HIEF J f
r - r Active Directory
(EeSEEES I W 4% 45 Wiz FF
9 5 88 Windows Active Directory ] NetWare. Linux. UNIX
PR % S ##2 ¥ Shim 5 Windows AR % 2

PERCE KB E G, (HE A DL MR Ee A ZUSAT I BR ). s B £ Windows 55 2
TR PS5 55 % o

2.3 fif 4]t

B RO E B A ) R S . IR R A o i SR A8 A Windows 2003 B,
Windows 2000 SP3 8¢ 5 & fiAs, ATLAHEAEH —FFRh (B4 MZekil. WS “«
EVESET RS 49 L) (R4 .

TR B A METT AN REA T 77 %€, RO Windows S f14 22 42 faj AR s Service Pack
DNS JI 55 s FEAti g i . SR SRmes DAL e 55 s b A USROS 8 B R AN [RJ T AN /) o BAR 855 K530
WA 2 kI, IR LR . SEItR SR AT RTINS T e 2 4t

231 KEJik

WL %5E, ALLik Active Directory YU 3K Z) 27 Shim, £ 42 W] DLLEACHE TR L SR 3 7%
J¥ Shim. %% 5 3] Active Directory, FJLLEEH] (PRRG) Jrikel (s CRjsEess) 77
%o

% 2.1 BTk
BRI Lz P Bl
U] HIEITE. ORBNFEIF AT YRS AT ARERIR SRR 1 IR 55 2

RS b IR 3R B
1§} Kerberos*. NTLM =k
AT NS B (%2
L7 L — P ) .
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BTk LB PR B

ij P WERALIK ST Shim  IXSHFEP Al DAEEA RSk SRSt iR ST L, 49
B IR 45 S5 S L 5 ) ik 5 PRI S 2% e, 11 Exchange M4t S Al
WM FHZ 5 9% HA D,

2.3.2 N
SSL [ BN Ky . HRARECE, 7T LAZE AN M 75 (8T SSLs

+ Active Directory IR &) J7 FHIsk 4% il 4 2 18]
+ Identity Vault flliz1T Active Directory YXSIF2 7 IZ FEE 3 AT 2 18]

4[] 20 KA AE Active Directory Al Identity Vault (eDirectory) 2 [H] o 5 fiffi PR X6] 175 15 [ 2% (AT
Al AL H SSL.

Wi Metadirectory 51, Identity Vault. Active Directory SR #2711 Active Directory 7t [fi]—
AL, WIATEE SSL. Il TRANES BRI 25 .

THJZ, G A FH B B3 IR S5 2% L) Active Directory JR&F2 /T Shim SKIzEF2 Ui 1] Active
Directory, NIF5EAE Active Directory Xz F2)7 Shim A1 Active Directory Z [A]# & SSL. 5%
PR, AT DLEIRE R PR E T SSL 2B () o« IES N, e R ARy A
Identity Manager 2 [F] ] SSL #4527 7E55 19 51 FHIPER 5 725 18 1L«

R A A B AT I R AR Y, AT BAYE Metadirectory 51 FIRE e 4R 2 [ 15
H SSL. 115 SSL ML B FINE 25 R, {HS W, (Novell Identity Manager 3.0

Administration Guide) (Novell Identity Manager 3.0 & #i¥5r) H1 (Setting Up a Connected
System) (K ECEERL) .

MRS TAE R AEES 13 0 R R RERN T S, WREe Ty AT LU £ SSL %

% 2-2 SSL &
[ EEWH SSL &
RS A% ABFEAFH] SSL iER.

W& R4 2s: |dentity Manager 1 Active 7] LL{E Active Directory IX#F& 5 el f2s il 4% 2 i) gt 37, SSL %
Directory WXahf& /776 F— & 54 b .

AR5 7% Identity Manager £ — & R4S T LULE Identity Manager FlliZ4T Active Directory X)L/ 7 1)
%k, {H Active Directory SXZNFR/F7EY)  IGFEBHIR /¥ MAr SSL 4z,

— s L

—R% A% TTLA7E Active Directory UKzl 7 Fldg x4l 4% < (A& 37 SSL i
.

B H] LAYE Identity Manager F1i247T Active Directory JRsh 27
HEFEReE )P 2 M7 SSL &4k,

Active Directory Izl /5> ek i 2% 2 [0 i) SSL % #2

%5 Active Directory 4% il #1237 SSL 3 He, WAZHEAT BB LML SSL. X J B E Ik
P, R, SRS AL R .
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BEE R A

REBALCATIEBRBCE o FEXFGOLY, H 2 RIS, RJaR e A B
e LIRUEAS A7 o ZKBOKBIREFY Shim (1 ]IR 55 a0 ATAZAUEAS FRIAUAUE S BB P+
B HUEBHAE .

R AP B AT UE PR, WA —ANIE T A -« Novell. Microsoft Al 46 H 2 25
=R T T LR BARACE B b T L . BELUE PBARAUE AN g T AT R A I
fl. AXREZEE, HSL
+ {Novell Certificate Server™ 2.5 Administration Guide) (Novell Certificate Server™ 2.5 &
Pi¥EF ) (http://www.novell.com/documentation/lg/crt252/index.html)

+ (Microsoft Step-by-Step Guide to Setting up a Certificate Authority) (Microsoft 1% & il 15
R 53R (http://www.microsoft.com/windows2000/techinfo/planning/security/
casetupsteps.asp)

Q. SRS

HAAUERRBCE LS, 246 LDAP SSL (#4E KT, 2011 LDAP JRk55 s 122 AH MY 19 ik
SR A, KIS Shim (1) IR S5 25 L 0UE AU X LUk P A o IS5
AN PATLER L0 S H 128 A7 0% .

1 S5 5 R %) Active Directory LDAP Ji 45 25K FUE 1

¢ LDAPS iE P47 FARGTH AL NUE B AEAE R (e LR TEEILY (MY iE
A7) ) o

o SUEBULACHIAA B PR T AT LRIt Ae b, O HLAS RS E 2 oe ik
NG9 AL B e T s AL 2 D R 3 o

o (HEERASEIE Y §RAREIRSS A E (1.3.6.1.5.5.7.3.1) S ZFRIHNAT  (URR
{OID) ) .

o {ERNH LR —AME BRI 28 1 Active Directory S4B eIk 4 (4l
DC01.DOMAIN.COM) :

o (CERD) FBOFHEA (CN).
o (EEHMA) PR DNS i,
o UFT5AE g 2R A LDAPS & HLE T CA MUK .
SOENARAR, TR NSS4, UEAEMUKIN CA BER B CA.

PR D ARV il gy 1 LDAP MRS 8EAT Wi, I B 80452 LDAP Fl4= =4 H AC i (1)
SSL %%,

R : Microsoft 411H % SC#E 321051 (How to Enable LDAP over SSL with a Third-Party
Certificate Authority (http://support.microsoft.com/default.aspx?scid=kb;en-us;321051))
BoR TG R ARBHERMEZER, WEEFASR.

2 L) Windows 2000 SCHFIK T A —Fhbr Ul $5 50 4% 20 H e
o MAEEAH (PEX, XFE (PKCS#12))
o NN BIEERME (PKCS #7)
o HII RS HLN (DER) 3k X.509 il
+ Base64 Zifi X.509
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3 B s B2 IE
IR AL R 2 SR G IR T

o Wfal: {E Windows Server 2003 H 17 4E M ik 554 b 224 T ANIIES (http://
support.microsoft.com/default.aspx?scid=kb;en-us;816794)

o Lff: 7E Windows 2000 H (1) 5 4 M IR 45 7 b e 38 5 NIRETD (http://
support.microsoft.com/default.aspx?scid=kb;EN-US;310178)

THEME  CRAEB AR FEIUEF) PoH RS,
4 TEHIRLEABIRSNIE R Shim (IR 55 @ RIATUA UE -5 AR UE TR A L A ALK FR
AR IR Shim PR 55 5% 46 20U AR IE A5 B A BT 1 21 I ARAIE T AL

HRAUEPEASATRELZEE, 1ES U (Windows 2000 Server HiBI) R EB (&
SEARE PHAEAG AT RS D .

5 7t iManager 4w KSR R, ARER (A SSL &/ #5) ) IEDE My
GED o
Driver Parameters
S 3k -MD S VI

Driver Settings

Polling Interval (min.) 1 i
duthentication Methad iNEQU“atE I
Usze Signing [vesfna) En':' i
lse Sealing (vesfno) inn I

i
Heart Beat D I

I

i

Pazsword Sync Timeout [minutes): 55

6 A SIS

TSRS FE RIS, B e A I 2 FIEE 4T Active Directory YX )2 Shim R4S %8 2 I8
W7 SSL & .

FEUETS

FREE TS, 15l SSL % 5EF AD. 8 Windows IRS525 FHLALIY 1difde iy 247 52 H F
J¥. B 1difde iy 4, 1HPAT FIIERAE:

1 JTIT AT RN AT
2 i A 1difde -f output/input file -t 636 -b administrator domain password -s computerFullName
PATR & A9 11 636 PO T IS5 s TG 00T, T A\ ) A AR 7 1o

ldife -f out.txt -t 636 -b administrator dxad.novell.com novell -s parent1.dxad3.1ab.novell

R A B out.txt SCAF. WIS IF SCF G I Active Directory A H T X5, MR
BT Active Directory 37 T SSL %4z, FF HIUEBHE R
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2.3.3 R A Identity Manager 2 [F] /) SSL i
B ) ) AR, T BE Metadirectory 514 ML Rt B2 ML B SSL,
[F] I AE DR S R P FT Active Directory 2 [H) g B B

HRALITFELEFAE T H 1dentity Manager 2 [A] 57 SSL R MIE R, 1ES W (Novell Identity
Manager 3.0 Administration Guide) (Novell Identity Manager 3.0 & #¥5F5) H1 [ (Setting Up
Remote Loaders) (& BEEFEREHFET) o

2.4 G ik F

FEMRA ST, 3 B B GK ™, H. 3 Active Directory SXEhFE P T 4a TAE. AR5 61
A AAE I BR CRFESZ IR I Bk S, Active Directory SR a2 )7 1] L[ 148 H]
Bk ;%5 52 2] Active Directory

R B A, T SO B 7 B Identity Manager 45 BK VRS2 52 . b BRI
H:

o AP Active Directory i 11K ERIEF Active Directory X&) FE 711G 8] o
o 0] DUGONA e bk o — RS 1 A B KO, AR S T DR B e TG AT A Y B R

SRR R A BT A AE SRS R P B B A o DAL, SR R AR B0, 20 5t
rlél(/%o AR SR A EAN RO KA R PR, W — IR R SR R P i, ek
o

AL ChkAnd) TiEIRAT, SOk R = D2t () A (R H SRS BUR. X
T OIE) WIEGSIIEMN SR, EHTHER (5) B mTRLR (5) ABRERE 2
i) JHIE S NS LA B AL o

Fiffi te: Exchange M4, Identity Manager /i /" 25 250 H AT 68 Sk 1 v AL B4 R 48 38 404
" VERTALRR

EEEMERIA S, Windows 2003 sk HAHLERBE . TES W A “ B MO0 CN=Deleted
Objects B FIVFAIALRR” 7628 81 UL o

2.5 AKRIKBFE)TI)RE

AATNHAETE Active Directory JRENFEST 2 HI N A% AR ISR FE T D fg

¢ “Active Directory FIHE41F” 7655 13 1L
o Ul 7R 13 5T

o CfRPV AT AEER 15 0T

o ORI RS 19 1T

o CRGRIRANFET LIRS FEH 19 T

2.5.1 AR
S5RCA 2 ML, #H T Active Directory 9K )87 Ab B 22 AR F 4 1) 7 2
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FE "IN B BT A, RRAS 2 e SR B — S S U AN BT AT SR, TR
VI " EE L2 AR N B . Active Directory SRSIFEIFIUA 3 564 S FF 214
P

fH&, Active Directory SXZNFE P44 ZAAERHE S FAERHE RPN, 29 ZAER RN BB RR
. #ln, 7E Active Directory 1, Telephone Number ¢4 /2 FLE4REYE, 17E Identity Vault H
EAEZHFFE. M Active Directory [R5 ZFF IR,  Identity Vault " 2 fifi A7 FRAH

AT AAE IR Z [ B CIE ([0 R, (HE, W 2R CUBih 2 S B PR IR e
AL, WX PEGRAE A 2% 2 HNEOUT, RGN A S5 2235, T L
M —A s R e R A AR E A B

2.5.2 ] H 3 XA R IE R B P B

HTAE Microsoft F BILE & HA B 0 46 2006 467 1 15 %%, W) eDirectory He1
Login Expiration Time K ¢ & 471 2006 4 7 ] 16 H _L/F 12:00 k3. Microsoft 4 FiE i &
RSP, B 12:00 AM.

UXBHRE A8 ] R AIE S K B RGBS AR SR, T AAE Microsoft Ot 2R 28 ) 1
#%O

2.5.3 kX Active Directory X% i {x ¥ eDirectory %I %

TE[F] 2Pt Active Directory . H Pk & /LA Active Directory X G, 18X GOk 5 S< Bk
] eDirectory X} % . Active Directory Xz /72 & £ Active Directory X % [ isDeleted 4%
RAWIHE N an RERBNFE P AL P A B Bk, U R G il i XS RE P XS Active
Directory % G OCHEINT G H HBR F 4%

WRAAT MR eDirectory X%, T ZH0Ks H e S VR N2 Active Directory JXANFET .
Identity Manager 3.0 i —/NMH0E U, AT DT KMBRY SRS ssch (2:6k
KBEY FE. AXREMGER, 1ES W (Policy Builder and Driver Customization Guide) (3
WAL R Ay MR SR 7 H e XFEE) T (Command Transformation - Publisher Delete to
Disable) (¥4 - KATEMER - ZEHD «
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%% Active Directory X327

o CIEACODIR” FEES 21 0T

o “28 Active Directory UXS)FEF Shim” 7E5 22 7T
o CARTRLE SN AEE 27

o 223 Active Directory &I T H” 1E5 28 71

3.1 AL
NI T AE 22 %% Tdentity Manager s A] DL £ 38 T

Kl 3-1 Identity Manager %3530

mldentity Manager Install - =10 ]
Novell, Identity Manager Novell

HEEE EH R

IE Movell dentity Manager Metadirectony Server
I:‘ Movell dentity Manager Connected Systemn
IE Identity Managereb Components

[v] wE#&E

L
Installs utilities and system components for vour connected systems. =&

wa || swm || <Em || F-#: |
% 3-1 Identity Manager ‘22353510
LI B8
Metadirectory /45 #% %% Metadirectory 5% Fll Identity Manager
CHEERS TR TR AT
Identity Manager J3 4 R 28 {1 CACTRLE  (FEAS) RS FE PP LE ST
SRR 2z3% Active Directory &I T

2 %% Active Directory X2/ Shim 75 2 — AN AL IR

‘%% Active Directory IKshfEfyr 21



* 32 WHILE

i R 1A T P B TR

1. #£ Metadirectory 5|8z 45 #s sk FERE AR P RS 8 (Metadirectory HR%5#%) 3¢ (ldentity

e 11235 Active Directory IKZ)FEF Shim. Manager LU RS WIN. WS W, “22%¢ Active

Directory 4Kz#2)7 Shim” 7E25 22 7T
2. 7f iManager Hi%#% L 23 Active Directory [T #£E$  (Identity Manager Ji 4RI 4L44:) 1ETT. TEZ

Bl TS W 2R B NS FEEE 27 T
3. fE AR L2k il TG & Identity Manager [f) WP AR I, WS “ w3 Active
Active Directory KL T. H . Directory K HL T H” 765 28 1

W, {523 Metadirectory g4 (BRIZFEREAFEIT) AT 4 WAL AF I 2284 Active
Directory IS FEFALME. (H2, 0] LI JG 23X e

3.2 720 Active Directory ¥z f5 )5 Shim

¢ “fF Metadirectory Jx%5#% [ 2% Shim” 7E55 22 11
o “TEmREEARE T w3 Shim” 7E56 25 1L

3.2.1 1£ Metadirectory /55 %% I %% Shim

1 {Eiz4T T Identity Vault FI Metadirectory 5| % [¥] lx 45 #% )5 5)) 1dentity Manager %%%.

M Identity Manager CD 5§ N 8L Ga 1T %2887
2 78 Eady xhERES R CF—28) , AV
3 AAEHE N (Identity Manager #EIA) XUFHEH HIEE, RJEHd (F—4) .
IZA T RERS AT O N AT H 15 S
* Metadirectory 55 %%
o CEERGIRS A
4 BFES A (ldentity Manager BEIR) XTHEHEH G R, KRRt (F—2) .
I RESS AT OGN AT H 15 B
o JETUT UM PR SS A
o SCHRET
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5 76 CHIEFEBeMAME) MGHETIESE (Metadirectory k%545 ) , ARG HE (F—
W) o

mldentity Manager Install ;lglﬂ
Novell. Identity Manager Novell

HEETEHMEM

E Mowell ldentity Manager Metadirecton Sencer
|:| Mowell ldentity Manager Connectad System

D Identity hMdanager Wiab Components

mETLEL

e
Extends the Identity Managerschema, and installs the Metadirectony =ik

engine, drivers, and Mowvell Audit Agent. li
-

[ wmm || &m || <Er || F-#s |

WHRZ P ENL LB %% T iManager, J H IS A 2225 iManager fdif4-FIC & SC2F,
AN %4 (Identity Manager JJ4E M 4144 .
WS AR 22 3% Active Directory & BE T H, WIENIEF (SEHFET) o

‘%% Active Directory IKzhfE /7 23



6 7 (Select Drivers for Engine Install CEREH T35 KA FET) ) X UEHE g FE
(Metadirectory 514 ) , 1%kt Active Directory, RJGHHE (F—2) .

m5elect Drivers for Engine Install . o ] 4|

Novell.

Novell. Identity Manager

Flease select the components to install (Unsupported for Selected Platform in gray):

- etadirectory Engine

IE Mletadirectarny Engine

~ldentity hManager Drivers
¥ s st
] Awvava
[] pelimited Tesxt
[] ebirectory
(£

e
Enablas vou to connect to and synchronize data with XL or
delimited text files or directories that contain comma-separated

aluesz.

[ mw || &m || <Er || F-#-

7 7t (Identity Manager F;F %% ) XFufAEH Huhr (e o

mldentity Manager Upgrade Warning ! il

Identity Manager components require activation and must be
activated within 90 days of installation, othenwize they will time out.

Furzhazing a component authorizes you to request and receive
activation credentials which are required to activate the product.

8 7£ (HAFZTES) MGl (HiE) .

mPasswurd Sync Upgrade ¥Warning ! il

The drivers for AD or NT suppart Pasawaerd Synchronization 2.0. Far

@ baclkwmard compatibility with Fasamord Synchronization 1.0, you
must add additional policies to the ald or new driver configurations.
Without these palicies, Pasaward Synchronization 1.0 will weade for
existing accounts, but not new and renamed accounts.
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9 & (MEY ) MIHEH AR A4, RiaHdi (F—2) .
10 EFERAET, RJE 50D GER .

3.2.2 {EiEREdE R L2 %E Shim

A I I 2252 Active Directory SKZF2 ¥ Shim, 1% IR ZNFE/F Shim F{E 51817
Metadirectory 7% (1] /IR 55 4% 73 HF B R 5545 L7
1 fEISAT I FERE L 7 I 45 2% 1) 3)) 1dentity Manager %3¢ .
M Identity Manager CD 5% N B RIS 1T Z2EHE T
2 75 (Waly xpibHE R Ch—2) . SRRV
3 &FH 1 (Identity Manager ti&) XJiEHEFFIMEE, REHE (F—5) .
AT TEAERR LA OC T AT H 45 B
* Metadirectory it 45 %%
o CEERGIRS S
4 HEH A (Identity Manager MER) XPUGHEF M5 E, RGHids (F—2) .
ZAEHESR AT OCTT A1 H 1AE
o LT YEM IR B SS A
o SR

5 15 CIEEFELZZEMAEY XEHET, BUHIER (Metadirectory 4525 M e ik
I, P (Identity Manager CLEH RESE) , RJEHdi (F—H) .

M 1dentity Manager Install 3 =10 ]
al i
Novell. Identity Manager Novell.
AR EE RO

D Mowell ldentity Manager Metadirectony Sener
,E Mowell ldentity Manager Connected Systemn
,j Identity Managerieb Components

[ [ EA#ERE

el
E:tznds the |dentity Managerschema, and installs the Metadirectony &

engine, drivers, and Hovell Audit Agent. li
-3

| wmw || &m || <Em || F-#- |

6 JHEwhetfr, Mgl (F—25) .

‘%% Active Directory IKEIFE /7> 25



7 6 CEFH T 228 g MRS R ) XS uHErh ks G dif P s ) , 1L Active
Directory, RJGHd (F—2) .

m5elect Drivers for Remote Loader Install o ] |

Novell.

MNavell, Identity Manager

Flease select the components to install (Unsupported for Selected Platform in gray):

AT

,E Remote Loader Service

~ldentity banager Drivers
¥ e ey
[] Awaya
[] melimited Tesxt
[] ebirectary
g2

L

| wm || sw || <Em || T8>

8 7t (Identity Manager FF %% ) XfufHEH Hufr (T o

mldentity Manager Upgrade Warning ! il

Identity Manager components require activation and must be
activated within 90 days of installation, othenwize they will time out.

Furzhazing a component authorizes you to request and receive
activation credentials which are required to activate the product.

9 7 (D2 FPTHYES) MMl (HE) .

mPasswurd Sync Upgrade ¥Warning ! il

The drivers for AD or NT suppart Pasawaerd Synchronization 2.0. Far

@ baclkwmard compatibility with Fasamord Synchronization 1.0, you
must add additional policies to the ald or new driver configurations.
Without these palicies, Pasaward Synchronization 1.0 will weade for
existing accounts, but not new and renamed accounts.
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10 BRI, RIGHRE (GEHD -

3.3 ZEETINE SN

AL I] 2% Identity Manager FIEF, JFil 22 G E. (FEAS) JREhRRFRCE . Zpaxst
XSG, wTLAME R iManager ¥ Active Directory FlHCE X5 A BIIKENFE 4L, Jf T LARCE
KT

R 2%E T Metadirectory 51380 Fbe B/, WY AT REC 2038 1o ff . Sl he
LA, AT T A ERAE:
1 %35 T iManager FIRS5 % LA 5)) Identity Manager %%
2 2 am)y xpilfE sy Ch ), SRIEEZVFRT ML
3 &AM (Identity Manager #EIR ) XFTFAEF HI(E E, REmd: (F—2) .
4 1F (UFEPREZ e ArT) MHRHES, BOMESEER  (Identity Manager J7 4EMZH 1) L
SMIFTAIEI, ARGl R —20) .

Identity Manager Install | =10 ]

Navell. Identity Manager Novell

HEETEHMEM

D Mowell ldentity Manager Metadirecton Sencer
,j Mowell ldentity Manager Connected Systemn
,E Identity Managerieb Components

[R-:F -

e

“ou can choosze to install driver configurations, iManager plug-ins,

EE
aswell as Application scripts and ofilities. li
-3

e || sw || <Em || Fos> |
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5 ¥ (Identity Manager BRANFE/FRCE D , ARG 5t (F—H) .
T E— i

Novell. Identity Manager Novell

HEETEHMEM

E Mowell ikdanager Plug-Ins for [dentity Manager

E Identity hdanager Driver Configurations

e o5
[sens |

[ mm || &mm || <Er || [F-#+ |

R LAFE 2:%¢ Novell iManager i {2 B SRS FE 7 e B S0P, AR ml DL 2 kX S 30 f
6 AFIEFEIEI, RIFHRE GER)

3.4 ‘#%% Active Directory &I T H

1 7L/ THLHE Active Directory [ T./E¥5 )5 3)) 1dentity Manager ‘%3¢
2 78 )y xhEES R CF—2) , REEZ VT
3 AWM (Identity Manager #EIR ) XFTFAEF H(E B, RGmdi (F—2) .
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1 FEm 2R M ntdsutil.

2 N\ LDAP Policies, %R)5+% Enter %

3 f# A Connections, #RJ51% Enter .,
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4 )\ Connect to domain domain_name, %XJ5 4% Enter 8.
5 B\ Connect to server server_name, %AJG1% Enter B,

6 A Quit, #AJ54% Enter .

7 HEN Show Values, #AJ54% Enter 8.

C:\>ntdsutil ntdsutil: LDAP Policies ldap policy: Connections server
connections: Connect to domain raptor Binding to \\raptorl.raptor.lab
Connected to \\raptorl.raptor.lab using credentials of locally

logged on user. server connections: Connect to server raptorl
Disconnecting from \\raptorl.raptor.lab... Binding to raptorl
Connected to raptorl using credentials of locally logged on user.
server connections: Quit ldap policy: Show Values

Policy Current (New) MaxPoolThreads

4 MaxDatagramRecwv 4096 MaxReceiveBuffer

10485760 InitRecvTimeout 120 MaxConnections

5000 MaxConnIdleTime 900 MaxPageSize

1000 MaxQueryDuration 120 MaxTempTableSize

10000 MaxResultSetSize 262144 MaxNotificationPerConn

5 MaxValRange 15001dap policy: set MaxQueryDuration

to 1200 ldap policy: set MaxResultSetSize to 6000000 ldap policy:
Commit Changes ldap policy: Quit ntdsutil: Quit Disconnecting from
raptorl...C:\>
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S OSC L e S d A EE AE T M ER . BRAE UL, A System i ' Fl Administrators 41 1)
B A REB B LB R 28 o AT B W [ 4& 2506 CN=Deleted Objects A4 A% (1 1F AT AR .

TR A Y R 7 B 45 FHAE System 1K /™ 8(3E Admin 1k 7 645 2] Active Directory, - H
EAT e mR I H S, AT e 2 06 Deleted Objects B I AT IR .

B RE TS EE Active Directory N REF 7720 (ADAM) fLH 1] dscals.exe. BEfRAS & M Windows
Server 2003 SCRF T H PR THIMN K L), ISR L RF TR, ADAM B H T H3Z
Windows XP Professional. Windows Server 2003 Standard Edition. Windows Server 2003
Enterprise Edition 1 Windows Server 2003 Datacenter Edition 1] 32 ¥

SESREUM ‘225 ADAM 3 T H, 53T FAIERE:

1 7& ADAM Jj4EM M 1T (http://www.microsoft.com/downloads/
details.aspx?Familyld=9688F8B9-1034-4EF6-A3E5-2A2A57B5C8E4&displaylang=en) _I-,
N ADAM FEEAL,

2 XGE NSO, RGPS SRR R4 B B 3.

3 il adamsetup.exe, Jri3)) Active Directory N FHFE 7 7 N E 1 T, RJEHd (F—
)

4 BEIFESZVIIS0, RiEsd (2

5 Hit$ ADAM EHHTH, Riafidi (F—2).

6 aAEILE, Mgt (F—2).

7 SERBEE A, B GER) .
%4 ADAM BB T 5, 1BH0h CN=Deleted Objects #4437 [ A ALFR -
1 ¢ H4E K Domain Admins 4% 52 B ik o8 5
2 s (OFERY > (FERE) > (ADAM) > (ADAM T H @G3R .
3 AR, WAL T4

dsacls "CN=Deleted Objects,DC=Contoso,DC=com" /takeownership

BAIE A E R HT Deleted Objects A4 H H) 531 44
A RN A H B 51 Deleted Objects #1%
VTN T

Owner: Contoso\Domain Admins Group: NT AUTHORITY\SYSTEM Access
list: {This object is protected from inheriting permissions from
the parent} Allow BUILTIN\Administrators SPECIAL ACCESS LIST
CONTENTS READ PROPERTY Allow NT AUTHORITY\SYSTEM SPECIAL ACCESS
DELETE READ PERMISSONS WRITE PERMISSTIONS CHANGE OWNERSHIP CREATE

k) CN=Deleted Objects ¥ % ()4 i AL R
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CHILD DELETE CHILD LIST CONTENTS WRITE SELF WRITE PROPERTY READ
PROPERTY The command completed successfully

4 TR T A FAVF TR LT F CN=Deleted Objects B IR %, il AN LU R4

dsacls "CN=Deleted Objects,DC=Contoso,DC=com" /g
CONTOSO\JaneDoe : LCRP

LRI, B2 )" CONTOSOVaneDoe #2 TXIRIEK (FIHIAZE) F1 (B8
PEY VFRTAUR o IR LSV AT AFR AL LA ' &5 Deleted Objects ML 2. {HiE, IXut
VFRTBBRAS SRR PR BB B0 GATAE A S 5 IR BV AR S5 30 T4% T 4
Administrators ZHFIERAVFRTALR . BRI OL R, H System K )7 UL X Deleted
Objects AL H1 AT 5L o

VTN

Owner: CONTOSO\Domain Admins Group: NT AUTHORITY\SYSTEM
Access list: {This object is protected from inheriting permissions
from the parent} Allow BUILTIN\Administrators SPECIAL ACCESS LIST
CONTENTS READ PROPERTY Allow NT AUTHORITY\SYSTEM SPECIAL ACCESS
DELETE READ PERMISSONS WRITE PERMISSIONS CHANGE OWNERSHIP CREATE
CHILD DELETE CHILD LIST CONTENTS WRITE SELEF WRITE PROPERTY READ
PROPERTY Allow CONTOSO\JaneDoe SPECIAL ACCESS LIST CONTENTS
READ PROPERTY The command completed successfully.

WAE, H ' CONTOSO\aneDoe A AL &F CONTOSO ki H i1 S B 5 % .

82 szjfifrig: Identity Manager Driver for Active Directory



	实施指南： Identity Manager Driver for Active Directory
	关于本指南
	1 概述
	1.1 主要术语
	1.1.1 Identity Manager
	1.1.2 已连接系统
	1.1.3 Identity Vault
	1.1.4 Metadirectory 引擎
	1.1.5 Active Directory 驱动程序
	1.1.6 驱动程序 Shim
	1.1.7 远程装载程序

	1.2 新增功能
	1.2.1 驱动程序功能
	1.2.2 Identity Manager 功能

	1.3 系统间的数据传送
	1.3.1 发布者通道和订购者通道

	1.4 默认的驱动程序配置
	1.4.1 用户对象名称映射
	1.4.2 数据流


	2 准备 Active Directory
	2.1 Active Directory 前提条件
	2.2 计划安装
	2.2.1 在哪个位置安装 Active Directory 驱动程序和 Shim

	2.3 解决安全问题
	2.3.1 鉴定方法 
	2.3.2 加密
	2.3.3 远程装载程序和 Identity Manager 之间的 SSL 连接

	2.4 创建管理帐户
	2.5 熟悉驱动程序功能
	2.5.1 多值特性
	2.5.2 使用自定义布尔特性管理帐户设置
	2.5.3 恢复 Active Directory 对象时保留 eDirectory 对象


	3 安装 Active Directory 驱动程序
	3.1 基本步骤
	3.2 安装 Active Directory 驱动程序 Shim
	3.2.1 在 Metadirectory 服务器上安装 Shim
	3.2.2 在远程装载程序上安装 Shim

	3.3 安装预配置导入文件
	3.4 安装 Active Directory 发现工具

	4 配置 Active Directory 驱动程序
	4.1 在 Designer 中导入驱动程序配置文件
	4.2 在 iManager 中导入驱动程序配置文件
	4.3 配置参数

	5 升级 Active Directory 驱动程序
	5.1 升级核对清单
	5.2 Login Disabled 值寻址
	5.3 从 DirXML 1.1a 升级驱动程序 Shim
	5.4 从 IDM 2.x 升级驱动程序 Shim
	5.5 应用 Exchange 邮箱的覆盖
	5.5.1 在 Designer 中应用覆盖
	5.5.2 在 iManager 中应用覆盖


	6 管理 Active Directory 驱动程序
	6.1 安全性参数
	6.1.1 建议的安全性配置

	6.2 管理组
	6.3 管理 Microsoft Exchange 邮箱
	6.4 激活驱动程序

	7 口令同步
	7.1 比较 Password Synchronization 1.0 与 Identity Manager 提供的口令同步
	7.2 将 Password Synchronization 1.0 升级为 Identity Manager 提供的口令同步
	7.2.1 通过添加策略创建 Password Synchronization 1.0 的向后兼 容性

	7.3 新的驱动程序配置和 Identity Manager 口令同步
	7.4 升级现有的驱动程序配置以支持 Identity Manager 口令同步
	7.5 设置口令同步过滤器
	7.5.1 从一台计算机为所有域控制器配置口令过滤器
	7.5.2 针对每个域控制器单独配置口令过滤器

	7.6 失败后重试同步
	7.6.1 添加或修改事件之后重试
	7.6.2 口令失效时间


	8 查错
	8.1 不能从发布者或订购者通道同步更改
	8.2 使用超出有效 NT 登录名范围的字符
	8.3 同步 c、co 和 countryCode 特性
	8.4 同步操作特性
	8.5 Windows 2003 上的口令复杂性
	8.6 错误讯息 LDAP_SERVER_DOWN
	8.7 口令同步的提示
	8.7.1 提供初始口令

	8.8 在哪里设置 SSL 参数
	8.9 在订购者通道上执行用户添加操作后禁用了 Active Directory 帐户
	8.9.1 在 Active Directory 用户和计算机中禁用了帐户

	8.10 将父邮箱移动到子域
	8.11 恢复 Active Directory
	8.12 将驱动程序移动到不同的域控制器
	8.13 从 Active Directory 迁移
	8.14 设置 LDAP 服务器搜索限制

	A 更改对 CN=Deleted Objects 树枝的 许可权限

