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This product may also include the following open source programs. 
 
 ANTLR. For more information, disclaimers and restrictions, see http://www.antlr.org. 

 Boost.  Copyright © 1999, Boost.org.  
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Preface 
This manual gives you a general understanding of this Connector and the differences between 
this connection method in Sentinel 6 and previous versions of Sentinel. It is intended mainly 
for the system administrators to configure the Connector, to establish connection between 
Collectors and Event Source. 

Additional Stopgap documentation available on Novell Web Portal are:  

 Sentinel 6.0 Syslog Connector Guide 
 Sentinel 6.0 Audit Connector Guide 
 Sentinel 6.0 DB Connector Guide 
 Sentinel 6.0 File Connector Guide 
 Sentinel 6.0 WMI Connector Guide 
 Using 5.x Collectors in Sentinel 6.0 

Feedback 
We want to hear your comments and suggestions about this manual and the other 
documentation included with this product. Please use the User Comments feature at the 
bottom of each page of the online documentation and enter your comments there. 

Additional Documentation 
The other manuals on this product are available at http://www.novell.com/documentation. 

For additional documentation to install and use Connectors and Collectors, see Sentinel User 
Guide. 

Documentation Conventions 
Notes and Cautions 

NOTE: Notes provide additional information that may be useful. 

 

WARNING:  
Warning provides additional information that may keep you away from performing 
tasks that may cause damage or loss of data. 

Commands 
Commands appear in courier font. For example: 

useradd –g dba –d /export/home/oracle –m –s /bin/csh 
oracle 

References 
 For more information, see “Section Name” (if in the same Chapter). 
 For more information, see Chapter number, “Chapter Name” (if in the same Guide). 
 For more information, see Section Name in Chapter Name, Guide Name (if in a different 

Guide). 
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Other References 
The following manuals are available with the Sentinel install CDs. 

 Sentinel Install Guide 
 Sentinel User Guide 
 Sentinel Collector Builder User Guide 
 Sentinel User Reference Guide 
 Sentinel 3rd Party Integration Guide 
 Release Notes 

Contacting Novell 
 Website: http://www.novell.com 
 Novell Technical Support: 

http://support.novell.com/phone.html?sourceidint=suplnav4_phonesup  
 Self Support: 

http://support.novell.com/support_options.html?sourceidint=suplnav_supportprog 
 Patch Download Site: http://download.novell.com/index.jsp 
 24x7 support: http://www.novell.com/company/contact.html 
 For Collectors/Connectors/Reports/Correlation/Hotfixes/TIDS: 

http://support.novell.com/products/sentinel  
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http://support.novell.com/phone.html?sourceidint=suplnav4_phonesup%20
http://support.novell.com/support_options.html?sourceidint=suplnav_supportprog
http://download.novell.com/index.jsp
http://www.novell.com/company/contact.html
http://support.novell.com/products/sentinel


Contents 

Introduction............................................................................................................................... 1 
Differences between Sentinel 5.x and Sentinel 6 ................................................................... 1 

Functionality ........................................................................................................................... 1 
Importing Connectors and Collectors ..................................................................................... 2 
Device Configuration.............................................................................................................. 2 
Collector Configuration and Operation ................................................................................... 2 

JDBC Collectors ................................................................................................................ 2 
ODBC Collectors ............................................................................................................... 2 
Offset File .......................................................................................................................... 3 

Special Considerations .......................................................................................................... 5 
A Revision History ...........................................................................................................A-1 

Revision 01.....................................................................................................................A-1 
 

 

 Contents      i 



Introduction 

Sentinel 6.0 provides a graphical Event Source Management framework which 
helps in deploying, managing, and troubleshooting Collectors within the Sentinel 
console. This framework replaces functionality previously in the Sentinel 
Collector Builder and provides new features. 

The addition of Event Source Management has led to some differences in how the 
Collectors are stored, managed and deployed within Sentinel. For more 
information, see Event Source Management in Sentinel User Guide.  

This document focuses on the Database (DB) Connector and the differences 
between using this connection method in Sentinel 6.0 and previous versions.  

This guide assumes that you are familiar with: 

 Importing Connectors into Sentinel 6.0 
 Importing Collectors into Sentinel 6.0 
 Configuring parameters in Sentinel 6.0 
 General differences between Collector Management in Sentinel 6.0 and 

previous versions.  
 Creating database connections 
 ODBC connections in Sentinel 5.x (For more information, see the 

documentation for any 5.x ODBC Collector.) 
 JDBC connections in Sentinel 5.x (For more information, see the 

documentation for any 5.x JDBC Collector.) 

These documents can be found at 
http://support.novell.com/products/sentinel/collectors.html. 

For more information, see “Using 5.x Collectors in Sentinel 6.0”. For more 
information on using Sentinel 6.0, see Event Source Management in Sentinel 
User Guide. 

You can use ODBC or JDBC Connectors. Novell recommends using JDBC 
Connectors. For more information, see “JDBC Collectors”. 

Differences between Sentinel 5.x and 
Sentinel 6  

Due to changes in functionality between Sentinel 5.x and Sentinel 6, the 
following are not valid for Sentinel 6 Collectors and Connectors. 

 Port configuration 
 Installing the DB Connector 
 Information about setting parameters (actual parameter names and values are 

still valid, but the method for setting them has changed) 

Functionality 
The general functionality of the ODBC and JDBC Collectors are similar to 
Sentinel 6.0 and previous versions. For more information about the functionality 
of 5.x Collectors, see 5.x documentation for that Collector. 
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The technical implementation of the Collectors has changed slightly with the 
release of Sentinel 6.0. In the past, database Collectors used name value pairs to 
represent the data collected through ODBC or JDBC. New Collectors built for 
Sentinel 6.0 uses a data map instead. ODBC does not support data maps, so all 
new Sentinel 6.0 Collectors will be built to use JDBC connections. 

Importing Connectors and Collectors 
You must import the appropriate Connector and Collector using Event Source 
Management. For more information on the import process, see Event Source 
Management in Sentinel User Guide. 

Device Configuration 
The configuration of devices (in this case, the database server) for Sentinel 6 is 
the same as configuration of devices in Sentinel 5.x. For more information, see 
“Using 5.x Collectors in Sentinel 6.0”. 

Collector Configuration and Operation 
JDBC Collectors 

For more information on Sentinel 5.x Collectors that used JDBC, see Sentinel 
User Guide. It explains how to import a Collector and Connector. For more 
information on configuring the JDBC Connector, see the procedures in the 
specific Database Connector documentation.  

For Collectors that are already deployed in your environment, see the parameters 
in the Sentinel 5.x Collector when configuring the parameters for the Sentinel 6.0 
Collector. 

For more information on how to use the existing offset file to prevent data 
overlap between the Sentinel 5.x system and the Sentinel 6 system, see “Offset 
File”. (If you wish to overlap data between the old system and the upgraded 
system, you must set the database offset deliberately to an older value, typically a 
lower row number, in order to manipulate the Collector into collecting older 
data.) 

ODBC Collectors 
Collectors with ODBC as their connection method use an ODBC data source 
directly; there is no real Connector. The DBConnector is not necessary for ODBC 
Collectors. 

To use a 5.x ODBC Collector with Sentinel 6: 

1. Place the ODBC Collector (from 4.x or 5.x) in a location that can be 
browsed from the Sentinel Control Center. 

2. Create the ODBC Data Source Name. For more information on creating 
ODBC Data Source, see Collector specific documentation.. 

3. Log into the Sentinel Control Center with administrative rights or as a 
user with permission to manage Collectors. 

4. Click Event Source Management > Live View. 
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5. Import the Collector. For more information on importing Collectors, see 
Event Source Management in Sentinel User Guide. 

6. Enter the following parameters for the Collector: 
 ODBC_DSN 
 ODBC_Password (not necessary if Windows Authentication is used) 
 ODBC_Username (not necessary if Windows Authentication is 

used) 
NOTE: If you are using Windows Authentication with ODBC, the 
Sentinel Service must be run as a domain user with permission to read 
from the source database. 

 
Complete the Collector configuration. Start the Collector. No Connector or 
Event Source creation is necessary for ODBC Collectors. 

For Collectors that are already deployed in your environment, you must see the 
parameters in the Sentinel 5.x Collector when configuring the parameters for the 
Sentinel 6.0 Collector. 

For more information on how to use the existing offset file to prevent data 
overlap between the Sentinel 5.x system and the Sentinel 6 system, see “Offset 
File”. (If you wish to overlap data between the old system and the upgraded 
system, you must set the database offset deliberately to an older value, typically a 
lower row number, in order to manipulate the Collector into collecting older 
data.) 

Offset File 
There are changes in how the offset file is configured. In Sentinel 5.x, an offset 
file is used to record a unique row identifier that indicates the ending point for the 
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last database query (and the starting point for the next database query). In 
Sentinel 6.0, the unique row identifier is stored in the database. 

However, it is still possible to use older Sentinel ODBC or JDBC Collectors with 
an offset file using the procedure mentioned below. This method is very similar 
with the Sentinel 5.x ODBC and JDBC Collectors.. Using the offset value in the 
existing offset file will ensure that the new Sentinel 6.0 system starts reading data 
where the Sentinel 5.x system left off. 

To use a 5.x database Collector with an existing offset file: 

1. Create a directory under %ESEC_HOME% (for Windows) or 
$ESEC_HOME (for UNIX). 

2. Copy the existing offset file into the new directory or create a new file 
with the same value as the value in the existing offset file. The file 
should have a unique name (such as collectorname_offset.log). 

3. Open the Sentinel Control Center and click Event Source Management > 
Live View. 

4. Right-click the Collector in the Event Source Management window and 
select Edit. 

5. Create a folder named offset under %ESEC_HOME%\data (for 
Windows) or $ESEC_HOME/data (for UNIX). 

6. On the Configure Collector Property tab, edit the Offset_File property 
with the directory name and file name for the offset file. (In Windows, 
you must use an escape character “/” before using the backslash “\”. For 
example, the value for Offset _File might be  

../\../\../\../\offset/\collectorname_offset.log 
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NOTE: If you have multiple database Collectors, each of them should 
have a corresponding offset file. Each offset file must have a different, 
unique name. 
 

Special Considerations 
JDBC connections are preferred to ODBC connections for several reasons: 

 The JDBC Connector supports raw data storage in the RxBuffer using a 
data map. The raw data is stored in the variable s_raw_message. This 
facilitates troubleshooting the Collector. 

 The JDBC Connector automatically reconnects to the database server if 
the connection is lost. There are a few reasons the connection might be 
lost – the database server might shut down, the network connection 
might be lost, or the Collector Manager machine or service might be 
restarted. An ODBC Collector would have to be manually restarted in 
these circumstances. 

 The JDBC Connector stores the database username and password in 
encrypted format. ODBC Collectors that use SQL Authentication (rather 
than Windows Authentication) require storing the account name and 
password in clear text, as shown in the previous graphic. ODBC 
Collectors using Windows Authentication require that the Sentinel 
Service be run as an account that has permission to read from the source 
database. 

 JDBC Collectors can run on Collector Managers on any supported 
platform. Whereas ODBC Collectors can only run on Windows-based 
Collector Managers. 

For these reasons, all new Sentinel 6.0 Collectors will be built using JDBC 
connections. 
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