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Preface

The Sentinel Technical documentation is general-purpose operation and reference guide. This
documentation is intended for Information Security Professionals. The text in this
documentation is designed to serve as a source of reference about Sentinel’s Enterprise
Security Management System. There is additional documentation available on the Novell web
portal.

Sentinel Technical documentation is broken down into five different volumes. They are:

Volume | — Sentinel™ 5 Install Guide

Volume Il — Sentinel™ 5 User’s Guide

Volume Il — Sentinel™ 5 Wizard User’s Guide
Volume IV - Sentinel™ 5 User’s Reference Guide
Volume V - Sentinel™ 3" Party Integration

Volume | — Sentinel Install Guide

This guide explains how to install:

= Sentinel Server = Wizard Collector Builder
= Sentinel Console = Wizard Collector Manager
= Sentinel Correlation Engine = Advisor

= Sentinel Crystal Reports

Volume Il — Sentinel User’s Guide

This guide discusses:

= Sentinel Console Operation = Event Configuration for Business
» Sentinel Features Relevance

= Sentinel Architecture = Mapping Service

= Sentinel Communication = Historical reporting

=  Shutdown/Startup of Sentinel =  Wizard Host Management

» Vulnerability assessment = Incidents

= Event monitoring = Cases

= Event filtering = User management

= Event correlation = Workflow

= Sentinel Data Manager

Volume Il — Wizard User’s Guide
This guide discusses:
= Wizard Collector Builder Operation =  Wizard Host Management

»  Wizard Collector Manager = Building and maintaining Collectors
= Collectors



Volume IV - Sentinel User’s Reference Guide

This guide discusses:

= Wizard scripting language = Sentinel correlation engine

»  Wizard parsing commands = User Permissions

»  Wizard administrator functions = Correlation command line options
» Wizard and Sentinel meta-tags = Sentinel database schema

Volume V - Sentinel 3" Party Integration Guide

* Remedy = HP Service Desk
= HP OpenView Operations
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Sentinel Introduction

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

Sentinel™ 5 is the leading security information management and compliance monitoring
solution that receives information collected from many sources throughout an enterprise,
standardizes it, prioritizes it and performs correlation all in real-time. Sentinel collects data
from many security products on the market and provides the flexibility to collect data from
new technologies and products as installations and business requirements evolve.

Many of the capabilities in Sentinel 5 are the result of architectural re-design of Sentinel 4.0
and driven by the needs of Novell’s customers. As security threats and regulatory pressure
increase, organizations are looking for one solution that will enable them to:

= Gain the visibility and insight required to manage a security environment more cost-
effectively.

= Continuously monitor compliance with internal policies and government regulations (e.g.
Sarbanes-Oxley, HIPAA, GLBA, FISMA, NISPOM, DCID 6/3 and DITSCAP).

= |dentify and resolve incidents faster and more cost-effectively through centralized,
automated collection and resolution of threat and policy data.

= Provide operational and executive metrics to continually assess security and compliance
posture and address both tactical and strategic goals.

= Reduce operational costs associated with security and compliance monitoring, incident
identification and remediation.
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An event is an action or occurrence reported to Sentinel. An event received from a security
device is called an external event and an event generated by Sentinel is called an internal
event. Events can be security-related, performance-related or information related. For
example, an external event could be an attack detected by an Intrusion Detection System
(IDS), a successful login reported by an operating system or a customer-defined situation
such as a user accessing a file. Internal events are generated by Sentinel to indicate a
noteworthy change to the state of the system such as a Collector being stopped or a
correlation rule being disabled.

Correlation is the process of analyzing security events to identify patterns within an event or a
stream of events. For example, a correlation rule can be created to detect when thirty or more
ICMP events occur within one minute time period. High volume traffic (flood) of ICMP
could result in a denial of service attack. Correlation can detect patterns in a stream of events
from a single device, a set of similar devices or an arbitrary collection of devices. This allows
the user to make a better determination of the risk and of the severity of the incident.

Sentinel also incorporates additional information into the feed, such as information about the
machines in the network and their known services and vulnerabilities. This information is
made available in real-time further refining the significance of the events being monitored.

Sentinel Control Center uses background processes to display real-time events and event
summaries (Active Views™), Incidents, historical reports (Analysis) and Advisor reports.

Events that are deemed of significant importance can be grouped together in an object called
an Incident. An incident can be created manually by the user or automatically by the
correlation engine. The incident can hold additional information such as information about
assets that are being attacked, the vulnerabilities of these assets, information about the attack
that is retrieved from the Sentinel Advisor component. In addition, other information can be
appended as attachments.
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This guide assumes that you are familiar with the basics of network security, database
administration, Windows and UNIX operating system environments.

This chapter describes Sentinel 5’s functional and logical architecture, followed by its key
product modules.

Functional Architecture

Sentinel 5 is composed of three component subsystems, which form the core of the functional
architecture:

= iSCALE Platform — an event-driven scalable framework
= Data Source Integration — an extensible Collector framework
= Application Integration — an extensible application framework

Sentinel treats both “services” and “applications” as abstract service endpoints that can
readily respond to asynchronous events. Services are “objects” that do not need to understand
protocols or how messages get routed to the peer services.

Sentinel Features

Sentinel is a feature-rich end-user application that allows one to monitor and manage a variety
of functions. Some of the main functions include:

=  Provides real time views of large streams of events

= Provides reporting capabilities based off real time and historical events

= Regulates users and what they are able to see and do by permission assignment

= Allows you to restrict which events users have access to

=  Allows you to organize events into incidents for efficient response management and
tracking

= Allows you to detect patterns in events and streams of events

Architecture Overview

The Sentinel system is responsible for receiving events from the Wizard Collector Manager.
The events are then displayed in real-time and logged into a database for historical analysis.

At a high level, the Sentinel system uses a relational database and is comprised of Sentinel
processes and a reporting engine. The system accepts events from the Collector manager as
its input. The Collector manager interfaces with third-party products and normalizes the data
from these products. The normalized data is then sent to the Sentinel processes and database.

Historical analysis and reporting can be done using Sentinel's integrated reporting engine. The
reporting engine extracts data from the database and integrates the report displays into the
Sentinel Control Center using HTML documents over an HTTP connection.
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Sentinel Features are:

= Real-time processing of events that are received from the Wizard Collector Manager
= Anintuitive and flexible rule-based language for correlation

= Rules compiled for high performance

= Scalable, multi-threaded, distributable and extensible architecture

Sentinel processes communicate with each other through a message-oriented middleware
(MOM).

ISCALE Platform

Sentinel’s iISCALE™ architecture is built using a standards-based, Service-Oriented
architecture (SOA) that combines the advantages of in-memory processing and distributed
computing. At the heart of iISCALE is a specialized message bus capable of handling high
data volumes. Built from the ground up using a best of breed, standards-based approach,
iISCALE can scale cost-effectively.

Message Bus

1-4

The iISCALE Message Bus allows for independent scaling of individual components while
also allowing for standards-based integration with external applications. The key to scalability
is that unlike other distributed software, no two peer components communicate with each
other directly. All components communicate via the message bus, which is capable of moving
thousands of message packets per second.

Leveraging the message bus’ unique features, the high-throughput communication channel
can maximize and sustain a high data throughput rate across the independent components of
the system. Events are compressed and encrypted on the wire for secure and efficient delivery
from the edge of the network or collection points to the hub of the system, where real-time
analytics are performed.

The iISCALE message bus employs a variety of queuing services that improve the reliability
of the communication beyond the security and performance aspects of the platform. Using a
variety of transient and durable queues, the system offers unparalleled reliability and fault
tolerance. For instance, important messages in transit are saved (by being queued) in case of a
failure in the communication path. The queued message is delivered to the destination after
the system recovers from failure state.
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The iISCALE platform employs a data-driven or event-driven model that allows independent
scaling of components for the entire system based on the workload. This provides a flexible
deployment model since each customer’s environment varies: one site may have a large
number of devices with low event volumes; another site may have fewer devices with very
high event volumes. The event densities (i.e., the event aggregation and event multiplexing
pattern on the wire from the collection points) are different in these cases and the message bus
allows for consistent scaling of disparate workloads.

iISCALE takes advantage of an independent, multi-channel environment, which virtually
eliminates contention and promotes parallel processing of events. These channels and sub-
channels work not only for event data transport but also offer fine-grain process control for
scaling and load balancing the system under varying load conditions. Using independent
service channels such as control channels and status channels, in addition to the main event
channel, allows sophisticated and cost-effective scaling of event-driven architecture.

Sentinel Event

Sentinel receives information from devices, normalizes this information into a structure called
a Sentinel Event, or Event for short and sends the event for processing. Events are processed
by the real time display, correlation engine and the backend server.
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An event comprises of more than 200 tags. Tags are of different types and of different
purposes. There are some predefined tags such as severity, criticality, destination IP and
destination port. There are two sets of configurable tags: Reserved Tags are for Novell
internal use to allow future expansion and Customer Tags are for customer extensions.

Tags can be repurposed by renaming them. The source for a tag can either be external, which
means that it is set explicitly by the device or the corresponding Collector or referential. The
value of a referential tag is computed as a function of one or more other tags using the
mapping service. For example, a tag can be defined to be the building code for the building
containing the asset mentioned as the destination IP of an event. For example, a tag can be
computed by the mapping service using a customer defined map using the destination IP from
the event.

Mapping Service

Map Service allows a sophisticated mechanism to propagate business relevance data
throughout the system. This facility aids scalability and provides an extensibility advantage
by enabling intelligent data transfer between different nodes of the distributed system.

Map Service is a data propagation facility that gives the ability to cross-reference
Vulnerability Scanner data with Intrusion Detection System signatures and more (e.g. asset
data, business-relevant data). This allows immediate notification when an attack is attempting
to exploit a vulnerable system. Three separate components provide this functionality:

= collection of real time events from an intrusion detection source;

= comparing those signatures to the latest vulnerability scans; and

= cross referencing an attack feed via Sentinel Advisor (an optional product module, which
cross-references between real-time IDS attack signatures and the user’s vulnerability
scanner data).

Map Service dynamically propagates information throughput the system without impacting
system load on the system. When important data sets (i.e., “maps” such as asset information
or patch update information) are updated in the system, the Map Service propagates the
updates across the system, which can often get to be hundreds of megabytes in size.

iISCALE’s Map Service algorithms handle large referential data sets across a production
system processing large real-time data volumes. These algorithms are “update-aware” and
selectively push only the changes or “delta data sets” from the repository to the edge or
system perimeter.

Streaming Maps

Map Service employs a dynamic update model and streams the maps from one point to
another, avoiding the build up of large static maps in dynamic memory. The value of this
streaming capability is particularly relevant in a mission-critical real-time system such as
Sentinel where there needs to be a steady, predictive and agile movement of data independent
of any transient load on the system.

Exploit Detection (Mapping Service)
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Sentinel provides the ability to cross-reference event data signatures with Vulnerability
Scanner data. Users are notified automatically and immediately when an attack is attempting
to exploit a vulnerable system. This is accomplished through:

= Advisor Feed
= Intrusion detection
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= Vulnerability scanning
= Firewalls

Advisor provides a cross-reference between event data signatures and vulnerability scanner
data. Advisor feed has an alert and attack feed. The alert feed contains information about
vulnerabilities and threats. The attack feed is a normalization of event signatures and
vulnerability plug-ins. For information about Advisor installation, see the Sentinel

Installation Guide.
The supported systems are:

Intrusion Detections Systems

= Cisco Secure IDS

= Enterasys Dragon Host Sensor

= Enterasys Dragon Network Sensor

= Intrusion.com (SecureNet_Provider)
= |SS BlackICE

= |ISS RealSecure Desktop

= ISS RealSecure Network

= ISS RealSecure Server

= |SS RealSecure Guard

= Snort

= Symantec Network Security 4.0 (ManHunt)
= Symantec Intruder Alert

= McAfee IntruShield

Vulnerability Scanners
= eEYE Retina

= Foundstone Foundscan
= |SS Database Scanner
= |SS Internet Scanner
= |SS System Scanner

= |SS Wireless Scanner
= Nessus

= nCircle IP360

= Qualys QualysGuard
Firewalls

= Cisco I0S Firewall

You will require at least one vulnerability scanner and either an IDS or firewall from each
category above. The IDS and Firewall DeviceName (rv31) has to appear in the event as hi-
lighted in gray above. Also, the IDS and Firewall must properly populate the
DeviceAttackName (rtl) field (such as, WEB-PHP Mambo uploadimage.php access).

The Advisor feed is sent to the database and then to the Exploit Detection Service. The
Exploit Detection Service will generate one or two files depending upon what kind of data

has been updated.

Advisor and Vulnerability
Scan information
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The Exploit Detection Map Files are used by the Mapping Service to map attacks to exploits
of vulnerabilities.

Vulnerability Scanners scan for system (asset) vulnerable areas. IDS' detect attacks (if any)
against these vulnerable areas. Firewalls detect if any traffic is against any of these vulnerable
area. If an attack is associated with any vulnerability, the asset has been exploited.

The Exploit Detection Service generates two files located in:
$ESEC_HOME/sentinel/bin/map_data

The two files are attackNormalization.csv and exploitDetection.csv.
The attackNormalization.csv is generated after

= Advisor feed
= DAS Startup (if enabled in das_query.xml, disabled by default)

The exploitDetection.csv is generated after one of the following:

= Advisor feed
= Vulnerability scan
= Sentinel Server Startup (if enabled in das_query.xml, disabled by default)

By default, there are two configured event columns used for exploit detection and they are
referenced from a map (all mapped tags will have the scroll icon).

= Vulnerability
= Attackld

Severity I wilherabilty of | aftackid o I

@

2y o

When the vulnerability field (vul) equals 1, the asset or destination device is exploited. If the
vulnerability field equals 0, the asset or destination device is not exploited.

Sentinel comes pre-configured with the following map names associated with
attackNormalization.csv and exploitDetection.csv.

Map Name csv File Name
_=_AttackSignatureNormalization | = attackNormalization.csv. |
= |IsExploitWatchlist = exploitDetection.csv

There are two types of data sources:

= External - retrieves information from the Collector
= Referenced from Map - retrieves information from a map file to populate the tag.

The Attackld tag has the Device (type of the security device, e.g. - Snort) and
AttackSignature columns set as Keys and uses the NormalizedAttackID column in the
attackNormalization.csv file. In a row where the DeviceName event tag (an IDS device such
as Snort, information filled in by Advisor and Vulnerability information from the Sentinel
Database) is the same as Device and where the DeviceAttackName event tag (attack
information filled in by Advisor information in the Sentinel Database via the Exploit
Detection Service) is the same as AttackSignature, the value for Attackld is where that row
intersects with the NormalizedAttackID column.
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Data Source Integration

Using adaptable and flexible technology is central to Sentinel’s data source integration
strategy, which is achieved via interpretive Collectors (also referred to as Collectors) that
parse and normalize the events in the data stream.

These Collectors can be modified as needed and are not tied to a specific environment. The
creation, modification, deployment and maintenance of Collectors are simple and can be done
by users directly. An integrated development environment allows for interactive creation of
Collectors using a “drag and drop” paradigm from a graphical user interface. Non-
programmers can create Collectors, ensuring both current and future requirements are met in
an ever-changing IT environment. The command and control operation of Collectors (e.g.
start, stop) is performed centrally from the Sentinel Control Center.1

Application Integration

Time
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External application integration via standard APIs is central to Sentinel. For example, a bi-
directional API for trouble ticketing systems including Remedy® and HP OpenView’s
ServiceDesk® allows straightforward integration with external systems.

The API is Web Services-based and therefore allows any external systems that are SOAP-
aware to take advantage of pervasive integration with the Sentinel system.

The time of an event is very critical to its processing. It is important for reporting and auditing
purposes as well as for real time processing. The correlation engine processes time ordered
streams of events and detects patterns within events as well as temporal patterns in the stream.
However, the device generating the event may not know the real time when the event is
generated. In order to accommodate this Sentinel allows two options in processing alerts from
security devices: trust the time the device reports and use that as the time of the event, or, do
not trust the device time and instead stamp the event at the time it is first processed by
Sentinel (by the Collector).

Sentinel is a distributed system and comprises several processes that can be in different parts
of the network. In addition, there can be some delay introduced by the device. In order to
accommodate this, the Sentinel processes reorder the events into a time ordered stream before
processing.

The following illustration explains the concept of Sentinel Time.
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1. By default, Event Time is set to Wizard time. Ideal time would be device time.
Therefore it would be best to set Event Time to Device Time if Device Time is
available, accurate and properly parsed by the Collector.

2. A configurable time buffer that reorders events and updates real time displays.
Default time is 30 seconds before and after server time.

3. Correlation Re-order buffer, if event time is more than 30 seconds older than Server
time, correlation engine will not process the events.

4. If event time is older than 5 minutes from Wizard Time (correct time), events will be
directly routed to the database.

Internal or System Events

Internal or System Events is a means to report on the status and status change of the system.
There are two types of events generated by the internal system, they are:

= Internal events
= Performance events

Internal events are informational and describe a single state or change of state in the system.
They report when a user logs in or fails to authenticate, when a process is started or a
correlation rule is activated. Performance events are generated on a periodic basis and
describe average resources used by different parts of the system.

All system events populate the following attributes

= ST (Sensor Type) field: for internal events it is set to ‘I’ and for performance events it is
setto ‘P’
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= Event ID: a unique UUID for the event

= Event Time: the time the event was generated

= Source: the UUID of the process that generated the event

= Sensor Name: the name of the process that generated the event (for example,
DAS_Binary)

= RV32 (Device Category): set to ‘ESEC’

= Collector: ‘Performance’ for performance events and ‘Internal’ for internal events

In addition to the common attributes, every system event also sets the resource, subresource,
the severity, the event name and the message tags. For internal events, the event name
specific enough to identify the exact meaning of the event (for example,
UserAuthenticationFailed). The message tags adds some specific detail; in the above example
the message tag will contain the name of the user, the OS name if available and the machine
name). For performance events the event name is generic describing the type of statistical
data and the data itself is in the message tag.

Performance events are sent directly to the database. To view them, do a quick query.

See appendix A - System Events.

Processes
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The following processes and Windows service communicate with each other through
iISCALE--the message-oriented middleware (MOM).

= Watchdog
=  Event Statistics

= Data Synchronizer (Data Controller)

= Correlation Engine

= RuleLg Checker (Correlation Rule Checker)

= Data Access Service (DAS) - binary, query and Active Views™

*  Query Manager
= Sentinel Service (MSSQL only) — see Watchdog

The following is the architecture for Sentinel Server.
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Watchdog Process

Watchdog is a Sentinel Process that manages other Sentinel Processes. If a process other than
Watchdog stops, Watchdog will report this and will then restart that process.

For Windows, watchdog is a service and is called Sentinel. If this service is stopped, it will
stop all Sentinel processes on that machine.

Event Statistics

The Event Statistics engine is a component of the das_binary process. It manages the data
used by the Active Views charts and event tables in the Sentinel Control Center.

The engine maintains a set of events and statistical data for each filter and event attribute
combination specified in the Active Views wizard. The first time a user creates an Active
View with a given filter and event attribute, a new data set is created. This data set contains
the counts of that attribute across fixed intervals, as well as the most recent events for each of
those intervals. Each data set is configured to hold the most recent 24 hours of data.

Intervals are sent to the Sentinel Control Center after a brief delay, to stabilize the data that
might have arrived late due to network delays and time skew.
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Active Views are automatically shared by multiple users if the desired event attribute and
filter are the same. When an Active View is no longer in use by any user, it will be discarded
after an hour period. However, if an Active View is saved in user preferences, it will continue
to collect data for up to 100 hours.

Data Synchronizer Process (Data Controller)

The Data Synchronizer (data_synchronizer) process manages the modification of
configuration data by multiple users. When a user requests to modify data through the
Sentinel Control Center, the data record is locked by the data_synchronizer. The details of
who locked the data are published to the other active Sentinel Control Centers and no other
users may modify that data. If a Sentinel Control Center is closed before it unlocks any data
that it has locked, the locks will timeout.

Correlation Engine Process (correlation_engine)

The Correlation Engine (correlation_engine) process receives events from the Wizard
Collector Manager and publishes correlated events based on user-defined correlation rules.

RuleLg Checker Process (rulelg_checker)

The RuleLg Checker (rulelg_checker) process validates the syntax of filter and correlation
rule expressions. The Sentinel Control Center uses these results to determine if a filter or a
correlation rule can be saved.

Data Access Service Process (DAS)

The Data Access Service (DAS) process is Sentinel Server's persistence service and provides
an interface to the database. It provides data driven access to the database backend.

DAS is a container, composed of five different processes. Each process is responsible for
different types of database operations. These processes are controlled by the following
configuration files:

= das_binary.xml: used for event and correlated event insertion operations

= das_query.xml: all other database operations

= activity_container.xml: used for executing and configuring activity service

= workflow_container.xml: used for configuring the workflow (iTRAC) service

= das_rt.xml: used for configuring the Active Views function within the Sentinel Control
Console

DAS receives requests from the different Sentinel processes, converts them to a query against
the database, processes the result from the database and converts it that back to a reply. It
supports requests to retrieve events for Quick Query and Event Drill Down, to retrieve
vulnerability information and advisor information and to manipulate configuration
information. DAS also handles logging of all events being received from the Wizard
Collector Manager and requests to retrieve and store configuration information.

Query Manager Process (query_manager)
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The query manager (query_manager) process receives quick query and drill down requests
from Sentinel Control Center and forwards them to the database through DAS. The requests
from Sentinel Control Center define the events needed from a filter. If a filter is used, the
Query Manager retrieves the filter definition and converts the filter to an xml criterion. Query
Manager then sends the request to DAS. Not all filters can be completely converted to queries
that can be processed by the database. If the filter is fully converted, the Query Manager
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instructs DAS to send the reply directly to the Sentinel Control Center. If the filter contains
regular expressions that cannot be converted to SQL the query manager converts what it can
and generates a conservative criterion that returns a superset of the required events. In that
case, Query Manager instructs DAS to return the result to the Query Manager. When the
reply comes back to the Query Manager it filters it in memory and sends those events that
pass the filter to the Sentinel Control Center.

Logical Architecture

Sentinel 5 is composed of three logical layers:

= collection and enrichment layer
= business logic layer
» presentation layer.

The collection/enrichment layer aggregates the events from external data sources, transforms
the device-specific formats into Sentinel format, enriches the native events source with
business-relevant data and dispatches the event packets to the message bus. The key
component orchestrating this function is the Collector, aided by a taxonomy mapping and
global filter service.

The business logic layer contains a set of distributable components. The base component is a
Remoting service that adds messaging capabilities to the data objects and services to enable
transparent data access across the entire network and Data Access service that is an object
management service to allow users to define objects using metadata. Additional services
include Correlation, Query Manager, Workflow, Event Visualization, Incident Response,
Health, Advisor, Reporting and Administration.
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The presentation layer renders the application interface to the end user. A comprehensive
dashboard called the Sentinel Control Center offers an integrated user workbench consisting
of an array of seven different applications accessible via a single common framework. This
cross-platform framework is built on Java™ 1.4 standards and provides a unified view into
independent business logic components — real-time interactive graphs, actionable incident
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response, automated enforceable incident workflow, reporting, incident remediation against
known exploits and more.

Each of the layers are illustrated in the figure above and subsequently discussed in detail in
the following sections.

Collection and Enrichment Layer

Events are aggregated using a set of flexible and configurable Collectors, which collect data
from a myriad of sensors and other devices and sources. User can use pre-built Collectors,
modify existing Collectors or build their own Collectors to ensure the system meets all
requirements.

Data aggregated by the Collectors in the form of events is subsequently normalized and
transformed into XML format, enriched with a series of metadata (i.e., data about data) using
a set of business relevance services and propagated to the server-side for further
computational analysis using message bus platform. The Collection and Enrichment layer
consists of the following components:

= Connectors and Collector
= Collector Manager and Engine
= Collector Builder

Connectors and Collectors

A Connector is a concentrator or multiplexed adapter that connects the Collector Engine to
the actual monitored devices.

Collectors are the component-level aggregator of event data from a specific source. Sentinel 5
primarily supports remote “Collector-less” connections to sources; however, Collectors can
be deployed on specific devices where a remote approach is less efficient.

Collectors are controlled from the Sentinel Control Center, which orchestrates the
communication between the Collectors and the Sentinel platform for real time analysis,
correlation computation and incident response.

Collector Manager and Engine

Collector Manager manages the Collectors, monitors system status messages and performs
event filtering as needed. Main functions of the Collector Manager include transforming
events, adding business relevance to events via taxonomy, performing global filtering on
events, routing events and sending health messages to the Sentinel server.

A Collector Engine is the interpreter component that parses the Collector code.

Collector Builder

Collector Builder is a standalone application that is used to build, configure and debug
Collectors. This application serves as an integrated development environment (or IDE) that
allows the user to create new Collectors to parse data from source devices using a special-
purpose interpretive language designed to handle the nature of network and security events.

Common Services
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All of the above-described components in this Collection and Enrichment layer are driven by
a set of common services. These utility services form the fabric of the data collection and data
enrichment and assist in filtering the noise from the information (via global filters), applying
user-defined tags to enrich the events information (via business relevance and taxonomy
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mapping services) and governing the data Collectors’ functions (via command and control
services).

Taxonomy - Nearly all security products produce events in different formats and with
varying content. For example, Windows and Solaris report a failed login differently.

Sentinel’s taxonomy automatically translates heterogeneous product data into meaningful
terms, which allows for a real-time homogeneous view of the entire network security.
Sentinel Taxonomy formats and filters raw security events before adding event context to the
data stream. This process formats all the security data in the most optimal structure for
processing by the Sentinel Correlation engine, as you can see in the following diagram.
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Business Relevance - Sentinel 5 injects business-relevant contextual data directly into the
event stream. It includes up to 135 customizable fields where users can add in asset specific
information such as business unit, owner, asset value, geography. Once this information is
added into the system, all other components can take advantage of the additional context.
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Exploit Detection - Exploit Detection enables immediate, actionable notification of attacks
on vulnerable systems. It provides a real-time link between IDS signatures and vulnerability
scan results, notifying users automatically and immediately when an attack attempt to exploit
a vulnerable system. This dramatically improves the efficiency and effectiveness of incident
response.

Exploit Detection provides users with updates of mappings between IDS and vulnerability
scanner product signatures. The mappings include a comprehensive list of IDS and
vulnerability scanners, Users simply upload vulnerability scan results into Sentinel. Exploit
Detection automatically parses them and updates the appropriate IDS Collectors. It uses the
embedded knowledge of vulnerability status to efficiently and effectively prioritize responses
to security threats in real time.
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When an attack is launched against a vulnerable asset, Exploit Detection alerts users with the
corresponding severity level of the exploited vulnerability. Users can then take immediate

action on high-priority events. This takes the guesswork out of alert monitoring and increases
incident response efficiency by focusing reaction on known attacks against vulnerable assets.

Exploit Detection also enables users to map or “un-map” signatures and vulnerabilities to
tune out false positives and negatives and to leverage custom signatures or vulnerability
scans.

Business Logic Layer

The kernel of the Sentinel 5 platform consists of a set of loosely-coupled services that can run
in a standalone configuration or in a distributed topology. This service-oriented architecture
(SOA) is called iISCALE. Specifically, Sentinel’s SOA comprises a set of engines, services
and APIs working together for linear scaling of the solution against increasing data load
and/or processing workload.

Sentinel services run in specialized containers and allow unparalleled processing and scaling
because they are optimized for message-based transport and computation. The key services
that make up the Sentinel Server include:

* Remoting Service » Incident Response
= Data Access Service = Reporting

= Query Manager Service = Advisor

= Correlation Service » Health

= Workflow Service = Administration

=  Event Visualization

Remoting Service

Sentinel 5’s Remoting Service provides the mechanism by which the server and client
programs communicate. This mechanism is typically referred to as distributed object
application.

Specifically, the Remoting Service provides:

= Locate remote objects: This is achieved through metadata that describes the object name
or registration token, although the actual location is not required, since the iISCALE
message bus allows for location transparency.

= Communicate with remote objects: Details of communication between remote objects are
handled by the iISCALE message bus.

= Obiject streaming and chunking: When large amounts of data need to pass back and forth
from the client to the server, these objects are optimized to load the data on demand.

= Callbacks: Another pattern and layer of abstraction built into the Remoting Service that
allows for PTP remote object communication.

=  Service monitoring and statistics: This provides performance and load statistics for usage
of these remote services.

Data Access Service

1-18

Data Access Service (DAS) is an object management service, which allows users to define
objects using metadata. DAS manages the object and access to objects and automates
transmission and persistence. DAS also serves as a facade for accessing data from any
persistent data store such as databases, directory services or files. The operations of DAS
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include uniform data access via JDBC and optionally high-performance event insert strategies
using native connectors (i.e., OCI for Oracle 9i and ADO for Microsoft SQL Server).

Query Manager Service

The Query Manager Service orchestrates drill-down and event history requests from the
Sentinel Control Center. This service is an integral component for implementing the paging
algorithm used in the Event History browsing capability. It converts user-defined filters into
valid criteria and appends security criteria to it before events are retrieved. This service also
ensures that the criteria do not change during a paged event history transaction.

Correlation Service

Sentinel 5’s correlation algorithm computes correlated events by analyzing the data stream in
real time. It publishes the correlated events based on user-defined rules before the events
reach the database. Rules in the correlation engine can detect a pattern in a single event of a
running window of events. When a match is detected, the correlation engine generates a
correlated event describing the found pattern and may create an incident or trigger a
remediation workflow via iTRAC. The correlation engine works with a rules checker
component which computes the correlation rule expressions and validates syntax of filters. In
addition to providing a comprehensive set of correlation rules, Sentinel’s correlation engine
provides specific advantages over database-centric correlation engines.

= By relying on in-memory processing rather than database inserts and reads, the
correlation engine performs during high steady-state volumes as well as during event
spikes when under attack, the time when correlation performance is most critical.

=  Correlation volume does not slow down other system components, so the user interface
remains responsive, especially with high event volumes.

= Distributed correlation — Organizations can deploy multiple correlation engines, each on
its own server, without the need to replicate configurations or add databases. Independent
scaling of components provides cost-effective scalability and performance.

= The correlation engine can add events to incidents after an incident has been determined.

Users are encouraged to measure a metric called Event Rules per Second (ERPS). ERPS is
the measure of the number of events that can be examined by a correlation rule per second.
This measure is a good performance indicator as it estimates the impact on performance when
two factors intersect: events per second and number of rules in use.

Workflow Service (iTRAC)

The Workflow Service receives triggers on incident creation and initiates workflow processes
based on pre-defined workflow templates. It manages the lifecycle of these processes by
generating work items or executing activities. This service also maintains a history of
completed processes that may be used for auditing incident responses.

Event Visualization

Active Views™, the interactive graphical user interface for event visualization, provides one
integrated, security management dashboard with a comprehensive set of real-time
visualization and analytical tools to facilitate threat detection and analysis. Users can monitor
events in real time and perform instant drill-downs from seconds to hours in the past. A wide
array of visualization charts and aids allow monitoring of information via 3D bar, 2D stacked,
line and ribbon chart representation and others. Additional valuable information can be
viewed from the Active Views dashboard, including notification of asset exploits (exploit
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detection), viewing asset information and graphical associations between pertinent source IPs
and destination IPs.

Because Active Views uses the iISCALE architecture, analysts can quickly drill down for
further analysis because Active Views provides direct access to the real-time memory-
resident event data, which easily handles thousands of events per second without any
performance degradation. Data is kept in memory and written to the database as needed
(Active Views can store up to 8 hours of data in memory with typical event loads). This
uninterrupted, performance-oriented real-time view is essential when under attack or in

steady-state.
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Incident Response Through iTRAC
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iTRAC transforms traditional security information management from a passive “alerting and
viewing” role to an “actionable incident response” role by enabling organizations to define
and document incident resolution processes and then guide, enforce and track resolution
processes once an incident or violation has been detected.

Sentinel 5 comes with “out-of-the-box™ process templates that use the SANS Institute’s
guidelines for incident handling. Users can start with these pre-defined processes and
configure specific activities to reflect their organization’s best practices. iTRAC processes
can be automatically triggered from incident creation or correlation rules or manually
engaged by an authorized security or audit professional. iTRAC keeps an audit trail of all
actions to support compliance reporting and historical analysis.
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A worklist provides the user with all tasks that have been assigned to the user and a process
monitor provides real-time visibility into process status during a resolution process lifecycle.

iTRAC’s activity framework enables users to customize automated or manual tasks for
specific incident-resolution processes. The iTRAC process templates can be configured using
the activity framework to match the template with an organization’s best practices. Activities
are executed directly from the Sentinel Control Center.

iTRAC’s automation framework works using two key components — the activity container
and the workflow container. The former automates the activities execution for the specified
set of steps based on input rules and the latter automates the workflow execution based on
activities via a work-list. The input rules are based on the XPDL (XML Processing
Description Language) standard and provide a formal model for expressing executable
processes in a business enterprise. This standards-based approach to the implementation of
business-specific rules and rule sets ensures future-proofing of process definitions for
customers.

Reporting Service

The Reporting service allows for reporting, including historical and vulnerability reports.
Sentinel 5 comes with out-of-the-box reports and enables users to configure their own reports
using Crystal Reports. Some examples of reports included with Sentinel 5 are:

= Trend analysis

= Security status of lines of business or critical assets
= Attack types

=  Targeted assets

= Response times and resolution

= Policy compliance violations

Sentinel Introduction 1-21



Advisor

Sentinel Advisor, an optional module, cross-references Sentinel’s real-time alert data with
known vulnerabilities and remediation information, bridging the gap between incident
detection and response. With Advisor, organizations can determine if events exploit specific
vulnerabilities and how these attacks impact their assets. Advisor also contains detailed
information on the vulnerabilities that attacks intend to exploit, the potential effects of the
attacks if successful and necessary steps for remediation. Recommended remediation steps
are enforced and tracked using iTRAC incident response processes.

Health

The Health service enables users to get a comprehensive view of the distributed Sentinel 5
platform. It aggregates health information from various processes that are typically distributed
on various servers. The health information is periodically displayed on the Sentinel Control
Center for the end user.

Administration

The Administration facility allows for user management and settings setup facilities typically
needed by application administrators of Sentinel 5.

Common Services

All of the above described components in this business logic layer of the architecture are
driven by a set of common services. These utility services assist in fine-grain filtering (via
Filter Engine) of events to users, continuous monitoring of system health statistics (via Health
Monitor) and dynamic updates of system wide data (via Map Service). Together, these utility
services form the fabric of the loosely-coupled services that allow for unparalleled processing
and scaling over the message bus-based transport for real-time analytics and computation.

Presentation Layer

The presentation layer renders the application interface to the end user. The Sentinel
Command Center is a comprehensive dashboard that presents information to the user.

Product Modules

Sentinel Control Center

The Sentinel Control Center provides an integrated, powerful security management
dashboard. Intuitive displays enable analysts to quickly identify new trends or attacks,
manipulate and interact with real-time graphical information and respond to incidents. Key
features include:

= Active Views — Real-time analytics and visualization

= Incidents — Incident creation and management

= Analysis — Correlation rules definition and management

» iTRAC - Process management for documenting, enforcing and tracking incident
resolution processes.

= Reporting — Historical reports and metrics
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Sentinel Wizard

Sentinel Wizard collects data from source devices and delivers a richer event stream by
injecting taxonomy, exploit detection and business relevance into the data stream before
events are correlated and analyzed and sent to the database. A richer event stream means that
data is correlated with the required business context to identify and remediate internal or
external threats and policy violations. In any configuration, there may be one or more
Wizards deployed, providing customers with the ability to deploy product components into
their infrastructure based on their network topology.

Sentinel Advisor

Sentinel Advisor, an optional module, cross-references Sentinel’s real-time alert data with
known vulnerabilities and remediation information.

Contents

This guide contains the following:

Chapter 1 — Sentinel Introduction
Chapter 2 — Navigating Sentinel Control Center
Chapter 3 — Active Views™ Tab
Chapter 4 — Incidents Tab

Chapter 5 - iTRAC™ Tab

Chapter 6 — Analysis Tab

Chapter 7 — Advisor Tab

Chapter 8 — Collectors Tab

Chapter 9 — Admin Tab

Chapter 10 — Sentinel Data Manager
Chapter 11 — Utilities

Chapter 12 — Quick Start

Appendix A — System Events

Conventions Used

Notes and Cautions

NOTE: Notes provide additional information that may be useful.

CAUTION: Cautions provide additional information that may keep you from
performing damage or loss of data to your system.

Commands

Commands appear in courier font. For example:

useradd —g dba —-d /export/home/oracle —m —s /bin/csh
oracle

Other Novell References

The following manuals are available with the Sentinel install CDs.
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Sentinel™ 5 Install Guide

Sentinel™ User's Guide

Sentinel™ 5 Wizard User’s Guide
Sentinel™ 5 User Reference Guide
Sentinel™ 5 3" Party Integration Guide
Release Notes

Contacting Novell

= Website: http://www.novell.com

= Novell Technical Support: http://support.novell.com/filefinder/20653/index.html

= [nternational Novell Technical Support:
http://support.novell.com/phone.html?sourceidint=suplnav4 phonesup

= Self Support:
http://support.novell.com/support_options.html?sourceidint=suplnav_supportprog

= For 24x7 support, 800-858-4000
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Navigating Sentinel Control Center

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

The Sentinel Control Center is made up of:

=  Menu bar
=  Toolbar
= Tabs

In addition, the following is discussed in this chapter:

= Starting the Sentinel Control Center

= Changing the Sentinel Control Center’s Look
= Saving User Preferences

=  Changing Sentinel Password
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Starting the Sentinel Control Center

Starting the Sentinel Control Center in Windows

Starting the Sentinel Control Center in Windows

1. Click Start > Sentinel > Sentinel Control Center or click the Sentinel Control Center
on the desktop.

2. Enter your username, password and click OK.

NOTE: If using Windows Authentication, enter DomainName\Username instead of
just your username.

Starting the Sentinel Control Center in UNIX

Starting the Sentinel Control Center in UNIX
1. Asuser esecadm, cd to:
$ESEC_HOME/sentinel/console
2. Run the following command:
./run._sh

3. Enter your username, password and click OK.

Menu Bar

Beneath the title bar are ten menus. From the left across the top of the window they are File,
Options, Windows, Active Views, Incidents, iTRAC, Advisor, Collectors, Admin and Help.

File, Options, Windows and Help options are always available. Other options are available,
depending on which tab is active and what permissions you have.

File Menu
= Save Preferences
= Exit

Options Menu

=  Change Password
»= Tab Placement
s Top
s Bottom
Dock Navigator
= Show Navigator

Windows Menu

= Cascade All

= Title All
o Tile Best Fit
o Tile Horizontal
= Tile Vertical
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= Minimize All
= Restore All
= Close All

Active Views™

Properties
Create Active View
Event Query
Event Real Time
= Snapshot
= Manage Columns

Incidents

= Display Incident View Manager
= Create Incident
= Attachment Viewer Configuration

ITRAC™

= Display Process Manager

Analysis
= Create Report

Advisor
= Create Report

Collectors
= Display Collector View Manager

Admin

Reporting Configuration
Correlation Rules
Correlation Engine Manager
Global Filter Configuration
Menu Configuration

Filter Configuration

User Configuration

Help

= Help
= About Sentinel

Tool Bar

Five system-wide toolbar buttons are always displayed. Other buttons display depending on
which tab or window you have active and on user permissions.

Navigating Sentinel Control Center
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System-Wide Toolbar

The five system-wide toolbar buttons are:

@ View Sentinel Help Show/Hide Navigation Window

. % Tile All Display Windows | Cascade All Display Windows

Save User Preferences

ol

Active Views™ Tab

When the ActiveViews™ Tab is active, the following is available.

o Active Views , “2{) | Launch Event Query

Event Count Over Time Window

When an Event Counts Over Time window is active, the following is available.
Snapshot of an Event
. E Count Over Time Table

Events Counts Over Time Chart

Manage Columns of Event Count
Over Time Table

When the Events Counts Over Time Chart is active, the following is available within the
Events Counts Over Time Chart.

= Lock/Unlock the Chart
= Increase Display Interval
= Decrease Display Interval
= Increase Display Time

= Decrease Display Time

When you click the Lock button, the available buttons are:
|7| = Lock/Unlock the Chart

= Increase Display Interval

= Decrease Display Interval

= Increase Display Time

= Decrease Display Time

£ = Zoom In
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= Zoom Out
= Drill Down to Events

= Save as a html File

Snapshot Window
When the Snapshot Window is active, the following is available.

Manage Columns

Incidents Tab

When the Incidents tab is active, the following is available.

If—_a Display Incident View I} Create a New Incident
Manager .
@ Configure Attachment Viewers

Incident

When an Incident is open, the following is available.

Manage Columns of Associated Events

ITRAC
When the iTRAC tab is active, the following is available.

m-{j | Displays Process View Manager

Analysis and Advisor Tab

When either the Analysis or Advisor tab is active, the following is available.

f “‘1'6 | Create Report

Collectors Tab
When the Collectors tab is active, the following is available.

d Displays Collector Manager View Manager

‘:2‘ Displays Collector View Manager

Navigating Sentinel Control Center
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Admin Tab

When the Admin tab is active, the following is available.

= Display Reporting % Display Correlation Rule
. '§ﬂ1 Configuration . .d
a Display Correlation Engine @ Display Global Filter
. Manager . ¥ | Configuration
2 Display Menu Configuration - Display Filter Manager
[ ] .I"ﬂ [ ] r
g Display User Manager ; J Server View Manager

Filter Manager Window
When the Filter Manager window is active, the following is available.

15 Create a New Filter

| -&( Delete the Selected Filter (active when a filter is selected)

Menu Configuration Menu

When the Menu Configuration window is active and in modify mode, the following is

available.
= Create New Menu Item = Delete Menu Item
E 5
@ Activate Menu Item @ Deactivate Menu Item

Tabs

Depending on your user permissions, your Sentinel Control Center will display the following
tabs. You must have the specific permission to view each tab.

Active Views™
Incidents
iTRAC™
Analysis
Advisor
Collectors
Admin

For more information about Tabs, see the individual chapters for each tab.
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Changing the Sentinel Control Center's Look
You can change the Sentinel Control Center’s look by:

Setting the Tab Position

Showing or Hiding the Navigator window
Docking or Floating the Navigator window
Cascading Windows

Tiling Windows

Minimizing and Restoring All Windows
Closing All Open Windows

Setting the Tab Position

To set the tab position

1. Click Options > Tab Placement.
2. Select either Top or Bottom.

Showing or Hiding the Navigator window

To show or hide the Navigator window

1. Click Options > Show Navigator on or off.
Docking or Floating the Navigator window

To dock or float the Navigator window

1. Click Options > Dock Navigator on or off.
Cascading Windows

To cascade windows

1. Click Windows > Cascade All. All open windows in the right panel will cascade.
Tiling Windows

To Tile Windows

1. Click Windows > Tile All.
2. Pointto either:

= Tile Best Fit

= Tile Vertical

= Tile Horizontal

Minimizing and Restoring All Windows

To minimize all windows

1. Click Windows > Minimize All. All open windows in the right panel will minimize.

Navigating Sentinel Control Center

2-7



To restore all windows to original size

To restore all windows to original size
1. Click Windows > Restore All. All open windows in the right panel will restore to
their original size.

To restore an individual window

To restore an individual window
1. Click the minimized window. The window will restore to its original size.

Closing All Open Windows at Once

To close all windows
1. Click Windows > Close All.

Saving User Preferences

You must have the user permission Save Workspace.
Preferences that can be saved are:

= Permanent windows, those that can be recreated because they are not dependent on data
that was available at the time of their original creation. For example, Summary displays
and Active Views can be saved. However, temporary windows, such as snapshots and
quick queries cannot be saved. All the windows listed in the Admin Navigator are saved,
but none of the secondary windows you open by double-clicking a selection in one of
those windows is saved.

=  Window positions

= Window sizes, including the application window

= Tab positions

= Navigator docked or floating and showing or hidden

To save your preferences
1. Click File > Save Preferences or click Save Preferences.

o
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Changing Sentinel Control Center Password

NOTE: In order to meet stringent security configurations required by Common
Criteria Certification, Novell requires a strong password with the following
characteristics:

1. Choose passwords of at least 8 with characters in length that includes at least one
UPPER CASE, one lower case, one special symbol (!@#3$%"&*()_+), and one
numeric (0-9).

2. Your password may not contain your e-mail name or any part of your full name.

3. Your password should not be a *common™ word (for example, it should not be a
word in the dictionary or slang in common use).

4. Your password should not contain words from any language, because numerous
password-cracking programs exist that can run through millions of possible word
combinations in seconds.

5. You should choose a password you can remember and yet is complex. For
example, Msi5!'YOId (My son is 5 years Old) OR ThliCf5#yN (I have lived in
California for 5 years now).

To change your Sentinel Control Center password

1.
2.
3.

Click Options > Change Password.
Enter the old password.
Enter the new password and re-enter the new password to verify it.

NOTE: Novell strongly encourages as a best practice a minimum password length of

8 characters that includes alphanumerics.

Click OK.

Navigating Sentinel Control Center
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Active Views™ Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

You must have the proper permission to use Active Views™ tab. If this permission is not
assigned, none of the permissions related to actions using this tab will be available.

In the Active Views tab, you have the ability to monitor, near real time, events as they are
happening and perform queries on these events. You can monitor them in a table form or
though 3D bar, 2D stacked, Line or ribbon chart representation.

N Navell Sentinel Control Center - logged in as users

=] E3

File Opions Windows Active Views [noderts [TRAC  Ardlysis  Advisor  Admin Help

D 5w @2 =3 =

B active views™ | [ ncidents | 2 itrac™| ud snavsis | visor | ) agmin|
| Adtive Views

) Real Time
I:o PLIELIC
) Srap Shot

"\ Historical Queries
Investigate

£ Analysis

] Actions

= PUBLIC:High_Severity, Severity

Filter PUBLIC:High_Severity, Aftribute Severity
15 Minute; 30 Second Intervals

Event Count

55730 AM 55000 AM 60030 AWM G:0200 AWM G:03:30 AM 60500 AWM 60630 A G:08:00 AM  6:00:30 AR
Time
&1
Severity DateTime SourcelP DestinationP | Eventhiame ulnersbilty <
[67] B 406 6:10:52 AM 206158 2 6 1801651221 ‘Fa\\ad_\ng\nradmimﬁrsmr a -
3 6 06 61052 AM 208.152.25.22 180.165.12.24 Epache—chur’ﬁe_drer\codir\g—bu 1
@) 6 406 610152 AM 208.152.25.22 180.165.12.24 Hlight-pass-ho a
3) 6 06 6:10:52 AM 208.152.25.22 180.165.12.24 Reject o
[ ] 16414/05 6:10:52 AM 189.168.10.22 189.165.10.23 Attempted_telnet a
[ ] 6 406 6:10:52 AM 199.168.10.25 199.165.11.22 Repeated_login_faiures a
B lenamecanen an mne aze A hnaace amas [ " A
i LIJ
q i 2411 of 2411 Lipciate: G/4/06 6:11:00 AM Recsived: 63 (of 52) Displaying: 63
'3 wWork tems: (0/0) ol PUBLICExploit_Detection, Severity

& \Mork tems

Filter PUBLIC:Exploit_Detection, Attribute Severity
15 Minute; 30 Second Intervals

Event Count

I I N I I B 1

e

SETA0 AWM S50.00 AM G000 AW GOZ00ANM 60330 AM  GOS00AM 00630 AM GOS0 AM 60030 AM
Time
1 |
Severity DateTime | SourcelP DestinationP | Eventhame ulnersbilty <

3 [Bi140B B10:52 AM 208.152.25.22 130.188.12.24 [apache-churked-encoding-ho [1 |
[6414/06 £:10:52 &M 100205 182.168.0.4 |TELNET bsd teinet explot re... [1 o
[6414/06 £:10152 &M 100205 192.168.0.1 SMTR:VRE Y -LINKNCIWI 1
[6414/06 £:10:42 &M 2081522522 13016812 24 apache-churked-encoding-bo [1
B4 406 6:10042 AM 100205 18216504 TELNET bad telnet explot re_. |1
64 406 6:10:42 AM 10.0.20.5 182.168.0.1 ‘SMTP WRFY-UNKMCMN 1 4

323 of 323

Lipidate: 5714106 6:11:00 AM Received: 8 (of 5) Disglaying: 3

Activ

e Views Tab - Description

Event views are formatted as tables. Active view configuration is determined by the

das_rt.xml file. A near Real Time Event Table with graphical presentation and Snapshot are
the two types of Active Views.

Near Real Time Event Table
= Holds up to 750 events per 30-second period.

Active Views™ Tab
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s By default, the client maintains a 24-hour period of cached events. This is
configurable through Active View Properties.

= By default, the event table will display a maximum of 30,000 events. This is
configurable through Active View Properties.

= By default, the event table refreshes every 30 seconds (send time delay). This
represented by a gray line in the event table.

3l Z005.06.21 | 06:34:33 EDT Threshold_gx
@ 20050621 [ 06:34:38 ECT 205,158.21.6 192,165,10.1 Password_ex
@ 2005.06.21 § 06:34: 28 EDT 190,168.12.21 190,168,12.21 Program_exe

In the event when there are more than 750 per 30-second time period, a red
separation line will appear indicating that there are more events than what is

displayed.
_é) 2005.06.21 § 07:07:00 EDT 172.16,112.50 172.16.0.65 unsuccessiu
[EN] 20050621 / 07:07:00 ECT 172.16,112.50 172.16,0.65 suspicious-Fil
§J 2005.06,21 § 07:06:53 EDT 172.16,112.50 172.16,0,65 successful-a

= When saving user preferences, it will continue to collect data for 4 days. For
instance, if you save your preferences, log out and log back in the following day your
Active View will display any data as if you never logged off.
= If an Active View is created and not saved, it will continue to collect data for an
hour. Within that hour time frame if an identical Active View is created, the Active
View will display data for the last hour.
= Snapshot - time-stamped views of a Real Time Event View table.

The following is what makes an Active View unique.

= Filter assigned to an Active View
= The z-axis attribute
= The security filter assigned to a user

The Active Views Tab allows you to:

= Reconfigure Active Views = Send messages about Events by e-mail

= Add Events to an incident = Show or Hide Event Details

= Close a Snapshot or a Visual = Snapshot of a Visual Navigator Window
Navigator Window = View Events that triggered a correlated

= Create an incident event

= Custom Menu Options with Events = View Vulnerability Visualization

= Delete a Snapshot or a Visual = View Asset Data
Navigator Window = Perform HP — OpenView Operations and

= Event Quer Service Desk

= Graph Map = Perform Remedy Operations

= View Advisor Data
= Manage Columns

As a user, you can change values (column names) to display logical names and have it
populate throughout the system. You can apply attributes to the event stream that are relevant
to your business. For more information, see Chapter 10 - Sentinel Data Manager, the Wizard
User’s Guide and Sentinel User Reference Guide.

Sentinel User's Guide



Reconfigure Active Views Maximum Event and Cache

Value

Active View Properties allows you to configure the maximum number events that can be
display in an Active Views and the cached time in each client. The default maximum total
number of events in an Active View is 30,000 events. The default cache time value in an
Active View is 24 hours.

To reconfigure Active Views Maximum Events and Cache Value

1.
2.
3.

Click the Active Views tab.
Click Active Views > Properties.
Make your changes.

Active ¥iew Properties . ﬂ

[~ Mlaximum Mumber of Events per Active View -

[z0000]
1000 events take approximately 1ME on average

~Maxinum Total Display Tine -

1 Day LII

These values will nok take effect until wou restart Sentinel Control Center,

Of | Cancel I

The new values will not take effect until you restart the Sentinel Control Center.

To View Real Time Events

To View Real Time Events

1.
2.

Click the Active Views tab.
Click Active Views > Create Active View or click Create Active View.

—
Sy

In the Event Visualization Wizard window, click the down arrows to select your Z-
axis, Filter and to Display Events (Yes or No).

NOTE: In the filter selection window you can build your own filter or select one of
the already built filters. Selecting the All filter will allow all events to appear in your
window. When creating an Active View, if the filter assigned to the Active View is

changed or deleted after creation of the Active View, the Active View is unaffected.
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Active Yiews™ Wizard .

Step 1. Bvent Collection Parameter Setup

Define the display properties by selecting the Event Attribute to use on the £
Lxiz of the chart, the fiter to apply and wwhether or not to display events.

“Event Attribute (2 Axis)

ISever'rt'f ;I
~Filter
| ]

~Dizplay Events?

I‘r’es LI

< Bak | Hest = Finish

After making your selection, you can click Next or Finish. If you select Finish, the
following default values will be chosen:

= Display and Refresh rate of 30 seconds
= Display time of 15 minutes
= Y-axis as Event Count
= Chart type — Stacked Bar 2D
4. If you click Next, Click the down arrows to select your:
= Display and Refresh rate — number of seconds for event rate to be updated
= Display time — amount of time to display the chart
= Y-axis — either total Event Count or Event Count per Second
Click Next.
5. Select your chart type. Click Next.
=  Chart type - 3D bar, 2D stacked, Line or ribbon charts

6. Inaddition to your filter selection, you may further refine your event table. You have
the option conditions of:

= None = is >= (is greater than or equal to)
= s exactly = contains

= jsnot = doesn’t contain

= s < (is less than) = jsempty

= js <= (is less than or equal to) » is not empty

= js > (is greater than)

After you create your criteria, click Add to list. Click Finish.
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NOTE: After creating your view, you can edit or remove this refinement to the event
table by right-clicking in the graph area and selecting properties. For more
information, see To Reset Parameters, Chart Type or Event Table of an Active View.

You graph will look similar to:

54 PUBLIC: High_Sevetity, Severity

T Filter PUBLIC:High_Saeverity, Attribute Severity Top Values for Last 5 Minutes
15 Minute; 30 Second Intervals 6:08:00 AM - 5:13:00 AM
Rank | Severity | Court/Rate I
= e (mE] 410
= 2 K] 210
2] 3 4 197
2
[im]
S5, 60000 AM G:02:00 AW 6:04:00 AWM 6:06:00 AM 6:02:00 AW G10:00 AWM G:12:00 ...
Time
_‘I L‘ Interval Yalues  Top Values
1 Severity I DateTime I SourcelP DestinationlP EventMame | Nulnerahbility J'
(o] B 406 6:12:52 AM 20615821 6 1901681221 Failed_login-administrator o -
3 6414006 5:12:52 AM 206.152.25 22 190.1658.12.24 apache-chunked-encoding-bo [1 —
(5] 61 406 6:12:52 AM 20515225 22 1901681224 xlight-pass-ho ]
3) E14006 B:12:52 AM 208.152.25.22 190.168.12.24 Feject o
[ ] 61406 51252 A 169.168.10.22 18916561023 Attermpted_telnet ]
() B/ 406 6:12:52 AM 1991681025 199.16811.22 Repeated_login_failures o
[ ] 61406 51252 A 20615821 6 1991661025 Failed_su ]
() B/ 406 6:12:52 AM 1991681022 1991681022 Failed_su o
@ 61406 51252 Ak 206.158.21 6 199.166.10.22 Repeated_login_failures ]
. () B/ 406 6:12:52 AM 20615821 B 1991681025 Reneated looin failures (] _bILI
2451 of 2451 ,Llpdﬁe: B 406 B:13:00 A Recelved: 87 (of 87) Displaying: 87

NOTE: Active View Properties — Refine Event Table will not affect the graphical
representation.

The five buttons to the left of the chart perform the following functions:

ey = Lock/Unlock the Chart — used when performing a drill-down, zoom in, zoom
out, zoom to selection and saving a chart as an html file.

o = Increase Display Interval — increases the display time interval for incoming

' events

= Decrease Display Interval — decreases the display time interval for incoming
- events

= = Increase Display Time — increase the time interval along the x-axis

3 = Decrease Display Time — decreases the time interval along the x-axis

When you click the Lock button, additional available buttons are:

l A = Lock/Unlock the Chart — used when performing a drill-down, zoom in, zoom
' out, zoom to selection and saving a chart as an html file.
3 | = Zoom In —zooms in without changing any of the time settings of the chart

= = Zoom Out — zooms out without changing any of the time settings of the
chart
P | = Zoom to Selection — zooms in on a selection of time intervals of events.
E = Save navigator details as an html file with chart as images and events in a
tabular format.
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To Reset Parameters, Chart Type or Event Table of an Active View

When viewing an Active View, you can reset your chart parameters, change your chart type
and if there are events of interests you can filter out other events versus creating a new Active
View and filter.

To Reset Parameters, Chart Type or Event Table of an Active View

1. Within an Active View displaying a chart, right-click and select Properties.

Dl Down bo Event = Active Yiews™ Properties

Il Bar 30 chart E i Chart Types l Refine Event Table I
Time Intervals

fig stackedBar 2D Chart

Dizsplay Interval ISD Secand :..!
Line Chart
R Refresh Rate 30 Second =]
Y- 2icnchare Total Display Time 15 Minute ]
o Propeties Tl eevaes
¥ Axis Event Count =]

Cancel |

Under the Parameters tab, you can set:

= Display Interval — time between each interval

= Refresh Rate — number of seconds for event rate to be updated
= Total Display Time —amount of time to display the chart

= Y-axis — either total Event Count or Event Count per Second

Under the Chart Types tab, you can set your chart to 3D bar, 2D stacked, Line or ribbon
charts.

< Active Yiews™ Properties

Farameters Chart Types I Fefine Event Takle I
Chart Property

Type: iStan:ked Bar 20 ,‘_'_i H_il

Stacked Bar 2D

Under the Refine Event Table you can filter Event Field within your Active View.
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Active Yiews™ Wizard |
Step 4. Event Table Refinement Setup
Refine the zet of eventz dizplayed in the event table. W|

i~ =hovy tems that match these criteriz:

2Add criteria from below to thiz liste

Remowve |

Field Condition Walue

Aftackld

Define mare critetia;

iz =
< Back I iz == J Cancel I
i= = b
iz ==
containg *

For example you may filter in events with a specific entry in field, such as
DeviceAttackName is exactly Back_Door_Probe (TCP 3128). This will result in an Event
table with events that only contain DeviceAttackName equivalent to Back_Door_Probe

(TCP 3128).

206.153.21.6 192.168.10.25 TCP_back_door_probe
206.158.21.6 192,168,10.25 TCP_back_door_probe

F 564} {DeviceAttackiame is exactly Back Door_Probe (TCP 3128))

When refining an event table, you see your filter criteria in the bottom right of the events
table.

Rotating a 3D Bar or Ribbon Chart

To rotate a 3D bar or ribbon chart

1. Click anywhere on the chart and hold down the mouse button.
2. Reposition the chart as desired by moving the mouse while holding the button down.

Showing and Hiding Event Details

To show event details

1. Inan Event Real Time table of the Visual Navigator or Snapshot, double-click or
right-click an event and click Show Details. An event details will display in the left
panel of the Event Real Time table.
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Ry

PR P T Ay

Showw Details o
by

J9EST |
19 EST Email |
J9EST .

JEST Create Incident :
19 EST Add To Incident

& Views Trigger Events L
J9EST |
J9EST Investigake ¥
el eal | Analysis kL
J9EST |
19 EST nslookup

& fracert L
J9EST

J9EST Whois? i

M PUBLIC:High_Severity (@ 6/14/06 6:15:34 AM Snapshot

Y

Property I Walue i : Severity I DateTime i ZourcelP
El Base 3)  BH4NEE1422 80 (208153216
Severity 5 2 [BM4NEE14:22 AWM (208152 2522
DiateTime Bf1 406 B:14.22 1) BAADEE1422 AM (2081522522
A 3 |eManEE1422 AW (2081522522
SourcelP 199.166.10.25 @® |srameet1422am 1891631022
DestinstionlP  199.168.11.22 | 99 1651025
Everthlame Efg:md—'”g'”—fa' @  ErAanEE1422AM 206458216
@ BN4NEE1422aM (1991681022
ED EZE_E’;;BSSF:EEDE[: 515 @ G406 B:14:22 AW [206.153.21 B
Beetiiny M) BM4OEE1422 80 (206153216
051 7304E-DOR-1 ) BM4NEE1422 80 (207 2571 204
SourcelD [2E-RE02-000056 ' G A4MOGE14:22 AWM |206.158.23 8
2 |[BM4NEE14:22 AWM (205158238
WizardPort :FSSSA 2 BH4DEE1422AM 100204
Wizarddgernt PR SLOWY 3 |[BM4OEE14:22 8M 100207
Resource Matsuyama2_3 13 6114006 5:14:22 Aw 10.0.205
SubResource 3619 3)  BM4NEE14228M (1002010
Zensorflame  Finance022 13 BMANGE14:22 &M 100205
SenzorType  H 3)  BM40EE14:22 80 100204
ot cehnst: o rneneells 5 BMANBE1422AM 10002
DestinationH... Finance022 @  GHAmB 1422 AM (10004
Destinstionl]... administrator @ G406 51422 A 100207
ReporterMame FinanceI32.1 5 406 B14:-22 A
Prgducihlamez S sulerls: @ BH4NEE1412AM 1901681221
Ef::a:;do—hfgm—fa' i a G406 F:14:12 AW [206.158.21 B
Mezsage SR . ) BHAMGE1412 AM |308.152.25.22
Fifanzea? 3 |[emameE14128m  [208.152 2522
cH Fifanoe 13 [EMameE1412 a0 2081522522
ctz WatsUyamsa @ BN4NEEiI41Z AWM 1801681022
H Acset @ |EraNEE1412AM 1931621025
H Exploit LU. BMANGE14:12 AM 20615821 5

.

2. If you want details to show the next time you open the Sentinel Control Center, click
File > Save Preferences or click Save User Preference.
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To hide an event detail

1. Inan Event Real Time table of the Visual Navigator or Snapshot, with event details
displayed in the left panel, right-click an event and click Show Details. The event
details window will close.

2. If you don’t want details displayed the next time you open the Sentinel Control
Center, click File > Save Preferences or click Save User Preference.

oE

Sending Messages about Events and Incidents by e-Mail

Ability to send emails is set in the execution.properties file during installation. This file can
be edited after installation. This file is located:

For Windows:
%ESEC_HOME%\sentinel\config

For UNIX:
$ESEC_HOME/sentinel/config

For more information, go to chapter 11 — Utilities, Configuring Sentinel email.

To send an event message by e-mail

1. Inan Event Real Time table of the Visual Navigator or Snapshot, select an event or a
group of events, right-click and select Email.
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Emailbvents x|

-Selected Events: 10

ID I Resource I Meszage I
37FF1066-2EFE-1026-,.. FRWL_Res udp drop detected FR... :l
37FEE73A-2EF3-1026-.. . FRWL_Res udp drop detecked FR...
370583324-2EF3-1026-, .. FRWL_Res tcp drop detected FR... |
3705A0DE-2EFS-1026, .. FRWL_Res udp drop detected FR...
37AE7EZ4-2EF3-1026-.. . FRWL_Res tcp drop detected FR...

_ETD.F'—'\.F\.RE.-‘?FFRJ N6 FR'WI| Rac Hidn Arnn Arkerbed FR ;I

~Email Composition

Email Address: | =l

Email Subject: I

Email Message:

(0] 3 Cancel

2. Complete the following:
= Email Address
»  Email Subject
= Email Message

3. Click OK.

To send an incident message by e-mail

1. After you save your incident, click the Incidents tab, Incidents > Display Incident
View Manager.

2. Double-click on an All Incidents.

3. Double-click on an Incident.

4. Click Email Incident Iil
5. Enter:

=  Email Address
»=  Email Subject
»  Email Message

6. Click OK. The e-mail message will have html attachments that address incident
details, events, assets, vulnerabilities, advisor information and incident history.
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Creating an Incident

To perform this function you must have user permission Create Incident(s).

This is useful in grouping a set of events together as a whole representing something of

interest (group of similar events or set of different events that indicate a pattern of interest
such an attack).

NOTE: If events aren't initially displayed in a newly created Incident, it is most

likely due to a lag in the time between display in the Real Time Events window and
insertion into the database. If this occurs, it may take a few minutes for the original

events to finally be inserted into the database and display in the incident.

To create an incident

1. Inan Event Real Time table of the Visual Navigator or a Snapshot Event Real Time
table, select an event or a group of events and right-click and select Create Incident.

ateTime ISeverity ISourceIP estinationIP Pesource
2003.12.29 [ 12:03:11 PMEST @ |208.152.25 .22 190,1658.12,24 |AccksIDS01_2 :I
2003,12,29 [ 12:03:111 PMEST @ |208.152.25.22 190,165, |AcctsDsol 1 =
2003, 12,29 | 12:03:11 PM EST @® |206.158.21 Show Details
Add To Incident
Ernail
2003,12,29 [ 12:03:11 PMEST | L7 |206,158.21

K

In the New Incident Window, you have the following tabs:

Wiew Trigger Events

ping

Events — shows which events make up the incident
Assets — show affected assets
Vulnerability — show related asset vulnerabilities
Advisor — Asset attack and alert information

Workflow — under this tab, you may assign a WorkFlow (iTrac)
History — Incident history

Attachments — you may attach any document or text file with pertinent
information to this incident

In the Create Incident dialog box, enter:

Title
State
Severity
Priority
Category

Responsible - the user account assigned to the case

Description
Resolution

2. Click Save. The incident is added under the Incidents tab of the Sentinel Control
Center.

Active Views™ Tab
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Viewing Events that Triggered a Correlated Event

You must right-click a correlated event in order to view the events that triggered the
correlated event. In the event table from which you are selecting the event, look in the
summary display panel on the right for an event that has a property of SensorType with a
Value of C (C: correlated event) or W (W: watchlist).

To view events that triggered a correlated event

1.

In an Event Real Time table of the Visual Navigator or Snapshot, or an Event Query
table, right-click a correlated event and select View Trigger Events. A window opens
showing the events that triggered the rule and the name of the Correlation Rule.

M Correlated Events For 9FELFEZC-4630-1026-GEOF-OE0020AD =0l =
Evert Correlstion ruk; Batchsize  — | o,
[aFB1FE2C-4530-1026-BE0F DE0020ADB488 [a_uich s | jo =] QK
A DateTime | severty | Eventhiame Sourcel | DestinationiP
2004 02 26 70 33:53 EST | @  |Password_sxpired 206158 6 182168101
1| ]
71, search complete, Court: 1

Investigating an Event or Events

This function allows you:

3-12

Graphically display the source fields (IP, port, event, sensor type, Collector name, ...)

mapped to destination fields (IP, port, event, sensor type, Collector name, ...) of selected

events.
Perform a Event Query for the last hour on a single event for:

NOTE: You cannot perform a query on a null (empty) field.

o Destination IP addresses
o Source IP addresses
= Event Name

Below is an illustration of source IP addresses to destination IP addresses.
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M Graph Mapper ! IEI E

Apply Layout (il :

1991621022 100 1681025 102 168.11.23 207.25.71.204

192 168.0.4 192 168.0.1 192 163.0.10 192 168.0.7 192 168.0.49

g
1] | b

Investigate — Graph Mapper

To create a graph map

1. Inan Event Real Time of the Visual Navigator or Snapshot window, right-click an
event or events > Investigate > Visual > Show Graph.
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= Create Incident 168.12.71 ept

1 &dd To Incident 168.10.23 T

z o 168.10,22

1 View Trigger Events 161127

f Investigate b Showe Graph.

> Analysis » Show Maore Ev&s ko this Earget

Z ping Shows More Events From this source

2

> nslookup What are the target objects of this event?

The following is a graphic depiction of Sensor Name to Event Name of severity 5 in an
organic format. You can view a graphic mapping in the following formats:

= Circular = Organic

= Hierarchial = Orthoganal
. Apply Layout |Organic LI I' LI (S | = | Ji

t g

Repested_login_fzil
1

TransHW03

i

i

|

i

i

i

i
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i

| _
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i
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|

i

i

i

i

|

i

2 2 2
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B

Aﬁemmed_&i

HRO23

Investigate — Event Query

This function allows you to Event Query within the last hour.
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To perform a Event Query using the Investigate function

1.

Analysis - Viewing Advisor Data

In a Visual Navigator or Snapshot window, right-click an event > Investigate >

<select one of three options below>

Option

Function

Show More Events to this target

What are the target objects of this event

Destination IP address

Event Name

Advisor provides a cross-reference between real-time IDS attack signatures and Advisor's
knowledge base of vulnerabilities. Advisor feed has an alert and attack feed. The alert feed
contains information about vulnerabilities and viruses. The attack feed lists the exploits

associated with vulnerabilities.

The supported Intrusion Detection Systems are:

Cisco Secure IDS

Enterasys Dragon Host Sensor
Enterasys Dragon Network Sensor
ISS BlackICE PC Protection

ISS RealSecure Desktop

ISS RealSecure Network

FINGER: Cfinger Search Probe

SMTP: SmartServer3 MAIL FROM Buffer

Overflow

HTTP: Dragon Fire IDS Web Interface Remote

Execution
FTP:MKDIR-DOS
hp-printer-flood

To View Advisor Data

1.

ISS RealSecure Server Sensor
ISS RealSecure Guard
Snort/Sourcefire

Symantec ManHunt
Symantec Intruder Alert
McAfee IntruShield

The IDS Collector populates the DeviceAttackName (rt1) field of an event. Advisor uses this
information to generate attack and vulnerability information. Some example vulnerabilities
are:

wh0Ot-backdoor

nt-telnet

FINGER / execution attempt
tellurian-tftpdnt-filename-bo
FTP MKD Stack Overflow

In an Event Real Time table of the Visual Navigator or Snapshot, right-click an event
or a series of selected events > Analysis > Advisor Data. If the DeviceAttackName
field is properly populated, a report similar to the one below will appear. This
example is for a WEB-MISC amazon 1-click cookie theft.
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Advisor Summary

Attack Attack ID Alert IDs
WEB-MISC amazon 1-click cookie theft 3991272, 1087, 1194, 8835, 9010
WEB-MISC armazon 1-click cookie theft 3292801 1194, 8335, 2010

Advisor Report
Microsoft Excel XLM Arbitrary Macro Execution (id $991272) top

3 4 kicrosoft Excel contains a flaw that may allow a malicious user to ru
warning the user. The issue is triggered when a malicious user creat
Excel macro commands, and embed commands in a spreadsheet that
launch the macro without asking the user for permission. If may be f
user to persuade the user to launch the file containing embedded ma
loss of integrity and/ or availability of data.

Urgency Severity

Scenario:

Impact:
Loss of Integrity

Safeguards: _:J

Analysis - Viewing Asset Data

This function allows you to view and save your view as an HTML file of your Asset Report.
You must run your asset management Collector to view this data. The available data for

viewing are:

Hardware

= MAC Address *= Value

= Name = Criticality
= Type = Sensitivity
= Vendor = Environment
= Product = Location
= Version

Network

= |P Address = Hostname
Software

= Name = Product
= Type = Version

= Vendor

Contacts

= Order = Email

= Name = Phone Number
= Role

Location

= Room = Address
= Rack
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To view Asset Data

1. Inan Event Real Time table of the Visual Navigator or Snapshot window, right-click
an event or events > Analysis > Asset Data. Window similar to the one below will
appear.

Asset Report

desk.acmeinc. net

Hardware MAC Address  A0:12:56:78:90:00
Name Build #achine Yalue 500
Type Server Criticality High
Yendor Dell Sensitivity Lo
Product Precision Environment  Production
Yersion 360 Location Internal
Network P Hostname

199.16.2.23 desk.acmeinc.net

Software Name Type Yendor Product Yersion
ClearCase APPLICATION 1B ClearCase 5.0
CH++ APPLICATION Microsoft Wisual C++ 6.0
Contacts Order MName Role Email Phone Number
1 Erickson, Stein USER serickson@acmedormain. net [T03) 555-8845
2 IT Administrator LAN_FOLK=@acemedomain.net (703 555-9876
Location Room SEFVEr room
Rack b
Address HQ
Agent 86 Security Circle
suite 86

Washington DC 12345 USA

Analysis - Vulnerability Visualization

Novell has Collectors available that process vulnerability scans from Nessus, ISS,
Foundstone, eEye and Qualys scans. Vulnerability Visualization provides graphical
representation of real-time event data against vulnerable systems and is available on an event
for current and event time vulnerability.

This feature retrieves and displays vulnerability data for the destination IP's of selected
events. For more information see the Collector pdf documentation located in
%ESEC_HOME%\wizard\elements\<Collector name>\doc. You must have one of the
Scanner Collectors uploaded and running to get any vulnerability data.

NOTE: The vulnerability Collector is an information Collector, not an event
Collector.

You can view your vulnerability Visualization in either:

= HTML
= graphical
= circular (organic)
s hierarchical
= Al
s Events Mapped Nodes
= orthogonal
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The HTML view is a report type view listing:

= |P
=  host

= vulnerability
= port/protocol

Below is an example of a Nessus scan.

YVulrerabllity Summary

[ - Hoat Yulperobiliies PorbProtocol

172160133 18

il Rehei 49

o) eTeR, 21 (Ftp)  TCR, 21 (Ftp) FTCR, 21 (Ftp)F TCR, 22 (ssh| ITCR, Z2(sshisTCR, 22|ssh]TCR, 23(telnet| JTCP, 2a|telnet) FTCR,
2Efsrtp| FTCR, 28{srtp| ITCR, 28[srtp| FTCR, B&T(submisslon)/TCP, 687 {submission), TCP, 887 [submission)fTCR, 1341 (nescus)TCR,
1291 |nassus| S TCR, IN6[rusql) A TCP

QITCR, G TCP, 21 (APl TCP, 21 (Rp)/ TCP, 22(ssh) TCP, 28(talne )/ TCR, 23 [telnet) FTCP, 23 (telnat)/ TCR, 25 |smip)/TCP,
2E(sPtpSTCR, 2E(smp|i TCP, 2E(sttp| STCP, 26 |skatp) A TCR, 35 |skrip)/ TCR, 26[smip)/ TCR, 35 (smip)s TCR, 25(smtp) TCP,

2Sfsrtp| FTCP, 25fsmtp| FTCR, 30[dnelx)rTCR, Safdnsle| FTCP, S0fdnsla) TCR, 30 {dnsi) FTCR, %0fdnsix) TCP, 90|dnst) FTCR,
0dns 1)/ TCP, 30 |dnste] ¢ TCP, 111 (sunrpc) FTCR, 111 |sunmpe] FTCR, 161 [snenp) fUOP, 512 (Bxec] 4 TCP, §13(0gin)/ TCP, 514 |shall J TCR,
587 (submission|f TCP, 587 (submission|/TCP, 58F(submission) TCR, §8F(submission)/TCP, 587 |submission)d TCP, 587 |submission) TCP,
587 [submission|/ TCA, 587 (submission| /TR, SEF(submission)/ TR, BEF(submission] TCP, 60000eA1 )/ TCP, 700 font-ser vica) AT CP,

ey Fa(somnetines-rpel 8]/ TOR, 3377 ¥(sometimes-rpedd |¢ TCR, 23776 (come times-rpe2)) TCR, 32778 (sometmes-rpcdd |/ TER

Q|]FTCR, 21 (ftp) FTCF, 21 (ftp) FTCP, 21 (Fta] FTCP, 22 (5sh| FTC R, Z2{ssh)#TCP, 22|ssh]rTCR, 23(telnat| 4 TCR, 23|telnet) FTCR,

25(smtp| ITCP, 25(smbp]/TCR, 28(smip| SITCR, 58F(submission)/ TCR, B5F(submission)/ T CP, 557 [submission] " TCF, 1241 [nessus)  TCP,
1241 [nessus|/ TCR, 3306[mysgl) TCP

Q) FTER, G/ TCR, 21(Fpl#TER, 21 (Fp)/ TOP, 22(5sh]) F TGP, 23(telne (A TCP, 23[te Inat) FTEP, 23 (tslnat)/ TCR, 25 [srnipldTCP,

25[srtp| FTCP, 25(smip| /TR, 25(smip| FTCR, 25[smip)/ TP, 25 |smipl#TCP, 25|smip)/ TCP, 25 (smiplf TCP, Z5(smip) FTCF,
28(smip| A TP, 26(smip|/TCR, ¥idnsix)/ TCP, B (dnsix| /TP, ®ldnsix)/ TR, 90 (dnsik) S TCP, $(dnsix)/ TCP, 90 |dnsik] (TR,
oidnsin}d TCR, 92 |dnsielé TCP, 111 (sunmc) ¢ TCP, 111 |sunrpe) (TCP, 161 [snmpléUOP, 512 (exec| /TCR, §13(login) TSP, 514 [shelll /TSR,
B&7 (subrnlsston| rTER, 5&7 (submlsslan| rTeP, SET(submisslon) TR, S8T(submisslon)/TeoP, 58T |submission) TCP, 5087 [subrission) TR,
E&7 (subrnlsston| FTCR, 68 fsubmlsslon| rTCP, BET[submisslon] TCR, G8T{submisslon)sTCR, BOOOfx11),TCR, ¥100[font-cervlce] T CR,
JEeFa{sormeatiinas-rpel 3] FTOR, 3277 P(zometimes-rpe21)f TOP, 3277 9(somatime s-rpt21)/ TOP, 3277 3(somatimes-rpc21 )/ TCP

The graphical display is a rendering of vulnerabilities that link them to an event through
common ports. Below is an example four available views.
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ftp
21TCP

1901651224
telnet

199.168.10. 23MCP

199.168.10.25
B Jﬁ
[

HzECan -
p—— 1891651022
S0/TCR
1991581122\A

dnsix
1891651023 S0TCP
1901658 82.2M
sometimes-rpc21 @:
I2TTFUTCP
ftp
MITCP
Organic
=4

918381022 129 183 10.23 190163 .12.21 190.15%3.12.29 199 163 1022 199 1831025 199 1&3.11

CF ik CF CF

dnzix sometimesrpe2d tp dns=ix ftp telnet dnsix
QTGP 32779/TCP 21UTCP QTGP 2UTCP 23TCP QTCR
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Hierarchical

By

QoITaGP

/{elnet
E]: JATCP
sometimes- rpc21 19016801 2.24
32779TCP @ /qaﬁ T —
1991551023 —’*Iﬂ—}

6‘/%‘-/5 nnéxujma.ma.ﬂ.zz dnsix
/ anTCP
E]: 180.168.10.22 6

: 1991 58.1}&3
dnsix
anTCP 190.1458.12.21

Az i
2TCP

Circular

Ha B—e [F—c

oniglx 1891641022 dnsix 189.168.10.23 sometimes-rpc2l
ocr QTR FLTTAUTCR
ER = -
19916311 .22 * Hi-Scapner-01 190168122
e[

*‘— fip 1991681022 [ﬁ]:*‘—ﬂ
21/TCP

telnet 1991658.10.25 dnsix 1901651224 1}
23TCP Q0 TCR 21/TCP
Orthogonal

In the graphical display there are four panels. They are:

= graph panel

= tree panel

= control panel

= details/events panel
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The graph panel display associates vulnerabilities to a port/protocol combination of a resource
(IP address). For example, if a resource has five unique port/protocol combinations that are
vulnerable, there will be five nodes attached to that resource. The resources are grouped
together under the scanner that scanned the resources and reported the vulnerabilities. If two
different scanners are used (1SS and Nessus), there will be two independent scanner nodes
that will have vulnerabilities associated with them.

NOTE: Event mapping takes place only between the selected events and the
vulnerability data returned.

The tree panel organizes data in same hierarchy as the graph. The tree panel also allows users
to hide/show nodes at any level in the hierarchy.

The control panel exposes all the functionality available in the display. This includes:

= four different algorithms to display
= ability to show all or selected nodes which have events mapped to them
= zooming in and out of selected areas of the graph

In the Details/Events panel, you have two tabs. When in the Details tab, clicking on a node
will result in displaying node details. When in the Events tab, clicking on an event associated
with a node the node will display in tabular form as in a Real Time or Event Query window.

To run a Vulnerability Visualization

1. Inan Event Real Time table of the Visual Navigator or Snapshot, right-click an event
or a series of selected events and click:

= Analysis
= Current Vulnerability — queries the database for vulnerabilities that are active
(effective) at the current date and time.

s Event Time Vulnerability — queries the database for vulnerabilities that were
active (effective) at the date and time of the selected event.

Nt 19U, L, L2, 2L
o Evertiame

25,22 Shiowe Details p

23,22

S Ermail P

25,22 o

.25.22 Create Incident ept

2528 i To Incident L fept

0,22 =Er

1.6 View Trigger Events
p 22 Investigate ¥

21.6 | ——
10,22 Analysis » Advisor Data

z2l.6 :
—_ ping Asset Data

21.6
7l.204 nslookup Current Yulnerabilky l\> |
—— ] r‘“
?;.?224 Eracert Ewvert Time vulnerabilty

2. At the bottom the vulnerability results window, click on either:
= Event to Vulnerability Graph
= Vulnerability Report
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(For Event to Vulnerability Graph) Within the display, you can:

» move nodes and their labels

= use one of four different layout algorithms to display the graph

= show all nodes or only those nodes that have events mapped to them

= in-line tree filtering in the event that a large number of resources are returned as
vulnerable

= zoom in and out of selected areas

3" Party Integration

3" Party Integration allows you to send events from any display screen including incidents
and associated objects to either:

HP Service Desk
Remedy

To send single or multiple events for 3" Party Software

1.

In an Event Real Time table of the Visual Navigator or Snapshot window, depending
on which 3" Party Integration software you have installed, right-click an event and
click Send Event to either:

=  HP Service Desk
* Remedy

Using Custom Menu Options with Events

To use a custom menu option with an event

3-22

1.

In an existing Event Real Time table of the Visual Navigator or Snapshot, select an
event or a group of events and right-click to and click an option. A dialog box opens
with the information the menu option is configured for or enabling you to complete
the information needed to perform an action. The default custom menu options are as
follows:

= ping

= nslookup
= traceroute
= Whois?

You can further assign user permission to View Vulnerability and to perform HP Actions.
You can add options using the Menu Configuration window that’s available in the Admin
tab.
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005,01, Show Details

2005.01. Email

005,01,

>005.01 Create Incident
2005.01, &dd To Incident
005,01, . ;

00501 View Trigger Events
2005.01, Investigate b
005,01, A

005011 Analysis »
2005.01. ping - |
2005.01, bty
00501 nslookup

005,01, kracert

005,01, A

ST Wehois?

Managing the Columns in a Snapshot or Visual
Navigator Window

To select and arrange columns in a Snapshot or Visual Navigator

1. With a Snapshot or Visual Navigator window open, click Active View > Event Real
Time > Manage Columns or click the Manage Columns of Event Real Time Table.
2. Use the Add and Remove buttons to move column titles between the Available

Columns list and the Show columns in this order list. The Insert can be used to put an
available column item into a specific location. For example, in the illustration below
clicking Insert will place Attackld above DateTime.

Awailable columns:

CorrelatedEventUuids
CkL

CES
(Cuskameryarl
Custamerar10
(Customeryar100
(Cuskameriarll
(Custaomeryarlz
Custamerarl3
(Customerarl4
(Custameryarls
f'{l:fl‘nmﬂ-r\.’aﬂ A

Add w I
Insert we |
-+ Remove |

o™

Show these columns in this order:

Ibeverlw = !

SourcelP
DestinationIP
Eventhame
wulnerability
Criticality
EventID
SourcelD
WWizardPork
WWizardagent
Resource
SubResource
Sensorhanme

-]
|

[0 4 | Zancel I

Use the Up and Down arrow buttons to arrange the order of the columns as you want
them to display in the Event Real Time table. The top to bottom order of column titles in
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the Manage Column dialog box determines the left to right order of the columns in the
Event Real Time table.

3. In the Manage Column dialog box, click OK.

4. If your columns to display the next time you open the Sentinel Control Center, click
File > Save Preferences or click Save User Preference.

o

Taking a Snapshot of a Visual Navigator Window

To perform this function you must have user permission Snapshot.

This is useful to study events of interest since the Visual Navigator refreshes automatically
and the alert or alerts of interest may scroll off the screen. Also, within a snapshot, you can
sort by column.

To take a snapshot of an Event Real Time table

1. With a Visual Navigator window open, click Active View > Event Real Time >
Snapshot or click Snapshot Event Real Time Table on the menu bar.

=]

A Snapshot window opens and is added to the Snap Shots folder list under Event Views

in the Navigator. The graphical display will not be part of the snapshot.

Sorting Columns in a Snapshot

To sort columns in a Snapshot

1. Click any column header once to sort by ascending value and twice to sort by
descending value.

Closing a Snapshot or Visual Navigator

To close a Snapshot or an Event Real Time table

1. With a Snapshot or a Visual Navigator window open and if you want the table to be
available the next time you start the Sentinel Control Center, click File > Save
Preferences.

2. Close the table using the Close button (upper right corner in Windows or upper left
corner in UNIX).

Deleting a Snapshot or Visual Navigator

To delete a Snapshot or Visual Navigator Window

1. With a Snapshot or Visual Navigator open, close by using the Close button (upper
right corner in Windows or upper left corner in UNIX).

2. Click File > Save Preferences or click Save User Preference.
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od
The view or snapshot will not redisplay when you close and reopen the Sentinel Control
Center.
Adding Events to an Incident

To perform this function you must have user permissions to Modify Incident(s) and Assign
Incident(s).

To add events to an incident

1. Inan Event Real Time table or a Snapshot, select an event or a group of events and
right-click to display and click Add To Incident.

2. Inthe Add To Incident dialog box, click Browse.

~&dd Everts To lhcident
: Severity I DateTime I SourcelP
(3} [2006.04.17 [ 13:51:25 EDT [10.0.20.5
Kil *
Selected Incident: Browse |
Ok | Cancel |

3. Click Browse to list the available incidents.

NOTE: You can define your criteria to better search for a particular incident or
incidents.

4. Click Search to view a list of incidents.
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—=elect Data

Severity I DateCreated | Priarity Criticalty Ra...| Severity Rat...
Medium 0417 /2006 ... Mone 0.0 0.0
Medium 04/17/2006 ... Mone 0.0 0.0
LT | 2

Add | Zancel |

—=howy items that match theze criteria;

Feadd criteria from below to this lists

Remove |

-Defing more criteria;

Relations

INl:unE! LI

Field Condition Walue

IN:::ne LI INDHE LI I
add ko List |

5. Highlight an incident and click Add.

6. Click OK. The event or events selected are added to the incident in the Incidents
Navigator.

NOTE: If events are not initially displayed in a newly created Incident, it is most
likely due to a lag in the time between display in the Real Time Events window and
insertion into the database. If this occurs, it may take a few minutes for the original
events to finally be inserted into the database and display in the incident.
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Incidents Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

You must have the proper permission to use View Incidents tab. If this permission is not
assigned, none of the other permissions related to actions using this tab will be available.

This chapter discusses incidents. Incidents are groupings of one or more events that are of
interest.

Incidents can be created:

Real Time window, events can be individually selected to create a new incident or added
to an existing incident

Incidents can also be created automatically through correlation rules that are triggered

Incidents Tab - Description

With incidents, you can:

= Email an Incident = Delete an Incident

= Modify an Incident = Add an Incident View
= View an Incident

N Novell Sentinel Control Center - logged in as user5

JH[=] E3

File Options Windows Aclve Views Incidents (JRAC  Apelysic  Advisor  Adrin Help

o0 =AW Bz

B sctive views™ L) Inciverts | & iTRacm]| il analysis| ) avisar | (2] admin
EH-_ ] Incident iewrs

i Incident View Manager

) Investisete Marme Fields GrougBy Sort
) Analysis [ ALL INCIDENTS [State,Severity Priority o [Mone [Date CrestediDescending)  [off
) Actions 7] GROUP B STATE [Severity Priorty o Date Creat... [State(Ascending) Dste Crested(Descending) (01t
GROUP BY PRIORITY

3 Wark ftems: (010) =]

® Work tems

Ready i Retresh]|[7] Apply|[5 Add Viev]

Relationship between Events and Incidents

An event is an action or occurrence detected by a security device or program. Events are
considered to be “stateless”.

An incident is the grouping of one or more events that are deemed to be important (a possible
attack). Incidents have “states” in that they require a response and closure.
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Viewing an Incident

You must have the user permission View Incident(s).

To View an Incident

1. Click the Incidents tab.
2. Click Incidents > Display Incident View Manager or click the Incident View

Manager. QI

3. Inthe Incident View Manager window you have choice of the following views:
= All Incidents
= Group By State
= Group By Priority
Double-click on a view name.
4. Right-click > Expand to view the incidents.

Severity Priarity Id Date Crested Cres

Incidents

B opcu

ki | i

| Ready |l Refresh| =) Options|| Refreshed At: Mon May 09 08:30:24 EDT 2005 |

To set an Incident view option

1. Click the Incidents tab.
2. Click Incidents > Display Incident View Manager or click Display Incident View

Manager.
3. Inthe Incident View Manager window, double-click on a view name.
[arne I Fields | GroupBy | Sort | Filter |
3 State, Severity, Priority, Id DateCreated{Descending) Off |
E ity 5t DateCreated nding)  |Off
[#] GROUP BY PRIORITY . |Skatefascending), Priority(D, .. [DateCreatediDescending)

| = Refresh”@ Apply”\{l‘n Add Yiew

4. Click Options.
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resh E Opﬁisplav Options Dialog ii'

~Cptiohs

Figlds. .,

Group By...

Sork. ..

Filter ...

Off

Tree Display. ..

StatefAscending)

Severity, Priority, Id, DateCreated. ..

DateCreated{Descending)

Select Attribute For display

Save | Apply | Close |

In this window you may also set the following:

Fields...
Group by...
Sort...
Filter...

Tree Display

Click Apply and Save.
In the Incident View Manager window, double-click on a view name.
The following is a default view of the All Incident View window.

State Severity Priority: Id Responsible
Ql Incidents
|| sevd OPEMN High {4} Mone (0) 105 esecadm
mixed severity OPEM Medium (3) Mone () 102 esecadm
seve OPEM Lo (23 Mone (D) 101 esecadm
sev3 OPEM Medium {3) Medium () 100
Ready || Refresh|[7] Options|| Refreshed At: Man May 09 08:44:52 EDT 2005 |

The following is a view sorted by severity, with Fields (column management) for the
four columns set to Severity, Dated Created, Priority and Criticality Rating.

first

Severity [ate Created Priority Criticality Rating | Severity Rating | Modified By
=] Incidents
o] sevd High (4] 05/09/2005 ... [Mons (0) 0.0 0.0 esecadm CPET
A mixed severity Mediurn (3) 05,/09/2005 .., [Mone (0} 0.0 0.0 esecadm CPEr
) sewz Lo (2} 05/09/2005 ... Mone (0} 0.0 0.0 esecadm CPES
o] sevd Medium (3} 05/03/2005 ... Medium (2) 0.0 0.0 esecadm CPEr
Kl | i
Ready || Refresh|[ Options|| Refrashed At: Man May 09 08:44:52 EDT 2005 |

The following is a view grouped by title.
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Severity [ate Created Priority Criticality Rating | Severity Rating | Modified By

=] Incidents
=] mixed severity
L) mixed severity Medium (3}  |05/09/2005 ... [Nane (0} 0.0 0.0 esecadm OPET

| sevz

. sEvd

] sevd
Kl | i
Ready || Refresh|[ Options|| Refrashed At: Man May 09 08:44:52 EDT 2005 |

The following is a view tree by date created (DateCreated).

Severity Date Crested Priarity Criticality Rating | Sewerity Rating | Modified

D Incidents «|
F2] mixed severity

L[] 05/09/2005 08:44:25 EDT [Medium (3} |05/09/2005 ... |Mone (0 0.0 0.0 esecadm

o] sevE

L[} 05/09/2005 08:44:07 EDT [Low (2) 0540972005 ... [Mone (0) 0.0 0.0 esecadm

o] sew3 -
Kl | _|‘I
[Ready ||ZZ Refresh|[ Options|| Refreshed At: Mon May 09 08:44:52 EDT 2005 |

Adding an Incident View

When adding an Incident View, you have the option to:

=  Fields...

= Group by...
= Sort...

= Filter...

= Tree Display

To add an Incident View

1. Inthe Incident View Manager, click Add View.

| option MName || J
-Options
Fields. .. More
Group By, .. Mone
Sork... [one
Filket. .. oFf
Tree Display, .. Select Attribute For display
Save | Close |

2. Enter an Option Name and select which options you want, click Save.
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Incident Fields and Details

Incident Fields

Title — Name of the incident

State

s Open o False Positive
= Acknowledged = Verified

= Assigned = Approved

s Investigating s Closed
Severity

= None (0) = Medium (3)
o Trivial (1) s High (4)

= Low (2 o Severe (5)
Priority

s Low (1) s Urgent (4)
& Medium (2) = Top(5)

= High (3)

Category — (optional), text entry that can be used to further identify the incident.
Responsible - the user account assigned to the case

Description — text entry

Resolution — text entry

Incident Details

Events — events associated with the incident

Assets — list of all of the assets associated with the incident

Vulnerability — displays any vulnerability associated with the incident

Advisor — displays any attack information associated with the incident

Workflow — displays workflow associated with the incident. Under this tab, you may
assign:

= None

= HIPAA Compliance Process

= SANS Incident Response Process

o Sarbanes Oxley FTP Compliance Process

= Automatic Response

History — incident history (lists all of the actions that were performed on the incident, this
includes date/time user action and brief information)

Attachments — you may attach any pertinent information (text files or documents) to this
incident

External Data

NOTE: When events are added to an incident the assets/vulnerability and Advisor
tab will be populated with a list of all Asset/Vulnerability/Advisor data
corresponding to the DIP/Destination Host names of the associated events.

NOTE: The Add and Remove buttons on the Assets/Vulnerability/Advisor tab allows
users to manually add or remove assets, vulnerability or advisor data.
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Creating an Incident

Creating an Incident
1. Click the Incident tab.

2. Click Incidents > Create Incident or click Create a New Incident.

5

File Actions Options

Incident ID: NEW

Title: |
stte: [oren =]
Severity: [Nore @ =]
Priority: Im

Category: |

Originator: esecadm

Responsible: I - l

Description:

Resaolution:

Ewents | fssets | Vulnerability | Advisor | TRAC | History | Attaf 4 » X

Associated Events:

4
L

Yulherakhility .,f' | Severity | DateTine

4| i3

Create Cancel

In the Create Incident dialog box, enter your information in the blanks fields.

3. Click Save.

Viewing and Saving Attachments

To view an attachment

1. Right-clicking on an attachment > View or Save the attachment.

NOTE: An attachment viewer has to be configured to view an attachment. If an
attachment is not configured to open a file, a prompt will appear as to what program
is to open the file. Attachment files are saved to the Sentinel Database.

Configuring the Attachment Viewer

Configuring the Attachment Viewer

1. Click the Incident tab.
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2. Click Incidents > Attachment Viewer Configuration or click Configure Attachment
Viewers.

A

attachment Yiewers

Extenzion Type Subtype | Appl P
Lt DEFALLT DEFALLT C:\Program Filesiwi  |i Add
bkl ESEC ADNTSOR, Z:\Program FilesiInl —
dae DEFALLT DEFALLT \Pragram Files\Mi Edit

Celete
Rl | i
o4 |
3. Click Add.
-Attachment Identification
Extension: ||
Type: IDEFALILT

Subkype: IDEFALILT

~Attachment Viewer

Application: I

Browse |

Parameters: |%FILE%

k, | Cancel |

Enter the extension type (such as .doc, .xls, .txt, .html, etc...) and click Browse or type in

the application program to launch the file type (such as notepad.exe for Notepad).
4. Click OK.

Emailing an Incident

Ability to send emails is set in the execution.properties file during installation. To configure
this file, see Chapter 11 - Utilities.
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emailing an Incident

1.
2.

Click the Incidents tab.

If available, in the navigator, expand the Incidents folder or click Incidents > View
Incidents List or click View Incidents List.

Double click on an Incident View name.
Double-click on an incident.

Click Email Incident Iil

Enter:

» Email Address
»  Email Subject

»  Email Message

Click OK. The e-mail message will have html attachments that address incident
details, events, assets, vulnerabilities, advisor information and incident history.

Modifying an Incident

To modify an incident

1.
2.

o 0k w

Click the Incidents tab.
Click Incidents > Display Incident View Manager or click Display Incident View

Manager. .
Double-click on an incident view.

Double-click on an incident.

The Incident details window opens.

Optionally, you can edit the following fields in an Incident:

= Title = Category

= State = Responsible
= Severity = Description
= Priority = Resolution

Under the Attachments tab, you may add or remove attachments.
Click Save.

Deleting an Incident

4-8

NOTE: To delete an incident that is attached to a WorkFlow (iTRAC), you will need

to terminate the iTRAC Process.

To delete an incident

1.

Click the Incidents tab.

Sentinel User's Guide



Click Incidents > Display Incident View Manager or click the Display Incident View

Manager. .
Double-click on an incident view.
In the Incidents View Window, right-click on an incident > Delete.

NOTE: To delete an incident that is attached to a WorkFlow (iTRAC), you will need
to terminate the iTRAC Process. An iTRAC Process can be terminated using the
Process View Manager under the iTRAC tab. For more information, see Chapter 5 —
iTRAC Tab.

In the confirmation window click Yes.

Incidents Tab
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ITRAC™ Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

iTRAC (workflow) involves the automation of procedures, the ability to respond to incidents.
Sentinel provides an iTRAC management system that provides procedural automation of
processes. Tied to iTRAC is Sentinel's activity framework. The Activity framework provides
the activities that could be performed automatically at each stage in the iTRAC process.

Templates (Process Definition) and Process Execution together constitute the workflow
management system.

Templates (Process Definition)

EYy_yit—=- { L
SWE . et | | w ‘
1 nlpmpnionipond | SN TN | bl _ s ae | | ———————
| |m T i £ S AR _em o I

1 | oo, H"’M—Sﬂﬂﬁﬂ"ﬁh" HIpAA. EndDatatalkectian S I

1 Pl | uwm.mmmm{u

| ems | 1Pad D aliotiah

A - L I

fizsigner

> HIPAA-Campla bty
b S R i 2
— | I

- “'3’——-' R "@

Hien o b End

[ I
1 dipoa, Emdicabon |
|

-

‘__,.,_:"'J_(__d !

The template is the design that controls the flow of execution in iTRAC. The template
consists of a network of activities and their relationships, criteria for transition between
activities and information about individual activities. Templates have attributes that can be
modified by the user.

iTRAC allows users to set timeout attributes on a iTRAC template.

An activity is a logical, self-contained unit of work within the iTRAC process. An activity
represents work, which will be processed either by users/roles (manual activity) or computer
applications (automatic activities).

Activities also have timeouts and users may enable/disable timeouts on all manual or
automatic activities.

Manual Activities in addition to the timeout attributes allow users to configure the resource
attribute that determines the user/role performing that activity.

Automatic Activities in addition to the timeout attributes allow users to configure the
automatic activity from the Sentinel activity framework to be executed.
Template Manager

iTRAC allows users to create new templates, manipulate process and activity attributes in an
existing template and delete templates using the template manager window in the iTRAC
Tab.

The template manager may be accessed by clicking on the Template Manager node on the
navigator tree in the iTRAC tab.
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_A Templates

== ] Movell
'.J—f-— _A Compliance
i—— % HPAA
T Sarbanes Cxley
=4 Security
i-— % Automstic Response
e =4S ncicent Hatwline
— " User Defined Create Copy %_
Display
Delete

Default Templates

iTRAC ships with four default templates which consists of automatic and manual activities.
The process and activity attributes for these templates have been set to some pre-defined
values, users may modify these to suit their requirements. The default templates are:

= HIPAA

= Sarbanes Oxley

= SANS Incident Handling
= Automatic Response

Creating New Templates

1. Click the iTRAC tab.
2. Inthe Navigator, click iTRAC Administration > Template Manager.

3. Highlight an existing process (HIPAA, Sarbanes-Oxley, SANS or a user defined
process), right-click > Create Copy.

4. Enter a Name.

5. If you select a time out, you must enter an email address and a time. Time is in whole
numbers. You can select minutes, seconds, hours or days.

6. Enter a description. See Modifying Existing Templates for changing process and
activity attributes. Click OK.

7. Inthe Template Customizer, click Save.

Modifying Existing Templates

When modifying a process, you can modify process attributes or attributes of the activities
within the process:

The following process attributes may be modified

" name
= time out period or disable the timeout period
= description

Modifying Process Attributes
1. Click the iTRAC tab.
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2. Inthe Navigator, click iTRAC Administration > Template Manager.
3. Highlight an existing template, right-click > Display.
On the template window click the process details button.

\_":?

4. In the Process Customizer dialog, you can edit the following:
= Name
= Duration (minutes, seconds, hours or days)
= Timeout (if enabled you will be required to enter an email address and time)
= Description

M Process Customizer
;ﬁ) Marne: ISANS Incident Handling

Duration: lr-.ﬂinutes LI

Etmnail: |

[ Timeout

Litrit: |

-De=crigtion -

SAMNS Incident Handling

Ok | Cancel |

Modifying Manual Activities
You can edit the resource (user/role), Timeout and Description of manual activities.
1. Click the iTRAC tab.

2. Inthe Navigator, click iTRAC Administration > Template Manager.

3. Highlight an existing template, right-click > Display.

4. The Template is displayed on a separate window.

5. To edit, double-click on any of the manual icons on the template and make your
changes.
NOTE: the following manual activities in the existing templates may be modified
this way.

el

s'\jt] g

= AssignUser = ConfirmStartContainment

s Acceptincident s ConfirmEndContainment

= ConfirmStartDataCollection = ConfirmStartEradication

iTRAC™ Tab
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o ConfirmEndDataCollection o ConfirmEndEradication

M Activity Customizer

] ;
Marne: Loceptincidert
diriy Jpcesst

Twpe: Ihﬂanual

Rezource: BE 0nalyst

l_ Timeout

Litmit: Mikirtes

rDescrigtion

cocept this Incident

Ok Cancel

Modifying Automatic Activities

You can edit the activity, Timeout and Description of an automatic activity.

1. To edit, double-click on any of the automatic activity icons on the template and make
your changes.

2. The drop down on the activity customizer dialogs displays the list of activities that
may be used as automatic activities.The activities in the list are activities created
using the activity framework.

NOTE: The following automatic activities in the existing templates may be modified
this way.

o
?“J‘}

=  DataCollection
= Containment
= FEradication
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M Activity Customizer

'.%’v} Marne: |DﬂtaCiJIEeu’riGr-
Type: |.&u!=:|
Activity: Collectiond.ctivity ;I
IncidertlUserCheck
[ Timeout AT ;
verifyincident & zsignment
Litnit: Moo A ctivity
- = Collectionclivity -
| Description - ~ |Cortainment Activity \ a

Ferform data colle|EradicationActivity [

Ok | Cancel |

Deleting Templates

1. Click the iTRAC tab.

2. Inthe Navigator, click iTRAC Administration > Template Manager.
3. Highlight an existing template, right-click > Delete.

4. Click Yes on the delete template popup.

Process Execution

Process Execution is the time period during which the process is operational, with process
instances being created and managed.

When an iTRAC process is executed or instantiated in the iTRAC server, a process instance is
created, managed and eventually terminated by the iTRAC server in accordance with the
process definition. As the process progresses towards completion or termination it executes
various activities defined in the workflow template based on the criteria for the transitions
between them. The iTRAC workflow server processes manual and automatic activities
differently.

An iTRAC process is dependent on an Sentinel incident, a process instance cannot exists if
there is exists no incident that is related to it. On the other hand an incident may exist without
being related to the workflow server. Only 1 incident may be associated to an iTRAC process
instance.

Instantiating a Process

An iTRAC process may be instantiated in the iTRAC server by associating an incident to an
iTRAC process by the following 3 methods

= Associate an iTRAC process to the incident at the time of incident creation
= Associate an iTRAC process to incident after an incident has been created
= Associate an iTRAC process to an incident via correlation
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See the Incidents Tab for more details on associating a process to an incident.

Automatic Activity Execution

When the process instance executes an automatic activity, it executes the associated activity
defined in the template. The associated activity is an activity created using the activity
framework. The iTRAC server executes the activity; stores the result in process variables and
transitions to the next activity in the iTRAC template.

For e.g. the activity from the activity framework may be set to ping a server and attach the
results to the associated incident.

Manual Activity Execution

On encountering a manual activity, the iTRAC server sends out notifications in the form of a
workitems to the assigned resource. If the assigned resource is a user, then the workitem will
be sent only to that user. If the activity was assigned to a role then a worktem will be sent to

all users within the role. The iTRAC server then waits for the user to complete the workitem
before proceeding to the next activity.

Work Lists

5-6

The workitems are presented to the user via the work list which maintains details of all the
workitems allocated to that user. It is to-do list for the user.

‘al Work tems: (01) e

A Wiork tems
(S HIPAA (01
E’I— A Assignlser (051
pott scan

[ pork scan

The work list is viewable from any tab in the sentinel Ul. Workitems are grouped together by
process and activity to which they belong. Workitems in bold indicate those workitems that
have not yet been accepted by the user.

The worklist allows users to interact with the individual workitems.

= User’s may double click or right click > Details to view workitem details.
= Users may right click > accept unaccepted workitems
= Users may right click > view the associated incident details
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1 HID_AttackiD

- m Accepk

Details

Desi

 Wiork ftems Orig
B4 HIPAA, (272)
(59 Acceptincidert (212) R
=
I~
b

Display Associated Incident

Workitems

A work item constitutes the task to be undertaken by the user for the currently executing
manual activity in an iTRAC process. The control and progression of the workitem rests with
the user.

The iITRAC server waits for the user to complete the task before it proceeds to the next
activity within the process instance

Detailz Wariable

Status: [] Accepted Bl Misc
; El Variables
Time: Tue Jan 1§ 09:07:59 EST 2005 TR NATE
Duration: 4[=] 1d 102
Incident Mame:  port scan DiataObiectT. .. Incident
Incident ID: 102
Activity Process
| AssignUser HIPAA
33ign a4 user or role To process [HIPAL
thiz Incident %

Complete | Cancel

The workitem details dialog shown above has the following information

= Workitem details

= Workitem variables
= Activity description
= Process description

There are three steps in involved in interacting with a workitem, they are:

= Accepting a workitem
= Updating variables in the workitem
= Completing the workitem

Accepting a workitem

A workitem may be assigned to all users within a role or to just a single user. A workitem has
to be accepted by the user before performing any other action on the workitem. Accepting the
workitem makes the user the owner of the workitem, the workitem is removed from the work
list of all other assigned users.

Accepting Workitems

1. Within the Worklist, you can right click on a work item and perform the following:
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) Wik ttems Orig {2 port scan -
A HPAs (212) Accept M
54 Acceptincident (2/2) b

Details
Desi

I: ) HID_AttackiD

’_ Accepk

Details

Display Associated Incident

Display Associated Incident

= Accept (when the process is in an Accept step)

= Alternatively you can bring up the details window and click on the Accept
button.

Updating variables in the workitem

The iTRAC server uses workitems to get information from users in the form of workitem
variables to determine the next activity with a process. The variables may accessed by the
user only after accepting the workitem.

iTRAC supports read-only variable and updateable variables, read-only variables are used to
inform the user for e.g. status of an activity, id of an incident etc.

Updateable variables are used to accept input from the users. Currently in iTRAC there are
two kinds of updateable variables, User list and Boolean list.

Wariahle ['Variable
B Misc (= misc
E] ‘ariables = Variables

performCont, .,

userhlame Iesecadm Bk |
1i

DatathieckT. ., |

Updating Variables

1. Right click or double click on the workitem to view the details dialog
2. Only updateable variables are in edit mode, read other variables cannot be edited.
3. Click on the combo box and select the appropriate value.

Completing the workitem

Completing the workitem signals the completion of the task to the iTRAC server. The
updateable variables from the workitem are processed by the server to move to the next
activity based on some criteria. The workitem is removed from the user’s worklist. A
workitem has to be accepted before it can be completed.

Completing Workitems
1. Right click or double click on the workitem to view the details dialog.
2. Click Complete in the dialog.
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Process Management

Process Management allows you to:

Process

Display Status of your Process (Process Monitor)
Start your Process
Terminate your Process

Monitor

The Process Monitor function is to monitor the progress of a process. As the process instance

progresses from one activity the user may track the progress visually by clicking on the

refresh button, the process monitor also provides an audit trail of all the actions performed by
the iTRAC server while executing the process.

Process Monitor

Everit Titne It InstancelD EvertType Ol State Mewe State |
Tue Jan 13 09:07:57 EST... & HIPAA 3_iTrac_HIPAA process_created
Tue Jan 18 09:07:57 EST... J HIP&A 3_iTrac_HIPAA process_context_changed [{} {containmentoutput=, p...
Tue Jan 18 09:07:58 EST... [& HIPAA 3_iTrac_HIPAA process_context_changed [{Id=} {1d=102}
Tue Jan 18 09:07:59 EST .. [ HIPAA 5 _iTrac_HIPAA process_context_changed [{userhame=null} {userhame=null}
Tue Jan 13 09:07:59 EST... [&F HIPA& 3 _iTrac_HIPAA process_skate_changed E‘ nok_started [,b running

| Ready

”':\5 Refresh” Created || State: running

Activities that have completed by the process are displayed with a green border while the

activity that is currently executing is displayed with a red border.

Accessing Process Monitoring

1.
2.

Click the iTRAC tab.
Click the View Options Manager button.
384
Double-click on one of the default views or create a new view. Default views are:
= All Processes
= Processes By Incident
= Processes By Status
In the Active Process Manager, highlight and double-click on a process.

State IncidentCrwwhner Incidentlc LastUpdateTime

i Processes

= HIPAL

i MID_AttsckiD running 100 2005.01.18 f 09:05:00 EST

- SANS Incident Response | |

Ready

|| refresh|[Z7) Options|| Refreshed At: Tue Jan 18 09:23:33 EST 2005 |

iTRAC™ Tab
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Process Monitor

(i e i - :
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| [ B A o s Bl i o S
gt | . ==~
——-g :\77 'l»n'__'."-': 1 ]
” il I HEA S |
5 - |
Event Time led Instancell EvertType 2l State Mewy State |
Tue Jan 18 09:07:57 EST... [&F HIPAA 3_iTrac_HIPAA process_created
Tue Jan 18 09:07:57 EST... |f HIPAA 5 _iTrac_HIPAA process_context_changed [{} {containmentOutput=, p...
Tue Jan 18 09:07:58 EST... [&F HIPAA S_iTrac_HIPAA process_context_changed [{Id=} {1d=10z}
Tue Jan 18 09:07:59 EST... J HIPAA 3_iTrac_HIPAA process_context_changed [{userhame=null} {userhame=null}
Tue Jan 18 09:07:59 EST. .. |&F HIPAA 3_iTrac_HIPAA process_skake_changed E‘ nok_started [b running

|Ready H@ Refresh” Created || Stake: running

To set an Process Manager option

1. Click the iTRAC tab.
2. Double-click on any of the processes.
3. Click the Options button. In this window you may also set your:

= Fields...

= Group by...
= Sort...

= Filter...

= Tree Display
4. Click Apply and Save.
The following is view with Tree Display set to Status (running and not started).

State Incidentlc LastUpdateTime Description
' Processes
__-__,- HIPa.A,
[FHiF SANS_ncident_Response
05 running running 104 2005.01,19 f 09:38:58 EST SANS Incident H...
5 nat_started not_started 101 2005.01.16 | 08:52:59 EST SANS Incident H. .
| Ready || & Refresh|[Z7] Options|| Refreshed At: Fri Jan 21 13:04:40 EST 2005 |

Starting or Terminating a Process

Starting or Terminating a Process

1. Click the iTRAC tab.
2. Click the View Options Manager button.
e
Lty
3. Double-click on one of the default views or create a new view. Default views are:
= All Processes
»  Processes By Incident
=  Processes By Status

4. Inthe Active Process Manager, highlight a process, right-click and select either Start
Process or Terminate Process.
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Creating an Activity Using the Activity Framework

Creating an Activity

1.

2.
3.
4

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Activity Manager.

Right-click > New Activity.
Select one of the following:
Activity Wizard

Activity Wizard

Zelect Activity type name and description.

Tvpe

sage

Incident Command Ack Ly
Incident Internal Ackivity
Incident Composite Activiky

Incident Command Activity

» Incident Command Activity — launch a specific command with or without

arguments.

Incident Output gives the following arguments:

= DIP

= DIP:Port

= incident

o RT1 (DeviceAttackName)

a

a

a

SIP
SIP:Port
Text

Custom allows you to enter your own custom arguments.
For this activity you can also set it to email the output and/or attach the output to the

incident.

Activity Wizard
Commmand Arugments Wizard
Provide command name snd select required command argument type.

Command: Ipmg‘

Arguments:

 Mane

1% Inciclent Output 3 =]

© Custom ﬂ
.|

Description

Enter the command name

< Back. I Mext I

Cancel |

Activity Wizard
Command Attachment Wizard
Select required aftachment options and provide the necessary details.

T Mail

To: |

From: Jesec_sctivity

Subject: |

IV Attach to Incident

Description -

< Back I Next I

Cancel

= Incident Internal Activity — allows you mail and/or attach information about:

= Vulnerability for (SIP or DIP)
= Advisor Data

o Asset

iTRAC™ Tab
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Activity Wizard
Internal Attachment Wizard
Select required attachmerts.

Ml and Attach -

Mall Attach
T T “urersbilty [P =
[T I Advisor Data

T | agset

[-Description

Cancel |

= Incident Composite Activity — allows you to create an activity by combining one
or more existing activities.

Activity Wizard Activity Wizard
Compaosie Activity Wizard Composite Summary Wizard
Select required user defined Activities. This page displays the summary of the composite activity
-Composite Activities Activity =
™ CortairmentActivity Hame @ ica
Description :
™ Collectiondetivity -
~Composite Activities Selected —
™ EradicationActivity I
Srilo ActivityName
1 Containmentackivity
z CollectionActivity
3 EradicationActivity
|
< Back. I Mext I Canicel < Back Finish |

Modifying an Activity
Modifying an Activity

1. Click the iTRAC tab.

2. Inthe Navigator, click iTRAC Administration > Activity Manager > iTRAC
Activities.

3. Double-click on an iTRAC activity. Edit and click OK.

Importing/Exporting an Activity
Activities are exported as xml files. These files can be imported from one system to another.
Exporting an Activity
1. Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Activity Manager.

Right-click on iTRAC Activities > Import/Export Activity.

Select Export Activity and click Explore.
Navigate to where you want save your exported file.

ok~ DD
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Name your file and click Export.

Click Next.

Select one or more activities to be exported.
Click Next and click Finish.

Importing an Activity

No ak~owbdRE

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Activity Manager.

Right-click on iTRAC Activities > Import/Export Activity.
Select Import Activity and click the Explore button.
Navigate to your import file. Click Import.

Click Next.

Click Next and click Finish.

iTRAC™ Tab
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Analysis Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

You must have the proper permission to use Analysis tab. If this permission is not assigned,
none of the other permissions related to actions using this tab will be available.

Description

The Analysis tab allows for historical reporting. Historical and vulnerability reports are
published on a web server, these run directly against the database and they appear on the
Analysis and Advisor tabs on the Navigator bar.

NOTE: Sentinel is integrated with Crystal Reports® to generate and display reports.
The administrator must configure the location of the Crystal Enterprise Server that
publishes reports in the General Options window of the Admin tab. In the navigator
window is a list of available reports.

In order to run the report templates, you need to have Crystal Reports Enterprise
Edition installed and have your Sentinel Control Center configured to access that
server. For more information, see Sentinel™ 5 Installation Guide.

Also provided are example reports in pdf format.

Top Ten Reports

To run any Top 10 reports, aggregation must be enabled and EventFileRedirectService in
DAS_Binary.xml must be set to on. For information on how to enable aggregation, see
Sentinel User's Guide, Chapter 10 — Sentinel Data Manager, section Reporting Data Tab.

Enabling EventFileRedirectService for Sentinel Top 10 Reports

Enabling EventFileRedirectService

1. Atyour DAS machine, using text editor, open:
For UNIX:

$ESEC_HOME/sentinel/config/das_binary.xml
For Windows:
%ESEC_HOME%\sentinel\config\das_binary.xml
2. For EventFileRedirectService, change the status to on.
<property name="'status’'’>on</property>

3. For Windows, restart the Sentinel service. For UNIX, reboot the DAS machine.
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Running a Report from Crystal Reports

To create a report from a Crystal Reports template

1.
2.

Click the Analysis tab.
In the Analysis Navigator, click a report from the available reports.

NOTE: To run any Top 10 reports, aggregation must be enabled and
EventFileRedirectService in DAS_Binary.xml must be set to on. For information on
how to enable aggregation, see Sentinel User's Guide, Chapter 10 — Sentinel Data
Manager, section Reporting Data Tab.

Click Analysis > Create Report or click Create Report.

Q

Complete the information in the template and click View Report. The report will
display.

Running a Event Query Report

To create a Event Query report

1.

2.
3.
4

9.

Click the Analysis tab.

In the Analysis Navigator, open the Historical Reports folder.
Click Event Query.

Click Analysis > Create Report or click Create Report.

Q

An Event Query window will open.
Set the following:

= time frame

= filter

= severity level

= batch size (this is the number of events to view — events display from oldest
events to newer events)

Click Refresh Query.
To view the next batch of events, click More.

Rearrange the columns by dragging and dropping them and arrange the sort order by
clicking in the column heading.

When your query is complete, it is added to the list of quick queries in the Navigator.

Running a Correlated Events Report

To create a correlated events report

1.
2.
3.

Click the Analysis tab.
In the Analysis Navigator, open the Historical Reports folder.
Click Correlated Events.
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Click Analysis > Create Report or click Create Report.

A Correlated Events Report window will open.

Event ld: Caorrelation ruls: Batch size:
| | o =] Q] X

4
L

DateTime I Severity I Eventharme I SourcelP I DestinationlP

In the Correlation ID field, enter either:
=  Event ID number
= CorrelatedEventUUID

NOTE: CorrelatedEventUUID is only available from a real time event table.

To view the next batch of events, click More.

=

Analysis Tab
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Collectors Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

You must have the proper permission to use Collectors Tab. The Collectors Tab allows
limited Wizard functionality. For full Wizard functionality, use the Collector Builder. The
Collectors Tab allows you to:

» monitor a Wizard Host
= monitor a Collector
= start and stop Collectors (Collector Manager) for a selected host

EventzRecenedCount I EventsSentCount UpTime

L} Collector Health

=) =Hostnames=: <= |

S off |

L2 wuln 0

=@ on |

L) Pachim_IDS 13,506 534

| &
| L
|on
|

=) =Hostnames:=IP= |

=@ off I

L) winzkLOG o

Layout

The left panel in the Collectors tab contains a tree of views. By default, the root of the true
has two children: Collector Manager Views and Collector View. The right panel displays
views in tables. Each view in the right panel has an entry in the tree on the left.

There are four views displayed in the right panel:

= Collector View
= Collector View Manager
= Collector Manager View
= Collector Manager View Manager

The Collector View displays information about Collectors and the Collector Manager View
displays information about Collector Managers. Each view is displayed as a tree table: the
object is grouped by one or more of their attributes. The configuration of the view is
adjustable. The options of a view can be changed and new view types can be added. The view
configuration is displayed in a View Manager (Collector View Manager or Collector Manager
View Manager).

When the tab is first displayed the tree in the left panel is populated with the two view
managers and the Collector View Manager is displayed in the right panel.
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The Collector View Manager has 3 pre-configured view options by default; new ones can be
created. The three are: All Collectors, Collectors by Manager and Collectors by Status.

The All Collectors view displays all the Collectors grouped by the manager in which they are
running.

The Collectors Manager View Manager groups all the Collectors by their manager and further
groups them by their status (on or off) within each manager.

The Collectors by Status view groups all the Collectors by status (On or Off) and then within
each status they are grouped by manager.

There is one default view for viewing Collector Managers and that is the All Managers view.
It displays all the active Collector managers in the system with no grouping.

Monitoring a Collector

In the Wizard Host Window, by default you can monitor the following:

Collector Manager View Manager

= StartTime Time when Collector Manager was started, given in
mm/dd/yy hh:mm:ss and time zone

= UpTime Length of time that Collector Manager has been
running, given in days, hours, minutes and seconds.

= EventReceivedCount Number of events received from all Collectors by
Collector Manager since Collector Manager started.

= EventReceivedRate Average event rate per second that Collector

Manager received in the last minute.
Collectors View Manager
= Status on or off

= EventsReceivedRate Average event rate per second that the Collector Port
received in the last minute.

= EventsReceivedCount Number of events received by the Collector Port
since the Collector Port started.

= UpTime Length of time that the Collector Port has been
running, given in hours, minutes and seconds.

You can create your own views with that have additional or less fields.

Monitoring a Wizard Host

Monitoring a Wizard Host

1. Click the Collectors tab.
2. Click Collector Manager View Manager.

3. Select a view option by double-clicking on a view or create a new view. A Wizard
Host window will display.
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ﬁ' Collector Yiew Manager ! E

Mane Fields GroupBy Sort Filter
[] ALL COLLECTORS Statug Everts Recei... Manager Name(Asc... Mone ot |
erits Received Ra... Mame(Asc... [Mohe

Events Re St hicling)... Mone

Ready ||L§" Refresh”@ Apply”li,'}' Add \-"iewl

Creating a Collector View

Creating a Collector View

1. Click the Collectors tab.
2. Click Collector Manager View Manager.

3. To create a new view, click Add View.
= Enter your Option Name
= To arrange which fields you want shown, click Fields
= To group different titles, click Group
= Tosort by title, click Sort
= Tofilter, click Filter
Below is a view set with Group set to ManagerUUID and by Version.
¥ Another I [=] B3

Detabase B... | Database B.. | Database E... | Database E... | Error Cou

il Manager Health

=1 FDC5762-E61 5-1025-9BF 7-0007ES534B385
E-5130

- A300EAGE-ESOD-1026-B1 97-000D56CT 3354,
5130

—E73693 2-E623-1026-A660-00B0D0B0CESE
5130

K — /7|

|Ready ... |2 Refresh|[=7 options| Refreshed At 625106 11:15:40 aM |

Modifying a Collector View

Modifying a Collector View

1. Open the Collector View Manager.
2. Double-click on any of the names.
3. Click Options. In this window you may also set your:

=  Fields...

= Group by...
= Sort...

= Filter...

= Tree Display
4. Click Apply and Save.
The following is view with Tree Display set to Manager UUID.
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#8 ALL COLLECTORS M =]

Status Everts Rece... |Everts Rece.. U Titne:
_} Collectors Health
=] J 1FDCSTE2-E618-1025-9BF 7 -0007EIS4E9
L) ps_2 oft o 72 10,9375
=] J AS0DSABE-ESOD-1028-B157-000D56C7 3
— 24 nmap off 0 1 4:565
) b1 on 4 203,304 12h 46:25
= J E73B931 2-E623-1028-A650-00B80D0B0CE
— (2 DemovulnerabilityUplosd off 0 0
— () DemoEvents off ] 0
— (2 SendOneEvent off ] 0
— (2 SendhuttipleEvents off 0 0
>4 DemosszsetUpload aff 0 0
|Ready .. |2 Retresh| ) cptions|| Refreshed At B/25/06 11:26:50 AM

Stopping/Starting/Details Collectors

Stopping/Starting Collectors

1. Click the Collectors tab.
2. Open a Collector View Manager.

3. To stop/start/Show Detail a single Collector, right-click on a Collector > Actions >
Start or Stop.

| |
o, i |

| Actions ¥ Start

Skop
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Admin Tab

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

To use this feature, you must have the proper permission. If this permission is not assigned,
none of the other permissions related to actions using this tab will be available.

N Novell Sentinel Control Center - logged in as user5 [ (O] x]
File Options  Wihdows  Active Views  Inciderts  [TRAC  Analysis Advisor  Admin Help

o0 = 2| a|B @] r[3]Q]

B sctive views™] [ inciderts || & Racr] @l Anaysis| 9 Advisor [Z) Admin |
# Reporting Configuration -
# Conrelation Rulss ¥ ALL GROUP BY SERVER HOSTHANE
# Correlation Engine Manager
# Giokal Fiter Configuration
# Meru Configuration

&40 Restarts Start Tirme: Up Tirme arsion

L) Pracesses Heafth

L TYs" NOT_MITISLIZED:

& Event File Info Communication Server AT T
L] Server Visws g 132006 13 Runn!ng a1323
t' e e e 061 3/2006 13 Rummg Fd13.03

« M ERWER HO DaS_Binary unning
T - DS Query 081372008 19 .. Running Fa13.23
1 > DaS_RT 106/13/2006 13:... Running Fd13:23
- 061 372006 13:.._Runriin Fd13:23

'3l work Hems: (0/0) & DASHIRAC 4

Query Manager 10671 3/2006 19.... Running 7Fd13:23
& Work lems RuleLg Checker 106/ 3/2006 19: .. Running FH1323

Sonic Lock Remover 06/13/2006 18: .. Runining 7d13:23
L wmatthews-desk
- weimatthewsul

Ready |2 Reetrest] [7] Options | Retrashed At 621106 5:50:32 AM
Resacly 2 Refresh| [~ Apply

Admin Tab - Description
The Admin Tab allows you access to:

= Reporting Configuration for the Analysis and Advisor Reports
= Manage filters

= Working with Sentinel Correlation Rules
= Configure Menu Configuration Menu

= DAS Statistics

= Event File Information

= Server Views

= Configure user accounts

Reporting Configuration Options for Analysis and
Advisor Reports

To configure the URL for Analysis and Advisor Reports

1. Click the Admin tab.
2. In the Admin Navigator, click Reporting Configuration.
3. Inthe Reporting Configuration window, click Modify.

Admin Tab 9-1



9-2

For Crystal Enterprise Server running on Windows:
= |nthe Analysis URL box, enter the URL for the Crystal Enterprise Server and
click Refresh.

http://<hostname_or_IP_of web server>/GetReports.asp?A
PS=<hostname>&user=Guesté&password=&tab=Analysis

NOTE: <hostname_or_IP_of web_server> must be replaced with the IP address or
hostname of the Crystal Enterprise Server.

NOTE: The URL above will not work properly if the APS is set to the IP Address. It
must be the host name.

= |Inthe Advisor URL box, enter the URL for the Crystal Enterprise Server and
click Refresh.

http://<hostname_or_IP_of_web_server>/GetReports.asp?A
PS=<hostname>&user=Guesté&password=&tab=Advisor

NOTE: <hostname_or_IP_of_web_server> must be replaced with the IP address or
hostname of the Crystal Enterprise Server.

NOTE: The URL above will not work properly if the APS is set to the IP Address. It
must be the host name.

For more information, see the Installation Guide.

For Crystal Enterprise Server running on Linux (SUSE and Red Hat):

= |Inthe Analysis URL box, enter the URL for the Crystal Enterprise Server and
click Refresh.

http://<hostname_or_IP_of _web_server>:<web_server_port
_default_8080>/esec-
script/GetReports. jsp?APS=<hostname>&user=Guesté&pas
sword=&tab=Analysis

NOTE: <hostname_or_IP_of web_server> must be replaced with the IP address or
hostname of the Crystal Enterprise Server.

NOTE: The URL above will not work properly if the APS is set to the IP Address. It
must be the host name.

NOTE: <web_server_port_default_8080> must be replaced with the port the Crystal
web server is listening on.

= Inthe Advisor URL box, enter the URL for the Crystal Enterprise Server and
click Refresh.

http://<hostname_or_IP_of web server>:<web_server_port
_default _8080>/esec-
script/GetReports. jsp?APS=<hostname>&user=Guesté&pas
sword=&tab=Advisor

NOTE: <hostname_or_IP_of_web_server> must be replaced with the IP address or
hostname of the Crystal Enterprise Server.
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NOTE: The URL above will not work properly if the APS is set to the IP Address. It
must be the host name.

NOTE: <web_server_port_default_8080> must be replaced with the port the Crystal
web server is listening on..

For more information, see the Installation Guide.
M Reporting Configuration ! Li,_l
~Reporting Options

Analysis URL:

| @ Refresh |
_@reresn |

Advizor URL:

| @ Retresh

[ Use external broveser
= Use default browset

{7 Usze the following commends tolaunch & browser:

Birohyse., | [est:. |

Render reports using (HTRL with r:amﬁs;l

SEYE I Zance| |

The external browser option allows you to use your default or another browser. When
using a browser other than the default browser, your command line must be followed by a
%URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE %URL%

4. Wait for the Refresh button to turn green and click Save. You will have to logout of
the Sentinel Control Center and log back in.

Sentinel Correlation Rules

Correlation adds intelligence to security event management by enabling you to automate
analysis of the incoming event stream to find patterns of interest. Correlation allows you to
define rules that identify critical threats and complex attack patterns so that you can prioritize
events and initiate effective incident management and response.

Rule Folders are the logical grouping of correlation rules. Grouping correlation rules into
Rule Folders also allows you to have a set of rules that runs during the business day or a set
that runs at night and another set that runs during the weekend. In essence, watching for
different activities based on time of day.
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For example, you can enable all of the daytime correlation rules at once at 8 A.M. on Monday
through Friday and also to disable the nighttime correlation rules all at the same time.
Specifically, If you don’t need to group correlation rules into Rule Folders, you can create
only one Rule Folder and then create all of your correlation rules under that Rule Folder.

There is no limit to the number of users that can access Correlation Rules. When more than
one user is editing the same rule, the last person to save will overwrite all previous saves.

This section discusses:

= Rule Folders and Rules

= Correlation Rule Types

= Correlation Engine Rule Deployment

= |Importing and Exporting of Correlation Rules

= Role of the Database in Storing Correlation Rules
= Logical Conditions

NOTE: You cannot correlate on a null (empty) value.

Rule Folders and Rules

The following defines the relationship between Rule Folders and Rules. Rule Folders and
Rules are displayed in hierarchical fashion in the Correlation Rules window.

»= A Rule Folder may contain zero or more rules

= The number of Rule Folders and Rules is only limited by available disk (storage) space

= Double-clicking a Rule Folder displays the Rule Editor for that type of correlation rule

=  The maximum length of Rule Folder names is 255 characters for the folder path and rule
names is 255 characters

= Rule Folder and Rule descriptions can be up to 1024 characters

Correlation Rule Types

There are four Correlation Rule types that you can choose when defining rules. They are:

= Watchlist

= Basic Correlation

=  Advanced Correlation
= Free Form RuleLg

CAUTION: You should be familiar with the RuleLg correlation rule definition
language before using this correlation rule type. In addition, if you renamed a tag, do
not use the original name when creating a correlation rule using RuleLg.

Watchlist

There are four different Filter Types to choose from. They are:

= Allow All - Lets all events through.
= Pattern - Any regular expression with a grep-like syntax.

= Filter Manager - A drop-down list that displays the Filter Manager to select or create a
new filter.
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M Filter Manager I [=]
Cuvner Filtet Mame Expression String
PLUBLIC Opersting_System_Everts  |fiter] & DeviceCategory = "0O5" )
PUEBLIC Database _Events fitter( e DeviceCategary = "DE" )
PUBLIC D% _Events fitter( & DeviceCategary = "IDS")
PLUBLIC Hicih_Severity fitter & Severity == 3]
PUEBLIC Firewyall_Events fitter( e DeviceCategary = "FW" )
PLUBLIC Lovw_Severity fitter & Severity <= 21
PUEBLIC Carrelation fitter( [ e.SensarType ="C" ) or [ e SensorType = """ 1]
PUBLIC Exploit_Detection fitter( & Wulherahility =11
PLUBLIC External_Everts fitter( [ & =ensorType ="1" 1 and [ & SensorType I="P" 1)
PUELIC ALL fitter(1=11
PUBLIC Scan_Everts fitter( & DeviceCategary = "SCAN")
PUEBLIC Severe_lnternal fitter( [ e.SenzarType ="I"Jand [ e Severity == 3 7))
PUBLIC Internal_Everts fitter( & SensorType ="1" 1
~Marmge Fitter Configuration
Add | Elore | [elete | [etas |

Builder - Create criteria for inclusion and exclusion of events based on boolean algebra.
Two panes are available (include and exclude). Enter your values here, for example:

Wihich events should be included in the pattern match: = and  oOr

IMeta-Tag Condition
|192.168.1.2
Wihich events should be excluded from the pattern match: * Aand O Or
Meta-Tag Condition Walue I and [«

192.168.1.72

Basic Correlation

There are four different Filter Types to choose from. They are:

Allow All - Lets all events through.

Pattern - Any regular expression with a grep-like syntax.

Filter Manager - A drop-down list that displays the Filter Manager to select or create a
new filter.

Builder - Create criteria for inclusion and exclusion of events based on boolean algebra.

This rule allows you to count the number of times certain conditions are met within a specific
timeframe.

For example, a Basic Correlation rule can look for the same source IP address reported five
times in five minutes, even if the events are reported from different devices, such as an
intrusion detection system (IDS) and a firewall.

Advanced Correlation

There are four different Filter Types to choose from. They are:

Allow All - Lets all events through.

Pattern - Any regular expression with a grep-like syntax.

Filter Manager - A drop-down list that displays the Filter Manager to select or create a
new filter.

Builder - Create criteria for inclusion and exclusion of events based on boolean algebra.
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This rule allows you to:

=  Count the number of times certain conditions are met within a specific timeframe.

= Incorporate all of the features of the simple correlation rule, as well as evaluate events
against past events.

For example, an Advanced Correlation rule can look for events from the same source IP
address to the same destination IP address with the same event name that occur both inside
and outside a firewall (meaning the attack may have made it through the firewall).

Free Form RuleLg Correlation

RuleLg correlation rule definition language allows you to have complete control in defining
correlation rules. Before you use this correlation rule type, you should be familiar with the
RuleLg correlation rule definition language.

Correlation Engine Rule Deployment

To use this feature, you must have the user permission Start/Stop Correlation Engine. The

Correlation Engine is in one of two states, activated or deactivated. The current state is
displayed in the icon.

= Activated - 2 = Deactivated - 32
When the Correlation Engine is activated it is processing active correlation Rules Folders.

When the Correlation Engine is deactivated, all of its in-memory data is preserved and no
new correlation events are generated. This state is equivalent to deactivating all of the Rule
Folders. Deactivating the Correlation Engine does not affect other parts of the system.
Incoming events still go through, populating the Sentinel database.

Importing and Exporting of Correlation Rules

The exporting capability allows Sentinel to create and export “canned” correlation rules and
make them available to you for importing into your system. These XML documents are
formatted specifically for the Correlation Engine.

The ability to export rules as XML documents assists you when you need Novell’s help in
troubleshooting your correlation rules. Exporting is also beneficial when you have an “in
production” Sentinel and a “development” Sentinel. You can develop and test correlation
rules in the development environment and then export them to the production environment.
The file extension for exported correlation rules is .crf.

Role of the Database in Storing Correlation Rules

When you activate the Correlation Engine (a Sentinel Server process) in Sentinel Control
Center, it requests the deployment information and rules from the database. When you modify
correlation rules and then save them, they are sent to the database for storage. The changes in
the rule will not be reflected in the Correlation Engine, unless one of the following is met:

= the deployed rule is disabled and then enabled
= the rule is freshly deployed

When you modify deployment rules and then save them, they are sent to the database for
storage and to the Correlation Engine where they are put into use.
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Logical Conditions for Correlation Rules

The following are logical conditions used when creating correlation rules. For more
information about Meta-tags, see the Sentinel User’s Reference Guide.

Condition Type Field Description
= numeric The content of the meta-tag selected is equal to the value
string entered.
I= numeric The content of the meta-tag selected is not equal to the
string value entered.
< numeric The content of the property selected is less than the value
entered.
> numeric The content of the meta-tag selected is greater than the
value entered.
<= numeric The content of the meta-tag selected is less than or equal
to the value entered.
>= numeric The content of the meta-tag selected is greater than or
equal to the value entered.
=Meta-Tag numeric The contents of the meta-tag selected in the drop-down
string list on the left is equal to the contents of the meta-tag
selected on the right of the expression.
I=Meta-Tag numeric The contents of the meta-tag selected in the drop-down
string list on the left is not equal to the contents of the meta-tag
selected on the right of the expression.
<Meta-Tag numeric The contents of the meta-tag selected in the drop-down
list on the left is less than the contents of the meta-tag
selected on the right of the expression.
>Meta-Tag numeric The contents of the meta-tag selected in the drop-down
list on the left is greater than the contents of the meta-tag
selected on the right of the expression.
<=Meta-Tag numeric The contents of the meta-tag selected in the drop-down
list on the left is less than or equal to the contents of the
meta-tag selected on the right of the expression.
>=Meta-Tag numeric The contents of the meta-tag selected in the drop-down
list on the left is greater than or equal to the contents of
the meta-tag selected on the right of the expression.
=Regex numeric Use a period (.) and asterisk (*) with string for the value.
string
Subnet numeric A match subnet operation will match if the IP address
string being compared is in the same subnet as specified in the

match subnet operation.

Opening Correlation Rules Window

The Correlation Rules window allows you to:

=  New Folder —to create a new Rule Folder
= New Rule - create a Rule for a Rule Folder

= Copy a Rule Folder - this allows you to modify copied Rule Folders or Rules
while saving the original Rule Folder or Rule
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= Delete a Rule Folder or Rule — you cannot recover a deleted Rule Folder or Rule
after you confirm deletion

= Rename - rename a Rule or Rule Folder
= Import a Rule Folder — a browser window will open

= Export a Rule Folder — a browser window will open exporting the Rule Folder as
an xml file.

= Edit - allows editing and previewing of rules and folder properties

Opening the Correlation Rules Window

1.
2.

Click the Admin tab.
In the Admin Navigator, click Correlation Rules.

Copying and Creating a Rule Folder or Rule

Creating a Rule Folder

1.
2.
3.
4

5.
6.

Open the Correlation Rules window.
Select the parent folder to contain the new folder.
Right-click > New Folder.

Type in the Rule Folder name, limited to 255 case sensitive characters with no
periods.

(Optional) Type in the Description of the rule, limited to 1024 characters.
Click OK.

Creating a Rule

1.
2.
3.

4.

Select the parent folder to contain the new rule.
Right-click > New Rule.

Rule Wizard opens, select one of the following rule types:
= Watchlist

= Basic Correlation

= Advanced Correlation

=  Free Form

NOTE: For descriptions of the rule types, go to section Correlation Rule Types.

Click Finish.

Deleting a Correlation Rule Folder or Rules

9-8

Deleting a Correlation Rule Folder or Rule

1.

2.
3.
4

Open the Correlation Rules window.

Select the Rule Folder or Rule you wish to delete.
Right-click > Delete.

A confirmation box will appear:

» Yes—when deleting a Rule Folder, the Rules within that Rule Folder will also be
deleted. You cannot recover a deleted Rule after you click OK.
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= No - will return you to the Correlation Rule window

Importing or Exporting a Correlation Rule Folder

Importing or Exporting a Correlation Rule Folder

1. Open the Correlation Rules window.
2. Select a Rule Folder.
3. Right-click > [Import Rule Folder or Export Rule Folder]

= Import — A file browser will open, browse to the Rule Folder to import and click
OK.

= Export — A file browser will open, browse to the target device to write the Rule
Folder to and click OK. The Rule Folder will be exported as a crf file.

Editing in the Correlation Window

Editing in the Correlation Window

1. Open the Correlation Rules window.
2. Right-click > Edit.
3. Edit the rule and click Finish.

Activating or Deactivating a Correlation Engine

Activating or Deactivating a Correlation Engine

1. Open the Correlation Engine Manager window.
2. Highlight and right-click on a Correlation Engine > Activate or Deactivate Engine.

Deactivate Engine E

Deploy Rules

Mew Faolder

Renarme

Delete

Deploying Correlation Rules

Deploying Correlation Rules

1. Open the Correlation Engine Manager window.
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M Correlation Engine Manager ! E[

| 4 Correlation Engines
!_{B

107 D44EDE-DDE2-10 P 2-000005

~Dezcription

 Correlation Engine {07 D44EDE-DDB2-1028-AF C2-000056C 73354}

2. Right-click (any folder in the window or highlight the engine to have the rule deploy
to there) > Deploy Rules.

3. Place a check mark next to the rules you want to deploy. Click OK.
Deploy Rules

|
Correlation Rules:

|_ ' 4 Correlation Rules
=S

F
1 e-Security Provided Rules
I_ '*.ISecur'rt\-'
=T application
[T 1 S4NS Microsoft
[ [ 1 SANS Unix ||
- W O General
|7 'ﬂ BufferZnerflow
|7 'ﬂ Denial of Service
™ 'ﬂ Wirus Outbreak Detecte
™ 'ﬂ Wiarr Cuthreak Detecte

_I V¥ @ Troisn Horse Deteni{ed ad
4 3

0k, | Cancel |

4. To start your rule, you must move the rule to under a correlation engine.
| Correlation Engines

1

1446741 64-46153-1027-24151 -000DSGCT 3207
Criticalulnerable_=vr_Aftacks

Patches_Mot_Up-To-Date

NOTE: Rules are deployed enabled.

5. Under the correlation engine, highlight your rule and right-click > Enable Rule.
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J Carrelation Engines
{4467 41 BA-461 3-1027-41 51 -000D56CT 3207}
Criticalulnerable_Swr_Aftacks

Patches_Mat_|p-To-Diate

Server Views

Server Views allows you to:

Monitor the status of all Sentinel Server processes across the system
= Communication Server

= Correlation Engine

= DAS_Binary

= DAS iTrac
= DAS_Query
= DAS RT

o Query Manager
o RuleLg Checker
= Sonic Lock Remover

NOTE: On Windows, the Communication Server is run as a Windows Service and,
therefore, cannot be monitored by the Server View. To monitor the Communication
Server on Windows, use the Windows Service Manager.

The Sonic Lock Remover process is only enabled on Windows. When a process is
not enabled on a particular server, its Enabled column will be set to “0” and its State
column will appear as NOT_INITIALIZED.

W8 ALL GROUP BY SERVER HOSTNAME 1 [=] B3
Starts AutoRestarts StartTime State UpTime “ersion
|} Processes Health
B deski
—-@ Communication Server 0 0 MOT_INITIALIZED 5.1.2.0
—@ Correlation Engine 1 0 04/17/2006 11:43:3... [Running 18h 45:53 5.1.2.0
—@ DAS_Aggregation 1 o 04)17/2006 11:43:1... [Running 18h 46:14 5.1.2.0
—@ DaS_Binary 1 0 04/17/2006 11:43:1... [Running 15h 46:14 S.1.2.0
—@ DAS_Query 1 0 04/17/2006 11:43:1... [Running 18h 46:14 S.1.20
—@ DasS_RT 1 0 04/17/2006 11:43:1... [Running 15h 46:14 S.1.2.0
—@ DAS_iTRAC 1 0 04/17/2006 11:43:1... [Running 18h 46:14 S.1.20
—@ Query Manager 1 0 04/17/2006 11:43:3... |Running 15h 45:54 5.1.2.0
—@ RuleLg Checker 1 0 04/17/2006 11:43:3... |Running 18h 45:54 5.1.2.0
—Q Sonic Lock Remaver 1 0 04/17/2006 11:43:1... [Running 18h 46:15 5.1.2.0
Ready || Refresh|[Z) Options|| Refreshed At: Tue Apr 18 08:29:34 EDT 2006 |

Start, stop or restart processes — These actions can be taken on a process by right clicking
on the process entry.

NOTE: The right click actions on the Communication Server are not enabled
because stopping the Communication Server would result in losing contact with all
of the processes.

The terms Starts and AutoRestarts, in the context of the Server View, are defined as follows:

Starts — The number of times the process was started, for whatever reason. This includes
starts initiated by the user via the GUI or done automatically.

AutoRestarts — The number of times the process was automatically restarted. Since this
only applies to purely automatic restart scenarios, it does not apply to restarts initiated by
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a user. This field is helpful for determining if the process exited (e.g. — due to an error)
and was automatically restarted by Sentinel Watchdog.

Monitoring a Process

Monitoring a Process

1. Click the Admin tab.
2. Click Server View.

e.

3. Double-click on a view. A view will appear.

4. Expand the server view. All the processes will list.
|} Processes Health

) tstz

— & Activity_Container
—§% Communication Server
—§@ Correlation Engine
—§%) DAS_Binary

—§%) DAS_Query

—§ DAS_RT

—§2 Query Manager

—§2 Rulelg Checker

— ) Sonic Lock Remover
L workflow_Server

Creating a Server View

Creating a Server View

1. Click the Admin tab.
2. Click Server View.

e.

3. To create a new view, click Add View.
= Enter your Option Name
= To arrange which fields you want shown, click Fields
= To group different titles, click Group
= Tosort by title, click Sort
= Tofilter, click Filter
4. Click OK and then click Save.

Starting, Stopping and Restarting Processes

You cannot stop the Communication Server using this feature.

Starting, Stopping and Restarting Processes
1. Click the Admin tab.
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2. Click Server View.

e.

3. Double-click on a view. A view will appear.

4. Expand the server view. All the processes will list.
|} Processes Health

) tstz

—'@ Activity _Container
% Communication Server
— % Correlation Engine
—@ DAS Binary

&) DAS_Query

{9 Das_RT

& Query Manager

{9 Rulelg Checker

— g Sonic Lock Remover
L workflow_Server

5. Select a process, right-click > Actions > select a function (Start, Restart or Stop).

-@ Communication Server !1 |IZI

-@ Correlation Engine {1
& DAS_ Bimce
4@ DAs_0
4@ Das_RT
-@ Query Manager
-@ Rulelg Checker Skop

R T T ™

Actions #

Restart

Filters

Filters allow you to process data based on specific criteria for events in real-time and for users
of the system. Filters enable you to manage data seen in the Sentinel Control Center. The
Filter Engine drives the Real Time Event windows by maintaining the data structure for each
security filter. Filters prevent users from viewing unauthorized events and drop events that
users don’t wish to see. Filters are created in the Admin tab of the Sentinel Control Center.

NOTE: The following are invalid filter name characters: $# . * & : <>,

There are three types of filters:

= Public Filters
= Private Filters
= Global Filters

Public Filters

Public filters are system-owned. Public filters can be used as security filters or display filters.
Security filters are based on user permissions. Display filters determine which events are
depicted in the real time event tables, charts and graphs.
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M Filter Manager M [=] 3
Cuvner Filtet Mame Expression String
PLUBLIC Opersting_System_Everts  |fiter] & DeviceCategory = "0O5" )
PUEBLIC Database _Events fitter( e DeviceCategary = "DE" )
PUBLIC D% _Events fitter( & DeviceCategary = "IDS")
PLUBLIC Hicih_Severity fitter & Severity == 3]
PUEBLIC Firewyall_Events fitter( e DeviceCategary = "FW" )
PLUBLIC Lovw_Severity fitter & Severity <= 21
PUEBLIC Carrelation fitter( [ e.SensarType ="C" ) or [ e SensorType = """ 1]
PUBLIC Exploit_Detection fitter( & Wulherahility =11
PLUBLIC External_Everts fitter( [ & =ensorType ="1" 1 and [ & SensorType I="P" 1)
PUELIC ALL fitter(1=11
PUBLIC Scan_Everts fitter( & DeviceCategary = "SCAN")
PUEBLIC Severe_lnternal fitter( [ e.SenzarType ="I"Jand [ e Severity == 3 7))
PUBLIC Internal_Everts fitter( & SensorType ="1" 1
~Marmge Fitter Configuration
Add | Elore | [elete | [etas |

Private Filters
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Private filters are user-owned. Private filters are display filters and are shareable if you have

the View Private Filters permission.

Global Filters

Global filters are classified as Public Filters. Global filters are processed at the Collector
Manager sequentially for each event until a match is found. Global filter evaluation stops for
that event and the matched global filter action is taken for that event. The order of evaluation
of global filters is top to bottom, as shown in the Console. They can be enabled or disabled as

needed.

Global filters do the following:

Enable a global action on events, such dropping events, routing events to the database

only or routing events to the database and the Sentinel Control Center
Are processed by Wizard’s Collector Manager

Are configured in the Admin tab under the Global Filter Configuration option where they

can be enabled and disabled

Drop events

Can route events to the database only
Can route events to the database and to the Sentinel Control Center

Through the Global Configuration window, you can:

create Global Filter

rearrange a Global Filter

delete a Global Filter
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M Glohal Filter Configuration = =]

Fitter Marme Active Action Expression Add
PUBLIC: High_Severity | _. [clrop
Delete
I__lr_:
[y
Default Action:
databasze and guili
rManage Global Fiter Configuration —
Save | Cancel | ‘

Creating a Global Filter

Creating a Global Filter
1. Click the Admin tab.

2. Click Admin > Global Filter Configuration or select Global Filter Configuration in

the navigation tree.

In the Global Configuration window, click Modify and click Add.
In the new blank row, click the Filter Name column.

Select a filter and click Select or Add (if you need to create a filter).
In the Active column, click the Active box.

No o k~ow

the default action determines how the event is handled.
You can set the Default Action box to one of the following:

= drop — events will not go to the Sentinel Control Center or the Sentinel Server

database

= database - events will be sent directly to the database, bypassing the Sentinel
Control Center

= database and GUI - events will be sent to the Sentinel Control Center and
Sentinel Server database

8. Continue adding filters until you are finished.
9. Click Save.

Rearranging Global Filters

Rearranging Global Filters

1. In the Global Configuration window, click Modify.
2. Select a filter and click Up or Down to move it to a different location on the list.
3. Click Save.

Admin Tab

In the Action column, select the action that the global filter will have on events that
pass this global filter. If an event does not meet any of the active global filters, then
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Deleting a Global Filter

NOTE: When deleting a Global Filter, you will not get a confirmation message.

To delete a global filter

1. Inthe Global Configuration window, click Modify.
2. Select a filter from the list and click Delete.
3. Click Save.

Configuring Public and Private Filters

Configuring Public and Private filters allows you to:

= Add a Filter = View the Details of a Filter
= Clone a Filter = Delete a Filter
= Modify a Filter
M Filter Manager I [=]
Cyyrner Fitter Mame Expression String
PUBLIC Cperating_System_Everts  [fitter( e DeviceCategory = "0S" )
PLUBLIC Database _Evernts fitter( & DeviceCategory = "DBE" )
PUEBLIC DS _Everts fitter( e DeviceCategary = "IDS" )
PUBLIC High_Sewerity filtter( & Severity == 3)
PLUBLIC Firewvall_Events fitter( e DeviceCategary = "FW™ )
PUBLIC Loy _Severity filtter( e Severity == 2
PLUBLIC Correlation fitter( [ & SensorType = "C" ) or [ & SensorType = "W 1]
PUEBLIC Exploit_Detection fitter( e Vulnerahbility =1
PUBLIC External_Everts fitter( [ & SensarType ="1" 1 and [ & SensorType = "F" 1)
PLUELIC ALL fitter(1=11
PUBLIC Scan_Evernts fitter( e DeviceCategary = "SCAN")
PLUBLIC Severe_lnternal fitter( [ &.SensarType = "I" 1 ahd [ & Severity == 30
PUEBLIC Internal_Events fitter e SensorType ="I" 1
~Manage Fiter Configuration
A | Clome | [elete | [retals |

Adding a Filter

To add a public and private filter
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1.
2.

Click the Admin tab.
Click Admin > Filter Manager or select File Manager under the Filter Configuration

folder in the navigator.
3. Click Add.
4. Select an Owner ID (public or private [user owned]).
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N Filter Details = =] E3

rFilter Properties

Cvyner (D PUBLIC

Uze free form editar |

Fittetr Marme:

Walue2

Match if-
= Al conditions are met @nd)

" One or more conditions are met (on

Expression string:

ilterd j

L! |

Save | Cancel |

5. Enter a Filter Name.
6. The table editor is the default selection for editing the contents.

NOTE: Optionally, you can click Use free form editor to display a free form editor.
The free form editor allows you to create complex expressions not possible with the
table editor. However, once the expression is modified with the free form editor, the
table editor cannot be used with the expression.

7. Select the criteria for the following columns:

»  Property

= Operator

»  Value columns.

Your choices display in the Expression string box.
8. Inthe Match if box, click either:

= All conditions are met (and)

= One or more conditions are met (or)

9. To create another filter expression, click Create a New Filter Expression (+) to add
another row to the filter expression table.

10. To remove a filter expression, select a filter expression from the table and click
Remove the Selected Expression (-).

Admin Tab o-17



11. Click Save.
To clone a Public and Private filter

Cloning is a convenient way to duplicate a filter to assure consistency of criteria among a
group of filters or users.

To clone a public and private filter

1. Open the Filter Manager window.
Click Clone.

Enter a new filter name.

Change any the original filter’s criteria.
Click Save.

Modifying a Public and Private Filter

g~ D

To modify a Public and Private filter

1. Open the Filter Manager.
2. Select a filter and click Details.

3. Change any of the criteria as desired. You will not be able to change the Owner ID
and the Filter Name.

4. Click Save.

Viewing the Details of a Public and Private Filter

To view a public or private filter
1. Open the Filter Manager window.
2. Select a filter and click Details.

Deleting a Public and Private Filter

To delete a Public and Private filter

1. Open the Filter Manager window.
2. Select a filter and click Delete.
3. A confirmation window will open.

Configure Menu Configuration

To use this feature, you must have the user permission Menu Configuration.

Use the Menu Configuration window to create the menu items that appear on the Event menu,
which displays on any table displaying an event (e.g., Event Real Time window, Snapshot
window, Incidents Events window, etc...) when you select one or more events and right click.
Sentinel has the following default Menu Configuration items that you can clone, activate or
deactivate:

= ping - Ping the destination IP of the selected event

= nslookup - Perform an nslookup on the Source IP of the selected event

= traceroute (tracert on MS SQL) - Perform a traceroute from the Source IP of the selected
event to the Sentinel Server
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Whois? - Perform an ARIN Whois? lookup on the Source IP of the selected event

Menu Configuration allows you to:

Adding an Option to the Menu Configuration Menu
Cloning a Menu Configuration Option

Modifying a Menu Configuration Option

Viewing a Menu Configuration Option’s Parameters
Activating or Deactivating a Menu Configuration Option
Rearranging Event Menu Options

Deleting a Menu Configuration Option

Add a browser feature to your Menu Configuration Option

N Menu Configuration ! EI
Active henu Label Description
W ping Ping the Destination IP of the selected evernt.
W nslookup Perforin an nslookup onthe Source IP of the selected event.
W tracert Perform a tracert from the Source IP of the selected event.
W Whois? Perfori an ARIM Whois? lookup on the Source P of the selected event.
| | 2]
rManage Menu Configuration- |
Add | [etails | Clone | Celete | (2] | Doy | Browser. . |

Adding an Option to the Menu Configuration Menu

NOTE: If you renamed a tag, such as renaming CustomerVar24 to PolicyName, you
must use the new name when setting parameters.

To add an option to the Menu Configuration menu
1.

2.
3.

Click the Admin tab.

In the Admin Navigator, click Admin > Menu Configuration.
In the Menu Configuration dialog box, enter:

= Name

= Description

= Action - either execute a command or launch a browser

= Use browser - If you chose the Action “Execute Command” and your Browser
settings are setup to “Use External Browser” (see Editing Your Menu
Configuration Browser Settings for editing Browser settings), you have the
option to select Use browser. Selecting this option will cause the output of your
command to be displayed using the Menu Configuration Browser settings for
your Sentinel Control Center.

= File Type - If you chose the Action “Execute Command”, your Browser settings
are setup to “Use External Browser”, and you selected the option “Use browser”,
you have the option of setting the File Type for the output of this command.
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=  Command line/URL

NOTE: For UNIX, the script/application or symbolic link to the script/application
must be located in the SESEC_HOME\sentinel\exec directory. For any script,
application or symbolic link, only enter the command. Any path entered will be
ignored.

NOTE: For Windows (correlation), the script/application must be located in a one of
the directories listed in your Windows Environmental Variables. Any path entered
will be ignored.

NOTE: For Windows (non-correlation), entering a path is optional. Entering a
command without a path will default to %hESEC_HOME%\sentinel\bin and all other
paths specified in your environmental variables.

= Parameters — must be enclosed by the percent sign (e.g., %EventName%)

NOTE: For a list of available tags you can use when specifying parameters, click
Help on the Menu Configuration dialog box or go to the Meta-tag chapter in the
Sentinel User's Reference Guide.

Click OK. The new option is added to the list of menu items in the Menu
Configuration window.

NOTE: For an example, highlight any of the default menu items and click Details.
The following is an nslookup configuration:

Menu ltem

Marme: Inslu:u:ukup|

De=scription: IF‘erfDrm ah nslookup onthe Source IP of the selected event.

Action: IExeu:ute Command j

Lse browser [ ]

File bype I

Command | URL; |nslu:u:ukup

Parameters: I%SnurcelF‘%

Cloning a Menu Configuration Menu Option

To clone a Menu Configuration menu option

1.
2.
3.

9-20

Open the Menu Configuration window.
Select a menu item from the table and click Clone.
In the Menu Configuration dialog box, edit:

=  Name
= Description
= Action
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= To use a browser or not. For information, see Add a browser feature to your
Menu Configuration Option.

=  Command line/URL
=  Parameters
= Select an action:

o Execute Command
o Launch Web Browser.

NOTE: For a list of available tags you can use when specifying parameters, click
Help on the Menu Configuration dialog box or go to the Meta-tag chapter in the
Sentinel User’s Reference Guide.

4. Click OK. The new option is added the list of menu items in the Menu Configuration
window.

Modifying a Menu Configuration Menu Option

To modify a Menu Configuration menu option

1. Open the Menu Configuration window.
2. Double-click a menu option.
3. Type your desired changes and click OK.

Viewing Menu Configuration Option Parameters

To view the parameters for a Menu Configuration menu option

1. Open the Menu Configuration window.
2. Highlight a menu item and click Details.

Activating or Deactivating a Menu Configuration Menu Option

To activate or deactivate a Menu Configuration menu option

1. Open the Menu Configuration window.

2. Select a menu option, right-click and select either Activate or Deactivate.
traceroute -
[ihois? | Add
LLauch Esecu| Details
Clone
Delete
Up
Duiown

Deactivate

Rearranging Event Menu Options

To move an Event menu option up or down

1. Open the Menu Configuration window.
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2. Select a menu option and click Up or Down.

Deleting a Menu Configuration Menu Option

To delete a Menu Configuration menu option

1. Open the Menu Configuration window.

2. Select a menu option and click Delete.
=  Click Yes to delete the menu option
=  Click No to retain the menu option

Editing Your Menu Configuration Browser Settings
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This option allows you to send your Menu Configuration Option output to an external
browser. The external browser can be any application. It is not restricted to Internet Browsers.
By changing the file extension you can launch whatever application is associated with that
extension. For example, txt is usually associated with Notepad. You can also choose to launch
a specific program, for example you can have a txt file be opened by wordpad or other editor.

Editing Your Menu Configuration Browser Settings

1. Open the Menu Configuration window.
2. Click Browser.

N Menu Configuration

[T Use external brovwser

0% llze defalt browser

) se the follobwing commands todatnch e browser:

J | A
Browvee.. | Test, |
Default extension |"'t-"“

Ok | Cancel Help |

If you select 'Use Browser' when setting up a Menu Configuration Option with the
Browser Feature set to the default setting (as above), the Menu Configuration Option will
react as if the 'User Browser' box was not checked.

If you check the 'Use external browser' box, you have the option to do one of the
following:

= 'Use default browser' - uses the default browser (application) that associated with
the file extension set in the File extension field.

= 'Use the following commands to a launch a browser' — allows you to specify a
specific application to launch. When using a browser other than the default
browser, your command line must be followed by a %URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE %URL%
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The following is an example where the output of the Menu Option will launch into
notepad.

M Menu Configuration
W Use external browser
' Uze default brovezer

' |zethe followving commands to launch a browser,;

notepad.exe "URL"

J | 10
Browize. .. | Test... |
Default extension |Htm|

Ok | Cancel Helg |

3. After you set your configuration, click OK.

DAS Statistics

This feature is for internal monitoring of your system. It is not intended for the average user.
DAS Statistics monitors the following:

= DAS_Binary
=  DAS_Query
= DAS rt

Statistics are broken down as follows:

= Service — name of service such as DAS_Query

= Time — Time since the last update

* num - number of requests processed for this entry

=  WaitTime - average wait time in seconds for a request before its processing starts
= Runtime - average time to process a request (in seconds)

= #wait - Average size of the wait queue

= #run - Average size of the run queue

The information is divided into 3 sections:

* Requests
= Services
=  ThreadPools

Under Requests it keeps all the requests by channel (such as services.CorrelationService).
Under services it does the same by service. Sometimes it provides a breakdown by appending
"<category>" under the name, such as Services.CorrelationService or
Services.RemoteObjectService.EMap.getMapPK.

Under Services, all the remote method calls from user defined services (your XML services)
are all under services.RemoteObjectService. Under that it puts the name of the service
(EMap) in the above example and if asked, the name of the method (getMapPK in the above).
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When a request is received by a server, such as DAS Query, a task is created and scheduled.
The task is then assigned to a thread pool for execution. There can be more than one thread
pool and a thread pool can service multiple services. For that reason, a request may have to
wait for an available thread even if the service is not heavily used. If the statistics indicate that
the wait time for a request is large and the number of requests for that service is low, check
the information about the thread pools.

The numbers next to an entry are the sum for all its children. So requests 15 means that there
are 15 requests for all requests method calls. Under that, requests.configurations 1 means that
1 of the 15 are to configurations, requests.esecurity.correlation.config 2 means that 2 of the 15
are to esecurity.correlation.config and so on.

N Das Statistics 1= =1

145 min|
Service Time | Mame [Murm Wait (sec) Run [zec) AMaiting | #Running |

DAS_RT-0049E95C-D0.. . |S:00:00 Ak AI
ThreadPools 931 0.000 0.211 0.0 0.1
ThreadPools Def... |7 0.005 0.096 0.0 0.0 J
ThreadPools Def... |7 0.005 0.096 0.0 0.0
ThreadPools RIE... [5 0.009 37495 0.0 0.1
ThreadPools RIE... |5 0.009 37495 0.0 0.1
ThreadPools RiTi... [547 0.000 0.015 0.0 0.0
ThreadPools RiTi... |4 0.000 0.136 0.0 0.0
ThreadPools RiTi... |0 0o 0o
ThreadPools RiTi... |4 0.000 0.000 0.0 0.0
ThreadPools RiTi... [539 0.000 0.014 0.0 0.0
ThreadPools.Tim... [372 0.000 0.001 0.0 0.0
ThreadPools.Tim.... |6 0.000 0.000 0.0 0.0
ThreadPools.Tim... |6 0.000 0.075 0.0 0.0
ThreadPools.Tim... [360 0.000 0.000 0.0 0.0
requests 371 0.001 0.006 0.0 0.0
requests esecuri... |7 0.044 0.096 0.0 0.0
requests ewizar... (364 0.000 0.004 0.0 0.0
services 371 0.001 0.006 0o 0o
=ervices EvertSt.. 364 0.000 0.004 0o 0o LI

The information can be useful because it shows what is going on. The number of requests is
especially useful, you can see where they are all going or concentrated. The #waiting is useful
because it shows how busy the server is. That number should be small. If it is large, new
requests (even for simple tasks) will have to wait for potentially slow ones. This is not a good
situation. The average run time is very important because it shows which requests are actually
taking all the time, as opposed to waiting for others.

Event File Information
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The top pane shows the Status information for each event file. Status is of event files when
the window was open. The pane will not show status of any past event file status. Gives
file_id (which is the arch_id in the events table), file name and statistics about the file (if it is
complete, start and end time of writing to the file, the minimum and maximum time of events
contained in the file, etc).

When you hi-lite a file from the top pane, the bottom pane will show the summary status for
that event file. The bottom pane displays the summary name, start and end time of processing,
number of events processed and if there were any error messages.
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Ewvent File Status

FielD | File: Name | File Start Time| File End Time | Min Evert Ti_.| e
102317 levents_Z0050307_102317.zip  [15:18:39 [15:4a:40 [15:15:35 [15:48
4 | i3

Summarty Status

Surmtnary Mame Start Time End Time | Events Proc...| Mumber of E| Error

EventDestSummary 06:22:07 15736 (]
EventSevDestEviSummary 06:22:07 0 (]
EventSevDestPortSurnmary 06:22:07 0 (]
EventSevDestTxnrmySummary  |06:22:07 0 (]
EventSewSummary 06:22:07 0 (]
EventSrcSummary 06:22:07 15736 (]

User Configurations

To use this feature, you must have the user permission User Configuration in order to work in
the User Configuration window.

User configuration allows you to:

= Create a User Account

= Modify a User Account

= View Details of a User Account
= Clone a User Account

= Delete a User Account

Terminating an Active Session
Add aiTRAC Role

Delete iTRAC Role

Details of an iTRAC Role

The installer will create the following default users on the Sentinel Server:
Oracle and MS SQL Authentication:

= esecdba - Schema owner (configurable at install time).
= esecadm - Sentinel administrator user (configurable at install time).

NOTE: For UNIX, the Installer also creates the operating system user with the same
user name and password.

= esecrpt - Reporter user, password as the admin user.
= ESEC_CORR - Correlation Engine users, used to create incidents.
= esecapp - Sentinel application username for connecting to the database.

Windows Authentication:

= Sentinel DB Administrator - Schema owner (configurable at install time).
= Sentinel Administrator - Sentinel administrator user (configurable at install time).
= Sentinel Report User - Reporter user, password as the admin user.
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= Sentinel Application DB User - Sentinel application username for connecting to the
database

Opening the User Manager Window

To open the User Manager window

1. Click the Admin tab.
2. Click Admin > User Configuration.

Creating a User Account

NOTE: In order to meet stringent security configurations required by Common
Criteria Certification, Sentinel requires a strong password with the following
characteristics:

1. Choose passwords of at least 8 with characters in length that includes at least one
UPPER CASE, one lower case, one special symbol (!@#3$%"&*()_+), and one
numeric (0-9).

2. Your password may not contain your e-mail name or any part of your full name.

3. Your password should not be a "common" word (for example, it should not be a
word in the dictionary or slang in common use).

4. Your password should not contain words from any language, because humerous
password-cracking programs exist that can run through millions of possible word
combinations in seconds.

5. You should choose a password you can remember and yet is complex. For
example, Msi5!'YOId (My Son is 5 years old) OR IhliCf5#yN (I have lived in
California for 5 years now).

To use this feature, you must have the user permission Create User Account. User
permissions are fairly detailed, see Sentinel User’s Reference Manual, User Permissions for
information.

NOTE: The esecrpt user password must be changed directly in the database.
Enterprise Manager can be used to do this.

To create a user account

1. Open the User Manager window.
2. Click Add a new User,

||f|]:| .ﬁ.di &dd a new User ;

or high-light any user, right-click > Add User.
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M User Manager

LastMame Fitter

Matne FirstMame

Add Uszer

Clone Liser
Delete User
zer Details
Lock User

Unlock Lzer

3. Under Authorization, enter:
= User Name
= Password
= Confirm Password

= Security Filter - To select a filter, click in the down arrow. The Filter Selection
window opens. Highlight a filter or click Add to create a filter for this user
account.

NOTE: After assigning a security filter to a user, you cannot delete that filter.

= Click Select

NOTE: It is strongly encouraged as a best practice a minimum password length of 8
characters that includes alphanumerics.

(Optional) Under Details, enter:

= First Name

= Last Name

= Department

»=  Phone

= Email
4. Click the Permissions tab and assign user permissions.
5. Click the Roles tab and select the role for the user.
6. Click OK.

NOTE: Oracle does not allow the creation of users named the same as one of the
Oracle Reserved words. Also, Sentinel does not allow you to use these names.

Modifying a User Account

To use this feature, you must have the user permission Modify Existing User Account.

NOTE: The esecrpt user password must be changed directly in the database.
Enterprise Manager can be used to do this.
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To modify a user account

1. Open the User Manager window.

2. Double-click on a user account or right-click > User Details.
3. Modify the account.

4. Click OK.

Viewing Details of a User Account
To use this feature, you must have the user permission Use/View User Account.

To view user account details

1. Open the User Manager window.
2. Double-click on a user account or right-click > User Details.
3. Review the details of the user account and close the window.

Cloning a User Account

To clone a user account

1. Open the User Manager window.

2. Select a user account ID, right-click > Clone User.

3. Change the user information and the user permissions.
4. Click Save.

Deleting a User Account

To use this feature, you must have the user permission Delete User Account.

NOTE: When a user is deleted, that user cannot be created again. For instance if you
create a user called Joe and later delete Joe, you will not be able to re-create a user
called Joe.

To delete a user account

1. Open the User Manager window.
2. Select a user account ID, right-click > Delete User.

Terminating an Active Session

Terminating an active session

1. Open the Active User Sessions window.

2. Highlight an active session you wish to terminate.
3. Rightclick > Kill Session.
4

You will be prompted for a termination message. This provided so that you can
inform the user why you are Killing the session.
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Adding an iTRAC Role
To add an iTRAC Role

1. Open the Role Manager window.
2. Click Add a new Role,

G i.ﬁ.dd a new Role i

or right-click > Add New Role.

Deleting an iTRAC Role
To delete an iTRAC Role

1. Open the Role Manager window.
2. Select arole, right-click > Delete Role.

Viewing Details of a Role

To view role details

1. Open the Role Manager window.

2. Select arole, right-click > Role Details.

Admin Tab
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Sentinel Data Manager

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

The Sentinel Data Manager (SDM) is a tool by which users can manage the Sentinel
Database. The SDM allows users to perform the following operations:

Monitor Database Space Utilization
View and Manage Database Partitions
Manage Database Archives

Import Data into the Database
Configure Data Mapping

Configure Event Tag Names
Configure Summary Report Settings

Installing the SDM

The SDM can be installed directly from the Sentinel 5 InstallShield Wizard by selecting the
Sentinel Data Manager component on the Sentinel 5 Feature Selection screen.

E-  Applications
i—:'_ Collector Builder
—[ Sentinel Cantral Center

Sentinel Data Manageri

(Oracle only) Note that for the SDM to communicate with Oracle Databases, you must also
manually download the Oracle 9.2.0.4 or 9.2.0.5 JDBC driver and copy the downloaded .jar
file to the SESEC_HOME/lib directory on the same box where you installed the SDM or
%ESEC_HOME%\lib if installing the SDM on Windows. You can download the JDBC
driver from the following URL.:

NOTE: If on a UNIX machine with the DAS component installed, the JDBC driver
is automatically placed in the correct location by the installer. Therefore, in this
case, no manual download is required.

http://otn.oracle.com/software/tech/java/salj jdbc/index.html

The typical name of this jar file is ojdbc14.jar.

NOTE: As of the date of publication of this guide, the above mentioned website was
correct.
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NOTE: SDM for Oracle requires that Oracle Enterprise with partitioning be
installed.

Starting the SDM GUI

NOTE: In order to use the SDM GUI, your configuration.xml file must be pointing
to a Communication Server that also has DAS_Binary and DAS_Query connected to
it. This will normally be the case, by default, as long as the Communication Server
and DAS processes are running.

For UNIX: starting SDM GUI

1.
2.
3.

Login to the UNIX box as a member of the esec group (for example: esecadm).
cd to $ESEC_HOME/sdm
Enter the following command line:

_/sdm

For Windows: starting SDM GUI

1.

Click Start > Program Files > Sentinel > Sentinel Data Manager.

NOTE: To run the SDM from the command line, see the SDM Command Line
section of this document.

Connecting To Database

When the SDM starts up, you will need to establish a connection to your database. In the
Connect to Database dialog, enter the appropriate values for each field.

10-2

Connecting to the Database

1. Start the SDM GUI.

2. Select your database type as Oracle or MSSQL.

3. Specify your Database instance name (Such as ESEC).

4. Specify your Database Host (Use the hostname or IP address).

5. For the port, use the default port of 1521 for Oracle or the default port of 1433 for
MSSQL.

6. For the username and password, use your Sentinel Database Administrator username
and password. (Such as esecdba).
NOTE: For Windows and MS SQL, if you installed MS SQL in mixed mode, you
can login using Windows Authentication OR SQL Server Authentication. If you
installed MS SQL in Windows Authentication Only mode, you must login using
Windows Authentication. If you choose to use Windows Authentication, you will be
authenticated with the MS SQL database as the user you are currently logged into
Windows as (i.e.- single sign-on).

For Oracle:
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& Connect to Database

SErvEr
@jﬁ ;Oracle - l

Database Hosk Paort
|EsEC |rry_database 1521
Username Fassword

;esecdba i

¥ Save connection settings

Conneck I

For Windows:
& Connect to Database
Server
GEE ;MSSQL -;
Database Hosk Part
|EsEC |rry_database 1433

{ lse Windows Suthentication
% |lse 501 Server Authentication

Username Password
iesecdha I

¥ Save connection settings

Connect

NOTE: If you select to save your connection settings, the settings are saved to the
local sdm.connect file. Next time you start the GUI, the connection settings will be
re-populated from the sdm.connect file. This file can be used when running SDM
from the command line.

7. Click Connect.

Partitions

The Partitions tab in the SDM allows users to view and manage database partitions.

To view partitions in the GUI
1. Click the Partitions tab.
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2. Select the table in the dropdown list you would like to see.

@ Sentinel Database Manager =]

Fie “iew Databaze

Ahout  Parttions I Tablespaces! Mappingl Eventsl Reparting Data!

Manage Data Segments

Takle

[Bevents =]

Segments

Takle Fosition Start Date Enel Date Status  hlame

. EWVEMTS 1 G 2006 6:54:04 PM 541 4006 T:00:00 Ph Orline  EVYENTS_P_2006061 4190000 ﬂ
. EWENTS 2 614006 T:00:00 PR 5A 5006 T:00:00 Ph Orline  EYENTS_P_2006061 5190000
. EVENTS 3 G506 T:00:00 PR BAEI06 T:00:00 Ph CQrline  EVEMTS_P_2006061 6190000
‘ EVENTS 4 GHEI06 T:00:00 PR B4 7006 T:00:00 Ph Orline  EVYENTS_P_2006061 71 90000
. EVENTS 5 67006 T:00:00 PR BASI06 7:00:00 Ph CQrline  EYEMTS_P_2006061 5190000
. EWENTS & G806 T:00:00 PR 69006 7:00:00 Ph Qrline  EYENTS_P_2006061 3190000
, FWEhTS 7 RFSINE 700 N0 Pl G006 720000 Phd nlime FWERTS P200RNAR20 qnqnn

Auicd IDeIetel Archivel Import' Releasel

Addd |1 Partition per DAY 'i for the next ED 'I dayis)

A | Save

7| | cornectedto EsEC

The Segments table displays the partitions of the currently selected Database Table.

Each row in the Segments table displays the related Database Table, Time Range, Status and

Name of the partition.

The Status of each of the partitions shown in the Segments table will have one of the

following states:

Online
Online Current
Online Archived

Offline

Offline Archived

To manage partitions

data in an online partition is available for access

an online partition where rows are currently getting inserted into
partition whose data is archived but the data is still accessible due to
one of the following reasons:

= partition not yet dropped

= partition is imported back

data in an offline partition is not available for access because the
partition is dropped and not imported

partition that is archived and dropped

1. Click the Partitions tab.
2. Select the table in the dropdown list.

3. Select the tab in the bottom of the window that relates to the operation that you
would like to perform — Add, Delete, Archive, Import or Release.
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To add partitions

1. Select the Add partitions tab.

2. Specify the number of partitions to add and the number of days over which to add the
partitions.

3. Press Add.

To delete partitions

1. Select the Delete partitions tab.
2. Specify the number of days for which older partitions will be deleted.
3. Press Delete.

To import partitions

1. Select the Import partitions tab.

2. Select the partition in the Segment table into which the data will be imported.
3. Specify the input directory from which the archived data will be read.

4. Press Import.

To release imported partitions

1. Select the Release partitions tab.
2. Select the partition in the Segment table that will be released.
3. Press Release.

Archiving Partitions

Events and correlated events can be archived using SDM. There are several requirements for
archiving:

= The directory to which the archives are being written must already exist on the database
server (not the machine running SDM); SDM does not create the directory.

=  On UNIX systems, archiving cannot be to the /root directory.

= On UNIX systems, the oracle user must have permissions to write to the archive
directory.

= On Windows systems, the user running the SQL Server Agent service must have
permissions to write to the archive directory.

To archive partitions

1. Select the Archive partitions tab.

2. Specify the number of days for which older partitions will be archived and the
directory into which the archive will be stored.

3. Press Archive.

NOTE: The Archive tab is different for MSSQL and Oracle. For Oracle, Oracle
allows you to specify the maximum size of your archive file.

Oracle Archive Partitions Tab:
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Fl.u:lu:ll Delete  Archive | Im|:u:|rt| Releasel

Archive data partitions older than |1 vi dayis) as follows:

Cutput direckary
Max File size
ll':' MB j" Save firchive

MSSQL Archive Partitions Tab:

.C'.ddl Delete  Archive | Im|:u:|rt| Release'

Archive data partitions older than |1 vI dayis) as follovs:

Oukput direckory

Save Archive

Tablespaces

The Tablespaces tab in the SDM allows users to view the current database space utilization.

To view the tablespaces in the GUI
1. Click the Tablespaces tab.

& Sentinel Database Manager =l
File ‘iew Database

Abou‘[l Faritions Tablespaces | Mappingl Eventsl Reporting Daial

% Database tablespace usage

Tahlespaces
Mame Tatal Used  Free Usage
HLoc 100k Shi 910 | &%
&= Esento 100000  248EM 751 Ik e 2%,
= Esentoz SO0k 2hd 407 0%
= E=EnTX 40000 BT2M 332TM N 159
= EsEnTRZ 00K ] 4aon B 0%
&= PRMARY 200m Th 1azM §3%

Esenr_s0vis.. 200 7aM 0 A2 [36%

B sEnT_sDvIS.. 100M  45M  S4M | 45%

= SENT_SMRYD 2000M  OM 1990y | 0%
B senT_sMRYx 1000M  OM ooon [ 0%

LEGEMD

B Free space Refresh |

i Used space

7| |4 cornectedto ESEC
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The Tablespace Usage table displays the total space allocated for each tablespace, how much
space has been used by each tablespace and how much space is still available (free) for each
tablespace. Color coded bar graphs help to visualize the total space allocated for each
tablespace and the percent used of each tablespace.

NOTE: On MS SQL, there is no such thing as tablespaces, filegroups are used.

Mapping Tab

NOTE: In order to use the Mapping Tab, your configuration.xml file must be
pointing to a Communication Server that also has DAS_Binary and DAS_Query
connected to it. This will normally be the case, by default, as long as the
Communication Server and DAS processes are running.

The Mapping tab allows you to:

= Add new map definitions
= Edit map definitions

= Delete map definitions

= Update map data

Mapping works together with the Referenced from Map Data Source option under the Events
tab. You can map by using a string or number range.

To view maps in the GUI

1. Click the Mapping tab.

@ Sentinel Database Manager (= O]
File “iew: Datahase

Abum! F‘ar‘t'rtiu:nns! Tablespaces  MapRing I Eventsl Repaorting Data'

haps

E- ) aps
-4 Sentinel Add
=4 System TR
i—.-J‘ Asset Edit
|—.-;.||° AssetToRegulation
—f" AttackSignsturetlormalization =1 [
—:J’ InToCountry
o IsExploifnistohlist Lpd.,
-9 Samples
I_‘_'.‘P Samplel

| 7| |4k cornected to ESEC

The main Mapping GUI displays a listing of all of the maps that have been defined for the
system.
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NOTE: Maps under the System folder cannot be edited or deleted.

Adding Map Definitions

10-8

To add a map definition:

1.
2.
3.

Click the Mapping tab.
Click Add.
If you are creating a new map folder, click New.... Enter a folder name.

NOTE: If this is your first map definition, it is recommended that you create a new
map definition folder. Creating a map definition under the System folder will not
allow you to edit or delete your map definition.

Ensure that the folder you want to enter your map definition into is selected. (i.e. The
folder indicates that it is open).

Enter your Map Name.
Click Next.

NOTE: The Map Type field box is disabled.

Select either Local File or Remote File.

= Local File — allows you to browse for your file on your local file system (on the
machine were SDM was launched from).

= Remote File — allows you to choose from existing map source data files on the
server where DAS is running. Two files that may already exist on the server (if
Advisor is installed and Vulnerability data was uploaded) are
attackNormalization.csv and exploitDetection.csv. Remote file points to
%ESEC_HOME%\sentinel\bin\map_data (Windows) or
$ESEC_HOME/sentinel/bin/map_data (UNIX)
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8.

& MNew Map Definition ] x|

—Source Data File:

File Wame: IRemnte Filesiasset.csy

i~ Laocal File i+ Remote File

~Daka Preview:

devboxd, 04:23:A3: 446573 LIMNENOWN DESETOR LI KM, LI B O LN -
T82168.001,,04:23:A3: 446578 UIMENOWN DESKTOR, LIMER W LI R O, LI
devhoxd2, 04:23:A3: 446579, LIMENCWN DESETOR LIMEMOWE LIM RO LI R
T92168.0.2,04:23:A3: 446578 LIMNENOWR, DESKTOR, LIN RO LI R O, LI
devboxdd, 04:23:A3: 446580, LINENOWN DESETOR LI EM O LIB R OO LI R
TE2168.0.3,04:23A3:44 6580 UIMENOWN DESKTOR, LINENCWN LI MOV, LI
devhoxdd, 04:23:A3: 446581, LIMNENOWN DESETOR LIMEM O LIM RSOV LI R
192.168.0.4, 04:23:A3:44:65:81  LIMENOWR DESKTOR, LIMER OO LI O, LI
devboxds, 04:23:A3:44:65:82 LINEMNOWN DESETOR LIEMOWE LI OWN LIS R
T92168.0.5,04:23:A3:44:65:82 UIMNENOWN DESKTOR, LIMER W LI R O, LI
devhoxds, 04:23:A3:44:65:83 LIMENOWN DESETOR LIMEMOW LM OW LI R
T92168.0.6,04:23:A3:44:65:83 LIMENOWR, DESKTOR, LI RO LI R O, LI
devboxd?, 04:23:A3:44:65:84 LINEMNOWN DESETOR LIPEM O LIBER OO LIS R
TE2168.0.7,,04:23A3:44 6584 LIMENOWN DESKTOR, LINMEN OO LI MOV, LI
,dEﬁ.ft:lD}{EIB,,EI4:23:F-.E:44:E5:B5,LJNKNOWN,DEBKTOP,UNKNOWN,UNKNOWN,UNTILI
4

.l]-"\ Pt T T T o B P K T (T P TP O e Wl L R O N N N I e ol e et B AL I 0 s I S T T I U I L T )

= Back [t = | Cancel |

Select your map definition file. Click Next.

NOTE: For map files that contain more than 500 lines, you will not see all the lines
in the SDM.

In the New Map Definition window, set the following:

= Delimiter (pipe, comma, semicolon, etc...) of data in rows of the map data source
file

= Start at row — The number of rows to skip from the top of the map data source
file.

= Column names

= Column types — The currently supported column types are:

— String - A string is a group of characters used as a single object by a computer. A
string may consist of a single letter, word or number. The word FINANCE or IP

Address 192.168.2.40 might be a string. A string can also consist of a

combination of words, spaces, and numbers. The street address of 1313 LION

DOG TOWER could be a string.
— Number Range - A number range (NumberRange) is a range of numbers. For
example, 10 to 200 would be represented as 10-200. To use the range map

functionality, a map definition must have exactly one key column and the key
column must be of type NumberRange. If there are any other key columns, or the
key column is of a different type, the mapping service will not consider the map

a range map.
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= Active columns — When a column is marked as active, the data in the column
will be distributed to processes using maps. All key columns must be active.
Only non-key columns that are active can be select as the Map Column under the
Events tab.

= Key columns - A key is a unique identifier for the row of data in the map data. If
more than one column is selected as a key, the overall key of the map will
include all of the columns selected as keys.

= Column filtering - A row can be explicitly included or excluded based on
matching criteria for a particular column. This can be used to exclude rows from
the map source data that are not needed or will interfere with your mapping.

As you configure each setting and filter, the data table will automatically update to allow
you to preview your data and ensure your data is being parsed as expected.

& Mew Map Definition [ %]

Colurnn Definition:
Delimiters:
& Comma " Pipe " Tah -
2 Start at row; 2
" Semicolon = Other; |
~The First 500 rows are shown -
i Zolumn 1 i Column 2 i Zolumn 3 i ol
Marmne: Column 1 Colurin 2 Column 3 Calumn 4 |
Type: fAkring =kring faAkring String__J
Key: - ¥ r [
fckive: [ ¥ FF ¥
Row 2 1 192.168.0.2 04:23:83
Fow 3 1 devbox0z 0423143
Row 4 1 192.168.0.3 04:23:83
R 5 1 devbox03 0423143
R & 1 107 168 N 4 na-73.am
K1 S »
Column Filtering... |
= Back Finish | Cancel |

9. Once you finish configuring all parameters and filters for the definition, click Finish.

10. If you chose Local File in step 7 above, you will be prompted to upload your file to
the Remote Files virtual folder located: %ESEC_HOME%\sentinel\bin\map_data.

Enter a file name and click OK.

Adding a Number Range Map Definition

To use the range map functionality, a map definition must have exactly one key column and
the key column must be of type NumberRange. If there are any other key columns, or the key
column is of a different type, the mapping service will not consider the map a range map.
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To create a range map, select a single column to be the key of the map and select
NumberRange as the type of the column. The format of the data in a column of type

NumberRange must be “m-n”, where m is the minimum number in the range and n is the

maximum number in the range (i.e., 10-200). The maximum number in the range is not

included in the range (i.e- [m,n)). This means a range of 10-200 will only key off humbers

equal to 10 to 199. An example set of data is with the first column as the key:

~The first 500 rows are shawn

1-2,AA
2-4,AA
4-12,BB
10-20,BB
30-31,BB
100-200,AA
110-120,CC

Colurnn 1

I Colurn 2

Mame:

Range

alue

Tvpe:

urnberR.ange

String

Key:

|

P

Ackive:

¥

¥

Row O

14

B

Fow 1

4-20

BE

Row 2

30-31

BE

Row 3

100-110

B

Fow 4

110-120

C

Row 5

120-Z00

v

Notice how the example table gets transformed.

FROM

1-2, a4

Z2-4, Ak

10-Z0, BB
30-31, BB

1l10-1Z0,cC

[

4-1Z,BB |

100-200,2a] —

1-4, a4

30-31,EB

/

100-110, A4
110-1z0,cc

1Z0-Z00, A8

An example event configuration on the above map may look like:
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Custorneryar3z - [Data Source

Customneriardd ¥ UE et
Customeryardd
CLstomerarss {* Referenced from Map
Customeryarst
B Map Mame: IJ Maps/Rangeiap :_!
Customeriarss
Map Calurmn: i'«-‘alue vI
Customeriardd o

SARE key Configuration:

HIF A& Map Key Field Event Tag ||
GLEA Custamerars7 |
B [

Where CustomerVar97 is expected to contain a numeric value (or is of a type that can be
converted to a numeric value, such as an IP or Date).

When performing lookups into the example range map, the value in CustomerVar97 will take
the range map and search for the range that the value belongs in (if any). Some examples and
their results are:

CustomerVar97 1; CustomerVar89 will be set to AA

4; CustomerVar89 will be set to BB

CustomerVar97

CustomerVar97 = 300; CustomerVar89 will not be set

Internally, Sentinel converts IP addresses and dates to an integer for tags of the type IPv4 and
Date.

IPv4 tags are:

= DestinationIP (dip)
= SourcelP (sip)

Date tags are:

= CustomerVarll to CustomerVar20 (cv11 to cv20)
= DateTime (dt)
» ReservedVarll to ReservedVar20 (rv1l to rv20)

For more information on meta-tags, see Sentinel Reference Guide, Chapter 5 — Wizard and
Sentinel Meta-tags.

For example, for the table below, column 1 is numerical range equivalent to an IP range of
10.0.0.0 to 10.0.2.255.

167772160-167772415,AAA

167772416-167772671,BBB

167772672-167772927,CCC
Using the same setup as the previous example, if:

= the Event Tag is set to DestinationlIP and key column set to column 1 (range)
= Map Column to column 2 (value). The output values for CustomerVar89.
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“The First 500 rows are shown
I Calumn 1 I Colurmn 2

Marne: Fange wealue

Tvpe: MumberR.ange Skring

Key: ¥ r

fikive: ¥ ¥

Row 0 L67772160-167772415 hyap

Row 1 L1677 72416-167772671 EEE

Row 2 6777267 2- 1677720927 el

al I

Cuskormeryarsy? LokeeRE e
Cuskomer'yarss " External
CastbielYarR {+ Referenced From Map
SARECx
HIFAS Map Mame: IJ Maps/e-Security /querty Ll
GLEA
FISMA Map Calumn: Ivalue vl
TR Key Configuration:
SIPCauntry z - e [
DIPCauntry IMap Keyw Field Event Tag I.
Cuskomeryara? DestinationIP |

If an event contains a destination IP of 10.0.1.14 (equivalent to numerical value of
167772430), the output for column CustomerVar89 within the event would be BBB.

Sentinel supports the following number ranges:

Editing Map Definitions

Range from negative number to negative number (e.g., "-234--34")

Range from negative number to positive number (e.g., "'-234-34")

Range from positive number to positive number (e.g., "234-236")

Single number range (negative) (e.g., *-234"). In this case, the min and the max will both

be -234.

Single number range (positive) (e.g., "234"). In this case, the min and the max will both

be 234.

Range from negative number to max number (e.g., "-234-"). In this case, the min will be -
234 and the max will be (2763 - 1).

Range from positive number to max number (e.g., "234-"). In this case, the min will be
234 and the max will be (2763 - 1).

NOTE: In all cases, the min must be less than or equal to the max (e.g., "-234--235"

is NOT valid).

To edit a map definition:

Click the Mapping tab.
2. Expand the folder of interest.
3. Highlight a map definition and click Edit.

1.
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NOTE: The editing function is disabled for map definitions that are under the
Systems folder.

& Edit Map Definition ) x|

~Column Definition:

Delimiters:
i* Pipe " Tah =
i Start at row: 0=
™ Semicolon " Other; I
I Colurmn 1 I Colurmn 2 I
Marme: Colurnin 1 Zolurmn 2
Tvpe: akring Gkring
Key: ¥ ¥
Active: ¥ ¥
o 1 Failed_su
Fow 1 1 Port_Scan
Fow 2 1 Telnet_Attempt
R 3 1 SMTP AUTH Brute Force Attempl
o 4 1 Back Door Probe (TCP 6777)
Calumn Filtering... |

Ok | Cancel |
The edit function allows you to:
= set your delimiters = activate or deactivate a column
= set which row to start your map = set your column keys
= rename your columns = column filter

4. After making your changes, Click Ok.
Deleting Map Definitions

To delete a map definition

1. Click the Mapping tab.

2. Expand the folder of interest.

3. Highlight the map definition to be deleted.
4. Click Delete.

NOTE: Map definitions under the Sentinel folder cannot be deleted.

Updating Map Data

Updating allows you to replace the map source data file of a map on the server running DAS
with another file. Your new map source data file must have the same delimiter, number of
columns, and overall structure as the existing map data source file in order for the map to
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function properly after the update. The new map source data file should only differ from the
existing file by the values that appear in the columns. If the new map source data file has a
different structure than the existing file, use the Edit feature of the SDM GUI to update the
map definition.

To update map data

1.

2.
3.

4.

If you haven’t already, create a file containing the new map source data on the
machine where you run SDM. This file can be generated (e.g.- from a data dump
script), created manually from scratch, or be an edited version of the existing map
data source file. If needed, you can obtain the existing map data source file from the
location:

For Windows:
%ESEC_HOME%\sentinel\bin\map_data

For UNIX
$ESEC_HOME/sentinel/bin/map_data

Click the Mapping tab.
Expand the folder of interest. Highlight the mapping to be updated. Click Update.

@ Map Data Update: Maps/New Folder,/'vuln_attack ﬂ

-Source Data File:

File Mame: | Browse |

~Daka Preview: -

P I Current |

I Colurmn 1 I Colurn 2
Marne: Column 1 Colurnn 2
Twpe: Skring SEkring
Key: 7 ¥
Active: ¥ "
Kl | 2]
[+ Backup Existing Data On Server Ik Cancel |

Select the new map data source file by clicking Browse and selecting the file with the
new map data. After selecting the file, the data from the new map data source file
will appear under the New tab. The map data you are replacing will be under the
Current tab.

Uncheck or leave the default setting for Backup Existing Data On Server. Enabling
this option results in a backup of the existing map data source file being put in the
%ESEC_HOME%\sentinel\bin\map_data (Windows) or
$ESEC_HOME/sentinel/bin/map_data (UNIX) folder. The prefix of the name of the
backup map data source file will be the name of the existing map data source file.
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The end of the filename will contain a set of random numbers followed by the .bak
suffix. For example: vuln_attacks10197.bak.

6. Click Ok.

7. The data from the new map data source file will be uploaded to the server, replacing
the contents of the existing map data source file. After the source data is completely
uploaded, the map data will be regenerated and distributed to map clients (e.g. -
Collector Manager).

Events Tab

NOTE: In order to use the Events Tab, your configuration.xml file must be pointing
to a Communication Server that also has DAS_Binary and DAS_Query connected to
it. This will normally be the case, by default, as long as your Communication Server
and DAS processes are running.

Event Mapping

10-16

Event Mapping is a mechanism that allows you to add data to an event by using data already
in the event to reference and pull in data from an outside source. The outside data source is a
map, which is defined using the Mapping Tab. The data already in the event that should be
used as the reference into the map and the data to be pulled from the map into the event are
specified using the Events Tab.

Since virtually any data set can be made into a map, Event Mapping is useful for
incorporating into the event stream data from elsewhere in your organization. Some
opportunities Event Mapping provides are:

= Regulatory Compliance monitoring

=  Policy compliance

= Response prioritization

= Enable security data to be analyzed related to business operations
= Enhance accountability

When an Event Mapping is defined, it is applied system-wide to all events from all
Collectors. Additionally, Sentinel will automatically distribute map data to all processes that
perform event mappings as well as keep the map data in these processes up-to-date. For these
reasons, Event Mapping provides significant capabilities to support enterprise deployments.

Event Mapping comprises of four main parts:

= Controller - stores all map information

= Distributor - automatically redistributes modified maps to those processes that registered
for the map

= Monitor - a monitor to detect changes in map source data

=  Generator - generates maps from source data

One application of Event Mapping is Sentinel's Asset Data functionality. For example, asset
information is collected and stored in the Sentinel Database asset schema and is represented
by a Physical Asset Entry. Soft assets, such as services and applications, are represented by an
entry that is linked to a Physical Asset. The primary automated update mechanism for asset
data is through an asset Collector reading data from a scanner such as Nmap. The asset
Collector automates the retrieval of asset information by reading asset data from the scanner
and populating the asset schema tables with this data. For Event Mapping, asset information
is mapped from the destination IP and source IP.
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There are two types of data sources:

= External — A Collector populates that value in the event tag.
= Referenced from Map - Data is retrieved from a map to populate the tag.

eSecTaxonomylLeveld Data Source

Reservedvarsd _J @

v Referenced from Map

IS s e o —
Saurcedssethlame
A

Saurce

SEROCLEsS, Map Mame: I.ﬂ.sset _ﬂ

SourceMetworkIdentity

SourcedssetCakegary ne |F'.ssetr'-]ame LI

SourceEnvironmentIdentity ; .

Sourcedssetialue Key Configuratior |
SourceCriticality Map Key FEB\ L\ Event Tag |

SourceSensitivity PhysicaldssetMame \QiourceIP) |

In the above illustration, the SourceAssetName tag is populated from the map called Asset
(which has asset.csv as its map data source file). The specific value for SourceAssetName is
taken from the AssetName column from the Asset map. The Physical AsssetName column is
set as the key. When the SourcelP tag of the event matches one of the source IP values in the
Physical AsssetName column of the map, the row with the matching key is used to intersect
the AssetName Column. For instance, in the below example IP 198.168.1.100 corresponds to
AssetName Finance35.

NOTE: When a column is set as a key, it will not appear in the Column drop down

field.
45 hysmalﬂssetﬂam CustomerlD Macﬂddre

ey
SourceAssetName F.m gr mMgmtDS

You may have more than one column set as a key as you do not want the map to be a Range
Map (Range Maps can only have one key column, with that column type set to
NumberRange). For instance (with column type set to String) the Attackld tag has the
DeviceName (hame of the security device) and DeviceAttackName columns set as keys and
uses the NormalizedAttackID column in the AttackNormalization map for its value. In a row
where the DeviceName event tag matches the data in Device map column and the
DeviceAttackName matches the data in the AttackSignature map column, the value for
Attackld is the value in the NormalizedAttackID column. The configuration for Event
Mapping just described is:
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R eserveditar 26 -Daka Source
ReservediarZ? e
ReservediarZs
Reservedvarsg {* Referenced From Map
Attack
H""Hd IMap Mame: |.ﬁ.ttackSignatureNDrmaIizatiu:un_l!
DeviceMame
DeviceCategary IMap Calumn: |Nurmalized.ﬁ.ttackld;|
EventConkexk i :
SourceThreatLewvel key Configuration: |
SourceldserContext Map Key Field | Event Tag | |
DataContext Device DewviceMame | [
sourceFunction AtkackSignature DevicedttackMame |
T wrainar skinmaliTankawk
Key Key Attackld entry

NormalizedAttackld

3 Trojah: Backdoor. SubSeven

3 Trojan: Backdoor. SubSeven

4 5Yn Microsystems Solaris rwall Elevated F

AJun Microsystems Solaris rwall Elevated F

fun Microsystems Solaris rwall Elevated F
m . Z Microsoft Exchange Server Arbitrary Code

RealSecure | SMTP_Exchange “erb_DoS 12 Microsoft Exchange Server Arbitrary Code

AttackSignature

Configuring Event tags (columns) to use Mapping

1. Click the Events tab.
2. Highlight an event tag entry from the Event Columns list.

NOTE: The original Event Tag name appears above the Label field. In addition, the
description of the event column is provided.

Ewvent Columns;

3. Click Referenced from Map to configure the event tag to be populated with data from
a map. Click External to keep whatever value the Collector put in the event tag (if

any).
4. Click the Map Name field down arrow.
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Data Source
" External

¥ Referenced from Map

Map Mame: | Asset LI
of hsset

of" AssetToReqgulation

of' AttackSignatureMormalization

M3 IpTocCountry E
Physicalasseth il § IsExploitw atchlist

Map Calurmn:

ke Configurati

Select one of the following default maps or a map you have created:

Click the Map Column field down arrow and select a Map Column name. Depending

Asset — Contains the data from the map data source file asset.csv. The asset.csv

is automatically generated from asset data from Sentinel Database when an asset

Collector is run. This file could be populated manually instead, if desired.

AssetToRegulation — Contains the data from the map data source file
AssetToRegulation.csv. This file must be populated manually.

AttackSignatureNormalization — Contains the data from the map data source file

attackNormalization.csv (IDS signatures). The attackNormalization.csv file is
automatically generated from Advisor data from Sentinel Database when an
Advisor feed is completed.

IpToCountry — Contains the data from the map data source file IpToCountry.csv.

This file must be populated manually.
IsExploitWatchlist — Contains the data from the map data source file

exploitDetection.csv (vulnerabilities and threats). The exploitDetection.csv file is

automatically generated from Advisor and Vulnerability data from Sentinel
Database when either an Advisor feed is completed or a vulnerability Collector
is run.

on your Map Name choice in the previous step, these values will vary.

Map Marne: ;F'-SSE'I _‘;l Map Marne: IIsEprDitWatchIist _‘:l

Map Column;  |Assekiame L! Map Colummn: !_EXIST_ vl

Key ConfiguratifCustomerId i Kew Cnnfiguratim

M | Mmoo I:in:-|rr\"':' I

MacAddress

Phvsicaldsseth Teh IP

YA MetworkIdentity pALER

AssetCakegory Map Mame: !.ﬁ.ttau:kSignatureNDrmaIizatiDn:;l
ErvironmentIdentity:
Assetialue Map Calurmn: iNnrmaIized.ﬁ.ttackId:_l
Criticality i Ky Configur st s h

MAEXIST_

_EXIST_ - This is a special Map Column that exists in every map. If this Map
Column is selected, a “1” will be put in the event tag if the key is in the map
data. If the key is not in the map data, a “0” will be put in the event tag.
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= All other choices — names of active columns within the map definition that are
not set as a key (e.g. - Customerld column in Asset or NormalizedAttackld
column in AttackNormalization)

6. Inthe Key Configuration, for each row in the table select the event tag in the Event
Tag column that will be matched against the map key column specified in the
corresponding Map Key Field column. The rows in the Key Configuration table will
depend on the Map Name selected.

NOTE: A key is a unique identifier for the row of data in the map data.

Key Configuration:

Map Key Field I Event Tag I

P SourcelP

MotmalizedattackId -]
Reservediar2s -
Reservediar2e
FeservedvarZ? |
Reservediar23
Reservediar2g

Aol AttackId
_lpp Y JDeviceMams
DeviceCategary ;E

T T=0F T i 1.

7. Click Apply.

NOTE: Clicking Apply saves the changes you made for the currently selected event
column in a temporary buffer. If you don't click Apply, when you select a different
event column the changes you made to the previously selected event column are lost.
Changes won’t be saved to the server until you click Save.

8. If you would like to edit the Event Mapping of another Event column, repeat the
steps above. Remember to click Apply after editing the Event Mapping of each Event
column.

9. Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves
all changes stored in the temporary buffer (when you clicked Apply).

Renaming Tags

The Events tab also allows you to assign names to existing event tag labels. For example, you
can rename the label for event tag Ct2 to City. Doing this will result in the event tag that
formally appeared in Sentinel Control Center as “Ct2” to now appear as “City”. Some places
where event tags appear in Sentinel Control Center are filters, correlation rules, and Active
Views.

Renaming Tags does not change the name of the variable in Collector scripts, however.
Therefore, even if the event tag labeled Ct2 is renamed to City, the variable that must be used
in a Collector script to reference this meta-tag will still be s_CT2.

Below is a before and after illustration of this feature in an Active View.
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Renaming an event column

1.

Click the Events tab.

NOTE: The original Event Column name appears above the Label field. In addition,
the description of the event column is provided.

Highlight an event column entry.
Enter a new value for your Event Column in the Label field.

& Sentinel Database Manager
File “igw Database

IS[=] E3

Tag =

.&buutl F‘ar‘t'rtinnsl Tablespaces! Mapping Everts I Reparting Datal
Event Columns:

hessage ;’

DeviceAttackMame

Rtz I
CHl

Tag, ct2

Lakel |city

Description:

Ris kStrlng)
[ o] ~Mata Saliree -

Click Apply.

= |
T

NOTE: Clicking on Apply saves the changes you made for the currently selected
event tag in a temporary buffer. If you don't click Apply, when you select a different
event tag, the changes you made to the previously selected event tag are lost.
Changes won’t be saved to the server until you click Save.

Click Save.

NOTE: Clicking Save will save your changes to the server. The save function saves
all changes stored in the temporary buffer (when you clicked Apply).

In order for changes to be visible in Sentinel Control Center, running Sentinel
Control Centers must be closed and reopened.

Reporting Data Tab

NOTE: In order to use the Reporting Data Tab, your configuration.xml file must be
pointing to a Communication Server that also has DAS_Binary and DAS_Query
connected to it. This will normally be the case, by default, as long as the
Communication Server and DAS processes are running.

Sentinel Data Manager
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The Reporting Data tab is a Summary Management Interface for Sentinel. This tab allows
you to enable and disable Summaries. Enabling a summary allows aggregation to start
computing the counts for that particular summary.

A summary is a defined set of attributes that make up the key for which to compute the
number of unique occurrences (event count) by each hour time period (event time). In the
case of the EventSevDestPortSummary, when active, it saves the count of events for each
unique combination of destination port and severity for an hour time frame. These saved
computations of the event data allow for quicker summary reporting and querying. These
reports are used by Crystal Reports. See the Crystal Reports Install chapters in the Sentinel
Install Guide for more information. Certain summaries will need to be active in order for the
summary reports to be accurate.

Aggregation is the process of calculating the running count for all active summaries as events
flow through the system. These running counts are saved to the database in the respective
summary tables.

summaries Benefits:

= Greatly reduced event data set

= Conformed dimensions that allow the ability to drill-down, roll-up and drill-across on
event data

= Summary reports run much faster with pre-computed summaries

Aggregation Benefits:

=  Only processes active summaries
= Does not affect event insertion into the real time database.

Reporting Data tab allows you to:

= enable/disable any predefined summaries

= view attributes of each summary

= see the validity of a summary for a timeframe

= query which eventfiles need to be run so that the summary is complete

The following are all summaries already defined in the system. It lists the summary name,
database table name and it’s attributes in a brief description about the summary.

Summary Name Table/Description

EventSrcSummary EVT_SRC SMRY _1

This summary sums the event count by source ip,

source asset information, source port, source user,

taxonomy, event_name, resource, Collector, protocol,
EventDestSummary EVT _DEST_SMRY_1

This summary sums the event count by destination ip,

destination asset information, destination port,

destination user, taxonomy, event_name, resource,

Collector, protocol, severity and event time by hour.
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Summary Name Table/Description

EventSevDestTxnmySummary EVT_DEST_TXNMY_SMRY_1

This summary sums the event count by destination ip,
destion asset information, taxonomy, severity and
event time by hour.

EventSevDestEvtSummary EVT_DEST_EVT_NAME_SMRY_1

This summary sums the event count by destination ip,
destination event asset, taxonomy, event name,
severity and event time by hour.

EventSevDestPortSummary EVT PORT_SMRY_1

This summary sums the event count by destination
port, severity and event time by hour.

EventSevSummary EVT _SEV_SMRY 1

This summary sums the event count by severity and
event time by hour.

Disabling/Enabling Summary

1.
2.

3.

Click the Reporting Data tab.

To disable a summary, click Active in the Status column until it changes to say
InActive.

To enable a summary, click InActive in the Status column until it changes to say
Active.

Source I Skatus
fFormedEvent InActi
fFormedEvent In.ﬁ.cti:%
fFormedEvent InActive
fFormedEvent InActive
fFormedEvent InActive
fFormedEvent InActive

To enable Aggregation for Top 10 reports for Crystal Reports:
= Enable the following three summaries:
o EventDestSummary
= EventSevSummary
o EventSrcSummary
= Enable EventFileRedirectService in the das_binary.xml located:
For UNIX:

$ESEC_HOME/sentinel/config/das_binary.xml
For Windows:
%ESEC_HOME%\sentinel\config\das_binary.xml

View information for a Summary

1.
2.

Click the Reporting Data tab.

Click on the “...” button in the Attributes column to see the attributes that makes up
a summary.
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Akkribukes & Summary Attributes
IME.EWT CMT | Summary Mame IEventDestSummary
CUST ID.DES L0 stio | Aftribute | Aftribte Type |
CUST IDLDES ) .. 1 CUST_ID attribute -
<EV.DEST POl . 2 RSRC_ID attribute
e oo (B 3 DEST EYT_ASSET_ID attribute
4 DEST_IP attribute
CUST ID.RSRY S =1 DEST_PORT attribute
& DEST_IUSR _ID attribute
7 TeMMY_ID attribute
3 SEW attribute
il AGENT_ID attribute
10 EWT_MAME_ID attribute
11 PRTCL_ID attribute | =
1z EYT_TIME attribute ;I

[

Check the Validity of a Summary

1. Click the Reporting Data Tab.
2. Select Status.
3. Choose the summary or summaries you wish to query.

& Summary Status [ ]

__
[ [EventDestSurnmary
0
-
-
-

EventSevDestTxnmySurmmary
EventSevDestEvESurnmary
EventSevDestPortSurnmary
EwventSevaummarty
EventSrcDestSummary

.

~Time Inkerval

Between | _I | _I

Shiow Event | Show Graph | Cancel |

4. Select a time interval.
5. Click Show Graph.

6. The green bars signify that the summary is complete for that time frame. The red
sections signify that the summary is missing data during that time period.
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=

NOTE: To complete summaries, see Run EventFiles for a Summary section.

Query the Eventfiles for a Summary

1. Click the Reporting Data Tab.
2. Select Status.
3. Choose the summary or summaries you wish to query.

@ Summary Status E

Surmmary Marme

EventSevDestTxnmySummary
EventSevDestEviSummary

EventSevDestPortSummary
EventSevSummary
EventSrcDestSummary

=
=
=
=

1

Time Interval

Between I _I I _I

Shiow Event | Show Graph | Cancel |

4. Select a time interval.
5. Click Show Event.
6. The Eventfiles needed to complete the summary display in a list format.

NOTE: To complete summaries, see Run EventFile(s) for a Summary section.
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@ Processed Summary Status E

FY

Process |

Summary I File: Mame I Min Event Time I Max Evenkt Time | Processl
1 |EventDestSurmary  |events_200S0110_1...|MonJan 10 13:27:02 EST...|Mon Jan 10013:57:02 E3T 2005 -
2  |[EventDestSummary  |events_20050110_1...|Mon Jan 10 13:57:03 EST... |Mon Jan 10 14:27:03 EST 2005 r
3 |[EventDestSummary  |events_20050110_1...|Mon Jan 10 14:27:53 EST... |Mon Jan 10 14:43:12 EST 2005 r
4 |[EventDestSummary  |events_20050110_1...|Mon Jan 10 14:43:25 EST... |Mon Jan 100 15:19:17 EST 2005 r
S |[EventDestSummary  |events_20050110_1...|Mon Jan 10 15:15:17 EST...|Mon Jan 10 23:44:00 EST 2005 r
& |[EventDestSummary  |events_20050110_1...|Mon Jan 10 15:50:33 EST...|Mon Jan 10 16:20:33 EST 2005 I
7  |[EventDestSummary  |events_200S0110_1...|MonJan 10 16:20:40 EST... |Mon Jan 10 16:50:40 E3T 2005 r
5 |[EventDestSummary  |events_20050110_1...|Mon Jan 10 16:46:31 EST... |Mon Jan 10 17:20:40 EST 2005 r
9 |[EventDestSummary  |events_20050110_1...|Mon Jan 10 17:16:32 EST... |Mon Jan 10 17:50:40 EST 2005 r
10 |EventDestSurmary  |events_20050110_1...|Mon Jan 10 17:46:42 EST... |Mon Jan 10 13:20:49 EST 2005 r
11 |EventDestSuramary  |events_20050110_1...|Mon Jan 10 18:20:35 EST...|Mon Jan 100 13:50:40 EST 2005 r
12 |[EwentDestSummary  |events_20050110_1... [MonJan 10 13:50:40 EST... Mon Jan 100 19:20:41 EST 2005 r
13 [EwentDestSummary  |events_20050110_1... [MonJan 10 19:20:42 EST... Mon Jan 100 19:50:43 EST 2005 I
14 |EventDestSurmary  |events_200S0110_1...|Mon Jan 10 19:50:44 EST...|Mon Jan 10 20:20:44 E3T 2005 r
15 |EventDestSurmary  |events_20050110_1...|Mon Jan 10 20:20:45 EST... |Mon Jan 100 20:50:46 EST 2005 r
16 |EventDestSurmary  |events_20050110_1...|Mon Jan 10 20:50:47 EST...|Mon Jan 10 21:20:46 EST 2005 r
17 |[EwventDestSummaty  levents 20050110 1...IMonJan 1021:20:43 EST... IMon Jan 10021:50:49 EST 2005 Il

Close

Running Eventfiles for a Summary

Select Status.

No a bk owbdE

Click the Reporting Data Tab.

e | Min Even...IMax Eve...l Process I

v [Mon Jan ..,

. [Man Jan ... [MaonJan .., [ .
. [Man Jan ... [Mon Jan .., ¥
. [Mon Jan ... Mon Jan ... I~

Man Jan ...

8. Click Process.

SDM Command Line

NOTE: If your machine does not have access to DAS_Binary and DAS_Query, the
SDM Command Line can be used in place of the SDM GUI.

Choose the Summary or Summaries you wish to query.
Select a time interval.
Click Show Event.

The Eventfiles needed to complete the summary display in a list format.
Check the Eventfiles that you would like to run so that the summary is complete.

Saving Connection Properties for Sentinel Data Manager

This must be performed prior to using any of the Sentinel Data Manager Command Line
actions other than saveConnection.

10-26

If you have run the SDM GUI, you can use the sdm.connect file that was created from the
GUI. It is located %ESEC_HOME%\sdm for Windows and $SESEC_HOME/sdm for UNIX.

The save connection function saves the following connection details along with the encrypted
password (using the keystore specified in configuration.xml) to the file specified.
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This command uses the following flags:

-action saveConnection

-server <oracle or mssql>

-host <database host IP Address or host name to connect to>

-port <database port number to connect to [Oracle default: 1521/SQL Server
default: 1433]>

-database <database name/SID to connect to>

-user <database username>

-password <database password>

-winAuth Used for Windows authentication. When using this option, do not use -user
and —password.

-connectFile <filename to save the connection details [file name of your choosing]>

The application saves all the above connection details along with the encrypted password to
the file specified. The application uses the saved connection details to execute the rest of the
commands. This step should be completed first time you start the application and every time
you want to change the connection details the application uses.

Running saveConnection
1. Execute the command as follows:

sdm -action saveConnection -server <oracle/mssql> -
host <hostlp/hostName> -port <portnum> -database
<databaseName/SID> [-driverProps <propertiesFile>]
{-user <dbUser> -password <dbPass> | -winAuth} -
connectFile <filenameToSaveConnection>

The following example will save connections for a host with an IP address of 172.16.0.36
at port 1521 (default for Oracle, for SQL Server, default is 1433).
= Oracle Example:

./sdm -action saveConnection -server oracle -host

172.16.0.36 -port 1521 -database esec -user esecdba
—-password XXXXXX -connectFile sdm.connect

= SQL Server Example:

sdm -action saveConnection -server mssql -host
172.16.0.36 -port 1433 -database esec -user esecdba
—-password XXXXXX -connectFile sdm.connect

The following example will save connections for a host with an IP address of
172.16.0.36, port 1433 with database name of esec_51 for Windows authentication.
= SQL Server Example (Windows Authentication):

sdm -action saveConnection -server mssql -host

172.16.1.3 -port 1433 -database esec_51 —winAuth -
connectFile %ESEC_ HOME%\sdm\sdm.connect

This will save the connection details to the sdm.connect file. All the rest of the
commands will take this filename as input to connect to the designated database and to
perform their actions.
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Partition Management
Partition Configuration

This is for Oracle only. This action (partitionConfig) is used to configure your database
partitions. This configuration drives how the partitions are added to all the Sentinel
partitioned tables. This action uses the following flags:

-action partitionConfig
-freq <either “3D” or “2D” or “1D” or “1W”>

The following are the only options supported
3D - three partitions per day

2D - two partitions per day

1D - one partition per day

1W - one partition per week

-days <Number of days to be added whenever addPartitions is chosen>
-connectFile <path to the filename saved by saveConnection>

Running partitionConfig
1. Execute this command as follows:

./sdm -action partitionConfig —freq <either 3D or 2D
or 1D or 1W> -days <Number Of days to be added
whenever “addPartitions” is chosen> -connectFile
<path to the fTilename saved by “saveConnection”
(default: $ESEC_HOME/sdm/sdm.connect)>

The following example the system will add thirty partitions (3 partitions per 1 DAY =3 *
10).

./sdm -action partitionConfig -freq 3D -days 10 -
connectFile sdm.connect
The following example the system will add ten partitions (1 partitions per 1 DAY =1 *
10).
./sdm -action partitionConfig -freq 1D -days 10 -
connectFile sdm.connect

The following example the system will add one partition (1 partitions per 7 days =1 *
10/7).

./sdm -action partitionConfig -size 1W -days 10 -
connectFile sdm.connect

Adding Partitions

This action (addPartitions) adds the required number of partitions according to the partition
configuration in the following tables:

= QOracle:
o EVENTS
= CORRELATED_EVENTS
= EVT _DEST EVT NAME_SMRY_1
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EVT_DEST_SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT _PORT_SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1

=  SQL Server

EVENTS
CORRELATED_EVENTS

EVT _DEST EVT NAME_SMRY _1
EVT _DEST _SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT _PORT_SMRY_1

EVT _SEV_SMRY _1
EVT_SRC_SMRY_1

If you are configured to have 10 days worth of partitions, every time you run addPartitions it
checks to see if you have 10 days of partitions ahead. If you have enough partitions for next
10 days it will not do anything. If not, it will add the required number of partitions for 10

o o o o o

o o o o o o o o

days.

This action uses the following flags:

-action addPartitions

-connectFile <path to the filename saved by “saveConnection”>

Running addPartitions
1. Execute this command as follows:

sdm -action addPartitions -connectFile <path to the
filename saved by ‘“saveConnection”>

Oracle Example:
./sdm -action addPartitions -connectFile sdm.connect

SQL Server Example:
sdm -action addPartitions -connectFile sdm.connect

Dropping Partitions

This action (dropPartition) drops all the partitions older than the flag keepDays from the
following tables:

= Oracle:
EVENTS
CORRELATED_EVENTS
EVT _DEST EVT _NAME_SMRY _1
EVT_DEST_SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT _PORT_SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1
= SQL Server

s EVENTS

o o o o o o o o
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CORRELATED_EVENTS
EVT_DEST_EVT_NAME_SMRY_1
EVT_DEST _SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT_PORT SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1

This action does not drop any partitions that are not archived. If you want to delete
unarchived partitions, use the forceDelete flag. If forceDelete is used:

o o o o o o o

false or not drops only the partitions older than keepDays and those that are archived
specified
true drops all the partitions older than keepDays including unarchived partitions

This action uses the following flags:

-action dropPartitions

-keepDays <number of days to keep>

[-forceDelete]  <either “true” or “false”>

-connectFile <path to the filename saved by “saveConnection”>
-tableName <table name>

NOTE: If you drop a partition that has not been archived it cannot be imported.

Sentinel partitioned tables are organized into 2 groups. One is the EVENTS table
group, which includes EVENTS and CORRELATED_EVENTS; the other is the
summary table group, which includes all summary tables. If any one of the table in
the group is specified by the —tableName parameter, the dropPartition operation is
applied to all tables in that table group.

Running dropPartition
1. Execute this command as follows:

sdm —action dropPartitions [-forceDelete <false>] —
keepDays <number> -connectFile <path to the
filename saved by ‘“saveConnection’> -tableName
<table name>

The following examples drops all the partitions older than 30 days making sure all the
partitions are archived. All partitions that were skipped (not removed) because they have
not been archived are listed when the operation completes.

Oracle Example:

./sdm —action dropPartitions —keepDays 30 —connectFile
sdm.connect —tableName EVENTS

./sdm —action dropPartitions —forceDelete false -
keepDays 30 —connectFile sdm.connect —tableName
EVENTS

SQL Server Example:
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sdm —action dropPartitions —keepDays 30 —connectFile
sdm.connect —tableName EVENTS

sdm —action dropPartitions —forceDelete false —
keepDays 30 —connectFile sdm.connect —tableName
EVENTS

Viewing Partition Summaries

This action (ViewPartitions) displays the partition summary of the following supported

tables:

= Oracle:

o o o o o o o o

EVENTS

CORRELATED_EVENTS
EVT_DEST_EVT_NAME_SMRY_1
EVT_DEST _SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT_PORT_SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1

= SQL Server

o o o o o o o o

EVENTS
CORRELATED_EVENTS
EVT_DEST_EVT_NAME_SMRY_1
EVT_DEST_SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT_PORT_SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1

This command uses the following flags:

-action startGui
-tableName <name of one the above named tables>
-connectFile <path to the filename saved by “saveConnection”>

To View Partition Summaries

1. Execute this command as follows:

sdm —action viewPartitions —tableName <table name> —
connectFile <path to the filename saved by
“saveConnection”>

The following example, displays the list of partitions of the EVENTS table and status of
each partition.

Oracle Example:

./sdm —action viewPartitions —tableName EVENTS —
connectFile sdm.connect

SQL Server Example:
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sdm —action viewPartitions —tableName EVENTS —
connectFile sdm.connect

Archive Management

Archive Configuration

This action (archiveConfig) is used to configure archiving. This configuration drives how the
data is archived from the Sentinel tables.

This action uses the following flags:

-action archiveConfig

-dirPath <valid directory path to write the archived files to>

-keepDays <number of days to keep>

-fileSize (Oracle only) <maximum size of each archived file. Specify either KB, MB
or GB>

-connectFile <path to the filename saved by “saveConnection”>

For Oracle, the dirPath directory path should be specified as UTL_FILE_DIR parameter in
init.ora file according to Oracle requirements. You should have one of the following:

= UTL_FILE DIR=*
= UTL_FILE_DIR = specific directory where you want to write files to in your init.ora file

Running archiveConfig
1. Execute this command as follows:

sdm —action archiveConfig -dirPath <directory path to
write the archived Tiles to> -keepDays <number of
days to keep> -fileSize <maximum size of each
archived file, specified in KB, MB or GB> -
connectFile <path to the filename saved by
“saveConnection’>

= Oracle Example:

The following example archives all data older than 13 days to /tmp directory in chunks
greater than 1GB.

./sdm —action archiveConfig -dirPath /tmp —keepDays
13 —FileSize 1GB —connectFile sdm.connect

The following example archives all data older than 13 days to /tmp directory in chunks
greater than 40MB.

./sdm —action archiveConfig —dirPath /tmp —keepDays 13
—fileSize 40MB —connectFile sdm.connect

Archiving Data
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Run this action (archiveData) after you set your archive configuration (archiveConfig). This
action archives the data from the given table name according to the archive configuration. It
archives data from:

= Oracle:
o EVENTS
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o CORRELATED_EVENTS
SQL Server

= EVENTS

s CORRELATED_EVENTS

NOTE: Sentinel partitioned tables are organized into 2 groups. One is the EVENTS
table group, which includes EVENTS and CORRELATED_EVENTS; the other is
the summary table group, which includes all summary tables. If any one of the table
in the group is specified by the —tableName parameter, the archiveData operation is
applied to all tables in that table group.

This command uses the following flags:

-action archiveData
-connectFile <path to the filename saved by “saveConnection”>
-tableName table name

Running archiveData

1.

Execute this command as follows:

sdm -action archiveData -connectFile <path to the
filename saved by “saveConnection”> -tableName
<table name>

» Oracle Example:

The following example archives events, and correlated events from the EVENTS and
CORRELATED_EVENTS table according to the value set in your archive configuration
(archiveConfig). Using the value set in the example provided under the section on
Archive Management, this will archives data older than 13 days.

./sdm -action archiveData -connectFile sdm.connect —
tableName EVENTS

= SQL Server Example:

The following example archives events and correlated events according to the value set in
your archive configuration archiveConfig). Using the value set in the example provided
under the section on Archive Management, this will archives data older than 13 days.

sdm -action archiveData -connectFile sdm.connect —
tableName EVENTS

Deleting Data

This action (deleteData) deletes the data older than keep days from the given table name. It
deletes data from:

Oracle:

EVENTS

CORRELATED_EVENTS

EVT DEST EVT NAME_SMRY 1
EVT_DEST_SMRY_1

EVT _DEST_TXNMY_SMRY 1
EVT PORT _SMRY 1
EVT_SEV_SMRY_1

EVT_SRC _SMRY _1

o o o o o o o o
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= SQL Server

EVENTS

CORRELATED_EVENTS
EVT_DEST_EVT_NAME_SMRY_1
EVT_DEST SMRY_1

EVT _DEST_TXNMY_SMRY _1
EVT_PORT_SMRY_1

EVT SEV_SMRY _1

EVT_SRC SMRY_1

o o o o o o o o

This action does not drop any partitions that are not archived. If you want to delete
unarchived partitions, the optional flag forceDelete has to be specified with a value of true. If
forceDelete is used:

false or not drops only the partitions older than keepDays and those that are archived
specified
true drops all the partitions older than keepDays including unarchived partitions

This command uses the following flags:

-action deleteData

-keepDays <number of days to keep>

[-forceDelete]  <either true or false>

-connectFile <path to the filename saved by “saveConnection”>
-tableName table name

Running deleteData
1. Execute this command as follows:

sdm -action deleteData -keepDays <number of days to
keep> -connectFile <path to the filename saved by
“saveConnection”> -tableName <table name>

= Oracle Example:

The following example drops partitions from all tables older than 13 days making sure all
dropped partitions are archived. In the end, a list is generated of any partitions that were
not deleted if they have not been archived.

./sdm -action deleteData -keepDays 13 -connectFile
sdm.connect —tableName EVENTS
»=  SQL Server Example:

The following example drops the partitions from all tables older than 13 days making
sure all dropped partitions are archived. In the end, it lists any partitions that were not
deleted if they have not been archived.
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sdm -action deleteData -keepDays 13 -connectFile
sdm.connect —tableName EVENTS

Import Management
Listing Files to Import

This action (filesTolmport) is used to list the files needed to import the data between the
given dates of the following supported tables:

= Oracle:

= HIST_EVENTS

s HIST CORRELATED_EVENTS
=  SQL Server

= HIST_EVENTS

= HIST CORRELATED_EVENTS

This command uses the following flags:

-action filesTolmport

-startDate <mm/dd/yyyy hh24:mi:ss>

-endDate <mm/dd/yyyy hh24:mi:ss>

-connectFile <path to the filename saved by “saveConnection”>

NOTE: hh24 is hours represented in 24 hour format. For example, 1:15:00 p.m. is
13:15:00 and 3:00:00 a.m. is 03:00:00.

Running filesTolmport
1. Execute this command as follows:

sdm —action filesTolmport —startDate <mm/dd/yyyy
hh24:mi:ss> -endDate <mm/dd/yyyy hh24:mi:ss> -
connectFile <path to the filename saved by
“saveConnection™>

The following example lists all files containing data between dates “09/25/2003
00:00:00” (Sep 25" midnight) and *09/26/2003 00:00:00” (Sep 26" midnight) that has
been archived earlier and can be imported back.

= Oracle Example:
./sdm —action FfilesTolmport —startDate 09/25/2003

00:00:00 —endDate 09/26/2003 00:00:00 —connectFile
sdm.connect

= SQL Server Example:

sdm —action filesTolmport —startDate 09/25/2003
00:00:00 —endDate 09/26/2003 00:00:00 —connectFile
sdm.connect

The following example lists all the files containing the data between dates “09/25/2003
16:00:00” (Sep 25™ 4 PM) and “09/26/2003 18:00:00” (SEP 26, 6 PM) that has been
archived earlier and can be imported back.

=  Oracle Example:
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./sdm —action FfilesTolmport —startDate 09/25/2003
16:00:00 —endDate 09/26/2003 18:00:00 —connectFile
sdm.connect

»=  SQL Server Example:

sdm —action filesTolmport —startDate 09/25/2003
16:00:00 —endDate 09/26/2003 18:00:00 —connectFile
sdm.connect

Importing Data

This action (importData) imports data between the given dates into the following supported
tables:

= Oracle:

s HIST_EVENTS

= HIST_CORRELATED_EVENTS
= SQL Server

s HIST_EVENTS

= HIST_CORRELATED_EVENTS

If the data has already been imported or there is no archived data is found between the
specified dates, it returns a message.

The application imports each file into a table and builds the historical view on all the
historical tables. The report view joins on the original table and historical view. All reports
use the report view and thus will see any imported data.

This command uses the following flags:

-action importData

-startDate <mm/dd/yyyy hh24:mi:ss>

-endDate <mm/dd/yyyy hh24:mi:ss>

-dirPath <directory to import files from>

-connectFile <path to the filename saved by “saveConnection”>

NOTE: hh24 is hours represented in 24 hour format. For example, 1:15:00 p.m. is
13:15:00 and 3:00:00 a.m. is 03:00:00.

Running importData

1. Place all the files you wish to import in a specific directory (i.e., dirPath - <directory
to import files from>).

2. Execute this command as follows:

sdm —action importData —dirPath <directory to import
files from> -startDate <mm/dd/yyyy hh24:mi:ss> -
endDate <mm/dd/yyyy hh24:mi:ss> -connectFile <path
to the filename saved by ‘“saveConnection’>

The following example imports the archived files from the tmp directory containing the
data between dates “09/25/2003 00:00:00” (Sep 25 midnight) and “09/26/2003 00:00:00”
(Sep 26 midnight) into the above mentioned tables.

» Oracle Example:
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./sdm —action importData —dirPath /tmp —startDate
09/25/2003 00:00:00 —endDate 09/26/2003 00:00:00 —
connectFile sdm.connect

»=  SQL Server Example:

sdm —action importData —dirPath c:\tmp —startDate
09/25/2003 00:00:00 —endDate 09/26/2003 00:00:00 —
connectFile sdm.connect

The following example imports the archived files from the tmp directory containing the
data between dates “09/25/2003 08:30:00” (Sep 25 8:30 AM) and “09/26/2003 20:00:00”
(Sep 26 8:00 PM) into the above mentioned tables.

= Oracle Example:

./sdm —action importData —dirPath /tmp —startDate
09/25/2003 08:00:00 —endDate 09/26/2003 20:00:00 —
connectFile sdm.connect

= SQL Server Example:

sdm —action importData —dirPath c:\tmp —startDate
09/25/2003 08:00:00 —endDate 09/26/2003 20:00:00 —
connectFile sdm.connect

Deleting Imported Data

This action (droplmported) deletes the imported data between the given dates from the
following supported tables:

= Oracle:

= HIST_EVENTS

= HIST_CORRELATED EVENTS
=  SQL Server

= HIST_EVENTS

= HIST_CORRELATED EVENTS

If there is no data imported between two specified dates, it returns a message.

This command uses the following flags:

-action droplmported

-startDate <mm/dd/yyyy hh24:mi:ss>

-endDate <mm/dd/yy hh24:mi:ss>

-connectFile <path to the filename saved by “saveConnection”>

NOTE: hh24 is hours represented in 24 hour format. For example, 1:15:00 p.m. is
13:15:00 and 3:00:00 a.m. is 03:00:00.

Running dropImported
1. Execute this command as follows:
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sdm —action droplmported —startDate <mm/dd/yyyy
hh24:mi:ss> -endDate <mm/dd/yyyy hh24:mi:ss> -
connectFile <path to the filename saved by
“saveConnection™>

The following example deletes the imported data between the given dates from the above
mentioned tables.

=  Oracle Example:

./sdm —action droplmported —startDate 09/25/2003
00:00:00 —endDate 09/26/2003 00:00:00 —connectFile
sdm.connect

= SQL Server Example:

sdm —action droplmported —startDate 09/25/2003
00:00:00 —endDate 09/26/2003 00:00:00 —connectFile
sdm.connect
Tablespace Management

In Tablespace Management, you have a command line option and GUI option. The command
line allows you to:

= View Sentinel database space usage
The GUI allows you to:

=  View partitions

= View archived partitions

= View import partitions

* View space usage

Viewing Sentinel Database Space Usage (Command Line)

This action (dbstats) displays the Sentinel database usage for all Sentinel tablespaces in
Oracle and Sentinel filegroups in MS SQL.

This command uses the following flags:

-action dbstats
-connectFile <path to the filename saved by “saveConnection”>

Viewing Sentinel Database Space Usage (Command Line)
1. Execute the following command:

sdm —action dbStats —connectFile <path to the filename
saved by ”’saveConnection’>

= Oracle Example:

The following example displays the tablespaces of Sentinel database with their total
space, used space and free space available.

./sdm —action dbStats —connectFile sdm.connect

= SQL Server Example:
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The following example displays the file groups of Sentinel database with their total
space, used space and free space available.

Sdm —action dbStats —connectFile sdm.connect

Updating Mappings (Command Line)

This action (updateMapData) allows you to replace a map source data file with another. Your
new source data file should have the same delimiters, key columns and activated column of
your previous mapping. If not, use the Edit feature of the SDM GUI.

This command uses the following flags:

-action updateMapData

-map <map name>

-file <filename>

-backup <true/false> (default: true)

-connectFile <path to the filename saved by “saveConnection”>

The —backup flag allows you to backup the original mapping file in the map_data folder. The
backed-up data map file will be saved as .bak file with a set of random numbers at the end of
file. For example: threat10197.bak.

Updating (replace) a Mapping
1. Execute the following command:
sdm —action updateMapData —map <mapName> -file
< ilename> [-backup <true/false> (DEFAULT: true)] —

connectFile <path to the filename saved by
”saveConnection’>

The following example replaces the mappings in the map threat with the mappings from
the map file “vuln_attacks.txt”.

sdm —action updateMapData —map threat —File
vuln_attacks.txt —connectFile sdm.connect

Since the flag —backup was not used, the default operation will create a backup of the original
mapping prior to updating it the map file “vuln_attack.txt”.

Using Novell Supplied Auto Manage Script (Windows Only)

Novell has developed a batch file that can be scheduled so that many of the management
actions of SDM can be preformed automatically.

NOTE: If your machine does not have access to DAS_Binary and DAS_Query, the
SDM Command Line can be used in place of the SDM GUI.

This procedure is only applicable to Windows. Ensure that while performing your pre-
configuration and configuration that the following is done:

Make sure sdm.connect is initialized either by using SDM GUI or command line.
Make sure the archive directory exists.

Make sure the archiveConfig & dropPartitions days are equal.

Make sure the batch file runs correctly from command prompt at least once before
scheduling it to run automatically.
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NOTE: If the scheduled task fails, it will not send a notification. It will log it in
SDM_*.log

Setting up Manage_data.bat file to Archive Data and Add Partitions
Pre-Configuration

Prior to automatically setting Archive Data and Add Partitions, you must:

= Save connection properties
= Establish archival parameters

NOTE: If you saved a connect file to a different location or filename than the default
(%ESEC_HOME%\sdm\sdm.connect), you will have edit the manage_data.bat file to
update the path to your connect file.

Establishing Archival Parameters
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This can be done using the Command Line.

This action (archiveConfig) is used to configure archiving. This configuration drives how the

data is archived from the Sentinel tables.

This action uses the following flags:

-action archiveConfig

-dirPath <valid directory path to write the archived files to>
-keepDays <number of days to keep>

-connectFile <path to the filename saved by “saveConnection”>

Establishing Archival Parameters via the Command Line

1. Create an archive output directory at the root called SDM_archive (c:\SDM _archive).

NOTE: If you create a different output directory or location, you will have to edit the
manage_data.bat file.

2. Execute this command as follows:

sdm —action archiveConfig -dirPath <directory path to
write the archived files to> -keepDays <number of
days to keep> -connectFile <path to the filename
saved by ‘“saveConnection’>

The following example archives all data older than 30 days to c:\SDM_archive directory.

Sdm —action archiveConfig —dirpath c:\SDM_archive —
keepDays 30 —connectFile sdm.connect

Establishing Archival Parameters via the GUI

1. Create an archive output directory at the root called SDM_archive (c:\SDM_archive).

NOTE: If you create a different output directory or location, you will have to edit the
manage_data.bat file.

2. The SDM GUI does not require archival parameters. The GUI can directly archive
data without having to establish archival parameters.
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Delete Data (Drop Partitions)

This action (deleteData) deletes the data older than keep days from the given table name. It
deletes data from:

EVENTS

CORRELATED_EVENTS
EVT_DEST EVT_NAME_SMRY _1
EVT_DEST_SMRY_1
EVT_DEST_TXNMY_SMRY_1
EVT_PORT_SMRY_1
EVT_SEV_SMRY_1
EVT_SRC_SMRY_1

This action does not drop any partitions that are not archived. If you want to delete
unarchived partitions, the optional flag forceDelete has to be specified with a value of true. If
forceDelete is used:

false or not drops only the partitions older than keepDays and those that are archived
specified
true drops all the partitions older than keepDays including unarchived partitions

This command uses the following flags:

-action deleteData

-keepDays <number of days to keep>

[-forceDelete]  <either true or false>

-connectFile <path to the filename saved by “saveConnection”>
-tableName table name

Running deleteData
1. Execute this command as follows:

sdm -action deleteData -keepDays <number of days to
keep> -connectFile <path to the filename saved by
“saveConnection”> -tableName <table name>

The following example drops the partitions from tables older than 30 days making sure
all dropped partitions are archived. In the end, it lists any partitions that were not deleted
if they have not been archived.

sdm -action deleteData -keepDays 30 -connectFile
sdm.connect —tableName EVENTS

Scheduling Manage_data.bat to Archive Data and Add Partitions

NOTE: The manage_data.bat file is set to a keep day value of 30, archive output to
¢c:\SDM _archive and connect file to %ESEC_HOME%\sdm\sdm.connect. If your
values are different, you will need to edit the manage_data.bat file.

If you have set your connection properties and archival parameters, run the manage_data.bat
from the command prompt to ensure that it works.
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To Automatically Archive Data and Add Partitions

NOTE: The following steps are for Windows 2000 Professional. Steps for Windows
2000 Server and XP may be different, but similar.

In Windows, click Start > Setting > Control Panel.
Double-click Scheduled Tasks.

Double-click Add Scheduled Task. Click Next.

Click Browse and navigate to the manage_data.bat file.

Enter a name for the scheduled task such as SDM_Archive. Select Daily under
Perform this task:. Click Next.

Select a time a day to run this task. Click Next.
7. Enter a time and date of choice. Click Next.

scheduled Task Wizard x|

Select the time and day you want thiz tazk to start,

ok wDd e

o

Start time;

[EBazan =

Perform thiz tazk:

% Ewvemy Day

" ‘Weekdays
" Everny |1 _I? days
Start date:

I 1342005 "’I

< Back I MHext > I Cancel

8. Enter a user that this task will run under. The user cannot be the local system
account. It must be run as a specific user. Click Next.

9. Click Finish to complete as scheduled task.
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11 ..

Starting and Stopping the Sentinel Server and Collector
Manager - UNIX

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

Starting the UNIX Sentinel Server

On UNIX, starting Sentinel Server also starts the Communication Server.

Starting the UNIX Sentinel Server

1. Asuser esecadm, cd to the SESEC_HOME/sentinel/scripts directory.
2. Run the following command:

./sentinel.sh start

Stopping the UNIX Sentinel Server

On UNIX, stopping Sentinel Server also stops the Communication Server.

Stopping the UNIX Sentinel Server

1. Asuser esecadm, cd to SESEC_HOME/sentinel/scripts directory.
2. Run the following command:

./sentinel .sh stop

Starting the UNIX Collector Manager

Starting the UNIX Collector Manager

1. As user esecadm, cd to the SWORKBENCH_HOME.
2. Run the following command:

-/agent-manager .sh start

Stopping the UNIX Collector Manager

Stopping the UNIX Collector Manager

1. Asuser esecadm, cd to the SWORKBENCH_HOME.
2. Run the following command:

./agent-manager.sh stop
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Starting and Stopping the Sentinel Server and Collector
Manager - Windows

Depending upon your installation configuration, you can have up to three Sentinel services
running on your machine. They are:

= Sentinel — Watchdog, this service starts all other sentinel server processes.
= Sentinel Communication — This service is your encrypted Communication Server.
= Collector Manager — This service is your Wizard.

Under Windows Services, you can manually start, restart and stop any of these services.

Starting the Windows Collector Manager

Starting the Windows Collector Manager

1. Click Start > Settings > Control Panel.

2. Double-click on Administrative Tools.

3. Double-click on Services.

4. Right click on Collector Manager > Start.

Stopping the Windows Collector Manager

Stopping the Windows Collector Manager

1. Click Start > Settings > Control Panel.

2. Double-click on Administrative Tools.

3. Double-click on Services.

4. Right click on Collector Manager > Stop.

Starting the Sentinel Server for Windows

Starting the Windows Sentinel Server

1. Click Start > Settings > Control Panel.
Double-click on Administrative Tools.
Double-click on Services.

In the Services window, highlight Sentinel.
Right-click > Start or click Start in the tool bar.

g~ DD

Stopping the Sentinel Server for Windows

Stopping the Windows Sentinel Server

1. Click Start > Settings > Control Panel.
Double-click on Administrative Tools.
Double-click on Services.

In the Services window, highlight Sentinel.
Right-click > Stop or click Stop in the tool bar.

g~ DD
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Starting the Sentinel Communication Server for Windows

Starting the Windows Sentinel Communication Server

1. Click Start > Settings > Control Panel.

Double-click on Administrative Tools.

Double-click on Services.

In the Services window, highlight Sentinel Communication.
Right-click > Start or click Start in the tool bar.

SR Sl R A

Stopping the Sentinel Communication Server for Windows

Stopping the Windows Sentinel Communication Server

1. Click Start > Settings > Control Panel.

Double-click on Administrative Tools.

Double-click on Services.

In the Services window, highlight Sentinel Communication.
Right-click > Stop or click Stop in the tool bar.

AN R A

Sentinel Script Files

Depending upon your installation configuration, the SESEC_HOME/sentinel/scripts or
%ESEC_HOME%\sentinel\scripts directory may contain some or all of the following script

files:
Script File: Description:
= remove_sonic_lock.bat This script removes the communication server lock file(s).
= start_broker.bat These scripts start the communication server on the
=  start broker.sh command line in console mode.
= stop_broker.bat These scripts stop the communication server on the
= stop broker.sh command line in console mode.
= stop_container.bat This script restart the following containers:
= stop_container.sh = DAS_Aggregation
= DAS RT
= DAS_iTRAC
= DAS_Binary
. DASQuery
= sentinel.sh This script stops or starts the Sentinel Server. See Starting
the UNIX Sentinel Server or Stopping the UNIX Sentinel
Server.

Removing the Communication Server Lock Files

In the event of an improper shutdown, the communication server may be locked. After
removing the lock files, you will have to restart the communication server. These files are
located:
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For Windows:

%ESEC_HOME%\3rdparty\SonicMQ\MQ6.1\esecDomain\data\_MFSys
tem\lock
%ESEC_HOME%\3rdparty\SonicMQ\MQ6.1\SonicMQStore\db. Ick

For UNIX:

$ESEC_HOME/3rdparty/SonicMQ/MQ6 . 1/esecDomain/data/_MFSyst
em/lock
$ESEC_HOME /3rdparty/SonicMQ/MQ6.1/SonicMQStore/db. Ick

Removing the Communication Server Lock File (Windows)

1. Either cd or navigate via Windows Explorer to:
%ESEC_HOME%\sentinel\scripts

2. Either double-click on (via Windows Explorer) or execute the following file:
remove_sonic_lock.bat

Removing the Communication Server Lock File (UNIX)

Removing the lock file on UNIX is typically not required because the lock file is usually
removed automatically when Sentinel Server is started. If these files need to be removed
manually, you must remove them using typical UNIX file system commands (such as
rm).

Starting the Communication Server in Console Mode
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These scripts start the communication server on the command line in console mode. These
scripts are useful for debugging the communication server without forcing you to run the rest
of Sentinel Server. During normal operations, you should not use these script (use the
instructions at Starting the UNIX Sentinel Server or Starting the Sentinel Server for Windows
instead).

Starting the Communication Server (Windows)

NOTE: When starting this script in Windows, it will not indicate as started in the
Services window and will only run if the Command Prompt window remains open.

1. Either cd or navigate via Windows Explorer to:
%ESEC_HOME%\sentinel\scripts

2. Either double-click on (via Windows Explorer) or execute the following file:
start_broker.bat

Starting the Communication Server (UNIX)

1. Login as user esecadm.

2. cdto:
$ESEC_HOME/sentinel/scripts
3. Enter:
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./start_broker.sh

Stopping the Communication Server in Console Mode

These scripts stop the communication server on the command line in console mode. These
scripts are useful for debugging the communication server without forcing you to stop the rest
of Sentinel Server. During normal operations, you should not use these scripts (use the
instructions at Stopping the UNIX Sentinel Server or Stopping the Sentinel Server for
Windows instead).

Stopping the Communication Server (Windows)

1. Either cd or navigate via Windows Explorer to:
%ESEC_HOME%\sentinel\scripts

2. Either double-click on (via Windows Explorer) or execute the following file:
stop_broker.bat

Stopping the Communication Server (UNIX)

1. Login as user esecadm.

2. cdto:
$ESEC_HOME/sentinel/scripts
3. Enter:

./stop_broker._sh

Restarting Sentinel Containers

The following scripts restart the containers listed below. The script sends a message to the
specified service to shut itself down. The Sentinel Watchdog then restarts the service.

The preferred method of stopping, starting, or restarting these container services is to use the
Server Views in the Admin tab of Sentinel Control Center.

Name Description

= DAS_Aggregation (das_aggregation.xml) used for executing and configuring the
aggregation service.

= DAS RT (das_rt.xml) used for executing and configuring real time views
service.

= DAS_IiTRAC (das_itrac.xml) used for configuring the iTRAC service.

= DAS_Binary (das_binary.xml) used for event and correlated event insertion
operation.

=  DAS_Query (das_query.xml) all other database operations.

Restarting a Sentinel Container (Windows)

1. cdto:
%ESEC_HOME%\sentinel\scripts
2. Enter:
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stop_container.bat <host machine> <container name>
For example:
stop_container.bat localhost DAS RT

Restarting a Sentinel Container (UNIX)

1. Login as user esecadm.

2. cdto:
$ESEC_HOME/sentinel/scripts
3. Enter:

./stop_container <host machine> <container name>
For example:

./stop_container localhost DAS_RT

Version Information

Sentinel Server Version Information

Sentinel Server has a command line option to display the version information of the following
processes:

watchdog
rulelg_checker
correlation_engine
data_synchronizer
query_manager
DAS

How to get Sentinel version information (UNIX)

1. cdto:
$ESEC_HOME/sentinel/bin
2. Enter:

./<process> -version
For example:
./correlation_engine —version

How to get Sentinel version information (Windows)

1. cdto:
%ESEC_HOME%\sentinel\bin
2. Enter:

<process> -vers ion

For example:
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correlation_engine —version

Sentinel .dll and .exe File Version Information

How to get Sentinel .dll and .exe file version information

1. cdto %ESEC_HOME%.

2. Within the various different sub-directories, right-click on either a .dll or .exe file and
select properties.

3. Click the version tab.

4. In the Item Name pane, select Product Version. The version number of the file will
appear in the Value pane.

Sentinel .jar Version Information

How to get Sentinel .jar file version information

1. At the Sentinel Server, login as user:
For UNIX:

esecadm

For Windows, login as a user with rights to Sentinel Server.
2. cdto:
For UNIX:

$ESEC_HOME/utilities
For Windows:
%ESEC_HOME%\utilities

3. Atthe command line, enter:
For UNIX:

./versionreader.sh <path/jar fTile name>
For Windows

versionreader <path/jar file name>

Configuring Sentinel email

Sentinel email configuration settings are stored in the execution.properties file during
installation. This file can be edited after installation. This file is on the machine where DAS is
installed and is located:

For Windows:
%ESEC_HOME%\sentinel\config

For UNIX:
$ESEC_HOME/sentinel/config

There are two scripts (mailconfig.sh and mailconfigtest.sh for UNIX and mailconfig.bat and
mailconfigtest.bat for Windows) that change and test the email settings within the
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execution.properties file. The mailconfig.* script changes the email settings and the
mailconfigtest.* script tests the email settings. The bolded areas are the email settings that can

be changed.
The properties within execution.properties are:

mail.authentication.user=<domain\\user>
correlated events retry wait=5000
mail.smtp.host=<SMTP_HOST>

mail.events.max=1000

correlated events retry count=10
mail.address.from=<SMTP_FROM_ADDR>

mail.authentication.password=<password>

The SMTP host that will be used to send
email.

Maximum number of events that will be
sent in an email that is automatically
triggered by the correlation engine. Its
purpose is to limit the size of emails for
correlated events that have a very large
set of trigger events.

The email address that appears in the
From field of the email sent from DAS.

password for mail.authentication.user.

The mailconfig.sh and mailconfig.bat scripts use the following arguments:

-host SMTP host name or IP address

-from From field of the email

-user The mail authentication user

-password Password for the mail authentication user

NOTE: Do not enter your password after the —password argument. You will be
prompted for a new password after you enter the command. The console output will

be masked by asterisks (*).

The mailconfigtest.sh and mailconfig.bat file uses the following arguments:

-to Destination email address

To set email properties in the execution.properties file

1. On the machine where you have DAS installed, cd to:

For UNIX:
$ESEC_HOME/sentinel/config

For Windows

%ESEC_HOME%\sentinel\config

2. Execute mailconfig as follows:
For UNIX:
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./mailconfig.sh -host <SMTP Server> -from <source
email address> -user <mail authentication user> —
password

For Windows:

mailconfig.bat -host <SMTP Server> -from <source email
address> -user <mail authentication user> -password

UNIX example:

-/mailconfig.sh -host 10.0.1.14 -from
my name@domain.com -user my_user_nhame —password

Windows example:

mailconfig.bat -host 10.0.1.14 -from
my_name@domain.com -user my_user_name —password

After entering this command you will be prompted for a new password.
Enter your password:*****xxix*

Confirm your password:****x*x*xx*

NOTE: When using the password option, it must be the last argument.

To test your email settings in the execution.properties file

On the machine where you have DAS installed, cd to:
For UNIX:

$ESEC_HOME/sentinel/config
For Windows
%ESEC_HOME%\sentinel\config
Execute mailconfigtest as follows:
For UNIX:
./mailconfigtest.sh -to <destination email address>
For Windows:
mailconfigtest.bat -to <destination email address>

If your mail is sent successfully, you will get the following on screen output and e-mail
received at the destination address.

Email has been sent successfully!

Check the destination e-mail mailbox to confirm receipt of email. The subject line and
content should be:

Subject: Testing Sentinel mail property

This is a test for Sentinel mail property set up. If
you see this message, your Sentinel mail property
has been configured correctly to send emails
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Updating Your License Key

If your Sentinel license key has expired and Novell has issued you a new one, run the
software key program to update your license key.

How to update your license key (UNIX)

1. Login as user esecadm.
2. Goto $SESEC_HOME/utilities.
3. Enter the following command:

-/softwarekey

4. Enter the number 1 to set your primary key. Press enter.

How to update your license key (Windows)

1. Login as a use with administrative rights.
2. Goto %ESEC_HOME%\utilities.
3. Enter the following command:

softwarekey.exe

4. Enter the number 1 to set your primary key. Press enter.
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Quick Start

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents
will be referred to as Collectors.

This chapter discusses quick start procedures for:

= Security Analysts

= Report Analysts
= Administrators

The following topics are discussed:

= Active Views™

= Exploit Detection

=  Asset Data

=  Event Quer

= Analysis Reporting via Crystal Reports
= Basic Correlation

Security Analysts

NOTE: Assumption, your Security Administrator or you have built the necessary
filters and configured the necessary Collectors for your system.

Active Views Tab

In the Active Views tab, you can monitor events as they happen, performing queries on these
events. You can monitor them in a table form or through a 3-D graphical representation.

To get a Real-Time events started

1. Click Active Views > Create an Active View, click the Filter down arrow, select a
filter and click Select.

Active Wiews | Incidents  (TRAC  Analysis A

Properties

E Create Active View
iSI 4 Advisol
\-‘.kv Event Query Create Active View I
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Active Views™ Wizard b x| Ouwner Fiter Name | Expression String
Step 1. Event Collection Parameter Setup FUBLIC  |Operating_System_... [filer( &.DeviceCategory = "05" )
) _ ) ™ FUBLIC  |Databass_Events [fiter( & DeviceCategory = DB" )
Define the display properties by selecting the Evert Atiribute to use onthe Z Wi

Al of the chart, the fiter to apply and whether o not to display sverts PUBLIC DS Events [fiker e DeviceCategry = "IDS")
PUBLIC High_Severity Fiter( e Severity >=3)
FUBLIC [Firewal Events Filter( & DevicaCatagory = W )
“Event Attrbuts (7 Axds) PUBLIC Low_severity Filter( = Severity <=2
e | PUBLIC |Correlation [fiker( { e.5ensorType = "C"yor { e.SensorType = "W" 1)
PUBLIC Explait_Detection Filter( & vulner ability =

PLIBLIC External_Events

PUBLIC  [ouan Fvents 1 |
q FUBLIC  [severs_Intemal
PUBLIC  |wmi i

Display Events? PUBLIC [Internal_Events [Fiter( e SensorType = "T")

T and { e.5ensorType 1= "' 1)

ves - [Manage Fiter Configuration

add | core | Delete | Detals | select |

& Bach | [iext o I Firist7 | Cancel |

2. Click Finish. If you have an active network, you may see something similar to:

NOTE: To display a 3-D graph without real time events, click the Display Events
down arrow and select No.

1ol x]
Filter PUBLIC:ALL, Attribute Severity o ] TonValues for Last 5 Minutes
30 Second Display Interval, 15 Minute Display Time ol 09:47:30 - 09:52:30
Rank | Severity | Count/Fate |
1. [z 2526
2, = 1990
3. [ 1006
4. 4 956
09:37:30 09:40:00 O09:42:30 09:45:.00 09:47:30 09:50:00 5. E 1 5
Time
_‘I _’I Interval Yalues  Top Yalues |
: Severity DateTime SourcelP DestinationlP Eventiame
@ 2005.05.03 [ 09:52:29 EDT 190.168.12.21 190.168.12.21 Progran_execution_started I:l
3 |2005.05.03 ) 09:52:29 EDT 206.158.21.6 190,168.12,21 Failed_login-administrator —
3)  |2005.05.03 09:52:29 EDT 208.152.25.22 190.168.12,24 \WEE-ITS. asp_churiked f
2 |2005.05.03 09:52:29 EDT 208.152.25.22 190,168.12.24 HTTP_IIS_ASP_Header_Ov... |
13 |2005.05.03 09:52:29 EDT 208.152.25.22 190,168.12,24 Reject i
@  |2005.05.03 09:52:29 EDT 208.152.25.22 190.168.12.24 Port_scan I
@  [2005.05.03 09:52:29 EDT 208.152.25.22 190.1683.12.21 Port_scan I
@  |2005.05.03/ 09:52:29 EDT 189.168.10.22 189.168.10.23 attempted_telnet i~
1| o
950 of 19443 Dpdate: 2005,05.03 [ 09:52:30 &M EDT received: 50 (of 196 T

Exploit Detection

12-2

To view any events indicating a possible exploitation, you must have the following:

= Advisor Feed
= Intrusion detection
*  Vulnerability scanning

Sewverity I “ulnerahility J' | Attackld .ub I
@ [
3y o

Within an event, when the Vulnerability field (vul) equals 1, the asset or destination device is

exploited. If the vulnerability field equals 0, the asset or destination device is not exploited. If
the Vulnerability field is blank, the exploit detection feature of Sentinel is not active.

To view events that indicate a possible exploitation, create an Active View with a filter where
Vulnerability equals 1. If you have Nmap and have run the Nmap Collector, you can view
asset information on the exploited asset or any asset.
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For more information on how exploit detection works and which Intrusion Detection Systems
and Vulnerability Scanners are supported, see Chapter 1 — Introduction or Chapter 10 —
Sentinel Data Manager.

Asset Data

To view Asset information for any event, right-click on an event or events > Analysis > Asset
Data, a window similar to the one below will appear.

Asset Report

desk.acmeinc. net

Hardware MAC Address  A0:12:56:78:90:00
Name Build tachine Yalue 500
Type Server Criticality High
Yendor Dell Sensitivity Lo
Product Precision Environment  Production
Yersion 360 Location Internal
Network P Hostname

199.16.2.23 desk.acmeinc.net

Software Name Type Yendor Product Yersion
Clearcase APPLICATION IBiA Clearcase 5.0
CH++ APPLICATION Microsoft Wisual C++ 6.0
Contacts Order Name Role Email Phone Number
1 Erickson, Stein  USER serickson@acmedarmain. net [703) 555-8865
2 IT Administrator LaN_FOLKs@acemedomain.net (03] 555-9876
Location Room SErver room
Rack i
Address HQ
Agent 86 Security Circle
Suite 86

Washington DC 12345 USA

Event Query

Example scenario - During monitoring, you see numerous telnet attempts from source IP
189.168.10.22. Telnet attempts could be an attack. Telnet potentially allows an attacker to
remotely connect to a remote computer as if they were locally connected. This can lead to
unauthorized configuration changes, installation of programs, viruses, etc.

You can Event Query to determine how often this possible attacker has attempted a telnet,
you can setup a filter to query for this particular attacker. For example, you know the

following:

= Source IP: 189.168.10.22 = Event Name: Attempted_telnet

= Destination IP: 189.168.10.23 = Sensor Type: H (Host Intrusion Detection)
= Severity: 5

To Perform an Event Query

1. Click Event Query (magnifying glass icon) and click the Filter field down arrow.
2. Click Add, enter a filter name of "telnet SIP 189_168 10 _22". In the field below the

Filter, enter:
= SourcelP =189.168.10.22 = Severity =5
= EventName = Attempted_telnet = SensorType =H
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= Match if, select (and) = DestinationIP = 189.168.10.23
3. Click Save. Highlight your filter and click Select.

4. Enter your time period of interest, click Search (magnifying glass icon). The results
of your query will appear.

Filker: Severity: B From: & From; = To: @ Tos Eatch size:
JPUBLIC tehet 5P 183 165 10 22 ~ | Fans  mlpszzor 7] fens  mlpsarer 2l oo =] = | X |
: Severity DateTime SourcelP DrestinationlP | Eventiame
‘ 2005.05.03 [ 09:25:24 EDT 159.1658.10.22 159,1653.10.23 Attempted_telnet 0
' 2005.05,03 [ 09:25:22 EDT 159.1658.10.22 159,1653,10.23 Attempted_telnet [T |
' 2005.05.03 [ 09:25:20 EDT 159.1658.10.22 159,1653.10.23 Attempted_telnet
' 2005.05,03 f 09:25:18 EDT 159.1658.10.22 159,1653,10.23 Attempted_telnet 0
‘ 2005.05.03 [ 09:25:16 EDT 159.1658.10.22 159,1653.10.23 Attempted_telnet 0
‘ 2005.05,03 f 09:25:14 EDT 159.165.,10.22 159,1653,10.23 Attempted_telnet 0
‘ 2005.05.03 [ 09:25:12 EDT 159.1658.10.22 159,1653.10.23 Attempted_telnet 0
‘ 2005,05,03 f 09:25:10 EDT 159.165.,10.22 159,1653,10.23 Attempted_telnet 0
‘ 2005.05.03 [ 09:25:08 EDT 159.1658.10.22 159,1653.10.23 Attempted_telnet
) 2005.05.03 f 09:25:06 EDT 159.1658.10.22 159.1653.10.23 Attempted_telnet 0>
4 I I *
|Q Batch received, click More for additional results, Complete through 5/3/05 9:25:24 ’i 22% | Count: 100

If you want to see how often in general this user is attempting telneting, remove
DestinationlP, SensorType and Severity from your filter or create a new filter. The results
will show all the destinationIPs this user is attempting to telnet to.

If any of your events are correlated events (SensorType = C or W), you can right-click >
View Trigger Events to find what events triggered that correlated event.

Another event of interest could be excessive FTP events. This can also be a remote
connection, allowing for transferring, copying and deleting of files.

Below is a short list of attacks of interest. Types of attacks is an extensive list. For more
information about network/host attacks, there are many resources available (i.e., books
and the internet) that explain different types of attacks in detail.

= SYN Flood = Packet Sniffing = Smurf and Fraggle
= ICMP and UDP Flood = Denial of Service = Dictionary Attack
Report Analyst

NOTE: Assumption, your Security Administrator has configured your Crystal
Enterprise web server and published a list of available reports.

Analysis Tab

The Analysis tab allows for historical reporting. Historical and vulnerability reports are
published on a Crystal web server, these run directly against the Sentinel database. These
reports can be useful to track and investigate activity over a large time frame, for instance a
week or a month. These reports can also be used as a high level reporting method to your
supervisors. If your reporting web server is installed, look in the navigator bar to see what
reports are available.

NOTE: The following is a Crystal 9 example. Crystal 11 procedures are the same
with different report names.

For example, if you are responsible for generating reports to upper management within your
organization. Chances are you will run SourceDestinationReports. These are Top 10 Source
to Destination IP Pairs on hosts names, ports, IPs and users. To run this report, do the
following:
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Running a Crystal Report
1. Expand Top 10 and highlight Top 10 Source to Destination IP Pairs Summary and
click Create Reports (magnifying glass).

2. Enter esecrpt (for SQL authentication and Oracle) as the username or your Windows
Authentication username and enter your password.

3. Under Report Type, select Weekly Report (select Specific Date Range if you want a
specific date range).

NOTE: Other reports may have additional parameters such as resource name and
severity range.

4. Click View Report.

|Top 10 Source to Destination IP Pairs: Weekly

Report Description: This report summarizes the Top 10 Pairs of Source IP Addresses and Destination IP Addresses for the last
full week from all sensars (i.e., event sources) maonitored by e-Security Agents.

Source IP Destination IP Number of
Qccurences
206.158.21 8 188.168.10.22 4174
206.158.23.8 192.168.11.23 2.880
208,152,256 22 180.168.12.21 1.154
10.0.204 1892 168.0.1 1.152
10.0.20.7 192.168.04 579
10.0.204 192.168.0.7 577
207.25.71.204 207.25.71.204 576
189168 10.25 189.168.11.22 576
189.168.10.22 198.168.10.22 576
180.168.12.21 180.168.12.21 576

5. You can export this file as a Word, PDF, rtf, Excel or as a Crystal Report by clicking
Export (envelope).

|crystal Report (rpt)
Crystal Report (rpt)
hicrozaft Excel 7.0 (xls)
microsaoft Word [ .doc)

Rich Text Format [T

Fortable Document Format (pdf)

Event Query

Similar to the Security Analyst, if you have an event or events of interest within your reports,
you can run an Event Query under the Analysis tab. To run a query, highlight Historical
Events > Historical Event Queries and click Create Reports (magnifying glass). For more
information, see Security Analyst - Event Query Sample Scenario.

Administrators

Basic Correlation

Correlation is the process of analyzing security events to identify potential relationships
between two or more events. Correlation allows quick association of priority attacks based on
common elements of event data.
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In reference to the telnet scenario under Security Analyst - Event Query Sample Scenario, a
Basic Correlation Rule can be created that will trigger a correlated event when 4 telnet
attempts are done in a 10 second period.

To Create a Correlation Rule

1. Go to the Admin tab and highlight Correlation Rules in the navigation bar.
2. Create a new folder and place your rule in it. This done through a right-click option.

3. Highlight Basic Correlation, enter a name and click Next. In the next pane, click the
down arrow and select Filter Manager. Click the Selected Filter down arrow and in
the Filter Selection pane, click Add.

4. Enter the following:
= Name: telnet_attempt 189 168 10 22
=  Filter Name: telnet attempt 189 168 10 22
= SourcelP = 189.168.10.22
= EventName = Attempted_telnet
= select And
=  Severity=5
= SensorType=H
= DestinationIP = 189.168.10.23
5. Click Save. Highlight your filter and click Select.

6. Click Next, enter the value of 4 for when condition is met and 10 seconds in the
Threshold Grouping Criteria pane. Click Next.

7. Inthe Correlated Events and Actions pane, change the severity level to 2 (click the
down arrow). Click Finish.

8. To deploy this rule, highlight Correlation Engine Manager in the Navigation pane,
highlight a correlation engine, right-click > Deploy Rules. In the Deploy rules pane,
find your rule and check mark it. Click OK. Ensure that your Correlation Engine and
Correlation Rule have a green check marks indicating that they are enabled. This is
done by right-clicking.

9. There are several different methods to view if you have correlated events. Some
methods are:

= Create an Active View Events window using the correlation filter you created
= Create an Active View Events window using the provided correlation filter

= Create an Active View Events window using the provided All filter, take a snap
shot and sort by SensorType and view all events with SensorType equal to C.

= Quick Query using the filter you created or using the correlation filter.

Right-click on the correlated event and select View Trigger Events to see how many
telnet events (could be more than 4) triggered this correlation rule.
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SensorType - Severity DateTime SourcelP Drestination|P
iC 2. EDT 1 1] 5 elak g
H Show Details 190,168.12.21 190,168,12.21 Program,
H ; 12:22:58 EDT 206,158.21.6 190,168,12.21 Failed_lo
H Lol 12:22:56 EDT 189,168,10,22 189,168,10,23 Atempte
H Create Incident 12:22:58 EDT 206,158.21.6 189.168.10,22 Successk
H add To Incident 12:22:58 EDT 199.168.10.25 199,168.11.22 Re.peate
H (12:22:58 EDT 206,158.21.6 199,168,10,25 Failed_st
H Wiew Trigger Events |, [iz:22:58 EDT 199,168.10,22 199,168,10,22 Failed_st
H . 12:22:58 EDT 206,158.21.6 199,168,10,22 Repeate
Investigate 3
H 12:22:58 EDT 206.158.21.6 199,168,10,25 Repeate
H Analysis ¥ l12:22:58 EDT 207.25.71.204 207.25.71.204 Security
H ping 12:22:58 EDT 207.25.71.204 207.25.71.204 Successk
H 12:22:58 EDT 206,158.23.8 207.25.71.204 Successk
H nslookup 12:22:58 EDT 206.158.23.8 207.25.71.203 Failed_lo
H tracert 12:22:58 EDT 206,158.23.8 207.25.71,202 Failed_lo
H 12:22:58 EDT 206.158.23.8 207.25.71.201 Failed ln ™
I Whais? »
Evenit Id: Correlation rule: Batch size:
[22411B36- 95561027 -9B6C-000874483C3C Jieinst_sttempt 189165 10 22 jioo =] Q | x |
: SensorType Severity DateTime SourcelP DestinationlP
H . 2005,05.03 [ 12:25:47 EDT 1589.165.10.22 1589.1658.10.23 Attempt:l
H . 2005,05.03 { 12:25:45 EDT 189.168.10.22 189,168,10.23 Attempt—'
H . 2005,05.03 [ 12:25:43 EDT 1589.165.10.22 1589.1658.10.23 Abtempt
H . 2005,05.03 [ 12:25:41 EDT 1589.165.10.22 1589.1658.10.23 Abtempt
H . 2005.05.03 { 12:25:39 EDT 189.168.10.22 189,168,10.23 Akbernpt
H . 2005,05.03 [ 12:25:37 EDT 1589.165.10.22 1589.1658.10.23 Abtempt
H . 2005,05.03 [ 12:25:35 EDT 1589.165.10.22 1589.1658.10.23 Abtempt
H‘ [ 2005,05.03 / 12:25:32 EDT 189.168,10.22 189,168,10.23 Attem:j
Search complete. Count: 85
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System Events for Sentinel 5

NOTE: The term Agent is interchangeable with Collector. Going forward, Agents

will be referred to as Collectors.

In the description tables below, words in italics surrounded by <...> are replaced by relevant

values in the real messages.

Authentication Events

Failed Authentication

When a user authentication fails, the following event is generated.

Tag Value
Severity 4
Event Name AuthenticationFailed
Resource UserAuthentication
SubResource Authenticate
Message Authentication of user <name> with OS name
<domUser> from <IP> failed

No Such User Event

When a user attempts to login into the application and authentication succeeds but the user is
not an Sentinel user, the following event is generated.

Tag Value
Severity 4
Event Name NoSuchUser
Resource UserAuthentication
SubResource Authenticate
Message No existing user with name <name> found

Duplicate User Objects

When there is an unexpected second active
event is generated. This is an internal error.

user object, this should not happen, the following

Tag Value
Severity 4
Event Name TooManyActiveUsers
Resource UserAuthentication
SubResource Authenticate
Message Error in user table : Multiple users with the name
<name> found
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Locked Account

When a locked user account is attempting to login, the following event is generated.

Tag Value
Severity 4
Event Name LockedUser
Resource UserAuthentication
SubResource Authentication
Message Attempt to login using locked account
<acct>

User Sessions
User Logged Out

When a user logs out, the following internal event is generated.

Tag Value
Severity 1
Event Name UserLoggedOut
Resource UserSessionManager
SubResource User
Message Closing session for <user> OS name

<osName> from <IP> was on since <date>;
currently <num> active users

User Logged In

When a user logs in, the following internal event is generated.

Tag Value
Severity 1
Event Name UserLoggedIn
Resource UserSessionManager
SubResource User
Message User <user> with OS name <osName> at
<IP> logged in; currently <num> active users

User Discovered

If the server restarts, it loses the session information. It will then reconstruct the session when
it receives messages from active users. When it discovers a connected user, the following

internal event is generated.

Tag Value
Severity 1
Event Name UserLoggedin
Resource UserSessionManager
SubResource User
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Tag Value

Message Discovered active user <user> with OS name
<osName> at <IP> logged in; currently
<num> active users

Event
Error Moving Completed File

When an event file is completed it is moved to the output directory. If that move fails the
following internal event is generated.

Tag Value
Severity 3
Event Name MoveArchiveFileFailed
Resource <DAS name>
SubResource ArchiveFile
Message Error moving completed archive file <fname> to
<dir>

Error inserting events

When inserting events into the database fails the following internal event is generated.

Tag Value
Severity 5
Event Name InsertEventsFailed
Resource EventSubsystem
SubResource Events
Message Error inserting events into the Database—the

events may be permanently lost. Please check the
Database and backend server logs <Exception>

Opening Archive File failed

When opening an archive file for storing the events for aggregation fails, the following

internal event is generated.

Tag Value
Severity 3
Event Name OpenArchiveFileFailed
Resource <Das name>
SubResource ArchiveFile
Message Error opening archive file <name> in <dir>

Writing to Archive File failed

When opening an archive file for storing the events for aggregation fails, the following

internal event is generated.

Tag

Value

Severity
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Tag Value
Event Name WriteArchiveFileFailed
Resource <Das name>
SubResource ArchiveFile
Message Error writing newly received events to
aggregation archive file <fname>

Writing to the overflow partition (P_MAX)

An event is sent approximately every 5 minutes notifying the user when events are being
written to the overflow partition (P_MAX). When this occurs, the administrator needs to use
SDM and add more partitions otherwise performance will start degrading.

Tag Value
Severity 5
Event Name InsertintoOverflowPartition
Resource EventSubSystem
SubResource Events
Message Error: currently inserting into the overflow
partitions (P_MAX), add more partitions

Event Insertion is blocked

If DAS is writing into the overflow partition and the user attempts to add partitions SDM will
send a request to DAS to temporarily stop inserting events into the database. When this
happens DAS will send internal events every time it attempts to insert events into the

database.
Tag Value
Severity 4
Event Name EventlnsertionlsBlocked
Resource EventSubSystem
SubResource Events
Message Event insertion is blocked, waiting <num> sec

Event Insertion is resumed

When event insertion is resumed after being blocked, the following event is sent.

Tag Value
Severity 2
Event Name EventInsertionResumed
Resource EventSubSystem
SubResource Events
Message Event insertion has resumed after being blocked

Database Space Reached Specified Time Threshold

When event insertion is resumed after being blocked, the following event is sent.

Tag

Value

Severity

0

Event Name

DbSpaceReachedTimeThrshld
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Tag Value
Resource Database
SubResource Database
Message Tablespace <string> has <num=> MB left and

growing <num> bytes per second and will run
out space within the time threshold specified
<num> seconds

Database Space Reached Specified Percent Threshold

When event insertion is resumed after being blocked, the following event is sent.

Tag Value
Severity 0
Event Name DbSpaceReachedPercentThrshld
Resource Database
SubResource Database
Message Tablespace <string> has current size of <num>

MB with a max size of <num> MB and has
reached the percentage threshold of <num> %

Database Space Very Low

When event insertion is resumed after being blocked, the following event is sent.

Tag Value
Severity 5
Event Name DbSpaceVeryLow
Resource Database
SubResource Database
Message Tablespace <string> has current size of <num>

MB and has reached the physical threshold of
<num> MB

Aggregation

Error inserting summary data into the database

If an error is encountered while writing aggregation data into the database, the following

internal event is generated.

Tag Value
Severity 4
Event Name SummaryUpdateFailure
Resource Aggregation
SubResource Summary
Message Error saving summary batch to the database for
summary <summaryName>
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Mapping Service

Error initializing map with ID

This internal event is generated from the client side of the mapping service (the one that is
part of the Collector Manager). This error is generated when the Collector Manager attempts
to retrieve a map that does not exist. This should not happen but may happen if maps are

created and deleted.

Tag Value
Severity 4
Event Name ErrorNoSuchMap
Resource MappingService
SubResource ReferentialDataObjectMap
Message Error initializing map with id <ID>: no such map

Refreshing Map from Cache

This internal event is generated from the client side of the mapping service (the one that is
part of the Collector Manager). When the Collector Manager is told to refresh the map
because it has been modified or its definition has changed it sends an internal event. This
means that its cache is up to date and is refreshing the map from cache.

Tag Value
Severity 1
Event Name LoadingMapFromCache
Resource MappingService
SubResource ReferentialDataObjectMap
Message Loading from cache v<version> of map
<mapName=> (1D <id>)

Refreshing Map from Server

This internal event is generated from the client side of the mapping service (the one that is
part of the Collector Manager). When the Collector Manager is told to refresh the map
because it has been modified or its definition has changed it sends an internal event. This
means that the map was either not in the cache or the version in the cache was not up to date
and the Collector Manager is retrieving the map from the server.

Tag Value
Severity 1
Event Name RefreshingMapFromServer
Resource MappingService
SubResource ReferentialDataObjectMap
Message Refreshing from server map <name> with id
<ID>

Timeout Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is
part of the Collector Manager). When the Collector Manager is told to refresh the map
because it has been modified or its definition has changed it sends an internal. This means
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that the Collector Manager attempted to retrieve the map from the server and the server never
acknowledged the request and timed out. This error is considered transient and the Collector

Manager will retry.

Tag Value
Severity 4
Event Name TimeoutRefreshingMap
Resource MappingService
SubResource ReferentialDataObjectMap
Message Request timed out while refreshing map <name>:
<exception>

Error Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is
part of the Collector Manager). When the Collector Manager is told to refresh the map
because it has been modified or its definition has changed it sends an internal event. This
means that there was some unexpected non-transient error while trying to refresh a map. The
Collector Manager will wait 15 minutes and will try again. If this happens during
initialization the initialization will proceed and this map will be ignored until it can be

successfully loaded.

Tag Value
Severity 4
Event Name ErrorRefreshingMapData
Resource MappingService
SubResource ReferentialDataObjectMap
Message Error refreshimg map <mapName>: <exc>

Loaded Large Map

This internal event is an information event sent by the mapping service informing that a large
map was loaded to the Collector Manager. A map is considered large if the number of rows

exceeds 100,000.
Tag Value

Severity 0

Event Name LoadedLargeMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Finished loading map <name> with id <ID> and
<num> entries and total size <#>Kb in <##>sec

Long time to load Map

This internal event is an information event sent by the mapping service informing that loading
a map took an unusually long time (greater than one minute).

Tag Value
Severity 0
Event Name LongTimeTolLoadMap
Resource MappingService
SubResource ReferentialDataObjectMap
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Tag

Value

Message

It took <##>sec to load map <name> with id
<ID> and <num> entries and total size <##>Kb

TimedoutWaitingForCallback

When the Collector Manager needs to refresh a map it sends a request to the backend. This
request contains a callback. The backend generates the map and when it is ready it sends the
map to the Collector Manager using the callback. If it takes too long for the response to
arrive (more than ten minutes) the Collector Manager will submit a second request assuming
the first was lost. When this occurs, the following internal event is genrerated.

Tag Value
Severity 2
Event Name TimedoutWaitingForCallback
Resource MappingService
SubResource ReferentialDataObjectMap
Message Map <name> timed out waiting for callback with
new map data--retrying

ErrorApplyingincrementalUpdate

This event is sent when the mapping service fails to apply an update to an existing client map.

Tag Value

Severity 4

Event Name ErrorApplyinglncrementalUpdate

Resource MappingService

SubResource ReferentialDataObjectMap

Message The error <error> occurred while applying
updates to map <mapName> (ID <mapld>)
v.<version>. Rescheduling a refresh to complete
map update.

OutOfSyncDetected

This event is sent when the mapping service detects that a map is out of date. The mapping
service will automatically schedule a refresh.

Tag Value
Severity 2
Event Name OutOfsyncDetected
Resource MappingService
SubResource ReferentialDataObjectMap
Message Map <mapName> detected the map data is out-

of-sync, probably due to a missed update
notification--scheduling a refresh

Event Router

Event Router is Running

Event router is the main component of the Collector Manager (the one that performs the
maps, applies global filters and publishes the events). This internal event is sent when the
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event router is ready during initialization. When the Collector Manager is restarted, another

event will be sent when it is ready.

This event is not sent until the event router successfully loaded all the global filters and map

information.
Tag Value

Severity 1

Event Name EventRouterlsRunning

Resource AgentManager

SubResource EventRouter

Message Event router completed its initialization in
<mode> mode

Event Router is Initializing

This event is sent when an event router starts its initialization. The event router starts
initializing when it has established a connection with the backend (DAS Query).

Tag Value
Severity 1
Event Name EventRouterlnitializing
Resource AgentManager
SubResource EventRouter
Message Event router is initializing in <mode> mode

Event Router is Stopping

This event is sent when a request is received by the event router to stop during shutdown.

Tag Value
Severity 2
Event Name EventRouterStopping
Resource AgentManager
SubResource EventRouter
Message Event router is stopping

Event Router is Terminating

This event is sent when a request is received by the event router to stop during shutdown.

Tag Value
Severity 2
Event Name EventRouterTerminating
Resource AgentManager
SubResource EventRouter
Message Event router is terminating
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Correlation Engine

Correlation Engine is Running

The correlation engine process can be idled by the user. Its running state determines whether
the active process is processing events or not. The process starts in the idle (stopped) state and
waits to retrieve its configuration from the database. This event is sent when the engine

changes state from stopped to running.

Tag Value
Severity 1
Event Name EngineRunning
Resource CorrelationEngine
SubResource CorrelationEngine
Message Correlation Engine is processing events.

Correlation Engine is Stopped

This event is sent out when the engine changes state from running to stopped.

Tag Value
Severity 1
Event Name EngineStopped
Resource CorrelationEngine
SubResource CorrelationEngine
Message Correlation Engine has stopped processing
events.

Rule Deployment is Started

This event is sent out when an engine successfully loads a rule deployment. This message is
sent out regardless of the engine running state.

Tag Value
Severity 1
Event Name DeploymentStarted
Resource CorrelationEngine
SubResource Deployment
Message deployment <name> started

Rule Deployment is Stopped

This event is sent out when an engine successfully unloads a rule deployment. This message
is sent out regardless of the engine running state.

Tag Value
Severity 1
Event Name DeploymentStopped
Resource CorrelationEngine
SubResource Deployment
Message deployment <name> stopped
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Rule Deployment is Modified

This event is sent out when an engine successfully reloads a rule deployment. This message is
sent out regardless of the engine running state.

Tag Value
Severity 1
Event Name DeploymentModified
Resource CorrelationEngine
SubResource Deployment
Message Deployment <name> modified

WatchDog

Controlled Process is started

Watchdog is run as a service. Its main purpose is to keep Sentinel processes running. If a
process dies, Watchdog will automatically restart that process. This event is sent out when a
process is started.

Tag Value
Severity 1
Event Name ProcessStart
Resource WatchDog
SubResource Process
Message Process <ProgramName> spawned (<pid>)

Controlled Process is stopped

This event is sent out when a process is stopped. The severity is set to 5 if the process was set
to respawn (i.e. it is not expected to die). The severity is set to 1 if the process was set to run

once.
Tag Value

Severity 1/5

Event Name ProcessStop

Resource WatchDog

SubResource Process

Message Process <ProgramName> exited with code
<exit_code>

Watchdog Process is started

As the Watchdog process starts, the following internal event is generated.

Tag Value
Severity 1
Event Name ProcessStart
Resource WatchDog
SubResource WatchDog
Message WatchDog Service Starting
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Watchdog Process is stopped

When the Watchdog service is stopped, the following internal event is generated.

Tag Value
Severity 5
Event Name ProcessStop
Resource WatchDog
SubResource WatchDog
Message WatchDog Service Ended

Collector Engine/Manager

Port Start
Collector Manager sends this event when a port is started.
Tag Value
Severity 1
Event Name PortStart
Resource AgentManager
SubResource AgentManager
Message Processing started for port_<port id>
Port Stop
Collector Manager sends this event when a port is stopped.
Tag Value
Severity 1
Event Name PortStop
Resource AgentManager
SubResource AgentManager
Message Processing stopped for port_<port id>

Persistent Process Died

Collector Engine sends this event when the persistent process connector detects its controlled

process has died.

Tag Value
Severity 5
Event Name PersistentProcessDied
Resource AgentManager
SubResource AgentManager
Message Persistent Process on port <port id> has died.

Persistent Process Restarted

Collector Engine sends this event when the persistent process connector is able to restart the
controlled process that had died.
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Tag Value
Severity 1
Event Name PersistentProcessRestarted
Resource AgentManager
SubResource AgentManager
Message Persistent Process on port <port id> has restarted.

Event Service
Cyclical Dependency

Event Service sends this event when it detects a cycle in the Event Definition (in
dependencies among tags due to referential map assignments). Check the event configuration

in SDM and resolve the dependency.

Tag Value
Severity 5
Event Name CyclicalDependency
Resource EventService
SubResource ObjectAttrinfos
Message Cyclical dependency detected in event
transformations. Check event configuration.

Active Views

Active View Created

DAS_Binary sends this event when an Active View is created.

Tag Value
Severity 1
Event Name RtChartCreated
Resource Real TimeSummaryService
SubResource ChartManager
Message Creating new Active View with filter <filter> and

attribute <attribute> for users with security filter
<security filter>. Currently <n> Active View(s)
Collecting.

Active View Joined

DAS_Binary sends this event when a user connects to an existing Active View.

Tag Value
Severity 1
Event Name RtChartJoiningExistingData
Resource Real TimeSummaryService
SubResource ChartManager
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Tag

Value

Message

Joining existing Active View with filter <filter>
and attribute <attribute> for users with security
filter <security filter>. Currently <n> Active
View(s) Collecting.

Idle Active View Removed

DAS_Binary sends this event when a non-permanent Active View is removed due to

inactivity.
Tag Value

Severity 1

Event Name RtChartlnactiveAndRemoved

Resource Real TimeSummaryService

SubResource ChartManager

Message Removed idle Active View with filter <filter>
and attribute <attribute> for users with security
filter <security filter>. Currently <n> Active
View(s) Collecting.

Idle Permanent Active View Removed

DAS_Binary sends this event when a permanent Active View is removed due to inactivity.
Permanent Active Views are ones saved in user preferences and timeout after several days of

inactivity by default.

Tag Value
Severity 1
Event Name RtPermanentChartRemoved
Resource Real TimeSummaryService
SubResource ChartManager
Message Removed idle permanent Active View with filter

<filter> and attribute <attribute> for users with
security filter <security filter>. Currently <n>
Active View(s) Collecting.

Active View Now Permanent

DAS_Binary sends this event when it detects an Active View as newly permanent. This
check happens periodically, so it may be several minutes after an Active View is saved to

preferences before this event is generated.

Tag Value
Severity 1
Event Name RtChartIsNowPermanent
Resource Real TimeSummaryService
SubResource ChartManager
Message Active View with filter <filter> and attribute

<attribute> for users with security filter <security
filter> is now permanent.
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Active View No Longer Permanent

DAS_Binary sends this event when it detects a formerly permanent Active View that is no
longer permanent. This check happens periodically, so it may be several minutes after an
Active View is removed from preferences before this event is generated.

Tag Value

Severity 1

Event Name RtChartNotPermanent

Resource Real TimeSummaryService

SubResource ChartManager

Message Active View with filter <filter> and attribute
<attribute> for users with security filter <security
filter> is no longer permanent.
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Summary

A-16

Event Name Severity | Source SubResource Component
AuthenticationFailed 4 UserAuthentication Authenticate Authentication
NoSuchUser 4 UserAuthentication Authenticate Authentication
TooManyActiveUsers 4 UserAuthentication Authenticate Authentication
LockedUser 4 UserAuthentication Authenticate Authentication
UserLoggedOut 1 UserSessionManager User User Session
UserLoggedIn 1 UserSessionManager User User
UserLoggedIn 1 UserSessionManager User User
MoveArchiveFileFailed 3 DAS Name ArchiveFile Event
InsertEventsFailed 5 EventSubSystem Events Event
OpenArchiveFileFailed 3 DAS Name ArchiveFile Event
WriteArchiveFileFailed 3 DAS Name ArchiveFile Event
SummaryUpdateFailure 4 Aggregation Summary Aggregation
InsertIntoOverflowPartition 5 EventSubSystem Events Event
EventinsertionlsBlocked 4 EventSubSystem Events Event
EventinsertionResumed 2 EventSubSystem Events Event
EventRouterlsRunning 1 AgentManager EventRouter EventRouter
EventRouterlnitializing 1 AgentManager EventRouter EventRouter
EventRouterStopping 2 AgentManager EventRouter EventRouter
EventRouterTerminating 2 AgentManager EventRouter EventRouter
ErrorNoSuchMap 4 MappingService ReferentialDataObjectMap Mapping
LoadingMapFromCache 1 MappingService ReferentialDataObjectMap Mapping
RefreshingMapFromServer 1 MappingService ReferentialDataObjectMap Mapping
TimeoutRefreshingMapData 4 MappingService ReferentialDataObjectMap Mapping
ErrorRefreshingMapData 4 MappingService ReferentialDataObjectMap Mapping
LoadedLargeMap 0 MappingService ReferentialDataObjectMap Mapping
LongTimeTolLoadMap 0 MappingService ReferentialDataObjectMap Mapping
TimedoutWaitingForCallback 2 MappingService ReferentialDataObjectMap Mapping
ErrorApplyingincrementalUpdat | 4 MappingService ReferentialDataObjectMap Mapping
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Event Name Severity | Source SubResource Component
e

OutOfSyncDetected 2 MappingService ReferentialDataObjectMap Mapping
EngineRunning 1 CorrelationEngine CorrelationEngine

EngineStopped 1 CorrelationEngine CorrelationEngine

DeploymentStarted 1 CorrelationEngine Deployment

DeploymentStopped 1 CorrelationEngine Deployment

DeploymentModified 1 CorrelationEngine Deployment

ProcessStart 1 WatchDog Process

ProcessStop 1/5 WatchDog Process

ProcessStart 1 WatchDog WatchDog

ProcessStop 5 WatchDog WatchDog

PortStart AgentManager AgentManager

PortStop AgentManager AgentManager

PersistentProcessDied 5 AgentManager AgentManager

PersistentProcessRestarted 1 AgentManager AgentManager

SortDependencies 5 EventService ObjectAttrinfo EventService
DbSpaceReachedTimeThrshld 0 Database Database Event
DbSpaceReachedPercentThrshid | 0 Database Database Event
DbSpaceVeryLow 5 Database Database Event
RtChartCreated 1 Real TimeSummaryService ChartManager Active Views
RtChartJoiningExistingData 1 Real TimeSummaryService ChartManager Active Views
RtChartlnactiveAndRemoved 1 Real TimeSummaryService ChartManager Active Views
RtChartPermanentAndRemoved | 1 Real TimeSummaryService ChartManager Active Views
RtChartlsNowPermanent 1 Real TimeSummaryService ChartManager Active Views
RtChartNotPermanent 1 Real TimeSummaryService ChartManager Active Views
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